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Heterogeneous server

deployment and integration
Lab 1

Objectives

Rev. 4.21

After completing this lab, you should be able to:

m  Use the HP ProLiant Essential Rapid Deployment Pack (RDP) to perform
pre-deployment configuration tasks

m  Deploy a scripted Microsoft Windows 2000 installation job to a Preboot
eXecution Environment (PXE) enabled server

m  Deploy servers using imaging
m  Configure a Samba server by editing the smb.conf file using a text editor

m  Deploy a Windows disk image

L1-1
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Requirements

To complete this lab, you will need:

m A Windows 2000 Advanced Server with RDP 1.50

m A Linux image on the RDP server with the following software installed:
e Red Hat Enterprise Linux 3.0
e Samba
e  Xwindows
o  gedit

m  Anunconfigured ProLiant server

Introduction

RC Engineering has acquired new HP ProLiant servers that need to be configured
for a multiplatform environment. The company wants to set up one as a Linux
server to share information with the other servers.

In this lab, you will deploy a Windows 2000 scripted installation to an
unconfigured system. You will then deploy a previously created Linux image to
the server to demonstrate the versatility of RDP and the use of Samba. At the end
of the lab, you will redeploy Windows to the ProLiant target to prepare for the
next set of labs.

L1-2 Rev. 4.21
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Exercise 1 — RDP pre-deployment configuration

Before you can install an operating system or application software on a server, you
must configure the hardware. RDP provides the tools and scripts to automate
server hardware configuration. Before you use RDP, make the following
configuration modifications so that your deployment server will function
optimally:

1.  Configure PXE to process new computers automatically.

2. Synchronize the console name with the operating system name.

3. Change the primary lookup key to the serial number.

4.  Preconfigure the Deployment Agent and the web agent for Windows.

Configuring PXE to process new computers automatically

Rev. 4.21

By default, the correct menu choice for your environment is automatically selected
in the PXE Server menu, but an initial deployment requires you to press the Enter
key to confirm the choice. This process prevents destructive events from running
on a computer because the Deployment Server was unaware of the computer. The
default action for servers is to wait for the Deployment Server console
administrator to assign the computer a task. Therefore, it is not necessary to warn
you about potentially data destructive operations.

To configure the PXE server to choose the Initial Deployment menu item
automatically and continue without user interaction, follow these steps:

1. Click Start - Programs — Altiris — PXE Services — PXE Configuration
Utility.

L1-3
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2. Select Altiris BootWorks (Initial Deployment). Click Edit to display the Menu

Item Properties screen.

¥0 PXE Configuration Utility

Boot Configuration IGeneraII bl FiIterI Multica&tl

Canfiguring Local P=E Server

— Client Boot Menu

Tirneout: |3 zeconds

Frampt: IF'ress [F8] to Select a boot option

— Menu ltems:

Altiriz Boottworks [Inilial Deployment)
Altiriz Bootwork s [Managed PC)
Install BIS Certificate

Dowven

=
H

Up
1]
Edit...

[elete

take Boot Files

It

x|

o]

Cancel |

Apply |

Help

! Important

Do not rearrange the order of the menu items. Changing the menu item order
can cause your target servers to fail to boot to local hard drives.

L1-4
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Select the Execute Immediately option to eliminate wait time and click OK to

close both windows. Initial Deployment will now run automatically for every
server not in the database.

B oot Configuration | General' Mac Filterl Multicastl

mi Menu Ikem Properties Qﬂ

Description: I.-’-‘-.Itiris B ootwiork:s [Initial Deployment]

— Initial Deployment Event Timeout

™ Disable Initial Deployment

Select Initial Deplayment kMenu [tem
I.-'-‘«Itiris Bootwiorks [Initial Deplopment) j

' Execute Immediately
™ afait Indefinitely

" Use Default Menu Timeout

i Timeu:uutl— zeconds
Ok, I Cancel | Help |

]S | Cancel | Spply | Help

Rev. 4.21 L1-5
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Synchronizing the console and Windows names and changing the
primary lookup key

L1-6

Deployment Server uses the memory access control (MAC) address of the NIC as
the primary lookup key, which is its primary means of identifying computers.
Therefore, changing the NIC in a computer causes Deployment Server to treat this
address as a new computer. By associating MAC address with the serial number,
you need to know only the serial number, not the MAC address, when you import
new computers.

To modify the settings, follow these steps:

1. Double-click the Deployment Server console icon on the desktop. Close the
Getting Started screen.

Note

If you want to prevent the Getting Started screen from displaying every time
the Deployment Server console is started, select the Don’t ask me again box.

2. Atthe Deployment Server console screen, select Tools — Options.

3. The Program Options screen displays. Click the Global tab.

Progran Options x|
R apilt eploy I Agent Settings i Cusztom Data Souwrces
Conzole | Global I D'omain Accounts

& These optionz are specific to thiz console only. Other conzoles can be
= configured separately,

¥ Scan resource files for changes every i15 zeconds

W wiatn user when no tasks are assighed to the 'default’ condition

Refresh dizplaped data every |3D zecondsz

0k l Cancel Spply Help

Rev. 4.21
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4.  Select the box next to Synchronize display names with Windows computer
names. Change the primary lookup key to Serial Number (SMBIOS) and click

OK.
Program Options |
R apiD eploy I Agent Settings I Custom D ata Sources
Console Global | Domain Accounts

" Delete histary entries older than |3E| days

W Synchronize display names with Windows computer names

[ Bescheduls failled image deployment jobs to immmediately retmy
the failed tazk

[ Cliertszerver file ransfer pork; IU

[ Autornatically replace expired tial licenzes with available regular licenses

Brimary lookup kew:  |EETERS = b A (|

k. I Cancel Apply Help

5. When prompted to restart the control servers, click Yes.

Altiris eXpress x|

@ These option changes will nak kake effect until the contral servers are restarked,

Would wou like to restart the control servers now?

Yes Mo

Rev. 4.21 L1-7
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Preconfiguring the Deployment Agent for Windows

The provided Windows scripted install jobs use the aclient.inp file in the
Deployment Server root directory for agent settings. These settings are
independent of the Remote Client Installer settings that are established from
Tools — Options — Agent Settings.

In this part of the exercise, you will:

Modify the aclient.imp config file
Set the IP address of the deployment server

To configure the Deployment Agent for Windows, follow these steps:

1.

2.

L1-8

From a text editor, open the aclient.inp file in the Deployment Server root
directory.

Note

By default, the Deployment Server root directory is \program
files\altiris\express\Deployment Server.

& aclient - Notepad o ]

File Edit Format Help

§ T T e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
i MZastaddr s the multicast group address to be used to find the
; Deployment Server Coptionall

; MCastrPort is the port number to use while multicasting Coptional)

i TTL s the maximum number of hops to multicast through (optional)

i ServerName is the computer name of the serwver (optionall

L]

sMCastaddr=225.1.2.3

yMCastPort=402

(TTL=32

; SErveriame=RADAR

i Tepaddr 95 the IP address of the Deployment Server to connect to
Coptional)

; Tcpport is the IP port number of the Deployment Server listening for

; requests {optional)

i Mote: specifying these papameters will switch the acZlient o use

; TCP to connect to the serwer,

Tepaddr=192.168.0.33

TCpPort=402

Verify that the static IP address listed in the TcpAddr= line is the IP address
of your deployment server.

Rev. 4.21
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Rev. 4.21

To ensure that jobs do not fail if the server must be restarted, select the option
to force applications to close when the server needs to restart by changing the
line:

; ForceReboot=No
to

ForceReboot=Yes

If boot diskettes are used instead of PXE and a configuration task is issued to
a computer when no diskette is in the diskette drive, a prompt instructs you to
insert a diskette. If this occurs when you are not logged in to the server, you
must log in and close the prompt before the job can continue. By selecting to
never be prompted for a boot diskette, the server restarts to the normal
operating system if a boot diskette is not inserted in the server when required.

Modify the BootWorks disk prompting behavior by changing the line:
; BootDiskMessageUsage=4

to

BootDiskMessageUsage=0

Select the option to synchronize the target server time with the Deployment
Server time by changing the line:

; SyncTimeWithServer=No
to
SyncTimeWithServer=Yes

Save the file and close the text editor.

L1-9
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Preconfiguring the web agent for Windows

L1-10

Several utilities in a ProLiant Support Pack (PSP) use the web agent, which
enables you to manage a server locally and remotely through a web browser.
Smart Components are modules within the PSP. The web agent requires you to
configure a password in the Smart Components before installation. Without the
password, these other utilities install but do not function correctly and are not
accessible.

Important

-

The PSPs must reside on writeable media so that you can configure the Smart
Components in the PSP before PSP deployment. You cannot configure the
PSPs from the CD-ROM drive.

You only need to configure the Smart Components in the PSP one time; you do
not need to configure the components each time they are deployed. After you
configure the PSP, it is ready for deployment.

To configure the web agent (and other Smart Components) in the PSP for
deployment, follow these steps:

I.

Open Microsoft Windows Explorer and browse to the following directory:

C:\ProgramFiles\Altiris\eXpress\DeploymentServer\Deploy\cds\compaq\
ss.xxx\w2k\ntcsp

where xxx is the version of SmartStart you are using.

E! C:',Program Files' AltirisheXpress',Deployment Server'Deploy'.cds’ compaq i | Dlil
J File Edit ‘iew Favorites Tools Help |-
J Back + = - i @ 5earch ||:E3Folders £ AHistory | FrERLr e | Ed-
JAddress II:I C:\Program Files\Altiris\expressiDeplovment ServeriDeployicdsicompag)ss, 700w 2kintcsp j @bGo
Folders b4 ;L el ‘“"? prUUl?l.cmd @cpﬂ%?ls.exe
..... (] BPkas | H | - bpomoi7itet  Ecp0osrzl.exe
2L Deploy W [®lbpoot7iom Efep003res.exe
27 ods ntcsp opiossitexe  LPoplosrzd.exe
5] compag Gpcpo0aarzexe  BPcp0037as.exe
B s5.700 Select an ikem ta view its %chDS‘iSS.exe %chDS?Z?.exe
B3 rhrz description, $pcpinaasaexe  DPcp0037g.exe
B rhiv - Fopinac.exe  GPop0a7al.exe
B rhao , $pcponaasnexe  TPep00aralexe
== —1 | My Documents ' '
-] rhas21 TNkt Pa Lop003492.exe Fpep003732, e
-] rhasz1 base ey $poponaansexe  TPep0037az.exe
-] rhas3 Reane i cp003505 Hpcponszae
-t cpl JEXE cpl JEXE
S H rh353 $pcpo0asne.exe  TPep003ras.exe
=0 Llfg Fpep00308.exe  Bpcp003736.6xe
503 wk Fpoponarizexe  opooares.exe
503 61 Fpop003713exe DRcpl0I76.exe
£ nitesp %chDS?H.exe %chDS?‘I?.exe
[~
-] textmode
-1 st = = H
|46 object(s) (Disk free space: 5.69 GE) |53.8 MB |@‘ MMy Compuker v
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Locate and double-click setup.exe.

3. Click OK on the HP Remote Deployment Utility screen.

Expand the A/l Configurable Components directory in the tree in the left

pane. Right-click HP Insight Management Agents for Windows. From the
pop-up menu, select Configure. The item configuration screen displays.

= HP Remote Deployment Utility

Fle Repository Target Help

=1l

JiRepository’: IC:\ngram Files\Altiris\eXpressiDeployment Se!‘ [ Browse

LaBdH

ITarget Machine: Iﬁ ML3FIGL - Qﬁmw

se [jReboot Postall X

Jl Support Pack selected for installation: I ProLiant Support Pack for Microsaft Windows 2000 version 7,00 A (English {U5), Japanese)

[

\=) Awailable Software - Cr\Program Files\AltirisleXpressiDeployment Servel

Description of saftware to be installed

I Installed Ver... | Mew Wersior &

= (1 all Configurable Companents

Survey Utilty For Windows version 2,561
] L] Microsoft Windows 2000

[ (] Microsaft Windows Server 2003 Properties...

Yiew Revision Histary...

HP Praiant iLO Advanced System Management Controller Driver For Windaws 2000
HP Praliank Advanced Syster Management Controller Driver Far Windaws 2000

e oliant Integrated System Management Controller Driver for Windows 2000
Liank. System Management Contraller Driver for Windows 2000/Server 2003

Liant 64-Bit{133-MHz Dual Channel Ultra320 Adapter for Windows 2000
Liant Smark Atray-2 Contrallers Driver For Windaws 2000

HP ProLiant Smart Array Sx and éx Controller Driver For Windows 2000/5erver 2003

hp StorageWorks Fibre Channel Support for Windows 2000/5erver 2003

hp ProLiant CMD 0649 IDE Ultra DMA Controller Driver For Windows 2000/Server 2003

HP Praiant Integrated Ultra ATA-100 Dual Channel Driver For Windaws 2000/Server 2003
HP ProLiant CSE-6 ATA-100 IDE RAID Driver for Windaws 2000 Windaws Server 2003

hp ProLiant Storage System Driver For Windows 2000/5erver 2003

hp ProLiant Drive Array Notification For Windaws 2000/erver 2003

HP StarageWorks Fiore Channel Array Notification Driver far Windaws 2000/Server 2003
HP Praliant Integrated ATA RAID Management Utiity for Windaws

HP ProLiant CSE-6 ATA-100 IDE RAID Management Utiliey For Windaws 2000 Windaws Ser...

HP ProLiant Remote Monitor Service For Windows 2000/5erver 2003

HP ProLiant PCT Hat Plug Contraller Driver for Windows 2000/Server 2003
hp ProLiant Hot Plug Memary Driver for Windows 2000

hp ProLiant Remote Insight Board Driver for Windows 2000/Server 2003

HP PreLiant Integrated Lights-Ouk Management Interface Driver for Windaws 2000/Server..,

hp ProLiant Remake Insight Lights-Out IT Board Driver for Windaws 2000/5erver 2003
hp ProLiant ATI RAGE 11T Yideo Controller Driver for Windows 2000

Liant £4-Bit/f-Mhz Dual Channel Wide Ulkrad SCST Contraller Driver for Windows 2.,

5.31.2195.0

5.14.0.0

5.26.0.0

a.0.20

5.32.2195.1
5.32.2195.1
9.32.2195.1
9,32.21931
6,1,645.100
18230
5.14.0.0
5.48.0.32
9.30.0.32
2080
2.5.2003.61
4.1,730,200
5.16.0.0
5.26.0.0
9.20.0.32
25327
7.30,14.101

HP ProLiant Rack Infrastructure Interface Service for Windows 2000/Server 2003 1172195
q l | ¥ hp ProLiant Serial Console For Windows 2000 Server 1.0.0.5
2001, 2003 Hewlett-Packard Development Company, L.P. | um ’- 4
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5.

7.

Scroll down to modify the Administrator password. Enter password in the

Password field and password in the Confirm field.

/) Item Configuration

Administrator Password
Note: This password will also be set for the Operator’ and User'
agccounts if they do not already have passwords.

Passward: | [required)

Canfirm: I [required)

Operator Password

Passward: |

Caonfirm; |

The Adrministrator password will be used here.

User Password

Passward: |

Confirm: I

The Adrministrator password will be used here.

A

Scroll down to the Insight Manager 7 Trust Relationship section, select Trust
All from the Select Trust Mode drop-down menu, and click Save. The web

agent is now configured.

tem Configuration

Save Cancel

Compagq Insight Manager 7 Trust Relationship

Note: For establishing the trust relationship with a new Compag Insight Manager 7
server, you must check the 'Overwrite security setting checkbox’ above.

Select Trust Mode: [ECEEA -

The server will accept Secure Task Execution requests and Single Login requests from any
server.

|

Close the HP Remote Deployment Utility screen.
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Exercise 2 — Deploying a scripted Windows 2000
installation job to a PXE-enabled server

Customizing the unattended installation file

The first step in deploying a scripted installation is to ensure that the configuration
is customized to your environment. To modify the unattend.txt file for your
environment, follow these steps:

1. Open Microsoft Windows Explorer on the Deployment Server and browse to
the C:\Program Files\Altiris\eXpress\Deployment Server\Deploy\configs
directory. Locate the w2k.txt file and open it using a text editor. This is the
unattend.txt file used during the scripted installation.

2. Inthe [UserData] section, change the ComputerName setting to:
ComputerName=Targetx (where x is your group number)

3. Add the line:
Product I D=XXXXX-XXXXX-XXXXK-XXXXX-XXKXXX

Replace XXXXX-XXXXX-XXXXX-XXXXX-XxxxX with the Microsoft Product
Key for your copy of Microsoft Windows. This should be provided by your

instructor.
B w2k - Notepad - 10| x|
File Edit Format Wiew Help
e
[UserDpatal]
Computername=Targetl

Ful lMame=HP
orguame=HPQ
ProductIDs=

=l

Note

If you are using the Select Edition of Microsoft Windows (for Microsoft Select
Customers only), omit the entire ProductID= line.

4.  Save the file. You will use this file during the scripted installation.
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Windows 2000 scripted installation job

To perform an unattended Windows 2000 scripted installation, follow these steps:

1.

L1-14

From the Deployment Server console Jobs pane, expand the Microsoft
Windows 2000 Scripted Install Jobs folder. Open the ProLiant ML/DL
Scripted Install for Microsoft Windows 2000 job by double-clicking the job
name.

Note

If you are using ProLiant BL10e servers, open the ProLiant BL10e Scripted

Install for Windows 2000 job.

Hame:

Event Properties

PraLiant MMLADL Scripted Install for Microsoft Windows 2000

Dezcriptiorn:

Condition zet: |[default]

j Optiohz  * |

ik | Detais | 4] +]
Fun Script Set Hardware Configuration

Shutdown/Restart [Rebont] Add. pl
Rur Script Set Dizk Partition

Shutdown/Festart [Febaoat] it
Run Scrpt Inztall OS5

Run Script Install 05
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2. View details of the tasks by clicking the individual tasks within the job. Note
how the DOS environment variables are used to specify the configuration
files used during the job.

Run Scripkt : : 5'

Script Information

Scriptz run remotely on the managed computer. Set up the script bo run in the
lozal environment.

" Run the script from file:

Mame; ﬂ Fiodify... |

Dezcription:  Set Hardware Configuration

* Run this script;

rern Set Hardware Configuration ;l Irmpart. .. |
rem bootwark, unload

rem deplopment start

zet ogfile=w2k-h.ini

zet hwrfile=midl-hini

zet aryfile=mld-a.ini

call F:hdeploystoolshscrptshsetcfg. bat

— In which 05 would you like ta rn this script?
+ Dos O Windows  Linus
— Surmmany - To change click ‘Advanced'
bSdvanced.., |
The platform pou've selected doezn't support anp of the advanced optionsz.

< Back I Mext = I Finizh | Cancel | Help |

3. After you have finished browsing, click Cancel to return to the Deployment
Server console.
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4.  To begin the deployment, power on the target server. At the PXE Boot
Selection menu, Altiris BootWorks (Initial Deployment) should be selected.
The deployment should run automatically.

ersion 4.0.17
Intel Corporation

»: FFFFFFFF-FFFF-FFFF-FFFF-FFFFFFFFFFFF
EE.0 DHCP IP:

Pres=z [F2] to Select a boot

Note

If you are installing on a ProLiant BL10e server, you will not see the
preceding screen in the Integrated Administrator Remote Console session. The
ProLiant BL10e has limited remote console capabilities. After the system loads
an operating system, including a DOS-based PXE boot image, the Integrated
Administrator Remote Console session is no longer updated.

The Initial Deployment job adds the target server to the New Computers
group in the Deployment Server console. The target server displays in the
Deployment Server console with the Waiting State icon:

%
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5. After the target server registers with the Deployment Server, the BootWorks
agent instructs the target server to wait. The target server does not perform
any other action until a job is assigned to it from the Deployment Server
console.

Note

This screen is not visible through a remote console connection to a ProLiant
BL10e server. If the Diagnostic Adapter is attached to a ProLiant BL10e, you
can view the screen locally.
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6. Inthe Deployment Server console, drag and drop the appropriate Microsoft
Windows 2000 Scripted Install job on to the target server.

=13l

(%) hp ProLiant Essentials Rapid Deployment Pack Powered By Al eXpress Deployment Server

File Edt view Operations Tools Help
|j@as|@snac|eagaxach [tesmi ¢ EEDRABEA

|=}] Computers | f1 Microsoft Windows 2000 Scripted Install Events

Mew Computers Job Mext Assigned Mext Run
) = 6I04FCLLXOOT @EPrULiant BL10e Scripted Install For Microsoft Windows 2000 §
(B Al Computers @ ProLiant BL20p Scripted Tnstall For Microsoft Windows 2000

@ ProLiant BL40p Scripted Install For Microsoft Windows 2000
@ ProLiant ML/DL Scripted Install For Microsoft Windows 2000

= Initial Deployment
+ @ System Jobs
E[@] Microsoft Windows 2000 Scripted Install Events
@ ProLiant BL10e Scripted Install For Microsoft Windaws 2000
@ ProLiant BLZ0p Scripked Install For Microsoft Windows 2000
@ ProLiant BL40p Scripted Install for Microsoft Windows 2000
@ ProLiant ML/DL Scripted Install for Microsoft Windows 2000
@ Microsoft Windows 2003 Scripted Install Events
[@] SmartStart Toolkit and ©5 Imaging Events
@ SmartStart Toolkit Hardware Configuration Events

4 total
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7.

In the Schedule Computers for Job screen, select Run this job immediately

and click OK to start the scripted installation on your target server.

Schedule Computers For Job - {ProLiant ML;/DL Scripted Ins

Schedule Job
Run job immediately or schedule it for a later time or interval.

" Do not zchedule
Select this option ta unszchedule the selected items.

* Fun this job immediately.
Schedule for immediate execution.

" Schedule this job.
Schedule thiz job to rn at a later time ar interval.

Date: I 44 942003 vI Time: |10:01 Ak j

[~ Repeat thiz job every |'| Iu:lay[s] j

v allow thiz job to be defered for up to |5 Iminute[&] j

[~ Schedule in batches of |25 computers at |5 mitLke inkery als

(1] 4 I Cancel | Help

In the confirmation dialog box, click Yes to perform the scripted install.

Note

To bypass this step in the future, select the Don 't prompt me again box.
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9.  When a warning message displays on the target server, let the timer count
down or press any key (except £SC) to continue with the installation.

Note
This screen is not visible through a remote console connection to a ProLiant
BL10e server unless the Diagnostic Adapter is attached to it.

ootWorks (tm) Version &€.0_.1%
right Bltiris, Inc. All rights reserved.
ootWorks (tm) is ented technology end traedemark of Altiris, Inc.

Fequesting information from the i CE board. Please wait ...

Press <F2Z» for Diagnostic moc

Cregting 0CP D —— ———————
Connecting t.|:|| CONTINUE in 14 seconds
TCPE n:'unnr—.-n:tl
| HWARNING: BAn operation is asbout to begin

Client re -1:-::1|

Record up!iar.r-_-l that could be destructiwve to existing deta.- |
1=} Dep-ln:;-:,'menl Preas ESC to ebort any other key to continue ____|

The scripted installation of Windows 2000 continues unattended and takes
approximately 30 to 45 minutes to complete.
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Exercise 3 — Deploying servers using imaging
After you have completed a scripted installation of Windows 2000 and deployed
the latest service pack, your server is ready to be deployed. As part of the scripted
installation process, the Deployment Agent for Windows was added to the server.
This server now becomes your reference server for future deployments.
Capturing a hardware configuration and disk image
To capture a disk image from your reference server, follow these steps:

1. In the Jobs pane of the Deployment Server console, expand the SmartStart
Toolkit and OS Imaging Jobs folder.

2. Double-click the Capture Hardware Configuration and Windows Image job.

In the Job Properties screen, double-click the Run Script task. The Run Script
screen displays.

Job Properties x|
I ame: Il:apture Hardware Configuration and Wwindows lmage
D escription: ﬂ
[~

Condition: I[default] j Setup = |

Task | D etails |
Inztall Package Adeployhtoolsopgprep. exe
Create Image Aimageswincap.img Add s

Fun Script Capture Hardware Configuration
b odifiy...

Hillp

Delete

] I Cancel | Help
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4.  In the Run Script screen, change the default names of the hardware
information and array information files that will be captured. These files will
be used in the image deployment jobs in the next exercise.

e  Change the wincap-h.ini file to xyzcap-h.ini (where xyz are your
initials).

e  Change the wincap-a.ini file to xyzcap-a.ini (where xyz are your
initials).

Click Finish to return to the Job Properties screen.

Script Information

Scriptz run remately on the managed computer. Set up the zcript to run in the
lozal environment.

" Bun the script from file:

M ame: ﬂ Fd mcdifa.. |

Dezcription:  Capture Hardware Configuration

¢ Flun this script:

rem Capture Hardware Configuration :l Impart... |
rem boatwork, unload
zet hwrfle=xpzcap-h.ini

zet aryfile=ryzcap-a.ini
call f:hdeployhtoolsscriptehgetchg. bat

— Ir which 05 would wou like to run thiz 2cript?
& pos  Windows  Linux
— Summary - To change click "Advanced'
Ldvanced.. |
The platform pou've zelected doeszn't support any of the advanced optians.

< Back I Mext » I Finizh Cancel | Help |
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In the Job Properties screen, double-click the Create Image task to open the

Save Disk Image to a File screen.

Change the default image file name wincap.img to xyzcap.img (where xyz are
your initials). Click Advanced to view the optional settings for imaging.

Create Disk Image

Save Dizk Image to a File
Where should thiz disk image be stared??

Enter the path and file name to store the dizk image.
M arne: |.'\images'\:4_l,l2c:a|:u.img al

™ Local image store

Enter an image description [optional).

Deszcription:

Capture Windows Image ;I

-

Advanced... |

¢ Back I MHeut » I Finizh | Cancel | Help
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7.

8.

In the Create Disk Image Advanced screen, note that you can change the
maximum file size and compression ratio. Click OK to return to the Create

Disk Image screen.

Create Disk Image Advanced

— Media Spanning

a file size.

I awimum file size:

Specify; |2I34EI B

M awirnumn image size iz 2 GE. Select the media type and itz default zize or enter

—Additional Dptions
@r image.

[™ Do not boot b wWindows

Campreszion: | Balanced for Size and Speetj

Additional command-line switches:

Select thiz option ta eliminate the need ta boat to YWindaws prior to creating the

Cancel

- ]

Help

Click Finish — OK to close the Job Properties screen.
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9. In the Deployment Server console, drag and drop the modified Capture
Hardware Configuration and Windows Image to the reference server icon in
the Computers pane.

(2 hp ProLiant Essentials Rapid Deployment Pack Powered By Altiris eXpress Deployment Server B ] 55
File Edit Wiew Operations Tools Help

[@s|gganc|en Gxavn [femmi - EERRADA

Computers |
New Computers
Al Computers
B[ daogz

=l Setup»l
[ Detais I ﬂﬂ

Nmagesisyzcap.ing
Capture Hardware Configuration Add >
Hodify.

e |

- Physical Devices

Computer [ scheduled at [ status [

itial Deployment
System Jobs
B Microsoft: Windows 2000 Scripted Install Events
B Microsoft Windows 2003 Scripted Install Events
B Red Hat Linux &0 Scripted Instal Events
[ Red Hat Linux 9 Seripted Install Events
Red Hat Linux Advanced Server 2,1 Scripted Install Events
SmartStart Toalit and OS Imaging Events
Blads Capture Hardware Configuration and Windows Image
Elade Deploy Hardware Configuration and Windaws Image
Capture Hardware Configuration and Linux Image

it and Windows Tmage.

BEEEED

Deploy Hardware Configuration and Linux Image

Deplay Hardware Configuration and Windows Tmage

D380 Capture Hardware Configuration and windaws Image
SmartStart: Toolkit Hardware Configuration Events

]-- Unitedlinuz 1.0 Scripted Install Events

0O tokal v

10. Select Run this job immediately in the Schedule Computers for Job screen
and click OK. The reference server restarts and processes the job. The PXE
boot automatically selects Managed Computer and continues through the
process.

Schedule Computers for Job - {Capture Hardware Configurak ﬂ

Schedule Job
Run job immediately or schedule it for a later time or inkerval.

" Do not scheduls
Select thiz option to unscheduls the selected itermns.

" Run thig job immediately.
Schedule for immediate execution.

™~ Schedule this job.
Schedule this job to run at a later ime or interval.

Date: I 4./28/2003 'I Tirne: 8:06 &M ﬁ

I~ Repeat this job every |‘I Ida_l.J[s] LI

[+ o this job to be deferred for up to |5 Iminute[s] LI

[T Schedulz in batches of |25 computers at |5 minute intervals
Ok I Carcel I Help
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Deploying a Linux disk image

L1-26

To deploy a Linux disk image, follow these steps:

1. Erase the configuration on your target server before deploying the Linux
image file by performing these steps:

Caution

This step is data destructive. Consult with your instructor before completing

this step.

a. Inthe Deployment Server console, expand the SmartStart Toolkit
Hardware Configuration Jobs folder.

b.  Drag and drop the Erase Hardware Configuration and Disks job to the
reference server icon in the Computers pane.

(%) ProLiant Essentials Rapid Deployment Pack Powered by Alkiris eXpress Deploy = | Ellil
File Edit Wiew Operations Tools Help
j@as|wsoac|iedaxavi| | semvmi & EADRABDEE
Compukers Erase Hardware Configuration and Disks Events
E@ Mew Computers Description:
-2 All Computers j Dptions... |
[=1- " Classroom - | |
j | Details +| ¥
o —a] DeskPros Run Script Systermn Erase
- M0 Gl ¥ ! ..
i hpETS_Octoz
Ch 13T_dugoz Edit |
Lab
% Peanut | | _’I Femoyve |
Packet_PC Camputer Group | Scheduled At | Status
o JAMZ
[]--& Physical Devices
SrartStart Toolkit and OS5 Imaging Events
Smartstart Toolkit Hardware Configuration Events
() MNew Foldsr
¥| Capture Hardware Configuration
Deploy Hardware Configuration
Erase Hardware Configuration and Disks?
Su3E Linux Enterprise 7 Scripted Install Events k -
T C | g
A
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2.

From the Schedule Computers for Job screen, select Run this job immediately

and click OK to start the job.

Schedule Computers for Job - (Erase Hardware Eunf_tgnf-‘-"

Schedule Job
Fun job immediately or zschedule it for a later ime or inkerval.

" Do not schedule
Select thiz option o ungchedule the zelected items.

% Fun this job immediately.
Schedule for immediate execution,

" Schedule this job.
Schedule thiz job to run at a later time or interval.

Date: I 341642004 -rI Tirne: |1[|;|:|3 A ﬂ

[T Fepeat this job every I'I ||:|a_l,l[s] ;I

v Allows thiz job to be defered for up to |5 Iminule[s] j

[~ Schedule in batches of |25 computers at |5 minute intervals

(]S I Cancel |

Help

After the erase job has run, delete your reference server from the Deployment

Server console by right-clicking its icon and selecting Delete.

Select the Delete computers and groups contained within the selected items

box and click Yes.

Confirm Delete : x|

-
@ Celete the selected items?

[T Delete computers and groups contained within
zelectad iterns

Yes Mo
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5. If necessary, cycle the power on your target server. At the PXE Boot
Selection menu, Altiris BootWorks (Initial Deployment) should be auto-
selected. The Initial Deployment job is run for all new computers that are not
registered in the Altiris database. This job will not perform any work, such as
imaging the server. It displays the new computer in the Deployment Server
console and waits for further instructions.

Note

This screen is not visible through a remote console connection to a ProLiant
BL10e server. If the Diagnostic Adapter is attached to the ProLiant BL.10e
server, you can view it locally. The ProLiant BL.10e has limited remote
console capabilities. After the system loads any operating system, including a
DOS-based PXE boot image, the Integrated Administrator Remote Console
session is no longer updated.

The Initial Deployment job adds the target server to the New Computers
group in the Deployment Server console. The target server displays in the
Deployment Server console with the Waiting State icon:

f established.

ootWork to wait.

screen can b€ viewed
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In the Deployment Server console, drag and drop the modified Deploy
Hardware Configuration and Linux Image job to the target server icon in the
Computers pane.

In the Schedule Computers for Job screen, select Run this job immediately
and click OK.

Schedule Computers for Job - (Deploy Hardware Configur d Wir |
Schedule Job s
Fiur job immediately or schedule it for a later time or interval. r ] J
Pt

" Do not schedule
Select thiz option to unschedule the zelected items.

% Fun thiz job immediataly.
Schedule for immediate execution.

" Scheduls thiz job.
Schedule this job to run at a later time or interval.

Diate: |3£1E£2DI34 vl Time: [10:08 Ak j

™ Repeat this job every I'I Ida_l,l[g] ;I

v allow this job bo be deferred for up to |5 Iminute[s] j

[ Schedule in batches of |25 computers at |5 rminute intervals
0k I Cancel | Help
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8. When a warning message displays on the target server, let the timer count
down or press any key (except Esc) to continue with the installation. No
further interaction with the target server is required as the image deploys.

BootWorks (tm) Version 6.0.1%
right{c) 1536-20 Altiria, Inc. All rights reserwved.
ootWHorka(tm) is & patented technology and trademark of Altiria, Inc.

Requesting informetion from the iTO/RITOE boerd. Please wait _. .
Press <FZ» for Diagno:
Using IP Address: 1%Z_16
Creeting TCP mo———————————————
Connecting t|:|| CONTINUE in 14 seconds
TICP connect
| WARNING: An operation is about to begin

nt record

|

|

|

Fecord up:iatr—.-l that could ke destructive to existing data._ |
|

i

e E:'Ep-ln-ymenl Preas ESC toc ebort any other key to continue ...

L1-30 Rev. 4.21



Heterogeneous server deployment and integration

Exercise 4 — Configuring a simple file server with Samba
using smb.conf

In this exercise, you will set up a basic Samba server that contains the following
components:

m  Basic security measures

m  Different home directories for each user

m A public share to allow access to anyone with access to the Samba server
m A printer share

There are many ways to configure Samba. In this exercise, you will use a text
editor to edit the smb.conf file.

Configuring a Samba server using the smb.conf file

Rev. 4.21

1. Log in to the machine as root.
2. Rename the /etc/samba/smb.conf file to back it up:
mv /etc/samba/smb.conf /etc/samba/smb.conf.bak
3. Create a new smb.conf file:
touch /etc/samba/smb.conf
4.  Create a new folder called public:
mkdir /home/public

5. Change permissions on the folder to allow everyone read, write, and list
access:

chmod 777 /home/public

6. If Xwindows is not started, start Xwindows with the following command:

startx
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7.  Click the Red Hat Main Menu icon in the lower left-hand corner of the
screen. Click Accessories — Text Editor.

| o

root's Home

¥ Accessorles
I < e nccessones +

(‘Q}Games ! <2 caleulator

ika, Graphics ! | 4] Character Map

9 Intemet ! @ Dictionary

&2 office ! & File Roller

@ Preferences. } (3 Print Manager

% Programming { @ TexiEdtor |

) sound & video  »
2 system settings »
2 System Tools~ »
A Help

;a Home Folder

[ Network Servers
&) Run Program...
[& search for Files...
DQDEH Recent »

(B} Lock Screen
Log Out

-y 22,
adeHesal

8. Click Open on the toolbar of the text editor to display the Open File Dialog
box.

bl Untitled 1 - gedi ” :
Eile Edit View Search Tools Documents Help

.G@@@E‘}@ﬁ@@

New | Open Save Print Undo Redo Cut Copy Paste Find Replace

. |Open a file

Ln1, Cal. 1 INS
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9.  Click the box labeled /root and change the directory to /.

| New Folder | Delete File | Rename File

Folders | / _|i|e5 ad
N anaconda-ks.cfg

o install.log

PSP_RHEL30/ install.log.syslog

BN
R
T

snapshotl.png
snapshot2.png
snapshot3.png

Selection: froot
| |

‘ 32 cancel ‘ ‘ ¢ oK ‘
-

10. Double-click the ezc folder.
11. Double-click the samba folder.
12. Select the smb.conf file and click OK.

_Open File...
‘ New Folder | Delete File | Rename File ‘
fetcfsamba ¥
Folders 2] Eiles Rad
J Imhosts
y
|-/ smbusers -
7 ; ¥
[+] [+
Selection: fetc/samba
|5mb.canf |
3 Cancel o OK

L J
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13. Add the following code to the smb.conf file:
[global]

workgroup = ipcourse

netbios name = studentxx (where xx 1s a number
assigned by your instructor)

server string = Samba Server

security = user

encrypt passwords = yes

root preexec = echo “%u connected from %I at %T” >>
usr/local/samba/logfile

interfaces = eth0 lo 127.0.0.1

bind interfaces only = yes

[homes]

comment = Home Directories
path = /home/%u
read only = No

create mask = 0750

guest ok = no

browseable = yes
[printers]

comment = All Printers
path = /var/spool/samba
create mask = 0700
print ok = Yes
browseable = No

[public]

comment = Public Stuff
path = /home/public
read only = No

guest ok = Yes
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Your file should resemble the following screen shot.

El fetcfsambalfsmb.cont - gedit

File Edit View

@, &6

Save Print Undo Redo

Search Tools Documents

* New Open

) smb.conf x

Help

¢ P B A W

Cut Copy Paste

Find Replace

[global]
workgroup = ipcourse
netbios name = student6
server string = Samba Server
security = user

encrypt passwords = yes

interfaces = eth0 lo 127.0.0.1
bind interfaces only = yes

[homes]

comment = Home Directories
path = /home/%u

read only = No

create mask = 0750

guest ok = no

browseable = yes
[printers]

comment = All Printers
path = /var/spool/samba
create mask = 0700
print ok = Yes
browseable = No

[public]

comment = Public Stuff
path = /home/public
read only = No

guest ok = Yes

root preexec = echo "%u connected from %I at %T" >> usr/local/samba/logfile|]

I[»

PN

<]

14. Save the file and exit the text editor.

15. Test the values entered into smb.conf by entering the testparm command
from a command shell to test the file. If you entered everything correctly, no

error messages will display.

Note

To launch a command shell in Xwindows, right-click the desktop and select

New Terminall.
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16. If no errors were reported when executing the testparm command, enter the
following command to restart Samba:

service smb restart

17. Create a new local Linux user for testing the Samba service. From a
command shell, execute the following command:

useradd sambauser
18. Create a Samba password for the user added in the previous step.

smbpasswd —a sambauser

19. Enter a password of password and press Enter. Then enter password again to
confirm. You should receive a message that resembles the following:

startsmbfilepwent internal: file /etc/samba/smbpasswd
did not exist. File successfully created.

You are now ready to test the Samba server from a Windows client.

20. Using a Windows client, verify that you can connect to the Samba server by
mapping a network drive to the Samba server’s public folder. From a
Windows command prompt, enter the following command:

net use z: \\studentxx\sambauser /USER:sambauser

A new Z: drive will be available on the Windows client, which will write to
the Samba server.

This exercise created a simple file server using Samba. You modified the smb.conf
file to set up basic file sharing and created a user account in the Linux passwd file
with the useradd file. Then you granted the Linux account access to Samba with
the smbpasswd command.

INTER| 13} For more information about Samba, visit: http://www.samba.org
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Exercise 5 — Deploying a Windows disk image
To redeploy a Windows disk image, follow these steps:

1.  Inthe Jobs pane of the Deployment Server console, expand the SmartStart
Toolkit and OS Imaging Jobs folder and double-click the Deploy Hardware
Configuration and Windows Image job.

2.  In the Job Properties screen, double-click the Run Script task. The Run Script
screen displays.

Job Properties x|
Mame: |DE!|::I|:|5,I Hardware Configuration and 'windows Image
Description; =]

Condition: I [default] j Setup >3 |

Task | D etailz |

Fiun Script Deploy Hardware Configuration

Fower Management [Reboot] add v
Deploy Image Aimagezhwincap. imng

felmddify...

Hilin

[Telete

] I Cancel | Help
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3. Inthe Run Script screen, change the default names of the hardware
information and array information files that will be used in the deployment.
These are the files that you captured previously.

e Change the wincap-h.ini file to xyzcap-h.ini (where xyz are your initials).

e Change the wincap-a.ini file to xyzcap-a.ini (where xyz are your initials).

Xl
Script Information -
Scriptz run remotely on the managed computer. Set up the sonpt bo run in the r ] J
lozal erwironiment, T
" Bun the script from file:
Marme; ﬁl h ... |
Dezcription;  Deploy Hardware Configuration
' Fun this script:
remn Deploy Hardware Configuration ;I Irnpart... |
rern boobwork, unload
remn deployrment start
zet hwrfile=xyzcap-h.ini
zet anfile=syzcap-a.ini
call Fhdeployhtoolshscriptsisetchg bat
=
—In which 05 would vou like to run this scnpt?
&+ pos  Windows £ Linux
— Summary - To change click '‘Advanced'
Advanced ... |
The platform you've zelected doesn't support any of the advanced options.
< Back I Mest > I Finizh Cancel Help

4.  Click Finish to return to the Job Properties screen.
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5. In the Job Properties screen, double-click the Deploy Image task to open the
Disk Image Source screen.

6. Change the default image name wincap.img to xyzcap.img (where xyz are
your initials). Click Advanced to see the additional settings available when
deploying an image.

Distribute Disk Image : x|

Disk Image Source
Select a dizk image and diztribute it to other computers.

{+ Select a disk image file,
Enter the name of an exizting image file.

Marne: I.'\Imageahﬁyzcap.img al

[™ Local image store

™ Select a computer on the network.
Enter a zource computer bo create and distribute a disk image.

Computer: I il

[T Save the disk image as a file while distibuting,

[+ arme; I il Advanced... |

v Automatically perform configuration task after completing this imaging task.

4 Back I P et > I Finigh | Cancel Help

7.  Click OK — Finish to return to the Job Properties screen.
8.  Click OK to close the Job Properties screen.
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9.  Erase the configuration on your Linux server before deploying the captured
image file by performing these steps.

Caution
This step is data destructive.

a. In the Deployment Server console, expand the SmartStart Toolkit
Hardware Configuration Jobs folder.

b. Drag and drop the Erase Hardware Configuration and Disks job to the
reference server icon in the Computers pane.

() ProLiant Essentials Rapid Deployment Pack Powered by Altiris eXpress Deployr = |EI|1|
File Edit %“iew Operations Tools Help
jav]/poac edaxasn [2erml & EEIQAEDE
Computers - i Erase Hardware Configuration and Disks Events
Description:
j Options... |
| Detailz + | + |
Fun Script Syztem Erase
Add...
Edit |
Peanut | | _DI Bemove |
Packet_PC Computer Group | Scheduled At | Status
L @ 1aMZ
[]--& Physical Devices
[-(B Smartstart Toolkit and OF Imaging Everts -
=] SmartStart Toolkit Hardware Configuration Events
i Mew Folder
Capture Hardware Configuration
Deploy Hardware Configuration
U3 -
| | D= | i
0 kotal v
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10. From the Schedule Computers for Job screen, select Run this job immediately

11.

12.

and click OK to start the job.

Schedule Computers for Job - (Erase Hardware Configur:

Schedule Job

Fiun job immediately or schedule it for a later time or interval.

" Do naot schedule
Select this option to unzchedule the zelected items.

£ Bun thiz job immediately.
Schedule for immediate execution.

= Schedule this job.
Schedule thiz job to run at a later time or interval.

Date: |3£1E£2DD4 vI Time: (10:03 Ak j

™ Repeat this job every I'I I.jay[g] ;I

Iv Allovs thiz job to be defered for up to |5 Iminule[s]

E

[ Scheduls in batches of |25 computers at |5 minuke inkeryals

Lo

Cancel |

Help

Confirm Delete

-
@ Delete the zelected items?

[T Delete computers and groups contained within

zelected itemsz

Yes Hao

After the erase job has run, delete your reference server from the Deployment
Server console by right-clicking its icon and selecting Delete.

Select the Delete computers and groups contained within the selected items
box and click Yes.
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13. If necessary, cycle the power your target server. At the PXE Boot Selection
menu, Altiris BootWorks (Initial Deployment) should be auto-selected. The
Initial Deployment job is run for all new computers that are not registered in
the Altiris database. This job will not perform any work, such as imaging the
server. It displays the new computer in the Deployment Server console and
waits for further instructions.

Note

This screen is not visible through a remote console connection to a ProLiant
BL10e server. If the Diagnostic Adapter is attached to the ProLiant BL.10e
server, you can view the screen locally. The ProLiant BL.10e has limited
remote console capabilities. After the system loads any operating system,
including a DOS-based PXE boot image, the Integrated Administrator Remote
Console session is no longer updated.

The Initial Deployment job adds the target server to the New Computers
group in the Deployment Server console. The target server displays in the
Deployment Server console with the Waiting State icon:

f established.

ootWork to wait.

screen can b€ viewed
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14. In the Deployment Server console, drag and drop the modified Deploy

Hardware Configuration and Windows Image job to the target server icon in

Rev. 4.21

the Computers pane.

File Edit View Operations Tools Help

() hp ProLiant Essentials Rapid Deployment Pack Powered By Altiris eXpress Deployment Server

=10]x]

|@e|@2aac|

(] Computers
=&

TARGET!
(&) All Computers
#-B3 Physical Devices

g Initial Deployment

Desxription:

2emmlrr EEDREEA |

Condijon: [ (defaul)

j Setup >> l

D
£
3
w
)

Power Hinagement
Deploy Bhage

Details il Ll

Deploy Hardware Configuration
(Reboot)
Mmages\xyzcap.img

) @ System Jobs
[+ @ Microsoft Windows 2000 Scripted Install Events
=] é] SmartStart Toolkit and OS Imaging Events
@ Capture Hardware Configuration and Linux Image Col
@ Capture Hardware Configuration and Windows Image
@ Deploy Hardware Configuration and Linux Image
@ Deploy Hardware Configuration and Windows Image
[+ @ SmartStart Toolkit Hardware Configuration Events

Computer Name | IP Address

f Scheduled At | Status I Condition

ter | Gro

0 total e —— >

15.

In the Schedule Computers for Job screen, select Run this job immediately
and click OK.

Schedule Computers for Job - {Deploy Hardware Configuration

Schedule Job
Run job immediately or schedule it for a later ime or interval.

™ Do not scheduls
Select thiz option to unzchedule the selected items.

¥ Fun thiz job immediately.
Schedule for immediate execution.

i~ Schedule thiz job.
Schedule thiz job to run at a later ime or interval.

[rate; I 362004 vI

[ Repeat thiz job every I'I

=

10:08 & =

=

I mintels]

Tirne:

| day(z]

W Allow this job to be deferred for up to |5 j

[T Schedule in batches of |25 computers at |5 minute interyals
Ok, I

Cancel | Help
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16.

When a warning message displays on the target server, let the timer count
down or press any key (except Esc) to continue with the installation. No
further interaction with the target server is required as the image deploys.

ootWHorks (tm) Version &.0.1%
opyright {c) 15%6-2003, Altiris, Inc. 2Al1l rights reserved.
ootWHorka(tm) is a patented technology and trademark of Altiris,

Requesting information from the iTO/RITOE board. Please wait _..
Press <FZ» for Diegnostic mode._ . .
Uaing IP Address: 19%2_168_0_25
Creeting TCP mo———————————————
Connecting tnl CONTINUE in 14 seconds
TICP connect
| WARNING: An operation is about to begin

|
|
|
Fecord up:iatr—.-l that could ke destructive to existing data._ |
Client rr—.--:'nrdl I

e E:'Ep-luymenl Preas ESC toc ebort any other key to continue ...

Inc.
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Enterprise Management
Lab 2

Objectives
After completing this lab, you should be able to:

Rev. 4.21

Install HP Systems Insight Manager on a Microsoft Windows server
Configure the Systems Insight Manager environment

Monitor managed systems using lists, event handling, and tasks

Run reports to organize Systems Insight Manager database information
Deploy software to managed systems
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Requirements

To perform this lab, you will need:
m  An HP ProLiant server with the following components installed:

° Microsoft Windows 2000 Server or Advanced Server with Service Pack
(SP) 4 or later

e  Microsoft Internet Explorer 6.0 or later
e  TCP/IP and Simple Network Management Protocol (SNMP)

e  Monitor combination capable of supporting 1024 x 768 resolution with
16-bit colors

e  OpenSSH server for managed systems
s  HP ProLiant Essentials Foundation Pack
= HP Management CD

Introduction

To enable Jackie to manage the network systems at RC Engineering, you must first
install Systems Insight Manager on one of the company’s Windows servers. Then
you will need to configure the server to detect and monitor managed systems.

After configuring security on the managed systems and running reports to compare
data collection snapshots, you will configure HP ProLiant Support Packs (PSPs) to
deploy software to the managed systems. To do this you first must install Version
Control Repository Manager (VCRM) on a network server.

L2-2 Rev. 4.21



Enterprise management

Exercise 1 — Installing Systems Insight Manager
To install Systems Insight Manager you must:
m  Verify the hardware and software requirements
m  Create users to access Systems Insight Manager from a client

Verify hardware and software requirements

The following table lists the minimum hardware and software requirements to
install Systems Insight Manager on a central management server (CMS) and
access Systems Insight Manager from a client.

Hardware and software Minimum requirements
Web browser = Intel Pentium Il or better
= Microsoft Internet Explorer 6.0 or later
System memory = 512MB RAM for Windows 2000, Windows 2000

Advanced Server, Windows XP Professional, or
Windows Server 2003

Monitor resolution m 1024 x 768 with 256 colors
= 16-bit or better recommended

From the Control Panel, double-click the Internet Options icon. Then select the
Advanced tab and verify that JIT compiler for virtual machine enabled is selected
(usually enabled by default).

Internet Properties
General I Securiby I Contentl Connections I Programs  Advanced |

Setkings:

Shaow Internet Explarer on the desktop ;I
Underling links

&) Always

O Hover

) Mever
O Use inline AukoComplete

Use smoath scrolling
L&) HTTP 1.1 settings

Use HTTP 1.1

[ use HTTP 1.1 through proxy connections
E} Microsoft ¥M

[ Java consaole enabled (requires restart)

[0 3=va lagging enabled

JIT compiler For virtual machine enabled (requires restart)
% Multimedia

[0 Always show Internet Explarer (5.0 or later) Radio toolbar -
4| | ]

Restore Defaults |
QK I Cancel | fppli |
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Creating users to access Systems Insight Manager from a client

L2-4

In this exercise you will create a system administrator account, which is required
to complete the Systems Insight Manager installation on the CMS. You will also
create two additional users to administer the CMS in subsequent exercises.

1.

2
3.
4

10.

11.

Log in to Windows 2000 as administrator.
Right-click My Computer and select Manage.
Under System Tools, expand Local Users and Groups.

Right-click the Users folder and select New User. In the User Name field,
enter ServerAdmin. In the Password and Confirm Password boxes, enter
password. Deselect the User must change password at next logon option and
click Create.

On the New User page, click Close.

Under Local Users and Computers, ensure that Users is selected. In the right
pane, right-click the ServerAdmin user and select Properties.

From the Properties screen, click the Member Of tab and click Add.

On the Select Groups page, click Administrators from the list of groups and
click Add.

Click OK and OK again.

Repeat the process to create KMorgan (Kathy Morgan) and BParker
(Brandon Parker) user accounts with a password of password. However,
these users should not have administrator rights.

Close the Computer Management interface.
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Installing Systems Insight Manager

In this exercise, you will install Systems Insight Manager on the CMS. Systems
Insight Manager can be installed from the HP Management CD or from a self-
extracting file that can be downloaded from the HP website.

By default, the installation process installs Microsoft Desktop Engine (MSDE)
2000 and Windows Management Instrumentation (WMI) Mapper if these
applications are not present on the server.

Note
Before Systems Insight Manager is installed, the CMS requires:
e A static IP address

e Domain Name Service (DNS) available on the network, with the
proper DNS suffix (in this class, ase.class) enabled in the IP settings
of the server

e All unused network interfaces disabled

In most classrooms, these procedures will have been performed for you as part
of the classroom setup.

Initiating a Systems Insight Manager installation from the HP Management CD

Systems Insight Manager is included on the HP Management CD in the HP
ProLiant Essentials Foundation Pack. To install Systems Insight Manager from the
HP Management CD:

1.
2.

Rev. 4.21

Log in to the CMS as ServerAdmin.

Insert the HP Management CD into the CD-ROM drive. The Management
CD interface should automatically run. If it does not, navigate to the CD-
ROM drive and run:

autorun.exe

Scroll down the page, review the end user license agreement, and click
Agree.
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4.  Click the Products tab and then click HP Systems Insight Manager on the left

panel of the screen or from the Product Overviews list on the right.

& Hewlett-Packard Management CD

[ﬁﬁ Management CD

HP ProLiant Essentials Products
Product Overviews

The Management GO delivers a full suite of software tools to
help manage your HP adaptive infrastructure

HP Systems Insight Manager
Rgzctive system managegs

line =M WP P systems. HP Systems

Insight Manager helps maximize system uptime and
and reduces

costs by providing proactive notification of problems

before those problems result in costly downtime and

reduced productivity. For the latest software updates for

The focal point for
across the HP product

HP Systems Insight Manager, visit the Software
Download page

+ Software Yersion Control - through the Yersion Contral
Agents and Version Contral Repositary within HP
Systemns Ingight Manager, system software version
cantral capabilities make it even easier to maintain
consistent software baselines across all your ProLiant

5. Click Install. A list of all software available for installation on the CD

displays. Click Install next to HP Systems Insight Manager.

Starting a Systems Insight Manager installation from the self-extracting file

When you download Systems Insight Manager from the Systems Insight Manager

website, it is in the form of a self-extracting file. To install it using this file:

1.  Run the self-extracting file:
HPSIM-setup.exe

2. Click OK.

3. Click Setup. The install menu displays from a command line prompt.

C:AWINDOWS\System32cmd. exe

HF Sysztems sight Manager 4.8 Install Menu:
1 UView "ReadMe' file (Adobe format)

Uiew "Release Motes'" file (Adohe format>

Uiew "Installation and User’s Guide' file <{Adobe format)

Install HP Systems Insight Manager 4.8

Exit menu

» gselection:

4.  Enter 4 to begin the installation of Systems Insight Manager.
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Navigating the Systems Insight Manager installer

@ HP Systems Insight Manager Installer

HP Systems Insight Manager

Welcome to the HP Systems Insight Manager Installer

Install

The HF Systerms Insight Manager Installer allows you to install HP Systems Insight Manager along with many other valuable
software components. Click the Install button to begin.

Install |

More Information

This section contains more information about topics such as support, product documentation and new features with HP
Systems Insight Manager.

Learn what's new in HP Systems Insight Manager

Access HP Systems Insight Manager online support

Learn about HP management applications that integrate with Systems Insight Manager
Understand how HP Systems Insight Manager integrates with HP OpenView products

The welcome screen of the Systems Insight Manager installer provides links to
valuable information. Before installing Systems Insight Manager, you can learn
more about the program and how it integrates with other management applications
such as HP OpenView.

To continue the installation of Systems Insight Manager, click Install on the HP
Systems Insight Manager Installer screen.
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Installing MSDE 2000

1. If Microsoft SQL Server is not detected locally, you are prompted to install
MSDE 2000 SP3A. Click Install MSDE.

2. When you are prompted to restart, select Reboot the system.
3. After the server restarts, log in as ServerAdmin.

Note

MSDE can be installed as the Administrator user, but for the purposes of this
lab, you are installing as ServerAdmin. If you install MSDE as Administrator,
some steps in this lab might not match your experience.

4. If you are installing Systems Insight Manager from the HP Management CD,
from the CD-ROM drive run:

\HPSIM\win\eng\inshell .exe

Otherwise repeat the steps in the section titled Starting a Systems Insight
Manager installation from the self-extracting file.

5. On the Welcome to the Systems Insight Manager Installer screen, click
Install.

Select Installation Type

Select your desired mode for installation of HP Systerns Insight Manager and other components.

Typical
Typical install is the fastest and easiest way to install HP Systerns Insight Manager and other commanly used components
Custom
Custorn install allows you to select individual components and configure them during installation.
Available Components For Install Typical Installati Custom Installati
OpenSSH for Windows 3.7.1p11 Included Included 2
S5H protocol 2 services for remote task execution
WHMI Mapper
The Mapper enables Wl data collection and discowvery from any pc or server Included Included
running YWindows 2000 or later. B
< >
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6. There are two Systems Insight Manager installation options—Typical and
Custom. Both options install OpenSSH for Windows, WMI Mapper, Systems
Insight Manager, and Version Control Repository Manager (VCRM). The
Custom option enables you to change the settings for the drive, installation
directory, or program group. For this exercise, click Typical.

7. Onthe Account Authentication screen, enter the password for the
ServerAdmin account and your machine name in the database server field (if
you do not know your machine name, consult your instructor). Click Next.

8. Onthe Summary screen, click Install. The Status page displays when the
selected components install.

Typical Install - Status

Selected Component(s): Installation Status:
Installed Successfully. ou will han ™
OpenSSH for Windows 3.7.1p1-1 to reboot your system for tagk
SSH protocol 2 services for remote task execution execution in HP Systerns Insight
Manager to wark properly.

WHMI Mapper
The Mapper enables WhI data collection and discovery from any po or server running  Installed Successfully
Windows 2000 or later.

HP Systems Insight Manager
Central managerment server that delivers fault, configuration, inventary and In process
performance management for HP servers

Ve et : >

9.  When the installation is complete, click Finished.

Installing the Java Runtime Environment on the client

You need the Java Runtime Environment (JRE) to access the Systems Insight
Manager browser interface from a client. To install the JRE:

1. Log in to the client as ServerAdmin.

2. Open Internet Explorer and enter HTTP://MachineName:280 in the Address
bar. Then click GO or press Enter.

3. A Security Alert message displays indicating that you are about to view
pages over a secure connection. Click OK.
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10.

11.
12.
13.

Another Security Alert dialog box displays because the system does not trust
the issuer of the certificate. Certificates are used for authentication and
security within Systems Insight Manager. To configure a trust of the
certificate issuer and prevent this Security Alert dialog box from displaying
again, click the View Certificate button.

Security Alert E

rir“l Infarmation you exchange with this site cannot be viewed ar
?. chanaed by others. Howewver, there iz a problern with the site's
; zecuity certificate.

& The zecurity certificate wasz izsued by a company you have
not chosen to tust. YWiew the certificate to determine whether
you want bo truzt the certifying authonity.

a The zecurity certificate date is walid.

a The zecurity certificate has a valid name matching the name
of the page vou are trying to view.

Do wou wart to proceed?

d View Certificate |

Click the General tab and then click Install Certificate.

The Welcome to the Certificate Import Wizard dialog box displays. Click
Next.

Ensure that Automatically select the certificate store based on the type of
certificate is selected and click Next — Finish.

Review the certificate information and click Yes on the Root Certificate Store
dialog box.

When the import is successful, click OK — OK — Yes.

The page displays to install the Java 2 Runtime Environment from Sun
Microsystems Inc. Click Install JRE and then click Open to run the
application.

Click Yes to accept the license agreement.
Click Typical for the setup type and then click Next.
When the JRE installation completes, click Refresh Login.
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14. A Warning — Security dialog box displays requesting the acceptance of the
certificate associated with the Systems Insight Manager server. Click Always.

15. A Hostname Mismatch dialog box displays. Click Yes to proceed. When the
dialog box displays again, click Always.

16. Log in to Systems Insight Manager using the ServerAdmin account and
password. The Systems Insight Manager Home page displays.

2 HP Systems Insight Manager - Microsoft Internet Explorer

File Edt Wiew Favorites Toolk  Help

-5 - QRERAQES

Address [{€] hitps:hpsimi :50000]m<portal/homefMxPortalFrames. sp

[ﬁp] HP Systems Insight Manager

Tavent Home | Logout

Updatedt: Fric

Tools Deploy Configure Diagnose Reports Logs Options  Help
©
Advanced Search
System Lists
Cel=—]
DO THIS NOW to finish the install I Do not show this again
Status Owerview
All Systerms
All Events = Set up managed nodes * Add new users
My Favorites + Configure protocol settings e Configure ermail and paging settings
© System Lists = Configure discovery: Automatic or Manual e Setup automatic event handlin
@ Event Lists
Monitor Manage
s View all systems & Manage inventory reports
s View all events « Lpdate software and firmware for ProLiant servers
* See an overview of systerm health and events * Integrats HP tools or your own tools with Custorn
o Create custorn systern and event lists or favorites Commands
+ Usa icon view o view large numbers of systems « Tune and filter discavery
» Uselistview to view system details « Automate event handling by assigning actions to
o Status icons defined incaming events
* Create mle-based authorizations to control who can
use what tools on which systems
. Did You Knew You Can...?
e Plug other HE management products into HP for more information on
Systerns Insight Manager? i
Legend L) + Loarn more about how HE Opentiew products and OpenView
@=Crifical  «f = Normal HP Systems Insight Manager wark better Service Management Solutions
7 = Major 2 = Unknowm : together?
&y = Minar & = Iniormational e Learnmore about Proliant Essentials Saftware? b0
&1 Applet com.hp.mxc portal. applet. folders FoldersUlapplet started

[& B8 Localintranet
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Navigating the Systems Insight Manager Home page

To familiarize yourself with Systems Insight Manager and set it up for your
environment, experiment with each of the links on the Systems Insight Manager
Home page.

1. If necessary, log in to the management console as ServerAdmin.

Note

Logging in as an administrator is not a requirement. For the purpose of this
lab, you are running the browser on the Systems Insight Manager server and
logging in as an existing user, ServerAdmin.

2. Open Internet Explorer and enter HTTP://MachineName:280 in the Address
bar. Then click GO or press Enter.

3. If a Security Alert message displays alerting you that you are about to view
pages over a secure connection, click OK.

4. Log in to Systems Insight Manager using ServerAdmin and the password.
The Systems Insight Manager Home page displays.

Note

If you have not done so already, select the Do not show this again check box in
the box labeled DO THIS NOW to finish the install.

119 Systims Insight Manager - Microsaft Internet Faploer
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9.

You can configure the Systems Insight Manager Home page by clicking one
of the Customize links that are in the top right corner of each frame on the
page. From the Home page, click the Customize link in the top right corner of
the main frame or select Options — Home Page Settings.

Home Page Settings

Description: Customize the "Home" link and the page displayed when HP Systems Insight Manager
from the customize button on the introductory page or from the menu under Options->Home Page

Choose page to show when HP Systems Insight Manager starts and when | click on "Home":

@ Introductory page

[ Show Administrators tips far completing initial configuration
Show the "Did You Know?" image

O Status Overview page
O This list:

The Home Page Settings screen displays. Select the This list radio button and
All Servers in the list box. Click OK. The Home page displays the All Servers
list.

To reconfigure the Home page, select Options — Home Page.

Click Customize in the top right corner of the screen adjacent to the
Uncleared Event Status information.

Customize Banner
Description: System status can be displayed in various ways.
Show summary of: |uncleared event status | v
For system list: All Systems g

Label: Uncleared Event Status

[ Show summary of:
For system list:

Label:

[] Show an alarm when any system meets the condition:
Condition:
For system list:

Label:

Show legend of status icons in lower left area of screen

Notice that you can change the way Systems Insight Manager displays this
status information. Experiment with the various ways the status information
can be displayed. Then return to the Home page.
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Exercise 2 — Configuring the Systems Insight
Manager environment

To execute commands and deploy software to managed systems, two tasks must be
performed:

m Install and configure SSH
m  Configure each managed system to send SNMP traps

Installing and configuring SSH

A public SSH key must be installed on each managed system to enable Systems
Insight Manager by means of the Distributed Task Facility (DTF) to execute
commands on that system. The private key is stored on the CMS.

Run the OpenSSH application on the managed system

1. Insert the HP Management CD into the CD-ROM drive on the managed
system. Navigate to the openssh folder and execute the following command:

OpenSSH_3.7.1pll_exe
Accept all the default prompts.

2. Open a command prompt, navigate to the C:\Program Files\OpenSSH\etc
directory, and enter:

cd C:\Program Files\OpenSSH\etc
This command assumes that OpenSSH was installed in the default location.

3. Execute the following command to see which users are registered with
OpenSSH:

type passwd

4. Restart the server.

Copy the SSH key from the CMS

1.  Onthe CMS, copy the SSH generated public key from the CMS to the
managed system and place it in the authorized keys file of the root or
administrator user. To launch the Manage SSH Keys dialog box from the
CMS command prompt, enter the following command:

mxagentconfig -g

2. Inthe dialog box, enter the hostname of the managed system. Then enter root
or administrator for the username and the associated password. Click
Connect.

Click Close.
4. Close the command shell.
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Configuring a managed system to send SNMP traps

Rev. 4.21

Perform the following steps on each managed system:

1.

o A~ W

9.

Select Start — Programs — Administrative Tools — Services. On Windows
2003 and Windows XP, the Programs submenu is All Programs.

Scroll down the list and right-click SNMP Service. Then select Properties.
On the Security tab, click Add.
Select READ WRITE from the Community rights drop-down list.

Enter publicn for the Community Name, where n reflects the table in the
classroom where your server is located.

Click Add.

Select the Traps tab, enter the Community Name from step 5, and click Add
to List.

Click Add in the Trap Destination section.

SMMP Service Properties {Local Computer) 7] x|

Generall Log Dnl Fiec:c'\-'eryl Dependencie&l Agent  Traps |Securit_l,l|

The SHMF Service provides network management over TCPYP
and IP=/5Fx protocals. IF raps are required, one or more
community names must be specified. Trap destinations may be
hiost names, [P addreszes or 1P addresses.

— Commurity name

Ipublic‘l j A i fist |

SMMP Service Configuration E I

&dd

Cancel

i

Host name, [P or IF= address:

Add. Edi. | | Remove |

0k | Cancel | Apply

Enter the IP address of the CMS and click Add.

10. Click Apply to save the changes and OK to close the dialog box.
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Configuring protocol settings for managed systems

Configuring the protocol settings determines which systems are added to Systems
Insight Manager. In this exercise, you will set global protocols to configure default
system-wide protocol settings. These defaults apply to all newly discovered

L2-16

systems.

1. If you have logged out, log back in to Systems Insight Manager.

2. Select Options — Protocol Settings — Global Protocol Settings.

3. If some systems are managed over a WAN or satellite link, use a larger
default ping (Internet Control Message Protocol [ICMP]) setting timeout (for
example, five seconds) with at least one retry. For a LAN such as a classroom
network, use a shorter timeout of three seconds and one retry.

4.  Select Enable WBEM.

In the Default WBEM settings section, enter the default user names and
passwords shown in the following table.

Username Password
Administrator password
ServerAdmin password
KMorgan password

The identification process attempts each of these user name and password
pairs until a successful response is obtained. Future Web-Based Enterprise
Management (WBEM) requests to that system use the user name and
password that succeeded.

Note
For Windows-based systems, the user name should include the domain name,
for example, domainname\username.
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In the Default HTTP settings section, select Enable HTTP and HTTPS to
enable web-based agents and other HTTP port scans to be identified.

In the Default SNMP settings section, select Enable SNMP and set the
Default timeout to 3 and Default retries to 1. The same consideration applies
for this setting as the Default ping (ICMP) setting.

Default SNMP settings

¥ Enable SMMP

Default timeaut: |5 seconds
Default retries: |1

Default write community string: |senrerEI1

Read community string:

Default 1: [publict
Default 2: [public2
Default 3: [public3
Default 4: [public4
Default &: |
Default B: |
Default 7: |
Default &: |

Enter the name of the CMS as the Default write community string.

The community string is set to public by default. HP recommends that the
community string be changed to prevent unauthorized users from viewing
system information. Enter publicn as the Default 1 read community string,
where n represents the table location in the classroom. Enter read community
strings for other student servers in the class.

In the Default DMI settings section, select Enable DMI to enable DMI
identification to run on systems.

Click OK to accept the settings.
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Running the first device discovery

Before running the first discovery of systems on the network, you must:

Ensure that HP Insight Management Agents are installed and running
correctly on the target systems

Verify that the SNMP community strings settings and WBEM user name and
passwords in Systems Insight Manager and on the system agents are
configured correctly

Verifying installation of HP Insight Management Agents

L2-18

The HP Insight Management Agents enable you to view subsystem and status
information from a web browser, either locally or remotely.

1.

To view information on a managed system locally, enter either URL:

https://127.0.0.1:2381/
https://localhost:2381/

To view information on a managed system from the CMS (remotely), enter
the URL.:

https://machine:2381/
where machine is the IP address or the computer name under DNS.

Note

If the managed system is not set up to trust the CMS, a Security Alert dialog
box displays prompting you to indicate whether or not to trust the server. This
dialog box is followed by a login page.

The System Management Home Page should display. If it does not, you must
install the agents from a SmartStart or Management CD. Consult your
instructor if you need help obtaining these CDs. Close the browser after the
presence of the HP Insight Management Agents is confirmed.
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Initiating automatic discovery

In this exercise, you will run the first device discovery to discover the systems in
your student set.

1. From the Systems Insight Manager Home page, select Options — Discovery
— Automatic Discovery.

2. When the Automatic Discovery — General Settings page displays, ensure that
IP range pinging is selected.

Discovery configuration

Use discovery filters

IP range pinging

O 1P sARP

[ Automatically discover a system when an event is received from it

Configure global protocol settings

3. Click the discovery filters link. Filters are enabled for new installations and are
set to the system types shown in the graphic.

Discover the following system types:
Complex Partition Switch
[ Desktap O Power Distribution Unit [ Thin Client
[ Enviranmental Monitar O Power Supply O ups
] Handheld Printer [ Unknown
] Hub [0 Remote Access Device [ Unmanaged
[ k0w Switch 1 Raouter [ wvarkstation
Management Processor Server
] Matebook Storage Device
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10.

11.

Notice that you can limit the scope of discovery using certain criteria. Select
All manageable systems (WBEM, SNMP, DMI or HTTP support) and click
OK.

Limit discovery to systems which meet the following criteria:
O Any system that matches the above filter

@ All manageable systems WEBEM, SNMP, DM or HTTP support)
O Manageahle systems with HP agents anly

Click Home to return to the Systems Insight Manager Home page.
Select Options — Discovery — Automatic Discovery.

Notice that discovery is scheduled to execute automatically every day.
Scroll down the page and click Save and Run.

Under Status, notice the Last Run: Running percentage. When this reaches
100%, the time of the last discovery process is displayed. When complete,
click Save.

In the left-hand pane, click the All Systems link. The All Systems page displays
the discovered devices for your classroom.

Click Home to return to the Systems Insight Manager Home page.
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Performing a manual discovery

In this exercise, you will perform a manual device discovery. This exercise enables
you view the options for adding devices.

1. Select Options — Discovery — Manual Discovery. The IP address or name of
the device is required to discover a device in Systems Insight Manager.

System Information
Required field *

Enter either the system’s name or IP address:

@ System name: |
O IP address

Specify default name if DNS name lookup fails:

Mare Settings... Add System

2. Click More Settings and review the additional information that can be
provided.

3. Return to the Systems Insight Manager Home page.
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Creating users

In this exercise, you will configure a limited Systems Insight Manager
administrator.

1. From the Systems Insight Manager Home page, select Options — Security —

Users and Authorizations.

Options Help

- -
Discovery

1

Events
pr Status Palling pnage discovered systems.

3
3
3
securty o] users and authorizations |
3
3

m Protocol Settings Certificates ]

Cluster Monitor Login Event Sekttings

y Data Collection. .. System Link Configuration
Home Page
ol ¥Yersion Control Repository

2. The Users and Authorizations page opens. Click the Users tab.
3. Click New.

Users and Authorizations

Description: Add, modify, and configure users and authorizations enabling users to view and manage discovered systems.

Overview Toolboxes | System Groups | Authorizations
- o~ Configuration Pager IP Lagin New...
W Ll Rights Configured Restrictions Full Hams B
[T hometadministrator  full Mo Mo =
[ HOMER:ServerAdmin ful Mo Mo =T
elete
Report
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4. The Users and Authorizations page expands to enable you to enter details for a
new user. Enter the information shown in the following table.

Field Information

Login name KMorgan

Domain <the name of the CMS system>
Full name Kathy Morgan

Phone 222-555-1234

Email address kmorgan@hp.com

Copy all authorizations of None

this user or [template]

Central management limited, allowed to create tools, edit

server configuration rights events, create reports, and so forth

5. Scroll down the page and fill in the pager information. Click OK. Kathy
Morgan is now in the list of users.

Pager Information

Phone number: IW

PIN number: |9878|—

Message length (characters): Im

Baud rate: m

Data format: I? Data bits, Even parity, 1 stop bit j

OK I Cancel Apply

6. Click Home to return to the Systems Insight Manager Home page.
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Creating toolboxes

Toolboxes are used to customize the administrative capabilities of Systems Insight
Manager users. This exercise lists steps to create toolboxes that can be assigned to
specific users.

1.  From the HP Systems Management Home page, select Options — Security

— Users and Authorizations. On the Users and Authorizations page, click the
Toolboxes tab.

2.  Click New. The New Toolbox page displays.

New Toelbox

Recuired field:*

Name; ™

Description:

Toolbox is enabled

Show tools in category Toolbox contents:
Caonfiguration Tool L

Delete Events ~

Install Software and Firmware

Remave All Disk Thresholds

Replicate Agent Settings

Set Disk Thresholds 7]

Cancel

3. Inthe Name field, enter Res Management. From the Show tools in category
drop-down list, select Resource Management.

Show tools in category Toolbox contents:
Resource Management A

Event Muonitaring Service

List Resource Awvailability ==
Frocess Resource Manager Console

Display Resource Usage

Cancel

4.  Select all of the tools in the left box. Click the >> arrow button to move the
selected tools into the Toolbox contents box. Click OK. The Res Management
toolbox is now available.
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5. Click New. The New Toolbox page displays.

6. Inthe Name field, enter Home Admin. From the Show tools in category
drop-down list, select View.

7. Scroll down the list to select System Management Home Page as
Administrator. Click the arrow to move it into the Toolbox contents box.

Click OK.

Name: * Home Admin

Description:

Toolbox is enabled

Show tools in category
Wiew

Toolbox contents:

Properties
Rack Wiew
Systemn Management Home P

=

Systern Management Home P

as Administr]

as Operator |v

o]

Cancel

Apply

8.  The Home Admin toolbox is now available.

9. At the top of the screen, click Logout under the Systems Insight Manager

heading.
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Adding authorizations

In this exercise you will authorize Kathy Morgan to use the Res Management and
Home Admin toolboxes.

L2 -26

1.
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10.

Log in as KMorgan with a password of password. Notice that the Home page
is different from the one used by ServerAdmin. Why?

Log out and then log in as ServerAdmin.

Select Options — Security — Users and Authorizations.

On the Users and Authorizations page, click the Authorizations tab.
Click New. The New Authorizations page displays.

Select Kathy Morgan from the Select User(s) list and Res Management from
the Select Toolbox(es) list.

Choose System(s) from the Select drop-down list and select your system.
Click OK. The newly created authorization is in the list.

Log out and log in as KMorgan. How many Uncleared Status Events display?
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11.

12.

13.

14.
15.

16.

17.

18.

Under System Lists, click All Systems. What do you notice now?

Click the icon in the HW column for your server. This will open the System
Management Homepage. What are you required to do before the System
Management Homepage displays?

Do not provide credentials to log in at this time. Close the browser with
the System Management Homepage login page.

Log out and log in as ServerAdmin.

Select Options — Security — Users and Authorizations. Select the
Authorizations tab and click New.

Select Kathy Morgan from the Select User(s) list and Home Admin from the
Select Toolbox(es) list.

Choose System(s) from the Select drop-down list and select your system.
Click OK.

Log out and log in as KMorgan. Under System Lists, click All Systems. Click
the icon in the HW column for your server. You should now see the System
Management Homepage without providing any login credentials. Close the
System Management Homepage browser.
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Exercise 3 — Monitoring managed systems

After the first discovery is run, you can monitor systems using the tools in the
System Lists. It enables you to drill down to locate more information about
managed systems.

Creating personal folders and lists

Task 1: Create a customized list of hardware resources

In this exercise you will create system folders and use the Advanced Search
feature of Systems Insight Manager to create customized lists.

1. Connectand log in to Systems Insight Manager as ServerAdmin.

2. On the Systems Insight Manager Home page, click the Customize button near
System Lists. The Customize Lists screen displays.

ICustomize Lists

Description: Customize the contents of folders and lists

Show: | Systern Lists | v Y- -]

j> Systems by Type Mewr List...

> Systems by Status

b Systems by Operating System

b Clusters by Type

> Clusters by Status Mew Folder, .

& System Functions
EEER
2o iz

To add lists to My Favorites, choose Systern Lists or BEvent Lists from the above drop
down list box, then select a list and press the Add to Favorites button.

3. Click New Folder. In the name box, enter Environment Info and then click
OK. This creates a new system folder.
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4. You can search for matches in common system attributes using Search.
Common system attributes include:

e DNS name

e  Device host name

e  Serial number

e  Operating system type

e  Operating system version

e  Operating system description
e  Operating system name

e  Product model

e  System type

e IP address

Enter ProLiant in the Search field and click Go or press Enter.

5. Alist of servers displays that meet this criteria. You can save this list to use
for a task. However, in this exercise, you will use the Advanced Search
feature to specify a unique list of criteria. Click the Advanced Search link.

6. Configure the search using the criteria shown in the graphic.

Search for | systems .

where | system type || is b Server A4 Delete
and | trust status | |is b false v Delete
and | common attributes | % || contains ~ || ProLiant Celete

<< Add

7. Tosave the list, click the Save As button. In the Name box, enter ProLiant
systems without trust configured. Select the Existing personal folder radio
button and then select Environment Info from the drop-down list and click
OK. Click OK in the confirmation box.

8. Inthe System Lists frame, expand System Lists — Environment Info and
click ProLiant systems without trust configured. The results of the query
displays in right-hand frame.
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Task 2: Create a customized list based on protocols

If a system cannot be identified using discovery methods such as hardware status
or components, create a list based on the protocols that are being used to manage

the system.

1. Inthe left frame on the Systems Insight Manager Home page, click Advanced
Search. Search for systems where management protocol is WBEM.

2. Click Save As. On the Save List As page, enter Systems managed using
WBEM. Select the Existing personal folder radio button and then select the
Environment Info folder from the drop-down list and click OK. Click OK in
the confirmation box.

3. Expand System Lists — Systems by Management Protocol and click Systems

managed using WBEM. The results of the query displays in the right-hand
frame.

Task 3: Add lists to a Favorites folder

One benefit of creating a new list under My Favorites is that it can display as a
status icon next to the list to show the most critical status within the list.

To create a list in the Favorites folder:

1.

o M WD
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Click Customize in the System Lists pane. The Customizes List page
displays.

Scroll down the list and select ProLiant systems without trust configured.
Click the Add to Favorites button.
Enter Security info in the New Folder field.

Click OK to add the folder and list to My Favorites. Click OK in the
confirmation box.

The new folder and list display. Notice that the status of the list is represented
by one of the status icons.
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Task 4: Configuring system links

Rev. 4.21

When you are browsing to systems, configuring system link information to ensure
that the system name matches the name in the system certificate can prevent
browser warnings.

1.  From the Systems Insight Manager Home page, select Options — Security —
System Link Configuration. The System Link Configuration page displays.

ISystem Link Configuration

Choose the name format to use when creating links to managed systems. When browsing to systems using 55L, the
system’s name should match the name in the system's certificate to prevent browser warmings

@ Use the system name
O Use the system IP address
O Use the system's full DNS name

2.  Select Use the System Name and then click OK.

In the case of devices with multiple network interfaces, selecting Use the
System Name provides only one link per destination to the device, whereas
selecting Use the system IP address results in multiple links for the device.

3. Return to the Systems Insight Manager Home page.
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Managing system types

Systems categorized in Systems Insight Manager can be customized based on
SNMP system object identifiers (OIDs). Manufacturers assign unique system
object identifiers to their SNMP instrumented products. In this exercise, you will
use System Type Manager to customize how third-party systems are identified by
creating rules that map these system object identifiers to product categories and
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names.

HP can only guarantee the results on HP equipment in the classroom. Some of the
actions are designed to demonstrate what would happen if there were third-party

devices in the classroom. These actions are clearly labeled. Notify your instructor
if your actions do not produce the expected result.

1. On the Systems Insight Manager Home page, select Options — Discovery —

Manage System Types. The Manage System Types interface displays.

System type: | All b
Rules
Product model 4 Product type

& 3Com Hub 10 Hub one
¢ 3Com Hub 40 Hub Mone
O 3Com Linkswitch 1000 Hub Mone
O AdvanceStack 12R with Manag. .. Switch Mone
O AdvanceStack 16U with SNMP . Switch Mone
O AdvanceStack 24R with Manag. .. Switch MNone

Subtype Protocol

SNWP
SNMP
SNMP
SNMP
SNWP
SNMP

New rule:
requires field *
Use the following criteria to create a new system type.

Systern object identifier:

Caompare rule:+ | match

MIB variable object identifier:
Object value:

Data type string

Compare rule: | any value

Priarity 1

Retrieve from system..

Retrieve from MIB

Retrieve from system.

v

>

Select one of the systems in the list and click Edit. Notice the data provided
by the third party to allow identification of the device. Click Cancel.

On the Manage System Types page, click New. The New rule page displays.
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4.  Scroll down the page and select Router for the system type and Class Router
for the product name.

Assign the following properties to systems identified by the above criteria.

System type:* Router

Subtype: Maone iy

Praduct name:* Class Router

Custom managerment page: Launch

% Cancel

5. Scroll up the page and click the Retrieve from system option opposite the
System object identifier box. In the Target IP Address field, enter 127.0.0.1.
In a production environment this would normally be the IP address of the
system you want to identify.

6. Click Get Response. The response values populate. Click OK.

7. Onthe New Rule page, click Retrieve from MIB. Select a MIB such as
rfc1213 that would most likely be supported on the target system and a MIB
variable from the drop-down list. Pick a MIB. On the Retrieve from MIB
page, click OK.

8.  Onthe New Rule page, click the Retrieve from system option opposite the
Obiject value box. Click Get response — OK.

Retrieve from system:

Enter an object identifier, community string and target hostname or [P address and click on the 'Get response’
button to view details below. Clicking 'Ok will uge this value in the system object identifier field above.

Ohject identifer: 13612111
Comraunity string public
Target hostnarne or [P address 127.001

Respunse SMMP data OCTETSTRING
type:
Hardware: x86 Family 6 Model 5 Stepping 2 AT/AT COMPATIBLE - Software: Windows 2000

Resoincelalle 5.0 (Build 2195 Multiprocessor Free)

9. Onthe New Rule page, click OK. Class Router is included in the list of third-
party-devices.
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Performing a manual discovery

In this exercise, you will perform a manual device discovery. This exercise enables
you populate the database with the third-party system type added in the previous
exercise.

1.  From the Systems Insight Manager Home page, select Options — Discovery
— Manual Discovery.

System Information
Required field *

Enter either the system’s name or IP address:

® System name: |
OIP address

Specify default name if DNS name lookup fails:

Mare Settings... Add System

Enter the IP address of the system in the field.
Click More Settings to view the additional options.
Scroll down the page and click Add System.

N oo o &

When the status field on the top right indicates that identification is complete,
click the All Systems link on the left to see your target system listed and
identified as specified in your rule.
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Uploading and registering a MIB using the command line interface
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If you have third-party systems on your network, you can register the MIBs that
accompany the systems. In this exercise you will use the command line to manage
MIBS.

Note

Completion of this exercise requires you to copy MCompile.exe to the MIB
directory and access the class folder.

1. On the Systems Insight Manager server, select Start — Run. In the Open box,
enter cmd and click OK.

2. At the command prompt, enter mxmib. A list of registered MIBs displays.

3. At the command prompt, enter cd c:\program files\hp\systems insight
manager\mibs.

4.  Copy the .mib file from the class folder to this directory.

At the command prompt, enter mcompile [mib_file_name] where
mib_file_name is the .mib file in the class folder. This creates a .cfg file from
the .mib file.

6. To register the MIB, enter mxmib —a [mib_cfg_file].cfg where mib_cfg_file is
the file created in step 5.

7. Enter mxmib. Notice the new MIB is now registered.
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Running data collection
Now you will collect data to view information about discovered devices.

1.

10.
11.
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Click the All Systems link. Select your server from the list and then select
Options — Data Collection.
Confirm that your system is the verified target and click Next.

On the Data Collection — Inventory Data Collection (single or historical)
page, select Overwrite existing data set and click Run Now.

The Task Results page displays. Review the results to ensure that the task
completed successfully.

Task Results
Description: View status and results of task instances

Status: o Complete Target: haomer

1D: 108 Run by: HOMER\ServerAdmin
Task name: Data Collection Start time: 91703 - 11:63 AM BST
Tool: Data Collection End time: 9703 - 11:583 AM BST
Owner: HOMERMServerAdmin Duration: 16 ms

Commanid: [

Select Tools — System Information — System Page. Confirm that your
system is the verified target and click Run Now. The System Page displays.

Click the Links tab and the Data Collection Report link. The report opens in a
new browser. Review the data collection report.

Click the link at the top of the report to export the file in comma-separated
values (CSV) format.

Close all browsers other than Systems Insight Manager.

Click the All Systems link. Select your server from the list and then select
Options — Data Collection.

Confirm that your system is the verified target and click Next.

On the Data Collection — Inventory Data Collection (single or historical)
page, select Append new data set (for historical trend analysis) and click
Schedule. Select Periodically and configure the data collection to run every
hour. Click Done.

Step 3: Schedule Task

Task name: Data Callection 2 Refine schedule:

On (24903 [at 1129 |PM |+

When would you like this task to run?
O Perindically

@ Once

O Mot scheduled

In addition:

[ Run naw [] Disable this task < Prav Done
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Viewing device information

In this exercise you will investigate the System Management Homepage. There is
more than one way to access the Homepage; in this exercise you will use the

Rev. 4.21

System Page.

1. Todisplay the System Page of your system, click the link of the system from
the All Systems list. Confirm that your system is the verified target and click
Run Now. The System Page displays.

2.  Click the Identity tab. Notice the system and status information available.

System Page

Target: homer

General System Information
Address
System Name
DNS Name
Management Protocols

Contact

Location

System Type

Product Model
Hardware Description

Software Description

Server Role

182.168.0.250

homer

homer

WEBEM:2 BENMP1 035H:35H-
2.0-0Open33H_36.1p1ShH 1

Senver

ProLiant 3000

%86 Family & Model 5 Stepping 2
AT/AT COMPATIBLE -
Windows 2000 Version 5.0 (Build
2195 Multipracessor Free)

Status Information

7 Hardware Status

7 fromn Insight Management Agents

+f respanse to SNMP
+f from ping

& Software Status

3. Click the Links tab. The Links tab has a list of hyperlinks to the system
management web environment for the server. Click the System Management
Home Page link to display the System Management Homepage for your

Server.
Identity |WELIW| Evenis

System Management Pages: homer HP Systems Insight Manager pages
System Management Home Page Data Collection Feport
Wersion Control Agent Swetern Protocol Settings
HTTP Server Froperties
Yersion Control Repositary Manager
Ingight Management Agents

System Yeb Application Pages: homer
Systerns Insight Manager

Note

If WBEM has been discovered on the device, a link to the property pages will

be available.
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4.  Notice the System Status in the top right corner and the Failed & Degraded
Items section of the screen. If an item is in a failed or degraded state, its
group on the System Management Homepage also displays as degraded and
changes color accordingly. It is possible to follow this color change to the
degraded item. In the Performance section, click Processors.

—
&1 Dovice Homa Pags - Microsoft Internat [xplorer Lo
Eie EdR  Yew Fgurites Took Helo i

) = @ D e @ @3- 55 B
] iz iromer 2381} =1 b ®
Systenn Modul: ProLiant 3000
Syst: M g t H page for HOMER System Status: B ralled

...... Curront User:  administratar

Bgens Hglp

Failed & Degraded Trems

& Recovery M nic M performance
& Power supaly B comoan NC3120 Fast fthamat M erocessors
M susorecovers HiCinglots & Sarver
B poveonimnt ® yiroal HIC 111 @ Logical Digks
B power Convartir [ T——
Eam) ITETINE. i) Network
i HBmE D0f ShaMn
M storage B System Utilization

[P ) [~p—— | Erpcessocvtizasion ] >

O Sl il rtr ot

5. Review the information available. Notice that your ability to set thresholds is
currently denied. Click the Home tab to return to the Homepage.

Setting Thresholds: Thresholds cannot be set due to access limitations.

arming Blcitical ®oisabled (below 5%
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6.  Using the links on the Homepage, complete the information in the table.

Variable Value

Speed of the NIC

MAC address

Amount of transmitted bytes

Firmware version of the disk controller
Size of the disk controller on-board cache
Machine

Total system memory

Number of memory slots available

Processor utilization over the last 30
minutes

7. Return to the System Page and click the Identity tab. Click the Insight
Management Agents link. On the Account Login page, enter password as the
administrator password. Click OK.

8.  Notice the various links on the Insight Management Agents page. Use them
to navigate around the environment and familiarize yourself with the
information provided.

9. Inthe left pane under Configuration, click the SNMP Configuration link.
Click the Security link under SNMP Configuration. Notice that the public
Community Name has the READ_ONLY right. Select the public community
name and click Edit. The Community String Configuration page displays.

E1HP Group Configuration GUI - Micre... E]@

Community String Configuration

In the Cormunity Right field, you can choose one of
the following: NOME, NOTIFY, READ_ORLY,
READ_WRITE, READ_CREATE.

Community Name public

C ity Right |READ_CREATE v

NONE
NOTIFY
READ_ONLY
READ_WRITE
BEAD CHEATE
11 B ] E—

snmp communi
by HE
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10. From the drop-down list, select READ_CREATE and click Apply. On the
Security Configuration page, click Apply.

11. Enable SNMP sets on the server and clients by selecting Start — Control
Panel — HP management agents — SNMP settings. Select Enable SNMP
sets — OK. The agents will restart with SNMP sets enabled.

12. Return to the Systems Insight Manager System Page.
13. Click the Links tab and then the System Management Home Page link.

14. Click the Settings tab. In the HTTP Server section, click Options. This
Configuration Options page allows the configuration and authentication of
access to the management web environment on the server. Ensure that the
Local Access check box and the Administrator radio button are selected, and
then click Save Configuration.

Configuration Options

l Save Configuration ] [ Default Configuration l

Allow Anonymous users access to unsecured pages. Please note t

Setup the HTTP Server to automatically configure local IP addresse
user with access to the local console will be granted full access if A
unsecured pages if Anonymous is selected, without being challengd

O Anonymaus
@ Administrator

15. On the System Management Homepage, click the Tasks tab.
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16. In the Performance section, click the 3 Items Not Shown link and then click
Processors. Notice that you can now move the threshold indicators under %
CPU Time. When they are moved the Warning indicator becomes yellow and
the Critical indicator red, both of them displaying the numerical value of the
position on the % bar. Click Save Thresholds to apply the settings.

¥ Processors
% Interrupt % CPU Time
Time

CPU Interrupts % User % Privileged % DPC Time
/Sec CPUTime CPU Time

u 1} 67 32 2 [1} [1}

n 1 75 37 12 0

ﬁ _Total 143 L] 17 0

Manually Refreshed @ 17 September 2003 12:57:30

ISetting Thresholds: Click on threshold indicator with mouse and drag to the desired threshold value and save to set it

@Nammg .Cnt\cal @D\sab\ed (helow 5%)

Note

If the java applets fail to load for setting the thresholds, then the Sun Java
Plug-in is probably being used. Ensure that the Use Java 2 v1.4.1_04 for
<applet> (requires restart) option is not checked in the Internet Options of

Internet Explorer.

17. Review the data available through the other links in the Performance section.

18. In the Recovery section of the Tasks tab, click Environment — Thermal
Degraded Action. Notice the Temperature and Threshold columns. Notice

also the Thermal Degraded Action options.

Thermal Degraded Action: O Cantirue
set
) Shut Dawn
Overall Thermal and Fan Status: M oK

19. Close the browser showing the System Management Homepage and return to
the System Page. Click the Events tab. Notice the list of events that displays.
Click each event link to view additional information.
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Viewing hardware status polling

Systems Insight Manager collects status information of discovered devices based
on predefined collection schedules. You can use hardware status polling to
configure groups of devices with different polling schedules based on the
importance of the devices.

1. From the Systems Insight Manager Home page, select Options — Status
Polling — Hardware Status Polling.

2. The Hardware Status Polling page displays. Under Choose Targets by
Selecting, select the Individual Systems in the List radio button. Select
Microsoft Windows 2000 from the drop-down list.

3. You will see a table of all discovered devices that are running Windows 2000.
Select your server from the table and then click Apply Selections. Click Next.

4. View the available Protocol Settings. Click Schedule.

Step 3: Schedule Task

Name for this Task: ¥indows 2000 Servers

When would you like this Task te run?
O Periodically
O Once
@ Mot Scheduled

In Addition:

[ Run when the Management Server is started

[ Run naw [ Disable this Task < Prav Done

5. Select Periodically and then Once for the “When would you like this task to
run?’ field. Notice the schedules that display in the Refine Schedule box.

6. Select Periodically and then click Done.

7. The All Scheduled Tasks page displays. In the list of tasks, select Hardware
Status Polling for Servers. View the Last Run and Schedule information.

8. View the information under Task Results. Click the Server Status Polling List
link to view the servers being polled by that task. Then click OK.

9. Click Logs — View Task Results. This table shows the tasks that have
completed and their status. Select a task to show extended information below
the list. Return to the Systems Insight Manager Home page.

ITask Results
Click & row o select and view Task Instance Results Total: 32
1D ¥ Launching Task Status Run By Start Time End Time ~
@ 99 Hardware Status Polling for Servers < Complete homerymxadmin 7/30/03 - 3.23:08 7/3003 -3
© 93 Hardware Status Polling for non Servers «f Complete homerimxadmin 7£30/03 - 3.23:06 730003 - 3
© 97 Hardware Status Polling for Servers + Complete homerimzxadmin 7/30/03 - 3:18:11 743003 -3
© 96 Hardware Status Polling for Servers + Complete homerimzxadmin 7/30/03 - 3:13:21 7/3003-3
© 95 Hardware Status Polling for non Servers o Complete homerimzxadmin 7/30/03 - 31319 73003 -3
€ 94 Hardware Status Palling for Servers + Complete homerimzxadmin 7/30/03 - 3.08:25 7/3003-3
© 93 Hardware Status Palling for Servers + Complete harnermxadmin 7/30/03 - 3:03:06 73003 -3
© 92 Hardware Status Polling for non Servers «f Complete hamerimxadmin 73003 - 3:03:03 743003 -3
© 91 Hardware Status Palling for Servers + Complete harmerimxadmin 730003 - 2:58:11 73003 - 2»
< >
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Viewing Systems Insight Manager events

Rev. 4.21

In this exercise, you will generate events on the Systems Insight Manager
management system and then view the events in the Systems Insight Manager
interface.

1.

If it is still open, close the browser that you are using to manage Systems
Insight Manager.

Reopen the browser and connect to the management server on port 280.

At the logon page, enter the user name ServerAdmin with a password of
bananas. The logon should fail.

Click the link again and enter the user name Kit with a password of horses.
The login should fail.

Click the link again and enter ServerAdmin with a password of password. This
should create two Systems Insight Manager events.

On the left pane of the Systems Insight Manager page, expand Event Lists —
Login Events and click All Login and Logout Events. The All Login and
Logout page displays showing informational events and at least two major
events. Expand the Event Type column until you can see all event types.

Events in table: @ 0 Critical 7 2 Major 2 0Minor «f 0Mormal ¢ 13 Informational Total: 15
Se..] State |Severmr |EventType | Systermn Name| Event Time \Assigned To \ Commenu
[ |Mot Cleared £ Successful Login harmer Wed, 17-Se..

[l |Mot Cleared ¥ Lodgin Atternpt By Invalid User  |[hamer Wed 17-Se..

[ [Mot Cleared 7 Lodgin Failed Authentication harmer Wed 17-Se..

[ [MatCleared £ Logout hamer Wed 17-Se..

[ [Mat Cleared £ Successiul Login hamer Wed 17-Se..

[] |Mot Cleared £ Logout homer Tue, 16-5ep...

] |MotCleared £  Successiul Lodin homer Tue, 16-5ep...

[J [MotCleared £ |Logout homer Tug, 16-Sep

[ |MNot Cleared £ Logout harmer Tue, 16-Sep..

[l |Mot Cleared £ Successful Login harmer Tue, 16-Sep..

[ [Mat Cleared £ Successiul Login hatmer Tue, 16-Sep..

[ Mot Cleared £ Logout hamer Tue, 16-Sep...

[ |Mot Cleared £ Successful Login hormer Tue, 16-Sep...

[ |Not Cleared £ Successiul Login homer Tue, 16-5ep...

[J [Mot Cleared £  Successful Login homer Tue, 16-Sep
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7. In the Event Type column, click the link for one of the major events and notice
the event details. Take note of the information returned. Scroll up to the event
list and notice the ability to add comments and to assign the event using the
buttons provided

Event ldentification and Details

Event Severity # Major

Cleared Status Mot Cleared

Event Source homer

Associated Device horner

Associated Device Status # Major

Received 17-Sep-2003, 09:07:34 BST

Description A login attempt was made by an invalid user
Assignee

Comments

Security Event Details

User Name homercaitlin
IP Address 192.168.0.250
Device Name homer

8. Click the link for the other major event and again notice the event details.
What is the difference between the descriptions of the two events?

9. In the left pane, click Status Overview. This table provides an overview of
events on all managed systems and links to the events themselves.

Status Overview
An overview of system and uncleared event status
System Status
Servers Clusters Clients Networking Printers Other TOTAL
@ Critical a o a a a o o
# Major 1 0 0 i} 0 0 1
& Minor 0 0 o 0 o 0 o}
o Mormal 0 ) ] 0 ] ) 0
7 Unknown o 1} o o o 1} a
TOTAL 1 0 0 0 0 0 1
Uncleared Event Status
Servers Clusters Clients Networking Printers Other TOTAL
D Critical o o o o o o o
# Major 2 0 0 0 0 0 2
£ Minor i} i} 0 i} o 0 o
o Mormal 2 ] 0 ] il 0 2
€ Informational 14 o 0 o o 0 14
TOTAL 18 ] 0 ] 0 0 18
Last Ugdate' Wed, 17-5ep-2003, 9:18 AWM BST
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Configuring SNMP trap settings

Rev. 4.21

In this exercise you will configure SNMP trap settings.

1.  On the Systems Insight Manager Home page, select Options — Events —
Status Change Event Settings.

Status Change Event Settings

Description: Configure creation of status change events for systems when the hardware status changes.

Enable creation of system status change events
Automatically clear unreachable system status change events when system is reachable

0K

2. This screen enables you to configure the behavior of the system in case of a
hardware status change.

3. From the HP Systems Management Home page, select Tools — System
Information — System Page.

4.  Ensure that your system is the target system and click Run Now. Click the
Links tab and then the Insight Management Agents link.

5. Inthe left-hand pane, click SNMP Configuration. In the SNMP Configuration
pane, click the Trap link.

Manually Refreshed @ 19 September 2003 20:01:30

Trap Configuration q

The SNMP Service provides network management over TCP/IP and IPX/SPX protocols.
This page is for setting the trap community string for the server. If traps are required,
one or more community names must be specified. Trap destinations may be host
names, IP addresses, or IPX addresses.

Traps Configuration

Index Community Name Trap Destinations
1 public Homer
[ Add | [ Edit | [Remove | [ Apply |
[ Scral-Up ][ Scrol-Down ]

6. On the Trap Configuration page, click public in the Community Name
column and then click Edit.

7. Inthe Trap Destinations box, enter the IP address of the CMS and the other
server in your student set separated by a semicolon. Click Apply.

8.  On the Trap Configuration page, click Apply and then close the Insight
Management Agents browser.

9. On the Systems Insight Manager Home page, what is the number of major
events in the Uncleared Event Status area?
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10.

11.

12.

13.

14.

15.

16.

17.

On the Systems Insight Manager server, click Start — Settings — Control
Panel.

Double-click the HP Management Agents icon and then click the SNMP
Settings tab.

Click the Send Test Trap button and then click OK in the confirmation box.

Management Agents for Servers ¥ersion 6.30.0.0 - Windows

Services SHMP Settings | Azynch Mgt I Process Monitar I

— SMMP Setting

Data Callection | rterval: IM vl

IV Enable SHMP Sets
| ™ Enable Remate Fieboot
™ Enable the Application Exception Trap

m Dizable Telnet Detection Send Test Trap |
™ Disable Rack Infrastructure Traps Clear All Thrssholds |

Ok I Cancel I Help |

On the Systems Insight Manager Home page, what is the number of major
events in the Uncleared Event Status area?

Click the number link underneath the major icon to open the Major
Uncleared Events list.

Click the link for the trap that was just sent, Generic trap (Ver. 2). Notice the
information in the trap details, especially the associated MIB name.

On the Systems Insight Manager Home page, click Options — Events —
SNMP Trap Settings.

On the SNMP Trap Settings page, select cpghost.mib for the MIB Name,
cpgHo2GenericTrap for the Trap Name, and change the Severity from Major
to Critical. Click OK.

Mib Name: cpghost. mib v
cpgHo2GenericTrap v
Generic trap (Ver. 2)

Generic trap.

Enable Trap Handling:| yes -
Category: GENERIC i
Severity: CRITICAL v

18. Resend the test trap. What is different about the received trap?
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Configuring automatic event handling

In this exercise, you will configure the system to notify a member of the network
administration team if a Windows 2000 Advanced Server experiences a critical
event on a Monday, Wednesday, or Friday evening. You will then configure the
system to notify the network infrastructure administrator if a router reports a
problem at any time.

Rev. 4.21

1.

From the HP Systems Insight Manager Home page, select Options —
Security — Users and Authorizations. Select the Users tab. Click New.

Enter the details for Kathy Morgan, filling in pager information and giving
her limited rights. Click OK.

From the Systems Insight Manager Home page, select Options — Events —
Automatic Event Handling — New Task. The Automatic Event Handling —
New Task page displays.

In the Task name box, enter Critical Event Notification MWEF. Click Next.
In the Select events section, select where severity is Critical. Click Next.

Configure the Select systems section so that events from Windows 2000
Advanced Server machines are forwarded. Click Next.

Note

When associating a task with a list, keep the list as simple as possible to
minimize the performance impacts.

Select systems

where | operating system v
narne is | Microsoft Windows 2000 Adva | v
and wersion is 50 “w
<< Add
< >
Prev | Mext
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In the Select actions section, select Send page, Assign and Write to system
log. Select Kathy Morgan to receive pager messages and to also have the

event assigned to her. Click Next.

On the Select time filter page, select the box to use a Time Filter and click

Manage Filters. Click New. For the Filter name, enter Mon Wed Fri

Evenings. Select the times shown in the following screen image and then

click OK. Click Next.

Filter name: |Mon, ¥Wed, Fri Evenings

Al Pl

12011213 4/5/6|7 |8 2101112(1 2|3 /4/5 67|58 /910M1
honday EEEEER EEEEEN
Tuesday
wednesday [N EEEEEN
Thursday
Friday [ ][] ]
Saturday
Sunday

. = Selected |:| = Mot selected
Apply Ok Cancel

Review the summary page and then click Finish. The Automatic Event

Handling list displays with the new event handling rule.

Click & raw to zelect and view task results

Hame 4 Page Email Run custom tool Forward Assign Clear Log Lastrun
@1 Critical Event Naotification MWFE  « v o v Mever

Task details: Critical Event Netification MWF

Owner: HOMERYServerAdmin Last modified: 5/17/03 2:01 PM

Mo additional details for this task

Total: 1

(LT Edit... Delete
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10.

11.

12.

13.

14.
15.

16.

From the HP Systems Insight Manager Home page, select Options —
Security — Users and Authorizations. Select the Users tab. Click New.

Enter the details for Brandon Parker, filling in pager information and giving
him limited rights. Click OK.

Select Options — Events — Automatic Event Handling — New Task. Name
the task Router Events and then click Next.

In the Select events section, configure the rule so that it responds only to
critical, major, and minor events. Use the Add button to add additional rules.
Click Next.

Select events

where | sewerity ~||is not | % || Mormal v Delete
and | severity ¥ ||is not || |infarmatianal % Delete |
<= Add

In the Select systems section, select where system type is router. Click Next.

In the Select actions section, configure the Send e-mail and Assign fields for
Brandon Parker. Click Next.

Do not select a time filter. Click Next, review the summary page, and click
Finish. The new event handling rule displays in the Automatic Event
Handling list.

Click & row ta select and view task resutts. Total: 2

Name 4 Page Email Run custom tool Forward Assign Clear Log Lastrun
© Critical Event Matification MWF v % v % Mever
@ Router Events v v v Mevar
New.. | Edit. | Delste
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Exercise 4 — Running reports

Systems Insight Manager provides predefined reports that are accessible to any

user. In addition, new reports can be created or existing reports can be modified.
Running available reports

In this exercise you will view and run reports in Systems Insight Manager.

1.  Onthe Systems Insight Manager Home page, select Reports — Manage

Reports. The Manage Reports page displays.

2. Select the Inventory — Servers report and click Edit.

3. The Verify Target Systems interface displays. Select All Servers and click

Next.

4. Inthe Edit Report section, notice the data that is collected to comprise the
report. Notice that you can change the report contents. Click Run Report.

Step 2: Specify Parameters
Report name: |Inventory - Servers

Select items to show in report:

& F Inventory

¥ System Mame

[T IP Address

[ Systemn Status

¥ product Type

 Product Madel
 Serial Mumber

[ asset Tag
¥ Memory Size
" rOM wersion

(KB}

¥ Operating System Name
¥ Operating Systerm Vendor

" Server Role
¥ Location

Export to file in CSY format

Show SQL gueries

Inventory - Servers

Associated system list: All Servers

Report date and time: Fri, 19-5ep-2003, 10:03 BST

Inventory

Systern Product Product Serial Mumber |Asset  |Memory Size | Operating Systern Name

Hame Type Model Tay KE!

hamer Server ProLiant BE51BWX30542 524268 Microsoft Windows 2000
3000 Advanced Server

homer Server ProLiant 8851BWX30542 524288 Microsoft Windows 2000
3000 Advanced Server

hamer Server ProLiant 8851BwX30542 524288 Microsoft Windows 2000
3000 Advanced Server

5. The report displays in a new browser. To export the report to a CSV format,
click the link in the top-left hand corner. To display the SQL queries made to

the database, click Show SQL queries.
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Creating new reports
In this exercise, you will create a new report.
1.  On the Systems Insight Manager Home page, select Reports — New Report.

2. Verify that the target is All Systems and click Next. A list of possible data to
include in the report displays.

INew Report

Description: Create a report for the target systems

Select items to show in report:

@ T Inventory

@ Installed Controllers

@ 7 Operating System Information
@l cru

@I physical Disk Drives
@I Logical Disk Drives

@ [ Software

@ Network Interface

@ Array Controllers

@ Fower Supply

@ [ Batteries

@ I ProLiant BL Server Rack
@ [ DIMM Slots

O Show each system in a separate table
@ Show all systems in the same tahle

< Prey

3. Expand the section headings and review the data available. Select some data
to add into your report. Give the report a name and click Run Report.

Description: Create a report for the target systems
[+ AN

& [ Physical Disk Drives
& [ Logical Disk Drives
& 7 software

F Systern Mame

[ Description

F wersion

F Date

' Executable

™ Type

" Status

4.  The report runs and returns the requested information. Click the link to create
a CSV file from the report. This enables you to import the report into a
spreadsheet. Close the report browser.

Software
System Name | D “Yarsion Date Executahle
homer Systern ROM
homer Foundation Agents Senvice 6.30.0.0 Mon har 31 06:30:00 BST 2003 | CoMgHost. exe
harmer Sewer Agents Service 6.30.0.0 Thu Mar 27 06:30:00 GMT 2003 |CyMyServ. exe
homer Storage Agents Service 6.30.0.0 Mon War 31 068:30:00 BST 2003 |CoMgStor.exe
harmer MNIC Agents Service 6.30.0.0 Thu Mar 20 06:30:00 GMT 2003 |CPQNIMGT.E
homer Weh Agent Service 6.30.0.0 Man War 31 06:30:00 BST 2003 |CPOVWMGMT.
homer Event Motifier Service 5.30.0.0 hdon hMar 31 06:30:00 BST 2003 |CIMNTFY EXE
harmer Insight Manager Thu Jan 01 01:00:00 GMT 1870 |CIM.EXE
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Comparing the snapshots of managed systems
In this exercise you will compare data collection snapshots for a system.

1. On the Systems Insight Manager Home page, select Reports — Snapshot
Comparison. Make sure your system is the target and click Next.

2. The Snapshot Comparison page opens with a list of data collection snapshots.
You can choose between a minimum of two to a maximum of four snapshots
to compare. Select some snapshots and click Next. The Select categories and
baseline page opens.

Please select 2 to 4 snapshots to compare.

Node: homer

"4 Host Name Collection Time Description

[ hormer Wed, 17-3ep-2003, 11:53 AM BET Single Instance Data
| haormer Fri, 18-3ep-2003, 2:01 PM BST Mo Description

3. Select the snapshot content you would like to view and select one of the
snapshots to use as a baseline. Then click Run Reports.

Please select one or more categories.

™+ Category Name Description

™ Inwentory System inventory

r Computer Hardware CPU, DIMM, PCI boards and Racks
[T Power Supply batteries and power supply

T Software Computer basic software information
[T Storage Physical and logical disks

T Controllers Computer hardware controllers

T Metwork Metwork interface and settings

[T Operating systern  Operating system information

Please select snapshet comparison baseline.

Host Name Collection Time Description
& homer YWed, 17-Sep-2003, 11:53 AM BST Single Instance Data
O homer Sat, 20-Sep-2003, 12:19 AM BST  No Description

4. The comparison process runs and offers the choice of format to view the
report. Choose the HTML Output link. The comparison report opens in
another browser. Review the report and close the browser when finished.

Snapshot Comparison
Description: Compare the difference of target snaphots.

Si hot Comparison Status:S hot comparison report was generated successfully,
Comparison report generation time:Sat, 20-Sep-2003, 10:09 AM BST

Select a link to view the report

Text Output

HTWL Qutput

FOF Qutput

CSY Output
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Exercise 5 — Deploying software to managed
systems

You can configure software updates such as HP ProLiant Support Packs (PSPs) to
deploy to multiple systems managed by Systems Insight Manager. This requires
installing Version Control Repository Manager (VCRM) on a network server and
specifying the repository that stores the PSPs within Systems Insight Manager.

Installing VCRM on the CMS
To install VCRM:

1. Insert the HP Management CD into the CD-ROM drive of your server. If the
CD does not autorun, navigate to the VCRep directory and execute the
package file.

2. Click Version Control Repository Manager in the left-hand pane and then
Install Version Control Repository Manager at the bottom of the left-hand
pane. Alternatively, use the soft pack provided by your instructor.

3. The HP Package Setup dialog box displays the Version Control Repository
Manager version number. Click Install.

' HP Package Setup g|

Version Control Repository Manager Instal
“ersion: 2.01.30

HF Setup is ready to inztall the contents of this package. Press 'Install to run the
inztallation program or press 'Extract..' to only extract the files.

Extract...
The Version Control Repository Manager (Y CRM) enables management of

the componerts and ProLiant Support Packs in a repository.

Cloze

4.  Accept the End-User License Agreement and click Next.

On the Version Control Repository Manager Setup Repository Directory
dialog box, accept the default repository location and click Next.

6. On the Automatic Updates dialog box, do not select Enable Automatic
Update. Click Finish.

7. Adialog box displays confirming the installation was successful. Click
Close.
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Configuring VCRM and updating the catalog

In this exercise, you will add software to the repository so that it is available for
deployment tasks.

1. On the Systems Insight Manager Home page, select Options — Version
Control Repository. At this point there are no available repositories.

2. Click the Configure link in the Trusted? column of the list of repositories.
The Options page opens.

Note

If a pop-up message indicates that the page is only supported in the integrated
user interface, click OK. The System Management Homepage for the device
displays. Then click the Settings tab and the Options link under HTTP Server.

3. Scroll down the page and view the options available. This page allows the
configuration of access to the local console, IP restrictions, trust modes, and
certificate management.

4. Ensure that Trust All is selected and close the Options window.

Note
Configuring Trust All is not an appropriate setting for a production
environment.

5. On the Systems Insight Manager Home page, select Tools — System
Information — System Page.

6. Verify that your machine is the target and click Run Now.

7.  Click the Links tab and then the Version Control Repository Manager link.
The Version Control Repository Manager page opens.

w Version Control Repository Manager

ack JRepository Statistics

Custom Software Baselines 0
ProLiant Support Packs 1
components 41

- JProLiant Support Packs and Custom Software Baselines
s Proliant Support Pack for Microsoft Windows 2000 Yersion 6.304 (English (USY)

Wersion Control Repository Manager 2.0

L2 -54 Rev. 4.21



Enterprise management

Populate the repository

Rev. 4.21

After a repository has been created, it must be populated with PSPs and
components before deploying software to the target HP systems.

1.

Insert the SmartStart CD into the CD-ROM drive on the CMS. If the autorun
application starts, close the window.

Click the upload a Support Pack link on the Version Control Repository
Manager page.

A security warning prompts you to install the support pack upload control.
Click Yes.

On the Upload ProLiant Support Pack(s) page, click Browse and navigate to
the Support Pack (D:\Compag\csp\NT in Smart Start 7.0). Select the check
box to identify the support pack to be uploaded and click OK. The support
pack displays in the Selected ProLiant Support Packs list.

@ Upload ProLiant Support Packs - Microseft Internet Explorer E]@
Upload ProLiant Support Pack(s)
Instructions:

1. Click the 'Browse..." button to select folders containing ProLliant Support Packs.

2. Proliant Support Packs found in the selected folders will be shown in the 'Selected ProLiant Support
Packs' list.

3. Werify that the correct ProLiant Support Packs are marked for upload, Click ‘Upload’ to begin.

» Mote! Uploaded support packs and cormponents will overwrite the same files in repository,

Selected ProLiant Support Packs

ProLiant Support Pack for Microsoft Windows 2000 6.4004)
[D:/Support Pack 6.4/bp000162.=ml] Browse

:E] Done =] % Local intranet
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5.  Click the Upload button to upload the support pack. When the support pack
upload is finished, click Close.

3 Upload ProLiant Support Packs - Microsoft Internet Explorer [_[O]x] I

-

» NoZe! Uploaded support packs and components will averwrite the same files in
repository.

Selected ProLiant Support Packs

v ProLiant Support Pack for Microsoft Windows 2000 6,40(4) B
[C:/Support Pack 6.4/bp000162 xml] Tonse |

Upload Progress

.?:;Ent Uploading C:/Support Pack 6.4/cp003485 .2xe...
progress:  [|NNNNNNRNNNN Cancel |
Uplzad
=
|@ Cpening page https:J‘,l’hurner:2381,!’vcrepusitury,l’uplue| ’_I_rg g' Local inkranet 4

6. On the Version Control Repository Manager page, click the Catalog tab.
Click Rescan the repository and rebuild the catalog. Click Yes in the
confirmation box. Notice that the new support pack is included in the support
pack list.

7. Click the Home tab. Click configure the repository and automatic update
settings. Then click Next.

8.  Select the Enable Automatic Update checkbox. This screen displays the
current settings used for automatic repository updates.

€] Repository Settings - Microsoft Internet Explorer E]@

Automatic Update Settings

Enable Automatic Update

Enable automatic downloading of new ProLiant Support Packs and
components from Hewlett-Packard's website at a spedfied interval
and time.

Download schedule settings

Automatic Update is enabled.

| 4 weeks |~ | Interval between updates

D f r - T—1 Ti f
|| ok D00 AM (midnight) [ | DAy

Note: The schedule time is the repository server's local time,

Set Proxy Server Proxy

9. Change the interval between updates to once per week and schedule each
update for Sunday at 3:00 AM local time.

10. Notice that you can configure automatic downloads of support packs from the
HP website. Click Finish.

11. Close the Version Control Repository Manager window.
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Creating a new software status polling task
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In this exercise, you will configure a software status polling task to retrieve the
version numbers of the installed HP software from the Version Control Agent
(VCA) on the specified devices.

Note

This process is performed automatically at discovery time and when a Data
Collection task or Software Status Polling task runs against the device. There
is a predefined Software Version Status Polling task that runs on all discovered
servers weekly.

On the Systems Insight Manager Home page, select Options — Status
Polling — Software Status Polling.

Ensure that your server is the target system (if it is not the target system, click
Change Targets and select your system).

Click Run Now. Review the Task Results list to ensure that the task
completed successfully. (This task might take a minute to complete.)

Task Instance Results

Status: +f Complete Target: hormer

1D: 24 Run by: HOMER S erverAdmin
Task name: Software Status Polling Start time: 9/18/03 - 9:18 AM BST
Tool: Software Status Polling End time: 9/18/03 - 9:20 AM BST
Owner: HOMER VS erverAdmin Duration: 1 min, 48 sec
Command: TAA

Select Tools — System Information — System Page.

Click Run Now if your system is the target system, or click Change Targets
and select your system.

On the System Page, click the Links tab and then the Version Control Agent
link. The Version Control Agent page displays. Take note of the version
number for the Management Agents for Windows.

To view the software status of all systems, click the All Systems link in
System Lists. The SW column shows the status of software on the system.
Click the icon in the SW column to see details.

Systems in table: @ 0 Critical ¥ 1 Major /A 0Minor «f 0Normal 2 0Unknown Total: 1

Se..| Hw | MP | S | Bystern Mame | Systern Type | Svstemn Address | Product Mame | 05 MName |
vl | ? | & |homer Server 192.168.0.250 ProLiant 3000 Microsoft Window...

Close all VCA browsers when finished.
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Using the VCA to upgrade the HP Management Agents

In this exercise, you will use the VCA to upgrade the version of the HP
Management Agents installed on the system.

L2 -58

1.

4.

5.

Click the All Systems list and then the SW icon for your server. The Version
Control Agent page displays showing a list of installed software.

Click Show additional items available in the Repository.

Scroll down the page to the Available Software. This is a list of software
available on the VCRM. Scroll down the list to the Software — System
Management section. Click the link for the slightly newer version of the HP
Management Agents and review the information available. Then click the
Back button in your browser.

3 hp
2 hp Management Agents for Windows 2000/Server 2003 version 5.40.0.0
2 hp Management Agents for Windows 2000/Server 2003 version 5.30.0.0

=) hp ProLiant Serial Consale for Windows 2000 Server version 1.0.0.5
=) hp ProLiant Serial Consale for VWindows 2000 Server version 1.0.0.4

To begin the installation, click the gray install/update icon to the left of the
HP Management Agents for Windows 2000 server link.

Select Force Installation and Automatic Reboot. Click Install.

Faorce Installation

Select this option to allow the software to reinstall itself over an existing or newer version
Force Installation

Altomatic Reboot

Select this option to allow the “Yersion Control Agent to reboot the device if the installation reguires a
rebaat when finished.

[¥] Automatic Reboot

Fress the Install' button to begin the installation of hp Management Agents for Windows
2000/Server 2003 version 6.30.0.0 or press Tancel to return to the inventory display.

Install Cancel
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Notice the messages that display. The Version Control Agent Log page
automatically tracks the installation process and updates messages. When the
installation is complete, click the Details link and review the information
provided.

Version Control Agent Log

Severity  TaskID Date / Time Message
© WCATOB387 3794 18/09/2003 09:37:29 Started installation task from caller homer.

This page will automatically refresh until the task completes

Return to the Version Control Agent page and refresh the browser. Review
the version number for the HP Management Agents. It should now be the
new version. Close the VCA browser when you are finished.

Deploying a PSP with a task

In this exercise, you will configure Systems Insight Manager to deploy a PSP for
Windows 2000. This method is used primarily for systems not running the VCA.

Rev. 4.21

1.

From the Systems Insight Manager Home page, click Deploy — Deploy
Drivers, Firmware and Agents — Initial ProLiant Support Pack Install.
Ensure that your system is the target.

On the Install ProLiant Support Pack page, select Individual systems in the
list and then select All Servers from the drop-down list. Highlight your
partner’s server in the list and click Apply Selections. Then click Next.

Choose targets by selecting: Apply Selections
O All systems in the list:
@ Individual systems in the list: | All Systems &l

Systems intable: & 0 Critical 7 1 Major A 0Minor < 0Normal 2 0Unknown Total: 1

|Se...| Hi | P | S |System Mame |System Type | Systemn Address \ Product Mame | 0S5 Mame ||
||Z Z | 2 | & |homer Server 182.168.0.250 ProLiant 3000 MicrosoﬂWindow...|
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Enter ServerAdmin and password on the Enter Windows Logon Credentials
page. Click Next.

On the Select a Support Pack to install page, select a Version Control
Repository other than your own, expand the list of available software, and
select the slightly newer ProLiant Support Pack for Microsoft Windows 2000
(English (US)). Click Next.

Select a Support Pack to install

@ System Software Baseline
@ Microsoft Windows 2000
@ Software bundles
@ ProLiant Support Pack for Microsoft Windows 2000 (English (US})
6,404
B.30A

[IForce downgrade if necessary
[F1Rehoot systems if necessary after successful install

< Prev Mext = ‘

On the Configure Support Pack page, click Configure Support Pack. The
Version Control Agent Setup box displays.

Enter the name of your machine in the Computer Name field and password in
the Administrator Password field. Click Save.

Version Control Agent Setup | Management HT TP Server Setup

Version Control Repository Manager

The Version Cantrol Agent must be able to connect to a Version Control
Repository Manager in order to determine the status of insialled saftware,
availability of updates, and to download software for installation. Enter the
rame af a computer where the Version Contral Repository Manager is
installed, and that Management HTTF Server's Administrator passward.

Computer Mame | (required)

Administrator Password: (required)

Hint: Enier the name of the repository server associated
with this Version Contral Agent.

If a message displays indicating that the HTTP Management password is not
set, click OK. The Management HTTP Server Setup box displays.

Enter password as the administrator password and leave the other fields
blank. Click Save.
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9. If amessage regarding a trust certificate displays, click OK.
10. Inthe Trust Relationship box, select Trust All and then click Save.

Mote: To esfablish a frust relafionshty with a different hsight Manager 7 server, you
must check the ‘Overwrife securlly seffing checkbox 'on the Account Fasswords

page.
Select Trust Mode: [f

The server will accapt Secure Task Execution requasis and Single Login reguests
from any server.

11. The Component Configuration box displays. Click Close.

12. The Support Pack begins downloading. Notice the Percent complete figure.
Also notice the message regarding browsing away from the page.

Step 5: Download Support Pack

Downloading the Support Pack to the central management server. This could take 20 minutes or more to complete, Browsing
away from this page will cancel the download

Percent complete: 13%

< Prey

13. After the download is finished, you can schedule the deployment for a later
time or click Run Now.

14. For this exercise, click Run Now and then click Done. The All Scheduled
Tasks page displays information about the task.

All Scheduled Tasks

Click & row 1o select and view Task Resuits Total: 9
Name 4+ Tool Last Run Schedule &

© BiWeekly Data Collection Data Callection Never Periodic - Next Run: 8/12/0

© Daily Device ldentification Identify Systerns Never Periodic - Next Run: 7/30/0

€ Hardware Status Polling for non Servers  Hardware Status Polling 7/29/03 - 711.06 Periodic - Next Run: 7/29/0
€ Hardware Status Polling for Servers Hardware Status Polling 7/29/03 - 7:14:22 Periodic - Next Run: 7/29/0

€ Initial Data Collection Data Collection 7/28/03 - 5:05:07 Node/Event Driven

€ Initial Hardware Status Polling Hardware Status Polling 7/28/03 - 5:05.06 Node/Event Driven

& Initial Software Yersion Status Polling  Software Status Polling Newver MNode/Event Driven

€ Install ProLiant Support Pack 1 Install ProLiant Support Pack 7/28/03 - 7:14:43  Not Scheduled ~

< >
Run Now Edit Delete

Task Results
Last Medified: Tue 29-Jul-2003, 19:14:43 BST

Task Name: Install ProLiant Support Pack 1 Target: Install Proliant Support Pack 1 Query
Tool: Install ProLiant Support Pack Schedule: Mot Scheduled
Owner: HOMERS erverddrmin Next Run: /A
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Deploying software to multiple systems

L2 -62

In this exercise, you will create a query that will include multiple servers
dynamically and upgrade the software on each server automatically.

On the Systems Insight Manager Home page, click Advanced Search. Create
a search for systems with the new version of the management agents, but
only include your own system. Then click Save As.

Advanced Search

Description: Search for matches based on selected criteria
Search for | systems |

where | softwareffirmware 1)
systern type is Serer v
and operating system is Microsoft Windows 2000 v

and software/firmware type is | Software - System Manageme|v

and version is = |¥| 64000~

and | system name ~|lis not | fhomer.

Delete

and name is is || hp Management Agents for Wi/ ¥

iiv|  Delete ‘

<< Add
Go Save As

In the Save As List section, enter HP Systems Management as the name for

the list. Select the New Folder radio button and name the new folder

Software. Click OK.

Select Deploy — Deploy Drivers, Firmware and Agents — Install Software

and Firmware.

On the Select Target Systems page, select the All systems in the list radio
button and then select the HP Systems Management list.

Choose targets by selecting:
& All systems in the list:

O Individual systems in the list:

HF Systems Management

W
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5. Click Apply Selections. The Verify Target Systems page indicates that the HP
Systems Management list is selected. Click Next.

Step 1: Verify Target Systems

The HP Systems Management list is When this tool runs, it will execute on
selected ali systems in this list at that time

Change Targets Mext =

6. On the Select Items to Install screen, select a Version Control Repository
other than your own, then select Server — Microsoft Windows 2000 —
Software — Systems Management and select the newest management agents.
Click Next.

7. On the Select Install Options screen, select the management agents in the list
and click Run Now. The Task List displays with the task running.

Verifying software deployment

In this exercise, you will view the task list to verify the results of the software
deployment performed in the previous exercise.

1. Select Logs — View Task Results.

Click & row to select and view task instance resuts Total: 4
ID % Launching Task Status Run By Start Time End Time [

© 287 Hardware Status Paolling for Servers «f Complete  hamermzadmin 918403 - 12:10 PM 918403 - 12:10

@ 285 Install Software and Firmware Running: 0% HOMERYServetAdmin 9/18/03 - 12:04 P

© 284 Software Version Status Polling +f Complete  hamermxadmin 918403 - 12:00 PM 948403 - 12:01 [»

< >

Stop Delete

Task Instance Results

Status: + Running Target: homer, homer

1D: 285 Run by: HOMER S erverAdrnin

Task name: Install Software and Firmware Start time: 9/18/03 - 1204 PM BST

Tool: Install Software and Firmware End time:

Owner: HOMER\ServerAdmin Duration:

Command: A

2. Highlight the task in the list and view the results that display below the table.
You should see that the task status is complete with a start and end time. You
have now installed the latest management agents to both machines.
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Security
Lab 3

Objectives

After completing this lab, you should be able to:
m  Determine the most secure location for a server
m  Perform a risk analysis

m  Configure the HP Systems Insight Manager security and replicate agent
settings

Requirements

Rev. 4.21

To perform this lab, you need an HP ProLiant server with the following
components installed:

= Microsoft Windows 2000 Server or Advanced Server SP3 or later with
Systems Insight Manager

=  TCP/IP and Simple Network Management Protocol (SNMP)
= Microsoft Internet Explorer 6.0 or later
=  Monitor capable of supporting a resolution of 1024 x 768 with 16-bit colors

=  One crossover network cable
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Introduction

L3-2

Security must be one of an enterprise’s most dependable policies. As an HP
Accredited Systems Engineer (ASE), you possess the expertise to help RC
Engineering implement the appropriate security measures, helping to ensure the
company’s data integrity and privacy.

RC Engineering is shipping servers and other networking equipment from their
Silicon Valley location to corporate headquarters in Houston, Texas. Bob, the
CEO, has asked for your help determining the most secure location for this
equipment. After surveying the Houston site with Jackie, the IT manager, you
make your recommendations based on HP and industry best practices.

After determining where to place the servers, you work with Jackie to evaluate the
risks the company remains vulnerable to. Based on her answers to the questions
you ask, Jackie will be able to formulate an approach to minimizing the company’s
exposure to risk. The results of both these sessions will be documented and will
become part of the RC Engineering information security policy.

You will then use Systems Insight Manager to configure security for the
company’s network. First you will configure web agent settings. Then you will
import the Systems Insight Manager certificate, change the trust mode, and
replicate the agent settings.
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Exercise 1 — Determining the most secure location for a
server

-

Important

In order to assume the role of Bob, your instructor or another student must read
Synopsis 1 — RC Engineering’s headquarters in the Interview Guide in
Appendix C before beginning this exercise.

The primary goal for secure placement of networking equipment should be to
control access to all areas containing servers, website hardware, firewalls, and
other equipment. After touring the site where RC Engineering plans to house its
essential networking equipment, you make a note of any security vulnerabilities
that impact placement of the equipment. These vulnerabilities can include:

m  Uninformed and noncompliant employees

m  Users who are unaware of their surroundings and allow their passwords to be
“shoulder surfed”

m  Using cell phones and text pagers to distribute passwords or other sensitive
information

Jackie informs you that her company does not have formal information security
policy documentation. Usually, security related issues are communicated to
employees through informal email memos. The lack of security policy
documentation amplifies security vulnerabilities, as new employees—unaware of
the previously communicated security issues—join the company.
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RC Ei

L3-4
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The preceding graphic illustrates the layout of the RC Engineering offices in the

Houston headquarters. After your instructor or another student has read the
Interview Guide, you must create a list of questions for Bob. The following

questions are examples of the kind of questions you might want to ask.

1. How is access to the building controlled?

2. Are there guards at building entrances?

3. Are badges worn by employees?

4.  What is the procedure for visitor sign-in?
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Is any security training offered to employees, including secretaries and
receptionists?

Are the rooms which contain high-level equipment such as servers,
workstations, tapes, and hard drives kept locked at all times?

Are there any public computers or computers that do not require a password
at the facility?

Is there a way to access any office without using a door or window?

Based on the information you have received, what recommendations and
considerations would you present to Bob for improving security?
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Exercise 2 — Performing a risk analysis

L3-6

!

Important

In order to assume the role of Jackie, your instructor or another student must
read Synopsis 2 — RC Engineering’s security practices in the Interview Guide
in Appendix C before beginning this exercise.

Your next step in implementing a security plan at RC Engineering is to perform a
risk analysis. In order to do this, you must interview Jackie, the IT manager.
Possible questions to ask Jackie include:

1.

What IT security policies does RC Engineering currently document?
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10.

1.

12.

13.

14.

15.

What type of federal, state, or local statutory regulations affect RC
Engineering?

What are the restrictions regarding passwords (length, special characters, and
so forth)?

Have security probes or intrusion tests ever been performed on the
enterprise?

Describe the users that access RC Engineering systems and their access
privileges.

Does the IT staff routinely perform audits of the enterprise and all of its
systems?
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16. Does RC Engineering use any forms of encryption?
17. Do contractors have access to the company intranet?

18. Is there any type of written and signed security policy in place with
contractors?

19. What file systems are used in the enterprise?

List five additional questions that would assist you in performing a detailed risk
analysis.
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Exercise 3 — Configuring security for Systems Insight

Manager

A typical enterprise environment has numerous devices. It is easier to manage
those devices by sharing common passwords, configuration information, and
certificates of trusted Systems Insight Manager servers. After configuring agent
settings on your central management server (CMS), you will replicate these
settings to the remote server in your student set.

Configuring web agent settings

Rev. 4.21

To access the agent settings on the CMS, you must access the System
Management Homepage on the server.

1.

Open a browser window on the CMS and enter https://machine:2381 in the
address bar, where machine is the IP address of the target server or the
computer Domain Name Service (DNS) name.

From the Systems Management Homepage, click the Settings tab.

From the HTTP Server section, click Change Password. The Change HTTP
Server Password screen displays. In an enterprise environment, the web agent
password should be consistent for managed systems to facilitate management
of multiple systems.

In the New Password and Confirm Password fields, enter password123. Click
Change Password to save your new password.

A Device Home Page - Microsoft Internet Explorer = =12l

File Edt wiew Favorkes Took Help |

d=Back -~ = - @ & | Qsesrch [Favoites Evedia B | By S =1 5]
Address IEJhttps‘ﬂ/lﬁ‘IZB.ZZ‘13‘2381;' | Pe ‘U”VG ”‘65"3911 =i ‘

& System Model: ProLiant MLS30
[F System Management Homepage for QAXESERY 10QAXES System Status: oK

...... Current User:  administrator

Settings Anent Help

Wednesday, March 31, 2004 8:58:01 AM
refresh: manual

Change HTTP Server Password

Onlythe administrator may change passwords
User: administrator i The New Password and Confirm Password must be identical for the change fo be successful

New Password: Mote: The old pagsword for the User is notneeded, since the Account Administrator has the necessary privilege 1o overwrite
an existing password

Confirm Password:

Change Password
HTTR Server v5.91.0 © 2002, 2003 Hewlett-Packard Development Company, LP.
&) Done R E Local intranst
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4.  Click the Settings tab. Because you changed the password, the community
string must be modified to have consistency in the environment. Click SNMP
Configuration. From the SNMP Configuration section, click Security.

5. From the Security Configuration screen, click Add. The HP Group
Configuration GUI window displays.

7 Device Home Page - Microsoft Internet Explorer = =l=x|

Fle Edt View Favortes Tools Help |

GBack » = - (@ [A) A | Qoearch [EFavoriies veda H| 5 S = 5

Address [&] https:(/16.129.22 13:2351] x| P ‘Llnks 22

Ssnagt ' ‘

System Model: ProLiant ML530
[’] System Management Homepage for QAXESERV10QAXES System Status: B 0K

----- Current User:  administrator

Settings Snent Help

System Name : GAAESERVIDGARES |
hianually Refreshed @ Wednesday, March 21, 2004 9:06.31 bt

P Configuration

Ay Security Configuration q

» Seourin 4

Trp The SHMP Service provides network management over TCPAP and IPXSPX protocols. This page is for setting the SNIP community stnnu
and accepted hosts for the server. In the Accepted Hosts field, enter host names, IP or IPX Use

Mbnagemert separate entries.

Sgents.

Restar Agents Community String

Index  Accepied Community Name Right

Mrually Refreshed 1 public READ_WRITE
@ Wiednesday, harch 31, 2004
2

Add Edit | Remove | Apply

Scroll-Up Scroll-Down

Accepted Hosts

@ Accept any SNMP packets from any host

. [ |3 [ Localintranet
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6.

7.

8.

‘3 HP Group Configuration GUI - Mi O] x|

Community String Configuration

In the Community Right field, you can choose one of the
following: MORE, MOTIFY, READ_ORLY, READ_WRITE,
READ_CREATE.

Community Mame I

Community Right  [NONE -

Applhy | Cancel |

SNMp community string setting
by HE

Click logout and exit the browser window.

In the Community Name field, enter publicl. From the Community Right
drop-down menu, select READ ONLY. Click Apply to confirm your changes.

Return to the Security Configuration screen. Click Apply in the Community
String section to save your changes.
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Importing the Systems Insight Manager certificate

To view the certificate for your server and use the enable the Trust by Certificate
option, perform the following steps:

1. Launch Systems Insight Manager.

2. From the HP Systems Insight Manager Home page, click Options — Security
— Certificates — Server Certificate. The Server Certificate screen displays.
From this window, you can view and manage the information for the Secure
Sockets Layer (SSL) server certificate.

Subject: Expart...
Common Mame (CH);  ERAEOMD Q
Organizational Unit {OU): Hewlett-Packard Metwork Management Software Edit..
Organization [0): Hewlett-Packard Company
Locality (L): Palo Alta Tew...
State (ST California
Country () s %

Issued By:

Caommon Name (CN): cpgcorp A
Organizational Unit (OU): Hewlett-Fackard Metwork Management Software

Organization (O): Hewlett-Packard Company
Locality (L): Palo Alto

State (ST): California

Country (C): Us

Yalid from March 23, 2004 3:17:08 PM CST ta March 24, 2014 3:17:08 PM CST

3. From the menu bar, select Tools — System Information — System Page.
Ensure that your system is the target device and click Run Now. Review the
detailed information.

4.  From the System Page, click the Links tab and select the Systems
Management Homepage link. The Device Home Page window displays.

ISystem Page ?

16.120.22.13

System Management Pages: 16.129.22.13 HP Systems Insight Manager pages

System hManagement Homepage Data Collection Report
“ersion Control Repository Manager System Protocal Settings
Insight Management Agents

System Web Application Pages: 16.129.22.13
Default WebSener
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From the Systems Management Homepage, click the Settings tab.
In the HTTP server section, click Options.

From the Options screen, locate the Trust Mode options. In the Secure Trust
Modes section, select the Trust By Certificate radio button.

Secure Trust \fodes:
" Trust By Certific ate:

Setup the HTTF Serverto only accept Secure Task Execution requests and Single Login requests that hawe heen
signed by an Insight Manager T server with a Trusted Cetificate.

From the Options screen, locate the Trusted Certificates section. In the
Insight Manager 7 Server Name field, enter the name of the CMS. Click Get
Cert.

7} Device Home Page - Microsoft Internet Explorer (=1 |

File Edt wiew Favorkes Tools  Help |

bk - = - @ [A) A | Qoearch [aFavoiies Pvedia B | - S = H

nddress [&] hitps:(/16,120.22,13:2381] x| P ‘Llr\ks =

O snagtt ' ‘

# System Model: ProLiant MLS530
[F] System Management Homepage for QAXESERV10QAXES system status: M ok

..... ' Current User:  administrator

Settings Soent Help

T Trust By Name: |

Setup the HTTP Server to only accept Secure Task Execution requests and Single Login requests frorm servers with
the following Insight Manager 7 server names (separate server names with commas or semi-colans),

Sawe Configuration | Default Configuration |

Trusted Certificates

Cerificates are used to establish the trust relationship between Insight Manager 7 and the HTTP Server. To add a certificate to the Trusted Cedificates List, cut and paste the basegd
encoded cerificate into the text box and press the ‘Submit Cert’ button,

Insight Manager 7 Certificate Data:

|

|

Insight Manager 7 certificates can also be retrieved through HTTP requests. Ta refrieve the public certificate, enter the server name in the text box below and press the 'Get Cert'

buttan
Insight Manager 7 Server Name: [Sub1A GetCert

|&] pone || |5 B8 vocalintranet
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9.

Certificate Information:
Certificate:
Data:

Version: 1 (0x0)

Serial Mumber: 1063711084 (Ox3feefléc)

Signature Algorithm: shalWithRSAEncryption

Issuesr: C=US3, S3T=California, L=Palo Alto,
O=Hewlett-Fackard Company, OU=Hewlett-Packard Network
Mansgement Software, CH=homer

Validitcy

Mot Before: 3ep 16 11:18:04 Z003 GHT

Certificate Data:

NIICaDCCARKCED SmSWwwh OV JKoZ ThveNAQEFEQAwg 24X Ce AJBgVEAYTALVTHRNwE Q¥ DVOOIEwpD
TWRp ZwS yvhom L hMRIWEAYDVOOHE w1 QT WX vIEF2dGEX IDAEEGNVEACOTF Oh1dE x LAHQT UGF Ja2FyZCED
b2 lwTWSSMTOwHgYDVOOLEYyC IZXdS ZXROLVERTZ themQuToV0dz S yayENYWShZZ Ve ZWS0IFNVEInRI
TXJINOdwDAYDVOODEwWVOhEZ L1e ] LeFuluMe ASHTTXMTE4MDRaF wOX Nz ASHT Y MTE4HDRaMIGeNQsw
COYDVOOGEwIVIZETHEEGAI UECBHEQZFsal ZvemSp Y TESMBAGA1 TEEx MIUGF shyBEbHRVHMS AwHg ¥ I

The Certificate Information screen displays. This screen displays the version,
serial number, signature name, and base64 encoding of the certificate.

10. Click Add Cert. A confirmation page displays stating that the certificate has
been added to the trusted list. Close the browser.

Changing the trust mode

1. From the managed server, display the browser window and enter
http://localhost:2381 in the address bar.

A

From the Systems Management Homepage, click the Settings tab.
From the HTTP Server section, click Options.
From the Options screen, click Configuration Options.

Scroll down to the Secure Trust Modes section. Select the Trust by

Certificate radio button to accept only Secure Task Execution requests and
single login requests that have been signed by a Systems Insight Manager

server with a Trusted Certificate.

L3-14
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Replicating the agent settings

Systems Insight Manager allows you to copy configuration settings from one
server to groups of systems. To replicate agent settings, perform the following
steps:

1. From the menu bar of the Systems Insight Manager Home page, select
Configure — Replicate Agent Settings.

2. From the Replicate Agent Settings screen, verify that your partner’s system is
the target server. Click Next.

Note

If your partner’s system is not specified, click Change Targets and select your
partner’s system. Locate the Change target by selecting section. Click the
Individual systems in the list radio button and select A/l System in the drop-
down menu. Locate your partner’s system and select it. Click the Apply
Changes button.

3. The Choose Source System section displays. In the You know the name of
the system field, enter the name of your server. Click Next to continue.

Step 2: Choose Source System

(3 Y au know the name of the system: |
O Pick the system from a list

Note
The target for the replication can be a single system or list.

Rev. 4.21 L3-15
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4.  The Choose Source Configuration Settings screen displays an expandable list

of possible settings. Expand Insight Management Agents — SNMP Agent —
Agent Properties and select the setting you just configured. Click Run Now.

oL
@ HTTP Server [edit]
@ Insight Management Agents  [edit]
© SNMP Agent
@ Agent Properties
W Contact (value is Jane Weston)
™ Location fvalue is NORE)
™ Serice fvalue is Internet, Application, End-to-End)
© SNMP Security
© SNMP Trap Community Names and Destination Hosts
© Management Agents

['vake target systems from low power mode before configuring

Note

Other useful agent settings to replicate include:
o  HTTP Server — Settings — all Passwords Properties
o  Configuration Option Properties — Trust Mode
o Trusted Certificate Properties — Trusted Certificate

5. The Task List displays confirming that your replication task was successful.

Status: «f Complete Target: homer

1D: 301 Run by: HOMERWServerAdrmin
Task name: Replicate Agent Settings Start time: 9/18/03 - 12:55 PM BST
Tool: Replicate Agent Settings End time: 9/18/03 - 12:55 PM BET
Owner: HOMERVS erverAdmin Duration: 1 sec

Command: IfA,
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Lab 4

Objectives
After completing this lab, you should be able to:

Rev. 4.21

Demonstrate how to use the HP ProLiant Essentials Performance
Management Pack (PMP) 2.1, including:

e  Updating the HP Management Agents and the PMP software
e  Licensing monitored servers

e  Configuring the monitoring behavior of PMP

e  Performing static analysis

e  Detecting, analyzing, and resolving performance bottlenecks
e Logging and manipulating data

e  Configuring performance-based alerts

e  Comparing current performance with baseline performance
e  Removing PMP

Monitor and tune a database server for the highest performance at the lowest-
cost configuration. Specifically, you should be able to:

e  Prepare the network environment by installing the database software
and the benchmark suite

e  Monitor and tune the network

Install the HP Resource Partitioning Manager (RPM) and use it to:
e  Create a resource partition

e Add a new process to the resource partition

e  Assign rules for a resource partition

e  Capture a non-RPM job object

e Activate and deactivate a resource partition

e  Remove a resource partition

e  Remotely connect to a target computer

L4-1
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Requirements

To complete the first exercise, you must have HP Insight Manager 7 and PMP 2.1
installed on a server that is part of your lab network.

L4-2

Note

Although there are plans for future compatibility, PMP currently is not
compatible with HP Systems Insight Manager.

The server hosting Insight Manager 7 and PMP must meet the minimum hardware
and operating system requirements described in the HP ProLiant Essentials
Performance Management Pack Support Matrix. The servers to be monitored must
also meet the minimum hardware and operating system requirements described in
the HP ProLiant Essentials Performance Management Pack Support Matrix.

To complete the second exercise, you must have a Microsoft SQL Server 7.0 CD,
a TPC-B benchmark kit, and at least one workstation and one server that meet the
following requirements:

m  Workstation — Any Intel-based workstation with:

One 400MHz or faster processor

256MB or more memory

2.1GB or larger hard drive

Microsoft Windows 2000 with the latest service pack
TCP/IP-based connectivity to the server

Microsoft Excel

m  Server — Any ProLiant server with:

At least two 400MHz or faster processors
512MB or more memory

An HP Smart Array controller

Five or more 4.3GB hard drives

Windows 2000 Advanced Server with the latest service pack

To complete the third exercise, you must have two servers running RPM, with at
least one server that meets the following requirements:

s  HP Workload Management Pack 2.0 CD
m  HP Survey Utility installed

Rev. 4.21
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Configuration

Rev. 4.21

E: (RAID 1)

G: (RAID 5)

Configure the storage subsystem as shown in the preceding graphic. The available

Space requ irements are:

m Drive E: — 1.5GB (250MB for SQL Server binaries and 1.25GB for

database files)
s  Drive G: — 500MB

Note

The drive lettering might change according to the configuration of the
hardware in your classroom. Ask your instructor for the correct drive

assignments.
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Introduction

Before you can address the performance issues at RC Engineering, you must
determine the management agent version and, if necessary, perform the necessary
management agent updates. You also must show Jackie how to license the target
servers and configure the performance monitoring infrastructure. After you change
the PMP mode of operation to any of the monitoring options, you can begin
monitoring performance.

To solve system health and performance issues, you will apply the HP
Troubleshooting Methodology. You will perform a static analysis and demonstrate
how to create reports based on logged performance statistics. You also must
configure performance-based alerts to prevent similar issues in the future.

Exercise 1 — Using PMP

These lab exercises enable you to practice different aspects of PMP functionality.
They complement the presentation material as well as the associated self-running
or instructor-led demonstrations.

INTERT 1| For more information about PMP, refer to:
http://www.hp.com/servers/proliantessentials/pmp

Updating HP Management Agents and software

PMP 2.1 requires a minimum version of the HP Management Agents to be running
on the supported ProLiant servers. This minimum version is dependent on the host
operating system.

Operating system Minimum agent version
Microsoft Windows NT 4.0 6.10.01
Microsoft Windows 2000 6.20

Microsoft Windows Server 2003 6.31
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Determining the HP Management Agent version

Rev. 4.21

To determine the installed version of the HP Management Agents using the
System Management Homepage, complete these steps at the monitored server:

1.
2.

Open Internet Explorer and access the https://localhost:2381 website.

At the login screen for the System Management Homepage for <server
name>, log in as administrator using a valid password. (The administrator
password was set up during the SmartStart installation and will be provided
by your instructor.)

£} DBSRY - HP WBEM Lagin - Microsoft Internet Explorer =1of x|

Fle Edit View Favorites Tools  Help |

¢Back + = - (D 7t | Qsearch [GFavorites  @Media £% ‘ & S

Address I@ https: localhost: 2381 fepgloginuhtm?RedirectUrl=&R edirect QueryString= j ﬁGu | Links >
=

w System Management Homepage for

invent DBESRV
Login Account: anonymous 192.168.0.16
Refresh Page Tuesday, January 21, 2003 10:00:33 A

Account Login

This is a private system. Do not altempt to login unless you are an
authorized user. Any authorized or unauthorized access and use may be
monitored and can result in criminal or civil prosecution under applicable
lawe.

You are being prormpted to provide login account information for DBSRV.
User: administrator j‘ Please provide the infarmation requested and press the OK button to complete

the login process
Password:

A successful login will bring up the original system management information
requested, or the Device Home Page if this login was manually initiated. The

Ok | Passward for a login account may be changed at any tirme by an Account
Adrinistrator.

HTTP Server v5.2.0 £ 2002 Compaq Information Technologies Group, L.P.  —

-
Bt T B EeEr
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3. At the System Management Homepage for <server name>, click Insight
Management Agents.

“§ Device Home Page - Microsoft Internet Explorer i —|of x|

File Edit View Favorites Tools  Help

Back ~ = - @) [2] 4| @oearch GFavortes @meda F BY- b

Address [&] hips:flocalhost: 2381/

j Pao |Lm>@ 2%

Home

m System Management Homepage for DBSRV

home

System Model: ProLiant DL380 G2
System Status: [ Failed

Current User:  administrator
logout

Agent Help

Integrated Agents

Management
Processor

nane

Other Software
ProLiant

X nic

B compaa WC3163 Fast
Ethernet Embedded HIC
1/O 2440 Port 2

B Compaa WC3163 Fast
Ethernet Embedded NIC
1jo 2400 Port 1

@ virtual NIC (1)

r Failed & Degraded Items
B Home - NIC - Compan NC3163 Fast Ethernet Embedded NIC /0 2440 Port 2

& Operating
System

Tuesday, January 21, 2003 10:05:08 &AM |

M processors

M server

@ Logical Disks
Memary
[etwork

Lo 2 iterns Kot shown

refresh: manual

. Recovery

M autorecowery

B Environment

B power Susply

@ power Converter
Remote

Lommunications

[ [ B [BE Localintranct 7

4. At the Management Agents screen, note that the HP Management Agents
version displays in the top left pane; then close the window.

osoft Internet Explorer

Edit  WView Favorites Tools  Help

=10l

=tk - > - @ it | @isearch GijFavortes @Meda oF | Bh- b

Address [ €] https: flocalhost:2381 (WEEAGENT/FINDE. TPL

x| Pan ks »

= i
———— Version 6.10.0.0
Agent Help Summary Dewice Home Options

Candition Legend

@ Unknown ] 0K
ﬂ Degraded 5‘ Failed

Management
() Agents

| CONFIGURATION

System Infa
] Sistem Board
Exp Boards
System Resources
Secuiity
SNMP Configurstion

Sofhuare Wersion Info

§ MASS STORAGE

Floppy Drives

@ Standard IDE
Contioller (1)

Item Name:

Summaryq

Contact Informatio

Location:

IP Address:

Current Webagent User:
“Unit Identification LED:

TNAA
MAA

[ DBSRV: ProLiant DL380 G2

192.168.0.16
administrator login logout

QOFF

= Failed or Degraded ltems

Category:

%] Compag NC3163 Fast Ethemet Embedded MIC /0 2440 Port 2 MIC

Manually Refreshed @ Tuesday, January 21, 2003 10:07:45 &M

&) Done

[ [ [& [BE Local intranet .
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Updating the HP Management Agents

If the currently installed version of the HP Management Agents does not meet the
minimum version requirements, you must update the agents. To update the agents:

Rev. 4.21

1.

Execute autorun.exe. This file is located on the Management CD or in a

location specified by your instructor.
At the End-user license agreement screen, click Agree.

At the Hewlett-Packard Insight Management Suite screen, click Management

Agents.

€b»Management CD M=l E3

(‘BD Management CD

invent

Management Suite

What's New The Hewlett-Packard Insight Management Suite

Cre v s nEr i The HP Insight Management Suite packs a lot of management power. The suite includes a
full range of tools and services to address the complete lifecycle management of your

ActiveUpdate server infrastructure - covering every phase fram planning and deployment through

client Management Solutions ongoing operations management and suppart, as well as managing change and

redeployment,

Insight Manager 7

Management Agents

Management Toolkit

ProLiant Essentials Performance
Management Pack

A ProlLiant Advantage

Survey

¥ersion Control Agent

¥ersion Control Repository
Manager

Install Software

Explore CD...

Support

Legal
Insight Manager™™ 7 - The focal point for proactive system management across the

HP product line and extending to non-HP systems,

HF Insight Management Agents - Weh-enabled agents actively monitor and deliver
health status and other information when and where you need it,

HP Insight Deployment - in addition to the standard SmartStart™ rapid launch and

reliable multiple server deployment and redeployment.

the SmartStart Scripting Toolkit, HP provides a range of tools and services for rapid,

B
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4. At the Management Agents screen, click Install — Install Management
Agents for Windows.

anagement (D

m Management CD

invent

Management Suite Manager 7 task. This saves waluable time and ensures consistent configurations across =

what's New the managed environment.

- « Integrated System Management Help: The System Management Homepage

Product Documentation Integrated Help consolidates all the help infarmation for the web-enabled system

—_— Management Software on a device, Now it is no longer necessary to navigate from

ActiveUpdate agent to agent to look for the help information that you require. The context sensitive

Client Management Solutions Inftegrated System Management Help enables guick and accurate access to help
imfarmation.

Insight Manager 7
Management Agents
Management Toolkit
ProlLiant Essentials Performance
Management Pack
Survey
n Control Agent
n Control Repository Web-enabled: The agents render information dynamically in HTML, so that it can be
Manager viewed from a standard browser located anywhere on the network,

Performance Monitoring: The new performance monitoring enables 1T administrators
to set thresholds for logical disks, CPU, NIC, memory, processars, etc, If the predefined
thresholds are exceeded an alarm can be generated to notify the proper IT
administrator to take immediate action,

Built-in Intelligence: With the intelligence built into it, the agents can keep track of
their own condition and know where the fault lies in the subsystems,

- Predictive alerting: Predictive parameters are generated by the agents for disk drives,
Install Software memary and CPU, and form the basis far Pre-Failure Warranty.

Event Notifier: The Event Motifier application forwards alarms via e-mail using SMTP.
A ————EE The administrator can receive alerts even when the management application is not
Support available,

Standards Based: The Management agents for Servers use the industry-standard
Simple Network Management Protocaol (SNMP) and the Hypertext Transfer Protocol
(HTTP), and the Management Agents for Clients use SNMP and Desktop Management
Interface (DMI) for communicating management information,

Explore GD...

Legal

Software Installation | top

s Install Management Agents for Windows

5.  Atthe hp ProLiant Package Setup screen, click Install.

HPF ProLiant Setup iz ready to install the contents of this package. Presz 'Install to
run the installation program or prezs ‘Extract... to only extract the files.

hp Management Agents for Windows

2000/Server 2003
Yersion; 6.40.0.0 Estract...

potential and actual system failures, increase system stability, reduce
troukleshooting complexity, and minimize dovertime by providing

HF Management Agents help 1T administrators rapidly respond to

LCloze
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6.

7.

At the hp Management Agents for Windows 2000/Server 2003 screen, click

Install.

;H.- hp ProLiant Setup Ed

hp Management Agents for Windows 2000f/Server 2003

Software Werzion: 5.40.0.0

Setup iz ready to begin the inztall process. Please review information about the current

package below befare continuing:

.E-l The zoftware iz installed but iz not up to date.

Setup.

Current Yerzion: 6.30.0.0

Prezs 'Install' ko continue with the installation process or press 'Cloze’ to exit

I

At the Management Agents for Servers Version 6.40.0.0 — Windows screen,

click OK.

Management Agents for Servers ¥Yersion 6.40.0.0 - Windows

Services | SMMP Settingsl Azunch Mgmtl

=

—Manage Agents

Active Agents:

Pertormance Monitor
Esternal Statuz Informatic
Software Wersioh
Threshold Support
Host Remote Alerter
Syztem [nformation
Server Remote Alerter
Fibre Amray Information

IDE Information j

Inactive Agents;

Clustering Information
Rack Infarmation

Remote |ngight |nformation
MIC Infarmation

<-pd |
Bemove-> |

Cancel Help
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8. At the following screen, click Close.

-_;'g.- hp ProLiant Setup x|

hp Management Agents for Windows 2000fServer 2003

Software Version: B.40.0.0

The installation process has completed.  Pleasze review information about the install process
below:

@ The installation procedure was completed successfully. ﬂ

"i'ou may look at the setup log file for more details if desired.

Prezz the ‘Cloze’ button to exit S etup.

9.  Use the steps described in the previous section, “Determining the HP
Management Agent version,” to determine whether the agents have been
updated to the desired version.

Updating PMP
If a PMP update is necessary, complete these steps at the middle-tier server:

1.  Obtain the SP24900.exe file from your instructor and copy it to the local
drive of your performance analysis server.

2. Close all windows and applications.
Execute the file and follow the prompts to install the update.
4. Restart the computer to complete the installation.

L4-10 Rev. 4.21



Performance management

Licensing monitored servers
Complete this exercise to:
= Import new PMP licenses.
m  Apply licenses to select servers.
m  Retire demo licenses.

Importing new PMP licenses
To import purchased or demo licenses, perform these steps:

5. At the Insight Manager 7 Home page, click the blue dot corresponding to the
appropriate server entry to display the ProLiant Essentials Performance
Management Pack page. Then click Licensing.

Protiasnt Essentials Performance Management Pack
Loty Barfomanie Statg

Frodlinnt Easabiny) Pfimsyere Mphgeaant Pack (P07 5 (5 L0 afe S0tan That SEREN, Sroivaes, W dugiang
e i et Ut e 0P PrOLAT SERTErE. PID DS Dt L0 e il T e ORI il i of
Pkt PoTURnELE CARSAmT Sk 10 3T W LT P DRI I LS W PR FUE £ e, iy £ R tar

P tinm s e e G S s Thl (U TGRS e T o ey ped TO Gt o TRarE @ B 14
wuisting perforwanas Dottemech pow, oo can interartyely dupiey tre nlamgton, og ihe oo o & detsbae
for fatar snaipo gr repditnig, ahd Fet o pReactive nosific aton ety the FE Tnsghl Masager' T nobication

mdEharuimy. Ty you ke Einse beed Sew i you SSmT Sgres PRD thauld Mdratin o o yine Sarvers

& bl G50 ey Parfprmanos (D0 Sobumn goull walic st thai

= i B Byt Brosen st e asctivatod, thes doviin by nod Bomsinid Bor mae o, o T S
h""--ﬂ'-dﬁ--—ﬂWL

¥ you wousd i e purchare ienser Clok Serp fo pind the Prolact Ermeatal Farformance
hgrugeride® Pgihe wllr P Bie SETnactang .

1 s s oy 1 activarte & B o7 s FVER, 0 UL 90 g e th PrEEEEL
Erwantiak Serformancr Haraginont Fackliosnsig sorpen, £ b = 59 the Lsoneang
L

T dhEck P RSB, PRI E0 TR P LN B alh Perfoimasts Minpnet
FREN BRapET MM

L il B Socdenes

6. Atthe Licensing page, click Update Server List if the list of displayed servers
does not include all servers displayed on the Insight Manager 7 Home page.

7.  Click Add License to display the Add License page.
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8.  Atthe Add License page, enter the following 5-server 30-day demo license
number and click Apply:

35GVM-TNP5V-WKY5S-2GV6Q-CGZ3S

ﬂﬁl ProLiant Essentials Performance Management Pack
Licensing and Administration Help | version

invent

Add License

Licensing

Administration Total Licenses 1
Licensed Servers o

Enter the license key in the boxes below

[35vm| - [TPsv| - lwiss| - leavea | - (cazagl| [Reset]

2 & Local inkranet

9. Atthe Licensing page, verify that the licenses were added correctly.

ProLiant Essentials Performance Management Pack
Licensing and Administration Help | version

Licensing
Total Licenses :

1

Licensing >> Available Licenses : 1

Unreachable Licenses :

Administration

Add License
Update Server List
S of 5 demo Licenze(s) available.

Management Agents v6.20 or

16.101.113.131 16.101.113.131 higher are required.
[0 | disgo-baottom 16.101.113. 112
dis80-top 16.101.113,125 Server dne;unmué;aue a serial
kmhou-download 16.101.113.53 Unsupported Server
kmhou-prodos 16.101.113.21 Unsupported Server
smp 195.168.0.122 Server d\je;ul;;:éellave a serial
O |rac_nodel 16,101.113,133
[ | rac_nodez 16.101.113,132
[ | systrngs+ 16.101.113.55
[ | systrng? 16.101.113.91
| Showing 1 - 10 of 12 | Hext
[__Apply License [ ExpireDemolicensekey |

S % Localintranet
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Applying licenses to selected servers
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To license desired servers for monitoring, follow these steps:

Note

During licensing, PMP 2.1 uses available purchased licenses first, and then
uses demo licenses if they are available.

At the Licensing page, select the desired servers to be licensed and click
Apply License. You will be allowed to select only those servers meeting the
PMP 2.1 requirements. An explanation displays in the License Status column
for those servers not meeting the requirements.

m ProLiant Essentials Performance Management Pack,

Licensing and Administration

Licensing
Total Licenses : 1

Avalabile Licenses @ 1

Administration

16.101.113.131
[  diseo-battam
HEBD-top
kmhou-download
kmhou-prodod
pmp

rac_nodel

e _nodie?

0@ O

systmgd
systmg?

Unreachable Licenses : 0
& of & dirme Leonses) avadabli,

S Y v T

[ Add License ]
{ Update Server List

16.101.113.131
16.101.113.112
16.101.113.128

16.101,113.53
16.101.113.21

192.108.0.122

16.101.113.133
16.101.113.132
16.101.113.55
16.101.113.91
| showing 1 - 10 of 12 | Hest

Apply License |

Expire Darmo Licanse Key

B S Local itranet

Help | Version
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2.

At the Licensing page, verify that the licenses were applied correctly. The
License Status column displays whether the server was licensed with a
purchased license (Licensed) or with a demo license (Expires in 30 days).

Note

If the free license was available, it was used as a purchased license, in addition
to the available demo licenses.

m ProLiant Essentals Performance Management Pack

Licensing and Administration

Licensing >

Administration

The selected servers are licensed . Wisit the page to start monitoring
s,

Licensing

Total Livenses ; 1

Awailable Licenses : 0

Unreachable Licenses @ O Updete ServerList

3 of 5 demo Licenseds) avalable,

16.101.113.131 16.101.113.131 Licansad
[]  dispo-bottom 16.101.113.112
dlstu-top 16,101,113,125 S J"";;u';‘;;r"'"" sl
kmhou-download 16,101,113,53 uUnsupported Server
kmhou-prod0d 16.101.113.21 Unsupported Server
perp 198.156.0.12% Sorver J.u--';ur;‘:;r..n..- a swrial
O rac_nodel 16,101,113.133
Fac_nodez 16.101.113.132 Expires in 30 days
O  spstrmga 16,101, 113,55
systmagT 16.101.113.91 Expires in 30 days
| Showng 1 = 10 of 12 | Nost
[ Apphy License | [ Fxpire Demo Lasmse iy

S S L ntrat

Help | Yersion
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Retiring demo licenses

Demo licenses are retired when you apply a purchased license to a monitored
server that is licensed with a valid demo license. Retiring this demo license frees
the server to be licensed with a purchased license. If a demo license key contains a
certain number of licenses, all such licenses expire. If any such licenses were
unused, they expire also.

1.

Rev. 4.21

At the Licensing page, click Expire Demo License Key. All demo licenses
that belonged to the demo license key, whether applied to servers or still
available, are expired. The servers are now available to be licensed with a
purchased license.

At the Licensing page, verify that the licenses were applied correctly.

m Proliant Essentials Performance Management Pack
Licensing and Administration Help | Version

The dctive Demo Uicerse Key has been enpired sucessfully.

Licensing > Licensing
Total Licenses : £ I T pre—

Administration

availabls Licenses : 0
Unreachable Licenses : 0

| ST A6 1B Address
16108113131 16,101 115,131

| 1 | diseo-bottom 16.101.112.112
dIS80-top 16.101,113,425 e .
kenhou-downioad 16.101.113.53
krnhou-prodh? 16.101.113.21
prp 192.168.0.152 £ =
[} | rac_nedai 16.101.119.132
O} | rae_nogez 16, 101,113,132
L} | systrngs 16.101.113.58

£} |systmg? 18,101 11581

| Showing 1 = 10 of 12 § Hoxt
[Ceptslicense_ |

_________________ i |

8 S Localintranes

Attempt to apply the same 5-server 30-day demo license key as in step 4:
35GVM-TNP5V-WKY5S-2GV6Q-CGZ3S
What was the result?

Enter the following 10-server 30-day demo license key and apply one of the
demo licenses to the server you want to monitor (if applicable):

332Q4-MH78T-JHOIMV-RXVCN-6KD23

L4-15



Integration and management of HP ProLiant servers in the enterprise

Configuring monitoring behavior

Monitoring PMP behavior depends primarily on its internal administration
settings, such as the mode of operation, sample rate, and number of samples,
which are configured at the PMP Administration page. The rate at which PMP
collects performance information defaults to the data collection interval of the
individual Management Agents at the monitored server.

Administering PMP

To administer PMP, use the Administration page. This page is accessible from the
Licensing page, Unknown Performance Status page, or the PMP Home page.

1. Atthe Licensing page, click Administration.

2. Atthe Administration page, verify that the appropriate licensed servers are
listed. Click Update Server List if necessary.

m ProLiant Essentials Performance Management Pack

Licensing and Administration Help | Version

Administration
Unreachable Licenses : 0

Ucensing

9 of 10 demo License(s) available.

administration > Server Name 1P Address Monitor Mode of Sampla
Status Oparation Rate (s)
O 5

16.101.113.131 16.101.113.131 Manitor & Alert 120

[ | rac_nodez 16.101.113.13% Manitor & alart 120 5

| Showing 1 - 2 of & |

[_StanSalected Stop Selactad | [ Madity Selected |

5 8 Localnkranct
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3. Ifyou are satisfied with the monitoring settings, such as the mode of
operation, sample rate, and number of samples, select the desired server and
click Start Selected. Otherwise, select the desired server and click Modify

Selected.

m ProLiant Essentials Performance Management Pack

Licensing and Administration Help | Version

Administration

Unreachable Licenses : 0 Update Saner List

9 of 10 demo License(s) available.
1P Address Maonitor Mode of Sample
Status Operation Rate (s}
O 16.101.113.131 16.101.113.131 Manitor & Alart 120 s

[ | rac_node2 16.101.113.13% Manitor & Alart 120 ]
| Showing 1 - 2 of & |

[_StanSalected | Stop Selacted | [_Madity Salected |

o Felected

5 8 Localnkranct
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4. At the Modify Parameters page, modify the operational parameters as desired
and click Apply. If you select the Start Unmonitored Servers option, PMP 2.1
begins monitoring those servers automatically.

m ProLiant Essentials Performance Management Pack
Licensing and Administration Help | Version

Madify Parameters

mode Of Operation [hiontor
Administration > # of Samples Goamples
Start Unmonitored Servers =
lAp:uy Cancal

rac_nade2 16.101.113.132

5 &4 Localnkranct

5. At the Administration page, verify that the monitoring status for the desired
servers displays Started and close the window.

m ProLiant Essentials Performance Management Pack
Licensing and Administration Help | Version

Administration
unreachable Licenses : 0
9 of 10 demo License(s) available.

=] 16.101.113.131 16.101.113.131

[ rac_node2 16.101.113.192  Started  Monitor 120 5

| Showing 1-2of 2 |
[ SmnSelected | [ StopSelecwd | [__Madity Selacted
5 84 Lecalntranct
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Modifying the data collection sample rate

Rev. 4.21

The sample rate (the rate at which PMP collects performance-related statistics
from the monitored server agents) is no longer user-configurable through PMP
administration. Instead, it defaults to the data collection interval set by the HP
Management Agents at the monitored server. By default, this interval is set to two
minutes. Although this setting is valid for most environments, it can be changed to
a value ranging from five seconds to 60 minutes.

| Important
In the classroom setting, change the data collection interval and the number of
samples to lower than default values. Otherwise, it might be several minutes
before you can see visible results in PMP. However, avoid setting these
parameters to the minimum values to avoid problems with collecting
performance data.

To change the data collection interval for the Management Agents, perform these
steps:
Using Insight Manager 7

1. Atthe Insight Manager 7 home page, click the Device Name entry for the
desired server.

/23 Insight Manager T - Microsoft Internet Explorer (]

fle Edt View Favortes Tools Help |

gack - = - (D [0 | Pseach GuFavories Pveda B By S

Agdress [&] https:jpmp:50000uifisplappFramez. isp | o Lok >

(ﬁﬂ Insight Manager 7 spz 1 E

device status uncleared events
Home Devices Settings last update: Sunday June 25, 2000 - 2:01:36 AM

Device Search Home Page Options
B O = Enter the name of the device: [# Show this page when Insight Manager 7 starts
== =
J | Search [~ Hide link sections ,
]

[~ Hide "Did You Know?" section Apply

support | logout

Results From Query: All Servers
Actions ¥ View ¥

Hwy | MP \SW \P |Dewce Type \DewceAddress \ProductName
v ® @ bmp. Server 192.166.0.122 ProLiant 5500

Devices and Events Administration Did You Know?
—% ’@ m m ao0as
Insight Managsr 7 manages Queries let you group Tasks act on devices, Fine Tuns Insight Manager
devices and receives devices, events, clusters events and clusters. 7 far your enviranment,
events about those devices. and favarite queries in Example tasks include: Configure Discovery,
You can display an different ways. Doing so + Software/Firmware Discovery Filters A blue dot in your
overview of devices and || allaws you to concentrate Updsts (Enabled), sdd nsers, e
events or quickly gensrate || on the things you want to ® Group Configuration change Protocol settings
reports fram the see. Creating proper « EMail Notification and more. stotus column?
management database. queriss is the key to  Fager Notification

farming useful tasks.

| &) Applet started, ,7 ’7 ’—g Local intranet A
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L4 —-20

3.

At the Device: PMP screen, click Insight Management Agents in the Device

Links section.

t Manager 7
Edit

Eile Yisw  Favorites

Tools

rosoft Internet Explorer

Help

degack ~ = - () [8] | Dsearch GiFavortes redia B | 5y S

@ Queries
@ all Queries
© Device
All
& Devices by Type
& Devices by Statu|
& Devices by Dpery
Lt

© Event
all
& Events by Severil
& System functions
© Cluster
& My Favorites

Address [€) hitps:fpmp:S0000/uijsp/appFramez.jsp

[ﬁf) Insight Manager 7

The following information is known about this device:
{ Last Update: Sunday June 25, 2000 - 2:02:33 AM )

Device Ir nation

Status:

Address:

Management Protocols:

Device Name:
SNMP Alias:
DNS Name:

Device Type:
Product Name:
Description:

[= Minar

1921680122
16.83.231.100
HTTP, SNWP,
Dol

prp
PP
pmp.mshome.net

Server
ProLiant 5500

Hardware: x56
Family 6 Maodel 5
Stepping 2 AT/AT
COMPATIBLE -
Software:
Windows 2000

Device: pmp

0

uncleared events
A

Device Links

[ hinorinsight hanagement Acents
Insight Manager 7

Eh EMAY [a] (o]} fn]
Proliant Performance Analyzer

x| oo |Links »

support | logout

Survey Litility

System Management Homepage

SHMWP Explorer

[&] Applst started,

R

2E Local intranst 7

At the Summary screen, click SNMP Configuration in the left pane.

Fle Edt View Favorites

Tools

2} Insight Manager 7 - Microsoft Internet Explorer

Help

duback - = - ([0 A Qoearch GaFevories Pveda 4| By S

Address [&] https: {pmp:S00001uif spiappFramez. jsp

[ﬁﬂ Insight Manager 7

Servers v6.40.0.0

Condition Legend
@ Unknown 3] Ok

ﬂ Degraded ﬂ Failed

HP Management Agents for

Agent Help Summary Dewice Home Options

CONFIGURATION

System Info
¥ Sustem Board
@ Exp Bosrds

System Resources

Software Yersian Info

MASS STORAGE

Floppy Drives

S Shandaed InE

Item Name:
(@] Integrated Log
] Power Converter

El

uncleared events
il

Summary q
[ PMP: ProLiant 5500

Contact Information:
Location:
IP Address:

Current Webagent User:

Manually Refreshed @ Sunday, June 25, 2000 2:03:12 Al

A,

TIA

16.83.231.100
192.168.0.122
administrator |ogin Jogout

Failed or Degraded ltems

Category:
Recaovery

Recovery

support | logout

[&] Applet started.

[ [& [BE Local intranet =
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4. At the Agent Configuration screen, click Management Agents.

_lof x|
daback ~ = - (@ A | Bsearch GaFavortes Jveda 4| - S
Address [&] https: /pmp:S0000/uifjspf sppFrame2. jsp | @ ks ?
| 1% o
(ﬁ'ﬂ Tnsight Manager 7 spz 0 0
— — — — support | logout
device status uncleared events
s Seteinas N o
HP Management Agents for H H
e o Agent Configuration 4
Agent Help Summary Device Home Options
: » Snmp Agent o
Gondition Legend Manuslly Refreshed @ Sunday, June 25, 2000 2:03:41 AW
@ Unknown 5] 0K Sesurlty
7] Degraded ] Failed a0 Internet Management system may request the contact person, system

location, network for this computer from the SNMP service,

SNMP Agent Configurati

CONFIGURATION Restart Agents

System Infe
] Sestem Boars Contact: |
Manually Refreshed e
@ Exp Boards @ Sunday, Juns 25, 2000 Location: I
2:03:30 AM
System Resources o I” Physical ¥ Application ™ Datalink and

Security Subnetwork ¥ Internet M End to end

» SNMP Configuration o Apply Cancel

Software Vemsion Info

MASS STORAGE Manuslly Refreshed @ Sunday, June 25, 2000 2:03:41 Ab
Eloppy Drives

A [l

&) Done [ [ 3 [EE ocalintranet 4

5. At the Management Agents Configuration screen, select the desired data
collection interval and then click Apply.

Fle Edit View Favortes Tools Help

SBack - = - (@D | @oearch [GFavorkes Thveda oF | By Sp

[];a Insight Manager 7 0 g

uncleared events

Home Settings 2 aoo - AM

HE Manauemem Agent o) Management Agents Configuration q

support | logout

Servers v6.40.0.0
Agent Help Summarny Device Home Options

Condition Legend Manually Refreshed @ Sunday, June 25, 2000 2:04:07 Akt
@ Unknown 5] OK Secuiity
7] begraded %] Failed = HP Management Agents allows settings on Data Collection Interval,
rap

Remote SNMP Settings and Remote Reboot. Only administrators can set
the SNMP Sets and Remote Reboot.

Management
g Anents 4
- HP Management Agents Configuration
| CONFIGURATION STV
System Info
& Sustem Board
Manually Refreshed
@ Exp Boards @ Sunday, June 25, 2000
Z.03:38 AM
System Resoues H|
Securt Server Role:
: -
» SNMP Coniguration
Software Version Info Data Collection Interval: |2 Minutes =]
SNMP Sets: Remote Rehoot:
| MASS STORAGE & Enable  Enable
— " Disable * Disable

Floppy Drives

Pt = . . |
|&] Done [ |8 |8 Local intranet A
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Using Windows Control Panel

1. Atthe target server, click Start — Settings — Control Panel — HP
Management Agents.

2. At the Management Agents for Servers window, change the Data Collection
Interval to a desired value. Then click OK.

Management Agents for Servers Yersion 6.30.0.0 - Windows

Services  SMMP Settings | Asyhich Mamt I Process Manitor I

— SMMP Settings
[rata Collection Interyal:

¥ Enable SMMP Sets
[~ Enable Bemaote Rebd 4 Minutes

[ Enable the Application Exception Trap

[ Disable Telnet Detection Send Test Trap |
[™ Disable Rack Infrastucture Traps Clear A Thiesholds |

(1] I Cancel | Help |

3. At the following window, click Yes to restart the Management Agents.

HP Management Agents

@ The Managerent Agents configuration has been changed.

would vou like ko restart the Management Agents now?
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Performing static analysis

Static analysis refers to configuration validation of the target server. PMP ensures
that the hardware configuration of the server does not create a performance
problem at a later time.

Use the appropriate PMP areas to determine if there are any configuration problem
areas in the monitored server.

Example 1

Smart Array 5i Controller configuration problems:

e  Drives with different performance (SCSI speeds) detected in Array A
e  Physical drives not assigned to an array

Example 2

Host bus configuration problems:

e  PCI Devices are not evenly distributed among the available PCI buses.

Note any configuration problems with your system.

Rev. 4.21 L4 -23
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Detecting, analyzing, and resolving performance bottlenecks

Performance monitoring starts as soon as you license the target server and change
the PMP mode of operation to any of the monitoring options. You might have to
wait a few minutes for PMP to collect sufficient data points.

The main features of PMP are:
m  Server inventory
m  Static analysis
m  Monitoring and performance analysis of major server subsystems
e  Processors
e  Memory
e  Disk subsystem
e  Network connections
e  Host buses
The current version of PMP is designed to monitor nonclustered servers.

As you explore these features, you will notice that detailed instructions are
omitted. Because PMP is so easy to use, only guidelines and tasks to complete are
provided.

| Important
] Any changes to the monitored server hardware and software must be
completed before monitoring the server. These changes include:
e Disablinga NIC
e Changing the IP address
e Updating the Management Agents

If you must make changes, stop the monitoring of the server from the
Administration page. Then use the Insight Manager 7 Settings page to add the
IP address of the modified server to the inclusion range and rediscover the
server.

L4 -24 Rev. 4.21
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Reviewing the server inventory

The server inventory displays information about the hardware and software
components, including their description, version, and condition.

Use the appropriate PMP areas to determine:
ST AV 010 L= SR
NUMDET Of PrOCESSOIS: ...vviviiiieiieieiieieriste ettt e e sne s
TYPE OF PIrOCESSOIS: ..uvvevierieieiteste ettt nreeraens
AMOUNE OF MEBMOIY . ..iiiiiie it be e ree s
Number of network interface CONtrollers: ........ccooovvvviievieiesiese e
Number and type of array CONtrollers: .........cccoceiveiiiiieieece e
NUMDBEr OF NOSE DUSES: ... e
Operating system type and VErSION: ........ccccevvivieiieieeie e ese e se e
Applied service packs, If anY: ...
Number of Windows physical disks and their location: ............c.ccccceeviveieennnns

Note

Windows 2000 logical disks that are mounted instead of assigned a drive letter
will not be included in the PMP Inventory tab under the Windows logical
drives.

IP addresses of the configured network controllers: .........ccccccovvvvieviviiviiennnn
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Number, type, and size of arrays configured on the first array controller: .......

L4 - 26 Rev. 4.21
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Monitoring processor utilization
To monitor processor utilization, follow these steps:

1.  Atthe monitored server, induce high processor utilization by using a stress
tool of your choice.

Note
For recommended stress tools, refer to Appendix B, “Stress Tools.”

2. At the performance analysis server, use the appropriate PMP areas to
determine the levels of processor utilization. Focus on the following areas:

Average Processor BUSY Q07 .....oouviiiiiiiiiii it
PrOCESSOI QUEUE: .. .vvieiiiee ittt ettt ettt et et e et e st e e e s e e e nb e e e saaeenneeanes
CoNteXt SWICHES/SEC: ..o s
INEEITUPES/SEC: ettt
ANalysis EXPlanation: .........ccccceiieiiiieseee s

3. To assess the monitored server, answer the following questions.
Which subsystem is the most StreSSed? ..........cccvvvevveieiiieie e
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Monitoring memory utilization
To monitor memory utilization, follow these steps:

1. Atthe monitored server, induce high memory utilization by using a stress
tool of your choice.

Note
For recommended stress tools, refer to Appendix B, “Stress Tools.”

2. At the performance analysis server, use the appropriate PMP areas to
determine the levels of memory utilization. Focus on the following areas:

F YU P Lo L= =Y (S
Page REAUS/SEC: ....eiivieiieiiee ettt
PaQES INPUL/SEC: vttt ae e nreas
Page FAUITS/SEC: ...eeiiiieiieii e e
% Hard Page FaUILS: ........ccvoiieiiee e
ANAlYSIS EXPIANALION: .....ooiiiiiiiieieeese e

3. To assess the monitored server, answer the following questions.
Which subsystem is the mOost StreSSed? .........coovvviirieieieies e
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Monitoring disk subsystem utilization
To monitor disk subsystem utilization:

1.  Atthe monitored server, induce high disk subsystem utilization by using a
stress tool of your choice.

Note
For recommended stress tools, refer to Appendix B, “Stress Tools.”

2. At the performance analysis server, use the appropriate PMP areas to
determine the levels of disk subsystem utilization. Focus on the following
areas:

Storage TranSTErS/SEC: ...ooviiiiiiie e e
StOrage BYIES/SEC: ..ovveieieieciice ettt

Array Controller TranSfers/SEC: ......cov i
Array Controller SEC/TIaNSTEI: ..o
Array Controller Queue Length: ........cccooveieiiieiiec e

Array  DiSK REAUS/SEC: ......ocviiiiiiiiesie e
Array  DiSK WIES/SEC: ..ooevieiecie e
Array  DiSK SECIREAA: ......cveiiiiiieiisiese e
Array  DisK SEC/WIILE: ..ccueeeeeececee e
Array _ Disk Queue Length: ...

Array _ DiSK REAUS/SEC: ......ocviiiiiiiies e
Array  DiSK WIES/SEC: ..oeovieieiicceee st
Array  DiSK SECIREAA: ......oviiiiiieiieeseee e
Array  DisK SECIWIILE: ..ocvveiee e
Array _ Disk Queue Length: ...
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DisK ID _ DISK REAUS/SEC: ...cvviieeiiieieeiiesieesie et
DiSK ID _ DIiSK WIIES/SEC: ..c.veeieiiieiieeie st st ste e
Disk ID _ DISK SEC/REA: .....c.eeveiieeiiieiesiie s e et
DisK ID _ DIiSK SEC/WIILE: ...ocvieiecie ettt
Disk ID __ Disk Queue LeNgth: ........ccovveieiieiiee e

DisK ID _ DIiSK REAUS/SEC: ...cvvieieieieieeiiesieesie e see et sie e
DisK ID _ DIiSK WIIES/SEC: .c.veeieiiieiiieie sttt
Disk ID _ DISK SEC/REA: .....ceeeveiieeiiieii et
DisK ID _ DIiSK SEC/WHIILE: ...ccveeieiie et
Disk ID __ Disk Queue LeNGtN: .......ccceiveiiiieiiee e

ANalySIS EXPIanatioNn: ........ccooiiiiiiieeeee

3. To assess the monitored server, answer the following questions.
Which subsystem is the mOost StreSSed? .........cocvvviirieieieiese e

Note

The SCSI Utilization Percentage metric might display a value greater than
100% when sequential writes are issued to logical drives configured with
RAID 5 or Advanced Data Guarding (ADG).
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Monitoring network utilization
To monitor network utilization:

1. Atthe monitored server, induce high network utilization by using a stress tool
of your choice.

Note
For recommended stress tools, refer to Appendix B, “Stress Tools.”

2. At the performance analysis server, use the appropriate PMP areas to
determine the levels of network utilization. Focus on the following areas:

NEtWOIK BYLES/SEC: ...ovveieciieiieeie ettt sne e
BYLES SEN/SEC: ..ot
BYteS RECEIVEU/SEC: .....veiieeieciieee ettt ae e nae e

NIC _ BYIES SEN/SEC: ..oiveiiveeiecieciee ettt
NIC __ BYteS RECEIVEA/SEC: ...voiveiiiiiiieiie et

POt BYLES SENU/SEC: ..ot
Port _ BYteS RECEIVEU/SEC: .....ooiveiieiie et
Port _ Send UtIlization %0 ........ccceeiieieiiciece s

Port _ Receive ULHZation %0: .......ccovoeiieiiee e

ANalYSIS EXPIanatioN: ..o
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L4 -32

To assess the monitored server, answer the following questions.
Which subsystem is the most stressed? ..........cccccevvvvievivevecieieennn,
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Monitoring host buses

Rev. 4.21

To monitor host bus utilization:

1.

At the monitored server, induce high disk subsystem utilization by using a

stress tool of your choice.

Note
For recommended stress tools, refer to Appendix B, “Stress Tools.”

At the performance analysis server, use the appropriate PMP areas to

determine the levels of host bus utilization. Focus on the following areas:

PCI BYLES/SEC: .viiviiitieie ettt sne e

Primary BuS BYLES/SEC: ....coveiieeiecieie e
Primary Bus UtIHzation %0: ........ccooceeiiiieiieeccseeece e

Secondary BUS BYLES/SEC: ....ccveiiiiiiiiiieieeie e e
Secondary Bus Utilization %0: ........ccceevieeieeiesie e

Tertiary BuS BYLES/SEC: ......oveiiiiieic e
Tertiary Bus UtIliZation: ..........ccccoveviiiiiec e

ANalysis EXPlanation: ..........ccccceiieieiieiic e

To assess the monitored server, answer the following questions.

Which subsystem is the most StresSed? .........cooeveveieienenenieseeees
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Logging and manipulating data

When logging is enabled, PMP stores performance data gathered from monitored
servers in a database repository. PMP provides powerful performance analysis
tools to help manipulate the stored performance data.

Logging

L4-34

Note

Although logging can be enabled remotely, logged data manipulation such as
data extraction, log deletion, offline analysis, and report generation must be
performed at the performance analysis server.

Logging enables PMP to collect performance information and store it in the
performance database. You can then extract the data for offline analysis or
generate reports to be imported into desktop data analysis tools.

1.

T Prollant Fszentlals Performance Management Pack - Licensing and Administration - Microssfl internet Explorer
He Bt yew Freetes ook i

Qe - O W B e o @ws @ 200 TR g
£ | ) Waps:iprp: T80 L poalumr bome hem S fr

At the Administration page, select the desired target server and click Modify
Selected.

At the Modify Parameters screen, select the Monitor & Log mode of
operation to enable logging for a selected target server. Adjust the number of
samples option to the desired setting (for example, 5 Samples) and click

Apply.

Note

The sampling frequency is set at the monitored servers by the HP Management
Agents.

ProLiant Essentials Performance Management Pack

Pmvant

Licensing and Administration Help | Versian

Licarnsing
Mode OF Operation Mardor & Log i
Administrotion > # of Samples 5 &

Start Unmonitored Sarvers

{Apptv]

Sarver 1P Address

rac,_noded 16.101.113.132

) % Local rtranet

Rev. 4.21



Performance management

3. Close the Administration page.
4.  Atthe PMP Online Analysis page, verify your logging settings.

3 ProLiant Lssentials Perfarmance Management Pack - Online Anatysts - Microsoft Internet Explorer

rac_nodeZ
16.101.113.132
Sample Rate s

]
Made OF Dpeeation: Mortor & Log

“ . Jul 20, 2003
( > ProLiant ML370 136145 PM
Counters Last Minirmurm m
fwerage Processor Busys: ) @
Avalable KBytes 350380 350350 350304 350392

Page Faults/Sor 13 168 10 34

ork Bytes/Sec 438.6 4884 433 6a7

o 4096 o 16320
4388 5384 3.8 17007
Analysis Explanation
AL lgast one subsystem cannol be completely . All complutely bEystems e operateg
rrrrr ety
j f Lncal inbranet

5. Apply a workload using instructor supplied tools such as cpustres.exe,
eatmem.exe, leakyapp.exe, ttcp.exe, or iometer, or by applying and
previewing an OpenGL screen saver to the monitored server for 10 to 15
minutes. At the PMP Home page, monitor how the workload affects the
target server.

6. Todisable logging, set the mode of operation to the Monitor option.
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Extracting data

Before data can be analyzed offline, it must be extracted from the performance
database. Data is extracted from the database in XML format. To perform data
extraction, use the data extraction tool.

You can extract statistics from desired servers, selected recorded sessions, and
specified data/time ranges. The statistical output is an XML file that is used for
offline analysis.

1.  Select Start — Programs — Performance Management Pack — Data
Extractor to launch the data extraction tool.

2. At the Offline Analysis Data Extraction window, select the desired options
and click Extract.

L4 -36

Logged Server — Select the desired target server.
Recorded Sessions — Select the desired recorded session.
Start Date and Start Time — Select a starting date and time.

End Date and End Time — Select an ending date and time.

Note

The Start Date, Start Time, End Date, and End Time parameters must fall
within the data and time of the recorded session.

File Name and Location — Enter the location and the file name of the
output. With PMP 2.1, you can enter an output file name with or
without the XML extension.

KEData Exttractor ;IEIEI

ﬁa Performance Management Pack Help
¥ersion

Offline Analysis Data Extraction

nnnnn

Logged Server [rac_noDEZ |

~Recorded Sessions

2003 1:34:55 PM To 7/28/2003 2:02:05 PM
?,”28/2003 20202 PM TO ?,f'EBfEEIEIS 2 09:39 PM

- Extract Data Within

Start Date |07/28/2003 - Start Time | 1:3455 PM
End Date |07/28/2003 e End Time I 2:02:05 PM :‘
—File Mame and Location
|C:\TEMP\PMP_SessiDnl‘me Browse
Extract Cancel |
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3.

At the following Data Extractor message window, click Yes.

Data Extractor 3 ]

= The data extraction process can take a significant amount of time
to complete depending on the amount of data to be extracted.

Do wou wank bo skart the extraction process now?

Wes e} |

When the extraction completes, the following Data Extractor message
window displays. Click OK — Cancel.

Data Extractor A ﬂ

/—i The data extraction process has been complated.
Elapsed Time: 3 seconds
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Using the Offline Analysis tool
To view recorded data sessions, use the Offline Analysis tool.

Note

The Offline Analysis tool is also helpful when analyzing performance trends.
It enables playback of any performance session that is recorded in the database
repository.

You must have an XML-formatted file available for offline analysis.

1.  To launch the Offline Analysis tool, select Start — Programs —
Performance Management Pack — Offline Analysis.

2. At the Offline Analysis screen, select the desired options and click Apply.
e xml file — The XML file generated by the data extractor tool.

e Refresh Rate — The playback rate. If set to 30 seconds, the playback
data is refreshed every 30 seconds.

e  Start date and time — The starting date and time of the playback.
e End date and time — The ending date and time of the playback.

Note

The start and end dates and times must fall within the range of collected data.
Click Modify Date/Time to display a page where you can adjust the start and
end date/time.

-'af‘rul.ianlEss:ntials?zrl'urmanceﬂnqermnt?a:k-Ofﬂiu nalysis - Micre i =1l xf
Fis  Edt  Yew Favorites Tools  Help “
o s B3N Y Qoeach [BiFavortes EMeds (P BN b
Address 1’54 hittps: {flocalost : 2381 PPAPlayback playbackhorme. him lj (G0 | Links ¥

WI ProLiant Essentials Performance Management Pack
Offline Analysis
invent Help
¥ersion

Select the offline analysis file name and refresh rate,

aml file 1C\Temp'\_F>:dP_Ses’,|m Ein:mfse...§
0 seconds fd

Refresh Rate

Beginning - End of recorded
s635i0n

{or) To select time Modiy Disia/Tane
frame
Apphy Feset

Date/Time Period

s C T8 B icdintranst
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3. You can control the offline analysis using the control buttons near the top of
the Offline Analysis window.

o |<<, <<, <, ||, >, and >> — Click these buttons to manually navigate
through the collected samples.

e  Auto — Click this button to advance automatically through the
collected samples at the refresh rate.

‘A ProLisnt Essentials Performance Management Pack - Offline Analysis - Microsalt Internet Euplarer

fle Edt Vew Favodes Tock  Hep

#m-»«@@;ﬁ!ﬁs«m (i Favortes Qm@%ui
Aartess ) o caos 2301 FRAPABackPPAHA zl ee jwmer

Server Mame RAC_NODEZ
ServerIP 116101113132 Help | Sto
m Peflg_ormaml:e Management Pack StartTime Ul 26, 2005 LS5 PN g T
Offling analysis End Time 21ul 28, 2003 2:02:05 PM

invent

Status | Graph | Inventory | Summary SimticAnatsis| [ <] & ¥ 3 3] Zi] [10 seconds -

) 2ul 28, 2003
@ ProLiant ML370 1:38: 44 PM

Average Processor Busy® | 1 1.5 ; 1 2
Available KBytes JEOSTE 350478 < 350380 250576
Page Faults/Sec a 11 ia 13
Hetwaork Bytes/Sec 428 432 fane 438
Storage Bytes/Sec a o <ﬁ a

PCI Bytes/Sec 426 432 5425 i 428

Analysis Explanation
At least one subsystem cannot be completely monitored. All completely
muonitored subsystems are operating nommally.

Ejooe

4.  When you have completed the playback, click Stop and close the window.
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Reporting

L4 — 40

The data reporting tool creates reports that show the percentage of time the server
was in a bottleneck state and the overall performance utilization for a server,
categorized by its subsystems. These summary reports can be generated from the
performance database and then stored in either an HTML or a comma-separated-
value (CSV) file for import into desktop analysis or reporting tools.

1. Click Start —» Programs — Performance Management Pack — Report
Generator to launch the data reporting tool.

2. Atthe Data Reporting screen, select the desired options and click OK.

Get data for server — If the performance database contains data for
multiple target servers, select the appropriate server.

Recorded Sessions — If the performance database contains multiple
recorded sessions for the selected server, select the desired recorded
session from this list.

Modify date range for selected session — Specify the date and time
ranges for the report.

Generate a summary report in HTML format — Select this option if
the HTML format is desired, and then enter the appropriate path and file
name.

Extract data to a .csv file — If the CSV format is desired, select this
option, and then enter the appropriate path and file name.

::E Report Generator 5 x|
Performance Management Pack Help
Data Reporting Yersion

invent

Get data for server |RAC_NODE2 |

Recorded Sessions

7/28/2003 1:34:55 PM TO 7/28/2003 2:02:05 PM
7/28/2003 2:03:03 PM TO 7/28/2003 2:09:39 PM

Modify date range for selected session

Start Date | 7 /28/2003 = Start Time | 1:3%:55PM =
End Date | 7 /28/2003 'i End Time | 2 :02:05PM —
v Generate a summary report in HTML format
|C:\Temp'\PMP_Sessianl.html Browse
v Extract data to a .csv file
IC;\Temp\PMP_Sessian1..csx-'| Browse

QK Gancel
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At the completion window, click OK. Click Cancel to exit the application.

4.  If Microsoft Excel is installed, the .CSV file will automatically be imported
into an Excel worksheet.

The following screen shot illustrates sample HTML output.

FRASNOE 3o i wnary Report - Microsoft Inte
De Et ew Favorker Took .
i - o - Q) | Dseach CilFavortes hede O DN 8
Addrees [ 0 Tempier®_sassont himl ] P (ke >
i
Performance Management Pack Report for RAC_NODE2 o
Reporting from 7,/28/2003 1:34:55 PM to 7/28/2003 2:02:05 PM
_Suhsystem Ezhroaﬂ :::irw xd
PrOCESSONS |s8.33  2s 116.67
Mamary |100 i] ia
Matwork Connections Eluu o o
NC3163 Integrated 10/100 Fast Ethernet Adapter (100 o a
| PortiD: 1 100 o o
| NC3131 Dual Port 10/100 Fast Ethemet Base | o :
Adapter ]
PortID : 1 [100 &
T . -
Srrart Array 431 1100 o 0
| aray : & (100 o 0
T Dnuel:aga ........................................ i,l.ﬁ.d ........ T —
StorageWworks FCA=2101 2Gb/s FC HBA imo o 0
Storageworks FCA=2101 2Gb/5 FC HBA [100 0 0
Host Buses 1100 ] 0
Primary Bus {100 ] 0
Secondary Bus (100 0 0
Hardware Configuration as on : 7/28/2003 1:34:55 PM
Server Model: ProLiant ML370 =]
[] bore E1T S Compiter 7
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Deleting logged data

The logged data deletion tool enables you to delete recorded sessions from the
performance database. Use this tool on a regular basis to remove unwanted
recorded sessions and to reduce database size.

1.  Select Start —» Programs — Performance Management Pack — Log
Deletion to launch the logged data deletion tool.

2. Atthe Logged Data Deletion screen, select the desired options and click
Delete.

e Logged Server — If the performance database contains data for
multiple target servers, select the appropriate server.

e  Select a recorded session below for deletion — If the performance
database contains multiple recorded sessions for the selected server,
choose the desired session from this list.

:Fl:!Lng_D_elzl;'m S
Performance Management Pack Help
Logged Data Deletion Yersion

imwent

Logged Server;  |RAC_NODE2 -

~Select 3 recorded session below for deletion:

7/28/2003 1:34:55 PM TO 7/28/2003 2:02:05 PM

| 7/28/2003 2:03:03 PM TO 7/ 003 2:09:39 PM

Delete i Cancel |

3. Click Cancel to exit the application.
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Configuring performance-based alerts

PMP supports proactive notification of device status change using the Insight
Manager 7 notification mechanism. Using any of the supported notification
methods, you can set up rules to generate these notifications when a performance
issue is detected.

Using knowledge you have learned in this course, configure and test a
performance-based application launch alert as follows:

Note

You must configure HP Insight Manager 7 to query the Performance Status
Change event, which can be found in the Event(s) of type list under HTTP
EVENTS.

1. Create a Windows command file called netsend.cmd. The contents of this file
should be as follows (substitute <server> with the correct machine name
where you would like to receive the alert):

Net send <server> “PMP Performance Status Change”

2.  Execute the netsend.cmd file to ensure it is functioning properly. You should
receive a Messenger Service popup window with the preceding message
upon execution.

3. Using the knowledge you have gained from this course, configure Insight
Manager 7 to generate a performance-based alert when the monitored server
performance changes. Use the PMP Alerting demo as a reference, if
necessary.

4. Introduce a workload at the monitored server and validate the alerting to
function as expected. For every performance change at the monitored server,
PMP should generate an alert using the Insight Manager 7 alerting
mechanism (a Messenger Service popup window should display stating that
the performance status change has occurred).
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Comparing current performance with baseline performance

If a performance baseline exists, it can help in analyzing performance trends and
determining performance bottlenecks. If it does not exist, you should create one as
soon as the server performance returns to acceptable levels.

Performance baseline and all subsequent performance measurements to be
compared against this baseline should be created using the same tool, preferably
PMP. To create the performance measurement:

1.

Start PMP and set the mode of operation to any setting that includes logging
— Monitor and Log or Monitor, Log, and Alert. Set the remaining parameters
to desired levels.

The performance statistics will be automatically logged into the PMP
database repository. The logging session will close when you change the
mode of operation to a non-logging setting.

Use the Report Generator to extract statistics associated with the desired
sessions and to write them to a CSV file. Use one session as the baseline; use
another session to compare against the baseline.

Import these two CSV files into a spreadsheet application such as Excel.
Compare different statistics and determine which performance attributes have
changed, when, and by how much. The CSV file contains all parameters
collected by PMP, organized in labeled and easy-to-read columns, with
values dated according to when they were collected.

Example of working with logged performance measurements

L4 —44

You have taken two measurements using the PMP logging feature—one when you
initially deployed the server and the performance was meeting expectations; the
other after the users began reporting long server response times.

Both measurement sessions were stored in the PMP database repository. To
determine what has changed and when, compare the later measurement with the
baseline.

1.

At the performance analysis server, start the Report Generator, select the
appropriate server and session associated with the baseline measurement, and
generate a CSV file named measurementl-baseline.csv.

Repeat the previous step to extract the measurement session you want to
compare with the baseline. Name this CSV file measurement2.csv.
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3.

Open both CSV files with Excel. Each file will resemble the following
example.

E3 Microsoft Excel - measurement-baseline

@ File  Edit Wiew Insert Format  Tools Data  Window Help  Acrobat

BT DeEHESYy gRay i 2R-C -

ia @ 4 ® gA 2
Al - Fe Sewer Name : RAC_NODE2

@ =-4 [ -@T B I

A B c D = F G H J K L |
1 [Server Name : RAC_MODE2 it
2 |Data Starting : 1/7/2004 3:56:17 PM
3 |Data Ending : 1/772004 4:17:00 PM
4

4 | Serwver Model: ProLiant ML370

6 |Sample Time

Server Perforr Processor Pe Average Proci Interrupts Processor Context 5 Memory F Hard Page Pages Inp Page Faul Page Rea Availal

7| 1772004 15:56 1 1 1 133 o 7B7 1 o ] 218 0 336
g | 1/7/2004 15:56 1 1 B 27 o 2187 1 o ] 287 0 351
9 | 1/7/2004 15:56 1 1 1 150 o 916 1 1] 0 210 0 335
10 | 1/7/2004 15:57 it 1 1 150 =] 607 1 o a 210 0 338
11| 1/7/2004 15:57 1 1 g2 171 o 945 1 o ] 196 0 335
12 | 1/7/2004 15:57 1 1 | 147 4 929 1 1] 0 213 0 335
13 | 1/7/2004 15:58 1 1 a1 145 1] 4401 1 1] 0 233 0 335
14 | 1/7/2004 15:58 1 1 g 142 3 932 1 o a 210 0 33
15 | 1/7/2004 15:58 2 2 &2 141 o 785 1 o ] 191 0 338
16 | 1/7/2004 15:58 2 2 62 142 o 601 1 o ] 169 0 33g
17 | 1/7/2004 15:58 2 2 a0 149 o 831 1 o ] 192 0 33
18 | 1/7/2004 15:58 2 2 79 146 o 891 1 o ] 214 0 335
19 | 1/7/2004 15:55 2 2 a0 163 1 634 1 1] 0 22 0 335
20 | 14772004 15:58 2 2 60 159 1] a0z 1 1] 0 207 0 335
21 1/7/2004 16:00 2 2 a0 150 o 874 1 o ] 215 0 335
22 | 14772004 18:00 2 2 83 143 o 4809 1 o ] 197 0 338
23 | 1/7/2004 16:00 2 2 79 154 1] BE7 1 1] 0 218 0 335
24 | 17772004 16:01 2 2 79 154 1} 769 1 1} i 218 0 338
25 | 1/7/2004 16:01 2 2 85 145 o 800 1 o ] 194 0 332
26 | 14772004 16:01 2 2 78 146 1] B35 1 1] 0 216 0 335
27 | 1472004 16:01 2 2 a0 14 1 1264 1 1] 0 23 0 335
28 | 14772004 16:02 2 2 a1 161 o 822 1 o a 192 0 33
28 | 1/7/2004 16:02 2 2 3 183 o 6E5 1 o ] 212 0 338
30 | 14772004 16:02 2 2 a1 145 1 3548 1 1] ] 207 0 335
31| 14772004 16:03 2 2 a0 166 0 1014 1 0 ] 218 0 335
32| 1/7/2004 16:03 2 2 9 143 o 834 1 o a 210 0 335
33| 14772004 16:03 2 2 a0 137 2 851 1 o ] 213 0 338
34 | 14772004 16:03 2 2 62 150 1] 7o 1 o 0 200 0 335
35 | 14772004 16:04 2 2 g1 140 1 845 1 o a 225 0 338
36 | 1/7/2004 16:04 2 2 g1 145 o 1013 1 o ] 21 0 338
37 | 14772004 16:04 2 2 79 166 3 205 1 1] 0 211 0 338t
38 | 14742004 16:05 2 2 &0 143 2 8a7 1 0 0 25 0 33et
38 | 1/7/2004 16:05 2 2 a0 144 o 3805 1 o 1] 226 0 335
40 | 1/7/2004 16:05 2 2 g1 139 1 953 1 o ] 190 0 338
41| 14772004 16:05 2 2 60 163 1] 967 1 1] 0 201 0 335
A7 | 170004 1RNR bl 2 an 307 1 1 n n n T

4 4 » H}\measurement1-haseline /

Ready

134,
i

7||-m

d
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Graph the selected data points for visual comparison. Use any applicable
Excel feature to determine the cause of the performance discrepancy. The
following graphics compare processors, paging, and available memory.

£ Micsanoft Excel - moasursmunt|-bassline &
W) fe (B gew [newt Fgmer e Chet Wedow ek Acche )
OIS ES AT R e e - @Y LE- EV. %

WG SO}
Processor utilitization comparison

120

100

— Average Processor Busy - baseline
—— Average Processor Busy - measurement 2

40

1 4 7 1013 16 19 22 25 28 31 34 37 40 43 46 49 52 55 58 61 64 67
Time

+ v wi\Procossoes { Hord poge fts { mossenmens Ll [/ il | vl
Bnady

From this comparison you can conclude that the baseline processor utilization
is approximately 80%. Some sporadic processor utilization occurs between
data point 19 and 49, which can be contributed to an application initializing
and performance reaching a steady state.

Measurement 2 indicates a similar pattern; however, the performance does
not stabilize around 80%. Instead, the processor utilization peaks at 100%,
and fluctuates between 95% and 100%.
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E Microsadt Lxcel - measuremant] - bassline

W) s Gt Yew fest Fpmat ek (hwt Bnde beb Aot T

NITDFEE LAY L} R T IRE L b i ] W+ BRI U BIEE- T ]
-] (=]

Chen Area = L

Hard Page Faults Per Sec comparison

100

“0

B0

T

0]

L. = Hard Page Faults Per Sec - baseline
R = Hard Page Faulis Per Sec - measuwrement 2

40

30

20

!
1 4 7 10 13 16 19 22 25 28 31 34 37 40 43 46 49 52 55 58 61 64 &7

Time

.
M4 v wh Processon ' Hard page faults | mostrement] basine S
Ready

Sample hard page faults per second comparison

This graph compares hard page faults of the baseline and of the second
measurement. The baseline indicates low paging; the second measurement
exposes erratic paging, particularly after data point 54. This trend coincides
with the processor utilization graph, where the processor utilization increases
significantly.
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I Microsoft [xcel - measuremant ! -baseling ! -c‘.‘l
*

] Bl ER Mew et Fomet Jook  Chwt Wede beb  Acchet -8
TN Eas SRa8y S “ . T RE L B <10 . B I e A.
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Charl Aes = e
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Available Kbytes comparison
S00000
450000

400000 ‘

350000

300000 +

= Available Kbytes - basaline

" 250000
\ —— Avallable Kbytes - measurement 2

200000

. | |

100000
50000 N

1T 4 7 10 13 16 19 22 25 28 31 34 37 40 43 46 49 52 55 58 61 64 &7
Time

" .
4 b Y Processors [ Hard page faits ', Avallable Kibytes | e rement 1-baselre [ lel
Monaschy

Sample available KB comparison

Here, the baseline indicates that after the applications initialize, the available
memory drops to approximately 135,000KB. The second measurement
exposes the same pattern for a short period of time, but then the available
memory drops to a very low level. This could be attributed to the same
application requesting additional memory, or to a new application starting
and requesting memory that is not available. The two previous graphs
indicate that during the same time the processor utilization peaks, and severe
paging occurs.

Further investigation into these performance trends is warranted, but is not
covered in this document. Instead, this section shows examples of how to use
the performance statistics gathered by PMP to perform trend analysis and
comparison.
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Removing PMP (optional)

PMP and Insight Manager 7 must be uninstalled separately from the system.
Uninstalling one does not uninstall the other.

Uninstalling PMP
To remove PMP from your system:

Note
Uninstalling PMP will not remove Insight Manager 7 from your system.

1. Close all PMP browser sessions.

2.  Select Start — Programs — Performance Management Pack — PMP
Uninstall.

or

Select Start — Settings — Control Panel — Add/Remove Programs —
Performance Management Pack — Change/Remove.

Restart the system.

4. Delete the folder where PMP was installed. The default location is
C:\Program Files\HP\ProLiant Performance Analyzer.

Insight Manager 7 remains unaffected by uninstalling PMP. The PF column on the
Insight Manager 7 Home page remains after uninstalling PMP. Clicking the PF
column displays HTTP Status 404, Page not found in the newly opened window.
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Hiding the Insight Manager 7 PF column

To prevent the PF column from displaying on the Insight Manager 7 Home page,
at the Insight Manager 7 Home page, click View. Then unselect Show Columns —

Performance Status.

3 Insight Manager 7 - Microsoft Internet Explorer
File  Edit

Wiew Favorites Tools  Help

Bk - = - @ al ‘ Qsearch [Favortes Meda 4 ‘ By S

Address I@ https:ffpmp: S0000/uifispf appFramez . jsp

(ﬁa Insight Manager 7

Device Search
Enter the narne of the device:

I Search I

2

[~ Hide link sections
[~ Hide "Did ¥ou Khow?" section

I support | logout

unclea

v Show this page when Insight Manager 7 starts

« Details View | [Device Type [De

vice Address

|Pr0ductName |J

Icon View

Administration

#2]

Fine Tune Insight
anager 7 for your
environment,

Did You Know?

onfigure Discovery,
iscovery Filters
{Enabled}, add
users, change
otocol settings and
more.

Show Columns » | . Hardware Status
-
: ~ Management Processor Status
Queries |ef]
Insight Manager 7 ! devices| ~ Software Version Status
manages devices and clusters a
receives events about|| QUEries in U SEE
those devices, You ||ways. Doinl . Device Name
can display an you to con :
overview of devices ||the things ~ Denice Type
and events or quickly || $82. Creal . poies Address
generate reports QUEFIES IS
from the forming us - Product Name
rmanagement
database. || ||

click here  click here
for hedware | for monogement
status infe. processor status infe.
click here  dlick here
for performance for softwore
statuz infa shatus info.

|Ej Opening https://pmp:S0000fuifcompaq/uif¥iew/ TableView/SaoftwareStatusRenderer_en_US.class

[ [ (8 Ereclitaet 4
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Uninstalling Insight Manager 7

To remove Insight Manager 7 from your system, follow these steps:

Note
Uninstalling Insight Manager 7 will not remove PMP from your system.

1.  Select Start - Programs — Insight Manager 7 SP2 — Uninstall Insight
Manager 7.

or

Select Start — Settings — Control Panel — Add/Remove Programs —
Insight Manager 7 — Change/Remove.

2. After uninstalling Insight Manager 7, you might need to remove any
configured ODBC (Open Database Connectivity) connections. In the Control
Panel, click Administrative Tools — Data Sources (ODBC). On the System
DSN tab, select INSIGHT _DB_V3 and INSIGHT _VCDB and click Remove.

3. Restart the system.
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Exercise 2 — Monitoring and tuning a database
server

Monitoring and tuning is a repetitive process, involving modifications to the
configuration, applying a predetermined workload, and measuring the results. This
section gives you an insight into such a process, using a database server
environment as the reference point.

Preparing the environment

To prepare the environment, install the database software and the benchmark suite
according to the following instructions. Ask your instructor for the path to the
required installation files. In most cases, the software will reside on the instructor
server and is accessible over the network.

Installing and configuring Microsoft SQL Server 7.0
You must install SQL Server 7.0 on both the server and the client machines.

Target server installation

This section contains detailed instructions on installing Microsoft SQL Server 7.0
Standard Edition on a server. It assumes that SQL Server has never been installed
on your system. The approximate time to install SQL Server 7.0 is five minutes.

1. Map adrive letter to the shared directory containing SQL Server installation
files instead of using the UNC path. (With the Universal Naming Convention
(UNC) path, you might experience installation problems.)

2. Connect to the shared directory where the SQL Server installation files reside
and execute the autorun.exe file. If you are installing SQL Server directly
from the CD-ROM, the autorun.exe program will be executed automatically.
At the following screen, select Install SQL Server 7.0 Components.

.__-T{,] Install SQL Server 7.0 Prerequisites
/1

.__-1,] Install SQL Server 7.0 Components
d

< . 5
_{’ Wisit QurWeb Site

agrowse Books Online
(Requires Internet Explorer 4.01 SF 1)

Exit
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3. At the following screen, select Database Server — Standard Edition.

Mgaciit

Install SQL Server 7.0 Components

Install the full version of SOL
Server 7.0. e .
‘_7-].] Database Server - Standard Edition

P
) Database Server - Desktop Edition
/]
—
) SCOL Server 7.0 QLAP Services
/1
—

"—':L English Query

Back Exit

4. At the Select Install Method screen, select Local Install — Install to the Local
Machine and click Next.

Select Install Method

Pleasze select the install method below:

% L ocal Install - Install ko the Local Machine

" Remate Install - Install to a Remote Machine

Prezs Mest' when ready to continue.

Mest > Cancel
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5. At the Welcome screen, click Next.

6. Atthe Software License Agreement screen, review the licensing information
and click Yes.

7. Atthe User Information screen, enter your name and your company, and
click Next.

8. At the Setup Type screen, accept the defaults and click Next.

Setup Type
Click the type of Setup you prefer, then click Mext.

Itztalled with the most common options. Recommendad for most users.

= Mimimum Installed with minimum required options.

" Custom V'ou may chooze the options you want to ingtall. Becommended for
advanced ugers.

Destination Folder

Program Files Browsze... | CAMSSOLY
Data Files e | CAMSSOLY

Required: Available;

Space on program files drive : 22866 K 2147483 K
Space on system drive: EEBRE K 2147483 K
Space on data files dive: 30897 K. 2147483 K.

Help | ¢ Back I Mest > I Cancel |

9. Atthe Services Accounts screen, select Use a Domain User account, accept
all other defaults, and click Next.

Services Accounts

% {ze the same account for each service, Adto start SOL Server Service.

€ Customize the settings for each service.

—Semices———————— [ Service Settings
€21 SO Server € Use the Local System account

€1 Sl Senvensaent % Use a Domain User account

Usermame: I.ﬁ.dministrator

Pazzword: I

Domain; [ PL7000

™ Lot Gtart Gempvice

Help | < Back I Mest » I Cancel
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10. At the Start Copying Files screen, click Next.
11. Atthe Choose Licensing Mode screen, select Per Seat and click Continue.

Choose Licensing Mode

Microzaft SEL Server 7.0 supports two client icenzsing modes:

Per Server - Each concurent connection ta this
zerver requires a separate CLIEMT ACCESS
LICEMSE.

Per Seat - Each computer that accesses Microzoft
SOL Server 7.0 requires a separate CLIEMT
ACCESS LICEMSE.

Flease click Help to fully understand the implications of the
licenzsing made you choose.

— Licensing Mode

" Per Server for IEI concurment connections

Ldd|llicenses | FHemeve Lcetses

z& License Manager [located in the &dministrative Tools
program group) to record the number of CLIEMT ACCESS
LICEMSES purchazed and awoid violation of the license
agreement.

Continue I Exit Setup | Help |

12. The installer program begins copying the necessary files. When finished, it
presents the following screen. Click Finish to complete the installation and
restart your system.

Setup Complete

Setup has finizhed instaling Microsoft SGAL Server 7.0 an your
computer.

~
&

Click. Finizh ta complete Setup.

< Back

13. After system reboot, ensure that the MSSQL Server service started
successfully.
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Client installation

To install SQL Server on the client machine, follow these steps. They assume that
SQL Server has never been installed on this system. The approximate time to
install SQL Server 7.0 client is less than five minutes.

1. Map adrive letter to the shared directory containing SQL Server installation
files instead of using the UNC path. (With the Universal Naming Convention
(UNC) path, you might experience installation problems.)

2. Connect to the shared directory where the SQL Server installation files reside
and execute the autorun.exe file. If you are installing SQL Server directly
from the CD-ROM, the autorun.exe program will be executed automatically.
At the following screen, select Install SQL Server 7.0 Components.

Mié’aciit

aﬁrowse Books Online
(Requires Internet Explorer 4.01 SP 1)

Exit
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3. At the following screen, select Database Server — Desktop Edition.

Mgaciit

Install SQL Server 7.0 Components

P
,__-T‘..I Database Server - Standard Edition
ol

Install the Desktop version

of S0L Server 7.0.

,5;‘_., Database Server - Desktop Edition
/]

P
&) SCL Server 7.0 OLAP Services
/1

L_.j;_,l English Query
/]

Back Exit

4. At the Select Install Method screen, select Local Install — Install to the Local
Machine and click Next.

Select Install Method

Pleaze select the install method below:

& ocal |nstall - [nstall b the: Local Machine

" Remate Install - Install to a Femate Machine

Press 'Mest' when ready to continue.

Mest » Cancel
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5. At the Welcome screen, click Next.

6. Atthe Software License Agreement screen, review the licensing information

and click Yes.

7. Atthe User Information screen, enter your name and your company and click

Next.

8. At the Setup Type screen, select Custom and click Next.

Setup Type
Click the type of Setup you prefer, then click Mext.
" Typical Itztalled with the most common options. Recommendad for most users.
= Mimimum Installed with minimum required options.
V'ou may chooze the options you want to ingtall. Becommended for
advanced ugers.
Destination Folder
Program Files Browsze... | CAMSSOLY
['ata Files e | C:yMS50L7
Required: Available;
Space on program files drive : 32842 K 2147483 K
Space on system drive: EEBRE K 2147483 K
Space on data files dive: 30897 K. 2147483 K
Help | ¢ Back I Mest > I Cancel |

9. At the Select Components screen, select Management Tools, Client

Connectivity, and Books Online and click Next.

Select Components

Select the components you want to install, clear the components you do not want to install

Sub-Components:

rY
Managerment Toolx j Upagrade Tools
Client Connectivity Feplication Suppoart
Books Online
[ Development Tools

D ezcrmeeT
’7Installs the SOL Server relational database engine and other core tools,

Required:
Space on program files drive 39303 K
Space on system dive: 58472 K
Space on data flles drive: 0K

Avyailable:
2147483 K
2147483 K
2147483 K

Help ¢ Back I Mest > I

Cancel
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10. At the Start Copying Files screen, click Next.

11. The installer program begins copying the necessary files. When finished, it
presents the following screen. Click Finish to complete the installation and
restart your system.

Setup Complete

Setup has finizhed instaling Microsoft SGAL Server 7.0 an your
computer.

Click. Finizh to complete Setup.

< Back
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Client configuration

At the client machine, follow these steps to configure the client component of SQL
Server for proper TCP/IP network connectivity.

1. From the SQL Server 7.0 program group (click Start — Programs —
Microsoft SQL Server 7.0), click Client Network Utility.

2. Atthe SQL Server Client Network Utility screen, select the General tab and
choose TCP/IP as the default network library. Then click Add.

2 sQL server Client Network Utility x|

General |Alias I DE-Library Options | Metwork Libraries

Dizabled protocols: Enabled protocols by order:
Mamed Pipes TCRYP

Multipratocal

MwiLink [F/5F

AppleT alk

Barwan VIMES .
Wl <« Digable |

il . | Properties. .

[~ Farce protocol encryption

" Enable shared memary protocal

0k | Cancel | Apply | Help |

3. Click the Alias tab, click Add, enter the following parameters, and click OK.
e  Server alias — Enter the target server NetBIOS name.
e  Network libraries — Select TCP/IP.
e  Server name — Enter the target server NetBIOS name.

e  Port number — Select Dynamically determine port.

5— Add Network Library Configuration ; 5'
Server alias: IPL?DDD
—Metwork libraries———— |~ Connection parameters
® e Figss Server name: IPL?UUU
« TCRAP
" Multipratocol v Dynamically determine paort
© NuwiLink IPR/SPX Bart number: I1 433
" AppleTalk
" Banyan VINES
[GRYIF
" Other

K I Cancel Help
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4.  Atthe SQL Server Client Network Utility screen, verify that the new Server
alias configuration entry is correct. Then click OK to exit the utility.

2 sQL server Client Network Utility 3 x|

General  Alias | DB-Library Dptionsl Metworlk Liblaliesl

Server alias configurations
Server aliag | Hetwork library I Connection parameters
— | {EENY] TCP/P FL #0000
Add...
Bemove |
Edit... |
4 | »

0k I Cancel | Apply | Help |

5. To test the connectivity to the database server, open a command prompt
window and enter the following command:

C:\> isql -Usa —P —Spl7000
1> select @@version

2> go
“ | Command Prompt - isql -Usa -P -Spl7000 1Ol =]
C:n>isgl —Usa —P —Spl7888
> select BBversion
2> go

Microsoft SQL Server 7.880 — 7.88.623 <(Intel X86>
Nouv 27 1998 22:28:87
Copy
right <c> 1988-1998 Microsoft Corporation
Standard Edition Evaluation o
n Windows NT 5.8 (Build 2195: Serwvice Pack 3>

The isqgl.exe utility parameters are:
e U — Specifies the username. Enter sa for system administrator.

e —P — Specifies the password. Leave the password blank for the sa
account.

e  —S— Specifies the server name.
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Configuring the TPC-B benchmark environment

The TPC-B benchmark environment simulates an online transaction processing
database environment. The TPC-B benchmark kit is easy to use, quick to install
and set up, and free to distribute. Its requirements are:

m  One workstation with Windows 2000 and SQL Server 7.0 client utilities.

m  One server with Windows 2000 Advanced Server and SQL Server 7.0
database engine.

Use the tpcbmdb2 version of the TPC-B benchmarking kit. This kit builds two
identical databases, benchl and bench2, with the following disk layout:

m  Benchl consists of both the transaction log and the data files residing on C.

m  Bench2 consists of the transaction log residing on C and the data files
residing on E.

Target server

At the database server, perform these steps to install and execute the benchmark

kit:

1.  From the TPC-B benchmark kit distribution medium, execute install.bat from
the appropriate folder. The installer copies the files to your local C: drive into
the C:\tpcbmdb folder.

C:\>SQL Server 7 TPC-B kit\tpcbmdb2\install

2. Execute setup.bat with the name of the database server as the parameter.
C:\tpcbmdb\setup\> setup yourservername

| Command Prompt - setup pl7000

Mow please execute SETUP.BAT...

IC -~ tpchmdb“\SETUP>setup
Incorrect parameters?! Please use as follows:
BETUP “'server'

IC:tpchbmdb~SETUP >setup pl7088
Creating databases...
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Verify that all databases have been created. The number of created databases
should match the selected benchmark kit version. For example, tpcbmdb?2 kit

will create two databases, named benchl and bench2. Use the follow
script.

C:\>isgl —-Usa —P —Syourservername
1> use benchl

2> go

1> use bench2

2> go

1> exit

ing

ommand Prompt

Loaded 1AAAA rows into {account> in 2 secs (Total = 140088>
Loaded 18AAA rows into <account?> in 2 secs (Total = 1580888
loaded 1AAAA rows into <{account> in 2 secs (Total = 168888>
Loaded 1AAAA rows into €{account> in 3 secs (Total = 170BBAD>
Loaded 18A@8 rows into <account> in 2 secs (Total = 18Q0886>
Lloaded 1AAAA rows into <{account> in 2 secs (Total = 170088>
Loaded 18A@A rows into <account? in 2 secs (Total = 20P8880>
Finished loading 2888860 rows into account table in 44 seconds — Averaged 4545 ro
s a second

Creating indexes...

IC:tpchbmdb*SETUP>izqgl -Usa -P —-Spl7806
uze benchi
go

use hench2
g0

use hench3
go

use henchd
go

uze benchb
go

exit

R R

iy
2
iy
2
iy
2
iy
2
iy
2
iy
c

sstpchmdbNSETUF >

4

Notify your instructor if any of these commands return an error code.
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Client

If your client is not the machine that is running the SQL database, perform these

steps to install the benchmark kit on the client machine:

1.  From the TPC-B benchmark kit distribution medium, execute install.bat from
the appropriate folder. The installer copies the files to your local C: drive into

the C:\tpcbmdb folder.

C

2. Change your current folder to C:\tpcbmdb\run\ntintel. Two batch files are

:\>SQL Server 7 TPC-B kit\tpcbmdb2\install

Note

Upon its completion, the install script prompts you to execute SETUP. Do not

run SETUP at the client.

located in this folder:

Go_mem.bat executes the memory-based TPC-B benchmark. It causes
the client drivers to access only a small portion of the entire database, so

that the accessed pages can fit comfortably in the data cache.

Go_disk.bat executes the disk-based TPC-B benchmark. It causes the
client drivers to access the entire range of the database, allowing SQL

Server to cache only a portion of the data.

Validation run

At the

client machine, perform these steps:

1. Execute run_disk.bat or run_mem.bat with these parameters:

<server> — The NetBIOS name of the database server

<database> — The name of the target database (for example, bench3)

<# of clients> — The number of clients to be simulated (must be
between 10 and 100, with increments of 10)

= [Command Prompt =]
C:ntpchmdbhNRUNSNT INTEL>GO_DISK ﬂ

This bhatch file executes the DISK_BASED TPC-B benchmark against
a chosen database.

The syntax is: GO_DISK "SERUER" “DATABASE" "#_OF_CLIENTES"

Where: DATABASE must be one of benchl. bench2. bench3. hench4. or henchd {(loue
rease? #_OF_CLIENTS must he i8. 28, 38, 48, 58, 68, 78, 88, 98 or 108
C:=~tpchmdbh\RUNSNTINTEL>GO_DISK PL7BBB@ bench4 28
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Each eight-minute run consists of three stages:
e  Ramp-up of two minutes
e  Steady state of five minutes

e  Ramp-down of one minute

The kit starts a Command Prompt window for each simulated client. Each
simulated client window is automatically minimized, and shows in the
Windows task bar at the bottom of the screen. The master window displays
the number of clients connected and the execution stage.

Hews

:\tpchmdb\RUNNNTINTEL>GO_DISK

This batch file executes the DISK_BASED TPC-B benchmark against

a chosen database.

The syntax is: GO_DISK "SERUER" "DATABASE" “#_OF_CLIENTS"

pcase)

#_OF_CLIENTS must he 1@. 26. 30. 408, 50. 6@8. 76. 80. 90 or 160
IC:Ntpchmdb\RUNNNTINTEL>GO_DISK PL?888 hench3 58

This batch file executes the DISK_BASED TPG-B benchmark against
a chosen database.

(C:\tpchmdh\RUNNNT INTEL>

INNT",system32'cmd.exe - MASTER.BAT PL7D00 bench3 50

G2
—45 —Frun_rpc
...Initializing synch. tables Crunning ’master_init’ stored proc)
.. —waiting for 5@ slaves to connect: current count:
Il -— waiting for 50 slaves to connect: current count: O

— waiting for 5@ slaves to connect: current count: @
Il — waiting for 50 slaves to connect: current count: 11
.. —— waiting for 50 slaves to connect: current count: 28
.. —— vaiting for 58 slaves to connect: current count: 38
.. -— waiting for 50 slaves to connect: current count: 40

---All slaves connected

. ..Ramp up period — waiting 120 secs.

Vhere: DATABASE must be one of henchl,. hench2, bench3. benchd4,. or henchS (lowe

tgchmdh\RUN\NTINTEL\EHE)MRSTER.EHE —Usa -P -SPL788@ —Dbench3 —ui2@ -s368 —d68
-z

Biseoe|| 2w ] | ] | e e o e | oo
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3. When the run completes, the master window displays the measured
transactions per second (TPS). The TPS rate is the rate at which the target
database responds to client requests and processes transactions. Only the
steady state is included in the measurement. Different runs against the same
configuration should produce similar results. Runs against different
configurations (different memory configuration, different number of
processors, different database, etc.) produce results reflecting that
configuration performance.

4 C2 WINNT  system32.cmd.exe - MASTER.BAT PL7000 bench3 50 -0l x|

= mes e izgl -Usa -P —-SPL?7888 —-dbench3 —Q"exec calc_tps" =
Transactions per second
681

{1 row affectedd

E:\tpchmdh\RUN\NTINTEL\EHE)isql -lUza -P -SPL7888 -q"dump tran bench3 with no_log

C =~ tpchmdb“RUN\NT INTEL~EXE>paus
Press any key to continue . . .
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Monitoring and tuning

Disk
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Using the TPC-B benchmarking environment, tune the server for highest
performance at the lowest configuration cost. First, show the importance of data
placement and its effect on performance by completing the Disk section. Then,
using the fastest database layout, complete the Processor, Memory, and Network
sections. Finally, experiment with array controller caching.

Note

Consult with your instructor to determine which monitoring and tuning
exercises you should complete. The selection will depend on the hardware
configuration you have available, the time constrains, and the instructor
objectives.

Benchl

Execute the TPC-B benchmark against the benchl database while monitoring
performance and component utilization. Discuss your findings with your instructor
and fellow students, and answer the following questions.

Number of spindles servicing the transaction 10g:...........ccocevviiiiiininnienenns
RAID level for the transaction 10g: ........c.coveieiieiieiie e

Benchl data file I0CAtION: .......eeeeeee e
Number of spindles servicing the data files: ...........cccoooeiiiiiiiiiie
RAID level for the data fileS: .....coov e

Benchl performance (1PS): .. .o veeiieirereeie s esie e

Characterize the 1/0O profile (sequential/random, reads/writes, and so forth) for
each logical drive. Explain what is causing this type of 1/0.

(oo ot o [ 1 USSR
To increase the performance of this database, what would you recommend?
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Bench?2

Execute the TPC-B benchmark against the bench2 database while monitoring
performance and component utilization. The bench2 database differs from the
benchl database only in disk layout. Discuss your findings with your instructor
and fellow students, and answer the following questions.

Number of spindles servicing the transaction 10g:........ccccovvviieieneneninenn
RAID level for the transaction 10g: ..........cocveveiieie i

Bench2 data file 10CAtION: .......oeeeeeee e
Number of spindles servicing the data files: ...
RAID level for the data fileS: .....cooo oo

Bench2 performance (1PS): .. .ccveveiie e

Characterize the 1/0 profile (sequential/random, reads/writes, and so forth) for
each logical drive. Explain what is causing this type of 1/0.

LOGICAl AFIVE G oot e st re e
To increase the performance of this database, what would you recommend?

Conclusion
Which database layout is the fastest and why?

What is the most significant performance-limiting factor with the benchl database
layout? Explain.
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Which subsystem is the performance bottleneck under each database?

To increase the performance of your fastest database, what would you
recommend?

To maximize server performance and data protection, what disk configuration
would you recommend?
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Processors

L4-70

Use the fastest database layout and focus on monitoring and tuning the processors.

Using the /numproc option in the boot.ini file, artificially reduce the number of

processors to one and rerun the benchmark.

multi (0)disk(O)rdisk(Q)partition(L)\WINNT="Microsoft Windows 2000
Advanced Server' /fastdetect /NUMPROC=1

| Important
Each change to the boot.ini file requires a system reboot.

Determine the database performance with different processor configurations.
Increase the number of processors up to the number of processors present in the
system. Record your findings in the spaces provided.

Number of processors = 1 (/numproc=1), TPSrate =.........ccccccevvervrierivereanns
Number of processors = 2 (/numproc=2), TPS rate =........c.ccoovverererienirenens
Number of processors = 3 (/numproc=3), TPSrate =.........c.ccccevvvevvrierirereanens
Number of processors = 4 (/numproc=4), TPS rate =........ccceovverererienirienen.

Discuss with the instructor and fellow students how the processor configuration
affects performance. Record your results in the following spaces.

Based on your processor scalability results, what is the optimal number of
processors, given the cost of additional processors and the associated performance
gains? Record your findings in the following spaces.

In this particular environment, would a fewer number of faster processors yield
better performance than a higher number of slower processors? For example, eight
400MHz processors compared with four 800MHz processors. Consider the
processing environment — an online transaction processing database. Explain.

Lastly, set the /numproc option to the number of processors you have determined
to be optimal for this environment.

Rev. 4.21



Performance management

Memory
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Use the fastest database layout and your choice of the processor configuration, and
focus on monitoring and tuning the memory. Using the /maxmem option in the
boot.ini file, artificially reduce the amount of memory available to the operating
system to 32MB and rerun the benchmark.

multi (0)disk(0)rdisk(O)partition(1)\WINNT="Microsoft Windows
2000 Advanced Server™ /fTastdetect /NUMPROC=4 /MAXMEM=32

| Important
Each change to the boot.ini file requires a system reboot.

Determine the database performance with different memory configurations.
Increase the amount of memory up to the memory installed in the system. Record
your findings in the following spaces.

Amount of memory = 32 (/maxmem=32), TPS rate =..........cccecvrrvrrrrrerrvnrnnnn.
Amount of memory = 64 (/maxmem=64), TPSrate =...........ccccceevvereriierrennn.
Amount of memory = 128 (/maxmem=128), TPS rate =...........cceecvrrvrivrrrrnnn.
Amount of memory = 256 (/maxmem=256), TPS rate =...........c.cccvevveriverrrennnnn.
Amount of memory =512 (/maxmem=512), TPS rate =...........cceecvrrrrivrrvrnnnn.

Discuss with the instructor and fellow students how the memory configuration
affects performance. Record your results in the following spaces.

Based on your memory scalability results, what is the optimal amount of memory,
given the cost of additional memory and the associated performance gains? Record
your findings in the following spaces.

Set the /maxmem option to the amount of memory you have determined to be
optimal for this environment.
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Network

Use the fastest server configuration you determined to this point. Monitor the
server network interface controller and conclude whether you would make any
adjustments or recommendations. Record your findings in the following spaces.

Controller caching

Use the fastest server configuration to this point. With the Array Configuration
Utility, change the configuration of the array controller cache (the Array
Accelerator) and rerun the benchmark. Determine the best Array Accelerator
setting for the transaction log and for the database. Discuss your findings with the
instructor and fellow students.

Record your findings in the spaces provided.

Array Accelerator setting  Array Accelerator setting  Transactions per second
for the transaction log for the datafiles (TPS)
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Exercise 3 — Installing and using HP Resource
Partitioning Manager 2.0

RPM is an easy-to-use application that extends the Windows 2000 operating
system to enable IT administrators to optimize their ProLiant servers dynamically.

In this exercise, you will learn how to create, modify, and configure resource
partitions.

Installing RPM

Rev. 4.21

To install RPM, follow these steps:

1. Insert the HP ProLiant Essentials Workload Management Pack CD into the
CD-ROM drive.

2. Ifautorun is enabled, the Resource Partitioning Manager Setup window will
display. If autorun is not enabled, select Start — Run and enter:

[CD drive]:\Setup.exe
Follow the instructions to install RPM.

4.  Enter the product key into the blank spaces when the product key window
displays.

5. When the Completing the Resource Partitioning Manager Setup wizard
displays in the Setup window, click Finish. RPM is now installed on your
server.

Note
When upgrading from a previous version of RPM, close any active
resource partitions before installing RPM 2.0.
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Creating resource partitions
To create a resource partition, follow these steps:

1.  Select Start — Programs — HP Resource Partitioning Manager. The
following screen displays.

A Resource Porliboning HManager —- ) COMPAG-B2HEHSED i = e x|

sl el Ul 2 D |

Avgilatle Medicats Fesou ce Pablion] Aemiva BBENLFTD PRMTONS

w Processor Uiilization IL[] Proceitor Allocation | " Phygics thurvl oy irusl Memary |

5

% Frocessr Time
oB 8388
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Click the Create Resource Partition icon. The Resource Partition Properties

window displays.

if Resowrce Partition Properties

=101 %]

Local Compuber Resource Partition Mams
Target Computer Resourca Fartition Ownar

Basic | Advanced |

[ Aubs Start Resaufes Paftian
~ProcaLiors

i

1 Frrr rrrr & Check &l | Total Resource Parstion Virtual Memaory
Wirtual Memoary Mazimumi 2046 MB

FEEEE R

RN e
FiE N ENEERE

Uncheck all |

Faximum Size (MB) [mo0s

I e

# Processors ||-iil Virtusl Memory |

Pracassar Al

100 4"

Duizplay fchive Partitions |

The Resource Partition Properties window allows you to define a name,
assign a user, and modify the properties for your new resource partition. In

the Resource Partition Name field, enter Compaqgl.
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You can use the Resource Partition Owner field to associate the partition with
a specific organizational entity or to provide additional information about the
partition. In the Resource Partition Owner field, enter User1.

Select the Basic tab and locate the Processors section. This section consists of
several boxes, each one representing a single processor. By default, RPM
selects all available processors.

Note
In the processor section:

e Checked boxes represent processors to be used by the current resource
partition.

¢ White boxes represent other available processors.
o Gray boxes represent processors that are not physically present.

Locate the Total Resource Partition Virtual Memory section. This section
lists the maximum amount of virtual memory available for the resource
partition. What is the maximum amount of virtual memory available?

Enter 2000 in the Maximum Size (MB) field.

Check the Auto Start Resource Partition check box. This enables the resource
partition and all associated processes to activate automatically when the
server starts.
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9.  Select the Advanced tab. The following screen displays.

I Resource Partition Properties = = |
Local Computes Resourcs Fartrhon Harme
[rcomPaa-Bzrsmsso [Compaq?
Target Computer Resourss Parthien Owner
Basic Advanced |
Partition Priority Actwa Procass Limit  Priority Class Schaduling Clacs
[sorma | il ::I friorma x| |5- Nomal =l
FPhysical Mmemary Per Process — = wirtual memory Per Process
I Enabled I Enabled
Phwsical Mermory Magimum: 151 MB Wirtual Memory Maximum: 048 MB

Mazimum Size [(ME): I | Mazimum Size (M) [ T80

® Processors | &4 virtusl Memory |

Prozassnr Al
400"
ok
Cusplay dctive P‘art'rt.innil 1 Mot = 1 Finish | Cancal | Help [

10. Click the Partition Priority drop-down arrow to assign a level of
prioritization to a partition. This feature ensures that a lower partition does
not use all system resources when higher priority partitions are initiated. You
can select from the following:

e High

e Normal (default)

e  Below Normal

Verify that Normal is selected.
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11.

12.

13.

14.

By default, the active process limit is zero. Using the default setting allows
unlimited processes to be activated within a given resource partition.

Click the Priority Class drop-down arrow to set the Windows 2000 priority
class for all threads within each process in the resource partition. You can
select from the following:

e High

e  Above Normal

e  Normal (default)
e  Below Normal
Select Above Normal.

Click the Scheduling Class drop-down arrow to set the length of time
allocated for all threads within each process in the resource partition. You can
select from the following:

e 7-High

e 6-Above Normal

e 5-—Normal

e 4 -Below Normal

e 3-Low

Select 6 — Above Normal.

Locate the Physical Memory Per Process section. The maximum amount of
physical memory available to any individual process contained within the
resource partition is determined automatically and displayed in this section.
What is the maximum amount of physical memory available per process?
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15.

16.

17.

18.

You can modify the amount of physical memory available. Click the
Enabled check box. In the Maximum Size field, enter a new amount for the
physical memory.

Note
You cannot enter an amount greater than the maximum amount of
physical memory allowed per process.

Locate the Virtual Memory Per Process section. This section displays the
amount of memory available to any individual process within the resource
partition. What is the maximum amount of virtual memory available per
process?

You also can modify the amount of virtual memory available. Click the
Enabled check box. In the Maximum Size field, enter a new amount for the
virtual memory.

You have created a resource partition. Click Next to display the Resource
Partition Processes window.

[l Resource Partition Processes L =] x|

Loecal Computer Res ource Partition Nams
1“: e — |
Targst Compulsr fesigned Procesies
|CORMPAD. FIMERSS] Pl ——

Assigned |

rmeee Marme | statue Autolsuneh | Comimand Lin

‘| | 3

fdd dctive Process | wdd Process By Path | Add Process By Mame | R |'
= Pack Wext —I_l Finish | ancel I Help ]
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Adding a new process to a resource partition

The Resource Partition Processes window allows you to assign processes to the
resource partition. Examples of processes include executables, Dynamic Link

Libraries (DLLs), and services that an administrator selects to run within a
resource partition.

To assign a process to a resource partition, follow these instructions:

1. Inthe Resource Partition Processes window, click on any one of the
following buttons to add a process:

e  Add Active Process — Add a currently running process

e  Add Process By Path — Add a process by entering the full directory of
the process

e  Add Process By Name — Add a process by entering its image name

RS
Lowal Computer Resource Partition Hame
[UCOMPAG B2MEMSST [Compan
Target Computer bLosigned Frocesses
Resigned |
image Kama | status | munorsunen | commana Lin
L1l | 2
Add Ackive Process I hdd Pracass By Path | Add Process By Name | Remave f
= Dack I Hext = I Finizh I i anael I Halp i
|
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To add an active process, click the Add Active Process button. The Add
Active Process window displays.

i A Active Process e oy ]
Byvailable Processes Processes To Be Assigned
image Name | PD | Pricity | = | mage Bame P | Prioety |
T cpaninmagt o M rmiall
T epawmgmt 1476 Moo mmall _J
Tcogmahost 1436 Hormal
ﬂcrrnﬂ:ﬂ' - S MgErmial
Etl’ nslion 158 M wuall I i
Tdresve B Hormal
= explorer iz Hormal
Tingtinta [ Hormal
Tissy 032 Horimal =]
Refresh

E Finish | Cancel Help

In the Available Processes section, select cpqgwmgmt. Click Add. Cpgnimgt
now displays in the Processes To Be Assigned section on the right side of the
screen.

Click Yes if a caution box displays the following message:

Adding a running process to a resource partition will result in that process
being terminated if the partition is later deactivated.

Important

If the Resource Partitioning Manager window displays after you click
Add, your available process is currently activated. Click Yes to continue.
When the resource partition is deactivated, the running process will be
terminated.
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5.

6.

In the Available Processes section, select cqmgserv. Click Add. Cgmgserv is

also displayed in the Processes To Be Assigned section.

ﬂﬁﬁdd Active Process i ‘nl__-_:l _)S_F
Available Processes Processes To Be Assigned
WageHame | PID | Priority | = bmageMame | PN | Priorty |
Tepgwmgmt 1476 Masrmal T epaniangt o Hormal
T cqmghost 1438 Hormal Pegmgser {40 Wt rmal
T eqmigeton £ Hormal
T dfsavs 92 Hormal
Hﬂq’lurzr 1M Hormal
T inestinfo ] Huostimal
T user 632 Hormal
T mdm 1232 Hormal
i msdte £04 Mormal .|
Refrazh
[Fnish | coneat | meip

Click Finish. The Resource Partition Processes window displays the assigned

s £

processes.
acsmure e Partiion Processes
Lazal Camplitar Razoures Partion Bames
Target Comiputer #ssigned Froossses
Lesigred I
W] cjpqining! Assigived (Pendug) WA
Flegmgsens Assigmed (Pending) A

||_A-ﬁfﬁ:ﬂ- Dra-ci?]l Add Procass By Path | Add Process By Naime I

4 Back | Netep | mnen | cancer |

Help
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7. Toadd a process by entering its location, click the Add Process By Path
button. The Add Process By Path window displays.

[ Add Process By Path 1B =100 x|

Specify the executable by either entering the path
name or finding it using the Browse button.

Add: Il Browse |

Advanced | Finish Cancel | Help |

8.  Click the Browse button. Locate the Survey Utility file
(c:\Compaq\Survey\Survey.exe) and click Open. The file directory displays
in the Add field.

9. Click the Advanced button. The Advanced Process Properties window
displays.

i@l Advanced Process Properties = | I:Il_il

fadvanced Properties Seftings:

CAutolaunch™ Eger the command line pararmeters for the process,

Finish I Cancel Help
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10. In the Autolaunch section, click Yes. RPM will attempt to launch the Survey
Utility when the associated resource partition (Compaqgl) is activated.

11. Click Finish — Finish to return to the Resource Partition Processes window.
Notice that the Compaq Survey Utility file directory displays in the Image

Name column.
Lc_mal Computer ResoUrce Fartition Mame
[ICOMPAG-BZMEMSSD [Comgeas
Target Computer Azzigned Processes
[UEOMIPAG-52MEMSSD 2
tezigned I
Image Hame | status | Autotsench | Command Line
= cpgniamut Assigned (Pemdingd N
T egmigeeny Rezigned (Femdingd N
E cZicompag surveyisureey. axe Aszignad (Pendingp Yo
4| | |
Add Achive Process | E_A;]::IE:F_r_uc_e_s-j-__E]}:FﬁE-] Add Process By Mame I RErm oy & I

= faack I fipat =p Finish I Cancel I Help I

{Cloze: the Processss penge s decard ehanges,

12. To add a process by entering its image name, click Add Process By Name.
The Add Process By Name window displays.

_;EJ Add Process By Name =10 x|

Enter the exact image name to be associated with the process,
(The irmage name for a particular process is shown vathin Task Manager.)

Firish Cancel Help
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13. Enter cpgwmgmt in the open field. Click Finish. The new process displays in
the Image Name column of the Resource Partition Processes window. You
can delete a process at any time by highlighting its image name and clicking

the Remove button.

=lcix|

[ Resource Porition Processes ———
Local Computer Resource Fartifion Name
ﬁmn&m ]-ﬂ-nm-q’l
Target Carmputar Bauigned Procesded

Assigned I

Imnge Hame | Status | l.ulnlnmnh: Commrmand Line
T eponimgr Asstgned (Pending)  NiA

T eamgsery Assigned (Pending) 1A
E::tmﬂpﬂl"ﬂﬂmqhﬂlu:}.hm Assigned (Pending) Yes

E‘TC'MHIIWI"H Assigned (Fending) KA

1

Add Achve Process | Add Process By Path |

T

Add Process By Name

4= Back I Hexk = |

Finrsh I Cancel |

Halp

14. Click Next to proceed to the next exercise, Assigning Rules for a Resource

Partition.
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Assigning rules for a resource partition

After a process has been assigned to a resource partition, rules can be associated
with that resource partition. The Resource Partition Rules window lists the local
computer name, target computer, resource partition name, and the processors,
memory, time, and events tabs.

To assign rules to a resource partition, follow these steps:

1. Inthe Resource Partition Rules window, click the Processors tab. This tab
displays two processor rules:

e  Add when > (greater than)

e  Remove when < (less than)

S
Local Computer Fesourcs Parttion Hams
[JCOMPAG-BZMEASSD [Cormpant
Target Computer
[uCOMPAG-B2MEWSSD

® Procescors l"" Mamary | 00 Time | sl Bvene |

[~ Addwhen s Fril % wangt i3 sustained far rjm it b & mamum of Fﬁpmﬁu:nr: |
[ Remove when < l?ﬂ = weage s sustaned for [5o ::I E—— Y ||_i|{pr|:q:&e:=ams.‘

SRl

4= Back Firish Hein

| Important
The Rules options on the Processor tab will be disabled and shaded gray
if only one processor is installed on your server. If the rules on the
Processor tab are disabled, bypass steps 2 through 4 and continue to
step 5.
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2.  Click the Add when box to enable the first processor rule. If enabled,
available processors are allocated to the resource partition dynamically when
the preset rule conditions arise.

3. Enter the following information:
e  Addwhen > 85
e 9 usage is sustained for 45 seconds
e  With a maximum of 2

SE
Local Computer Resourcs Parstion Nams
jwolrmm ]'GIIIIM
Target Computer
]me

® Processors |™ mamery | (0 Time | el Evente |

[~ Actdwhen = |'.-,_|_i| S wsnge s sustained far ’rj’m it h e macEmum nr]_._ﬁpm:uaﬂu.
[ Femove when « Ifﬂ % usage bs sustaned for ’yz_i_llm it & minkTims of ||_ilpmc:e:asms.

Help
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4.  Click the Remove when box to enable the second processor rule. Enter the
following information:

e  Remove when > 15
e % usage is sustained for 45 seconds

. With a minimum of 1

8 Resource Partition Rules - =101 =]
Lacal Computer Resourc: Partition Nams
Target Compurter
[HCOMPAQ-BZMEMSSD

W Processors | ™ mamery | (3] Time | af Events |

¥ Addwhen » |35_'j % uBOE i3 sustained for E—ﬂm Mhnmmﬁuﬁmmz.
¥ Reove when < lrj % usape i3 sushaned for ITEI_i’-_._Wde._ - | viih & mimimum of rﬂprmura.

= Back Firish Help I

L4 -88 Rev. 4.21



Performance management

5. Select the Memory tab. This tab displays two memory rules:
e  Addwhen >

. Remove when <

I Resource Partition Rules T P ]
Local Computer Regource Pardtion Mams
ILt:nnllmmmusm |C|:||r|nq1

Target Computsr

Inc:ownu-ﬂzmusm

¥ Processars 0 Memory

E‘j Time ] % Euent:l

T Addwhen= I?D ﬂ ™ uzage iz 2ugainzd for |3|;| ﬂ cocorz | b2 amesinm of frgq ME.
I Remove when = Izn i’ 2, uzage ic susainsd for Ian i’ m——— YT T ME.

Firish Cancel Help
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6. Click the Add when box to enable the first memory rule. Enter the following
information:

e  Addwhen > 85
e % usage is sustained for 30 seconds
e  Toamaximum of 151 MB

17 ]
Local Computer Resource Partiion Name
[HEOMPAG-BZMEMSS] |compaat
Target Computer
[ncoraPag-BzMEMSSD

® Frocessors - Hemory I{:‘} Time | s Events |

f¢  Addwhen= f?g‘r,—z-i%muge'ssummrm'_ﬂmunmmm a1 ME
™ Remows when = lm_:'iﬁumuwmm ﬁﬁMWamat iz ME:,

4= Back Finiigh I Cancal Halp I
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7. Click the Remove when box to enable the second memory rule. Enter the
following information:

e  Remove when < 15
e % usage is sustained for 30 seconds
e Toaminimum of 48 MB

i
Local Computer Resource Partition Marme
[ICOMPAG-BMEMSST |Cormpant
Target Computber
[MCOPMPAG. B2MEMSSD

® Processars T Memory | (7 Time | s Events|

¥ Add when = [ﬁg_ﬁ'}hung:i.—.mshhnu'[m [j_,_ﬁmlblmﬂ 151 ME
M WW*IT:,']“W“ suctsined for [qg_ilmlnammm ] MB

4= Back Fimish f Cancel J Help J

Note
Memory is added and removed in 16MB increments.
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8.  Select the Time tab. This tab displays the following four rules:

e  Start Resource Partition every (day and time)
e  Stop Resource Partition every (day and time)
e  Start Resource Partition on (date and time)

e  Stop Resource Partition on (date and time)

¥t Resource Partition Rules =

Loeal Cam putsar Resource Partition Mame
[HCOMPAG-BZMEMSSD |campant

Target Computer

[VCOPPAR-BZMEPSSD

‘B Processors 1 " Mamory ‘:ﬁ Tirme |1¢ Evranl‘jl

[ | Slaf Rasoures Parition svery! [Mondsy =] st [izooooam =

[ Stop Rescurce Partion every [Moralsy == fizoman =

[~ Start Resource Partfion on iweﬂr-asuw. Saptember T4, 2002 j ab I‘I:-JIJ o am ==

[ Stop Resourca Fariior on |v\c‘eunemaf_seme-ﬁe—nizmz _-_Jat||3|:-:||:-:m =

8 [

4= Back Finil=h I Cancel

Help

9. Click the Start Resource Partition on check box to schedule the resource
partition to start at a particular time. On the drop-down menu, select the
current date. On the list box, select 30 minutes from the current time.
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10. Click the Stop Resource Partition on check box to schedule the resource
partition to stop at a particular time. On the first drop-down menu, select
tomorrow’s date. On the list box, select 12:00 AM.

# Resource Partition Rules

Local Computer Resource Partition Mame
Eﬁt&&nﬁ&?r .............. fcompagt
fiziot

# Processors | ™ Memory @7 Time i@ Events;

[~ Start Resource Partiion every |Monday | ot [izooooam -

[~ StopResource Partition every {Monday vl [1200008M =

I7  Start Resource Parlition on I Friday ,  Apeil 16,2004 :jat 120000 AM -~
¥ StopResouwrceParlfionon | Friday |, Apil 16,2004 v | 3t[120000AM -

Cancel Help

€= Back |
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11. Click the Events tab. This tab displays three event rules:
e  Partition stop/restart
e Launch on memory utilization level

e Launch on processor utilization level

e = il aef
Lowcall Computer Resource Fartition Mame
[HEOPPAC-BIMEMSST Campaqt
Target Computer
[hCoRSPAG-BIMEMSSD
W Proceddior: |- Masmory | "r'} Time ¢ Ewants |

N ?_Fmg_;i T j % memory usage 15 sustained for 30 i.il..“_.r.r,nﬂ..r_ -ﬂ | stop :-J the partibion,

[~ When = fro j%mimnr'r usage 15 sustained for [in :E smennds rI launch i

Browse I
™ wWhan s ,T_;E%prne:uur usage i suatained for i:,n ﬂ[“wndb =] tauneh |
Browse |
= Eock Fnish | Gancel | help |

12. Click the first check box to enable the partition stop/restart rule. This rule
allows you to start or stop a partition if its memory usage exceeds a specified
percentage for a fixed period of time.

13. Enter the following information:
e  85% memory usage
e 20 seconds
e  Stop the partition
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14. Click the second check box to enable the Launch on memory utilization level
rule. This rule enables RPM to launch a user-specified process or command
file if memory usage exceeds a specified percentage for a fixed period of
time. Click the Browse button. The Select Process window displays.

Select Process 2] x|
Laak jr: Iﬁ sLrEy j - ck B2~

I bt
™ survey

ﬁ sLFvear

Filz name: | Open I
Fils of type: IExecutahIes [*.exe” bat*.cmd] j Cancel |

15. Select any executable file. Click Open. The directory of the executable file
you selected displays in the launch field.

i
Leveall Carn putar Resource Partition Mame
OMPAD-IIMEMSSD |Comparrt
Target Computer
Wﬂm

W Pracassars 1 " Memory | {'_-} Time { Ewenks |

F when > [ag iE% mmismory usage is sustained for [3; :E PrTT— 'I stop | the partition,

¥ wWhen > [ro iE%memnr-r u=age i3 sustained for [ ﬂlwc..-r.d:. j |suneh ],: Ly P p——

[~ ¥hen > I?i.f'% processor Usage is sustainad for !Tﬁhac ands _.j faunch |

Browse |
4= Back Finish J Cance| J Help I
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16. Click the third check box to enable the launch on processor utilization level
rule. This rule enables you to launch a user-specified process or command
file if processor usage exceeds a specified percentage for a fixed period of
time. Click the Browse button. The Select Process window displays.

Select Process il El
Lok jn: |ﬁ ILnEY 7| - £ Elx

-D il

E SUIFvEY
E suUrvEyar

Fil= narne: | Open

File= of type: I Executables [ exe” bat* cmd) ;I Cancel

17. Select a different executable file. Click Open. The directory of the executable
file displays in the launch field.

lzix
Local Computer Resource Partition Name
[compas-BamEMSSD [Eampad?
Target Computer
[ICOMPAG- B2HEMSSD

- messurs1 = Memory | {ﬂ Tims i: Events |

[ When > [= 1}'% mamaory usags s sustained for [an ::il”wnds j |iTDD :_J the parbbon,

% When > [0 :'I% mamory usage is sustained for [3n i! S »I launch j.\-_ T —
Bifgmse i

F When = fo ::I% processor usage is sustained for Ilju i“secon':ls :_J taunch |::‘:\m'-nt“~,s\. pra—

= Back Frmishe | Cancel Heip

18. Click Finish to apply the rules.
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Activating resource partitions

Rev. 4.21

To activate an available resource partition:

1. Launch RPM if you have not already done so.
2.

Locate the Available Resource Partitions panel and right-click Compagl.
3.

From the drop-down menu, select Start. What happens next?

& B

o tocarares oy [ e T e =

R

=101 %]

= Rl )

Available Resource Famuons

Adtve Resource Fartinons” * "% =
E.‘I
=

My Hetyard
Flages

E

Comnag
ACteelipdatsy
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Deactivating resource partitions
To deactivate an active resource partition:
1. Launch RPM.
2. Locate the Active Resources Partitions panel. Right-click Compaq.

3. From the drop-down menu, select Stop. Click Yes to clear the partition and
terminate all associated open processes. Compaql is now deactivated.

Note

Processes associated with a captured non-RPM partition are not
terminated during this procedure.
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Copying a resource partition

Instead of regenerating a new resource partition with the same attributes as an
existing resource partition, RPM allows you to copy all the attributes of an existing
resource partition.

To copy a resource partition:
1. Locate the Available Resource Partitions panel and right-click Compagl.

2. From the drop-down menu, select Copy. The Copy Resource Partition
window displays.

i1 Copy Resource Partitio =10] x|

Target Computer

I'I.'I.CDMPH.Q-BEMEMSSI]

Currernt Resource Partition

Il: ompaq1

Enter Mew Resource Fartition Mamea

o'y I iZancel

The name of the new Resource Partition

3. Inthe Enter New Resource Partition Name field, enter Compag2 and click
OK. The newly created partition now displays in the Available Resource
Partitions panel.
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4.  Deleting a resource partition

RPM allows you to delete an inactive resource partition. After you delete a
resource partition, you can no longer modify or configure that resource partition.

To delete a resource partition:
1. Locate the Available Resource Partitions panel and right-click Compagz2.

2. From the drop-down menu, select Delete. Click Yes to confirm the deletion.
Compag2 no longer displays in the Available Resource Partitions panel.

§ Eesnurns Partbnng HManages S A) - FEP R ST e

| @ (D

A¥alabie Resource Partinons Acmiva Basource Pamlions

EPM Patbion Jeak Hep

Bl 30

i

[Campagt

¥ Processer Utlization | (i processor Allocation | = eh

s Marmory = rtial I'ﬂ:rmur[l:

-

S Pipcessor Time
caHBBE82B82A388
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Remotely Connecting to a Target Computer
To select a target computer:
1. Launch RPM.

2.  Click the Select target computer button. The Select Target Machines window
displays.

O Select Target Machines =10 x|

Local Machine

NCOMPAG-B2MEMSSI

Machine List i VMew FRecent

AMLBIS
COMPAQ-BZMAMESD
RETROSOSPC

SEBK

SERMWERG

=F

Machine Marme:

Ok Cancel Help

3. Click the View All radio button. From the Machine List, select a remote
computer.
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4.  Click OK to connect to the target machine. The name of the target machine
will display in the title bar of the RPM window.

Note

You must have at least two machines with RPM available displayed in the
target machines window before selecting a target machine.

Connecting to remote computers enables administrators to control RPM
activity with exiting management tools and processes. Working with other
performance monitoring tools, RPM enables you to monitor and optimize
performance locally and remotely.
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Lab 5

Objectives
After completing this lab, you should be able to:

Configure network properties

Join the classroom domain

Create a quorum disk

Configure the Microsoft Cluster service

Add disk storage to an existing HP ProLiant cluster
Create and test a highly available file share

Perform a direct attached storage (DAS) to storage area network (SAN)
conversion

Configure Modular SAN Array (MSA) 1000 support in Red Hat Enterprise
Linux

Boot from a SAN

Requirements

To complete this lab, you will need:

Rev. 4.21

The ProLiant servers you were working with in the previous lab, with:

e  Microsoft Windows Server 2003 installed

e  Windows Server 2003, Enterprise Edition installation files

One HP StorageWorks Modular Smart Array (MSA) 500

Two Fibre Channel FCA2214 host bus adapters (HBAs)

Fiber cables

MSA1000 Support Software CD

HP ProLiant Essentials Rapid Deployment Pack (RDP) 1.40 or later

An instructor server configured as a Windows 2003 domain controller, with:
e  Domain Name Service (DNS)

° Domain administrator account with a username of student and a
password of password
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Introduction

L5-2

As a result of the merger with the Greater Environment for the Expansion of
Knowledge (GEEK), RC Engineering must migrate its equipment from SCSI to
Fibre Channel. GEEK uses clusters attached to a SAN for data warehousing; RC
Engineering has been using a DAS solution.

After helping Jackie and the rest of the IT staff at RC Engineering become familiar
with Fibre Channel technology, you will need to perform a DAS to SAN (DtS)
conversion. To complete this migration, you will need additional equipment.

GEEK and RC Engineering also need to be more highly available, and so Bob, the
CEO of RC Engineering, and Carla, the managing director of GEEK, decide to
cluster the ProLiant BL p-Class server blades at GEEK with the RC Engineering
equipment.

Your job is to perform the DtS conversion. Then, using RDP, you will help RC
Engineering deploy a two-node cluster attached to an MSA 1000 running the
Microsoft Cluster service.
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Exercise 1 — Configuring network properties

Node A

Rev. 4.21

In this exercise, you will configure the network properties of the two Ethernet
ports used in each server. Before you begin, ensure that both network cables are
connected to LAN ports and that the SCSI cables are properly attached to the
server and to the MSA500. Then power on both nodes.

Note
The shared storage device will not be used in this exercise.

1. Logon to node A as Administrator with a password of password.

2. Ifthe Windows Server 2003 Manage Your Server wizard displays, select the
Don'’t display this page at logon check box and close the window.

& Manage Your Server

Manage Your Server Seerch i o spporceser [N ()

Server: YO 3QPTILINZS

Tools and Updates

@ Adding Roles to Your Server

Adding rales ko your server lets it perform specific tasks, For 3 Administrative Tools
cvamila, U it corvet ole anablos your sorver to share fles, To ) Add or remove 2 roe

add a role, stark the Configure Your Server Wizard by clicking Add ar
remove arole,

More Tools

@) Read about server roles windows Updats

Computer and Domain Mame

Infarmation
& Managing Your Server Roles
\g after you have added a role, retur ta this page at any time for =220l
tools and information ko help you with your daly administrative
basks., Help and Support

o N Microsoft Techiet
i Nao roles have been added bo this server, To add a rale, dick
T add or remaove a role. Deployment and Resource Kits

Lisk: of Comman Administrative

windows Server Communities
‘what's Mew

Strategic Technology Protection
Pragram

I I~ Den't display this page at logon I

3. Click Start, right-click Control Panel, and choose Open.
4.  Double-click Network Connections.

5. In the Network Connections window, rename the heartbeat connection
Private.

6. Rename the LAN connection Public.

7. Right-click the Public connection and select Properties.
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8.

9.

-4 Public Properties el

General | Authentication I Advanced

Select the Show icon in notification area when connected check box.

Connect uzing:

I B8 Compag HC3131 Fast Ethermet HIC #2

Thig connection uzes the following items:

| Client for M

[ J8 hetwork Load Balancing
.@ File and Printer Sharing for Microsoft Metworks
S Intemet Protocal [TCPAR)

[nztall... | Uninztall Properties

— Description

Allows paur computer to access resaurces on a Micrazaft
netork.

¥ Show icon in notification area when connected

Cloze Cancel

Select Internet Protocol (TCP/IP) and click Properties.
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10.

1.

12.
13.
14.

15.
16.

Select the Use the following IP address: radio button. Enter the following
information:

a.  Static IP address: 7192.168.0.x, where x is your assigned group number
b.  Subnet mask: 255.255.255.0

c.  Preferred DNS server: IP address of instructor’s server

d.  Alternate DNS server: leave blank

Click OK to close the Internet Protocol (TCP/IP) Properties window. To
close the Public Properties window and implement the setting changes, click
Close.

Right-click the Private connection and select Properties.
Click Configure.

On the Advanced tab, change the Speed & Duplex property setting from Auto
detect to 10 Mb Half and click OK.

Note

You can select the 100 Mb Half option if it is supported by the networking
equipment that you are using.

Right-click Private; then select Properties.

From the General tab in the Private Properties window, deselect all protocols
and services except TCP/IP and HP Network Teaming and Configuration.
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17. Select the Show icon in notification area when connected check box. Ensure
that your settings match those in the following screen shot.

L Private Properties 21

General | Authentication | Advanced |

Connect using:
| B9 CompagNC3131 Fast Ethemet NIC

This connection uses the following items:

| Client for Microsoft Networks

O Metwork Load Balancing

[ J®File and Printer Sharing for Microsoft Networks
W 8= Intemet Protocol [TCP/IP)

Install.. Uninstall Properties
— Description
Allows wour computer to access resources on a Microsoft
network,

I¥ Show icon in notification area when connected

Close Cancel

18. Select Internet Protocol (TCP/IP) and click Properties.

19. Select the Use the following IP address: radio button. Enter the following
information:

a.  Static IP address: 710.1.1.1
b.  Subnet mask: 255.0.0.0
20. Click Advanced. The Advanced TCP/IP Settings window displays.
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21.

22.

On the DNS tab, deselect the Register this connection’s address in DNS
check box.

Advanced TCP/IP Settings el S
IP Settings  DNS | WwiINS | Optians |
DMS server addresses, in order of use:
I -
3
add. .. Edit. .. Remoye |
The Following three settings are applied to all connections with TCP/IP
enabled. For resaolution of ungqualified names:
¢ append primary and connection specific DHS suffixes
¥ Append parent suffizes of the primary DMS suffix
" append these DMS suffixes (in order):
t
3
add, .. | Edit. .. | Remove |
DS suffix For this connection: |
[ Reqister this connection's addresses in DMS I
I | Use this conmeckion’s DRE suktix in DHE registration

K I Zancel |

On the WINS tab, select Disable NetBIOS over TCP/IP. To close the
Advanced TCP/IP Settings window, click OK. To close the Internet Protocol
(TCP/IP) Properties window, click OK. To close the Private Properties
window and implement the setting changes, click Close.
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Node B

10.
11.
12.

13.

L5-8

Log on to node B as Administrator with a password of password.

If the Windows Server 2003 Manage Your Server wizard displays, select the
Don’t display this page at logon check box and close the window.

Click Start, right-click Control Panel, and choose Open.
Double-click Network Connections.

In the Network Connections window, rename the heartbeat connection to
Private. Rename the LAN connection to Public. Right-click the Public
connection and select Properties.

Select the Show icon in notification area when connected check box.
Select Internet Protocol (TCP/IP); then click Properties.

Select the Use the following IP address: radio button. Enter the following
information:

Static IP address: 7192.168.0.x2, where x is your assigned group number.
b.  Subnet mask: 255.255.255.0

c.  Enter the IP address of the primary domain controller (PDC) for the
Preferred DNS server address and leave the Alternate DNS server
address blank.

Click OK to close Internet Protocol (TCP/IP) Properties window.
Click Close to exit the Public Properties window and implement the settings.
Right-click the Private connection and select Properties. Click Configure.

On the Advanced tab, ensure that the NIC Link Speed & Duplex property
settings for the node B private connection Ethernet port are the same as

previously selected for the node A private connection Ethernet port
(10Mbps/Half Duplex or 100Mbps/Half Duplex). Then click OK.

Right-click Private; then select Properties.
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14.

15.

16.

17.

18.

19.

On the General tab of the NIC properties, deselect all protocols and services
except TCP/IP. Select the Show icon in notification area when connected
check box. Then select Internet Protocol (TCP/IP) and click Properties.

Select the Use the following IP address: radio button. Enter the following
information:

a. Static IP address: 710.1.1.2
b. Subnet mask: 255.0.0.0
Then click Advanced.

On the DNS tab, deselect the Register this connection’s address in DNS
check box. On the WINS tab, select Disable NetBIOS over TCP/IP.

Click OK to close the Advanced TCP/IP Settings window. Click OK to close
the Internet Protocol (TCP/IP) Properties window. To close the Private
Properties window and implement the settings, click Close.

At the command prompt, use the ipconfig and ping commands to verify that
all network interfaces are configured correctly and that both nodes can
communicate with each other. Then close the command prompt window.

Close the Network Connections windows on each node.
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Exercise 2 — Joining the classroom domain

All nodes in a Cluster service cluster must be members of the same domain and
must be able to access a domain controller and a DNS server. Nodes can be
configured as domain controllers or member servers, but a combination of member
servers and domain controllers cannot be mixed in the same cluster. If you
configure one node as a domain controller, you must also configure the remaining
nodes as domain controllers.

Caution

Configuring the nodes of a cluster as domain controllers is not recommended
and can cause problems with your cluster or clustered applications.

In the classroom configuration, the instructor has a domain controller and DNS
configured. In this exercise, you will register in the instructor’s DNS and join the
instructor’s domain.

Renaming node A and joining the domain

1.
2.
3.

On node A, click Start, right-click My Computer, then click Properties.
On the Computer Name tab, click Change.

Enter NODExA for the computer name, where x is your assigned student
group number. Select the Domain radio button. Enter CLASSROOM for the
domain name; then click OK. The Computer Name Change dialog box
displays.

Enter CLASSROOM \student and password. Click OK — OK — Yes, to
restart.

Renaming node B and joining the domain

3.
6.
7.

L5-10

On node B, click Start, right-click My Computer, click Properties.
On the Computer Name tab, click Change.

Enter NODEXB for the computer name, where x is your assigned student
group number. Select the Domain radio button. Enter CLASSROOM for the
domain name; then click OK. The Computer Name Change dialog box
displays.

Enter CLASSROOM \student and password. Click OK — OK — Yes, to
restart.

Important

The student account is a domain account that is a member of Domain Admins
in the CLASSROOM domain. You will use this account for all future logins.

Rev. 4.21



High availability and clusters

Exercise 3 — Creating the quorum disk
1. Shut down node B and power on the shared storage system.

2. Onnode A, detect the newly available storage by clicking Start —
Administrative Tools — Computer Management. In the left pane, click
Device Manager. In the right pane, right-click nodeA and click Scan for
Hardware Changes.

Note
You can also detect the newly available storage by restarting the node.

3. Using the appropriate utilities for the shared storage system, create a single
array using all of the disks in the shared storage.

Create a 1024MB fault-tolerant logical drive.
Save your changes and exit the utility.

Click Start — Administrative Tools — Computer Management.

N bk

From the left pane of the Computer Management screen, select Disk
Management.

8.  Using the New Partition Wizard, initialize the new disk but do not convert it
to a dynamic disk.

o -

Important

Only basic disks are supported for shared storage in a cluster. If you
accidentally upgraded them to dynamic, you must revert them back to basic.
You must format the new partitions with the Windows NT file system (NTFS).
The Cluster service does not recognize the file allocation table (FAT) file
system. Configure the drive sizes and drive letters exactly as specified in this
exercise because later exercises depend on this configuration.

9.  Create a primary partition on the drive and accept the default size.

10. Select Q as the drive letter.
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11. Format the partition with NTFS, using Quorum_Q as the volume name.

Mew Partition Wizard x|

Format Partition
To store data on this partition, you must format it first, 2

Choose whether vou want to format this partition, and if o, what settings pou want to use.

" Do not format this partition

' Farmat this partition with the following settings:

File spstem: INTFS j
Allocation unit size: IDefauIt j
Yolume label: Iﬂualum_ﬂ

[~ Perfom a quick format

[~ Enatble file and falder campressian

< Back I Mest > I Cancel

Note

These exercises include an underscore followed by the drive letter in the
volume label. This will make it easier to notice when drive letter assignments
have changed. It will also make recovering from drive letter changes easier.

12. Click Next — Finish. Close the utility.
13. Power on node B and log on.
14. Click Start — Administrative Tools — Computer Management.

15. Click Disk Management. Change the quorum drive letter to Q; then close the
utility.
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Exercise 4 — Configuring the Cluster service

Note

During installation of the Cluster service on the first node, all other nodes must
either be powered down or stopped before the Windows Server 2003 operating
system startup. Ensure that all shared storage devices are powered up and
ready before starting the first node.

In the first phase of installation, you must supply all initial cluster configuration
information so that the cluster can be created. Use the Cluster Service
Configuration Wizard to accomplish this task.

Configuring node A
1. Onnode A, click Start — Administrative Tools — Cluster Administrator.
2. Inthe Open Connection to Cluster dialog box, from the Action drop-down
list, select Create new cluster. Click OK.

'?T},—-!Eluster Administrator = |EI|5|
Bile  Wiew Help

®|d| X[] @ 2f={E

Open Connection to Cluster

Action:

Create new cluster

LEluster orserver name:

j Browse... |
{i],8 I Cancel |

Far Help, press Fl ,— W l_ 7
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3. When the New Server Cluster Wizard Welcome screen displays, click Next.

4.  For the Cluster name, enter CLUSTERXx, where x is your assigned student
group number; then click Next.

MNew Server Cluster Wizard x|
Cluster Hame and Domain Q
Specify the name of the new server cluster and the domain in which it will be iy Q
created. -

Select ar type the name af the damain in which the cluster will be created. Only
computers in this domain can be members of the cluster.

Diomair:

domain 1. training. hp. com L!

Type a cluster name that iz unique in the domain.
Thiz must be a valid computer name.

Cluster name:
CLUSTER1
< Back I Mest > I Cancel
! Important

The cluster name is a NetBIOS name and therefore must be different from the
domain name, all computer names in the domain, and other cluster names in
the domain. These exercises use the domain name CLASSROOM, the node
names NODExA and NODExB, and the cluster name CLUSTERx, where x is
your assigned student group number.
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10.
1.
12.

If the cluster uses a crossover cable for the private heartbeat connection,
power on node B to enable the New Server Cluster Wizard to detect the
private connection Ethernet port as an operational port

Verify that NODExA is the computer name for the first node in the new
cluster, where x is your assigned student group number. Then click Next.

The Analyzing Configuration window displays. When the analysis completes
there should be no errors. Click Next.

Enter the IP address 792.168.0.x3, where x is your assigned student group
number. Then click Next.

Enter sveCLUSTER. This is the user name of the Cluster service account that
was created on the Domain Controller (instructor’s server). In the password
field, enter password. Enter the domain name if it is not supplied by default
and click Next.

Click Next to accept the proposed cluster configuration.

After the cluster is created, click Next.
Click Finish.
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Validating the cluster installation on node A

Use the Cluster Administrator snap-in to validate the Cluster service installation on

the first node.

If you closed Cluster Administrator, click Start — Administrative Tools —

1.
Cluster Administrator.
2. Verify that node A is listed.
- 10l =l
19 =l
Marne | State |
; Groups i ] Groups
D Resources A resources
ion 3
" MODELA @EIMODELA Up
For Help, press F1 l_ l_ l_ v

The Cluster service was successfully configured on the first node. You are now
ready to configure the Cluster service on additional nodes.

L5-16

Note
You can also launch Cluster Administrator using cluadmin.exe.
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Configuring node B

Rev. 4.21

Note

For this section, leave node A and all shared disks powered up. Power up
node B.

Configuring the Cluster service on additional nodes requires less time than on the
first node. Setup configures the Cluster service network settings on the second
node based on the configuration of the first node.

1. Power on node B. The multinode addition feature of Windows Server 2003
allows the addition of other nodes from a single console. Multiple nodes can
be added at one time. In this exercise, you will only be adding a second node.

2. In Cluster Administrator on node A, right-click CLUSTERx, where x is your
assigned student group number. Then select New — Node.

When the Add Nodes Wizard displays, click Next.
Enter NODEXB and click Add — Next.

When the configuration analysis is complete, click Next.

S

The Cluster Service Configuration Wizard automatically supplies the name of
the user account selected during the installation of the first node. Always use
the same account that you used when setting up the first cluster node. Enter
password as the password and click Next.

7. The proposed Cluster Configuration window displays. To add nodes to a
cluster with this configuration, click Next.

8. The Adding Nodes to the Cluster window displays. After the cluster is
configured, click Next.

9.  Click Finish.
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Validating the cluster installation on node B

Use the Cluster Administrator snap-in to validate the Cluster service installation on

the second node.

1. Ifyou closed Cluster Administrator, click Start — Administrative Tools —

Cluster Administrator.

2. Verify that node A and node B are listed in the Cluster Administrator
window. This confirms that the Cluster service was installed successfully on
the second node.

E'E— Cluster Administrator - [CLUSTER1 {.)] o ]
jl File  Wiew ‘window Help =18l x|
1 L 1 arne | State | Drescripkion |
-] Groups (3 Graups
----- L[] Resources EAResources
l_l [ _Cluster confiquration - ’
e
mE MODE 1A Lp
For Help, press F1 A
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Verify that the quorum can fail over and fail back

Verify that the cluster group can fail over and fail back by completing the
following steps.

1.  In Cluster Administrator, click the plus sign (+) to the left of Groups.
2. Right-click Cluster Group. From the pop-up menu, click Move Group.

& Cluster Administrator - [CLUSTER1 (.)] = _ Ol x|
} File Wiew ‘Window Help 18] x|
=) CLUSTERL hlarrie | state Cuwner | Resa
E {:l GVC'UF'S D cluster 1P Address  Crline MODELA IP ad
""" ShEElE s |'MH — Online NODELA Het
D Rescurces Ll orline NODE1A Physi
D Cluster Confiqura  Take Offline
[+ NODELE
. Delete
Rename
T 3
Configure Application
Propetties
| | 2
Mowes an entire group from one node to another =
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3. Observe the State and Owner columns. The objects in the group should go
offline on node A and come online on node B.

&5 Cluster Administrator - [CLUSTER1 {.)] i - 0] x|
File Wiew ‘Window Help 18] x|
& A -
=I5 CLUSTER1 Marre | state Cuner | Reso
=0 Groups (D cluster 1 Address  Orline MODELE IP ad
= Cluster Group (0 cluster Hame Online MODE1B Netw
-0 Resources (Doisk o orline MODE1B Physi
-] Chuster Configuration
mp] MODELA %
] MODE1E
4| | |
For Help, press Fl 4

4. Right-click Cluster Group. From the pop-up menu, click Move Group.

Observe the State and Owner columns. The objects in that group should go
offline on node B and come online on node A. If this is successful, the cluster

is working properly.

L5-20 Rev. 4.21



High availability and clusters

Exercise 5 — Adding disk storage to a Windows
Server 2003 cluster

In this exercise, you will create a new logical drive on your shared storage,
partition it, and assign a drive letter to it on both nodes of your cluster.

Rev. 4.21

1.

AN AN o

10.

On node A, use the appropriate utility for your shared storage system to
create a fault-tolerant 1000MB logical drive. Save the settings and close the
utility.

Click Start - Administrative Tools — Computer Management — Storage —
Disk Management.

Click Next at the Initialize and Convert Disk Wizard.
Verify that the check box next to the new disk is selected and click Next.
Do not convert the disk. Click Next.

At the Summary screen, click Finish.

Note

If the new drive does not display, wait a few seconds; then click Action —
Rescan disks.

Right-click the unallocated disk space on the 1000MB logical drive. From the
drop-down menu, click New Partition.

Click Next at the Welcome Screen.

Select Primary Partition — Next. Create a primary partition on the 1000MB
logical drive, using all available space on the volume. Click Next.

Assign the drive letter R to the 1000MB logical drive. Click Next.
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1.

12.

13.
14.

15.

16.

L5 - 22

At the Format Partition window, format the new partition with NTFS and
assign Fileshare R as the volume label. Click Next.

Important

You must format the new partition with NTFS. The Microsoft Cluster service
does not recognize the FAT file system.

Click Finish and restart node A.

Note

Restarting the nodes ensures that the Cluster service reinitializes so that it can
detect the new drive.

When node A has restarted and rejoined the cluster, restart node B.

Using the Microsoft Management Console (MMC) Disk Management snap-
in on each node, verify that both nodes see the new storage and have the
drive letter R assigned to them. Change the drive letter if needed. Also ensure
that:

° It is a basic disk
° The volume label is correct
° The disk is formatted with NTFS

Verify that drive letter Q is assigned to the 1000MB logical drive that serves
as the quorum disk. You might need to move the cluster group from one node
to the other. If both nodes have owned the quorum drive, the drive letter O
should be assigned to the 1000MB logical drive on both nodes. Otherwise,
the quorum could possibly display as an unknown disk within Disk
Management on one node.

Close Disk Management on both nodes.
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Exercise 6 — Creating highly available file shares

During this exercise, you will configure the newly created storage as a highly
available file share.

1. Onnode A, open Cluster Administrator and select your cluster. Click File —
Configure Application.

2. The Cluster Application Wizard starts. At the Welcome screen, click Next.

3. Atthe Select or Create a Virtual Server screen, ensure that Create a new
virtual server is selected and click Next.

4. At the Resource Group for the Virtual Server screen, select Create a new
resource group; then click Next.

5. Atthe Resource Group Name screen, enter FILESERVERX as the name,
where x is your assigned student group number; then click Next.

6. At the Virtual Server Access Information screen, enter the following
information; then click Next.

e  Network name = FILESERVERx
e [P address =192.168.0.x4
7. At the Advanced Properties for the New Virtual Server screen, click Next.

8. When prompted to create a cluster resource, select Yes, create a cluster
resource for my application now; then click Next.

9.  When prompted for the Application Resource Type, select Physical Disk
from the drop-down list; then click Next.

10. At the Application Resource Name and Description screen, enter Disk R: as
the name; then click Next.

11. At the Disk Parameters for Disk R: screen, ensure that R: (Fileshare R) is
selected; then click Next.

12. At the Completing the Cluster Application Wizard screen, verify that the
information is correct; then click Finish.

13. Right-click the FILESERVERx group and click Bring Online. Confirm that
the group was brought online.

14. Right-click the FILESERVERx group and click New — Resource.
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15. The New Resource screen displays. Assign the following parameters to the
new resource and click Next.

Name = Data

Resource type = File Share
Group = FILESERVERx

New Resource

|l Data

Mame: IDala
Dezcriphion: I
Resource type: |File Share j

Group: FILESERWVERT

™ Run thiz rezource in a separate Resource Manitar

To continue, click Mext.

< Back I Meut » I Cancel
g
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16.
17.

18.

19.

20.

Ensure that both servers are possible owners; then click Next.

At the Dependencies screen, select the FILESERVERx name resource and add
it to the Resource Dependencies column; then click Next.

At the File Share Parameters screen, enter the following:
e  Share Name = DATA

e Path=R:\

e  Comment = File Share

Leave the other parameters at their default values. Click Finish — OK to
complete the process.

Right-click the FILESERVERx group and select Bring Online. Confirm that
the group was brought online.

Testing the highly available file share

To test the highly available file share that you just created, connect to the share
and start viewing a movie stored there. While the movie is playing, move the
group from one node to the other to simulate a failover. Then observe the client
behavior during a failover event on a file share.

1.

Rev. 4.21

Copy the video from the instructor machine to drive R on your cluster. To
copy the file to the drive, in the address bar of Windows Explorer, you must
specify the R:\ drive. Otherwise, it is a hidden drive.

From a client machine, connect to the file share. Be sure to use the virtual
server name that you configured for the group, WFILESERVERx\DATA.

Start the movie.

When the movie is playing, use Cluster Administrator to move the group
from one node to the other.

Observe what happens to the movie on the client.
Close the Windows Media Player.
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Exercise 7 — DAS to SAN conversion

SAN architecture is widely accepted as the definitive solution for networked
storage and storage consolidation. However, organizations are often concerned
about the cost and complexity of deploying and managing a SAN. HP provides a
technology that simplifies the migration of storage data from a DAS infrastructure
to a SAN.

The HP DAS to SAN (DtS) technology enables you to remove drives from specific
HP directly attached drive arrays and place them inside an HP StorageWorks
Modular SAN Array (MSA), providing seamless migration from one type of
architecture to another.

Identifying Fibre Channel components

When storage requirements evolve and a Fibre Channel solution becomes more
attractive for additional scalability such as multi-cluster functionality, you can
easily convert the MSAS500 to a SAN. To learn to recognize Fibre Channel
components, begin by identifying the SCSI cable connecting the server blade
enclosure with the MSAS500. Then answer the following questions:

1.  What are the disadvantages of SCSI in a SAN, when compared to Fibre
Channel?

2. What do you need to make a Fibre Channel connection between the server
blade and the MSA5007?

not?
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Converting the MSA500 to an MSA1000

For more information on the HP StorageWorks MSA1000, visit:
h18006.www1.hp.com/products/storageworks/msal000/index.html
For more information on the DtS function of the MSA1000, visit:

ftp://ftp.compaq.com/pub/products/storageworks/whitepapers/15D6-
0801A-WWEN.pdf

INTER[13)

Removing the MSA500 controller

To remove the controller from the MSAS500 storage system, perform the following
steps:

1. Press the thumb latch on the controller and pull the latch handle toward you.
2. Remove the MSAS500 controller by pulling it straight out of the chassis.
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Inserting the MSA1000 controller

To insert the new controller into the MSA500 storage system, perform the
following steps:

1. Position the MSA 1000 controller in the chassis.

2. Push the controller in as far as it will go. Press the latch inwards until it is
flush against the front panel.
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3. To install the MSA Fibre Channel I/O Module (or MSA Fabric Switch 2/8)
into the corresponding slot on the back of the storage system, remove the
blanking panel from the back of the storage system by loosening the
thumbscrew that holds the panel in place and removing the panel from the
back of the unit.

Note

The MSA SAN Switch 2/8 is an optional eight-port 2GB/s Fibre Channel
fabric switch. Use this switch or the MSA Hub 2/3 to replace the standard
single-port Fibre Channel connection provided by the MSA Fibre Channel I/O
Module. For more information, refer to the product user guides available
online at: http://h18000.www1.hp.com/products/storageworks/msal1000/
documentation.html
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4.

10.

11.
12.

Slide the I/O Module in as far as it will go and press in firmly to ensure that
the module is securely seated in the storage system.

Disconnect the SCSI cables from the storage system and servers.

Install the FCA2214 HBA in the slot in the server and attach the fiber optic
interconnect component for appropriate communication with the storage
system. Ensure that all interconnect components are in place for proper
connection to the storage system. Repeat this step for additional servers.

Connect the FCA2214 HBA in the server to the MSA Fibre Channel 1/0
Module in the back of the storage system using Fibre Channel cables. Repeat
this step for additional servers.

Note

If using a switch (or dual switches), connect the Fibre Channel HBAs from the
server and the MSA Fibre Channel I/O Module to the switches.

Power on the storage system. The LCD should display a message stating
MSA1000 Startup Complete.

Power on the server.

After the server reboots, a New Hardware Found message displays. Click the
Cancel button.

Right-click My Computer and select Manage.

Select Disk Management under Storage. Y ou should now be able to see the
volumes on the MSA1000.
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Exercise 8 — Configuring MSA1000 support in Red
Hat Enterprise Linux
Complete the following steps if you are using an MSA1000 for external storage.

Rev. 4.21

I.
2.

Verify that the MSA1000 firmware is version 2.38 or later.
Download the latest FCA2214 Fibre Channel HBA driver for Linux.

Note

This driver can be obtained from HP website at:
http://h18000.www1.hp.com/products/storageworks/fca2214/index.html

Using the following command, untar the driver file into a temporary directory
such as /tmp.

tar xzvf /tmp/gla604 rdp kit.tar.gz

Use the rpm command to install the FCA2214 HBA driver, where X X. X. X
represents the version of the driver you downloaded previously.

rpm —-ivh gla2x00-X.X.X-X.Redhat-AS-2-1.1386.rpm

Run the Ismod command and verify that the driver loaded. You should see
results similar to the following:

Module Size Used by Not tainted

gla2300 246528 0 (unused)

nls iso8859-1 3520 0 (autoclean)

ide-cd 35296 0 (autoclean)

cdrom 35520 0 (autoclean) [ide-cd]
soundcore 7940 0 (autoclean)

pcmcia core 57440 0

autofs 13796 0 (autoclean) (unused)
bcm5700 107780 2

usb-ohci 23392 0 (unused)

usbcore 68864 1 [usb-ohci]

ext3 73536 2

jbd 55048 2 [ext3]

cciss 44992 3

sd_mod 13468 0 (unused)

scsi_mod 124988 2 [gla2300 cciss sd mod]
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10.

11.
12.

Using the MSA 1000 Support Software CD, install the Array Configuration
Utility (ACU) by placing the CD into the CD-ROM drive and executing the
following commands: (replace X X.X.X with the version of ACU you are
installing.)

mount /mnt/cdrom

cd /mnt/cdrom/LINUX/onacu

rpm —ivh cpgacuxe-X.X.X.X.i386.rpm
Start the cpgacuxe service.

cpgacuxe -R

If the HP HyperMedia Managed Object (HMMO) administrator password is
not set, you will be prompted for the password the first time you start the
service. Enter a new password and press Enter.

Open a web browser that supports Secure Sockets Layer (SSL) and navigate
to the URL: https://localhost:2301

Log in to HP Web-Based Management with the user administrator and the
password you entered in step 8.

Click Array Configuration Utility from the Device Home Page.
Select MSA1000 Controller.
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13. Create three logical drives using the standard configuration method provided
by ACU. When you are finished the configuration view should resemble the
following screen shot.

[ﬁp] Array Configuration Utility 6.0.6.0 kocalhost localdomain

invent

Configure

Exit ACU

a
Sirert Arrey 5i nfiguration View Show Pliysical View Frequently Asked =
B¥ controller in Embedded 2 : Questions
i 11541000 Controller in 91281715V e
—  MSA1000 Controller in oonfiguring nry
c8  S128INF1X5Y] E Array A controller?
£ Logical Drive 1( 9785 ME, RAID 1401 Choose Express
Rescan Contrallers Configuration”, "Standard
£ Logical Drive 2 ( 8964 MB, RAID 110 ) Configuration” or
i "Configuration Wizards" by
£ Logical Drive 3 ( 7279 M5, RAID 140 ) clcing on then,
What does the
Configuration View in the
middle show?

It shows a graphical
representation of the

configuration of your
) Rafrash controler.

How can I get more
information on one of the
Select the method you would like to use to configure your controller: e
Configuration View in the
midclie?
Gives you the gregtest flexibilty in configuring yeur

) .
Standard Configuration ool

Click on the image of the item
iexcept for unused space
imnage;] for which you would
Allows you to configure your controller using a series of lixe more information

wizards which guide you through the process.

Configuration Wizards

What if I want to
configure & different
controlier?

Select the controller you
would ke to configure on the
left.

How do [ refresh the
yiew of nty controlier?

Click on the "Refresh” link in
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Creating the extended partition and logical drives

Complete the following steps to configure the raw devices and to create the
extended partition and logical drives necessary for shared storage.

1.  Ensure that you are logged in the operating system as the root user. Run the
fdisk /dev/sda command.

serverd] i~ - Konsole - Konsole [=](O][x]
File Sessions Settings Help

[root@zerverdl root]# fdisk Adevssda

Device contains neither a valid D0S partition table. nor Sun. SGI or 0SF dishklahk
£l

EBuilding & new D05 disklakbel, Changes will remain in memory only.

Lntil you decide to write them, AfFter that, of course. the previous

content won 't be recovershles,

The number of cylinders for this disk is =et to 1380,

There iz nothing wrong with that. but this i= larger than 1024,
End could in certain setups causze problems withi

1) software that runs at boot time {e.z.. old versions of LILOZ
[} booting and partitioning software from other 0S=

{e,g.. D05 FOISK, OS/2 FDISK?)

Command (m for heler: W

D [Frmr]
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2.
3,
4,

To create the extended partition, enter n and press Enter.

Enter e and press Enter.

Enter / for the partition number. Enter / for the first cylinder. Accept the

default for the last cylinder and press Enter.

@serverd] :~ - Konsole - Konsole

File Sessions Settings Help

=1

content won't be recoverabkle,

The number of cylinders for thiz disk iz =et to 1380,
There iz nothing wrong with that,. but this iz larger than 1024,
Bnd could in certain setups causze problems with:
1! =oftware that runz at boot time de,gz,. old wersions of LILO:
[} booting and partitioning software from other 0Ss

‘e,z,. DOS FDISK. OS/2 FOISK:

Command <m for helpl: n
Command act.ion
e extended
P primary partition (1-43
=]
Partition number (1-dr: 1
First oylinder {(1-1330, default 13: 1

Conmand <m for helpd:

Device containe neither a walid DOS partition table. nor Sun. 5GI or OSF disklab::

[Building & new DOS disklsbel, Changes will remain in memory only.
Lntil you decide to write them, After that. of course. the previous

| szt cylinder or +zize or +sizeM or +sizek {(1-1380, default 13803: 1380

[an

(),
1
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5. To create the logical drives for the shared storage, enter n and press Enter.

00 g | nle D ple E“E"zl
File Sessions Settings Help
n add a new partition -
o create 3 new empty DOS partition table |
] print the partition table
q guit without saving changes
= create a new empty Sun disklabel
t. change a partition's system id
u change displaydentry units
W verify the partition tahle
u write table to disk and exit
= extra functionality f{experts onlyl
ammand tm for helpl: p
isk Adewssda: 265 heads,. 63 sectorz. 1380 cylinders
nits = cylinders of 160685 = 512 bytes
Device Boot Start Erdl Elocks Id System ]
Adeu/=dal 1 1380 11084818+ 5 Extended
ommand tm For helpl: n
ammad sction
1 logical {5 or aver? =N
=] primary partition (1-43 —
-
D Newr @Konsole
1 L

6. Enter / for a logical drive.

-~ rooti@serverdl :~ - Konsole - Konsole [=][O][x]
File Sessions Settings Help
o create a new empty D0S partition table -
P print the partition table W
q  guit without saving changes
= create a new enpty Sun disklabel
t  change a partition's system id
U change display/entry units
Y] verify the partition table
W write table to disk and exit
®  extra functionality {experts only?
Command <m For helpl: p
Digk Adewssda: 255 hesds. &3 zectors,. 1380 cylinders
Units = cylinders of 16065 = 512 bytes
Device Boot Start End Blocks Id Systen ||
Adev/adal 1 1380 11084818+ 5 Extended
Command <m For helpl:s n
Command action
1 logical (5 or over?
P primary partition (1-42 —
L =
First cylinder {1-1380, default 13: [ I
s,
I 1
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7. Accept the default for the first cylinder and press Enter.

[1-* root@serverdl :~ - Konsole - Konsole [=][O][=]

File Sessions Settings Help

gquit without saving changes
create a new empty Sun disklabel
change a partition's system id
change displaylentry units

verify the partition tahle

write table to disk and exit
extra functionality {experts onlyl

A il G )

Command (m For helpr: p

Mizk Adev/sda: 265 heads. 63 sectors,. 1380 cylinders
Units = cylinders of 16065 = 512 bytes

Device Boot Start End Blocks Id Suystem
fdevsadal 1 1380 11084818+ 5 Extended

Command (m for helpr: n

Command act ion

1 logical (5 or aver)

P primary partition {1-d4}

1

First cylinder (1-1280. default 1i:

lzing default value 1

| s=t. cylinder or +size or +zizeM or +sizek (1-1380, default 13800 : +500[

D,
L

[»

1ol

Actual block size can vary from system to system. Use the screen shots in this
exercise as guideline only.

8. Enter +500M and press Enter to create a SO0MB partition. At the command
prompt, enterp and press Enter.
[CI-* rooti@serverdl:~ - Konsole - Konsole
File Sessions Settings Help

Fartition rumber {1-d3: 1 -
First cylinder (1-1380. default 1:: ]
U=ing default value 1
Lozt cylinder or +zize or +zizeM or +zizek (1-1380, default 1330): 1380
Command (m For helpl:s n
Command action

1 logical (5 or aver?

P primary partition (1-4)
1
First cylinder (1-1380, default 133 —
lzing default values 1
| a=t. cylinder or +szize or +zizeM or +zizek (1-1380. default 1380): +500M
Conmand (m for helpi: p
Mizk Adevszdar 255 heads. 63 szectors,. 1380 cylinders
Inits = cylinders of 16065 = 512 bytes

Device Boot Start End Blocks Id Systen
Adevsadal 1 1380 11084818+ 5 Extended
Aodeussdah 1 Gd 514017 B3 Linux =
Conmand (m for helpd: E

[,

I 1
Note
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10.

11.

12.

13.

14.
15.

16.

L5-38

Enter w at the command prompt to write the partition table and quit fdisk.

At the Linux prompt, enter mke2fs —j /dev/sdal to format the newly created
logical drive. Repeat this step for all the logical drives you created.

Create a new mounting point for the MSA1000 storage by entering: mkdir
/msal000

Mount the logical drive to /msal000 by entering: mount /dev/sdal /msal000

Note

Mounting a drive with the mount command makes the storage available for
this session only. After a reboot, you must mount the drive again to use it. To
make a mount persistent, you must edit the /etc/fstab file. For more
information, you can enter man fstab at the Linux console.

You can test this new storage by writing a file to the MSA 1000 and then
reading it. Enter: cat /proc/cpuinfo > /msal000/test

To read the file, enter: cat /msal000/test

The new storage should also be viewable in the output of the Linux command
df. Enter df at the command line to view all of the available mounted storage.

If the storage has been properly mounted, there will be a line that begins with
/dev/sdal and shows the:

e  Total amount of storage available

e  Amount used

e  Amount remaining

e  Percentage remaining

e  Mount point

In this case, the line should end with: /msal000

When you are ready, shut down the Linux server by entering (as the root
user) shutdown —h now
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Exercise 9 — Booting from the SAN (MSA1000)

Before beginning the MSA 1000 configuration, ensure the following:

Rev. 4.21

Firmware upgrades should be performed from a DOS boot to avoid loss of
connectivity to the MSA1000.

Secure Path is not supported when the operating system is installed on the
MSA1000.

Y ou must copy the FCA2214 driver files from the HP StorageWorks MSA
1000 Support Software CD to a diskette for part of the operating system
installation.

Do not perform any configuration on internal drives until the installation of
the operating system has been completed on the MSA1000. Upon system
reboot, execute the Online RAID Configuration Utility and enable the
internal drives.

The pagefile for the operating system should be installed to an internal drive
per Microsoft recommendation.

You must use Selective Storage Presentation (SSP) if multiple servers are to
contain volumes on the same MSA1000.

Do not use SmartStart to install the operating system on the server.
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Removing node A from the cluster
To prepare the physical server to boot from the MSA 1000, follow these steps:

1. Start Cluster Administrator by running CluAdmin.exe.
2. Right-click the node and then click Stop the Cluster service.

! Important
Do not perform this step if this server is the last node in the cluster. For more
information, see Microsoft Knowledge Base Article 282227.

3. Right-click the node and then click Evict Node.

£ Cluster Administrator - [CLUSTER1 ()] o - 0] x|

File Wiew ‘Window Help 18] x|

@A X|#| B to|wElE

-85 CLUSTER1 Narre | State Curier | Reso
m Clustey 1P Address  Online MNCODEIE 1P ad
lﬂ Cluster Mame online MODELE Mt
lnDisk [} Online MCODELE Phwsi

b

For Help, press F1 l_ 4

Note
If you cannot start the Cluster service or if you have trouble removing the
node, you can manually unconfigure the Cluster service:

4.  Run the Cmd.exe program to open a command prompt.

5. At the command prompt, enter cluster node nodela /forcecleanup, and then
press Enter.
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Configuring physical disks for external boot

To prepare the physical server to boot from the MSA 1000, follow these steps:

1.
2.
3.

Shut down the node A server.
From the MSA1000, remove all of the drives and set them aside.

From the server, remove the drives that contain the array with the server
operating system.

Place the drives from the server into the MSA1000. The order that they are
replaced in the MSA 1000 is no longer important. The array controller will
recognize the drives from the foreign array and make them available.

Configuring the server BIOS
To redirect the server BIOS to boot from the HBA port, follow these steps:

1.

2.
3.
4

When the system is booting, press F'9 to start the ROM Setup Utility.
Choose Boot Controller Order.

Select the primary HBA and move it to Controller Order 1.

Exit the utility.

Configuring the HBA for boot

Configuring the server for Qlogic Fibre Channel HBA boot

Rev. 4.21

1.

During the boot process, a Qlogic HBA message displays. At the prompt to
enter Fast!util, press ctrl+Q.

In the Select Host Adapter Menu, choose the adapter you want to boot; then
press Enter.

In the Fast!Util Options Menu, choose Configuration Settings; then press
Enter.

In the Configuration Settings menu, choose Host Adapter Settings; then press
Enter.

In the Host Adapter Settings menu, change the Host Adapter BIOS to
Enabled by pressing Enter.

In the Selectable Boot Settings menu, enable the Selectable Boot option; then
move the cursor to the Primary Boot Port Name, LUN. Press Enter.

In the Select Fibre Channel Device menu, choose the device to boot from;
then press Enter.

In the Select LUN menu, choose the supported LUN. Save the changes by
pressing Esc twice.

Exit Fast!Util.
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Configuring the boot BIOS with the Emulex BIOS utility

1. When the server boots, the menu for the HBA displays. Press A/t+E to start
the Emulex BIOS Utility.

11l Emulex LPFS550 BIOS, Copyright 15%8 111 FEl. 6044

£ E= & Emu Ing

2. You are presented with a list of HBAs in the server. Press / — Enfer to select
the displayed HBA.
. BEl.60A4

Emulex Adapters in the

1. LPS3EOQ: PCI Bus #:04 PCI Dewvice #:04

Enter a Selection:

Enter <x
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3. You are presented with two selections. Note the options at the bottom of the
screen to navigate through the menus. Press 2 — Enter to select Configure
This Adapter’s Parameters.

Adapter 1: PCI Pus f:04 PCI Device fF:04

Porc Nam
opology:

1. Configure Boot Dewvic
2. Configure This Ada

4. You are presented with several options. Press / — Enter to enable or disable
the BIOS.

PCI Bus #:04 PCI Dewvice #:04

> to Previous Menu

Press I — Enter to enable the BIOS.
Press PageUp to return to the previous menu.

Press PageUp again to return to the first menu.

® N w

Press 1 — Enter to configure boot devices.
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9. You are presented with several options. Press / — Enter to enable the BIOS.

10. Press I — Enter to select Primary Boot.

Adapter 1: 5_ID:011900 PCI Bus §:04 PCI Device #:04

Devices:

0 WWPN:O 0 0 ) LUN:00 Primary
0 WWPHN:

WWPN: 0
0 WWPH:

LUN: O

Select a Boot Entry:

Encer to Exic <Pagellp> o Previous Menu

11. Press 01 — Enter to select the entry with the LUN that is presented by the
MSA1000 controller.

12. You are prompted to enter a two-digit LUN number. Enter 00 — Enter.
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13. You are presented with a list of available LUNs visible to the HBA. Press 01
— Enter to select the first LUN (logical drive 01 LUN 00) on the MSA1000.

Adapter 1l: S _ID:011900 PCI Bus #:04 PCI Device #
DID:011001 WWPN: S F3 000009F1

LUN: 00 4 Al LOGICAL WOLUME
LOGICAL VOLUME

> to Prewvious Merm

Adapter 1: $ ID:011500 PCI Bus #:04 PCI De
DID:011001 WWPH: 5

VOLUME (n]
VOLUME O

DID:011001 WWPM: S00805F3 QO0O000SF1 LUN:

1. Boot this device wia WWPN
Z. Boot this device via DID

<“PagelUp> to Previous Menu
Enter a Selection:

t numher wia WWPN. EfD: Boot numhe

s Meru

15. You are returned to the list of saved boot devices. Press x — y to exit the
menu and reboot the server. The server will now boot from the external
storage.
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Business continuity planning

and disaster recovery
Lab 6

Objectives
After completing this lab, you should be able to:

m  Follow best practices for thermal management in a datacenter
m  Perform a backup needs analysis

m  Use the HP Enterprise Backup Sizer Tool to design an Enterprise Backup
Solution (EBS)

Introduction

RC Engineering has four racks in a datacenter that are populated with servers and
storage. Recently, the RC Engineers have had problems with servers shutting
down unexpectedly.

The company has hired you to determine the cause of the unplanned server
shutdowns and resolve the problem. You suspect the problem could be that the
servers are overheating. Your job is to analyze the current environment in the
datacenter, change any parameters that you think might be causing the problem,
and then see if the problem is resolved.

Hurricane Brent devastated RC Engineering’s Seahaven office and taught them the
costs associated with not having comprehensive backups. Seeking to correct from
this disaster, the company has also asked you to perform a needs analysis to
determine the type of backup strategy that best meets their requirements. Finally,
you will implement the new backup strategy using Enterprise Backup Solution.
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Exercise 1 — Thermal management in the datacenter

L6-2

5]

invent

"o

maetrie vi

Height of sub-floor
Placement of perfor

One for each rack
One for every other rc
One fo

This exercise is software based and will be led by our instructor. Using the
software provided, you can change parameters at the bottom of the screen. First,
select an area of the datacenter on the left. Next, select a parameter in the middle.
Finally, change the parameter on the right.

You can see how your changes affect the datacenter at the top of the screen.
Choose one of three views at the top left.

When you are ready to see if your changes have resolved the problem, click the Go
button in the bottom right corner.
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Exercise 2 — Performing a backup needs analysis

In this exercise you will perform a backup needs analysis for three RC Engineering
servers. Use the charts on the next page to document what you learn. Feel free to
invent any information that is not included in the description.

Description

The IT staff at RC Engineering has asked you to determine the type of backup
strategy that best suits three of their most-used servers:

m  Server 1 is the RC Engineering FTP server. It an HP ProLiant DL380 G3
running Microsoft Windows 2000 Advanced Server. It has a Smart Array
6402 controller and a 64-bit PCI-to-Fibre Channel host bus adapter (HBA). It
has two 500GB volumes in the server used as images.

Company engineers use this server to share large CAD drawing files when
they are collaborating on a project. Because the FTP site is accessed by
employees from around the world, it must be available 24 x 7. The files
stored on this server are not mission-critical, because the engineers always
keep a local backup copy of their drawings.

RC Engineering does not expect this data to grow in volume. Presently, the
IT staff performs partial backups on this server once a week.

m  Server 2 is a ProLiant ML570 running Novell NetWare 5.1. It has an
embedded Smart Array 51 Plus controller and one 500GB volume with no
RAID protection. It is used mainly as a file and print server to store
administrative spreadsheets and word processing documents. It resides on the
company LAN, which has a 100Base-T network connection.

RC Engineering expects the data on this server to grow 10% over the next
year. The IT staff performs incremental backups on it every day.

m  Server 3 is a ProLiant BL20p G2 with an HP StorageWorks 2GB PCI-X to
FC adapter. It has two 500GB volumes in shared storage used for Oracle9i
databases. Because these databases contain the results of RC Engineering’s
genetic engineering research and must be highly available, this server is part
of a Fibre Channel cluster.

The company expects the data to grow 20% over the next year. The IT staff
performs full backups on it every night.
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Analysis

Answer the following questions to determine the best way to back up the RC
Engineering data.

Server 1 Server 2 Server 3

What operating system is
running on each server?
What type of HBA is being
used?

Which disk controller is
being used?

Is the server part of a
cluster?

Is the data business-
critical?

How much data will need to
be backed-up?

HOW TAST 1S the LAN? oo e e e e e e e e e e e e e e e aeeeees
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Vol 1 Vol 2 Vol 3 Vol 4 Vol 5

What is the feed
speed of the hard
drive system?

What is the data
compression ratio
for the volume?

How large are the
files?

What is the
expected data
growth rate?
(Consider the
present data)

How much data
does each volume
hold?

What percent
growth do you
expect in a year?
What types of
backups will you
want?

How many backup
sets will you
keep?

How large must
the backup
window be?

When will backups
be done?

What is the tape
retention
schedule?

Where will partial
backups be
retained?

Will partial
backups will be
differential or
incremental?

Can the volume to
be backed up be
taken offline?
Which backup job
will this data be
in?
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Exercise 3 — Designing an Enterprise Backup
Solution

Use your documented needs analysis and the HP Backup Solution Sizer to
determine what you need to back up RC Engineering.

1. What type of drives does the sizer suggest is the best solution?

2. How many drives does it suggest RC Engineering purchase?
3. How many tapes does it suggest RC Engineering purchase?

4.  What additional products does the sizer suggest RC Engineering purchase?
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Linux DNS configuration
Appendix A

Several important Linux DNS files must be defined using the following text.

letc/named.conf
options { )
directory "/var/named": . . .
l‘omard')e'rs{ 161.20.1.200;);, > f'“ﬁ“' section, Settings applied
listen-on { 10.17.0.253: }; o allzones.
}. flend-of-options _J
E—
zone "0.0.127.in-addr.arpa” {
type master; — Local zone definition file,
file "pz-areaS1/named.Jocal” Required.
). J
zone "area51.net" { )
type master; Domain zone definition file.
file "pz-areaS1/area51.net’; — Required.
forwarders { };
). —
zone "10.in-addr arpa” {
type master; .
iy —=— Reverse lookup file. Required.
) file “pz-areadiizone.rev’, IP-to-Hostname resolution.
' e
zone "iten.areas1.net" { T
type forward,
forward only; —— Sub-domain definition. W2K
forwarders { 10.17.0.254; }; Active Directory entry point.
2 -
e,
zone “sbhx.aread1.net" {
type forward, . i .
forward only —— Sub-domain definition. Domain

is hosted on another Linux

forwarders { 10.23.0.253; };
h

e

Rev. 4.21
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named.local

$TTL 86400

@ IN - SOA  inf-u-web.area51.net. rootareas1.net. (
1 . serial
28800 - Refresh
14400 ; Retry
36800000 ; Expire
86400 ) : Minimum

N NS inf-u-web.area51.net,
1 I FTR localhost,

The preceding graphic is an example of the zone definition of area51.net.
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area51.net

STTL 86400

@ 10 1IN SOA inf-u-web area51.net. root (
1 . serial {d. thomas)
aH . refresh
15M s retry
1w ; expiry
10C ) - minimum
1D 1IN NS inf-u-web
10 1IN NS inf-u-web.area51.net.
MX 10 mail.area51.net. | primary mx
MX 20 mail2.area51.net. | secondary mx
localhost 101N A 127.0.01
inf-u-web 10N A 10.17.0.253
inf-u-web.areas1.net. 1D IN A 10.17.0.253
HINFO "Web/DMNS/IDHCP" "RHT Linux 7.2"
WY CNAME inf-u-web.areas1.net,;

;areas1.net sub-domains

iten.area51.net.

1D 1IN NS inf-w-dc1.iten.aread1.net.
inf-w=dc1.iten.area51.net. 1DIN A 10.17.0.254
shx.aread1.net. 1D IN NS foo.sbx.area51.net.
1DIN A 10.23.0.254

foo.shx.areab1.net.
: Begin network devices, gateways, hubs, etc.

fwhost-lab

101N A 192.168.1.1
orgnet IDINA 161.100.100.3
lookout 1DINA 192.168.1.3
inf-n-gw16 101N A 10.17.0.10
aw16 CMNAME inf-n-gw16
inf-n-netprint 1DIN A 10.17.0.24

HINFO  "Tektronix 560" "Color Printer"
netprint CNAME inf-n-netprint
. Begin Servers
inf-u-shortyb 100N A 10.17.0.40

HINFC  "AS1200/ClulMbr1™ "TE4 UNEX w5 1"
shortyb CMNAME inf-u-shortyb
inf-u-lotom 100N A 10.17.0.50

HINFO  "ML370" "RHT Linux 7.2"
lotom CMNAME inf-u-lotom
inf-o-fesw 1D IN A 10.17.0.60

HINFO  "SAMN Sw 8" "DRM"
fosw CMNAME inf-o-foswi
inf-n-rin01 101N A 10.17.0.101

HINFC  "RILOE" "Mgmnt Processor”
rib01 CMNAME inf-n-rib01

The preceding is an example of the forward zone file for area51.net.
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zZone.rev

$TTL 86400

@ I

253.0.17

10.0.17
24.017
25017
26.0.17

29.0.17
30.0.17
40.0.17
50.0.17
101.0.17
249.017
253.0.17
254.0.17
253.0.23

inf-u-web.area51.net. root.areab1.net. {

NS

PTR

PTR
PTR
PTR
PTR

1 : Serial

28800 ; Refresh

14400  ; Retry

3600000 ; Expire

86400 ) ; Minimum
inf-u-web.area51.net.

inf-u-web.areas1.net.

inf-n-gw16.areab1.net.
inf-n-netprint.area51.net.
inf-n-ts1con.area51.net.
inf-n-ng1hg.area51.net.

PTR inf-n-proxy1.area51.net.
PTR inf-n-proxy2.area51.net.
FTR inf-u-shortyb.area51.net.

PTR inf-u-lotom.area51.net.
FPTR inf-n-rib01.area51.net.
FPTR inf-w-mconi.area51.net.
FTR www.areaS1.net.

NS inf-w-dc1l.iten.area51.net.

NS

foo.sbx.area51.net.

The preceding is an example of the reverse lookup zone file.

The last two items are important because they are the reverse lookup for
subdomains iten and sbx. SOA= Start of Authority; PTR = Pointer; NS =

NameServer
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named.ca

. formerly NS INTERMIC. NET

. 3600000 IMN NS A ROOT-SERVERS.MET
AROOT-SERVERS.MET. 3800000 A 198.41.04

farmerly N31.131.EDLY

3B00000 NS BROOT-SERVERSMNET
B.ROCT-SERVERS.NET. 3600000 A 12890107

, farmerly CPSLNET

. 3600000 NS CROOT-SERVERS.MET.
C.ROCT-SERVERS MET. 3600000 A 189233412
; formerly TERP.LIMD.EDCL)

3600000 Ng D.ROOT-SERVERS.MET.
C.ROCOT-SERVERSMNET. 3600000 A 12881020

- formerly NS.NASA. GOV

; 3800000 NS EROOT-SERVERS.MET.
E.RCOT-SERVERS.MET. 3800000 A 192.203.23010

s farmerly NSISC.ORG

; 3800000 NS F.ROOT-SERVERS.MNET.
F.ROOT-SERVERSNET. 3500000 A 19255241

The preceding graphic is a sample of the named.ca file.
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letc/dhcpd.conf

subnet 10.22.0.0 netmask 255.254.0.0 {

option routers 10.23.0.10;

option subnet-mask 255.254.0.0;

option domain-name “sbx.area51.net”;
option domain-name-servers 10.23.0.253;

option time-offset -5, # Eastern Standard Time

range 10.22.1.100 10.22.1.160;,
}

The preceding graphic is a sample of what the dhcpd.conf file should look like:
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Stress tools
Appendix B

Introduction

This appendix contains a list of tools that can be used to generate a workload on a
target server and stress a desired subsystem.
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CPU Stress

The CPU Stress utility places a variable load on the system processors. You can
control the process priority class, number of active threads, thread priority, and the
level of thread activity.

At the target server, perform the following steps to induce processor load:
1. Execute cpustres.exe to launch the utility.

2. At the CPU Stress screen, change the available options to vary the workload.
Your changes become effective immediately.

Example
To create a moderate workload, modify the options as shown in the following
graphic.
#= CPU Stress ] x|
Process Prionty Class: INu:urmaI j
[T Access Shared Memary I— k.-Bytes
— Thread 1

IV &ctive  Thread Pricrit: INu:-rmaI

L] Le

Achivity: I kW edium

— Thread 2
¥ Active  Thread Priont ]Nu:-rmal

Led Lo

Bchivity: I b edium

— Thread 3
¥ Active  Thread Priarity: ]Nu:-rmal

L L

Activity: | M edium

— Thread 4
¥ Active  Thread Priority: ]Nu:urmal

Le

Butiviby: b edium -
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3.

4.

Example

To create a heavy workload, modify the options as shown in the following

graphic.

#'= CPU Stress

Procesz Prionty Clazs:; INDrmaI j

[~ Access Shared Memary I K.-Butes

— Thread 1
I Active  Thread Priority: [Nomal =]
Achivity: I b AL j
— Thread 2
¥ Active  Thread Pricriby ]Nl:nrmal j
Activity: I b irnurm j
— Thread 3
W bctive  Thread Pririty: ]Nu:urmal LI
Activity: I b i j
— Thread 4
¥ Active  Thread Priority: ]Nu:urmal ;I
Activity:

Use Windows Task Manager or another monitoring tool to determine the

actual workload on the system processors.

Close the CPU Stress utility to end the stress activity.
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Eatmem

The eatmem utility consumes specified amounts of memory. It simulates an
application with varying memory needs.
At the target server, perform the following steps to induce memory load:

1. Execute eatmem.exe to launch the utility. If you specify no parameters, the
correct syntax displays. The amount of memory to be consumed is specified
in 1MB blocks and is passed to the eatmem utility as its parameter.

Example
To consume 512MB of memory, use this command:

C:\Temp\Stress Tools>eatmem 512

= |Command Prompt 4 10l =]

| a
NIempuStress Tools>eatmem
sage: eatmem numblocks

here numblocks is the number of 1 megy (1824 =*1824)> hlocks to tie up

C:xTempxStress Tools>eatmem 512 _

Note
If necessary, start multiple sessions of the eatmem utility.

2. Use Windows Task Manager or another monitoring tool to confirm the
desired memory usage.

3. Press ctrl+C to terminate the utility, or close the Command Prompt window.
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IOmeter

Rev. 4.21

IOmeter is an I/O subsystem measurement and characterization tool used for single
and clustered systems. It measures the performance of a target server under a
controlled load.

IOmeter is both a workload generator (performs I/O operations to stress the
system) and a measurement tool (examines and records the performance of its I/O
operations and their impact on the system). It can be configured to emulate the
disk or network I/O load of any program or benchmark, or it can be used to
generate synthetic I/O loads. IOmeter can generate and measure loads on single or
multiple (networked) systems.

IOmeter was developed by the Intel Corporation. For terms and limitations of its
use, refer to the documentation that came with the IOmeter. For additional
information, click About IOmeter — Intel Software License Agreement.

Note
For more information, review the documentation in the DOCS folder.

At the target server, perform the following steps to induce a disk subsystem load:

1.  Use Windows Disk Manager to create a small logical drive on the desired
target array. Make this drive 1GB or smaller and label it E.

2. Execute iometer.exe to launch the utility.
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3. At the following IOmeter screen, expand 4/l Managers and modify the
Worker 1 settings as follows:
e  Targets — Select logical drive E
e  Maximum Disk Size — 0
e  Starting Disk Sector — 0
e  # of Outstanding I/Os — 4 or 8, depending on the desired workload
level
ici]
E'|-|E|ll|%| #lo|@ 2] ww) ]
Disk Targets | Metwork Targets | Access Specificati IDHSI Results Dlsplayl Test Setup |
& m\ A"Managam _Ta[g b awirnum Disl 12e
= lgs\i\ofrkar'l Eg EData - kSSectDrs
) Warker 2
Starting Disk Sector
u
1t of Outstanding /0=
“4]— per barget
Test Connection Rate
’7|_ _Ij Transactions per connection
4.  Repeat the preceding settings for the remaining worker threads. To duplicate
any selected thread, click the Start a Duplicate of This Thread on This
Manager button.
it i
s = B R CL I
5. Click the Start Test button.
~y = i
Al == A AR L
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6. At the Save Results To screen, enter the appropriate information and click
Save, or click Cancel to bypass saving the results.

7. IOmeter first creates the test file on the selected logical drive and then begins
the stress test. To stop the test, click the Abort Current Test and Save Results
button.

e =TI RS ECT I

8. You can also import predefined workloads by clicking Load Test
Configuration — WRKLOADS — Open. Then, select from a series of tests
that can be assigned to each worker thread.

=a| @oE| Ale|8] | we|

“}i Tometer % o ] 5
= (] i |
@& =i Ae®] 5 96 8]
Topology Disk Targets I Metwork Targets  Access Specifications | Results Displap I Test Setup
7% Al Managers - &zsighed Access Specifications - Global Access Specifications ——————————————————
= peshy @z oLTP 5 ldle M
@ 2 oLTP @ oLte
1 Worker 1 .
2 Worker 2 @ oLt & oLTe &I
@512 Bute Data Stieaming Fead [ R e |
. 512 Byte Data Stieaming wiite ﬁ 32 Byte Data Streaming Read EEIREY
° 64K Data Stieaming Read T 32 Bute Data Streaming ‘write Delete |
° B4k, Data Streaming wiite =3 512 Byte Data Streaming Read
° File Server (= 512 Byte Data Streaming 'Wiite
°Web Server <4 Add T 9K, Data Streaming Head
T 5K Data Streaming Wit
hemovess @ B4k Data Streaming Read
& 64K Data Streaming Wiite
T/ TCPAP Prowy Transfer
= File Server
=J"Web Server
tave Up W ave Do |
Test Completed Successfully [ &

Predefined Tests
9. During the stress test execution, use a monitoring tool of your choice to

determine the actual workload on the disk subsystem.

10. Close the utility to end the stress activity.
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TTCP

TTCP is a benchmarking tool used to determine TCP (Transmission Control
Protocol) and UDP (User Datagram Protocol) performance between two systems.
This tool was created at the US Army Ballistics Research Lab (BRL) and is in the
public domain.

The following instructions assume that you have two servers, a host and a target.
The host server generates the network traffic to the target server.

1. Determine the IP address of the target server.
2. Make the ttcp.exe utility available on both servers.

3. At the target server, open a Command Prompt window and issue this
command:

C:\Temp\Stress Tools>ttcp -r

% [Command Prompt - ttep -r = 0] x|
-

C:xTempxStress Tools>ttcp —» j
=
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4. At the host server, open a Command Prompt window and issue this
command:

X:\Temp\Stress Tools>ttcp -t -116384 -nl16000000
192.168.0.16

e Command Prompt

HisTempnStress Tools>ttcp —t —-116384 —nleBBOBEE 122.168.08.16 —

Note

The 192.168.0.16 IP address in the preceding example refers to the target
server [P address. Substitute this address with the correct one. For a list of
supported parameters, issue the tzcp command.

5. Use a monitoring tool of your choice to determine the actual workload on the
network. Press ctri+C to close the utility.
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Interview guide
Appendix C

Introduction
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To be able to complete the questions in Exercises 1 and 2 for ASE Module 3 —
Security, students must ask Bob, the CEO of RC Engineering, and Jackie, the IT
manager, questions about RC Engineering’s security practices. This interview
guide includes the detailed information about RC Engineering that will enable Bob
and Jackie (and therefore the students) to answer those questions.

For Exercise 1, an instructor or student must assume the role of Bob by reading
Synopsis 1 — RC Engineering’s headquarters. That student or the instructor will
then answer questions from the other students as they interview Bob to ascertain
the information they need to determine the most secure location for the company’s
networking equipment.

For Exercise 2, an instructor or a student must assume the role of Jackie by reading
Synopsis 2 — RC Engineering’s security practices. That student or the instructor
will then answer questions from the other students as they interview Jackie to
ascertain the information they need to perform the risk analysis.
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My name is Bob Ming and I am the CEO of RC Engineering. Until recently, the
company had two locations, but we are closing our Silicon Valley office and
moving people and equipment to the Houston headquarters. We are shipping quite
a lot of IT equipment from the California location, including a mail server, a web
server, and several servers in a multiplatform environment. These servers need to
be integrated into the Houston network, which already comprises several servers
and hundreds of workstations, laptops, printers, and other network-attached
devices.

When the equipment arrives, I would like to put all the servers in the room that
used to belong to my assistant, Maria, or the room directly adjacent to it that is
presently used for storage. The existing wall between these rooms can be removed,
if necessary. Both these rooms open off the break room, but each locks with the
master key. Maria’s old office has no windows, but the room next to it does. We
are on the ninth floor, however, so I don’t think this poses much of a security risk.

Even though I am excited about the growth of my company, I am worried about
securing my assets. The California office handled security practices differently
from the Texas office. I want to establish a security practice that can be followed
by all people and organizations within the company regardless of the policies they
were accustomed to.
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I am partial to the security practices currently implemented at the RC
Engineering’s headquarters. Our headquarters has expanded substantially,
although we have remained in our original building in Houston. This location is
very secure from the outside. All employees are required to park in a garage that
can only be accessed using a swipe card. The parking spaces that are located in
front of the building are for visitors only.

All employees must have a badge to enter the building. Each department manager
has one key, which is a master key. It opens all of the offices, the supply room, and
the server room.

When visitors enter the building, they must sign in with the guard on duty. The
guard then notifies the employee within the building that the visitor is scheduled to
meet. Visitors must be accompanied by an employee at all times.

However, visitors have access to the lobby and the break area. The lobby contains
a guest computer that allows visitors to connect to the Internet although they
cannot connect to the company intranet. A password is not needed to use this
workstation. Sometimes the employees use this workstation, too, because it is
convenient. We also have network connections throughout the lobby, which allow
visitors to connect to the Internet using their own laptops.

One room that greatly concerns me is the sales room. It is a large room that can be
entered from the hallway that leads from the server and break rooms. There are no
windows in the sales room. It contains 15 cubicles with a workstation in each
cubicle. Each cubicle has a door that locks and walls that reach about a foot short
of the ceiling. Although the sales department has been good about always
remembering to wear their badges and locking their doors, lately they have been
complaining about missing items.

I know the security practices at this organization can be modified to create a more
secure environment. I have even required all employees to attend a security
training class. But I realize there are probably security vulnerabilities that I am
unaware of, and so I am asking for the help of an HP Accredited Systems Engineer
(ASE). I am hoping that the ASE can evaluate the Houston location so that all
changes and security practices can be implemented across the entire organization.
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Synopsis 2 — RC Engineering’s security practices
My name is Jackie Jones and I am the IT manager for RC Engineering.

Ever since our first experience with an email virus about a year ago, we have been
aware that our company’s network is vulnerable to attacks from outside intruders.
If an outsider should successfully attack our network, he could retrieve credit card
numbers, social security numbers, and other valuable customer data. In addition,
an intruder could sabotage our work data, although we do make daily backups.

To address some of these issues, we implemented a firewall to protect our private
network. This has been a successful tool so far, but [ am interested in performing
an intrusion test to evaluate the vulnerability of the firewall system. This test has
never been performed at RC Engineering and I do not know how to get started.
After I learn how to perform an intrusion test, I will then perform an audit of the
network. I also plan to revisit network performance after we implement these
security measures and retune the system for better performance, if necessary.

I also plan to update the encryption and decryption technology currently used. We
currently implement a traditional public key cryptography that is complex and has
not scaled well as the company has grown. I want to implement a simpler
encryption solution for our current applications.

Although we took all recommended security measures to protect our network, we
recently experienced a security breach. The CEO of RC Engineering, Bob Ming,
recently received an email with the company’s financials in an attachment from
our accountants. Although each workstation, laptop, and server at RC Engineering
has virus protection software installed, Bob did not save the file to his desktop and
perform a virus scan, which is our standard procedure. Instead, he opened the file
directly from his Microsoft Outlook window. The file contained a virus that spread
across the entire RC Engineering network.

I was away on vacation at the time. Marcus, my assistant, was out for a family
emergency and forgot to take his pager with him. Mario, a sales consultant,
attempted to troubleshoot the problem. He ended up eliminating the virus, but he
also erased the files needed to keep the company’s website up and running. Mario
should not have been able to access these files. The website was down for three
days until the problem was resolved.
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This breach of security has prompted me to re-evaluate our current security
process. I have Bob’s backing to create a standard of security policies for the entire
company. Occasionally, we send out an email warning of possible security
breaches and discuss ways to avoid them. The last such email contained:

m  An updated list of currently known viruses

s RC Engineering’s policy for saving suspect attachments to the hard drive and
then running a virus scan

Generally the employees log on to the network using their user name and
password. We require employees to change their passwords every 90 days. We
encourage them to create a unique password using numbers, letters, and attributes.
In fact, we posted the Keys to Password Protection poster in the break room.

Besides the employee, only network administrators should have access to the
employee’s workstation. But this has not always been the case. We have had at
least one incident where a password has leaked out. For example, there was the
time late last year when Jane Pinkerton, one of our account reps, called in sick.
She emailed John Cinderblock, another account rep, with instructions for
accessing a document that she had saved on her desktop. She included her
password in the email. However, when she sent the email she accidentally sent it
to the entire company. Everyone had access not only to her local workstation, but
to all of her shared drives as well.

Because of this, we emailed a copy of the company’s security policy information
regarding user names and password vulnerabilities to everyone in the company. I
only hope that everyone read this email.

In an effort to reduce operating expenses, the company is hiring contractors on a
temporary basis and outsourcing some IT services. Currently all contractors must
sign an agreement stating that all information at RC Engineering is confidential.
Quite a few of our contractors have access to our intranet, for research purposes
and for file sharing. We need to evaluate the security impact of these decisions.

I am asking an HP certified ASE to help me implement the appropriate security
measures, so that [ can do my part to ensure my company’s data integrity and
privacy. The information I learn from the ASE will help me hire a security
program manager who can help maintain and enforce our security policies.
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Linux commands
Appendix D

Introduction

Use the following page to familiarize yourself with some basic Linux commands.
This page can be cut out of this lab guide and folded into quarters for convenient
use in the field.
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All you need to know

for daily life with Linux

© Georg Fest, 2003

Any suggestions for improvement / adding information / explaining commands on this document are much appreciated. Please e-mail to gfest@navcom.ch.

Editing and Shell-Scripting

VI editor Writing a shell - script
esci ; insert mode vi scriptname , create a script
esca ; append mode chmod 0777 scriptname ; assign exec attributes
esc A append mode at the end of line (where 0777 =0 rwx rwx rwx “r=read, w = write,
esc?( : dellete'character to the right : x = executable)
esc W : write file
esciq - quit VI (escq! ; force quit) s 8 3
crilu ; move cursor up one half page & = §
ctrld ; move cursor down one half page @
ctrl f - move cursor down by full page execute with:
ctrlb ; move cursor up by full page scriptname ; even if in same directory
Istring ; search string forward
7string ; search string backward
esc :setnu ; display line numbers for debuging

Web and File Server

Apache Web Server

vi letc/httpd/conf/httpd.conf ; configure web server

; contains web-root info

[shin/init.d/apache start / stop / status ; SUSE version

lusr/sbin/httpd start / stop ; RH version
or
service httpd start : RH version

Samba File Server
letc/samba/smb.conf
service smb start
/sbin/init.d/smb start / stop / status

: RH version
: SUSE version

Configuration using SWAT
letc/services .... swat ; vi and verify port 901
letc/xinetd.d/swat ; viand verify SWAT
service xinetd restart ; swat is under xinetd
useradd <username ; create group & users for samba
smbpasswd —a <username> ; enable user for samba
mkdir /shares ; create shared directory
chmod 2777 /shares
http://ipaddress:901

Miscellaneous

Firewall - simple iptables script
; script interpreter
; turn on routing
; turn off routing

letc/rc.dfinit.d/iptables

echo “1” > [proc/sys/net/ipv4/ip_forward
echo 0" > /proc/sys/net/ipv4/ip_forward
#-F flush all rules

#-A addrule

#-b bidirectional s +d

#-p protocoll

#! invert (use the oposite)

#-s source ip

#-d destination ip

#- jump to ACCEPT/REJECT/DROP
iptables -F INPUT

iptables -F FORWARD

iptables -F OUTPUT

; flush all input rules
; flush all forward rules
; flush all output rules

# continued

iptables -P INPUT DROP

# do not forward anything by default = set policy

iptables -P FORWARD DROP

# deny everything from the "world" side to ethO on Firewall
iptables -A INPUT -j DROP -d eth0

# deny TELNET (23) access to firewall on eth0

iptables -A INPUT - DROP -p TCP -d 192.168.1.3/32 - - dport 23

# deny ROUTING of any TELNET into the Intranet 192.168.1.x
iptables -A FORWARD -j DROP -p TCP -d 192.168.1.0/24 - - dport 23

Storage & EVA
; check SCSI on EVA and MSA
; see SCSI/ LUN association

probe-luns —i -
dmesg | less




Basic Configuration

Logs
Ivar/log/messages ; generic
IP and Network
netconfig ; script

letc/re.dfinit.d/network stop / start ; stop/start network
vi [etc/sysconfiginetwork-scripts/ifcfg-eth0 ; all IP parameters

User Administration
; Create user
; retype password
; show known users
; show logged in users
HP Specific
mount /dev/cdrom /var/temp ; Management CD

useradd username
passwd username
Is /home

users

Isbin/lsmod ; view interface module Jvarltemp/agents/linux/eng/compag/install
[sbin/rmmod ; remove if module service xx restart / stop / start ; control services
[sbinfinsmod ; insert if module where xx services are cmanic, cmasvr, cmastor, cmafdtn
ifconfig eth0 up / down ; stop / restart interface Jopt/compaq/ ; installed files
letc/rc.d/init.d/ ; starting daemons
Services
DHCP dhcpd.conf (example)
letc/dhcpd.conf ; configure settings server-identifier ProLiant1;

Ivar/state/dhcp.leases
ps —A | grep dhcpd
kill (process id)

; to see dhcp running
; if need to restart

dhcpd ; start dhep
TELNET, FTP ...
letc/xinetd.d/ and letc/xinetd.conf
letc/services ; check if not hashed (#) out
eg. cat /etc/services | grep telnet
Xconfigurator ; change display resolution (after init 3)!

; (RH: this file must be manually created)

subnet 192.168.1.0 netmask 255.255.255.0¢
range 192.168.1.115 192.168.1.119;

default-lease-time 65000;
max-lease-time 65000;
option domain-name "DOMAIN1";

option domain-name-servers 192.168.1.1;
option routers 192.168.1.104;
option subnet-mask 255.255.255.0;

Simple Info Tools

find . —-name *filename’
apropos <subject>
info <subject>

service - - status-all
chkconfig - -list

; find filename starting at .

; reference pages by keyword

; generic help

; RH status of all running services

; RH show services start configuration

Network Monitoring

ifconfig —a ; show IP configuration
letc/sysconfiginetwork ; vi for Server-Name change
letc/sysconfiginetwork ; vi for Server-Name change

service network restart
tcpdump host 16.184.41.83

; restart network after change
: all traffic for selected host

which * ; d!splay path info . tcpdump ip host 16.184.41.83 ; only IP traffic for selected
Senv ; display path & other env. variables tcpdump net 16.184.41.83/32 ; only selected network
Iproc/ ; cat files to check status, version, etc tcpdump i eth0—q ~t - only eth0 quiet, no time stamp
letc/modules.conf ; show all installed modules incl. NIC tcpdump arp : shows only one proto type
who ; who is logged in tcpdump port 23 ; shows only FTP traffic
finger ; who is logged in with user detaills tcpdump -i eth0 host 16.184.41.83 —-q -t ; any combination of the above
Jetc/motd : Message of the day netstat -a ; show all network seryicgs
vi /boot/grub/grub.conf ; check for ‘'mem= maxsize’ (e.g. 1024M) netstat - ; show all network statistics
tail /var/log/messages : check error- & audit messages nmap <ip> ; scan open ports
Storage & NFS

NFS Mounting Storage
On the host: mount —t smbfs —o username=xyz //ip-address/share /mnt
letclexports ; add entry: ' mount -t nfs ip-address:/share /mnt
letc/hosts.allow  ; add entry:’ ’ mount /dev/cdrom /mnt ; mount cdrom

mount /dev/fd0 /mnt ; mount floppy

service nfs restart ; RH restart NFS server mount /dev/hdc1 /mnt ; mount disk hdc1

;or...stopand ... start
[sbin/init.d/nfsserver restart ; SUSE restart NFS server

On the client:
mount —t nfs host-ip:/directory /local-directory

mount ; show all mounted storage
letc/fstab ; Vi for automounting
Disk Management
sfdisk - ; display all partitions
df -m ; display disk usage in MB




