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Website Planning and Design
Module 1 Lab

Objectives
After completing this lab, you should be able to:
s Plan and design two e-commerce solutions.
m  Createthe basis for an e-commerce solution questionnaire.

Note
Thisis aconceptual |ab only; there are no right or wrong answers.

Requirements

To complete the lab activities, you must have reviewed the materials found in the
HP E-Commerce WBT.
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Planning Different Solution Types

Given the follow scenario about two fictitious companies, complete the questions
regarding implementing e-commerce solutions.

Scenario

Y ou are planning two websites: one for a start-up company called Bang Ware Inc.
and another for a 25-year-old service company called Little Duffers. The following
table provides information about each company.

L1-2

Bang Ware Inc.

Little Duffers

Business

Sale of new retail clothing that
has been altered to look used
or weather-beaten

Personal golf instruction to
school-aged children

Target market segments

= North America
= Affluent
= Ages 16-21

= North America and Europe
= Affluent
= Ages 25-65

Current IS infrastructure

= Limited IS infrastructure

= External ISP provided email

= No significant enterprise
systems

= Key personnel have IT
backgrounds

m» Advanced IS infrastructure.

= Multiple file and print
servers, application
servers, database servers

= Help-desk and IS functions
are outsourced

Current advertising

= Hard-copy catalog
= Word-of-mouth

= Magazine ads
= Trade shows
Mass media
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Considerations

Rev. 2.41

Rate the following items on ascale of 1 to 10 (1 being least important and 10
being most important), based on their importance to the implementation of an e-
commerce solution for each company.

1. Importance of an e-commerce site to company SUCCess.
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10. Importance of planning the integration of an e-commerce solution:

11. Importance of secure communication with business partners:

12. Importance of implementing an Internet-based EDI solution:
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E-Commerce Design Plan

In the space provided, give an overview of how you would design a DISA solution
for each company.
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Developing an E-Commerce Questionnaire

Use the questions you completed in the first half of thislab and then add your own
to create the basis of your e-commerce questionnaire.

In the Lab Summary, you will compare answers with other students to further
develop your guestionnaire.
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Website Planning and Design

Lab Summary

Rev. 2.41

Compare answers from other students to further develop your e-commerce
planning and design skills and help develop your questionnaire.

Note

The questionnaire should be considered a work-in-progress. The constantly
changing infrastructure of e-commerce should facilitate the need to constantly
update and revise your planning and design skills.
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Sizing an E-Commerce Solution
Module 2 —Lab 1

Objective
After completing this lab, you should be able to use the ProLiant Sizer for E-
Commerce Solutions to recommend an HP e-commerce sol ution.
Requirements

m  Internet Explorer 5.5 or later
m  Classroom access to the Internet

Note

If Internet accessis not available in the classroom, most of the Sizer screens
are shown in the lab documentation for review and discussion.
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Introduction

L21-2

The ProLiant Sizer for E-Commerce Solutions is a configuration-estimating tool
that assists the user with sizing HP hardware for the following applications that
will be used in this course:

n Microsoft Internet Information Services for Windows 2000
n Microsoft Commerce Server for Windows 2000

The Sizer provides avalid HP hardware configuration, given a specified peak load
based on the information provided in the automated interview. The complete Bill
of Materials (BOM) for each server recommended is provided in a series of HTML
pages that can be printed and used for budgeting and ordering the recommended
HP hardware.
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Sizing an E-Commerce Solution

Scenario

Parker Design Inc., of Sante Fe, New Mexico, isarelatively small designer and
manufacturer of mountain bike components. The company sells its products to
distributors and retailers, however, the company would like to sell products and
services over the Internet to consumers.

There is no web server in place at the Parker office. The current website serves as
a source of information about the company. Although thereis an electronic
catalog, there are no mechanismsin place for ordering. An ISP hosts the website.

Currently, the catalog consists of less than 100 products. However, Parker
develops an average of 15 new products each year and some products are built to
order.

The e-commerce solution must be scalable for potential growth yet economical.
Because Parker only hastwo IT employees, the hardware must have remote
management capabilities.

Parker sellsto more than 500 distributors and retailers. The website must be
capable of handling catalog browsing, special orders, and online purchases.

Use the ProLiant Sizer for E-Commerce Solutions tool to generate a hardware
configuration based on the company’ s needs and plans for growth.
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Connecting to the Compaq E-Commerce Solution Sizer
To access the Compag E-Commerce Solution Sizer:

1. From aweb browser, connect to
http://lwww.hp.com/solutions/activeanswer s. The ActiveAnswers Welcome

page displays.
Click Tools in the left menu.
A list of tools for sizing and configuring solutions are listed. Click View the

available sizers under Solution Sizers. If a Security Alert window displays,
click Yesto proceed.

4. TheActiveAnswers website requires user registration. If you are aregistered
user, enter your user name and password in the fields. Click submit.
Otherwise, click Need to register? to enter the necessary information to
create an account.

5. Under Online Sizers, click Proliant Szer for E-Commerce Solutions. The hp
e-commerce solution sizer introduction page displays.

6. Click the HP E-Commerce Solution Szer link at the bottom of the page. The
Sizer opens a new window.
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7. Inthelicense and disclaimer agreement dialog box, select Agree - Next. The
Solution Options screen displays.
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8.  Inthe Solutions Options dialog box, select Microsoft Commerce Server 2000
for Windows 2000 and click Next. The Site Profile Selection screen displays.
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L2.1-6

The three site profiles consist of a single-server solution and DISA solutions.
Selecting the correct profile is dependent on:

Concurrent users

Thisisthe peak number of users expected to hold a concurrent
connection during the busiest times. If future growth vastly exceeds the
capacity of the current site, then one of the more expandabl e solutions
should be considered. It isimportant to plan the architecture and
hardware for an e-commerce site according to perceived growth.

Transactions per minute

The estimated transaction load is the number of transactions per minute
that can be expected on the e-commerce site. This number is significant
in that it has been tested against the servers profiled in the sizer to
determine the type and number of ProLiant servers required to fulfill the
site needs. Server capacity limits are based on a number of factors,
including the percentage of transactions such as browsing, basket
operations, purchases, and the relative costs of each activity.

The profile options are:

Entry Level

Scalable and affordable, this e-commerce storefront solutionisidea asa
dedicated storefront supporting up to an average of 425 concurrent users
and 25 transactions per minute.

With single-server solutions, all content resides on one server. Thisis
the recommended solution for small to medium businesses or for
internal use as Departmental servers. Single-server solutions are
available in tower and rack form factors.

DISA

Ideal for large enterprises and I1SPs, this multiserver configuration
supports up to an average of 975 concurrent users and 65 transactions
per minute.

DISA HA.

With maximum availability and scalability, this solution supports up to
an average of 1460 concurrent users and 100 transactions per minute.

DISA solutions are suitable when availability, scalability, and fault
tolerance are of utmost importance. These solutions implement multiple
application and data servers. Site content is not the driving factor. With
aDISA implementation, scalability to handle additional traffic is as
simple as bringing another server online. DISA solutions are available
in THE rack form factor only.
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Select the DISA profile and click Next. The Additional Rack Option screen
displays.
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The Additional Rack Option dialog box selects the 36U Rack by default.
Click Next.

The Additional Monitor Option screen displays. Select Existing Monitor and
click Next.

The Remote Insight Board Option screen displays. The Remote Insight
Lights-Out Edition simplifies remote management by providing graphical
access and full control of remote servers using aweb browser. Select Yes and
click Next.

The Additional Hardware Redundancy Option screen displays. Select Yes and
click Next.

The CarePaq Services — Installation and Startup screen displays. The
Carepaq Services provides the opportunity to purchase one-time hardware
installation services. Select None and click Next.

The CarePaq Services - On-Site Services screen displays. Select None and
click Next.
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16. The Sizer Profile Summary screen lists the basic hardware configuration to
meet your e-commerce solution performance and scalability requirements.
Click Next.

17. The Submission Option screen displays. Click Next.
18. The Thank you screen displays. Click Finish.
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Sizing an E-Commerce Solution

Rev. 2.41

19. If you have an Internet connection, results are presented in a browser

window. The configuration summary portion of the screen provides you with
the option to contact HP about the solution, load the solution in Microsoft

Word 2000, print the solution, or restart the process.
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The Detailed Bill Of Materials section allows you to load a consolidated parts

list in an Excel spreadsheet, load a consolidated partslist in an Excel
spreadsneet with formulas, or send a partslist by email.
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In addition, a recommended rack placement of each system isillustrated and the

rack layout indicates placement of each system.
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Lab Summary
What type of solution was recommended for Parker Design?

Explain.
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Web Server Preparation
Lab 2.2

Objectives

After completing this lab, you should be able to:
m  Create anew Microsoft Internet Information Services (11S) website.
m  Perform basic 11S 5.0 administration tasks.

m  Optimize Microsoft Windows 2000 for web server performance.

Rev. 2.41 L22-1



HP Internet Security and E-Commerce Solutions

Create a Website

By default, Microsoft Commerce Server installs your sitein the 1S Default Web
Site. To provide additional security for your websites, you should create anew I1S
website for each site you are planning to install with Commerce Server. When you
use Commerce Server Site Packager to unpack your site, you can specify that it
residein the 11S website you created rather than in the Default Web Site.

To create anew website;

1. Create anew folder in the inetpub\wwwroot directory that will store your
website files.

2. Click Sart - Programs — Administrative Tools - Internet Services
Manager .

3. IntheInternet Information Services window, right-click the name of the
computer on which you want to create the new 1S site. Select New -

Website.
" Internct InformationServices 2100 =
agtion  View F-F"'I'Eﬁé':.['}:'_ﬂ FE Ol
Trina | | Comgudar | Local | Connaction Tvpa | Shatui
B vestora fes TCRIF
a J ¥ pairbeiior
L1] | |

In the Website Creation Wizard dialog box, click Next.

In the Website Description dialog box, enter a name for the new website.
This name will display as the site name in Internet Services Manager. Click
Next.
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Web Server Preparation

6. InthelP Addresses and Port Settings dialog box, enter the following

information:

In this field Enter

Enter the IP address to use for this Select the IP address assigned to the web

Website server from the drop-down list.

TCP port this Website should use Do not change the default port address
(80).

Host Header for this site You will not add additional sites to this IP
address. Accept the default, None.

7. Click Next.

In the Website Home Directory dialog box, click Browse and select the
location for the path. Leave the Allow anonymous access to this Website box
checked.

9. Click Next.

10. Inthe Website Access Permissions dialog box, select the permissions as
shown in the following figure and click Next.

Web Site Creation Wizard

Web Site Access Permissions
What accezs permizzions do wou want to zet for the home directony?

Bllors the following:

V¥ Read

¥ Fun zoripts [such as ASP)

¥ Execute [such az 154P| applications or CGI)
[ wirite

[™ Browse

Click Hext to complete the wizard.

< Back I M et > I Cancel

11. Click Finish to close the wizard.
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Optimizing IIS
It iscritical to the success and scalability of your websites and web-based
applications to design them with performance in mind. Microsoft recommends that
you complete the following procedures to optimize I1S:
m  Removeirrelevant mappings.
m  For high-volume sites or for benchmarking, set the Performance bar to More

than 100,000.

m  Disablelogging when not needed.

m If loggingisenabled, log to a striped partition with a controller that allows
write-back caching, especially if you see heavy usage on the log disk.

| Important
These settings will not be changed in the lab. The steps to change the settings
are provided so that you can become familiar with the procedures for changing
the settings if you encounter a situation that requires you to do so.
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Removing Mappings

Rev. 2.41

Application Configuration

App Mappings I App Dptionz | App Debugaing I

W Cache 154P| applications

—Application Mappings

E stension | Executable Path | “erbs -
Nyl C: 4 IH M T 5SS patem 3z webhits. dil GET HEAD
ida C:NwWANM TS peterm32hida. dil GET.HEAD
.idq CWANM TS peterm32hida. dll GET.HEAD
azp CAWARM T A S pstem32hinetsrazp.dil GET.HEAD
il CAWARM TSNS wstem32hinetsryazp.dil GET.HEAD
.cdx CA MM T WS petem32hinet s azp.dil GET HEAD
.aza CoAWARM TS petem32hineterhazp.dil GET.HEAD
htr CoWWAR M T S S pstem32hinetsrvizm, dil GET.POST
ide C:aTHH TS S petem32hinet endshittpodbe. dil OPTIONS L
.zhtm CAIMN TS petem324net ez sine. dil GET POST
_zhtml CoAWARM T S petem32hineterazing. dil GET.POST -
+H S RI B TA S ebara T M inaborut o oime All SET POST,

‘ | _"I_I

bdd | Edit Remove |

k. I Carnicel Smply

Help

I1S checks the extension of each file. Deleting unused mappings can eliminate this
additional overhead.

| Important

Do not delete any mappings in this exercise. These steps are provided for
informational purposes only.

To view the mappings:
1. From Internet Services Manager, right-click the website created in the

previous exercise and select Properties.
Select the Home Directory tab.
Click the Configuration button in the Application Settings section. A list of

mappings displays.

If you know that your website does not contain content that corresponds to
the mappings listed in this dialog box, you can del ete those unused mappings.

The .ASP extension isrequired for Commerce Server Solution Sites.

4.  After you have reviewed the existing mappings, click Cancel — OK.
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Adjusting Website Performance

Default Web Site Properties 7] x|

Directon Security HTTF Headers I Cuztom Errors I Server Extenzions
b Site | Dperators  Performance | |S&P Filters I Haorme Directory I Documents

— Perfarmance tuning

Tune your YWeb zite perfarmance bazed on the number af hits expected per

day.
Fe.wer than Fewer than kare than
10,000 100,000 100,000

—1 Enable bandwidth thrattling

Limnit etwark bandwidth available o thiz Web site, Thiz value overides the
global setting on the computer properties.

bl i retark wse: I 1.024 KEB/S

— Enable process throtting

bl awimin ERL zes I 10 =

I™ | Enforce limits

] I Cancel Apply Help

The performance bar controls the amount of resources availableto 11S. Because
I1S expects heavy usage, it keeps additional resources available even if they are
not in use. Adjust the Performance tuning setting only for high-volume sites.

Adjust the Performance for a High-Volume Site
From the Internet Services Manager:
1. Right-click the website created in the previous exercise and select Properties.
2. Click the Performance tab.
3.  Slide the performance tuning bar to the More than 100,000 setting.
4. Click OK.

Bandwidth and Process Throttling

If your system is a dedicated web server, do not enable these features. Thiswill
limit the network traffic that can be generated by the web server and the processor
usage to preserve bandwidth and threads for other applications.
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Disabling Logging

v Enable Logging

Active log format;

I'W'SI: Extended Log File Format j Properties... |

By disabling unneeded logging activity, you free up system resources and enhance
performance.

From the Internet Services Manager:
1. Right-click your new website and select Properties.

2. Onthe Website tab, deselect the Enable Logging check box to disable
logging.
3. Click OK.
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Optimizing Logging

Extended Logging Properties ﬂ

General Properties | Estended Properties

—Mew Log Time Penod
£ Hourly

& Daily

£ wieekly
 Manthly

™ Unlimited file size

" when file size reaches:

19 _I HE

[~ Usze local tirme for file namming and rollowver

Log file directon:

IZ"v'-.-’inDirZ'\SystemSE'\LDgFiles Browse. .. |

Log file name: W35 C1 esyymmdd. log

k. I Cancel Smply | Help |

If logging is enabled on your website, log to a striped partition with a controller
that allows write-back caching, especialy if you see heavy usage on the log disk.

Note

Do not change any settings in this exercise. These steps are provided for
informational purposes only.

From Internet Services Manager:

1. Right-click your new website and select Properties.

Click the Properties button in the Enable Logging pane.

Click Browse and select adirectory that exists on a striped partition.
Click OK - OK.

Exit Internet Services Manager.

a ~ w N
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Optimizing Windows 2000 for Web Server Performance

Rev. 2.41

HP recommends the following procedures for optimizing Windows 2000 Server
for optimal web server performance:

Remove nonessential system services.

Set virtual memory to static.

Minimize application performance boost.

Maximize server services for network applications.

Edit the Windows 2000 registry by:

*  Increasing the NIC maximum connection retry value.
* Increasing the TCP/IP User Port and Window Size.

*  Releasing processor control on specific network cards.
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Removing Nonessential System Services

£, Services =10 =
=10 x|

| action  view |J1--b| ||@|J>l|l n |
Tree I Mame  # | Descripkion | Status | Skartup Type | Lag On As ;l

% Services (Lacal) %License Logging Setvice Started Aukomatic LocalSystem
%Lugical Disk. Manager Logical Disk... Started Aukomatic LocalSwstem
%Lugical Disk. Manager Admi... Administrat, .. Manual LocalSystem
%Messenger Sends and ...  Starked Aukomatic LocalSystem
%Net Logon SUpports p... Manual LocalSwstem
%Netrﬂeeting Remote Deskt...  Alows aut. .. Manual LocalSystem
%Netwurk Conneckions Manages o..,  Starked Manual LocalSystem
%Netwnrk CDE Provides n... Manual LocalSystem
%Netwurk DDE DS0M Manages s... Manual LocalSystem
%NT LM Security Support Pr...  Provides s, Manual LocalSystem
%Perfurmance Logs and Alerts  Configures. .. Manual LocalSystem
%F‘Iug and Play Manages d...  Starked Aukomatic LocalSystem
%Print Spooler Loads files ... Starked Aukomatic LocalSystem
%Protected Starage Provides pr... Started Aukamatic LocalSwstem
%QDS RSP Provides n... Manual LocalSystem
%Remnte Access Auto Conn,,, Creates a .., Manual LocalSystem
%Remnte Access Conneckio,., Creaktesa ... Manual LocalSystem
%Remnte Procedure Call (R... Provides th,.. Starked Aukomatic LocalSystem
%Remnte Procedure Call {R... Managest... Manual LocalSwstem
%Remnte Reqistry Service Allowes rem..,  Starked Aukomatic Lu:u:alSw;.-'sliem =
4 3

When implementing a web server, some Windows 2000 services are unnecessary
and can be eliminated. Some services that can typically be eliminated include:

m  LicenseLogging Service

s  Plugand Play

m  Print Spooler

To remove a service:

1. Click Sart — Programs - Administrative Tools - Services.
2. Right-click the service to be removed and click Properties.

3. Select Manual for Sartup Type.

4. Click OK.

The service will not start when Windows 2000 is restarted.
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Setting Virtual Memory to Static

Yirtual Memory 2 x|

Drive [Wolume Label] Pading File Size (ME)

—Paging file size for selected drive

Drive: i

Space available: 2353 MB

Initial size (ME]: 300

Maximum size (ME): 200 Sek

—Total paging file size for all drives

Minimurm allowed; Z ME
Recommended: TE6 ME
Currently allocated: 800 MB

—Reqistry size

Current regiskry size: 14 ME

Maximum regiskry size (ME): I as
| (84 I Cancel

A paging file that must constantly expand and shrink requires additional processor
and I/O overhead. Set the size of the paging file at two or two-and-a-half times the
amount of installed physical memory.

From Control Panel, double-click the System icon.
Select the Advanced tab.
Click Performance Options.

A 0w NP

In the Virtual memory pane, click Change. The Virtual Memory dialog box
displays.

5. Set Paging file size for selected drive to a static size, such as 500MB, to
minimize paging on the disk subsystem. Enter this value in both the Initial
size and Maximum size fields. (A general rule isto set virtual memory to
twice the amount of physical memory installed in the server, upto a
maximum of 1GB.)

Click Set — OK.
Restart the system.
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Lab Summary
View your website propertiesin I1S.

1. Click Properties. The Default Website Properties dialog box displays, which
is used to adjust the settings for the web service.

Default Web Site Properties 7] x|

Directony Security I HTTF Headers I Cuztom Errors I Server Extenzions
*'eb Site | Operators I Perfarmance I |S&P Filters I Haorme Directory I Documents

—'w'eb Site [dentification

Drezcription: Default ‘wWeb Site

IP &ddress: I[-'“-"-” Unaszsigned) j Advanced. .. |
TCP Part; IE“:I 551 Port: I

— Connections
= Unlimited

= Limited To: I 1.000 | zonnectons
Connection Timeout; I 900 zeconds

[w HTTP Keep-tilives Enabled

—Iv Enable Logging

Active log format;

IWBE Extended Log File Format j Properties. .. |

] I Cancel | Apply | Help

2. Click the Documents tab. What file loads by default when a browser connects
to this site?

3. Click the Directory Security tab. Click Edit in the IP address and domain
name restrictions pane. By default, who can access this website?

4. Click Edit in the Anonymous access and authentication control pane of the
Directory Security tab. Click Edit next to Allow Anonymous Access. What
user account is used for anonymous access?

Click OK - OK - OK to close the dialog boxes.
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Prerequisite Software

Installation and Configuration
Module 2 — Lab 3

Objectives
After completing this lab, you should be able to:

m Install SQL Server 2000 database and analysis components on the database
server.

m Install SQL Server 2000 database and analysis service packs on the database
server.

m Install SQL Server 2000 Client database and analysis components on the web
server and workstation.

m Install SQL Server 2000 database and analysis service packs on the web
server and workstation.
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Prerequisite Software

L2.3-2

SQL Server is aprerequisite for both Microsoft Content Management Server
(MSCMYS) and Commerce Server implementations. For MSCMS, the web server
content resides in the database. Commerce Server, however, uses SQL Server to
store product catalogs and user profile information.

Although Active Directory is not required for Commerce Server if you are
implementing aretail site, it isrequired for asupplier solution. Furthermore,
MSCMS requires Active Directory to be installed because it uses Active Directory
services interfaces. MSCM S also uses a Windows 2000 domain user account to
assign rights to security objects.

Ideally, you need two computers to handle Active Directory efficiently. Each
serves as areplicated domain controller.

During the deployment process, be sure to document all server configurations
(server names, roles, ports, and required services), operating system settings, and
network configurations. Thisis a proactive measure that enables you to quickly
troubleshoot problems or configure additional servers.
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Prerequisite Software Installation and Configuration

Installing SQL Server

1. Connect to the classroom share that contains the SQL Server 2000
installation files.

2. Copy the SQL Server 2000 directory to afolder on your server. This
facilitates faster installation.

3. Runautorun.exe from the SQL Server 2000 directory to start the Setup
program.

4. Select SQL Server 2000 Components.

etz

% Brovwse Sotegiporada Heldp

EQ S0l Server SN0 Components

Eog S0t Server 2000 Precequisites @ Bsad the Poaleane hotes

@ Yisht Cur \nlan S
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Install Components
vy %&m
2000

ﬁ In=sial Database Server |
. I SO Seaver 2000 peowickes rch and robust

suppost for scalabie ditanass soAUtonG
1l anakeas Seraces

@ Instal English Quary

5. Click Install Database Server from the Install Components screen.
The Welcome screen displays. Click Next to start the Installation wizard.

In the Computer Name screen, the name of the computer should be grayed
out and Local Computer selected. Click Next.

Computer Name ] x|

E nter the name aof the computer on which pou want to
create a new instance of SOL Server or modify an
exizting instance of SAL Server.

[y, enterthe name of a mew of, exsting Mikual SEL
Senver torranade

SOLSRVR

* Local Computer
" RBemote Commputer

€ Wirtual Sepver

Browse., |

Help | < Back I Mext » I Cancel

L2.3-4
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Prerequisite Software Installation and Configuration

Installation Selection - x|

Select one of the following installation options.

¥ Create a new instance of SAL Server, or ingtall Client Tools

Upgrade, remave, ar add components to an existing
ingkanze of ML Server

" fdvanced options

Create a Mew Inztallation

Thiz option allows you to create a new instance of SGL
Server 2000 or ingtall Chent Toolz on any supported
Operating System.

Help < Back I M et > I Cancel |

8. IntheInstallation Selection screen, select Create a new instance of SQL
Server, or install Client Tools. Click Next.

9.  Accept the default information on the User Information screen, and click
Next.

10. The Software License Agreement screen displays. Click Yes to accept the
terms.

11. Enter the CD key provided by the instructor on the CD-Key screen and click
Next.
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Installation Definition EI

“'ou can zelect one of the following types of installations.
£~ Client Tools Dnly
¥ Server and Client Tools

" Connectivity Only

Thiz option allows vou to install a zerver and the client
tools. Uze thiz option if you want bo set up a zerver with
admiristration capahbilities.

Help < Back I M et > I Cancel

12. Select Server and Client Tools as the install ation type on the Installation
Definition screen and click Next.

13. Click Next on the Instance Name screen for adefault installation.

L2.3-6 241



Prerequisite Software Installation and Configuration

241

14.
15.
16.

Setup Type El

Click the type of Setup you prefer, then click Mest.

= Typical Installed with the most commaon options. Recommended far most uzers.
= Minirurn Iniztalled with minimurn required options.
+ Custom ou may choose the options vou want to install. Becommended for

advanced uzers,

Dreshination Falder
Frogram Files Browse. .. | C:%Program Files\Microzoft SOL Server
[ ata Files ErerEs | C:AProgram Filez\Microzoft SEL Server

Required: Available:
Space on program files dive: 38205 K 1421369 K
Space on gpstem dive: 182917 K 1421369 K
Space on data files drive: 432 1421369 K

Help ¢ Back I Mext » I Cancel

In the Setup Type dialog box select Custom and click Next.
Click Next to install the components listed.

Ensure that Use a Domain User account is selected in the Services Accounts
dialog box. Enter the password for the Administrator account. The domain

name should be the computer name. Click Next.
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Authentication Mode L x|

Chooze the authentication mode.

i Windows Authentication Mode

' Mixed Mode [Windows Authentication and SEL Server Authentication]

&dd pazsword for the =a login:

E nter paszward;

Ixxxxxx

Confirrn passwond: Ixxxxxﬁ

[~ Blank Pazsword [not recommended)

Help < Back I M et I Cancel

17. Inthe Authentication Mode screen, select Mixed Mode (Windows
Authentication and SQL Server Authentication). Enter the same password for
the salogin as the Administrator account. Thisisfor lab convenience only.
Duplicate passwords are not recommended in a production environment.
Click Next.

Important
Mixed Mode authentication is the only mode supported by Commerce Server.
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241

18.

19.
20.
21.

Collation Settings x|

—indows Locale

Change the default zettings anly if vou must match the collation of another instance of
SCEL Server or the Windows locale of another computer.

" Collation designatar; Sort order

I j ™| Einany

[T | Caze sensitive

[T | Accent sensitive
™| Kana zensitive

[ | width sensitive

+ S0L Collations [Used for compatibility with presious versions of SOL Server)

Strict compatibility with version 1.% caze-insensitive databases, for use with the 850 [M;I
Dictionany order, caze-zenstive, for use with 1252 Character Set. i

Dictionary order, case-insensitive, for use with 12562 Character Set. -
| TP YR P e im e bl [RSPRRUUR Y PRI (P p————." 1 P T | B | PRI R
J [ _"I_I

Help | < Back I Ment » I Cancel |

Do not change the default selection in the Collation Settings dialog box.
Click Next.

Click Next in the Network Libraries dialog box.
Click Next on the Start Copying Files dialog box.
Click Next to begin shutting down tasks.
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Choose Licensing Mode x|

SOL Server 2000 supports twio Client Licenzing Modes

% Per Seat - Each device that accesses Microzoft SCIL Server
2000 requirez a zeparate Client Access Licensze.
% Proceszor License - Each processzor on this server requires a
separate Proceszsar License.

Fleaze click Help to fully underztand the implications of the licenzing
mode you chooze,

Lizenzing kMode

- ;I 1
% Per Seat for |1 0 = devices

] =l
™ Proceszor License for 0 | Processors

Continue I Exit Setup | Help

22. Enter 10 in the Per Seat for devicesfield. Click Continue.
23. Click Finish to complete the Setup wizard.

L2.3-10
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Prerequisite Software Installation and Configuration

Installing SQL Server 2000 Analysis Services

Analysis Services must be installed on the data resource server. Perform the
following stepsto install the SQL Server 2000 Analysis Services.

1. Navigate to the directory that contains the SQL Server installation files.
2. Run autorun.exe to start the Setup program.

3. Click SQL Server 2000 Components.

4. Click Install Analysis Services.

LT

Install Components
vy %&m
2000

ﬁ Install Datshase Server

é; Ire1al anakeas Seraces
@ Instal English Quary

Ayt Serdines b designed 1o tacilate
orire analytical grooesandg (DLAP] ard
data mining appications:

5.  The Welcome screen displays. Click Next to start the Installation wizard.

6. The Software License Agreement screen displays. Click Yesto accept the
terms.
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Select Components x|

Select the components vou want to install, clear the components
you do niok want ta install

Compotents
33804 K
W] Decizion Suppart Objects F112 K
W] Chent components 9742 k.
Sample applications 283 K
29634 K,

v| Bookz Online

= Destination Folder

‘ C:h L AMicrogzoft Analyziz Services Browse, .. |

Space Required; 121084 K R

Space dvailable: 1216845 K, —I'S e
¢ Back I Mext > I Cancel |

Ensure that all components are selected. Click Next to continue.
Click Next to create a data folder in the default destination folder.

9. Click Next to accept the default Program Folder for the location of program
icons.
10. Click Finish to complete the Setup wizard.
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Prerequisite Software Installation and Configuration

Installing SQL Server 2000 Service Pack for Database Services
The Service Pack must be installed on the data resource server.
1. Navigateto the classfolder that contains the SQL Server 2000 Service Pack.
2. Runsql 2ksp2. exe.

Note

Theinstructor may use a later version of the SQL Server 2000 Service Pack
for Database Services, which would result in running a different file name.

Click Finish to accept the default installation folder.

Click Yes to create the folder.

Click OK after the package has been extracted.

Run C: \ sgl 2sp2\ Set up. bat .

The Welcome screen displays. Click Next to start the Installation wizard.

O N o 0 b~ w

The Software License Agreement screen displays. Click Yesto accept the
terms.

9. Thereisonly oneinstance of SQL Server so the Default check box is grayed
out. Click Next on the Instance Name dialog box.

10. Select The SQL Server system administrator login information and enter the
password for the sa account. Click Next.

Connect to Server x|

Select the authentication mode setup should use to connect
o SOL Server.

¥ The SOL Server system admiriztrator login infarmation
[SOL Server authentication]

Enter za paszword:

™ The windows account information | uze to log on ta my
computer with Mfindows authentication]

¢ Back I MHest > I Cancel

11. Click Next on the Start Copying Files dialog box.
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12. Click Next to begin shutting down tasks.

Microsoft Data Access Components 2.6 Setup ﬂ

Shutting Down Tasks

Setup haz detected that the following tasks are uzing files that setup needs to install. [n order to
avoid rebooting the maching at the end aof setup, it iz recommended that vau zhutdown the fallowing
tasks.

T ask |
Tl mamdzre exe
=l srmip.ese

Click Mest ta continue.

< Back I Mext » I Cancel

13. Click Finish to begin installing the software.
14. Click OK on the prompt to back up databases.

¥ou should now backup wour master and msdb databases since this
inskallation has updated their content,

15. Select No, | will restart my computer later and click Finish.
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Prerequisite Software Installation and Configuration

Installing SQL Server 2000 Service Pack for Analysis Services

Note

The instructor may use alater version of the SQL Server 2000 Service Pack
for Analysis Services, which would result in running a different file name.

Run sqgl 2asp2. exe from the class folder.

Click Finish to accept the default installation folder.

Click OK after the package has been extracted.

Run C: \ sqgl 2sp2\ nsol ap\i nstal | \ Set up. exe.

The Welcome screen displays. Click Next to start the Installation wizard.

The Software License Agreement screen displays. Click Yesto accept the
terms.

o a s~ w D P

Click Finish to complete the Setup wizard.
Restart the server.
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Starting SQL Server Services
S0

1. The SQL Server Service Manager should display in the System Tray after
system startup. Right-click the SQL Server Service Manager icon and select
Open SQL Server Service Manager.

o 50 Server Service Manag e
Server. |SELSRYR |
Services: I SOL Server j

Fefresh services... |

] Start/Cantifue
n Pauze
| Stop

¥ Awbo-start zervice when 05 starks

[Ruriring - “5SALSAYR - MSSOLServer

2. If the SQL Server Serviceisnot running, click the Start/Continue button.

3. Inthe Services drop-down menu, select SQL Server Agent, and then click the
Sart/Continue button.

ﬁ) S0L Server Seryice Mana = |I:I|£|
Server. SOLSRYA =]
Services: SOL Server j

Distributed Tranzaction Coordinator
|Microzaft Search
SOL Server

[ | Stop

v auto-start zervice when 05 starts

[Ruriring - $5SQLSRYR - MSSOLS erver

4. Select Auto-start service when OS starts to ensure the Agent starts at server
startup.

5. Closethe SQL Server Service Manager.
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Prerequisite Software Installation and Configuration

Configuring the Administrator Login

241

Commerce Server 2000 installation requires access to the Administration database.
The salogin should not be used for access to the Administration database. For
security purposes, verify the Administrator login information for the
Administration database.

1. Onthe Data Resource server, select Sart — Programs — Microsoft SQL
Server — Enterprise Manager.

2. Expand Microsoft SQL Servers — SQL Server Group — the Data Resource
server name - Security — Logins.

3. Right-click the Administrator login displayed in the right pane and select
Properties.

Click the Database Access tab.

Highlight each database and select db_owner as the database role.
Click OK.

Close Enterprise Manager.

N o g &

L2.3-17



Compag Internet Security and E-Commerce Solutions

Installing SQL Server 2000 Client Tools

The SQL Server 2000 Client Tools must be installed on the web server computer if
Commerce Server must connect to aremote SQL Server computer. The SQL
Server 2000 Client Tools include Microsoft Data Access Components (MDAC)
2.6, which isaprerequisite for installing Commerce Server.

Perform the following stepsto install the SQL Server 2000 Client Tools on the

web server.

1. Sharethefolder on the system that contains the SQL Server installation files.

2. Onthe web server, map to the folder that contains the SQL Server installation
files.

3. Runaut orun. exe from the SQL Server 2000 directory to start the Setup
program.

4. Select SQL Server 2000 Components.

5. Select Install Database Server from the Install Components screen.

6. TheWelcome screen displays. Click Next to start the Installation Wizard.

7. Inthe Computer Name screen, the name of the computer should be grayed
out and the Local Computer option selected. Click Next.

8. IntheInstallation Selection screen, select Create a new instance of SQL
Server, or install Client Tools. Click Next.

9.  Accept the default information on the User Information screen, and click
Next.

10. The Software License Agreement screen displays. Click Yes to accept the
terms.

11. Enter the CD key provided by the instructor on the CD-Key screen and click
Next.

12. Inthe Installation Definition screen, select Client Tools Only and click Next.

L2.3-18
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Prerequisite Software Installation and Configuration

Select Components x|

Select or clear the components to install / remove.

Compaorents: Sub-Components:

I Enterprize Manager 22112 K

Clignt Connectivity ZB3 K Profiler BE4 K,

Books Online A2k Qe Analyzer 1590 K,

Development Tools 14533 K. CTC Client Suppart 0k

[ ] Code Samples Ok Conflict Viewer 958 K.
Dezcription

Inztallz interactive management toolz to help run SEAL Server.

Required: Axailable:;
Space on program files dive : RB0 K 1652690 .
Space on system drive: 166132 K 1E52630 K.
Space oh data files drive: 0k 1652690 K.

Help I < Back Mest » Cancel

13. Inthe Select Components screen, accept the default selections and click Next.
14. Click Next on the Start Copying Files screen.
15. Click Finish to complete the Setup wizard.

Installing SQL Server Client Tools on the Workstation

241

Y ou will use the workstation to run the Commerce Server Business Desk client. If
Microsoft Office 2000 is not installed on the workstation, you must install SQL
Server 2000 Client Tools. MDAC 2.6 and the executables (dCube files) are
required to build a cube in memory on the Business Desk client computer.
Microsoft Office 2000 and SQL Server 2000 Client Tools install these features.

Perform the steps listed in the “Installing SQL Server 2000 Client Tools” section.
Y ou will need to map to the folder that contains the SQL Server installation files.

L2.3-19



Compag Internet Security and E-Commerce Solutions

Installing SQL Server 2000 Analysis Services Client Tools

Analysis Services Client tools must be installed on the web computer. Perform the
following stepsto install the SQL Server 2000 Analysis Services Client tools.

1.

o g s~ 0w DN

10.

Navigate to the directory that contains the SQL Server installation files.
Run autorun.exe to start the Setup program.

Click SQL Server 2000 Components.

Click Install Analysis Services.

The Welcome screen displays. Click Next to start the Installation wizard.

The Software License Agreement screen displays. Click Yesto accept the
terms.

Accept the default installation components, and click Next to continue.
Click Next to create adata folder in the default destination folder.

Click Next to accept the default Program Folder for the location of program
icons.

Click Finish to complete the Setup wizard.

Installing SQL Server 2000 Service Pack
The Service Pack must be installed on the web server.

L2.3-20
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10.
11.
12.

Navigate to the class folder that contains the SQL Server 2000 Service Pack.
Runsql 2ksp2. exe.

Click Finish to accept the default installation folder.

Click Yesto create the folder.

Click OK after the package has been extracted.

Run C: \ sqgl 2sp2\ Set up. bat .

The Welcome screen displays. Click Next to start the Installation wizard.

The Software License Agreement screen displays. Click Yesto accept the
terms.

Click Next on the Start Copying Files dialog box.

Click Next to begin shutting down tasks.

Click Finish to begin installing the software.

Select No, | will restart my computer later and click Finish.

241



Prerequisite Software Installation and Configuration

Installing SQL Server 2000 Analysis Service Pack
The Service Pack must be installed on the web server.
Navigate to the class folder that contains the SQL Server 2000 Service Pack.
Runsql 2asp2. exe.
Click Finish to accept the default installation folder.
Click Yesto create the folder.
Click OK after the package has been extracted.
Run C: \ sqgl 2sp2\ nsol ap\i nstal | \ Set up. exe.
The Welcome screen displays. Click Next to start the Installation wizard.

© N o g bk~ wDd P

The Software License Agreement screen displays. Click Yesto accept the
terms.

9. Click Finish to begin installing the software.
10. Select Restart my computer and click Finish.
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Lab Summary

You installed SQL Server 2000 on the system designated as the data resource
server and on the web server. Why do you think it is necessary to install SQL
Server on the web server?

If a system functions as the web server and data resource server, which installation
steps can be eliminated?
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Prerequisite Software Installation and Configuration

Document Server Configuration

List any configuration changes made to the servers. This includes any user
configuration information.
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Deploying Commerce Server
Lab 3

Objectives
After completing this lab, you should be able to:

m Install and configure Microsoft Commerce Server and the Commerce Server
Service Pack.

m  Install and configure the Commerce Server Retail Solution site.
m  Accesstheretaill website to make purchases.
m  Runand review reports on website activity.

Requirements
m  Accessto adataresource server with:
*  SQL Server 2000
*  SQL Server Service Pack 2 or higher, which includes:
¢ ADSI 2.5 or higher
¢ MDAC 2.5 or higher
m  Internet Explorer 5 or higher
m  Microsoft JavaVM
n 1S5

Rev. 2.41 L3-1
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Installing Commerce Server

The following steps guide you through installing Commerce Server using the
complete installation option. Y ou must close all other applications before
proceeding.

L3-2

Note

When you install Microsoft Commerce Server 2000, do not use "localhost” as
the computer name in the URL or when you are prompted for the SQL Server
name.

You must ingtall Direct Mailer on alocal SQL Server. Before installing Direct
Mailer, verify that SQL Server Agent is started. If it isnot started, Direct
Mailer will not install.

Toinstal Commerce Server:

1.

Run the Setup program from the directory provided by the instructor. The
Commerce Server 2000 Setup program starts.

Click Commerce Server Installation.
The Welcome screen displays. Click Next to start the Installation wizard.

Ensure that the prerequisites have been met for the Commerce Server
installation. Click Next.

The Software License Agreement screen displays. Select | accept thetermsin
the license agreement and click Next.

In the Customer Information screen, type the 25-character product key
provided by the instructor, and then click Next.

In the Destination Folder screen, accept the default installation folder. Click
Next.

In the Setup Type screen, select Web Server, and click Next.

In the Administration Database Configuration screen, enter the following
information.

In this field Enter
SQL Server Computer SQLSRVRn (reflects your student set)
SQL Server Login Name Administrator
SQL Server Login Password Enter the password for the Administrator
account
Click Next.
Important

For security purposes, do not use the salogin for access to the Administration
database. To change the login information for the Administration database
after it is created, use SQL Server Enterprise Manager.
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10.

11.
12.

13.

In the Service Accounts screen, enter the following information.

In this field Enter
Username Administrator
Password Enter the password for the Administrator
Domain Enter the computer name
Click Next.

Click Install to begin the installation process.

Click Finish to exit the Setup program. The PuP Packages window opens and
displays the Blank Solution Site.

Restart the web server.
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Installing Commerce Server Service Pack

Commerce Server Service Pack contains the latest updates and fixes. Follow these
stepsto install the service pack.

1.

2.
3.
4

o

8.
0.

Run CS2KSP2- EN. EXE from the classroom folder.
Click Browse and select alocation to extract the files.
Run SP2SETUP.EXE from the location in which the files were extracted.

Commerce Server Service Pack 2 informs you that you must install XML 3.0
after the Server Pack installation. Click OK.

Click OK to acknowledge that some services will be stopped.
The Welcome screen displays. Click Next to start the Installation Wizard.

The Software License Agreement screen displays. Select | accept thetermsin
the license agreement and click Next.

Click Install to begin the installation.
Click Finish to complete the Setup wizard.

Thereis no need to restart the web server.

Installing XML Parser

The Microsoft XML Parser Service Pack provides a number of bug fixes and
provides server-safe HTTP access. To install the XML Service Pack:

1
2.
3.

L3-4

Run MSXML3SP2SETUP. EXE from the classroom folder.
The Welcome screen displays. Click Next to start the Installation wizard.

The Software License Agreement screen displays. Select | accept thetermsin
the license agreement and click Next.

Click Next on the Customer Information dialog box.
Click Install to begin the installation.
Click Finish to complete the Setup wizard.
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Installing Commerce Server on the Data Resource Server

Commerce Server must be installed on the data resource server to install the data
warehouse and analysis services.

1.

10.

Rev. 2.41

Run the Setup program from the directory provided by the instructor. The
Commerce Server 2000 Setup program starts.

Click the Commerce Server Components.
The Welcome screen displays. Click Next to start the Installation wizard.

Ensure that the prerequisites have been met for the Commerce Server
installation. Click Next.

The Software License Agreement screen displays. Select | accept thetermsin
the license agreement and click Next.

In the Customer Information screen, type the 25-character product key
provided by the instructor, and then click Next.

In the Destination Folder screen, accept the default installation folder. Click
Next.

In the Setup Type screen, select Custom, and click Next.

In the Custom Setup dialog box, modify the feature selections as shown in
the table and click Next to continue.

For this feature Select

Commerce Site Packages Will not be available

Analysis and Data Warehouse  Will be installed on local hard drive
Predictor Service Will not be available

Direct Mailer Service Will not be available

SDK Will not be available
Administration Tools Will not be available

Online Documentation Will not be available

In the Administration Database Configuration screen, enter the following:

In this field Enter
SQL Server Computer SQLSRVRn (reflects your student set)
SQL Server Login Name Administrator
SQL Server Login Password Enter the password for the Administrator
account
Click Next.
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L3-6

11.

12.
13.
14.

In the Service Accounts screen, enter the following information.

In this field Enter
Username Administrator
Password Enter the password for the Administrator
Domain Enter the computer name
Click Next.

Click Install to begin the installation process.
Click Finish to exit the Setup program.
Restart the web server.
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Installing the Commerce Server Solution Retail Site

The Commerce Server Solution Sites are ready-to-deploy storefronts. This lab
unpacks the Solution Sites and deploys the Retail site. Y ou must install Active
Directory in order to use the Supplier site.

Rev. 2.41

1.
2.
3.

10.

Run Conmer ceSer ver Sol ut i on. exe from the classroom folder.
The Commerce Server 2000 Solution Sites Setup program starts. Click Next.

The Software License Agreement screen displays. Select | accept thetermsin
the license agreement and click Next.

Click Install to begin the installation.
Click Finish to complete the Setup wizard.

Click Sart - Programs — Microsoft Commerce Server 2000 - Commerce
Ste Packager.

In the Commerce Server Site Packager screen, select Unpack from a package
file (.pup), and then click Next.

In the Unpack dialog box, click Browse.

In the Open dialog box, navigate to the C:\Program Files\Microsoft
Commerce Server\PuP Packages folder, select retail.pup, and click Open.

When you are returned to the Unpack dialog box, select Custom unpack, and
click Next.
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! Commerce Server Site Packager -10] x|
Data Warehouse -
Specify zettings for Data Warehouze rezource r E
Ly

—OLAP Server Properties

Server

|suL5HuH

D atabasze:
|F|etai|_u:|w

T est Connection

< Back | k. I Skip Resource

11. When the Data Warehouse dialog box displays, enter the following

information.
In this field Enter
Name Enter Data Warehouse n, where n is your
group number
Server Enter SQLSRVR
Database Enter Retail_dw

12. Click Test Connection. If the connection is not successful, click Skip
Resource. Otherwise, click OK.

L3-8
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13. When thefirst Profiling System dialog box displays, accept the defaults and

click Next.
Commerce Server Site Packager 2 x|
Profiling System ——ood
Specify zettings for the Profiling System resource, r E
| |

Profiling Syztem Connection String:

Specify the filez ta import into the 'UPM_SHLSource SOLSource' OLEDE Data Store.

Schema definition scrpts [*.2ql, * wbs]:

IE:"-.D::n:uments and SettingzadministratortLocal SettingshT empBiz D ata Service\ 51 Erowse. |

D ata population zcripts [F2ql]:

I Browsze. .. |
Help | < Back I k. I Skip Resource

14. Accept the defaultsin the second Profiling System dialog box and click Next
- OK.
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Commerce Server Site Packager

Unpacking is complete!

S0L databases created duning unpacking:

| ...0on computer

B
Retai ¢ SQLSAVA
Retail_dw SOLSAVR

15 applications created dunng unpacking:

Application | _..on 'Web site
retail Default Web Site
retailbizdesk, Default 'web Site
| Wiew Selected Application... I
Log file [C:5\Pup.log): Wiews Log File... I
< Back | Finizh | [Cancel I

15.

In the Unpacking is complete dialog box, review the list of SQL Server

databases and |1S applications that were created. To review the list of events
in the Site Packager log file, click View Log File.

16.

click View Selected Application.

L3-10

Select retail in the 11S applications created during unpacking section and
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a http:/ /websryr fretail/ - Microsoft Internet Explorer

J Fle Edit View Favorites

Tools  Help

J d=Fack - = - @ il | @Search [32] Favorites @Histury |%v =

J Address @ kg f fwebsryer fretailf

Retail

[ Home | Catalog | Basket ]

Product Search

search | Advanced

Sl
Mew uszer

Catalogs
Catalog 13 etmpty.

Categories

Mo catalogs mstalled.

|@ Dane

[

’_’_ (2R Local inkranet

17. The web browser opens the Retail site; however, no catalog is available.
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18. Switch to the Site Packager window. Select retailbizdesk — View Selected
Application to start the Business Desk Client Setup.

19. When you access the Business Desk Client Setup for the first time, a security
warning displays. Select Always Trust content from Microsoft Corporation
and click Yes.

20. Click Create a new directory and enter BizDesk. Click OK - OK.

Browse for Folder x|

Select a directon;

Create a new directary... |

G

EJProgram Files

& Microzoft Commerce Senser
[ JAuthFiles

[ Jdata

() Documentation

[_JFuP Packages

LASDK
] 5SiteCreate

[ =i

A Templates
[ JUpdate

[ I'Widgets
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“Z Microsoft Commerce Server 2000 Business Desk Client Setup - Micro: =12 x|
J File Edit Yiew Favorites Tools Help ﬁ
J 4=Ezck - = - tat | ‘Qhsearch []Favorites  { 4History | A S

J Address @ http: [ fwebstvr fretailbizdesk) j @Gn |J Links **

Business Desk Client Setup

Launching Business Desk client setup program...

If you have trouble with setup click here

Status

Setup iz complete:

Start Buzineszs Desk

|@ Done ’_’_ = Local intranet

21. Click Sart Business Desk.
22. Toclose Site Packager, click Finish.
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Preparing the Site

Business Desk is a Commerce Server Management tool that allows you to
configure, manage, and analyze your website. Before you can open the Retail
website for business, you must use Commerce Server Business Desk to perform
the following tasks:

m  Import acatalog
m  Customize shipping methods
m  Publish the catalog to the site

Import a Catalog

Y ou can import an existing catalog or create a catalog schema. Due to time
constraints, in thislab you will import the Books catal og.

1. Select Catalogs — Catalog Editor.

=1, Bumdne s Deesk: Aetall- WTISR YR - ricrnsnlt Camenerme Server

[ e [= | N, ¥
Mama: Impoet CEY '

Hicroenft Corporstizn

2. Click the Import Catalog icon and select Import XML from the drop-down
list.

3. IntheImport XML Catalog dialog box, enter
<class folder_location>\booksfull.xml in the File name field.

4. Click OK when the catalog import is successful.
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5.  Check the Application Log in the Event Viewer to ensure the following
information events occurred.

Event Description
Information Creating full text indexes
Information Importing Catalog “Books”
Information Commerce Server Catalog Import started
6. Press Alt+P to refresh the Catalog page. Books displays in the Catalog Editor

list.
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Customize Shipping Methods

Y ou must specify how Commerce Server should calculate the shipping costs: by
the weight of the product, by the quantity the users purchase, or by the amount of

the purchase subtotal.

1. IntheBusiness Desk screen, select Orders — Shipping Methods.
2. Click the New Shipping Method icon — Charge by SubTotal. The Charge by
SubTotal — New screen displays.

2, Buminess Desk: Rekall- HT!"'-H"I'I‘ i - Microsnlt Cenenerme Server

Charge by !

A SNE

SubTobal - Ne

Enablad:

| Endar @ Shaseing MHebhod Alerod

| ¥ Srippireg mreechod enabled

Fn-:vn. up tar

Shipping Rate:

ovier 0 I

ThDs o sndry

cancel |

—

3. Enter Sandard_Shipping in the Name field.
4. Usethefollowing table to enter shipping costs by subtotal.

Price, up to Rate

Up to $20.00 $4.95
$20.01 to $40.00 $5.95
$40.01 to $60.00 $7.95
$60.01 to $80.00 $10.95
$80.01 to $100.00 $13.95
$100.01 to $150.00 $16.95
$150.01 to $200.00 $19.95
Over $200.00 $22.95

5. For amounts over $200, select over 200 - Edit. Enter $22.95 and click
Accept.
6. Click the Save and Back to Shipping Methods List icon.

L3-16
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Publish Your Catalog to Your Site

The catalog will not be available until it is published. Thisis donein the Catalog
Editor.

1. Select Catalogs — Catalog Editor.
2. Click Books in the Catalog window.
3.  Click the Update Catalog icon.
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Accessing the Retail Website

After you have completed the previous steps, you are ready to test the Retail site to
ensure that e-commerce storefront has been configured properly. Ask your
neighbor to browse to your web server, and you should browse to your neighbor’s
web server.

1.  From your web browser computer go to http://ipaddress/Retail, where
ipaddressis address of your web server.

Click New user and enter your information.
Go to the Products page.
Select several items to purchase.

o b~ w N

Select a shipping method and check out.
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Running Reports

Commerce Server 2000 provides approximately 50 default reports. Y ou can run
both dynamic and static reports from the Reports module or you can schedule
reports to be run automatically on aregular basis. Dynamic reports run in a matter
of seconds and display in a separate window in atable format.

In this exercise, you will run adynamic report displaying an executive summary of
daily site usage.

1. Click Analysis - Reports.

In the Reports window, click # on the toolbar.

In the Find window, click the Find by drop-down list and select Name.
In the Name field enter Usage Summary.

Click the Find Now button.

In the Find window, select the Usage Summary by Day of Week report, and
click » on the toolbar to run the report.

o g s~ WD

The report displaysin a new window.

Y ou can save the report for future reference by clicking Save Report.

In the Report Name field, enter Daily Usage Summary, and click OK.
10. Close the browser window.
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Deploying Content Management Server
Lab 4

Objectives
After completing this lab, you should be able to:

Install Microsoft Content Management Server.

Install Content Management Server Site Builder.
Install the Content Management Server Service Pack.
Install the sample site.

Testing the website.

Install Site Stager.

Requirements

241

SQL Server 7 or SQL Server 2000

SQL Server Service Pack 2 or higher, which includes:
« ADSI 2.5 or higher

. MDAC 2.5 or higher

Internet Explorer 5 or higher

Microsoft JavaVM

Microsoft 1S5

L4-1



Compag Internet Security and E-Commerce Solutions

Installing Content Management Server

Content Management Server isinstalled in three phases. The installation program
itself includes only the steps for installing files and setting up registry key
information. The Database Configuration Application (DCA) and the Server
Configuration Application (SCA) carry out the remaining functions.

L4-2

To install Content Management Server:

1.

a W DN

10.
11.

Run the setup program from the directory provided by the instructor. The
Commerce Server 2000 Setup program starts.

Click Install Components.
Click Install Server.
The Welcome dialog box displays. Click Next to start the Installation wizard.

The License Agreement dialog box displays. Select | accept the termsin the
license agreement and click Next.

The 3" Party Software Requirements dialog box verifies that the
prerequisites have been met for the Content Management Server installation.
Each third-party component must have a status of Pass. Click Next if the
requirements are met.

In the Customer Information dialog box, type the 25-character product key
provided by the instructor, and then click Next.

In the Destination Folder dialog box, accept the default installation folder.
Click Next.

In the Disk Cache Folder dialog box, accept the default folder. Accept the
default cache size or enter avalue of at least 50. Click Next.

Click Install in the Ready to Install the Program dialog box.
Click Finish when the installation is compl ete.
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Installing the Database

f z Database Configuration Application

Microsoft

1. After the Database Configuration Application launches, click Next.

fz Database Configuration Application 5[

Select a virtual zite for hozting the Microsoft Content
Management Server.

Flease zelect a web zerver az the primary web entry paint of your Content b anagement
Server.

v Allows Autharing an this Microsoft Content Management Server

eb Server Hiozt M ame
[1ef

ministratiu:un W " 328

¢ Back I Mext > I Cancel

2. Select the [1S website that will serve as the entry point for Content
Management Server. Click Next.
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3. Select the [IS website that will serve as the entry point for the SCA. Click
Next.

f z Database Configuration Application 5[

SCA Web Entry Point %

Select a virtual zite to uze for the SCA.

YWeb Server | IP Address | TCF Port | Hoszt M ame |
DefutWI:u Sike  10.1.1.11

Adrniniztration W 9328

£ Back I Mext » I Cancel |

4. Click Browse and select the domain Administrator as the username for the
Content Management Server System Account. Click OK and enter a
password. Click Next.

5.  Ensurethat the account entered has the necessary rights to the database by
selecting Yes if the dialog box displays confirming whether to grant the right.

6. If lISisrunning on the server, adialog box notifies you that the 1S service
will be stopped. Click Yesto stop the service.

7. Click Next to select SQL Server 7/2000 as the database platform.
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241

SOL Server Login

Server ISI]U j oK

¥ Use Trusted Connection Cancel

Login 1D I.-'-‘-.dministratu:ur Help

ddih

FPaszward: I Optionz >

8. Select the server name from the drop-down list and click the Options button.

Select the master database and English as the language. Click OK.

9. Click Yesinthe dialog box to install into an empty database.

10. Confirm that the SQL Server name and Database name fields contain the
correct information. Click Next to popul ate the database with initial schema
and data.

f 5 Database Configuration Application - | Ellil

Database Population %

SOL Server: D atabase:

[lmcal] raszter

Presz Mest to populate the databaze

Mext > Cancel
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£z Database Configuration Application ﬂ

Select Initial MSCMS Administrator %

Pleaze zelect an T User Account to be used as the [nitial MSCMS Adminiztratar Account.

Thiz MT User will be the only account to have access to the MSCMS Site Builder until
additional MT Uzers have been aszigned nghts.

Uzer SUPPLIE R & dministrator

Pazzwiord

¢ Back I Mext » I Cancel I

11. Enter the domain and user information. Initially, thiswill be the only account
that can log on to Content Management Server. Use this account to set up
Content Management Server access rights and hierarchies. Enter a password
and click Next.

Note

Thisis not the same account as the Content Management Server System
Account. This account is added to the database; the MSCM S 2001 System
Account is not added.

12. Inthe MSCMS Site Stager Access Configuration dialog box, select Yes—
Restrict Accessto Local Server Machine and click Next.

13. The database installation process is complete. Ensure that the option to
Launch Server Configuration Application now is checked. Click Finish.,
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After completing the database installation, the DCA automatically allows you to
continue with the Server Configuration Application (SCA).

B T T e — ROIE
B Bl fen Fpuis e Hew [ = |
Rk (] b i Bccahear 08 B onl g S0 R ol e East ey e iraer- = o ey

[

@ MSCME Cesnliguratian Apalicatian

MSCNS Hest: ey besmne
BSCHS Werslen Verio 4 ) (L1100 T
HECHS Dainhasa) o0 Typa SO0 Sone, o emE raclnn b e [ooal

[T | st W wht | o Y| Feests Y Lo
UAL § mmat Hrgiya e ol
Fiuivd Ciwilabiniii In Site Hisdlilai ki

Map Chaiel Bames o B o ades S Vo
Backgrsiml Claamip

Tirmu Batwisin Wrpts dd eyl |
| axi Ban Time (GHT]; Mase
Hect | Rani Tlime g0MEE 4045000 1109 (054

Serger Shsuld s g (e W
| Loregan |
Tl.u.lm | =
[Wawwey - (AT PRI |

By default, the disk cache directory isinstalled on the same drive as Microsoft
Windows. HP recommends either moving the I1S log files from the default
location in the Windows directory to another drive or moving the disk cache
directory to another drive. This prevents log files from accumulating and causing
problems with the ability to cache data.

To change the cache configuration:

1. Click Cache - Configure.

2. Click Browse and select the new location. Click OK.

3. Enter 100 for the Maximum Disk Cache Size (MB).

4. Click OK to return to the MSCMS Configuration Application screen.

Note

Thereisabutton for clearing the memory cache on the Cache tab. The server
caches information in memory so that it does not have to go to the database to
retrieve information that was recently accessed. Use the Clear Memory Cache
button if the cacheis not being synchronized with the database. Performing the
clear operation has a minor impact on performance.

5. Click Close Application.
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Installing Content Management Server Site Builder
Follow these stepsto install Content Management Server Site Builder.

L4-8

1.

a k W DN

10.
11.

Run the setup program from the directory provided by the instructor. The
Content Management Server 2000 Setup program starts.

Click Install Components.
Click Install Ste Builder.
The Welcome screen displays. Click Next to start the Installation wizard.

The 3rd Party Software Requirements dialog box lists the prerequisites for
the Site Builder installation. Click Next.

In the User Information dialog box, enter your name and click Next.

Click Next to accept the default installation folder in the Choose Destination
Location dialog box.

In the Select Program Folder dialog box, accept the default program folder.
Click Next.

Enter the name of the server in which Content Management Server is
installed and click Next.

Click Next in the Start Copying Files dialog box.

Select Yes, | want to restart my computer now and click Finish to complete
the setup wizard.
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Installing Content Management Server Service Pack

Content Management Server Service Pack contains the latest updates and fixes.
Follow these stepsto install the service pack.

241

1
2.

7.
8.

Run C\VB52001SP1. EXE from the classroom folder.

Enter c:\ asthe location to extract the files and click Unzip. After the files
have been extracted click Close.

Run C: \ CMSSP1\ CM52001_SP1 Instal |l . exe.
The Welcome dialog box displays. Click Next to start the Setup wizard.

The License Agreement dialog box displays. Select | accept the termsin the
license agreement and click Next.

Server and Site Builder should be listed in the dialog box as components that
will be updated. Click Next.

Click Install to begin the installation.
Click Finish to complete the Setup wizard.

There is no need to restart the web server.
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Installing a Sample Website

L4-10

The sample website provided for this lab features best practices for building a
Microsoft Content Management Server website. It includes sample code for
navigation and page templates, as well as sample project plans and technical
specifications.

1.  Run the setup program from the directory provided by the instructor. The
Content Management Server 2000 Setup program starts.

2. Click Install Components.

3. Click Install Sample Data.

4. The Welcome dialog box displays. Click Next to start the Setup wizard.

5. ThePre-requisite Check dialog box lists the prerequisites for the MSCM S
Sample Data installation. Click Next.

6. Select Yes, | would like to install to import the sample data. Click Next.

Enter <domain>\Administrator asthe User Name and enter the
Administrator password. Click Next.

Click Install to begin the installation.
9. Tocompletetheinstallation, click Finish.
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Accessing the Site

Site Builder is used to create the site structure and assign user roles and
responsibilities. The structure of the sample website, Method Systems, is already
in place. However, roles and responsibilities must be assigned.

Creating Users
Create the users who will fulfill the roles used by MSCMS.

1. Select Sart — Programs - Administrative Tools — Active Directory Users
and Computers.

Right-click Users and select New — User.
Create the following users.

First name Last name User logon name
Designer 1 Designerl

Author 1 Authorl

Editor 1 Editorl

Moderator 1 Moderatorl

4. Closethe Active Directory Users and Computers windows.

Creating Rights Groups

To define the appropriate user roles, you must first create the associated rights
groups.

1. Select Sart — Programs — Microsoft Content Management Server —. Ste
Builder.

Select Login as Administrator and click Sart.
Click User Roles - Administrator in the User roles pane.

Select File - New - Rights Group. The group name New Rights Group
displays in the Administrators pane.

Rename the group Administrators Group.

6. Repeat steps 3 through 5 for the Subscriber, Author, Editor, Moderator,
Resource Manager, and Template Designer user roles.
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Defining User Roles
Site Builder is used to define the roles of the users you created in Active Directory.

L4-12

1.

2
3.
4

o

Click Administratorsin the User roles pane.
Right-click Administrator in the Administrators pane and select Properties.
Select the Group Members tab and click Modify.

In the NT Domains pane, click the domain folder that is shown and select
Sect fromlist of all groups and users.

Select Moderator and click Add.
Click OK - OK.

Repeat steps 1 through 6 to add the Guest user to the Subscribers group and
Author, Editor, Moderator, and Designer to the associated MSCM S user
groups.
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Enabling Site Access

The website will not be available until Guest accessis enabled. Thisisdonein the
SCA.

1.

© N o g bk~ w DN

Run the SCA. Select Start - Programs — Microsoft Content Management
Server - Server Configuration Application.

Click the Security tab, then the Configure button.

Select Yesto alow guests on the site.

Click Browse next to the Guest Login Account field.

Click OK to continue browsing Active Directory.

Select the name of your group domain from the NT Domain field.
Select the Guest account and click OK — OK.

Click Close Application — Yesto exit the SCA.

Enabling the Channel for the Web Author
The following steps are required to make the channel available on the Web

241

Author.

1. Onthe Web Authoring tab, select Enable Web Author Access on this
Channel.

2. Inthe Folder field, browse to select afolder. Pages using the Web Author are
generated in thisfolder. If asuitable folder does not exist, you need to create
one, then return to this screen to assign the folder. To allow authoring on this
channel, afolder must be associated with it.

3. Inthe Template Galery box, browse to select the template gallery that stores

Web Author templates. The template gallery you choose will be available to
authors when they create pages for the Web Author.

The following steps outline a simple publishing cycle in the Web Author to
illustrate the publishing process from the perspective of authors, editors, and

moderators.

To create a page:

1. Launch Internet Explorer and enter the URL of the Method Systems Intranet
website.

2.  LogonasAuthorl.

3. Click Switch to Edit Ste.

Y ou can tell what a placeholder allows by which icons are present in the upper
right-hand corner of a placeholder.
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Running Reports

Y ou can run areport on pages, resources, and template objects. The reports are

based on those objects and their use. To run areport:

1. Select Sart — Programs — Microsoft Content Management Server —. Ste

Builder.

Click Foldersto navigate the Method Systems folder hierarchy.

3. Click Extranet - Customer Service to view the contents of the folder.

In the Customer Service pane, right-click Bulletin 2347 and select Resource

Report.

W i ranuil Lund et Managemnest Sereer [Sdimstrator] - Merosoll bemet

Resource Report
Objects In Uses By This Page

Page: Bl 2347
Lacation: /FaldersfMethod Systems/ExtranetiCustomer Servion
Dwner; AclmipigEratar

Resource Gallery Tiems

Placeholders

anee Type
MSBulletns HTML Edit Conkro

Manms Lacation i e Pl Pra e
Mo Resouros Gallary Hams ane in uee by this Pags
T F'!I'I'I|'II|F| fes
Status  Is Replacement  WNamse Lo catinn Ovener Proview
Bulletins TemplatesMethod  Admeristrator Bpro gy
sapravad System g/Eatranat
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Testing the Website

After you have completed the previous steps, you are ready to test the Method
Systems site to ensure that the site has been configured properly. Ask your
neighbor to browse to your web server, and you should browse to your neighbor’s
web server.

1.  From your web browser computer go to http://ipaddress/Method+Systems,
where ipaddress is address of your web server.

2. Click each topic to navigate the site.
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Installing Site Stager

Site Stager is an optional MSCM S component that allows you to convert website
content to HTML files that can be copied to another server regardless of the
platform. To install Site Stager:

L4-16

1.

a W DN

10.

Run the setup program from the directory provided by the instructor. The
Commerce Server 2000 Setup program starts.

Click Install Components.
Click Install Ste Stager.
The Welcome dialog box displays. Click Next to start the Installation wizard.

The Site Stager Install Prerequisites dialog box lists the prerequisites for the
installation. Click Next.

In the Choose Destination Location dialog box, accept the default installation
folder. Click Next.

In the Select Program Folder dialog box, accept the default program folder.
Click Next.

In the Destination User Account dialog box, click Browse. Select an AD user
account that provides the security context under which Site Stager downloads
and creates files and directors, and click OK. Click Next to continue.

Accept the default Site Map URL and click Next.

Select Yes, | want to restart my computer now and click Finish to complete
the Setup wizard.
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Network Load Balancing
Lab 5

Objective
After completing this lab, you should be able to:
m Install and configure the Web Application Stress Tool.

m Install and configure Microsoft Network Load Balancing (NLB).
m  Manage aload-balanced server array.

Requirements

m  Retail websiteinstalled and configured in Module 3 Lab
m  Microsoft Web Application Stress tool
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Install the Microsoft Web Application Stress Tool

L5-2

The Microsoft Web Application Stress (WAS) tool is asimulation tool devel oped
to realistically reproduce multiple browsers requesting pages from aweb
application.

To install the WAS tool:
1. Runwast set up. exe fromthe classfolder.

2. The Software License Agreement screen displays. Click Yes to accept the
terms.

3. Click Next on the Select Destination screen to accept the default location for
program files.

After the installation is complete, click OK - Finish.

5. UseWindows Explorer to copy the Samples folder to the root directory of the
Retall website folder (inetpub\wwwroot\retail).
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Configuring the WAS Tool

Rev. 2.41

After installing and opening WAS for thefirst time, a script is created called
Sample Script. Review this script to become familiar with some of the featuresin
the WAS tool.

1. Seect Sart -» Programs — Microsoft Web Application Sress Tool -
Microsoft Web Application Stress Tool.

Close the Create new script dialog box.

The left pane of the main WA S window is known as the script view. This
view displays all of the scripts stored in the current WAS database. The
Defaults and Sample Script are displayed in the script view.

4. Expand and click Sample Script. There are seven script items in the Sample
Script. Each script item uses a specia feature of WAS.

7 web Application Stress - C:\Program Files',Micros: =10 x|

File Edit Scripts Wew ‘Window Help

| = #Qels Blo] x| 5z=] 2

[+-%g Defaults
B Server: IIl:u:th-:ust
----- Content Tree - — "
..... Gy Settings Maotes:  |5ample Microsoft Web Application Stress Seript ;I
- i Perf Counters —
..... =l Page Groups 2% Web Application Stress - C:Program Files
..... B Users t] File Edit 3cripks  Wiew Window Help
g% Clients o - 2
..... B Conkins Ciouble-click on a scrp J r«%l 'ﬁglﬁl | 3] |$| F;lel }(l X ||:
¥erb | Path
Scripts view & ~||/sanles, Werk: FOST
BAST leamoles, | Path: Asamplesfpost. as
= Script items . I Pesp =
— po?FR ) Wersion:  [HTTPALT
GET Jsamples
‘| Pt I . .
= [ p—— 80 Script item details
1 Querystiing | Postdata |  He:

w Scripts : Sampl.. | ¥ Fommat data to CGl standard Irnpart &

5.  The Verb value of one of the script items shown in the right window is POST.

Highlight the row header to the left of the POST script item, then double-
click. This opens the script item details view. From this view you can edit the
guerystring name-value pairs, change POST data, modify the header, and
enable SSL.

6. Click OK to close the script item details view.
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7.  Select Perf Counters from the script tree and click Add counter. It may take a
moment to load the Add Counters dialog when this button is clicked for the

first time. Add the following counters:

*  Web Service: Get Requests/sec

*  Web Service: Post Requests/sec

*  System: % Total processor time

*  Active Server Pages: Requests/sec

#% Web Application Stress - C:%Program FilesMicrosoft ¥e
¥8 Fle Edt Scripts view Window Help

=10l %]
A

| = wloelw Flol x| =] 2

----- E Conkenk Tree

----- % Settings

-4 Perf Counters

(-G Defaults
=% Sample Script Collzction Interal: I zeconds Add Counter |

'x'xMYM.-'—‘-.EHINE"-.ﬁ.ctwe Sewr F'ages"-.Fl equestsx’S B
WY RMACHINE MW eb Service_T atalsCurrent Connections

----- ﬂ[ Page Groups

1|

¥ Scripts : Sampl.. |80 /samplesfpost.a.. |

8. Changethe Callection Interval to every 5 seconds. Capturing the correct
performance monitor countersis critical to obtaining the correct datato

analyze when the test compl etes.
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0.

Web Application Stress - C:Program Files'Microsoft Wel
¥8 Fle Edit Scripts View Window Help

=10l x|
=& x|

| = E0lewy o] x| 5=el 2

[+-¥g Defauls
=% Sample Script

----- E Content Tree
----- % Settings

- Perf Counters
----- =l page Groups

..... B Users
@ Clients

----- ™ Cookies

L

Strezs level [threads):

— Concurrent Connections

Stresz multiplier [zockets per thread):

T

— Test Run Time

Drays: I 0 Hrs: I 1] Mins:l 15 Sec: I 0
— Request Delay [in millizeconds)

v Use random delay B it | 20 Ma:-::l 40
— Suzpend

W armup: Hrz: I 1] Mins:l 0 Sec: I 0

Cooldowin: Hrs: | i Mins:l 0 Sec | il
— Bandwith

v Thrattle bandwidth

a6E Modern [44K)

— Redirects

¥ Scripts : Sampl.. |8 Jsamplesfpost.a.. |

Select Settings and view the settings that can be configured for a script. Y ou
may also set the default settings for all new scripts by selecting the Defaults
node and changing those options. Keep in mind that the settings in the
Defaults node will not affect existing scripts, such as the Sample Script.

10. Click Sample Script and select Scripts — Run. Allow the test to complete.
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11.

Web Application Stress - C:%Program FilesiMicrosoft ¥Web
Elle Edit Scripks  Miew ‘Window Help

| o iRl Slo] x| =[] 2|

EI-- Sample Script Overview
3,/20,/ 2000 Z:43:55 PM ZS=======S===S=S=S=SS=S=SSSS=S=SSS=SS=SSSSSSSS=SSSSSS=S=SSSS=S=SS===:
@ f' O " Eeport namne: 32072000 2:43:55 PH

(A Crverviw Run on: 3202000 2:43:55 PH

[UA Script Settings Fun length: oo:oo:12

] Test Clisnts

2 Result Codes Web Application Stress Tool Version:1.1.294.1

1 Page Summary Hotes

[ Page Groups

Page Data Sample Microsoft Web Application Stress Script
A Petf Counters

Humber of test clients: 1
Humber of hits: 33
Fequest=s per Second: 2. 68
Socket Statistics
Socket Connects: 11
Total Bytes Sent (i1n KB): 9.59
Bytes Sent Rate (in KB-=): 0.78
Total Bytes Recv (in EB): 130.33
Bytes Hecw Rate (in KBr=): 10.60
Socket Errors
Connect : 1}
Send: 1}
Recw: 1}
4] |

2

¥ Scripts Sampl..l #h jsamplesfpost.a.. Reports |

Select View — Reports to open the Reports view. Expand the Sample Script
report to display all of the report nodes. There should be at least one node
titled with the date and time in which your latest test was started. Expand and
select the top level of this report node to view asummary of thistest.
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Installing and Configuring Network Load Balancing
Toinstall NLB:

1.

12.

13.

14.
15.
16.

Select Sart - Settings — Control Panel and double-click Network and Dial-
up Connections.

Right-click the Local Area Connection on which Network Load Balancing is
to beinstalled, and click Properties. The Local Area Connection Properties
dialog box displays.

Under Components checked are used by this connection, select Network Load
Balancing.

Click Properties. Select the Cluster Parameters tab in the Network Load
Balancing Properties dialog box.

In the Primary IP address field enter the |P address assigned to the Retail site
inllS.

Enter the associated subnet mask for the IP address in the Subnet mask field.
Select Multicast support.

Click the Host tab and enter the dedicated |P address.

Enter the associated subnet mask for the IP address in the Subnet mask field.
Click Advanced, and then click Add.

Enter the server array |P address in the space for |P address, followed by the
appropriate subnet mask. This IP address corresponds to the Primary IP
address of the server array that you entered in the Network Load Balancing
Properties dialog box under Cluster parameters.

After you have finished, click OK - OK to return to the Local Area
Connection Status dialog box.

Right-click the Local Area Connection on which Network Load Balancing is
to beinstalled, and click Properties.

Click Internet Protocol (TCP/IP), and then click Properties.
Set up TCP/IP for Network Load Balancing.

Repeat these steps on each host to be used in your Network Load Balancing
server array.

These settings are recorded in the registry and the changes are applied when you
click OK in the Network Load Balancing Properties dialog box. Clicking OK stops
Network Load Balancing (if it is running), reloads the parameters, and then restarts
cluster operations.

Rev. 2.41
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NLB Administration
To stop Network Load Balancing:
1. Select Sart — Programs - Accessories — Command Prompt.

2. At the command prompt, enter W bs st op. Load balancing operations are
immediately stopped on the local server array host.

To stop cluster operations on al cluster hosts, typew bs st op followed by the
server array |P address or server array name.

Note

When you usew bs st op, any client connections already in progress are
interrupted. To avoid interrupting active connections, consider using the
drainstop cluster control command.

Y ou can restart cluster operations on the local cluster host by either restarting the
computer or enteringw bs st art at the command prompt. Similarly, you can
restart cluster operations on all cluster hosts by enteringw bs st art followed by
the server array |P address or server array name.
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Web Server Management
Module 6 Lab

Objectives

After completing this lab, you should be able to:
m  Optimize memory usage.
m  Optimize network bandwidth.

m  Monitor web server performance using System Monitor.
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Optimizing Memory Usage

Servers are generally configured to give preference to the File System Cache over
the working sets of processes when allocating memory space. The setting
Maximize Throughput for File Sharing often causes the I1S pageable code to be
written to disk, which resultsin lengthy processing delays. To avoid these
processing delays, modify the server properties to the maximize data throughput
for network applications.

To change server properties:

1.  On the desktop, double-click My Computer and select Network and Dial-up
Connections.

Right-click Local Area Connection and select Properties.
3. Select Fileand Printer Sharing for Microsoft Networks — Properties.
On the Server Optimization property tab, select Maximize data throughput
for network applications.
Concurrent Connections
To control the number of concurrent connections:

1. Click Sart — Programs - Administrative Tools — Internet Services
Manager.

Right-click the Retail site, click Properties, and select the Web Site tab.

Select Limited To in the Connections panel. Enter the maximum number of
connections you want to allow.
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Optimizing Network Bandwidth

To ensure optimal bandwidth, you can also verify that HTTP Keep-Alives are
enabled. To verify the state:

Rev. 2.41

1.

Click Sart » Programs — Administrative Tools — Internet Services
Manager.

Right-click the website and select Properties.

Select the Performance tab and verify that the HTTP Keep-Alives Enabled
option is checked.
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Performance Monitoring

System

L6-4

Y ou begin monitoring your sites by planning for capacity and by configuring your
monitoring tools to keep monitoring overhead low. Y ou should create monitoring
configurations that can be saved and copied to other computers using the System
Monitor in the Microsoft Management Console (MMC). A monitoring
configuration will help you highlight data center issues and visualize traffic flow
through your system. Creating this configuration can also help you to understand
any site software issues and to see how the software is interrel ated.

Monitor

System Monitor measures the performance of the computer on which it isinstalled
or other computers on a network. System Monitor uses a series of counters that
track data, such as the number of processes waiting for disk time, the number of
network packets transmitted per second, and the percentage of processor
utilization. With this data, you can create charts, set alerts, and format reports that
enable you to gauge and tune system performance. Data can be displayed asit is
collected, stored in log files for later use and comparison, or both.

To set a performance counter:

1. Click Sart, -~ Programs, — Microsoft Commerce Server, and then click
Commerce Server Manager.

Click System Monitor to open the performance console.

In the performance console, click the plus sign (+) on the System Monitor
toolbar to add performance counters to your server.

4. Inthe Add Counters dialog box, select the ASP counters listed in the Student
Guide.

Click Add to add all counters you have selected, and then click Close.

Run the Sample Script of the WAS tool. Compare the reports of other
students.
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Evaluating Security Vulnerabilities
Module 7 Lab

Objectives
After completing this lab, you should be able to:
m Install 11S Lockdown tool.
m Install Microsoft URL Scan security tool.
m  Install Internet Scanner.
m  Correct network vulnerabilities.

Requirements
m |ISLockdown version 2.0 or later
m  URLScanversion 2.0 or later
m  Internet Scanner version 6.2.1
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Installing IS Lockdown

I1S Lockdown Wizard turns off unnecessary features, which reduces the options
available to attackers. To provide multiple layers of protection against attackers,
URLscan, with customized templates for each supported server role, isintegrated
into the I1S Lockdown wizard.

L7 -2

On the web server:

1.

Runi i sl ockd. exe to start the Internet Information Services Lockdown
Wizard.

Click Next.
Select | agree and click Next.

In the Select Server Template window, select the Commerce Server 2000
template. Click Next.

Ensure that the Install URLScan filter on the server check box is selected and
click Next.

Review the changes that will be madeto 11S configuration of the web server
on the Ready to Apply Settings screen. Click Next.

The security settings lists in the Status pane of the Applying Security Settings
window are applied. When the process is finished, click the View Report
button to view the changesin the log.

Close the report log window. Click Next.
Click Finish.
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Installing URLScan

The URL Scan security tool screens all incoming requeststo an 11S web server. If
arequest does not comply with the rule set created by the administrator, it is
blocked. Blocking specific HTTP requests prevents potentially harmful requests
from reaching the server and causing damage.

The URL Scan security tool is comprised of two files: Urlscan.dll and Urlscan.ini,
and these files are packaged together in Urlscan.exe. The instructor will inform
you of the location of theur | scan. exe file.

On your client computer:
1. Create anew folder on the C:\ root directory with the name lockdown_files.
2. Open acommand prompt window.

3. Locatethedirectory of the I1S Lockdown Wizard specified by your
instructor.

4. Execute the following command to extract the URLscan files.
iislockd.exe /q /c /t:c:\lockdown files
Open the I1S snap-in.

6. Right-click the server name under Internet Information Servicesin the MMC,
then select Properties.

7. Verify that WWW Serviceis displayed in the Master Properties drop-down
list, and click Edit.

Choose the |SAPI Filters tab, and then click Add.

In the Filter Properties window, type ur | scan, and enter the full path to
url scan. dl | inthe Executablefield.

10. Select OK to close each dialog box.
11. RestartlIS.

When properly installed, URLScan will run automatically whenever 11Sis started.
To confirm the operation of URLScan, locate thelog file, ur | scan. | og, inthe
directory that containsur | scan. dl | .
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Installing Internet Scanner
On the client computer:

L7-4

1.

2.
3.
4

o

Run the executable file, i ssnt . exe.
Click Next on the Welcome screen.
Review the license agreement and click Yes.

Review the latest features and changes in the What's New in Internet Scanner

6.2.1 screen. Click Next.
Click Next to accept the destination folder where Setup will install files.

Review the settings and click Next. Setup will begin copying the program
files.

Click Finish to restart the computer.
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Configuring Internet Scanner

241

1.

Click Sart » Programs - ISS - Internet Scanner 6.2.1 - Internet
Scanner 6.2.1.

A warning dialog box displays indicating that no valid license keys were
found. Click OK.

155 Internet Scanner |

[~
% Create a Mew Session Cancel |
™ Open an Existing Session File

Q ) [Load & Session Eram Database

W
7 Generate a Heport

[ Don't show this dialog again.

Select Create a New Session - OK. The Select Key dialog box displays
indicating that no valid keys were detected and that the session will be
configured to scan only the local host. That is fine for this purposes of this
lab. Click Next. The Select a Policy dialog box displays.
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4. Click Next in the Select aKey dialog box. The New Policy Wizard runs.

Hew Session Wizard - Policy Select EHE

Select A Policy

Chooze a Palicy faor this session.

s £ £ #

Blank. Ewvaluation izdbz L1 Inventary

llll

L2Databaze L3 Desktop L3 MT Serve
Elasmﬂcahon Dizscovery

2 £ £

LIMNT webh  L3Routerd L3 Unis Server L3 Unis et
5 Server Switrh Server L
Add Policy... | 4 _l_l

Cancel | Help |

Highlight L3 NT Server and click Next.

In the New Session Wizard — Scan Session Information dialog box, add a
comment such as Lab Scan; then click Finish.

The ISS Scanner console screen opens and displays the names of the hosts to

be scanned.
EISS Intemet Scanner - [Sessionl] | _ (O] =]
g File Edit “iew Policy Scan Bepots Tools ‘Window Help _Iﬁ' 1[
10 = d ]+ =R e B
Het [ 05 Tupe | ONS Name [ NetBIOS Mame | MetBIOS Domg
% 127001 ? 127.0.01

A F T General p, Session1

For Help, press F1 [LINT Server |1 Host(s) i
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Running a Vulnerability Assessment Scan

241

In this part of the lab, you will:

m  Scanfor vulnerabilities.

s  Analyzethe vulnerabilities.

m  Correct the vulnerabilities (optional).

m  Rescan the network to verify that vulnerabilities have been resolved
(optional).

To run the scan:
1. FromthelISS console, highlight 127.0.0.1.

2. Click Scan — Scan Now. The scan will take four to eight minutes to
complete.
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Analyzing the Vulnerabilities

ISS Internet Scanner provides information that helps you analyze and correct the
vulnerabilitiesit detects.

L7-8

1
2.
3.

When the scan isfinished, highlight the IP address for your firewall server.

Click the Vulnerabilities tab.

Expand the listing of vulnerabilitiesin the upper |eft pane.

gEile Edit Miew Policy Scan Bepots Tools Window Help

_1&1>

|0 @ E |+ =A@

5

@ Yulnerabilitie:

' = § achrrirblarkp Admiristrator [1];
° Snmp Set Public Community [1]
[/ 1%, guestblankpw Guest [1]
-/ 1 NT i Dump [1]
L Tepair insecure [1]
-, 1% Snmp - NetBl0S [1]
A ‘wiiteable HKEY_CLASSES - everyone [1]
o Network Guest Logon Everyone [1]

=) Hosts | (@ Vulne.._. - 3 acco. I

Host

| DNS Name | MetBIOS T

=127.001

4]

Windows NT 4.0 Server

localhost SERVER1

Scanning 1 Hostz)...

Scanning Host: 127.0.0.1

Finizhed Scanning Host 127.0.0.1 [1 Scanned, 0 Remaining]
Finizhed scanning (Elapsed Time = 0:03:25).

{I DI\ General ), Session1 /

For Help, press F1 |L3 MT Server

‘1 Hozt(z]
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4. Right-click avulnerability and select What' s This? to observe details about
the detected vulnerability.

E? Help for... E=l
=

Back Forward  Frint

Administrator account has hlank password (CAN-1999-0504)

Risk Level: ° High Check or Attack Name: adminblankpw

Platforms: Windows MT

Description: An administrator account with no password was detected. Some
wendors ship Windows NT pre-installed with no passwaord on the
Administrator or other user accounts. This misconfiguration is an
extrernely high risk vulnerability, and should be corrected
immediately.

This wulnerahility is typically detected on a machine where there is
also no minimum password length required. Ifthe file and registry
permissions are notwery tightly restricted, this situation can give any
attacker the ability to access sensitive information and systems.

In Internet Scanner, enabling this check will automatically enable
password checking in the NT Logon Sessions common settings. If
no password checking method is specified, then the method will
defaultto 'Check Accounts by Logon,' otherwise the methodis)
selected by the user will take affect The password checking source
'IJse Blank Passwaord'will he enabled in addition to any sources
selected by the user.

Remedy:  Setthe user password to a minimum length as required by your
security policy, and change the password. Ifyour security policy hd

5. Notethe vulnerability and how to fix it.
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Lab Challenge
If time permits, complete the following tasks:
m  Correct any vulnerability that was detected on your firewall server.

s Evauate the vulnerabilities that were detected on your client server. Choose
one or two vulnerabilities and take the steps necessary to correct them.

m  Rescanthefirewall and client and verify that all vulnerabilities have been
corrected.
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Lab Review
1. How might asecurity scan affect the performance of your network?

2. When should you run vulnerability assessment scans?
3. Isit possibleto eliminate all vulnerabilitiesin a network? Why or why not?
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Objectives

241

Implementing Intrusion Detection
Module 8 Lab

After completing this lab, you should be able to:

Install an 1SS Real Secure network sensor.
Install a Real Secure server sensor.
Install Real Secure Workgroup Manager.

Customize an automated installation file to deploy a server sensor on multiple
servers.

Use the Rea Secure automated installation feature to install a server sensor.

Configure Workgroup Manager to communicate with network and server
Sensors.

Test the network sensor and server sensors.
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Lab Scenario

ASE.COM Network . Simulated Internet | ASEPRO.COM Network

CLIENT1 SERVER1 SER\I/ERZ CLIENT2

Simulated
Internet

— el — il — i — il
ISS Internet Firewall Firewall ISS Internet
Scanner Scanner
Vulnerability Vulnerability
Assessment Server Assessment Server

Y ou are anetwork administrator working in either the ASE.COM or the
ASEPRO.COM network. Y our assignment is to complete the following tasks:

m Install ISS Internet Scanner on your vulnerability assessment server.
m  Scan your network for vulnerabilities.
m  Correct any detected vulnerabilities and rescan.

L8-2 241



ISS Internet Scanner

Installing Internet Scanner
On your client computer:

241

1
2.
3.

N o g &

10.
11.
12.

Run ISSNT.EXE from the location specified by your instructor.
When the Welcome screen displays, select Continue.

A dialog box will display indicating that I SS Internet Scanner 6.1 is not
supported on NT Server. For the purposes of thislab, click Yesto proceed.

In the Welcome screen, click Next.
Select Yes to accept the User License Agreement.
Select Next to accept the destination directory.

Select Next in the Choose Destination dialog box. The files will be copied to
the destination directory.

A question dialog box will display asking if you want ISS to modify some
parameters to optimize performance. Answer No on this dialog box.

Click OK in the Setup Complete dialog box.

Click OK in the Information dialog box.

Click No when asked if you want to view the README file.
Click OK to restart the computer.
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Configuring Internet Scanner

L8-4

1.

Click Sart - Programs - ISS - Internet Scanner 6.1 — Internet Scanner

6.1.

A warning dialog box displays indicating that no valid license keys were
found. Click OK.

155 Internet Scanner |

[~
% Create a Mew Session Cancel |
™ Open an Existing Session File

Q ) [Load & Session Eram Database

W
7 Generate a Heport

[ Don't show this dialog again.

Select Create a New Session - OK. The Select Key dialog box displays
indicating that no valid keys were detected and that the session will be
configured to scan only the local host. That is fine for this purposes of this
lab. Click Next. The Select a Policy dialog box displays.
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241

4.

Click Next in the Select a Key dialog box. The New Policy Wizard runs.

Hew Session Wizard - Policy Select

Add Policy...

Select A Policy

Chooze a Palicy faor this session.

s £ £ #

Blank. Ewvaluation izdbz L1 Inventary

llll

L2Databaze L3 Desktop L3 MT Serve
Elasmﬂcahon Dizscovery

2 £ £

| Server Switch Serer

LIMNT webh  L3Routerd L3 Unis Server L3 Unix W—eli_l

7] x]

< Back Cancel | Help

Highlight L3 NT Server and click Next.

In the New Session Wizard - Comment dialog box, add a comment such as
Lab Scan; then click Finish.

At this point, the ISS Scanner console screen opens and displays the names of
the hosts to be scanned.

EISS Intemet Scanner - [Sessionl] M= E
1]

gfila Edit “iew Policy Scan Fepots Tools “Window Help

10 =&+ = =% al< e oS
gnsl [ 05 Tupe | ONS Name [ NetBIOS Mame | MetBIOS Domg
% 127.0.01 ¢ 12001
2. & %7 |, o
A[F T General , Session1
For Help, press F1 [LINT Server |1 Host(s) i
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Running a Vulnerability Assessment Scan
In this part of the lab, you will:
m  Scanfor vulnerabilities.
s  Analyzethe vulnerabilities.
m  Correct the vulnerabilities (optional).

m  Rescan the network to verify that vulnerabilities have been resolved
(optional).

To run the scan:
1. FromthelISS console, highlight 127.0.0.1.

2. Click Scan — Scan Now. This scan will probably take four to eight minutes
to complete.
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Analyzing the Vulnerabilities

Security Scanner provides information that helps you analyze and correct the
vulnerabilitiesit detects.

When the scan isfinished, highlight the IP address for your firewall server.

241

1
2.
3.

Click the Vulnerabilities tab.

Expand the listing of vulnerabilitiesin the upper |eft pane.

gEile Edit Miew Policy Scan Bepots Tools Window Help

_1&1>

|0 @ E |+ =A@

5

@ Yulnerabilitie:

' = § achrrirblarkp Admiristrator [1];
° Snmp Set Public Community [1]
[/ 1%, guestblankpw Guest [1]
-/ 1 NT i Dump [1]
L Tepair insecure [1]
-, 1% Snmp - NetBl0S [1]
A ‘wiiteable HKEY_CLASSES - everyone [1]
o Network Guest Logon Everyone [1]

=) Hosts | (@ Vulne.._. - 3 acco. I

Host

| DNS Name | MetBIOS T

=127.001

4]

Windows NT 4.0 Server

localhost SERVER1

Scanning 1 Hostz)...

Scanning Host: 127.0.0.1

Finizhed Scanning Host 127.0.0.1 [1 Scanned, 0 Remaining]
Finizhed scanning (Elapsed Time = 0:03:25).

{I DI\ General ), Session1 /

For Help, press F1

[LINT Server

‘1 Hozt(z]
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L8-8

4. Right-click on avulnerability and select What’s This? to observe details

about the detected vulnerabilities.

E? Help for.._
= o

Back Forward

IS[=] E3

=

Prift

Risk Level:

Platforms:
Description:

Remech:

Administrator account has hlank password (CAN-1999-0504)

° High Check or Attack Name: adminblankpw

Windows MNT

An administrator account with no password was detected. Some
wendors ship Windows NT pre-installed with no passwaord on the
Administrator or other user accounts. This misconfiguration is an
extrernely high risk vulnerability, and should be corrected
immediately.

This wulnerahility is typically detected on a machine where there is
also no minimum password length required. Ifthe file and registry
permissions are notwery tightly restricted, this situation can give any
attacker the ability to access sensitive information and systems.

In Internet Scanner, enabling this check will automatically enable
password checking in the NT Logon Sessions common settings. If
no password checking method is specified, then the method will
defaultto 'Check Accounts by Logon,' otherwise the methodis)
selected by the user will take affect The password checking source
'IJse Blank Passwaord'will he enabled in addition to any sources
selected by the user.

Setthe user password to a minimum length as required by your
security policy, and change the password. Ifyour security policy

5. Notethe vulnerability and how to fix it.
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Lab Challenge
If time permits, complete the following tasks:
m  Correct any vulnerabilities that were detected on your firewall server.

s Evauate the vulnerabilities that were detected on your client server. Choose
one or two vulnerabilities and take the steps necessary to correct them.

m  Rescanthefirewall and client and verify that all vulnerabilities have been
corrected.
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Lab Review
1. How might asecurity scan affect the performance of your network?

2. When should you run vulnerability assessment scans?
3. Isit practical to eliminate all vulnerabilitiesin a network? Why or why not?
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Installing a Firewall
Module 9 Lab

Objectives
After completing this lab, you should be able to:

Rev. 2.41

Install and configure Microsoft ISA.

Control incoming requests using web publishing rules and routing rules for
|SA server security.

Observe how the ISA configuration affects website performance.
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Verifying Preliminary Network Configuration
Before starting thislab, verify the following:
m  Microsoft Windows 2000 isinstalled.
m  ServicePack 2 (or later) isinstalled.

* Click Sart - Run, enter WINVER and press Enter to view the service
pack version.

m  Microsoft Internet Explorer 5.5 (or later) isinstalled.
m  You have accessto the ISA and Enterprise Firewall software.

m  Networking configuration is correct and each machine can ping each
connected machine.
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Installing and Configuring Microsoft ISA
This course uses an evaluation copy of Microsoft I1SA.

1. RunthelSA evaluation file at the command prompt to extract the files to the
default folder.

| s2k_ee_eval _rtw exe

The main setup menu displays.

 Microsoft 158, Server Setup E =" =]

[crosoft

Review Releas -
G| &
"

These elease noles fo |
coriain the masl "*--.:\ -
up-la-Eate inlarmdiion é":':z:“&j
aboul installabeon,
doCcumentabaon, sUppost, 1'\.‘-_':"_. ) ; )
and ofher known msuss ::{-‘._ &l

e (= N

5 AN Wcrosol CorporsBion. & nghls resereed

Select Install 1SA Server. At the Welcome screen, click Continue.

Enter the product key number provided by the instructor, click OK — OK.
On the License Agreement screen, select | Agree.

For the installation type, select Full Installation.

o g~ WD

A dialog box displays indicating the computer cannot join an array. Select
Yesto install ISA as a stand-alone server.

Select Firewall mode and click Continue.
When warned about the stopping of the IS service, click OK.
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0.

10.

11.
12.
13.
14.
15.

Enter the IP address range for your student group configuration.

Example
Group 1 configuration
From 192.168.1.10
To 192.168.1.100
Click Add.

The ISA Server usesthe local addresstable (LAT) to differentiate between
theinternal and external networks. Begin by selecting Construct Table.

Select your internal NIC and click OK.

At the Setup Message dialog box, click OK.

Verify the accuracy of the table and click OK.

Select Sart | SA Server Getting Sarted Wizard and click OK.

Click OK on the setup completion dialog box. The ISA Management console
displays.

Configure ISA Server

Before creating rules ISA Server must be configured to listen for incoming web
requests. The incoming web request properties specify which IP addresses and
ports on the ISA Server computer listen for incoming web requests. The incoming
web request properties also determine the necessary authentication required when
accessing internal servers.

L9-4

To configure ports for listening:

© 0o N o g A~ 0 DNPE

11.

In the console tree of ISA Management, expand Servers and Arrays.
Right-click the name of your firewall server and select Properties.
Select the Incoming Web Requests tab.

Click Add.

Select the name of the firewall server from the Server drop-down list.
Select the external |P address of the firewall server

Type the name of the server as the display name.

Click OK - Apply - OK - OK.

Right-click the name of your firewall server and select Disconnect to stop the
firewall service.

In the Configure Servers and Arrays panel, click Connect To.
Select Connect to this stand-alone server and click OK.
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Controlling Incoming Requests

ISA Server allows you to configure rules that determine which requests should be
sent downstream to a server located behind the ISA Server computer. The ISA
Server computer impersonates the website because its IP address is the one
associated with the DNS name of the site. By impersonating the published server
to the external world, ISA Server offers an additional layer of security.

Create a Destination Set

When rules are created, the destinations that are accessible must be specified.
Destination sets specify the path on the web server that contains the website
content.

1. IntheISA Management console expand the firewall server name and Policy
Elements.

Right-click the Destination Sets folder and select New — Set.
Enter aname and description, and click Add.

For Add/Edit Destination, enter the IP address of the web server.
In the Path field enter Retail as the directory. Click OK - OK.

o b~ w N

Create a Web Publishing Rule

Rev. 2.41

Web publishing rules determine how ISA Server intercepts incoming requests for
Hypertext Transfer Protocol (HTTP) objects on an internal web server and how
ISA Server should respond on behalf of the web server. Requests are forwarded
downstream to the web server located behind the ISA Server computer.

To create aweb publishing rule:

1. Expand Publishing.

2. Click Web Publishing Rules.

3. Inthe Publish Web Servers pane, click Create a Web Publishing Rule.
4

The Welcome to the New Web Publishing Rule Wizard displays. Type a
name for the web publishing rule and click Next.

5. Inthe Destination Sets dialog box, select All internal destinations from the
drop-down list. Click Next.

In the Client Type dialog box select Any request. Click Next.

In the Rule Action dialog box, select Redirect the request to this internal web
server (name or |P address). Enter the IP address of the web server and click
Next.

Click Finish.

Two entries display under Web Publishing Rules. The one named Last is
installed by default. Its purpose is to deny any access not explicitly granted
by the administrator.
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Test the Published Web Server

1. Gotoyour client and enter the URL for the web server for another student
group. Ask another group to access your web server.

2.  OnthelSA Server console the new session displays listing the | P address.
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System Hardening

Rev. 2.41

To further secure ISA Server, use the built-in System Hardening Wizard. This
wizard locks down the underlying Windows 2000 operating system by disabling
services unrelated to ISA Server.

1. Inthe ISA Management console expand your firewall server name. Select
Computer.

Right-click your server in the right pane and select Secure.

The ISA Server Security Configuration Wizard Welcome screen displays.
Click Next.

In the Select Security Level dialog box, select Dedicated and click Next.
At the Congratulations page, click Finish.

6. A dialog box displays indicating the security settings process has completed.
Click OK.

7.  The System Hardening Wizard uses Windows 2000 security features to run
one of the standard predefined security templates. To examine the templates,
choose Start - Run, enter:

mt /a
Select Console — Add/Remove Shap-in.

Click Add, scroll down the list, and double-click Security Templates. Click
Close - OK.

By comparing some of the security objects in a standard template such as basicdc
to hisecdc (the high-security domain controller policy template), you should
observe numerous differences, such as enforcement of password policies.
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ISA Alerts

L9-8

The alert service acts as a dispatcher and as an event filter. It is responsible for
trapping events, checking whether certain conditions are met, and executing
corresponding actions. To view the full list of events ISA Server tracks:

1.

In the ISA Management console expand the firewall name then Monitoring
Configuration. Select the Alerts folder.

Double-click the IP packet dropped alert.

A red dot by the icon indicates the alert is disabled. On the General tab, select
Enable.

Click the Events tab. To make it easier to see the alert in action, change
Number of occurrences beforethe alert isissued to one.

Click the Actions tab. When triggered, an alert can send out e-mail
notification, execute any program, or start and stop a service. Leave the
default Report to Windows 2000 event log selected, and click OK.

To test the alert, run the following command from the command line:
NET USE \\ <l SAserver nanme>\ <admi ni strati veshare>

The administrative share is normally C$, C being the installation drive, so the
command for the test machine would be;

NET USE \\ FI REMALLN\ C$

Select Sart — Programs — Administrative Tools — Event Viewer to view
the Application Log. Y ou will find one or more warnings in the log.
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Observing the Effects of the Installation
During installation, ISA hardened the operating system by disabling nonessential

services.

To observe the changes that ISA made to the operating system, complete the

following steps:

1. Select Control Panel — Servicesto open the Services dialog box on your
firewall server.

2. Which service did ISA add? What isits status?

3. Sdlect Control Panel - Servicesto open the Services dialog box on a server
that does not have ISA installed.

4. Compare the servicesthat are running on the two computers. List the services
that ISA disabled during installation.

5. Onyour firewall server, open Control Panel - Devices. Did ISA disable any
HP devices? If so, which ones?

6. Onyour firewall server, open Control Panel — Network — Protocols. What

Rev. 2.41

change did ISA make?
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Installing and Using

Trend Micro Products
Module 10 Lab

Objectives

After completing this lab, you should be able to:

m Install and configure Trend Micro ServerProtect.

m Install and configure Trend Micro Interscan WebProtect.
m Install and configure Trend Micro Virus Control System.

Requirements
s Microsoft ISA Server 2000

Rev. 2.41 L10-1
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Lab Scenario

Y ou are a network administrator working in the Method Systems or Retail
network. Y our assignment is to complete the following tasks:

m Install and configure an information server and a normal server using Trend
Micro ServerProtect.

s Install and configure Trend Micro WebProtect.
m Install and configure Trend Micro Virus Control System.

L10-2 Rev. 2.41



Installing and Using Trend Micro Products

Trend Micro ServerProtect

In this part of the lab, you will:

m  Install ServerProtect on your firewall computer.
m  Configure ServerProtect options.

s Runamanua scan on your client.

Key Concepts

Rev. 2.41

ServerProtect facilitates management of network-wide configuration and
administration by using a domain structure.

ServerProtect domains are simply a grouping of Windows NT servers running
ServerProtect. These domains are configured much like Windows NT domains,
but should not be confused with them. ServerProtect does not use the Windows
NT domain structure. Therefore, it is necessary to create a ServerProtect domain
when you install the software.

ServerProtect domains are grouped under assigned information serversto facilitate
management of domain configuration.

In this lab, you will configure your server as an information server and assign a
domain name. However, you will not add domains or assign other serverstojoin
the domain.
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Installing Server Protect
On your firewall computer run the Server Protect setup program.

L10-4

1.

10.

11.

12.

Extract the Server Protect filesfrom sp535_nt . zi p into the
c:\temp\sp535_nt folder.

Execute the Server Protect setup program.
C \tenp\sp535 nt\setup. exe
Click Next on the Welcome screen

Click Yesto accept the Software License Agreement. Setup checks the boot
sector of the firewall server for viruses.

Click Yesto continue the Setup.

Setup then asks you to provide user information, including the serial number
of the software. This lab uses a 30-day trial version so leave the field blank.
Click Next to continue the setup.

The Select Components screen displays. Select the following check boxes.
. Install server asa ServerProtect Information Server
. Install server as a ServerProtect Normal Server

* Install Management Console to local machine

Note

Do not change the target installation folder. Install all componentsin the same
directory.

Click Next.

Select Personal program folder so that only the Administrator can view the
ServerProtect program from the Windows Start menu. Click OK.

Double-click the target server and accept the default installation path for
installing ServerProtect Information Server files. Click OK.

Enter the password, Hp_training and a virtual domain name that matches
your student set such as GROUPL. A password and virtual domain name
prevents unauthorized access to the Information Server from either the
Management Console or the setup program. Click Next.

The Start Copying Files dialog box displays. Check the information shown. If
it iscorrect, click OK to continue the setup program,; otherwise, click Back to
modify the information. ServerProtect now starts copying all program
components and starts all services.

After all program components have been copied, the setup program displays
the Setup Complete screen. Select the | want to view the README file and
the Launch ServerProtect Management Console check boxes. Click Finish to
close the setup program.
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13. The Select an Information Server dialog box displays. To ensure that the
server list is current, click Refresh.

14. Select the host name of the firewall server from the list. Thisisthe
information server that the Management Console will control. If the host

name of the firewall server does not display, enter either the host name or the
|P address.

15. Click OK to save your changes.
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1.

The Configure ServerProtect dialog box displays.

Configure ServerProtect

" BEename

= Move

" Leave Alone
' Delete

" Clean

— &ction ta Take on Detecting Yinzes

Configure ServerProtect or click Mest to accept the default

Infected files will be moved to
the SUSPELCT directary of
ServerProtect. The system
adminiztrator should then
review theze files.

— Real-Time Scan Direction
" |ncoming

* |ncoming/Outgaing
0 0if

Filez will be scanned for
viruzes before they are copied
to/from thiz zerver.

< Back

Cancel |

The Configure ServerProtect window lets you specify the default
configuration of the server. As you click on an option, information about that
option displays on the right side of the dialog box.

In the Action To Takefield, select Move as the action to perform if avirusis

detected.

In the Real-Time Scan Direction dialog box, select Incoming/Outgoing; then
click Next. The ServerProtect files are copied.

In the Select Service Account dialog box, select Default System Account —

OK.

In the Setup Compl ete screen, deselect the View Readme File option; then

click Finish.
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Configuring ServerProtect
During installation, you created a domain and established an information server.

To run ServerProtect, click Sart - Programs — ServerProtect - ServerProtect.
The ServerProtect consol e displays.

} ServerProtect for Windows NT
Domain  Configure Do Wiew Help

=|"a| 2[R 5] @ S w2
Domain/Server Mame | Statuz | Scan Direction | Wersioh | P attern File Yersion

T ASE
5 SERVER | Incoming + Dutgoing

| ServerProtect for Windows NT [1/22/99 [B13:23 M i

To configure ServerProtect:
1. Highlight your ServerProtect computer in the left pane.

2. Click Domain - Unlock.
3.  Enter the password vprotect.
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4. Click Configure and select one of the scan options.

Configure - Server CLIENT1

() () {7
C:AProgram FileshTrendbSProtect\SISPECT

5. Click through each of the tabs and observe the configuration options that are

available for each scan type.
6. Click OK - Closewhen finished.

L10-8
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Running a Scan

To run amanual scan on the computer:
1

¥ Manual Scan Monitor : CLIENT1

Click Do - Manual Scan. The Manual Scan Monitor screen displays.

M= E3
Scanned Drives/Directories : I.f-\ll Local Drives and Directaries j Browse.. |
Scan Results
Total Files Scanned: Files Unable to be Scanned: Sean
Tatal Infected Files:
Processing File: Ston
Elapsed Time:
0% | 100z Configure
Infected Files | Yirug Mame | Statuz
1] 1 ¥ Belp |
[ElE AT | Elete EEname fmwe | Cloze I
Infarmation : Ta make actions happen automatically, chooze an action in the Manual Scan
Configuration dialog,

2. Click Scan. The scan will initiate.

%1 Manual S5can Monitor - CLIENT1

e =
Scanned Drives/Directories : I.f-\II Lacal Drives and Directonies j Brawse... |
Scan Fesults
Total Files Scanned: Lr Filez Unable to be Scanned: I} Pause
Tatal Infected Files: a
Frocessing File:  C:%Pragram Files455%R ealSecuretimplade. di Stop
Elapsed Time:  00:00:08 e
[ETHELTE
Infected Files | Wiz Mame | Status

1 (| e
R [==r| | efete Hemame iowe | ey |

Infarmation : To make actions happen automatically, choose an action it the Manual Scan

Configuration dialog.

3. Click OK when the Scanning Complete dialog box displays.

Rev. 2.41
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Installing Interscan WebProtect
On your firewall computer run the WebProtect setup program.

1.
2.

10.
11.

L10-10

Extract the WebProtect filesfrom i swp30. zi p into the c:\temp\iswp folder.
Execute the WebProtect setup program
C \tenp\iswp\setup. exe
Click Next on the Welcome screen
Click Yesto accept the Software License Agreement.

From the User Information screen, enter your name, company's name and
serial number. Leave the serial number line blank to install the 30-day tria
version. Click Next to continue.

Y ou will be prompted to Choose Destination Location screen for the program
files. The default is the WebProtect folder. Click Next to install the program
filesin the c:\Program File\Trend\InterScan\WebProtect directory.

The Select Program Folder window displays. Here you can add the InterScan
WebProtect for Microsoft ISA Program Group folder. Click Next to use the
default folder.

Y ou will be prompted to the WebProtect Configuration IP Addressand I1S
Port screen. Provide the correct IP address of your system and the 11S Port
number (80 is the default 11S port number). Click Next.

Y ou will be prompted to restart 11S before you can run the Trend InterScan
WebProtect Configuration. Click Yesto restart now and begin configuring the
program.

When you are prompted to restart the Web Proxy, click Yes.
Click Finish on the Setup Complete screen to finish the installation.

Note

The ISA Application filter, HTTP redirector, should be activated on the ISA
Server so that the Firewall can redirect al http requests to the Web proxy to
make sure all traffic will pass through InterScan WebProtect.
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Configuring Interscan WebProtect

All configuration tasks are accessed the from InterScan WebProtect main window,
which you can access from web browser.

To display the main window:

1.

Rev. 2.41

Either select Start — Programs — Inter Scan WebProtect for I1SA -
WebProtect Configuration or enter the following WebProtect URL in aweb
browser:

http://1 Paddress: port/dir/cgi-bin/webprotect. htm

where IP addressis the IP address of the firewall server, portisthe lIS
running port number and dir is the directory in which InterScan WebProtect
for ISA Server isinstalled.

Example
http://127.0.0.1:8888/WebProtect/cgi-bin/webprotect.htm

If password security has been set up, the Authentication window will display.
Type the user name and password and click OK.

The URL link to web configuration will not work if one of the following
conditions occurs:

*  Theuser used awrong IP address during the program installation.

*  ThelP address of the computer was changed after installing InterScan
WebProtect for ISA.

e ThellSrunning port number on the computer was changed.

To resolve this problem:

1. Open Windows Explorer and locate the file, /WebProtect/webprot.url.
2. Right-click webprot.url and select Properties.

3. Inthe Web Document tab enter the correct |P address and I1S port
number in the URL text box; then click Apply — OK.
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Configuring Notification Options
To create aerts that indicate the presence of infected files:

1.
2.

6.

From the main menu select Scan Configuration — Notification.

In the Message properties field, enter the email address of the sender and
subject.

Under Notification, check Notify the following and enter the user name of the
recipients using a comma to separate multiple entries.

Type the contents of the message in the Message Text field.
Example

InterScan WebProtect for 1SA has found a virusmalicious codein HTTP
traffic.

Under Notification Server, enter the hostname (or IP address) and SMTP Port
number information.

Click Save to apply your changes.

Selecting Action on Viruses

InterScan WebProtect can be configured to clean, quarantine, delete, or pass afile
when avirusis detected.

To configure the Action on Viruses function of InterScan WebProtect:

1
2.

From the main menu click Scan Configuration — Virus Action.

Specify Clean as the action for WebProtect to take when it detects an infected
file. Thisremoves the virus code from infected files and delivers the files to
the recipient.

Viewing the Server Log

InterScan WebProtect maintains a server log, which keeps a record of the date and
exact time for the following program events:

L10-12

Virus Pattern File updates
Virus Pattern File loading
InterScan WebProtect startup
Inter Scan WebProtect shutdown

To view the server log:

1
2.

From the main menu select Log — View Server Log.

From the View Server Log screen, select View all dates, to see all the logs
available
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Deleting Log Files

Because InterScan WebProtect creates and saves new log data daily, accumul ating
data may eventually consume alot of disk space. If some log files are no longer
needed, delete them manually or automatically.

Deleting Log Files Manually

1. Fromthe main menu select Log — Delete Log. The Log Maintenance
window displays.

2. Under Delete Logs, select All logs.

4. To clear log files for selected dates only, click Specific logs. Next, in the
scrollable list, highlight the log file(s) to delete (click the entries, while holding the
Ctrl key to multiple select).

5. Click Delete to proceed with the deletion. If you change your mind, restore the
previous settings by clicking Restore.

The program will display a message on the screen to verify that the log files were
removed.

Note: Please note that the deleted files will be listed in the Delete Log window
until you refresh it.

Deleting Log Files Automatically

Instead of deleting old log files manually, you can set WebProtect to do it at
regular intervals. Thisfeatureis especially useful if your system handles alarge
volume of file traffic.

To enable automatic log file deletion:

1. Go to the main menu and select Log > Schedule Delete. The Configure
Autodelete window displays.

Check Enable Autodel ete.

In the text box, enter the number of days you want to retain log files before
deleting them. If you enter one (1) in thisfield, the program will save logs for the
current day and the day before. The maximum number of days you can enter is 90.

3. Click Save to save your settings and enable automatic log file deletions.
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Trend Micro Virus Control System

Trend Virus Control System (VCS) isinstalled first on aWindows NT server. Ina
separate installation, agents are deployed to other servers running antivirus
programs. The computers that receive the agents act as clients to the Trend VCS
server. Each group of Trend VCS agents and the server they are registered to
constitute a Trend VCS domain.

Key features of VCSinclude:

L10-14

All Trend products on the network can be configured from the VCS console.
Virus pattern file updates and program upgrades can be centrally deployed.
VCS maintains avirus log of virus events for the entire network.

Users can perform on-demand scans of diskettes, hard drives, and network
drives using the HouseCall feature of VCS.

Communi cation between the VCS server and V CS agents occurs using a secure
HTTP technology. Trend VCS s published by the WWW service of Microsoft [1S
installed on the VCS server.
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Installing the VCS Server

The Trend VCS server installs on aWindows NT computer. This component
provides the user interface (console).

Rev. 2.41

In thislab, you will install Trend VCS on your client computer. This computer
has Microsoft 1S installed, which is a prerequisite for Trend VCS.

Toinstal Trend VCS:

1.

0.

10.

Run tvesser ver setup.exe from the Trend CD or from another directory
specified by the instructor. If you run this program from the CD, it islocated
in the programs\tvcs\english directory.

Trend VCS will prompt you to approve a change in permissions for
interactive and network users. Click Yes.

In the Welcome screen, click Next.
In the Software License Agreement screen, click Yes.

In the Enter User Information screen, enter your name and company. If the
instructor has provided a serial number, enter it. Otherwise, leave the field
blank to install the 30-day trial version. Click Next.

In the Select Database screen, select the Built-in Database option and then
click Next.

In the Trend V CS Password screen, enter and confirm a password, and then
click Next.

The Proxy Information for Pattern Update screen enables you to specify a
proxy server to access the Internet. For thislab, click Next to bypass this step.

Click Next to accept the file destination.
Click Next to accept the default folder. Files will be copied.

During the installation, the WWW Publishing Service will be stopped and
restarted.

L10-15



HP Internet Security and e-Commerce Solutions

Running Trend VCS

Torunthe Trend VCS console:

1. Click Sart — Programs - Trend Virus Control System — Trend VCS
Console. Internet Explorer will launch and the Trend login screen will
display.

Note
Trend VCS can aso be managed through MMC.

; Trend ¥irus Control System - Logon - Microsoft Internet Explorer
j File  Edi

Wiew Go Fawvaorites Help

J’c:-cb-eﬁ

Back Farwerd Stop Fiefresh Home:

Q - @ ¥  H &

Seaich Favoites  Histoy  Charnels | Fullscieen  Print
JAddress ;@ hittp: //client2/tves/E nterPazsword. html j H Links

%.:10-7)
. TREND VIRUS CONTROL SYSTEM

Wersion 1.38

Logonl

Trend Virus Contral System (Trend VO is a Type your password and then
centralized management console for click here to connect to Trend Virus Conirol
coordinating, tracking, and maintaining a System Console.

consistent anti-virus policy across all your
netwotks. It is an especially usefil tool for
complex networks because it enables a single
administrator to manage the configuration,
logging, and scheduling of all anti-winas-
related tasks.

|@ l_l_l_% Local intranet zone =
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2. Enter the password and click the Click here link. The TV CS console displays.

/] Trend Virus Control System - Microsoft Internet Explorer

J File Edt “iew Go Favaoites Help

Jﬁ,cbvefé

Q B @ & H &5

Back Farsand Stop Refrezh Home Search  Favortes  History  Channels | Fullzcreen Frint
| Address [ @] http./client2/tves/S olarPd.exe?AC=EPWD =] | Links
Pattern Update I otification Cuthreak Mert Adminigtration Agent Setup | Uparade
Ghatins [Earfgunatian . 1
il i \TREND ViRuS CONTROL SYSTEM
HemoyE Benier View Log " Because central control is the only virus control

Trend Virus Control
System =

Trend Yirus Control System (Trend WCS) is a
centralized management console for
coordinating, tracking, and maintaining a
consistent anti-wirus policy across all your
networks. It is an especially useful tool for
complex netwarks because it enables a single
administrator to manage the configuration,
logging, and scheduling of all anti-virus-related
tasks.

|@ Applet started ’_ ’_ ’_ 25 Local intranet zone

[
4

From this screen, you can manage the antivirus products running on the
network.
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Installing the VCS Agents

Your firewall server has Trend ServerProtect installed. Y ou can configure the
Trend VCS console to manage ServerProtect by installing agents on your firewall
server.
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An agent isa component of Trend VCS that allows the existing server-based
antivirus programs to communicate with Trend VCS.

To install the agents:

1.

From the computer running ServerProtect (Serverl or Server2), run

TvcsAgentSetup.exe from the CD or from alocation provided by the
instructor. If you are running from the CD, this program isfound in

programs\tvcs\english.

In the Trend VCS Agent Setup Welcome screen, click Next.
Click Yesin the License screen.

In the Select Anti-Virus Product screen, select the option for Anti-virus
products running on Windows NT; then click Next.

The installation program will scan for servers. Double-click the Workgroup
icon.

Highlight Serverl or Server2; then click Add.
Click Next. The Login screen displays.

Enter the Administrator password (if any); then click Log On. The Analyze
Selected Server screen displays.

# Trend YC5 Agent Setup - Analyze Selected Servers [_ ]

00:00:42 &I

Server | Domain | Analysis Status
Bl SERVERZ WORKGROURP  Daone.
ServerProtect for Windows NT

1| | o
Servers checked: 1

Servers with anti-virus software: 1 = Back | hiext = I Exit |
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10.
11.

12.

13.

Notice that the installation program has detected the antivirus software that is
installed on the server. Click Next — Next.

In the Proxy Information screen, click Next.

Inthe Trend VCS Server Information screen, enter the |P address of the
computer running Trend VCS (10.10.10.2 or 11.11.11.2). Click Next.

In the Agent Information screen, enter a site name for the server; then click
Install.

Click OK - Next — Done.
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Verifying Management in Trend VCS

After the agents have been configured, you should be able to view the information
about the server running ServerProtect in the VCS console.

To view server information:

1.

From your client computer, run the Trend VCS console by clicking Sart —
Programs — Trend Virus Control System — Trend VCS Console. The web
browser opens and displays the VCS console.

Double-click theicon in the left pane that represents your Trend VCS

domain.

Highlight the name of the site that displays below the domain. Information
about that site will display in the right pane.

/3 Trend Virus Control System - Microzoft Internet Explorer

J File Edit “ew Go Favoites Help

J G ) AR @ 8 B0 3
Back Fonsard Stop Refresh Home Search Favortes  History  Channels | Fullzcreen Frint
| Addiess @1 hitp: #/client2/tves/S dlarPd EXE AC=PWD =1 | [ tinks

"8 . TREND ves | Pattern Update | Notification
Status Site Pagswaord
Sizar oty [Meploy Patier

FemoveSenver iew Log

Quthreak Aert Administration Agent Setup | Upgrade

L TREND ViIRUS CONTROL SYSTEM

" Because central control is the only virus control

Virus Summary Report
Crganization | Compag

Site HOUSTON

|Pru duct |Vi1us Found

NT

ServerProtect for Windows

:

|T0tal WViruses Found to Date |D

|@ Date

K

l_ l_’_ 2=, Local intranet 2one

Y ou can how administer the site using Trend VCS.
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Lab Review
1. WhatisaServerProtect domain?

2. What isan information server?
3. What isthe benefit of using Trend Micro Virus Control System?
4. What are the two main components of Trend VCS?
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