
  

Annex C

 

Additional Resources

 

This collection of additional resources lists the sources that were used during
the development of this book and provides pointers to additional resources
that may be of interest to the reader. It is organized in three parts: (1) standards,
policy, and regulations; (2) publications; and (3) online resources.

 

C.1 Standards and Regulations

 

This section lists contemporary and historical standards related to various
aspects of information assurance. Given that most national and international
standards are reaffirmed, updated, or withdrawn on a three- to five-year cycle,
for implementation or assessment purposes, one should always verify that one
has the current approved version.

 

American National Standards Institute (ANSI)

 

1. ANSI X3.92-1981, Data Encryption Algorithm (DEA), (reaffirmed 1987).
2. ANSI X3.105-1983, Information Systems: Data Link Encryption, (reaffirmed 1996).
3. ANSI X3.106-1983, Information Systems: Data Encryption Algorithm — Modes of

Operation, (reaffirmed 1996).
4. ANSI X9.8.1-1995, Banking — Personal Identification Number Management and

Security — Part 1: PIN Protection Principles and Techniques.
5. ANSI X9.8.2-1995, Banking — Personal Identification Number Management and

Security — Part 2: Approved Algorithms for PIN Encipherment.
6. ANSI X9.9-1986, Financial Institution Message Authentication (Wholesale), (reaffirmed

1994).
7. ANSI X9.17-1995, Financial Institution Key Management (Wholesale).
8. ANSI X9.19-1996, Financial Institution Retail Message Authentication.
9. ANSI X9.23-1995, Financial Institution Encryption of Wholesale Financial Messages.

10. ANSI X9.24-1992, Financial Services — Retail Management.
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11. ANSI X9.26-1990, Financial Institution Sign-On Authentication for Wholesale Finan-
cial Systems, (reaffirmed 1996).

12. ANSI X9.28-1991, Financial Services — Financial Institution Multiple Center Key
Management (Wholesale).

13. ANSI X9.30.1-1995, Public Key Cryptography Using Irreversible Algorithms for the
Financial Services Industry — Part 1: Digital Signature Algorithms (DSA).

14. ANSI X9.30.2-1995, Public Key Cryptography Using Irreversible Algorithms for the
Financial Services Industry — Part 2.

15. ANSI/NIST-CSL 1-1993, Information Systems — Data Format for the Interchange of
Fingerprint Information.

16. ANSI/IAI 1-1988, Forensic Identification — Automated Fingerprint Identification
Systems — Benchmark Tests of Relative Performance.

17. ANSI/IAI 2-1988, Forensic Identification — Automated Fingerprint Identification
Systems — Glossary of Terms and Acronyms.

 

Canadian*

 

18. CE-1001-STD Rev. 1, Standard for Software Engineering of Safety Critical Software,
CANDU Computer Systems Engineering Centre for Excellence, January 1995.

19. The Canadian Trusted Computer Product Evaluation Criteria (CTCPEC), Canadian
System Security Centre, version 3.0e, 1993.

 

European**

 

20. BS5760 Part 8: Guide to the Assessment of Reliability of Systems Containing
Software, British Standards Institution (BSI), October 1998.

21. BS 7799-1:1999, Information Security Management. Code of Practice for Information
Security Management, British Standards Institute.

22. BS 7799-2:1999, Information Security Management. Specification for Information
Security Management Systems, British Standards Institute.

23. BSI/DISC PD3002:1998, Guide to BS 7799 Risk Assessment and Risk Management,
British Standards Institute.

24. EN 50128:1997, Railway Applications: Software for Railway Control and Protection
Systems, the European Committee for Electrotechnical Standardization (CENELEC).

25. Information Technology Security Evaluation Criteria (ITSEC), Commission of the
European Communities, Provisional Harmonized Criteria, version 1.2, June 1991.

26. Information Technology Security Evaluation Manual (ITSEM), Commission of the
European Communities, 1992.

27. Secure Information Processing versus the Concept of Product Evaluation, Technical
Report ECMA TR/64, European Computer Manufacturer’s Association (ECMA),
December 1993.

28. Space Product Assurance: Policy and Principles, European Space Agency, ECSS-Q-00A,
April 19, 1996.

 

* Engineering Standards, Nuclear Operations Services and Support, Ontario Power Generation,
Inc., MS: H10 F5, 700 University, Toronto, Ontario, Canada M5G 1X6.

** BSI - www.bsi.org.uk.
CENELEC - www.cenelec.be.
ESA - www.estec.esa.nl.
ITSEC - www.itsec.gov.uk.
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29. Space Product Assurance: Quality Assurance, European Space Agency, ECSS-Q-20A,
April 19, 1996.

30. Space Product Assurance: Dependability, European Space Agency, ECSS-Q-30A,
April 19, 1996.

31. Space Product Assurance: Safety, European Space Agency, ECSS-Q-40A, April 19, 1996.
32. Space Product Assurance: Software Product Assurance, European Space Agency,

ECSS-Q-80A, April 19, 1996.
33. Space Product Assurance: Electrical, Electronic, and Electromechanical (EEE) Com-

ponents, European Space Agency, ECSS-Q-60A, April 19, 1996.
34. Space Product Assurance: Materials, Mechanical Parts and Processes, European

Space Agency, ECSS-Q-70A, April 19, 1996.
35. Space Product Assurance: Programme Management, European Space Agency,

ECSS-M-00, April 19, 1996.
36. Space Product Assurance: Guidelines for Software Dependability and Safety Tech-

niques, ECSS-Q-80-3, draft, January 2000.
37. Space Product Assurance: Safety Management, European Space Agency, ECSS-Q-80-4,

draft, January 2000.

 

Institution of Electrical Engineers (IEE)*

 

38. SEMSPLC Guidelines, Safety-Related Application Software for Programmable Logic
Controllers, IEE Technical Guidelines 8:1996.

 

Institute of Electrical and Electronics Engineers (IEEE)**

 

39. IEEE Std. 802.10-1998, Standard for Local and Metropolitan Area Networks: Inter-
operable LAN/MAN Security.

40. IEEE Std. 802.10a-1999, supplement a, Interoperable LAN/MAN Security: Architec-
ture framework.

41. IEEE Std. 802.10c-1998, supplement c, Interoperable LAN/MAN Security: Key
Management.

42. ANSI/IEEE Std. 982.1-1989, Standard Dictionary of Measures to Produce Reliable
Software.

43. ANSI/IEEE Std. 982.2-1989, Guide for the Use of IEEE Standard Dictionary of
Measures to Produce Reliable Software.

44. IEEE Std. 610.12-1990, Glossary of Software Engineering Terms.
45. IEEE Std. 1363-2000, Standard Specifications for Public Key Cryptography.
46. IEEE Std. 1402-2000, Guide for Electric Power Substations Physical and Electronic

Security.
47. IEEE Std. 1490-1998, Guide to the Project Management Body of Knowledge,

Adoption of Project Management Institute standard.
48. IEEE P1540/D10.0, Standard for Lifecycle Processes — Risk Management, December

2000.
49. IEEE P2002, Recommended Practice for Information Technology — Internet Security

Practices, (draft) January 2000.

 

* IEE Standards are available from: IEE, P.O. Box 96, Stevenage, Herts SG1 25D, U.K.
** IEEE Standards are available from: http://standards.ieee.org.
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International*

 

50. CCITT Recommendation X.509, version 3, The Directory — Authentication Frame-
work, Consultation Committee International Telephone and Telegraph, June 1996.

51. CCITT Recommendation X.800, Security Architecture for Open Systems Intercon-
nection for CCITT Applications, Consultation Committee International Telephone
and Telegraph, 1991.

52. Common Criteria for Information Technology (IT) Security Evaluation, version 2.0,
Common Criteria Editing Board (CCEB), May 1998.

53. Development Guidelines for Vehicle Based Software, The Motor Industry Software
Reliability Association (MISRA

 

™

 

), November 1994.
54. Guidelines for the Security of Information Systems, Organization for Economic

Cooperation and Development (OECD), November 1992.
55. IEC 300-2, Dependability Management — Part 2: Dependability Programme Elements

and Tasks.
56. IEC 300-3-9(1995-12), Dependability Management — Part 3: Application Guide —

Section 9: Risk Analysis of Technological Systems.
57. IEC 601-1-4(1996-06), Medical Electrical Equipment — Part 1: General Requirements

for Safety — 4. Collateral Standard: Programmable Electrical Medical Systems.
58. ISO/IEC 15026(1998-04), Information Technology — System and Software Integrity

Levels.
59. IEC 60812(1985), Analysis Techniques for System Reliability — Procedure for Failure

Modes Effects Analysis (FMEA).
60. IEC 60880(1986-09), Software for Computers in Safety Systems of Nuclear Power

Stations.
61. IEC 61025(1990), Fault Tree Analysis (FTA).
62. IEC 61078(1991), Analysis Techniques for Dependability — Reliability Block Diagram

Method.
63. IEC 61508-1(1998-12), Functional Safety of Electrical/Electronic/Programmable

Electronic Safety-Related Systems — Part 1: General Requirements.
64. IEC 61508-2(2000-05), Functional Safety of Electrical/Electronic/Programmable

Electronic Safety-Related Systems — Part 2: Requirements for Electrical/Electronic/
Programmable Electronic Safety-Related Systems.

65. IEC 61508-3(1998-12), Functional Safety of Electrical/Electronic/Programmable
Electronic Safety-Related Systems — Part 3: Software Requirements.

66. IEC 61508-4(1998-12), Functional Safety of Electrical/Electronic/Programmable
Electronic Safety-Related Systems — Part 4: Definitions and Abbreviations of Terms.

67. IEC 61508-5(1998-12), Functional Safety of Electrical/Electronic/Programmable
Electronic Safety-Related Systems — Part 5: Examples of Methods for the Deter-
mination of Safety Integrity Levels.

68. IEC 61508-6(2000-04), Functional Safety of Electrical/Electronic/Programmable
Electronic Safety-Related Systems — Part 6: Guidelines on the Application of
Parts 2 and 3.

69. IEC 61508-7(2000-03), Functional Safety of Electrical/Electronic/Programmable
Electronic Safety-Related Systems — Part 7: Overview of Techniques and Measures.

70. ISO/IEC 2382-2(1998-11) edition 2.0, Information Technology — Vocabulary —
Part 8: Security.

 

* IEC - www.iec.ch.
MISRA - www.misra.org.uk.
OECD - www.oecd.org.
RTCA - RTCA, Inc., 1140 Connecticut Avenue NW, Suite 1020, Washington, D.C. 20036-4001, USA.
SAE - www.sae.org.
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71. ISO/IEC 7498-2(1989-12), Information Processing Systems — Open Systems Inter-
connection — Basic Reference Model — Part 2: Security Architecture.

72. ISO/IEC 9579(2000-03), Information Technology — Remote Database Access for
SQL with Security Enhancement.

73. ISO/IEC 9594-8(1995-09), Information Technology — Open Systems Interconnection
— The Directory: Authentication Framework; 2nd ed.

74. ISO/IEC 9796(1991-09), Information Technology — Security Techniques — Digital
Signature Scheme Giving Message Recovery.

75. ISO/IEC 9796-2(1997-09), Information Technology — Security Techniques — Digital
Signature Scheme Giving Message Recovery, Part 2: Mechanism Using a Hash
Function.

76. ISO/IEC 9796-3(2000-05), Information Technology — Security Techniques — Digital
Signature Scheme Giving Message Recovery, Part 3: Discrete Logarithm Based
Mechanisms.

77. ISO/IEC 9797(1994-04), Information Technology — Security Techniques — Data
Integrity Mechanisms Using a Cryptographic Check Function Employing a Block
Cipher Algorithm.

78. ISO/IEC 9797-1(1999-12), Information Technology — Security Techniques — Message
Authentication Codes (MACs) — Part 1: Mechanism Using a Block Cipher.

79. ISO/IEC 9798-1(1997-08), Information Technology — Security Techniques — Entity
Authentication Mechanisms — Part 1: General Model.

80. ISO/IEC 9798-2(1999-07), Information Technology — Security Techniques — Entity
Authentication Mechanisms — Part 2: Mechanisms Using Symmetric Encipherment
Algorithms.

81. ISO/IEC 9798-3(1998-10), Information Technology — Security Techniques — Entity
Authentication Mechanisms — Part 3: Mechanisms Using Digital Signature Techniques.

82. ISO/IEC 9798-4(1999-12), Information Technology — Security Techniques — Entity
Authentication Mechanisms — Part 4: Mechanisms Using a Cryptographic Check
Function.

83. ISO/IEC 9798-5(1999-03), Information Technology — Security Techniques — Entity
Authentication Mechanisms — Part 5: Mechanisms Using Zero Knowledge Techniques.

84. ISO/IEC 9979(1999-03), Information Technology — Security Techniques — Procedures
for the Registration of Cryptographic Algorithms.

85. ISO/IEC 10116(1997-04), Information Technology — Security Techniques — Modes
of Operation for an n-bit Block Cipher.

86. ISO/IEC 10118-1(2000-06), Information Technology — Security Techniques — Hash
Functions — Part 1: General.

87. ISO/IEC 10118-2(1994-10), Information Technology — Security Techniques — Hash
Functions — Part 2: Hash Functions Using an n-bit Block Cipher Algorithm.

88. ISO/IEC 10118-3(1998-06), Information Technology — Security Techniques — Hash
Functions — Part 3: Dedicated Hash Functions.

89. ISO/IEC 10118-4(1998-06), Information Technology — Security Techniques — Hash
Functions — Part 4: Hash Functions Using Modular Arithmetic.

90. ISO/IEC 10164-7(1992-05), Information Technology — Open Systems Interconnection
— Systems Management: Security Alarm Reporting Function.

91. ISO/IEC 10164-8(1993-06), Information Technology — Open Systems Interconnection
— Systems Management: Security Audit Trail Function.

92. ISO/IEC 10164-9(1995-12), Information Technology — Open Systems Interconnection
— Systems Management: Objects and Attributes for Access Control.

93. ISO/IEC 10181-1(1996-08), Information Technology — Open Systems Interconnection
— Security Framework for Open Systems: Overview.

94. ISO/IEC 10181-2(1996-05), Information Technology — Open Systems Interconnection
— Security Framework for Open Systems: Authentication Framework.
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95. ISO/IEC 10181-3(1996-09), Information Technology — Open Systems Interconnection
— Security Framework for Open Systems: Access Control Framework.

96. ISO/IEC 10181-4(1997-04), Information Technology — Open Systems Interconnection
— Security Framework for Open Systems: Non-Repudiation Framework.

97. ISO/IEC 10181-5(1996-09), Information Technology — Open Systems Interconnection
— Security Framework for Open Systems: Confidentiality Framework.

98. ISO/IEC 10181-6(1996-09), Information Technology — Open Systems Interconnection
— Security Framework for Open Systems: Integrity Framework.

99. ISO/IEC 10181-7(1996-08), Information Technology — Open Systems Interconnection
— Security Framework for Open Systems: Security Audit and Alarm Framework.

100. ISO/IEC 10736(1995-04), Information Technology — Telecommunications and Infor-
mation Exchange Between Systems — Transport Layer Security Protocol (TLS).

101. ISO/IEC 10745(1995-08), Information Technology — Open Systems Interconnection
— Upper Layers Security Model.

102. ISO/IEC 11577(1995-05), Information Technology — Open Systems Interconnection
— Network Layer Security Protocol (NLS).

103. ISO/IEC 11586-1(1996-06), Information Technology — Open Systems Interconnection
— Generic Upper Layers Security: Overview, Models, and Notation.

104. ISO/IEC 11586-2(1996-06), Information Technology — Open Systems Interconnection
— Generic Upper Layers Security: Security Exchange Service Element (SESE) service
definition.

105. ISO/IEC 11586-3(1996-06), Information Technology — Open Systems Interconnection
— Generic Upper Layers Security: Security Exchange Service Element (SESE) Protocol
Specification.

106. ISO/IEC 11586-4(1996-06), Information Technology — Open Systems Interconnection
— Generic Upper Layers Security: Protecting Transfer Syntax Specification.

107. ISO/IEC 11770-1(1997-01), Information Technology — Security Techniques — Key
Management — Part 1: Framework.

108. ISO/IEC 11770-2(1996-04), Information Technology — Security Techniques — Key
Management — Part 2: Mechanisms Using Symmetric Techniques.

109. ISO/IEC 11770-3(1999-11), Information Technology — Security Techniques — Key
Management — Part 3: Mechanisms Using Asymmetric Techniques.

110. ISO/IEC 13335-1(1997-01), Information Technology — Guidelines for the Management
of IT Security — Part 1: Concepts and Models for IT Security.

111. ISO/IEC 13335-2 (1998-01), Information Technology — Guidelines for the Management
of IT Security — Part 2: Managing and Planning IT Security.

112. ISO/IEC 13335-3 (1998-06), Information Technology — Guidelines for the Management
of IT Security — Part 3: Techniques for the Management of IT Security.

113. ISO/IEC 13335-4 (2000-3), Information Technology — Guidelines for the Management
of IT Security — Part 4: Selection of Safeguards.

114. ISO/IEC 13888-1(1997-12), Information Technology — Security Techniques —
Non-repudiation — Part 1: General.

115. ISO/IEC 13888-2(1998-04), Information Technology — Security Techniques —
Non-repudiation — Part 2: Mechanisms Using Symmetric Techniques.

116. ISO/IEC 13888-3(1997-12), Information Technology — Security Techniques —
Non-repudiation — Part 3: Mechanisms Using Asymmetric Techniques.

117. ISO/IEC 14888-1(1999-12), Information Technology — Security Techniques — Digital
Signature with Appendix, Part 1: General.

118. ISO/IEC 14888-2(1999-12), Information Technology — Security Techniques — Digital
Signature with Appendix, Part 2: Identity-Based Mechanisms.

119. ISO/IEC 14888-3(1999-12), Information Technology — Security Techniques — Digital
Signature with Appendix, Part 3: Certificate-Based Mechanisms.
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120. ISO/IEC 15408-1(1999-12), Information Technology — Security Techniques —
Common Criteria for IT Security Evaluation (CCITSE) — Part 1: General Model.

121. ISO/IEC 15408-2(1999-12), Information Technology — Security Techniques —
Common Criteria for IT Security Evaluation (CCITSE) — Part 2: Security Functional
Requirements.

122. ISO/IEC 15408-3(1999-12), Information Technology — Security Techniques —
Common Criteria for IT Security Evaluation (CCITSE) — Part 3: Security Assurance
Requirements.

123. ISO/IEC 17799(2000-12), Information Technology — Code of Practice for Information
Security Management.

124. JA 1002, Software Reliability Program Standard, Society of Automotive Engineers
(SAE), 1998.

125. RTCA/DO-178B: Software Considerations in Airborne Systems and Equipment
Certification, Requirements and Technical Concepts in Aviation, Inc., December 1,
1992.

 

National Aeronautics and Space Administration (NASA)*

 

126. NASA-STD-8719.13A, Software Safety, NASA Technical Standard, September 15, 1997.
127. NASA GB-1740.13.96, Guidebook for Safety-Critical Software — Analysis and Develop-

ment, NASA Glenn Research Center, Office of Safety and Mission Assurance, 1996.

 

North Atlantic Treaty Organization (NATO)

 

128. Commercial Off-the-Shelf (COTS) Software Acquisition Guidelines and COTS Policy
Issues, Communications and Information Systems Agency, NATO, January 10, 1996,
1st revision.

 

U.K. Ministry of Defence (MoD)**

 

129. DEF STAN 00-55: Requirements for Safety Related Software in Defence Equipment,
Part 1: Requirements, U.K. Ministry of Defence (MoD), August 1, 1997.

130. DEF STAN 00-55: Requirements for Safety Related Software in Defence Equipment,
Part 2: Guidance, U.K. Ministry of Defence (MoD), August 1, 1997.

131. DEF STAN 00-41/Issue 3, Reliability and Maintainability, MoD Guide to Practices
and Procedures, U.K. Ministry of Defence (MoD), June 25, 1993.

132. DEF STAN 00-42/Issue 1, Reliability and Maintainability Assurance Guides, Part 2:
Software, U.K. Ministry of Defence (MoD), September 1, 1997.

133. DEF STAN 00-58: HAZOP Studies on Systems Containing Programmable Electronics,
Part 1: Requirements, U.K. Ministry of Defence (MoD), (interim) July 26, 1996.

134. DEF STAN 00-58: HAZOP Studies on Systems Containing Programmable Electronics,
Part 2: Guidance, U.K. Ministry of Defence (MoD), (interim) July 26, 1996.

 

* NASA standards are available from: www.ivv.nasa.gov or www.gsfc.nasa.gov.
** MoD Standards are available from: www.mod.uk.
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U.S. Department of Defense (DoD)*

 

135. CSC-STD-001-83, Trusted Computer System Evaluation Criteria (TCSEC), National
Computer Security Center, U.S. Department of Defense, August 15, 1983.

136. CSC-STD-003-85, Guidance for Applying the Trusted Computer System Evaluation
Criteria in Specific Environments, National Computer Security Center, U.S. Department
of Defense, June 1985.

137. CSC-STD-004-85, Technical Rationale Behind CSC-STD-003-83, National Computer
Security Center, U.S. Department of Defense, 1985.

138. CSC-EPL-85/001, Final Evaluation Report of SCOMP (Secure Communications
Processor) STOP Release 2.1, U.S. Department of Defense, September 23, 1985.

139. DDS-2600-6243-91, Compartmented Mode Workstation Evaluation Criteria, Defense
Intelligence Agency (DIA), U.S. Department of Defense, version 1, 1991.

140. DOD 5200.28-M, ADP Computer Security Manual — Techniques and Procedures
for Implementing, Deactivating, Testing, and Evaluating Secure Resource-Sharing
ADP Systems, with 1st amendment, U.S. Department of Defense, June 25, 1979.

141. DOD-5200.28-STD, Trusted Computer System Evaluation (TCSEC), National Computer
Security Center, U.S. Department of Defense, December 1985.

142. Information Assurance: Legal, Regulatory, Policy and Organizational Considerations,
3rd ed., Joint Chiefs of Staff, U.S. Department of Defense, September 17, 1997.

143. MIL-STD-882D, Mishap Risk Management (System Safety), U.S. Department of
Defense (DoD) Standard Practice, (draft) October 20, 1998.

144. NCSC-TG-005 version 1, Trusted Network Implementation of the Trusted Computer
System Evaluation Criteria, National Computer Security Center, U.S. Department of
Defense, July 1987.

145. NCSC-TG-011 version 1, Trusted Network Interpretation (TNI), National Computer
Security Center, U.S. Department of Defense, August 1, 1990.

146. NCSC-TG-021 version 1, Trusted Database Management System Interpretation of
the Trusted Computer System Evaluation Criteria, National Computer Security Center,
U.S. Department of Defense, April 1991.

147. NCSC-TG-025 version 2, A Guide to Understanding Data Remembrance in Automated
Information Systems, National Computer Security Center, U.S. Department of Defense,
September 1991.

148. Systems Security Engineering Capability Maturity Model (SSE-CMM), version 2.0,
April 1, 1999.

149. SSE-CMM Appraisal Method, version 2.0, April 16, 1999.
150. PKI Roadmap for the U.S. Department of Defense, December 13, 1999.
151. X.509 Certificate Policy (CP) for the U.S. Department of Defense, version 5.0,

December 13, 1999.
152. Information Assurance Technical Framework (IATF), National Security Agency IA

Solutions Technical Directors, Release 3.0, September 2000.

 

U.S. National Institute of Standards and Technology (NIST)**

 

153. FIPS PUB 46-3, Data Encryption Standard (DES), National Institute of Standards and
Technology, U.S. Department of Commerce, November 1999.

154. FIPS PUB 71, Key Management Using X9.17, National Institute of Standards and
Technology, U.S. Department of Commerce, April 1992.

 

* DoD standards are available from: www.dodssp.daps.mil.
** FIPS PUBs are available from http://www.csrc.nist.gov.
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155. FIPS PUB 74 (Parts 1–3), Guidelines for Implementing and Using the NBS Data
Encryption Standard, National Bureau of Standards, U.S. Department of Commerce,
April 1981.

156. FIPS PUB 81, DES Modes of Operation, National Bureau of Standards, U.S. Department
of Commerce, December 1980.

157. FIPS PUB 102, Guidelines for Computer Security Certification and Accreditation,
National Bureau of Standards, U.S. Department of Commerce, September 1983.
(

 

Note:

 

 This is currently being rewritten by NIST.)
158. FIPS PUB 112, Password Usage, National Bureau of Standards, U.S. Department of

Commerce, May 1985.
159. FIPS PUB 113, Computer Data Authentication, National Bureau of Standards, U.S.

Department of Commerce, May 1985.
160. FIPS 140-2, Security Requirements for Cryptographic Modules, National Institute of

Standards and Technology, U.S. Department of Commerce, (draft) November 1999.
161. FIPS PUB 171, Key Management Using ANSI X9.17, National Institute of Standards

and Technology, U.S. Department of Commerce, April 1992.
162. FIPS PUB 180-1, Secure Hash Standard, National Institute of Standards and

Technology, U.S. Department of Commerce, April 1995.
163. FIPS PUB 181, Automated Password Generator, National Institute of Standards and

Technology, U.S. Department of Commerce, October 1993.
164. FIPS PUB 185, Escrowed Encryption Standard, National Institute of Standards and

Technology, U.S. Department of Commerce, February 1994.
165. FIPS PUB 186-2, Digital Signature Standard (DSS), National Institute of Standards

and Technology, U.S. Department of Commerce, February 2000.
166. FIPS PUB 188, Standard Security Labels for Information Transfer, National Institute

of Standards and Technology, U.S. Department of Commerce, September 1994.
167. FIPS PUB 190, Guideline for the Use of Advanced Authentication Technology

Alternatives, National Institute of Standards and Technology, U.S. Department of
Commerce, September 1994.

168. FIPS 191, Guideline for the Analysis of Local Area Network Security, National Institute
of Standards and Technology, U.S. Department of Commerce, November 1994.

169. FIPS PUB 196, Entity Authentication Using Public Key Cryptography, National Institute
of Standards and Technology, U.S. Department of Commerce, February 1997.

170. Clipper Chip Technology, National Institute of Standards and Technology, U.S.
Department of Commerce, April 1993.

171. Capstone Chip Technology, National Institute of Standards and Technology, U.S.
Department of Commerce, April 1993.

172. Federal Criteria for Information Technology (IT) Security, version 1.0, National
Institute of Standards and Technology, U.S. Department of Commerce, 1992.

173. Report on the Development of the Advanced Encryption System (AES), National
Institute of Standards and Technology, U.S. Department of Commerce, October 2000.

174. SP 800-25 Federal Agency Use of Public Key Technology for Digital Signatures and
Authentication, National Institute of Standards and Technology, U.S. Department of
Commerce, October 2000.

175. SP 800-24, PBX Vulnerability Analysis: Finding Holes in Your PBX Before Someone
Else Does, National Institute of Standards and Technology, U.S. Department of
Commerce, October 2000.

 

U.S. Laws and Regulations*

 

176. Critical Foundations: Protecting America’s Infrastructures, The Report of the President’s
Commission on Critical Infrastructure Protection, No. 040-000-00699-1, October 1997.
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177. Cyberspace Electronic Security Act (CESA) of 1999.
178. National Information Infrastructure Protection Act of 1996, Title 18 USC Section 1030.

 

Commercial Standards

 

179. PKCS #1 v2.1: RSA Cryptography Standard.
180. PKCS #3: Diffie-Hellman Key-Agreement Standard.
181. PKCS #5 v2.0: Password-Based Cryptography Standard.
182. PKCS #6: Extended-Certificate Syntax Standard.
183. PKCS #7: Cryptographic Message Syntax Standard.
184. PKCS #8: Private-Key Information Syntax Standard.
185. PKCS #9 v2.0: Selected Object Classes and Attribute Types.
186. PKCS #10 v1.7: Certification Request Syntax Standard.
187. PKCS #11 v2.11: Cryptographic Token Interface Standard.
188. PKCS #12 V1.0: Personal Information Exchange Syntax.
189. PKCS #13: Elliptic Curve Cryptography Standard.
190. PKCS #15: Conformance Profile Specification.
191. PKCS #15 v1.1 Cryptographic Token Information Syntax Standard.
192. STR-SECURITY-01.00, ATM Security Specification, The ATM Forum Technical

Committee, version 1.0, December 1997.

 

C.2 Publications

 

193. Ackerman, R., Security agency transitions from backer to participant, 

 

SIGNAL

 

,
October 1999, 23–25.

194. Ackerman, R., Hidden hazards menace U.S. information infrastructure, 

 

SIGNAL

 

,
August 1999, 17–20.

195. Ackerman, R., German firm aims antennas at security communications, 

 

SIGNAL

 

,
August 1999, 75–77.

196. Ackerman, R., Justice Department readies infrastructure defense plans, 

 

Information
Assurance Series

 

, AFCEA International Press, 1998, 4–31.
197. Ackerman, R., Europe seeks overarching view of information war, 

 

Information
Assurance Series

 

, AFCEA International Press, 1998, 15–16.
198. Ackerman, R., Government-industry gridlock hampers information security, 

 

Information
Assurance Series

 

, AFCEA International Press, 1998, 25–27.
199. Adams, C. and Lloyd, S., 
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C.3 Online Resources
The following online resources, which were accurate at the time of writing, provide
current information about a variety of issues related to information assurance.

447. http://csrc.nist.gov/cryptval; information about NIST cryptographic validation program.
448. http://csrc.nist.gov/welcome.html; NIST computer security clearinghouse.
449. http://java.sun.com/forum/securityforum.html; Java™ security information.
450. http://members.xoom.com/_xoom/InfoSysSec/index.html; computer, network, tele-

communications and physical security information from Algonquin College.
451. http://niap.nist.gov; information about NIAP program and firewall testing.
452. http://service.symantec.com; commercial virus protection products (Norton) and

latest virus news.
453. http://web.mit.edu/kerberos/www/index.html; official Kerberos Web page.
454. safety-critical@cs.york.ac.uk; software safety discussion group, send e-mail to join.
455. www.acm.org; ACM Risks Forum.
456. www.afiwc.aia.af.mil; USAF Information Warfare Center.
457. www.agena.co.uk; BBN articles and tutorials, risk management research.
458.
459. www.biometrics.org; Biometric Consortium Web site.

 www.asisonline.com; American Society of Industrial Security.

AU1163-AnnexC-Frame  Page 371  Tuesday, September 11, 2001  7:43 AM

© 2002 by CRC Press LLC

http://csrc.nist.gov/cryptval
http://csrc.nist.gov/welcome.html
http://java.sun.com/forum/securityforum.html
http://niap.nist.gov
http://service.symantec.com
http://web.mit.edu/kerberos/www/index.html
http://www.acm.org
http://www.agena.co.uk
http://www.biometrics.org


460. www.cert.org; CMU SEI Computer Emergency Response Team Coordination Center
studies Internet security vulnerabilities, provides incident response services, pub-
lishes security alerts, researches security and survivability in wide-area computing.

461. www.certicom.com; cryptography white papers.
462. www.configate.com; biometric authentication through voice verification.
463. www.counterpane.com; cryptography newsletter and related information.
464. www.cerias.purdue.edu; Center for Education and Research in Information Assurance

and Security.
465. www.csrc.nist.gov/encryption/aes; information about advanced encryption standard

(AES).
466. www.cybersafe.com; commercial distributor of Kerberos.
467. www.epic.org; Electronic Privacy Information Center.
468. www.fbi.gov/nipc/index.htm; U.S. National Infrastructure Protection Center.
469. www.fedcirc.gov; Computer Incident Response Center for U.S. federal government.
470. www.gocsi.com; Computer Security Institute Web site.
471. www.iatf.net/; Information Assurance Technical Framework Forum.
472. www.htcn.org/; High Tech Crime Network.
473. www.hugin.com; automated BBN tool.
474. www.ibia.org; International Biometric Industry Association Web site.
475. www.ietf.org; Internet Engineering Task Force Web site.
476. www.iss.net; Internet Security Systems.
477. www.jedefense.com; Journal of Electronic Defense.
478. www.kerberos.isi.edu; Kerberos information.
479. www.mcafee.com; commercial virus protection products and latest virus news.
480. www.microsoft.com/security; information about security features, security alerts, and

patches to operating systems.
481. www.netscape.com/eng/ssl3; SSL information.
482. www.nsi.org; National Security Institute’s security resources.
483. www.omg.org; CORBA information and specifications.
484. www.pccip.gov; (U.S.) President’s Commission on Critical Infrastructure Protection.
485. www.privacy.org; Internet Privacy Coalition.
486. www.protonworld.com; joint venture that is developing an open smart card standard.
487. www.psycom.net/iwar.1.html; Institute for the Advanced Study of Information Warfare.
488. www.radium.ncsc.mil/tpep/library/ccitse/ccitse.html; information about the Common

Criteria for IT Security Evaluation (CCITSE).
489. www.rsa.com; RSA Data Security.
490. www.rvs.uni-bielefeld.de; why–because analysis home page, commercial aviation

safety Web site.
491. www.safety-club.org.uk; Web site of Safety-Critical Systems Club and Software

Reliability and Metrics Club, sponsored by the Centre for Software Reliability.
492. www.sans.org; System Administration, Networking and Security Institute.
493. www.setco.org; SET Secure Electronic Transaction specification, version 1.0, May 31,

1997.
494. www.spa.org; Software Publishers Association.
495. www.symantec.com/avcenter; Symantec antivirus research center.
496. www.system-safety.org; Web site of System Safety Society.
497. www.terrorism.com/infowar/index.html; the Terrorism Research Center.
498. www.tis.com; Trust Information Systems, Inc.
499. www.verisign.com; VeriSign Corporation.
500. www.sse-cmm.org/librarie.htm; latest information about SSE-CMM.
501. www.issea.org; latest information about SSE-CMM.
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