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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Web Security Field Guide provides you with hands-on, proven solutions to help patch the most
common vulnerabilities of Windows(r) web servers and browsers within the context of an end-toend network security architecture. Avoiding conceptual discussions of underlying technologies,
the book spends little time discussing how each application works. Using plain language and lots
of step-by-step examples, the book instead focuses on helping you secure your web servers and
prevent the majority of network attacks. Divided into five parts, the book opens with an
overview of essential background information and helps you establish working network security
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can radically improve the security of your Internet business solutions, Web Security Field Guide
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is a practical
tool that can help ensure the integrity and security of your business-critical
applications.
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Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
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Evaluate the pros and cons of installing a certificate server and becoming your own
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Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Introduction
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Focus of the Book
The focus is on what to do and how to do it, rather than on how it works. Readers of this book
will be administrators who have security responsibility without enough dedicated time and
training to do the job properly. These readers need solutions rather than theory. This book
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Audience
The main audience for this book is the network administrator who has responsibility for many
separate aspects of a company's network—the kind of job that might be held by several people
at a larger company. It was written assuming that the audience members would rather learn
•
Table
of Contents
how than why.
Many
of the technical topics are treated with just enough information to make the
•
Index
tutorial parts make sense.
Web Security Field Guide
BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Command Syntax Conventions
The conventions used to present command syntax in this book are the same conventions used in
theIOS Command Reference. The IOS Command Reference describes these conventions as
follows:
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Vertical bars (|) separate alternative, mutually exclusive elements.
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Square brackets [ ] indicate optional elements.
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Braces { } indicate a required choice.
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Boldface indicates commands and keywords that are entered literally as shown. In actual
configuration examples and output (not general command syntax), boldface indicates
commands that are manually input by the user (such as a show command).
Italics indicate arguments for which you supply actual values.
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Icons Used in This Book
Throughout this book, you will see a number of icons used to designate Cisco and general
networking devices, peripherals, and other items. The icon legend that follows explains what
these
icons represent.
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Part I: The Fundamentals of Web Security
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The most secure computer in the world would be one that is fully configured, then
unplugged, encased in plastic, and placed in a bank vault. It would also be the most
useless Table
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in the world. As someone responsible for keeping that computer secure,
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two
things in mind:
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First—Everything you do to increase the usability of that computer lowers its security .
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Second—That trade off is not one-for-one. Some actions lower security a little but
usability a lot. Others lower security a lot but raise usability only a little. Your
Publisher:raise
Cisco Press
job
is
to willingly
Pub Date: November
08, 2002 do the former and adamantly resist the latter. In this part, you fill in
some
blanks
that you might have with regard to data communication functions, and
ISBN: 1-58705-092-7
you learn about security policies.
Pages: 608

Chapter 1 Essential Information for Web Security Administrators
Chapter 2 Security Policies
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Chapter 1. Essential Information for Web
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Two Internetworking Models
Someone once said, "The only thing worse than no standards is two standards." As you've
undoubtedly observed, the world of data communications has an overabundance of cases where
two (or three, or more) standards apply to the same process. Sometimes, it makes sense:
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Ring are two standards for passing data on a medium, and each has
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advantages and disadvantages when compared to the other. Sometimes, multiple standards
Web
Guide
don'tSecurity
make Field
sense:
Frame Relay has three slightly different Link Management Interface (LMI)
types—the
correct one to use depends on which company made the switch (and wrote its
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software).
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NOTE
Hands-on
techniques for securing Windows(r) servers, browsers, and network communications.
Almost all technical books and courses discuss (or at least refer to) the OSI reference
model
its layers.
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industry,
even though
the
model
is predominant,
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effective
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forTCP/IP
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in and
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to
refer
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the
TCP/IP
model
as
having
layers,
rather
than using
security- conscious environment
the more correct term, levels. This book follows the industry practice.
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OSI Reference Model

Improve security at the end user's workstation, including web browsers, desktops, and
The International
Organization for Standardization (ISO) developed and promulgated the Open
laptops
Standards for Interconnection (OSI) reference model. The OSI reference model has seven layers,
Evaluate
the pros and
cons1-1.
of installing a certificate server and becoming your own
as listed
and described
in Table
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists

Table 1-1. OSI Reference Model Layers
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Number Name

Description

7

Application

Communications programs operate here. Some, such as FTP and DHCP,
are part of the TCP/IP protocol suite.

6

Presentation Controls the format of the message. For example, conversions from
ASCII to EBCDIC would occur here. So, too, would encryption and
decryption and compression and expansion.
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Session
Manages the overall communications process and logging in. An
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example is a TCP session, including everything from the first SYN, to
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the data in between, to the final FIN. Early days of remote terminal
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access also included checkpoint and restart.

5
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Transport

End-to-end integrity is this layer's responsibility. The idea here was to
provide host-to-host integrity checking at this layer. (Lower layers
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Create effective security policies and establish rules for operating in and maintaining a
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and AppleTalk
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Windows
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Improve
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Model
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and
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your some
own of the
OSI layer
functions
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Table
1-2
lists
the
layers
and
their
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Certification Authority
along with a comparison to the OSI model.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date

Table 1-2. TCP/IP Model Layers and Functions

Learn to engage end users as part of the overall network security solution
Layer Name Function
While the Internet has transformed and improved the way we do business, this vast network and
its
associated technologies
opened
thebut
door
to an increasing
number and
of security
Application
Same as inhave
the OSI
model,
includes
OSI presentation
sessionthreats.
layer
The challenge forresponsibilities
successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
Transport
End-to-end communications, like OSI's transport layer; adds the capability to
performance or scalability. The more reliant organizations become on the Internet to perform
address different applications and processes with port numbers
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as
Cisco SystemsCorresponds
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in using layer;
the Internet
conduct business,
sonodes
too is it a
Internet
the OSI network
uses IPtoaddresses
to identify
market leader in the development and sale of products and technologies that protect data
Network
Same as OSI's data link layer
traveling across the Internet. Yet a network security solution is only as strong as its weakest
Interface
link. Network attacks can occur at any point, including the network connection, the firewall, the
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server,
or the
client.
the defenses
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is key to
creating an
Unlike
the OSI
model,
theHardening
Internet model
has no at
definition
ofpoints
the physical
layer.
effective, all-encompassing network security solution.

This model also defines the objects passed between the layers. Figure 1-1 presents the
definitions in context.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Although
thesesecurity
terms are
not end
officially
by the including
OSI, theyweb
are browsers,
commonly desktops,
used along
with
Improve
at the
user'sdefined
workstation,
and
both the
OSI reference model and the TCP/IP model layer names. To use OSI terminology, the
laptops
data link layer receives frames from the physical layer and passes datagrams to the network
layer.Evaluate
The network
the pros
layer,
and
in cons
turn,of
gives
installing
packets
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to the transport
server layer,
and becoming
and the term
your message
own
is
used Certification
at Layers 5, 6,
Authority
and 7.
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Learn with
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industry
PIX conventions,
Firewall and Cisco
all reference
IOS Firewall
to layers
architecture
in the book
andare
how
based
to apply
on the
Cisco
OSI
reference
standard
model.
and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Headers
As data passes down the stack from one layer to the next, a header with a format specific to that
layer is added until the frame with all its headers and the data is transmitted. Each layer
examines and removes its header as the packet works its way up the stack. Eventually, the data
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The next several sections look at headers in detail.
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The IEEE
made
Pages:
608 a modification to this layer, splitting it into two halves. The lower half, known as
the Media Access Control (MAC) sublayer, looks at every frame captured by the physical layer
and discards most of them. It retains only those frames addressed to the specific machine on
which it is running, to multicasts for which it is a group member, or broadcasts. The MAC layer
then hands it off to the Logical Link Control (LLC) layer for further processing, including
eventually handing off the datagram to the appropriate network layer protocol.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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revised to become Ethernet II, but the header was not changed during the revision. Table 1-3
Understand secure installation options for Windows web servers and how to enhance
shows the three fields in the header.
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
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cons of installing
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andLink
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Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
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standard and extended access lists
Discover ways to test the current state of security and keep it up to date
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number
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"the
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online at
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www.iana.org/assignments. The Ethernet type codes are listed there. Three that
are used
in the
The
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for
successful,
public
web
sites
is
to
encourage
access
to
the
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while
eliminating
examples that follow are hexadecimal values 0x0800, 0x0806, and 0x8136, which mean IP, ARP,
undesirable
or malicious traffic and to provide sufficient levels of security without constraining
and IPX, respectively.
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling
across the Internet. Yet a network security solution is only as strong as its weakest
NOTE
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server,
or prefix
the client.
the defenses
all these hexadecimal
points is key numbers
to creating
Using the
0x isHardening
common practice
when at
presenting
in an
print.
effective, all-encompassing network security solution.

When a frame arrives, the data link header is examined and removed, and the resulting
datagram is handed off to the proper network layer process. If, for example, the type code were
0x0800, IP would get it. Similarly, type 0x0806 frames would go to ARP, and type 0x8136
frames would go to IPX. Scores of defined numbers exist, but most of them are assigned to
companies that no longer exist and are unused.
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IEEE 802
workingfor
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in February
1980)browsers,
took on the
of standardizing
Hands-on
techniques
securing
Windows(r)
servers,
andtask
network
communications.
network communications. To that end, they subdivided into several subgroups, each with a
specific responsibility. Table 1-4 lists the original subgroups.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP

Table 1-4. Initial 802 Working Groups
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
IEEE Number
Responsibility
Improve security at the end Administration
user's workstation, including web browsers, desktops, and
802.1
laptops
802.2[1]
Logical Link Control
Evaluate
[2]
the pros and cons of
installingaccess
a certificate
server and becoming your own
802.3
CSMA/CD
(Ethernet)
Certification Authority
802.4
Token Passing Bus
Learn
the
Cisco
PIX
Firewall
and Cisco
IOS Ring
Firewall architecture and how to apply Cisco
802.5
Token
Passing
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
[1]

ANSI developed the standard for FDDI. It is also a MAC sublayer definition, expecting an 802.2 LLC to
support it.

Learn to engage end users as part of the overall network security solution
[2]

Modern Ethernet cards are capable of handling Ethernet II and 802.3 Ethernet concurrently. Windows

Whilesystems
the Internet
transformed
and
the
waybut
wecan
dobebusiness,
vast
and
default has
to sending
Ethernet II
andimproved
listening for
either,
configuredthis
to use
onenetwork
or the other
its associated
exclusively.technologies
The only trick have
is that opened
both sender
theand
door
receiver
to anmust
increasing
agree. number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
IEEE
802.3, or
.4,malicious
and .5 alltraffic
defineand
theto
MAC
portion
of the data
link
header. Both
theconstraining
format and
undesirable
provide
sufficient
levels
of security
without
size
vary based
on the particular
access
method.
However,become
all versions
feed
into a standard
performance
or scalability.
The more
reliant
organizations
on the
Internet
to perform
802.2
LLC or
header.
daily jobs
conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
NOTE or the client. Hardening the defenses at all these points is key to creating an
web server,
effective, all-encompassing network security solution.

Both DIX and IBM released some of their patents to the public domain and, as a result,
the IEEE standards are quite close to the proprietary versions; in many cases, they can
coexist on the same physical network.
Datapoint (who had a 70 percent market share at that time) refused to do the same.
There was only one 802.4 large-scale experiment (at General Motors) before it faded
away. Today, the vast majority of installations are Ethernet-based.
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Table 1-5. Fields in the 802.3 MAC Sublayer Header
DestinationMAC
SourceMAC
Length Code
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
6 bytes
6 bytes
2 bytes
Create effective security policies and establish rules for operating in and maintaining a
securityThe 802.2
LLC conscious
sublayer isenvironment
made up of three fields:
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Source Service Access Point (SSAP)
Understand secure installation options for Windows web servers and how to enhance
security
on existing
web and
FTP (DSAP)
server installations
Destination
Service Access
Point
Improve
Control security at the end user's workstation, including web browsers, desktops, and
laptops
The SSAP serves the same purpose for LLC as the Type field does for Ethernet. However,
Evaluate
the one
prosbyte
andlong,
cons the
of installing
a different.
certificateIn
server
and
own
because
it is only
codes are
almost
allbecoming
cases, theyour
DSAP
is the
sameCertification
value as theAuthority
SSAP. Table 1-6 lists the most common values.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date

Table 1-6. Most Common SAP Values

Learn to engage end users as part of the overall network security solution
Code
Meaning
While the Internet has transformed and improved the way we do business, this vast network and
04associated technologies have opened the door
IBM
its
to SNA
an increasing number of security threats.
The
challenge
for
successful,
public
web
sites
is
to
encourage
access to the site while eliminating
06
IP
undesirable or malicious traffic and to provide sufficient levels of security without constraining
80
3Com
performance
or scalability. The more reliant organizations
become on the Internet to perform
daily
jobs
or
conduct
transactions,
the
greater
the
impact
a
breach of network security has. Just
AA
SNAP
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
BC
Banyan and technologies that protect data
market
leader in the development and sale of products
traveling
across the Internet. Yet a network security
E0
Novellsolution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Figure 1-2 shows the relationship between 802.2 and the separate MAC sublayers and compares
it to Ethernet II. Both the 802.2 and Ethernet II layers deliver datagrams to the network layer.

Figure 1-2. Data Link Alternatives
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.

NOTE
Create effective security policies and establish rules for operating in and maintaining a
The LLC Control field can be used to establish either of two classes of service. The first,
security- conscious environment
called Type I, is connectionless service. It works on a best efforts basis. The other,
called Type II, is connection-oriented. It is based on SDLC (as developed by IBM in the
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
1960s) and requires acknowledgment of frames sent and received. Because TCP also
provides
connection-oriented
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IP implementations
Type
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for Windows
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enhance
However,
some
of the
non-TCP/IP
suites installations
do not have a TCP equivalent and need Type
security on
existing
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Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
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extended
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certainly possible and very common to run other networking protocols, such as Novell's IPX or
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SNA. Because
ways to
the
test
Internet
the current
runs on
state
IP, of
those
security
otherand
networking
keep it up
protocols
to date aren't discussed
any further here.
Learn to engage end users as part of the overall network security solution
The data link layer uses the Ethertype or DSAP fields to determine which of the network layer
While
the should
Internet
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transformed
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do business,
this DSAP
vast network
and
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get
the
datagram. Note
that for TCP/IP
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non-DIX
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would have
its
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0xAA and the Sub Network Access Protocol (SNAP) header would have the SAP value.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance
or scalability. The more reliant organizations become on the Internet to perform
IP
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
IP
provides
connectionless,
best efforts
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routing and
and technologies
fragmentation,
and
reassembly.
market
leader
in the development
and sale
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that
protect
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Table
1-7
shows
the
fields
in
the
IP
header.
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Table 1-7. Fields in the IP Header
Field Name

Purpose

Version

Always four.

IP Header Len

Length of this header in 4-byte words.

•Type of Service
Tableor
of Contents
Originally intended to prioritize traffic based on delay, throughput,
•Differentiated
Index
Services reliability, and cost. Widely ignored for years, it has been repurposed
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Length of the entire datagram; maximum value is 65,535 bytes.
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Fragment Offset

The flag can be marked as either: DF=Don't Fragment or MF=More
Fragments.
Gives this fragment's starting point in the reassembly buffer.

Time to Live (TTL)

Originally intended as a timer, now the TTL is decremented at each
router. When zero, the packet is discarded. The TTL prevents endless
circulation in the event of routing loops.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Protocol
Says which transport layer service to deliver the packet to.
Header Checksum
For error recognition.
Create effective security policies and establish rules for operating in and maintaining a
Source
Address
IP address of the interface on the sending machine used to transmit
securityconscious environment
the datagram.
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Destination Address
IP address of the interface on the receiving machine to which the
datagram was
sentfor Windows web servers and how to enhance
Understand secure installation
options
security on existing web
and FTP
server installations
Options
Optional,
maximum
size is 40 bytes. This field is used to implement IP
source routing.
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
IP packets
do, the
of course,
traverse
Internet.
As a result,
thereand
are becoming
a few security
Evaluate
pros and
cons ofthe
installing
a certificate
server
your own
considerations:
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture
and how to apply Cisco
Oversized packets— The maximum packet size is 65535 (216 )-1. A packet that exceeds
standard and extended access lists
that size can crash a computer. The Ping-of-Death was a famous hack that caused many
computers
running
IP the
(notcurrent
just Windows
to hang,
or produce unexpected
Discover ways
to test
state ofmachines)
security and
keep itreboot,
up to date
results. Most modern operating systems are now immune to this problem, but old
(unpatched)
Windows
95 and
systems
couldnetwork
still be vulnerable.
Learn to engage
end users
as NT
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the overall
security solution
routing—
Before routers
invented,
datagrams
were sentthis
across
Internet
WhileSource
the Internet
has transformed
andwere
improved
the way
we do business,
vastthe
network
and
with the addresses
of have
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(traversal
listed innumber
the IP header
Options
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its associated
technologies
opened the
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an increasing
of security
threats.
Although for
it hasn't
been used
forencourage
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the to
feature
is still
available.
On
The challenge
successful,
public(legitimately)
web sites is to
access
the site
while
eliminating
Cisco routers,
you should
this option
by using
the of
nosecurity
ip source-route
command.
undesirable
or malicious
traffic disable
and to provide
sufficient
levels
without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Ping of Death
RFC 791 says that IP packets can be no longer than 65,535 bytes including the IP
header length (20 octets if no options are present). All the data link protocols have
sizes
(1500 octets is common), so larger packets must be
• maximum frame
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The ping program uses ICMP messages. The ICMP header is 8 octets. A quick
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calculation (65,535 less 20 less 8 = 65,507) gives the maximum number of octets
that can be sent via the ping program for the destination to return. Attempting to
send more might overflow the destination's buffers. This works because the last
fragment might have a valid offset and a size such that (offset + size) > 65,535. A
simple command that generates this invalid packet by sending more than 65,507
Hands-on
for securing Windows(r) servers, browsers, and network communications.
octets of techniques
data follows:
Create effective security policies and establish rules for operating in and maintaining a
conscious
environment
pingsecurity–l 65510
your.test.IP.Address
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
You can try this on your test machine if you want. Just be prepared for a crash. You
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security
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Windows
2000,
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laptops
error message if the data size is more than 65,500.
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority

ARP Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
To communicate from one host to another across a network, the sending station needs to know
Discover ways
to address.
test the current
state
security
and keep
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to the
date
the destination's
MAC
Although
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Data
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Broadcast Multiple
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Learn to engage
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solution
common—the
destination
address
is at or
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start of
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the source address.
While the Internet has transformed and improved the way we do business, this vast network and
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have
the door
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number
of security
threats. is
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MACopened
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whento
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called the Address Resolution Protocol (ARP). Table 1-8 lists the fields in the ARP request.
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development
and Fields
sale of products
technologies
Table 1-8.
in theand
ARP
Header that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Field Name

Purpose

Hardware Address Type

1 = Ethernet II, 6 = 802.2

Protocol Address Type

Always = 0x0806

Hardware Length

Length of the MAC address = 6

Protocol Length

Length of the IP address = 4
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ARP has its own Ethernet type code (0x0806), so when the data link layer is ready to hand off
the datagram to the network layer, it goes to ARP rather than to IP.
When a station needs to determine the MAC address of another station (assuming it already
knows the IP address), it constructs an ARP Request using the destination MAC broadcast
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Because
the MAC secure
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don't cross
routers),
there is little
security
on
existing
web
and
FTP
server
installations
security risk. The small risk that does exist comes from the capability to enter a static
(permanent) MAC address into a Windows Registry. Should a bogus address get entered
Improve security at the end user's workstation, including web browsers, desktops, and
(perhaps the MAC address for the default gateway's IP address), data would be misdirected. This
laptops
is unlikely and requires access to the user's PC with administrative privileges. Programs such as
ISS Internet
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canyour
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you to this
EvaluateScanner
the pros(described
and cons in
of Chapter
installing3,a "Windows
certificate System
server and
becoming
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Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standardLayer
and extended
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Transport
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Discover ways to test the current state of security and keep it up to date
When IP is finished with a datagram, it strips off its header and delivers the packet to the
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headerend
indicated
by part
its Protocol
field. The
most security
commonsolution
protocols are TCP and
Learnlayer
to engage
users as
of the overall
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protocols
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layer
header.
does
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transformed
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business,
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vast network
ping
is based. technologies have opened the door to an increasing number of security threats.
its associated
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
NOTE
as Cisco
Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
The other two main routing protocols are RIP and BGP. RIP runs over UDP on port 520.
traveling across the Internet. Yet a network security solution is only as strong as its weakest
BGP runs over TCP on port 179.
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

TCP
Transmission Control Protocol (TCP) is a robust, feature-laden transport protocol. Through it,
hosts can provide error-checked, guaranteed delivery of messages to application layer protocols.
Table 1-9 lists and describes the fields in the TCP header. Two of those fields are Source Port and
Destination Port number, and some of the most common ones are described in Table 1-10.
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receive the message. Some common TCP port numbers are listed in Table
1-11.
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Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
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including
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more detail in Table 1-12.
laptops
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Evaluate the pros and cons of installing a certificate server and becoming your own
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While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
Table
1-10.
Common
TCP Port
Numbers
performance or scalability.
The
more reliant
organizations
become
on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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connecting to a server, the client uses the server's well-known port as the destination port and
picks an ephemeral port for the server to use for return traffic. It places that ephemeral port
Evaluate
prosPort
andfield.
cons One
of installing
a certificate
server and
your
own
number
in the the
Source
of the jobs
of both firewalls
andbecoming
access lists
is to
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Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
NOTE
Learn to engage end users as part of the overall network security solution
Because of the time delay between applying for a reserved number and actually getting
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IANA, many
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The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
Another essential-to-understand field in the TCP header contains the six flag bits. Table 1-11
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
lists and describes them.
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Table 1-11. Flags and Meanings
Flag Name

Interpretation (when = 1)

Urgent (URG)

Urgent Pointer is Valid (rarely used)

Acknowledgment
(ACK)

Acknowledgment Number is Valid
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TCP uses the flags to set up, confirm, use, complete, and tear down a connection. Table 1-12
shows some of the key fields and flags used during the life of a connection. A simple Telnet
session is used as an example. (The presence of the first letter of a flag's name means it is set to
one. If absent, the flag is set to 0.)
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Every time one of those frames arrives, the server sets aside memory and other resources to
prepare to satisfy the expected upcoming request. If enough of these half-connections arrive in
too short a time, the server runs out of space in the listening queue, preventing legitimate
connections to that port on the server. This is known generically as a Denial of Service (DoS)
attack. Its formal name is a SYN flood attack.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Web servers are often far more powerful and have much faster Internet connectivity than a
single hacker's resources. This makes the large-scale server more impervious to attack. As a
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Understand secure installation options for Windows web servers and how to enhance
the best-known DDoS events was the simultaneous crippling of eBay, Amazon, and Yahoo in
security on existing web and FTP server installations
February 2001. Chapter 10 shows how to protect your systems against this misuse of TCP.
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User Datagram
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(UDP) is far, far simpler than TCP. It does its work with a mere four
fields.Table 1-13 lists them.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date

Table 1-13. Fields in the UDP Header

Learn to engage end users as part of the overall network security solution
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its associated technologies have opened the door to an increasing number of security threats.
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Internet. Yet a network security solution is only as strong as its weakest
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link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Table 1-14. Common UDP Port Numbers
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Improve security at the end user's workstation, including web browsers, desktops, and
laptops
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Table 1-16. ICMP Header Type and Code Fields
Type Code Meaning
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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While the Internet has transformed and improved the way we do business, this vast network and
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Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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to and fromservers,
the Internet
as a security
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ICMP Echo
Hands-on
for messages
securing Windows(r)
browsers,
and network
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Requests can use and even overwhelm border router resources, causing a Denial of Service.
ICMP Redirects can corrupt host routing tables; Traceroutes can divulge internal network
configuration,
Create effective
which can
security
be used
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to plan
andother
establish
attacks.
rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Shims
Carpenters use shims. They're small pieces of wood that are shoved between doorjambs or
windows and the wall or floor into which the doors are being installed to ensure a perfectly
square and level installation.
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header structure for a TCP transport is shown in line 1. In line 2, the TCP
header and data can be encrypted based on information held in the Encapsulating Security
Payload (ESP) header. The entire packet can additionally be integrity-checked and authenticated
based on information held in the Authentication Header (AH) or in the ESPv2 authentication
field. Encryption and authentication can be used together or separately. AH and ESP headers
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are beyond the scope of this book, but if you are interested, start with RFCs 2401, 2402, and
2406. Together, they define IP security.
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Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
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or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
TIPacross the Internet. Yet a network security solution is only as strong as its weakest
traveling
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original IP header. This is useful in two cases:
A device, such as a router or firewall, is providing the IPSec functionality. This is
most often used for network-to-network virtual private networks (VPNs).
It is impossible to add software to a device that would cause the IPSec header to
be inserted. This is common when dealing with older, legacy devices.
•

Table of Contents

•

Index

Web Security Field Guide
BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Above the Transport Layer
Many of the protocols that run above the transport layer have built-in security weaknesses. This
section examines enhancements or alternatives to those protocols that shore up the problems.
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Telnet
Telnet is a simple remote terminal protocol that is included with the TCP/IP suite.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
In the early days of mainframe and minicomputer technology, it was common to use dumb
terminals (essentially, a keyboard and screen connected by dedicated cable) as user
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Learn to engage end users as part of the overall network security solution
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do business,
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Program
Requesting
Stream
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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TIP
Boxes at the end of user input in Figure 1-5 represent carriage returns and line feeds.
Remote echo causes double characters.
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HTTP is based on TCP running over IP and simulates a dumb terminal connection. Data returned
by the HTTP server is formatted in a language called Hypertext M arkup Language (HTML). This is
a byte stream of ASCII characters with embedded formatting control commands. Over time,
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Figure 1-6. SSL and HTTP Both Rely on TCP
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Figure 1-1 described several common terms, such as frame and packet. One more term
in common use is Protocol Data Unit (PDU). It describes data that is being moved from
one protocol to another at the same layer. Figure 1-6 also provides an example of this.
The transport layer gave a packet to SSL at the application layer. After SSL decrypted
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and network
communications.
it, thetechniques
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on sequence of events) when, in fact, they're peers.
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1. Create the message.
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
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Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
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signature. Additionally, he will use his private key to decrypt the session key and use the
session key to decrypt the message.

To make everyone's lives easier, SSL automates the process.
Melody could certainly encrypt the entire message with her private key and then expect Quincy
to use her public key to decrypt it. The session key is used to protect her private key.
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settings was made easier because nearly every message began with the plaintext
phrase, "Heil Hitler."
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
NOTE

security on existing web and FTP server installations
TLS stands for Transport Layer Security. The following is a quote from its charter.
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
The TLS Working Group was established in 1996 to standardize a 'transport layer'
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Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its
associated technologies have opened the door to an increasing number of security threats.
DNS
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
Most of us remember names far better than numbers. We organize our phone and address books
performance or scalability. The more reliant organizations become on the Internet to perform
by name. TCP/IP does its addressing based on 32-bit binary numbers. For human convenience,
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
they're expressed as a series of four decimal numbers, each less than 256. This is called the
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
dotted decimal, or sometimes, dotted quad representation. Although the decimal is easier,
market leader in the development and sale of products and technologies that protect data
remembering the IP address for each of the sites you'd like to visit is still too hard.
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link.
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sites in the U.S., it has long since grown into an international system.
DNS was developed when security was not a big issue. All of the network users were members of
the military-industrial complex or were research professionals. Those days are gone.
Unfortunately, the lack of built-in security has made DNS one of the most-often and easily
corrupted protocols.
The risk posed by insecure DNS is that messages and mail can be diverted. Suppose that the
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A solution,
DNSSEC, is a secure form of DNS that digitally signs its entries and secures the
DNS server update process with cryptography. Unfortunately, only two-thirds of the DNS servers
on the Internet are using it.

You can find more information on DNSSEC in RFC 3130, a state-of-the-technology informational
RFC.
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as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link.
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market leader in the development and sale of products and technologies that protect data
That's where Network Address Translation (NAT) comes in. A company can go to its ISP and get
traveling across the Internet. Yet a network security solution is only as strong as its weakest
a small pool of addresses that can appear on the Internet (known as registered or public
link. Network attacks can occur at any point, including the network connection, the firewall, the
addresses). After that, every host using an RFC 1918 address (they're called private addresses)
web server, or the client. Hardening the defenses at all these points is key to creating an
must have their private network address translated into a public address before sending it on the
effective, all-encompassing network security solution.

Internet. Replies and acknowledgments come back using the public address, and they must be
translated back into private addresses.
Many devices are capable of handling NAT. However, it is typically done at either a router or a
firewall.
If a company required as many public addresses as private ones, this work would be pointless.
However, a small ratio of public to private is typically all that is needed. Just as a company
•
Table of Contents
might have only
a few T1 (North America, 24 trunks each) or E1 (Europe, 30 trunks each) lines
•
Index of phones, it will find that a few Internet addresses can handle many
to serve hundreds
Web
Security network
Field Guide
concurrent
users. That's because addresses are usually needed only for the few seconds
necessary
By
Steve Kalman
to retrieve a web page or send an e-mail. Time can be spent reading a page and
deciding where to click next without having a public address allocated.
Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608
NOTE

Cisco and other vendors also support an enhancement called Port Address Translation
(PAT). It acts as a multiplier on the size of the private address pool by sharing the
same private address with several concurrent public address conversations. The private
address
clients sharing
a single
public address
choose
different
ports,
Hands-on
techniques
for securing
Windows(r)
servers,
browsers,
andsource
network
communications.
guaranteeing that a packet coming back to the public address can be mapped to the
proper internal private address. With over 60,000 to choose from, this isn't a problem.
When
Createthe
effective
inevitable
security
collisions
policies
occur,
andaestablish
differentrules
public
foraddress
operating
is chosen
in and from
maintaining
the pool.
a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
A few stations (such as e-mail servers) need permanent addresses. They can either be assigned
Understand
installation
options
fortranslations
Windows web
and how
enhance
a public
address, secure
or the station
doing
the NAT
canservers
be configured
totoreserve
a public
security
on
existing
web
and
FTP
server
installations
address for use by a particular private address. This is known as static NAT.
Improve
security at
endsecurity,
user's workstation,
including
browsers,
desktops,
NAT is
not a substitute
forthe
good
although it does
help.web
Would-be
intruders
who and
scan all
publiclaptops
addresses can use the responses they get to draw a map of your network. With NAT in
place, the machine associated with a particular address one moment won't be associated with it
pros
and
cons
installing
a certificate
server
and becoming
your own with
a fewEvaluate
seconds the
later.
This
can
onlyofserve
to confuse
would-be
intruders.
Some companies
Authority
their Certification
own registered
public addresses use NAT anyway.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Summary
This chapter covered the how-it-works basics that are needed to get the most from this book.
With these fundamentals in mind, you're ready to move on to the other chapter in Part I,
Chapter 2, "Security Policies."
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Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Chapter 2. Security Policies
This chapter covers the following topics:
•
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Justifying Security
Security is expensive. Before allocating funds, senior management will want to know what they
are buying, what it will protect, and what alternatives they have. This section presents the tools
you need to answer those questions.
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Security is not a firewall or cryptography or a virus scanner; although, they are all components
of a security solution. It is a process that examines and then mitigates the risks that arise from
your company's day-to-day activities.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
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as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
Knowing
the
web server, or
theEnemy
client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

A common security mistake is to assume that attacks always come from outside your
organization. Many companies do the technological equivalent of digging a deep moat around
the organization and filling it with hungry alligators, then leaving the interior doors unlocked.
You might like to assume that hackers are nearly all pimply-faced, teenagers. This just isn't so. A
few artists can find security flaws in systems and exploit them. Some of those talented-butmisguided individuals codify their exploits into scripts and release them on the Internet where a
subclass of hackers, known as Script Kiddiez, try to use those scripted exploits. The bad news is
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that there are a lot of those "Kiddiez." However, the very fact that they are scripted attacks
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makes them easy to detect and often fairly simple to defend against. (See Chapter 11,
Web Security Field Guide
"Maintaining Ongoing Security," for details.)
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A CSI/FBI
(conducted annually, available at www.gocsi.com) states that more than half of
all intrusions are by insiders. Security professionals have to work a lot harder to protect their
organizations against this class of intruders. By and large, they are more sophisticated computer
users. Even worse, they already have valid credentials that allow them access to the network.
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Chapter 6, "Enhancing the FTP Server," is a prime example. In it, you learn (among other
things) how to encrypt FTP logins so that insiders cannot listen in and steal other users'
Create effective security policies and establish rules for operating in and maintaining a
credentials.
security- conscious environment

Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
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Improve security at the end user's workstation, including web browsers, desktops, and
laptops
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and cons of installing a certificate server and becoming your own
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Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
- Modifications are not made by unauthorized people.
Discover ways to test the current state of security and keep it up to date
- Unauthorized modifications are not made by authorized people.
Learn to engage end users as part of the overall network security solution
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and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
NOTE
traveling
across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
The opposite of CIA is D-A-D, which stands for Disclosure, Alteration, and Denial.
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Approaches to Risk Analysis
You (or your management) can take five approaches with regard to any risk:
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cannot do anything about the risk (for example, a vendor goes out of business
or a product is dropped).
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Mitigate the risk— Even if you assume that there is no such thing as a web server that
cannot be broken into, you still don't have to just accept the risk. Some of the things you
can do include the following:
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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techniques. Reducing the threat is made easier if the proper security stance is selected. With
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Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

NOTE
The following story is well known among security practitioners.
Student–to–instructor: How do you configure a firewall?
Instructor–to–Student: Deny everything and wait for the phone to ring.
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Security includes a necessary mindset for every employee and specified procedures to follow, in
addition to technology, to minimize the risk.

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
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its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
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Security Policies
Security policies help you define the level of security that is acceptable in your organization;
they set a standard of care for every employee (and contractor).
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In this section, you learn what goes into a security policy, how to create one, and how to make
sure that it is kept up to date and used effectively.
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A security policy is a document. Although typically approved at the highest levels, it is not a
high-level document (like a Mission Statement). Your security policy defines the resources that
your organization needs to protect and the measures that you can take to protect them. In other
words, it is, collectively, the codification of the decisions that went into your security stance.
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Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge
Tablefor
2-1.
successful,
Generic
public
Description
web sites is to
ofencourage
a Security
access
Policy's
to the siteContents
while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Section
Name

Content Guide

1.0 Overview

Justifies the reason for the policy and identifies the risks the policy addresses.

2.0 Purpose

Explains why the policy exists and the goal that it is written to accomplish.

3.0 Scope

Defines the personnel covered by the policy. This might range from a single
group in a department to the entire company.

•

Table of Contents

•4.0 Policy

This is the policy itself. It is often divided into several subsections. Examples are
Index

Web Security Field commonly
Guide

used to illustrate points.

By
5.0
Steve Kalman

Defines the penalty for failure to follow the policy. It is usually written as
"everything up to and including…" so that a series of sanctions can be applied.
Dismissal is typically the most severe penalty but, in a few cases, criminal
Publisher: Cisco Press
prosecution should be listed as an option.
Pub Date: November 08, 2002

Enforcement

6.0 Definitions
ISBN: 1-58705-092-7
Any terms that might be unclear or ambiguous should be listed and defined
Pages: 608 here.
7.0 Revision
History

Dates, changes, and reasons go here. This ties into enforcement in that the
infraction should be measured against the rules in place at the time it occurred,
not necessarily when it was discovered.

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security-2-1
conscious
environment
Example
A Sample
Security Policy (Covering Passwords)
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Password Policy
Understand secure installation options for Windows web servers and how to enhance
1.0 Overview
security on existing web and FTP server installations
Passwords
are
an important
aspect
of computer
security.
Theyweb
are browsers,
the front line
of
Improve
security
at the end
user's
workstation,
including
desktops,
and
protection
for
user
accounts.
A
poorly
chosen
password
may
result
in
the
laptops
compromise of Example Corporation's entire corporate network. As such, all Example
Corporation
(including
and vendors
withand
access
to Example
Evaluateemployees
the pros and
cons of contractors
installing a certificate
server
becoming
your own
Corporation
systems)
are
responsible
for
taking
the
appropriate
steps,
as
outlined
Certification Authority
below, to select and secure their passwords.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
2.0 Purpose
standard and extended access lists
The Discover
purpose of
thisto
policy
establish
a standard
forand
creation
strong
passwords,
ways
test is
thetocurrent
state
of security
keep of
it up
to date
the protection of those passwords, and the frequency of change.
Learn to engage end users as part of the overall network security solution
3.0 Scope
While the Internet has transformed and improved the way we do business, this vast network and
The
scope of technologies
this policy includes
all personnel
who
or are responsible
an
its
associated
have opened
the door
to have
an increasing
number offor
security
threats.
account
(or any
of access
thatweb
supports
ortorequires
a password)
The
challenge
for form
successful,
public
sites is
encourage
access toon
theany
sitesystem
while eliminating
that residesoratmalicious
any Example
Corporation
facility,
has access
Example
undesirable
traffic
and to provide
sufficient
levelstoofthe
security
without constraining
Corporation or
network,
or stores
any non-public
Example Corporation
performance
scalability.
The more
reliant organizations
become on information.
the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
4.0
Policy
as
Cisco
Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
4.1 General
traveling
across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server,
or the client.
Hardening
the root,
defenses
at all
points
is key to creating an
All system-level
passwords
(e.g.,
enable,
NTthese
admin,
application
effective, all-encompassing network security solution.

administration accounts, etc.) must be changed on at least a quarterly basis.
All production system-level passwords must be part of the Information Security
Department administered global password management database.

•

All user-level passwords (e.g., email, web, desktop computer, etc.) must be
changed at least every six months. The recommended change interval is every
four months.
Table of Contents

•

Index
User accounts
that have system-level privileges granted through group
programs such as "sudo" must have a unique password from
other accounts held by that user.
BySteveall
Kalman
Web Security
Field Guide
memberships
or

Passwords must not be inserted into email messages or other forms of
electronic communication.
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Where
SNMP is used, the community strings must be defined as something
Pages:
other608
than the standard defaults of "public," "private" and "system" and must
be different from the passwords used to log in interactively. A keyed hash must
be used where available (e.g., SNMPv3).

All user-level and system-level passwords must conform to the guidelines
described below.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
4.2 Guidelines
Create effective security policies and establish rules for operating in and maintaining a
A. General Password Construction Guidelines Passwords are used for various
security- conscious environment
purposes at Example Corporation. Some of the more common uses include: user
levelLearn
accounts,
web
accounts,
emailmulti-user
accounts, platforms,
screen saver
protection,
voicemail
how to
harden
Windows
including
NT, 2000,
and XP
password, and local router logins. Since very few systems have support for one-time
tokens
(i.e., dynamic
passwords
which
are for
onlyWindows
used once),
should
Understand
secure
installation
options
web everyone
servers and
how be
to enhance
aware
of howon
toexisting
select strong
passwords.
security
web and
FTP server installations
Poor,
weak passwords
characteristics:
Improve
security athave
the the
end following
user's workstation,
including web browsers, desktops, and
laptops
The password
contains
lessofthan
eight characters
Evaluate
the pros
and cons
installing
a certificate server and becoming your own
Certification Authority
The password is a word found in a dictionary (English or foreign)
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
The password is a common usage word such as:
standard and extended access lists
Discover
ways tooftest
the current
state of
security and
keep it
up to datesports
- Names
family,
pets, friends,
co-workers,
fantasy
characters,
teams, etc.
Learn to engage end users as part of the overall network security solution
- Computer terms and names, commands, sites, companies, hardware,
While the Internet has transformed and improved the way we do business, this vast network and
software.
its associated technologies have opened the door to an increasing number of security threats.
The challenge
for successful,
publicCorporation",
web sites is to"EXMC",
encourage
access to
- The
words "Example
"BigApple"
or the
anysite while eliminating
undesirable or
malicious
traffic
and
to
provide
sufficient
levels
of
security
without constraining
derivation.
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or -conduct
transactions,
the greater
the impact
a breach
of network
Birthdays
and other personal
information
such
as addresses
and security
phone has. Just
as Cisco Systems
has
been
an
innovator
in
using
the
Internet
to
conduct
business,
so too is it a
numbers.
market leader in the development and sale of products and technologies that protect data
traveling across
the or
Internet.
a network
security solution
is only as strong
as etc.
its weakest
- Word
numberYet
patterns
like aaabbb,
qwerty, zyxwvuts,
123321,
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, -orAny
theof
client.
the above
Hardening
spelled
thebackwards.
defenses at all these points is key to creating an
effective, all-encompassing network security solution.

- Any of the above preceded or followed by a digit (e.g., secret1, 1secret)
Strong passwords have the following characteristics:
Contain both upper and lower case characters (e.g., a-z, A-Z)

•
•

Have digits and punctuation characters as well as letters e.g., 0-9,
Table of Contents
!@#$%^&*()_+|~-=\`{}[]:";'<>?,./)
Index

Are atField
least
eight
Web Security
Guide

alphanumeric characters long.
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Are not a word in any language, slang, dialect, jargon, etc.
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Cisco
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Are not
based

on personal information, names of family, etc.
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NOTE
Passwords should never be written down or stored on-line. Try to create
passwords that can be easily remembered. One way to do this is create a
Hands-on
techniques
Windows(r)
servers,
browsers,
and
communications.
password
basedfor
onsecuring
a song title,
affirmation,
or other
phrase.
Fornetwork
example,
the phrase might be: "This May Be One Way To Remember" and the
password could be: "TmB1w2R!" or "Tmb1W>r~" or some other variation.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn
howuse
to harden
Windows
multi-user
NOTE:
Do not
either of
these examples
as platforms,
passwords!including NT, 2000, and XP
Understand
secure Standards
installationDo
options
forthe
Windows
web servers
how to enhance
B. Password
Protection
not use
same password
for and
Example
security
on
existing
web
and
FTP
server
installations
Corporation accounts as for other non-Example Corporation access (e.g., personal
ISP account, option trading, benefits, etc.). Where possible, don't use the same
Improve security at the end user's workstation, including web browsers, desktops, and
password for various Example Corporation access needs. For example, select one
laptops
password for the Engineering systems and a separate password for IT systems. Also,
select
a separate
password
to beofused
for anaNT
account server
and a UNIX
account. your own
Evaluate
the pros
and cons
installing
certificate
and becoming
Certification Authority
Do not share Example Corporation passwords with anyone, including administrative
assistants
All passwords
areIOS
to be
treatedarchitecture
as sensitive,
Confidential
Learn or
thesecretaries.
Cisco PIX Firewall
and Cisco
Firewall
and
how to apply Cisco
Example
Corporation
information.
standard and extended access lists
HereDiscover
is a list of
don'ts:
ways
to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
Don't reveal a password over the phone to ANYONE
While the Internet has transformed and improved the way we do business, this vast network and
Don't reveal a password in an email message
its associated technologies have opened the door to an increasing number of security threats.
The challenge
for successful,
public
web
sites is to encourage access to the site while eliminating
Don't reveal
a password
to the
boss
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance
or scalability.
The more
become on the Internet to perform
Don't talk
about a password
in reliant
front oforganizations
others
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco
Systems
has
an innovator
in using
the
Internet
conduct business, so too is it a
Don't
hint at
thebeen
format
of a password
(e.g.,
"my
familyto
name")
market leader in the development and sale of products and technologies that protect data
traveling
Don't
across
reveal
theaInternet.
passwordYet
on aquestionnaires
network security
or security
solution forms
is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
Don't share
password
with family
members
web server,
or the aclient.
Hardening
the defenses
at all these points is key to creating an
effective, all-encompassing network security solution.

Don't reveal a password to co-workers while on vacation
If someone demands a password, refer them to this document or have them call
someone in the Information Security Department.
Do not use the "Remember Password" feature of applications (e.g., Eudora, OutLook,
Netscape Messenger).
• Again, do not
Table
of Contents
write
passwords down and store them anywhere in your office. Do not
• store passwords
Index in a file on ANY computer system (including Palm Pilots or similar
Web
Security
Field Guide
devices)
without
encryption.
BySteve Kalman

Change passwords at least once every six months (except system-level passwords
which must be changed quarterly). The recommended change interval is every four
Publisher: Cisco Press
months.
Pub Date: November 08, 2002
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If an ISBN:
account
or password is suspected to have been compromised, report the
incident
Pages:
to608
the Information Security Department and change all passwords.

Password cracking or guessing may be performed on a periodic or random basis by
the Information Security Department or its delegates. If a password is guessed or
cracked during one of these scans, the user will be required to change it.
Hands-on
techniques
for securing
Windows(r)
servers,
browsers,
andensure
network
communications.
C. Application
Development
Standards
Application
developers
must
their
programs contain the following security precautions. Applications:
Create effective security policies and establish rules for operating in and maintaining a
securityconscious
environmentof individual users, not groups.
Should support
authentication
Learn
how
harden
Windowsinmulti-user
including
NT, 2000,
Should
nottostore
passwords
clear text platforms,
or in any easily
reversible
form.and XP
Understand
secure
options
for Windows web
and
how
totake
enhance
Should provide
forinstallation
some sort of
role management,
suchservers
that one
user
can
security
on
existing
web
and
FTP
server
installations
over the functions of another without having to know the other's password.
Improve
securityTACACS+,
at the end RADIUS
user's workstation,
including
websecurity
browsers,
desktops, and
Should support
and/or X.509
with LDAP
retrieval,
laptops
wherever possible.
Evaluate
the prosand
andPassphrases
cons of installing
a certificate
and becoming
your own
D. Use
of Passwords
for Remote
Accessserver
Users Access
to the Example
Certification
Authority
Corporation Networks via remote access is to be controlled using either a one-time
password authentication or a public/private key system with a strong passphrase.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and
extended access
lists
E. Passphrases
Passphrases
are generally
used for public/private key authentication.
A public/private key system defines a mathematical relationship between the public
Discover ways to test the current state of security and keep it up to date
key that is known by all, and the private key, that is known only to the user. Without
the passphrase
to "unlock"
the private
the
user cannot
gain
access.
Learn to engage
end users
as part key,
of the
overall
network
security
solution
Passphrases
are not
same as passwords.
A passphrase
is do
a longer
version
a network and
While
the Internet
hasthe
transformed
and improved
the way we
business,
this of
vast
password
and
is,
therefore,
more
secure.
A
passphrase
is
typically
composed
of
its associated technologies have opened the door to an increasing number of security threats.
multiple
words.
of this,
a passphrase
secureaccess
against
The
challenge
for Because
successful,
public
web sites isistomore
encourage
to"dictionary
the site while eliminating
attacks."
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
A good passphrase is relatively long and contains a combination of upper and
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
lowercase letters and numeric and punctuation characters. An example of a good
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
passphrase:
market leader in the development and sale of products and technologies that protect data
traveling
across the Internet. Yet a network security solution is only as strong as its weakest
"The*?#>*@TrafficOnTheBridgeWas*&#!#ThisMorning"
link. Network attacks can occur at any point, including the network connection, the firewall, the
web
server,
or the
client.
Hardening
the defenses
at all
points is key to creating an
All of
the rules
above
that
apply to passwords
apply
tothese
passphrases.
effective, all-encompassing network security solution.

5.0 Enforcement
Any employee found to have violated this policy may be subject to disciplinary
action, up to and including termination of employment.
6.0 Definitions
•
•

Terms

Table of Contents
Index

Web
Security Field Guide
Application

Administration
BySteve
Kalman
Account

Definitions
Any account that is for the administration of an
application (e.g., Oracle database administrator,
Notes administrator).
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NOTE
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
In part 4.2-A in Example 2-1, there is a line suggesting that the name of the company,
the nickname of a nearby town, or a stock symbol (which was unassigned at the time
of
this writing)
poor passwords,
they are.
Other
poor password
will a
Create
effectiveare
security
policies andand
establish
rules
for operating
in andexamples
maintaining
come
fromconscious
your ownenvironment
environment. For example, the word bulldog is far less secure at
securityMack Truck (where it is the company's mascot) than at any other company. You should
expand
Learn how
thattosection
hardenwith
Windows
locallymulti-user
bad choices.
platforms,
If your company
includingisNT,
national
2000, or
and XP
international, you need to make it clear that there are classes of bad choices.
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve
security at
the end
user's are
workstation,
web
browsers,
desktops,
and
In large
organizations,
security
policies
multipart including
documents,
each
referring
to one or
more
of thelaptops
others. For example, in a policy on router security, the section on choosing router access
passwords will refer to the password policy.
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification
Policies
commonlyAuthority
apply to less than all sections of the organization. Policies on acquiring
commercial software or running a test lab or training department apply only to segments of the
Learnwhereas
the Cisco
PIX Firewall
and
IOS Firewall
architecture
and how
apply Cisco
company,
policies
such as
an Cisco
Information
Sensitivity
Policy (deals
withtokeeping
standard
and
extended
access
lists
confidential company information private) or Password Policies apply across the enterprise.
Discover ways to test the current state of security and keep it up to date

Example
Security
Policies
Learn to
engage end
users as part of the overall network security solution
While
the
Internet
has transformed
and improved
the
wayA we
do starting
business,
this is
vast
Several
model
security
policies are available
on the
web.
good
place
RFCnetwork
2196, and
its
associated
technologies
have
opened
the
door
to
an
increasing
number
of
security
threats.
"Site Security Handbook," which discusses all aspects of security policies, from content
The
challengeto
forimplementation.
successful, public
web sites
is to
accesscomes
to thefrom
site while
development
Another
source
ofencourage
sample policies
SANS.eliminating
The direct
undesirable
or
malicious
traffic
and
to
provide
sufficient
levels
of
security
without
constraining
link is www.sans.org/newlook/resources/policies/policies.htm. If the link breaks, key
the title of
performance
scalability.
The Policy
more reliant
organizations
become on thebox
Internet
perform
the page, TheorSANS
Security
Project,
into the search-this-site
on theto
SANS
home
daily
jobs
or
conduct
transactions,
the
greater
the
impact
a
breach
of
network
security
has. Just
page.Table 2-2 lists many of the policies you'll find there, along with a description of what
as
Ciscofor.
Systems has been an innovator in using the Internet to conduct business, so too is it a
they're
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Table 2-2. Common Security Policies
Policy Name
Acceptable
Encryption
•

Description

Provides guidance that limits the use of encryption to those algorithms that
have received substantial public review and have been proven to work
effectively. Additionally, provides direction to ensure that applicable laws
and regulations are followed.
Table of Contents

•Acceptable Use
Index

Outlines who can use company-owned computer equipment and networks.
covers company computers located on company premises as well as
computers located in employee's homes.

Web Security Field GuideIt
BySteve Kalman

Analog Line

Explains the analog and ISDN line acceptable use and approval policies and
procedures. Separate rules apply to lines that are connected for the sole
purpose
of sending and receiving faxes and lines that are connected to
Pub Date: November 08,
2002
computers.
ISBN: 1-58705-092-7
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Application
Service Providers

Describes the company's Application Service Providers (ASPs)
requirements. (ASPs combine hosted software, hardware, and networking
technologies to offer a service-based application.) It refers to and
incorporates the separate ASP Standards Policy.

ASP standards
Defines the minimum-security criteria that an ASP must meet to be
Hands-on techniquesconsidered
for securing
servers, browsers, and network communications.
forWindows(r)
use.
Audit
Provides the authority for members of the Information Security Department
Create effectiveteam
security
policiesaand
establish
for operating
in and
a or
to conduct
security
auditrules
on any
system owned
bymaintaining
the company
security- conscious
environment
installed
on the company's premises.
Automatically
Prevents
the unauthorized
or inadvertent
disclosure
of sensitive
Learn how to harden
Windows
multi-user platforms,
including
NT, 2000,
and XPcompany
Forwarded Email
information.
Understand secure
installation
options for
servers
and how to
enhance
DB Credentials
States
the requirements
forWindows
securely web
storing
and retrieving
database
security on existing
web
and
FTP
server
installations
usernames and passwords (that is, database credentials) for use by a
program that will access a database running on one of the company's
Improve security at the end user's workstation, including web browsers, desktops, and
networks.
laptops
Dial-in Access
Establishes rules that protect electronic information from being
Evaluate the pros
and cons ofcompromised
installing a certificate
server
and becoming
your
own
inadvertently
by authorized
personnel
using a
dial-in
Certification Authority
connection.
Extranet
describes
theFirewall
policy under
which third-party
Learn the CiscoThis
PIX document
Firewall and
Cisco IOS
architecture
and how toorganizations
apply Cisco
connect
to
the
company's
networks
for
the
purpose
of transacting business.
standard and extended access lists
Information
Helps employees determine what information can be disclosed to
Discover ways to
test the current
of the
security
andsensitivity
keep it upoftoinformation
date
Sensitivity
nonemployees,
as state
well as
relative
that should
not be disclosed without proper authorization.
Learn to engage end users as part of the overall network security solution
Internal Lab
Establishes information security requirements for labs to ensure that
While
the Internet has
transformed
and improved
the way we are
do business,
this vast network
Security
confidential
information
and technologies
not compromised,
and thatand
its associated technologies
haveservices
opened and
the door
an increasing
number from
of security
threats.
production
othertointerests
are protected
lab activities.
The challenge for successful, public web sites is to encourage access to the site while eliminating
Anti-Virus
Establishes requirements that must be met by all computers connected to
undesirable or malicious traffic and to provide sufficient levels of security without constraining
the company's networks to ensure effective virus detection and prevention.
performance or scalability. The more reliant organizations become on the Internet to perform
daily
jobs or conductEstablishes
transactions,
the greater
impact
a breach
of network
security has.
Password
a standard
for the
creating
strong
passwords,
the protection
of Just
as
Cisco Systems hasthose
beenpasswords,
an innovator
in the
using
the Internet
to conduct business, so too is it a
Protection
and
frequency
of change.
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Remote Access

Defines standards for connecting to the company's network from any host.
These standards are designed to minimize the potential exposure to
damages (such as the loss of sensitive or confidential company data,
intellectual property, damage to public image, damage to critical internal
systems, and so on).

Risk Assessment

Empowers the Information Security Department to perform periodic
information security risk assessments to determine areas of vulnerability
Table of Contents
and to initiate appropriate remediation.

•
•

Index

Router
and Field
Switch
Web
Security
GuideDescribes
Security
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a required minimal security configuration for all routers and
switches connecting to a production network or used in a production
capacity.

Server
Security
Publisher:
Cisco Press Establishes standards for the base configuration of internal server
equipment that is owned and operated on company premises or at webPub Date: November 08, 2002
hosting locations.
ISBN: 1-58705-092-7

Virtual
Private
Pages:
608
Network

Provides guidelines for Remote Access IPSec or L2TP Virtual Private
Network (VPN) connections to the company's corporate network.

Wireless
Communication

Establishes standards for access of the company's network via secured
wireless communication mechanisms.

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.

Creating Your Own Security Policy

Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Creating security policies is a four-step process:
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Step 1. Decide on your level of trust.
Understand secure installation options for Windows web servers and how to enhance
Step 2. Define appropriate behavior.
security on existing web and FTP server installations
Step 3. security
Create aat
policy
review
team.
Improve
the end
user's
workstation, including web browsers, desktops, and
laptops
Step 4. Use the work of others.
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
The sections that follow examine each of these steps in greater detail.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists

Step 1: Decide on Your Level of Trust

Discover ways to test the current state of security and keep it up to date

Assuming that people will do the right thing is easy and tempting. Don't let yourself take this
Learn to engage end users as part of the overall network security solution
shortcut. Spell out what is expected and what is prohibited. Decide on the controls you will use
to
measure
adherence
the good practices
that you
tobusiness,
define. (This
to
While
the Internet
has to
transformed
and improved
theare
wayabout
we do
this applies
vast network
and
programs
as
well
as
people.)
Specify
repercussions
that
will
follow
if
employees
do
not
adhere to
its associated technologies have opened the door to an increasing number of security threats.
practices.
Trustfor
different
employees
in different
Those with
unprivileged
are in a
The challenge
successful,
public web
sites is ways.
to encourage
access
to the siteaccess
while eliminating
different
category
than
those
with
high
levels
of
access
privilege.
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
Step
2: Systems
Define Appropriate
Behaviorin using the Internet to conduct business, so too is it a
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Network
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necessary to support an HR action in the face of inappropriate behavior, or even to prosecute a
effective, all-encompassing network security solution.

criminal case in extreme examples.

Step 3: Create a Policy Review Team
The members of this team are responsible for drafting new policies and revising existing ones.
Table 2-3 describes the representatives and their roles.
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Table 2-3. Members of the Policy Review Team
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Someone who can enforce the policy. This is often a senior member of
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browsers,
and anetwork
communications.
Legal Department
Possibly part time, but someone who can review policies with respect
to applicable laws. For multinational firms, this review is exponentially
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morepolicies
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Learn how to harden
the
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organization's
multi-user
members
platforms,
and getting
including
their
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2000,
in. and
Also,XP
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Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
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end user's workstation, including web browsers, desktops, and
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books. You should investigate these resources and find one that matches your organization's
profile. This will save you significant amounts of work. Even more important, it will keep you
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
from accidentally omitting vital areas from consideration.
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution

TIP

While the Internet has transformed and improved the way we do business, this vast network and
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The challenge for successful, public web sites is to encourage access to the siteedit
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The
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(currently
$595
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undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market
leader infor
the Security
development
and sale of products and technologies that protect data
Key Topics
Policies
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
Many of the security policies listed in Table 2-2 have key clauses that should be included, as
web server, or the client. Hardening the defenses at all these points is key to creating an
further described in Table 2-4.
effective, all-encompassing network security solution.

Table 2-4. Key Policy Provisions
Policy Name

Key Provisions

Tells employees how to use encryption to protect information in transit
•Acceptable Table of Contents
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(both over the network and via laptop). Names encryption products,
Web Security Field Guide algorithms, and strengths.
By
Acceptable
Steve Kalman
Use

Lists appropriate use of computing resources. Users should be made to
read and sign. Contains rules for e-mail, newsgroups, web surfing, and
Publisher: Cisco Press nonbusiness use. Also states users' responsibilities regarding data in their
private spaces.
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things that they must do to protect the network while the line is in use.
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Application Service Defines minimum-security standards to which ASPs must adhere to be
Providers
eligible to contract with the company.
Automatically
Discusses whether accessing, maintaining, and forwarding company e-mail
Forwarded Email
to private accounts is allowed.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Information
Tells users how to treat company confidential, company officer eyes-only,
Sensitivity
company trade secret, third-party private and other classifications of
Create effective private
securityinformation.
policies and establish rules for operating in and maintaining a
security- conscious environment
Internal Lab
Sets rules that protect the main network from work done in the lab.
Security
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Anti-Virus
Lists baseline rules for using antivirus products (AVPs) and frequency of
Understand secure installation options for Windows web servers and how to enhance
updates. Explains procedure to follow after becoming infected. Includes
security on existing web and FTP server installations
rules for downloading software and for allowing attachments.
Improve security
at theminimum
end user'slength,
workstation,
browsers,
desktops,
and
Password
Covers
changeincluding
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techniques
for creating
good
laptops
passwords, and mistakes to avoid.
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andfrom
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to
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need to and
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and IOS
convey.
Learn the Cisco you
PIX Firewall
Firewall architecture and how to apply Cisco
standard
and
extended
access
lists
Router Security
Deals with storage of router passwords and with minimum access control
list requirements.
Discover ways to test the current state of security and keep it up to date
Wireless
Deals with maintaining security when sending data across wireless LANs
Learn to engageand
endthe
users
as for
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of the
overall
security
Communication
rules
when
this
mightnetwork
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not be solution
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While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable
or Implementing
malicious traffic and
to provide
sufficient
levels of security without constraining
Effectively
Your
Security
Policy
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
When you develop policies, you need to balance productivity and security. The goal of all good
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
employees is to get their work done. If you create a rule that the employee thinks is just in the
market leader in the development and sale of products and technologies that protect data
way, that employee will either ignore it or bypass it. Sometimes, you can implement technical
traveling across the Internet. Yet a network security solution is only as strong as its weakest
controls to make sure that policies are followed (password change periods, for example), but
link. Network attacks can occur at any point, including the network connection, the firewall, the
other times you cannot. (A rule about never giving your password to someone else cannot be
web server, or the client. Hardening the defenses at all these points is key to creating an
enforced by software.) You must make security a part of the corporate culture.
effective, all-encompassing network security solution.

This does not have to be done in a punitive way. Here are two examples.
A company whose policy called for password-protected screen savers or locked workstations
whenever an employee was not using the PC was enforced by having security staff (uniformed
guards on patrol) write "tickets"—they looked like parking tickets—and taping them to the
monitor. The tickets reminded the users of the rules. The guards were taught how to Ctl-Alt-Del
and pick Lock Workstation, and were instructed to do so whenever issuing a ticket.
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unenforceable. You must get management buy-in, even if doing so is painful.

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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Certification Authority
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Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
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standard and extended access lists
of a vice president of the company who brought an infected floppy from home and
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market
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traveling across the Internet. Yet a network security solution is only as strong as its weakest
I told them not to call me again.
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
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Summary
This first part of the book set the stage with a chapter on essential information and a chapter on
security policies. Part II deals with things you should do to harden the server software before
installing a web server.
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Part II: Hardening the Server
A newly installed server is the easiest platform in the world to break into. That applies
whether the server is a file server (NT 4, Windows 2000, or Windows XP), a web server
(IIS4 orTable
IIS5),
or any other kind of server (FTP, SNMP, database, and so on). In this part,
•
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you
see
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techniques for hardening the three file server platforms. Part III then deals
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with
two
web
server
versions.
Web Security Field Guide
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Kalmanno
There's

such thing as done, but you can be sure that following the suggestions outlined
here will yield a result that's much more secure than what you started with.
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operating system. In many cases, you'll buy the web server platform with the operating
system preinstalled anyway. This chapter focuses on making it secure.
Be aware of an underlying assumption—the web server is a standalone machine, not part of a
domain. No users are stationed there; only the administrator needs to log in at the console.
All other access is through the network.
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Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
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Chapter 3. Windows System Security
This chapter covers the following topics:
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All versions of Windows have one thing in common: as installed, they have very weak security.
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Which rights and permissions to apply, how to apply them, and how to make sure that
newly installed applications don't undo your work
How to harden the operating system
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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(NTFS)
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It is workstation,
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Improve
security
the end user's
including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
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The other, called the System Access Control List (SACL), is used to manage logging
Learn
to engage end users as part of the overall network security solution
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on DACLs.and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
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multiple domains based on their size or security needs. These domains could, optionally, be told
to trust another domain's users. However, these trusts were one way. For two domains to trust
each other, two different trusts had to be established, A to B and B to A. As the number of
domains grew, this too became unmanageable. (Mathematically, if every domain trusts every
other domain, the number of trusts is N x N–1 where N is the number of domains.)
The solution to that problem came with Windows 2000 Server. It is called Active Directory (AD).
AD is a Lightweight Directory Access Protocol (LDAP) database loosely based on the X.500
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Active Directory simplifies and centralizes the multiple domain, multiple trust overhead that
developed with the wide expansion of NT 4-based networks. There's more on this later in the
chapter in the section, "Windows 2000/XP Security."
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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NT 4 Security
This section examines Windows NT 4's built-in security features and is divided into four parts:
Explanation
Table of
of Contents
the NT 4 File System Security Model

•
•

Index

Demonstration
Web Security
Field Guideof

weaknesses and ways to protect against them

BySteve Kalman

Explanation of operating system weaknesses

Publisher:
Demonstration
Cisco Press

of hardening the operating system

Pub Date: November 08, 2002
ISBN: 1-58705-092-7

NT 4Pages:
File608
System Security
NT 4 introduced five component parts to its security structure, as defined in Table 3-1.

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.

Table 3-1. NT 4 Security Components
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
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Figure 3-5. Starting User Manager for Domains
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effective, all-encompassing network security solution.

(shown in Figure 3-8) that offers the option of which users to add to the newly created group. If
you are a member of a domain, you can choose domain users and groups (by clicking the
dropdown box and selecting the appropriate domain) as well as local users. Click the user's
name that you want to add (which causes the Add button to go from gray to black), and click
Add. The result of all this is shown in Figure 3-9, where Joseph has been made a member of the
WebDev (Web Developers) group.
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NOTE
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
As stated in the introduction to this part, the assumption is that you are building a
stand-alone server. An intranet server does not have to be in the domain. Users who
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servers
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and
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environment
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of all
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place.Chapter 5, "Enhancing Web Server Security," provides details on how to make
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that
change. secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
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browsers,
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and
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groups
developers
using the
methods
described
here.
laptops
However, if you are creating a standalone server, you need to create only the
developers' group and accounts; user access will be handled via the automatically
Evaluate the pros and cons of installing a certificate server and becoming your own
created Anonymous account.
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Figure 3-10 shows the process repeated to create the WebUsers group. This group should have
both users
andways
developers
developers
still needand
read
access
Discover
to test because
the current
state of security
keep
it uptotoverify
date that users can
access the appropriate sections of the site. You might want to remove developers after the web
site isLearn
in production.
them
nowofmakes
your job
easier
later. solution
to engageAdding
end users
asinpart
the overall
network
security
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
Figure
3-10.
Group
Created
The challenge for successful,
public
web WebUsers
sites is to encourage
access
to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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After you have the necessary groups created, you can apply group permissions to the web root
folder. Repeat the steps shown in Figures 3-1 to 3-3 to get back to the dialog shown in Figure 34 (the starting Directory Permissions dialog, repeated here in Figure 3-11).
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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3-13. is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Figure 3-12. Groups to Choose From
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Figure 3-14. Interim Permissions for the Docs Folder
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After you add the new groups, click Everyone and then Remove to limit access to users in the
specified groups. Figure 3-15 shows the result.
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Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard
andAcknowledging
extended access liststhe Warning and Propagating the Changes
Figure
3-16.
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
You won't be able to test this until you install the web server. However, if you did try to access
market leader in the development and sale of products and technologies that protect data
the web server now you wouldn't get in. IIS defaults to access via an anonymous account named
traveling across the Internet. Yet a network security solution is only as strong as its weakest
IUSR_machine-name (for example, IUSR_pc3). If you're going to rely on anonymous access, you
link. Network attacks can occur at any point, including the network connection, the firewall, the
have to put that account into the WebUsers group, too.
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

To give a user directory permissions, repeat the steps shown in Figures 3-1 to 3-3, but this time
click the Show Users button. That adds individual users to the list for you to select. Choose the
Internet Guest account and click Add; then click OK.
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permissions granted to that account plus web server permissions granted to that
directory.
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In the latter case, access is controlled exclusively by ACL. A user in the domain could
ISBN: 1-58705-092-7
map
a drive to the web server and read or update web pages when the Everyone group
Pages:
608
has
Full
Control. After making the changes shown here, only web developers can
update the site, and only web users can read the contents. Chapter 5 explains how to
remove anonymous access for intranet servers.

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.

NT 4 Operating System Security
Create effective security policies and establish rules for operating in and maintaining a
Theresecurityis a lot more
to securing
a web server than hardening the file system. Here's a list of other
conscious
environment
things that you need to do:
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Set
account secure
policies.
Understand
installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Edit group rights.
Improve security at the end user's workstation, including web browsers, desktops, and
Rename
laptops critical accounts.
Turn
on auditing.
Evaluate
the pros and cons of installing a certificate server and becoming your own
Certification Authority
Remove or disable unnecessary or dangerous services.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
The sections
that
examine
these
standard
andfollow
extended
access
liststasks in greater detail. Fortunately, except for the last
item, most of the work is done in one program—User Manager for Domains.
Discover ways to test the current state of security and keep it up to date
Learn
to engage
end users as part of the overall network security solution
Setting
Account
Policies
While the Internet has transformed and improved the way we do business, this vast network and
Account policies take effect when a new account is created. Settings here revolve around
its associated technologies have opened the door to an increasing number of security threats.
password and login issues. As shown in Figure 3-17, clicking Policies and then Account in User
The challenge for successful, public web sites is to encourage access to the site while eliminating
Manager for Domains launches the Account Policies page.
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
3-17.
Policies
Menu
market leader in the Figure
development
andUser
sale ofManager
products and
technologies
that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Figure 3-18 shows the result. Several items on that page have already been changed to their
recommended
Table
3-5 shows
the default
value and
gives an
of the
Learn howvalues.
to harden
Windows
multi-user
platforms,
including
NT,explanation
2000, and XP
suggested change.
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security
at the3-18.
end user's
workstation,
including
web browsers,
Figure
Modified
Account
Policies
Pagedesktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops

Table
Account
Recommendations
Evaluate the pros
and3-5.
cons of
installing Policy
a certificate
server and becoming your own
Certification Authority
Account
Recommended
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
Policy
Default
Value
Explanation
standard and extended access lists
Maximum
Never
28 days
Users should change passwords at least
Discover
to test the current state of security
and
keepon
it up
to date accessed
Password
Ageways
expires
every
month
infrequently
machines.
Learn to engage end users as part of the overall network security solution
Minimum
Blank
9 characters
Servers should be well protected. Accounts
While
the Internet
has transformed and improved the
wayhave
we do
business, greater
this vastthan
network
Password
allowed
should
passwords
eight and
its
associated technologies have opened the door tocharacters
an increasing
number
ofinsecurity
threats.
Length
to skirt
a flaw
the password
The challenge for successful, public web sites is to encourage
to the
while
eliminating
encryption access
program
thatsite
makes
shorter
undesirable or malicious traffic and to provide sufficient
levels far
of security
passwords
easier towithout
guess. constraining
performance or scalability. The more reliant organizations become on the Internet to perform
Minimum
Immediate
One
day
Withouta the
restriction,
users
can cycle
daily
jobs or conduct
transactions,
the
greater the impact
breach
of network
security
has. Just
Password
Age
change
through
a
series
of
passwords
as Cisco Systems has been an innovator in using the Internet to conduct business,tosoget
tooback
is it to
a
allowed
their
favorite.
This
makes
that
technique
market leader in the development and sale of products and technologies that protect data
impractical.
traveling across the Internet. Yet a network security
solution is only as strong as its weakest
link.
Network
attacks
can
occur
at
any
point,
including
the network
connection,
the
firewall,
the
Password
No history
24 passwords
Prohibits
alternating
among a
few
favorites.
web
server,
or
the
client.
Hardening
the
defenses
at
all
these
points
is
key
to
creating
an
Uniqueness
effective, all-encompassing network security solution.

Account
Lockout

None

Enabled

Enables the configuration choices in the next
three rows of this table.

Lockout After
N Bad
Attempts

5

3

Users are expected to know their passwords.

Reset Count

15

15

Fifteen minutes is enough time to start the
counter over.

30 mins

The Administrator account cannot be locked
out forever. Increasing this value also
increases help desk calls for password resets
from those who cannot or will not wait.

•After

Table of Contents

•

Index

Lockout
15 mins
Web
Security Field Guide
Duration

BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7

Editing
Group
Rights
Pages:
608
NT 4 also assigns rights to groups. Using the same program, click Policies and then User
Rights to bring up the User Rights Policy dialog box. Click the down arrow and select Shut
down the system, as seen in Figure 3-19, to bring you to the dialog shown in Figure 3-20.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.

to Modify
Create effectiveFigure
security 3-19.
policies Selecting
and establishthe
rulesRight
for operating
in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies
opened
the door
to an increasing
number
of security threats.
Figurehave
3-20.
Default
Groups
with the
Right
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Delete the Users group. Every account, by default, is made a member of this group. (The
difference between Users and the Everyone group is that you can remove members from Users.)
Until you remove Users from the rights list, any user can shut down the system. That's a right
that should be restricted.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
TIP
Learn
howAdvanced
to hardenUser
Windows
including
NT, 3-20,
2000,when
and XP
The
Show
Rightsmulti-user
checkbox platforms,
at the bottom
of Figure
selected,
more than doubles the number of rights that can be managed. One of those extra
Understand secure installation options for Windows web servers and how to enhance
rights is called Debug Programs. By default, only Administrators can use that right.
security on existing web and FTP server installations
Your web developers might ask you to grant them the right by adding in their group. If
possible, resist their efforts. Development should not be done on the production server.
Improve security at the end user's workstation, including web browsers, desktops, and
Debugging belongs on test machines.
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority

Renaming Critical Accounts

Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
An intruder trying to gain access to a server will often try to break into the Administrator
account. This is for two reasons:
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
The account is created by default and, so, is usually there.
While the Internet has transformed and improved the way we do business, this vast network and
If successful, the intruder will have full control of the system.
its associated technologies have opened the door to an increasing number of security threats.
The
successful,
public
web sites is to encourage access to the site while eliminating
You challenge
can thwartfor
intruders
in two
ways:
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily Change
jobs or conduct
transactions,
the greater
the impact a breach of network security has. Just
the name
of the Administrator
account.
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
Create
a new
account
and make
a member
of the
Administrators
Then data
remove the
market
leader
in the
development
anditsale
of products
and
technologies group.
that protect
Administrator
from
groups. security solution is only as strong as its weakest
traveling
across theaccount
Internet.
Yet all
a network
link. Network attacks can occur at any point, including the network connection, the firewall, the
Figure
3-21 demonstrates
changing the
of the
Administrator
User Manager,
web server,
or the client. Hardening
the name
defenses
at all
these pointsaccount.
is key toIncreating
an
simply
click
User, click Rename,
and
changesolution.
the name of the Administrator account. Pick a
effective,
all-encompassing
network
security

name that matches your naming convention so that if a user does manage to learn the names of
the accounts on the computer, the account name itself does not indicate its special nature.

Figure 3-21. Changing the Administrator Name
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
As previously stated, another popular way to thwart would-be intruders is to create a new
account, make it a member of the Administrators group, and remove the Administrator account
Evaluate the pros and cons of installing a certificate server and becoming your own
from all groups. You can even assign the Administrator account the special No Access file
Certification Authority
system permission to all files and folders. This way, even if the intruder is successful, nothing is
lost. This
is the
the Cisco
recommended
technique.
The
now
powerless
Administrator
account
will Cisco
still
Learn
PIX Firewall
and Cisco
IOS
Firewall
architecture
and how
to apply
attract
would-be
hackers.
If
you
log
attempted
logins
to
that
account,
you'll
know
right
away
if
standard and extended access lists
you're under attack.
Discover ways to test the current state of security and keep it up to date
Learn
to Auditing
engage end users as part of the overall network security solution
Turning
On
While the Internet has transformed and improved the way we do business, this vast network and
NT 4 uses the term auditing in much the same way as other operating systems use the term
its associated technologies have opened the door to an increasing number of security threats.
logging. Whichever word you use, it is a means to record certain, selected events. Those events
The challenge for successful, public web sites is to encourage access to the site while eliminating
come in two categories. The easy way to divide them is by things that concern the operating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
system, such as failed logins or rebooting, and by things that concern files and folders, such as
performance or scalability. The more reliant organizations become on the Internet to perform
deleting them or taking ownership.
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
To enable either operating system event logging, or file system event logging, start in User
market leader in the development and sale of products and technologies that protect data
Manager for Domains and click Policies and then Audit.
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link.
Network
attacks
occur
at any
network
connection,
firewall,
Figure
3-22 shows
thecan
place
to click
to point,
launchincluding
the auditthe
dialog.
When
the dialogthe
pops
up, thethe
Do
web
server,
or
the
client.
Hardening
the
defenses
at
all
these
points
is
key
to
creating
Not Audit button is checked and the rest of the items are grayed out. Click the Audit an
These
effective, all-encompassing network security solution.

Events button to get the screen shown in Figure 3-23. From that screen, click both the Success
and Failure checkboxes on the File and Object Access line to enable file system auditing.

Figure 3-22. User Manager Audit Menu
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops

Figure
3-23.
Default
Auditing
Dialog
Evaluate the pros and
cons of
installing
a certificate
server and
becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Table 3-6 defines the possible auditing choices. Figure 3-24 shows the suggested entries for a
web server. All failures are audited, as well as successful changes to File, Security, and Restart.
You can audit more, but choosing some of these items (such as successful logins) adds
significantly to the web server's log without adding very much to its security. Doing so also risks
a denial-of-service attack. When log files fill, servers shut down unless configured otherwise. You
must make sure that there is always plenty of room in your log file.
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Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
Table 3-6. Auditing Choices in NT-4
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Audit Event
Recommended?
Success
Failure
Certification Authority
Logon and
Not for web servers
Records every successful
Records failed logon
Learn the Cisco PIX Firewall and Cisco
IOS including
Firewall architecture
how to apply Cisco
Logoff
logon,
anonymous and
attempts.
standard and extended access lists web users.
File and
Discover ways
Yes,
tocoupled
test thewith
current state
Coupled
of security
with file
andand
keep
folder
it up to
Records
date requests to
Object Access careful selection of
logging, will show when files change files or folders
Learn to engage
end folders
users as
thecreated,
overall deleted,
network or
security solution
files and
topart ofare
that failed due to lack of
monitor
changed; also shows
permissions.
While the Internet has transformed and improved
the
way we do business, this vast network and
ownership
transfer.
its associated technologies have opened the door to an increasing number of security threats.
Usechallenge
of User for Not
for web public
serversweb sites
Records
user rights,
attempts
to do
The
successful,
is towhen
encourage
access to Records
the site while
eliminating
Rights
granted
via User
Manager,
something
for which the
undesirable
or malicious traffic and to provide
sufficient
levels
of security
without constraining
are organizations
employed.
right
was not
performance or scalability. The more reliant
become on the
Internet
to granted.
perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
User and
No
Records successful changes Records unsuccessful
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
Group
to groups, including
attempts to change
market leader in the development and sale of products and technologies that protect data
Management
creating, deleting, and
groups or memberships.
traveling across the Internet. Yet a network security solution is only as strong as its weakest
editing membership.
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Tracking

Intruders usually try to
make changes to security
policies. Recording
successful attempts helps
reconstruct an intrusion or
alert you that one is
ongoing.

Having a history of
unsuccessful attempts to
change security policy
helps track down
intruders before they
succeed.

Normal restarts mark the
log with known events.
Unexpected restarts show
potential misbehaving
programs or successful
intruders who try to cover
their tracks.

Failed restart attempts
show intruders who try
to cover their tracks and
help identify badly
misbehaving programs.

Creates an entry every time Creates entries when
a program or process starts, processes fail to start.
filling logs very quickly.

Changes to the auditing profile are recorded in the security log. You can see the changes using
Hands-on
techniques
for securing
Windows(r) servers,
browsers, and
network
the Event Viewer
program
on the Administrative
Tools (Common)
menu.
Selectcommunications.
the Security
Log and open the log file entry to see the policy change shown in Figure 3-25.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment

Figure
3-25.
Logmulti-user
Entry Because
a Policy
Change
Learn how
to harden
Windows
platforms, of
including
NT, 2000,
and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective,
After
you have
all-encompassing
turned on auditing
network
in security
User Manager
solution.
for Domains, you can begin auditing in the

file system. To get to the Properties dialog shown in Figure 3-26, launch Windows Explorer,
navigate to and select the directory you want to audit, right-click and choose Properties, and
select the Security tab.

Figure 3-26. Auditing on the Security Tab in the Folder's Properties
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ClickAuditing to bring up the Directory Auditing box shown in Figure 3-27. You have the ability
Evaluate the pros and cons of installing a certificate server and becoming your own
to audit the actions of both individual users and group objects. In addition, the choices you make
Certification Authority
for one object audit don't have to be the same as the choices you make for another.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists

Figure
Default
Dialog
Discover ways
to test 3-27.
the current
state ofDirectory
security andAuditing
keep it up to
date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
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Figure 3-29. Recommended Auditing Selections
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its associated technologies have opened the door to an increasing number of security threats.
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undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
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One service that has a high-risk factor is the Messenger service. It can be used in a social
engineering type of attack, fooling cooperative users into doing things that the attacker wants.
To disable the Messenger service, launch Control Panel, then the Services applet, and select
Messenger. That gives you the dialog box shown in Figure 3-30. Double-click Startup to get to
the Service box shown in Figure 3-31 and set the Startup Type to Disabled. Click OK to get back
to the main services screen and then click Stop. You get the warning shown in Figure 3-32. Click
Yes to complete the task.
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traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

NOTE
The ISS Internet Scanner is one of several in the field. It is included because it is a
leading example in its category. It is a complex program with many more features than
are described here.
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With that in mind, the first job is to pick a policy. If the predefined policies don't match your
needs, you could decide to build your own, modeling it on one of the existing policies.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Start Internet Scanner and click OK to create a new session. Figure 3-33 shows the beginning of
a session with ISS waiting for policy selection. Clicking Add Policy begins a simple three-step
Create effective security policies and establish rules for operating in and maintaining a
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security- conscious environment
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Step 2. Editsecure
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security on existing web and FTP server installations
Step 3. Name and save it.
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Figure 3-33. ISS Policy Selection Page
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Figure 3-34 illustrates step 1. The built-in L5 NT Web Server policy is a good place to start.
SelectLearn
L5 NThow
Web
click Next.
Giveplatforms,
the sessionincluding
a descriptive
nameand
andXP
click Finish.
to Server
harden and
Windows
multi-user
NT, 2000,
From the Policy menu, select Edit Current. Expand Vulnerabilities and then Denial of
Understand
secure
installation
options
for Windows
servers
howan
to expansion
enhance of
Service
branches.
That brings
you to
the screen
in Figureweb
3-35,
whichand
shows
security
on
existing
web
and
FTP
server
installations
the FTP Vulnerabilities branch. Six commercial FTP servers are listed. One of them is Serv-U, a
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Certification AuthorityFigure 3-34. ISS Sample Policies
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as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
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Figure 3-35. ISS Policy Editing
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After making all desired changes and saving the policy, ISS asks for the IP addresses to scan
using that policy. This inquiry screen is shown in Figure 3-36. The bulleted entry, Ping valid
hosts in your key, needs some special explanation.

Figure 3-36. ISS, Specifying the Destination Addresses to Scan
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Figure 3-38. ISS, Denial of Service Warning
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Reputable scanners alert stations that they are being scanned, as shown in Figure 3-39. If you
ever see a message like this pop up while you are working (and you're not absolutely sure that
the scan is authorized), disconnect from the network immediately and notify your administrator.

Figure 3-39. ISS Scan Alert
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Figure 3-40. SS, Displaying the Scan Results
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NOTE
Although you cannot see it in Figure 3-40, the levels of risks are color-coded. The Low
risks use a blue circle with an "i" in it, Medium risks have yellow triangles with an "!,"
and High risks are red with a "-."
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Windows 2000/XP Security
Windows 2000 introduced the Active Directory (AD). An AD holds information about all resources
on the network, including the information about users, groups, and rights that NT 4 held in its
SAM database. Because of its enterprisewide, global scope, the security surrounding it is more
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The AD tree has the top-level DNS name, and the domains have subordinate names. For
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Chevrolet.GM.COM, Pontiac.GM.COM, and so forth. Furthermore, the Chevrolet.GM.COM domain
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CAUTION
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Sophisticated intruders have introduced security templates that intentionally install
security holes. They track the IP address of those that visit their web site to download
the template and use the holes they planted to launch an attack. If you do download
templates, be sure that they come from a reputable source. (One such reputable
source, by the way, is www.nsa.gov, where you'll find some truly excellent security
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undesirable or malicious traffic and to provide sufficient levels of security without constraining
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Expand the new \inf branch, scroll down to the default templates, and select defltsv, which
stands for default server and is shown in Figure 3-51. Expand that branch, click the item labeled
File System, and scroll down to the item called %SystemRoot% to provide you with the
screen shown in Figure 3-52. Double-click that line to bring up a dialog box shown in Figure 353.
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TIP
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%SystemRoot% is an environment variable. Environment variables are set on boot up
and can be viewed by opening a command prompt and typing the command set.
Figure 3-54 shows the environment variables on the Windows 2000 test machine,
W2K-Srvr.
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Figure 3-54. Displaying the Environment Variables
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Figure 3-57. Creating a New Database
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Console (see Figure 3-60), ready to analyze or configure your server.

Figure 3-59. Choosing the Template
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Right-clickSecurity and Configuration Analysis scope again (see Figure 3-61), but this time
chooseAnalyze Computer Now. You'll be asked for a path for the error log (see Figure 3-62),
and you can take the default. Click OK to begin the analysis process. This takes a while. To bide
your time, compare your image to the one shown in Figure 3-63.
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Figure 3-64. User Rights Portion of the Analyze Log
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Configuring the Server
Perform the next step only when you want to set a server's security settings to the installed
default.
If that is the case, right-click the Security and Configuration Analysis scope (also shown in
Figure 3-65) and choose Configure Computer Now. After the configuration is complete, you
need to viewTable
the log
file. (You might need to refresh the log.)
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The W2K_Server.inf template will secure a default server. However, the NSA authors have no
way of knowing anything about your local security policy or locally installed folders. The good
news is that you can edit their template to include that information.
Figure 3-68 illustrates the NSA template fully expanded to show all the policies it supports. This
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Figure 3-68. NSA Security Template
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security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
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TIP
If you download the NSA template, a good destination is the INF folder. It already has
templates in it and you've already added the folder to your Management Console.
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Figure 3-69. Password Policy Page
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Figure 3-71. Account Lockout Policy
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web server, or the client. Hardening the defenses at all these points is key to creating an
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TIP

Understand secure installation options for Windows web servers and how to enhance
security
on existing
webtend
and to
FTP
server their
installations
If
your legitimate
users
mistype
passwords frequently, they will
overwhelm the help desk with requests to reset the lockout time. Have the help desk
Improve
at the
end user's
workstation,
including
browsers,
and
log
those security
calls. Before
agreeing
to shorten
the time
period,web
check
to see ifdesktops,
there isn't
laptops
some group of users, a department, or a location that is having difficulty. If so, try
additional training or supplementary documentation instead.
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco

Localstandard
Policies
and extended access lists

Discover
ways
to testhas
thethree
current
state of security and keep it up to date
The Local
Policies
section
parts:
Learn to engage end users as part of the overall network security solution
Audit Policy
While the Internet has transformed and improved the way we do business, this vast network and
its associated
technologies
have opened the door to an increasing number of security threats.
User Rights
Assignments
The challenge for successful, public web sites is to encourage access to the site while eliminating
Security
undesirable
orOptions
malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
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Figure 3-73. Editing Account Logon Events
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Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
Two similar
items are often
confusing.
logon events logs interactive logons, while
effective,
all-encompassing
network
securityAudit
solution.

Audit account logon events logs network logons. A failed interactive login is far more
important to log (and investigate) than a failed network logon.
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Figure 3-24, in the section discussing turning on NT 4 Auditing, shows the
recommended audit settings. You are encouraged to use that figure and the
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surrounding
discussion to guide your Windows 2000 and XP configurations.
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Figure 3-74 shows the NSA choices for User Rights security. Many of the rights have
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appropriately been allocated exclusively to administrators. However, the right to access this
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computer
from the network should be changed to prevent a wide variety of NetBIOS hacks.
Double-clickDeny access to this computer from the network to bring up the screen shown
inFigure 3-75. Click Add to launch the pop-up window shown in Figure 3-76. Click the Browse
button, and select the group WebUsers. Click OK to deny this group that right.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.

Figure 3-74. User Rights Template
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TIP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
The item that controls renaming the Administrator account is highlighted. In the NT-4
section of this chapter, there is a discussion on the merits of doing just that. (Refer to
Improve security at the end user's workstation, including web browsers, desktops, and
"Renaming Critical Accounts" subsection.)You are encouraged to read those pages,
laptops
even if you have no NT-4 servers.
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn
Event
Logthe Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists

Figure 3-78 shows the Event Log section of the NSA template. The default action to take if log
Discover ways to test the current state of security and keep it up to date
files fill up is to halt the system. In most cases that's fine, but if you have a server that must
always
be up,
considerend
letting
it as
runpart
even
theoverall
logs fillnetwork
up. Thesecurity
way to change
Learn
to engage
users
ofifthe
solutionthe setting is to
double-click the bottom item, Shut down the computer when the security audit log is full.
That
up the has
setting
box shown
in improved
Figure 3-79,
you
select
the
Disabled
Whilebrings
the Internet
transformed
and
thewhere
way we
doshould
business,
this
vast
network and
button
and click
OK.
its associated
technologies
have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
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System
Services
Understand
secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
One of the primary jobs to perform when hardening a server is to remove or disable any service
Improve
security
at the
end user's
including
desktops,
that isn't
needed.
The NSA
template
listsworkstation,
all of the services
thatweb
youbrowsers,
should consider
but and
makes
laptops
no decisions for you. Figure 3-81 shows one service that you'll never need on a web server
(DHCP Client) being removed. Table 3-7 provides a list of services that you can disable on your
Evaluate the pros and cons of installing a certificate server and becoming your own
web servers.
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists

Figure 3-81. Disabling a Service via the Template
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Table
3-7. Services
That Can
Be Disabled
Learn how to harden
Windows
multi-user platforms,
including
NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
Service Name
Description
security on existing web and FTP server installations
Clipbook Viewer
Enables the Clipbook Viewer to create and share "pages" of data to be
Improve securityviewed
at the by
endremote
user's computers.
workstation, including web browsers, desktops, and
laptops
Computer Browser Maintains an up-to-date list of computers on your network and supplies
the
listcons
to programs
thata request
it. The
Computer
Browser
service
Evaluate the pros
and
of installing
certificate
server
and becoming
your
own is used
by
Windows-based
computers
that
need
to
view
network
domains
and
Certification Authority
resources.
the Cisco PIX
Firewall
and
Cisco IOS Firewall
architecture
and how
to apply Cisco
DHCPLearn
Client
Dynamic
Host
Configuration
Protocol
Client manages
network
standard and extended
access
lists
configuration by registering and updating IP addresses and Domain Name
Server (DNS) names for this computer.
Discover ways to test the current state of security and keep it up to date
DHCP Server
Allocates IP addresses and allows the advanced configuration of network
Learn to engagesettings.
end users as part of the overall network security solution
DNS Server
DNS name
resolutionthe
byway
answering
queries and
update
requestsand
While
the Internet hasEnables
transformed
and improved
we do business,
this
vast network
for
DNS
names.
its associated technologies have opened the door to an increasing number of security threats.
The
to encourage
Faxchallenge
Service for successful,
Enablespublic
you toweb
sendsites
andisreceive
faxes. access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
File Server for
Enables
Macintosh
users
to store andbecome
access files
on Internet
this Windows
server
performance
or scalability.
The
more reliant
organizations
on the
to perform
Macintosh
machine.
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as
Cisco Systems
been an access
innovator
in using
the Internet
to on
conduct
business,
so too is it a
Gateway
Service has Provides
to file
and print
resources
Netware
networks.
market
leader
in
the
development
and
sale
of
products
and
technologies
that
protect
data
for NetWare
traveling across the Internet. Yet a network security solution is only as strong as its weakest
Internet
address
translation
(NAT), addressing,
link.
Network attacks Provides
can occurnetwork
at any point,
including
the network
connection,and
the name
firewall, the
Connection
Sharing
resolution
services
for
all
computers
on
your
home
or
small-office
web server, or the client. Hardening the defenses at all these points is key to creating annetwork
through
a dial-up
or broadband
effective, all-encompassing
network
security
solution. connection.

NetMeeting Remote Allows authorized users to remotely access your Windows desktop from
Desktop Sharing
another PC over a corporate intranet using Microsoft NetMeeting.
Print Server for
Macintosh

Enables Macintosh clients to route printing to a print spooler located on a
computer running Windows 2000 Server.

Print Spooler

Queues and manages print jobs.

Remote Access
Brings up a dialog that offers to make a dialup connection to a remote
Table of Contents
Auto Connection
computer when there is no network access.
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Remote Procedure
Call (RPC) Locator
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Provides the name services for RPC clients.

Remote
Registry
Publisher:
Cisco Press Allows remote Registry manipulation.
Service
Pub Date: November 08, 2002
Routing
ISBN:
and
1-58705-092-7
Offers routing services in local area and WAN environments.
Remote
Access
Pages: 608
RunAs Service

Allows you to run specific tools and programs with different permissions
than your current logon provides.

SAP Agent

Advertises network services on an IPX network.

Hands-on
SMTP
techniques Simple
for securing
Mail Transport
Windows(r)
Protocol
servers,
transports
browsers,
e-mail
and network
across the
communications.
network.
Simple TCP/IP
Implements support for Echo, Discard, Character Generator (CharGen),
Services
and Quote
the Dayrules
(QOTD).
Create effective Daytime,
security policies
and of
establish
for operating in and maintaining a
securityconscious
environment
Smart Card
Manages and controls access to a smart card inserted into a smart card
reader attached to the computer.
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
TCP/IP Print Server Enables TCP/IP-based printing using the Line Printer Daemon protocol.
Understand secure installation options for Windows web servers and how to enhance
Telephony
Provides Telephony API (TAPI) support for programs that control
security on existing web and FTP server installations
telephony devices.
Improve securityAllows
at theaend
user's
workstation,
including
weband
browsers,
desktops,
and
Telnet
remote
user
to log on to
the system
run console
programs
laptops
using the command line.
Windows
Timethe pros
Sets
computer
clock.
Evaluate
andthe
cons
of installing
a certificate server and becoming your own
Service
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
TIP
Learn
to security
engage end
users is
asset
part
theno
overall
security page.
solution
The
NSA
template
to of
take
actionnetwork
on the services
If you use it to
disable any or all the services listed in Table 3-7, you need to remember to activate
While the Internet has transformed and improved the way we do business, this vast network and
that selection. Figure 3-81 shows you the checkbox (called Define this policy setting in
its associated technologies have opened the door to an increasing number of security threats.
the template) that you must select.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
Registry
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling
across
Internet.
YetAnyone
a network
solution
is only
as strong
as its
weakest
The Registry
is athe
high-risk
area.
whosecurity
can make
a change
there
can wreak
havoc.
The
link.
Network
attacks
can
occur
at
any
point,
including
the
network
connection,
the
firewall,
the
NSA template selects a number of Registry keys with strong security implications and changes
web
server,
or
the
client.
Hardening
the
defenses
at
all
these
points
is
key
to
creating
an
their permissions so that only members of the Administrators group can change them. Figure 3effective, all-encompassing network security solution.

82 shows the default page.

Figure 3-82. Default Registry Page
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File System
laptops
Evaluate
thesystem
pros and
cons of installing
certificate
server
and becoming
your
own
Changing
the file
permissions
is easy.aThe
hard part
is deciding
which files
and
folders
Certification
Authority
need changing. Although there is no litmus test, a good rule of thumb is that if the folder
contains executable files or scripts (such as the Program Files folder or web root), or the file is a
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
system file or utility (such as boot.ini or regedt32.exe), it should be protected with an ACL that
standard and extended access lists
limits access to authorized users or changes the permissions to the minimum needed. The files
mentioned in the previous sentence, for example, need only Read and Execute permissions, not
Discover ways to test the current state of security and keep it up to date
the Full Control that the Everyone group automatically receives. The example that follows adds
the locally
webend
root
to the
Learndefined
to engage
users
as NSA
part template.
of the overall network security solution
Figure
3-83
shows has
the File
System page
from the template.
Todo
add
another this
file vast
or folder
to the
While the
Internet
transformed
and improved
the way we
business,
network
and
list,
right-click
in
any
empty
space
to
bring
up
the
popup
(it
is
already
visible
on
the
page),
and
its associated technologies have opened the door to an increasing number of security threats.
click
Add File. for
That
gives youpublic
the window
shown
Figure 3-84,
where
navigate
the
The challenge
successful,
web sites
is toinencourage
access
to you
the site
while to
eliminating
folder
that
you
want
to
protect.
Select
it
and
click
OK.
undesirable or malicious traffic and to provide sufficient levels of security without constraining
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System
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of products
andTemplates
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You see a page like the one shown in Figure 3-85. You can see that the default is to give
Everyone the Full Control permission. (By the way, this is the permission that will be assigned,
not necessarily the one that is currently in place—the Management Console does not check the
current ACL.)
•

Table of Contents

•

Index

Web Security Field Guide

Figure 3-85. Default File Permissions

BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable
or malicious
traffic
and to the
provide
sufficient
levels
ofwant,
security
withoutthe
constraining
Edit the list by
clicking Add,
selecting
groups
and users
you
assigning
permissions,
performance
or
scalability.
The
more
reliant
organizations
become
on
the
Internet
to that
perform
and, finally, removing the Everyone group. When you finish, you should have a page
looks
daily
jobs
or
conduct
transactions,
the
greater
the
impact
a
breach
of
network
security
has. Just
like that shown in Figure 3-86.
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network
attacks
can occur
at any
point, including
the network
connection,
the firewall, the
Figure
3-86.
Model
Modified
Permissions
for
a New Folder
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

•

Table of Contents

•

Index

Web Security Field Guide
BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco

TIP
standard and extended access lists
IIS
creates
two to
accounts
it isstate
installed.
One isand
thekeep
anonymous
named
Discover
ways
test thewhen
current
of security
it up to account,
date
IUSR_machine name. You should add it to the document root directory separately and
Learn
to engagedown.
end users
as partin
ofhandy
the overall
security
solution of an IIS
let
it propagate
This comes
if younetwork
choose to
take advantage
feature that allows individual user authentication.
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable
or malicious
traffic
and
to provide
sufficient
levelsthe
of second
securitybullet
without
Click
OK to get
to the setting
box
shown
in Figure
3-87. Click
(it constraining
begins,
performance
or scalability.
The moreand
reliant
become
on the Internet
perform
Replace
existing
permissions…)
thenorganizations
OK. When you
finish making
changes,tosave
your
daily jobs
or conduct transactions,
theSave.
impact
breach
of network
security
Just
work
by right-clicking
the templatethe
andgreater
choosing
If ayou
prefer,
you can keep
thehas.
original
as Cisco
an innovator
in usingname
the Internet
conduct
business, so too is it a
by
using Systems
Save Ashas
andbeen
choosing
an appropriate
for your to
altered
template.
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server,Figure
or the client.
Hardening
the defenses
all these pointsYour
is key Changes
to creating an
3-87.
Confirming
and at
Propagating
effective, all-encompassing network security solution.

•

Table of Contents

•

Index

Web Security Field Guide
BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

One Final Task
One more task remains, no matter which operating system you are using. Most of the extensions
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Summary
This chapter closely examined the issues involved with securing a Windows Server. The first part
concentrated on NT 4, whereas the remainder focused on Windows 2000. The same techniques
used in Windows 2000 can also be used in Windows XP.
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Chapter 4 IIS Installation
This chapter provides instructions for installing IIS4 on NT –4 and IIS5 on both Windows 2000
Server and Windows XP.
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Chapter 4. IIS Installation
This chapter covers the following topics:
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Installing IIS4
The prerequisite to installing IIS4 is acquiring the free-for-the-download NT 4 Option Pack. It is
a multimegabyte file in self-extracting zip form. After it is installed and unpacked, you are ready
to begin. Be sure that you are logged in on an NT 4 server as a member of the local
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Installing IIS4 on NT-4
ClickingAccept at the EULA screen brings you to the Option Pack installation screen, as shown
inFigure 4-4.
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The first page from the Minimum installation, shown here as Figure 4-5, asks you to choose a
folder for the web server's pages and another folder for the web server's program files. Choose
the defaults by clicking Next, but be aware that the home directory location needs to be
modified later. The beginning of Chapter 5, "Enhancing Web Server Security," includes a
discussion of how to modify the home directory location and why this modification is necessary.
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of the directory tree or, even better, on different drives.
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Spend a few minutes looking at the progress bar shown in Figure 4-6 and then proceed to the
undesirable or malicious traffic and to provide sufficient levels of security without constraining
thank-you screen shown in Figure 4-7. After you click Finish, you'll suffer the inevitable reboot.
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Figure 4-7. Successful IIS4 Installation Completion Page

Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

After rebooting, you'll find a new subgroup added to the Windows NT 4.0 Option Pack group on
the Start menu. Figure 4-8 shows that subgroup and its two tools, the FrontPage Server
Administrator and the Internet Service Manager. This latter tool manages and reconfigures the
IIS4 web server. It will soon become one of your most frequently used programs on the web
server. You'll probably want to drag its shortcut to the taskbar or the desktop.
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Choose the Home Directory tab. Change the local path to wherever you decide to put the
content of your web site. When possible, choose a dedicated, separate physical drive on the web
server. In the example shown in Figure 4-12, the D: drive holds the web content. A more
complete discussion of this item and its implications is found at the beginning of Chapter 5.
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Installing IIS5
Unlike its predecessor, you don't need to acquire IIS5 separately. It comes with both Windows
2000 Server and Windows XP Professional. Before beginning the install on either platform, be
sure that you are logged in as a member of the local administrators group.
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Figure 4-16. Windows 2000 Configure Your Server Tool
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you should still be able to follow along.

A wizard launches after you click the shortcut. Click the Web/Media Server item in the left
column to expand it (the results are shown in Figure 4-17), and click Web Server to continue.
The screen shown in Figure 4-18 tells you to click the underlined Start keyword to launch the
Components wizard. That brings you to the screen shown in Figure 4-19.
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As is often the case in Windows, you can get to this point in other ways. Control Panel's
Add/Remove Programs followed by Windows Components does the trick, too. You
can choose whichever path you prefer.

Click the checkbox next to Internet Information Services (IIS) and click the Details button.
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Figure 4-33. Administration Web Site Home Page
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Figure 4-36. Administration Site Security Page
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A complete discussion of the IP address-based security feature is found in Chapter 5 in the "IP
Address-Based Restrictions" section.
If you're interested in IIS5 on Windows XP, read on. If not, you're finished with this chapter.
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Figure 4-38. Windows XP's Setup Program

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
NOTEor malicious traffic and to provide sufficient levels of security without constraining
undesirable
performance or scalability. The more reliant organizations become on the Internet to perform
Windows XP Professional, like Windows 2000 Professional, has a limit of one web
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
server per PC. Neither NT-4 nor Windows 2000 Server has such a limitation, nor do the
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
new .NET servers. Although the .NET install will reportedly be the same as XP, at the
market leader in the development and sale of products and technologies that protect data
time of this writing, .NET is still in early beta, and testing that theory isn't possible. The
traveling across the Internet. Yet a network security solution is only as strong as its weakest
XP installation instructions are included here to assist readers who wind up using this
link. Network attacks can occur at any point, including the network connection, the firewall, the
book in a new .NET environment. There are likely be more similarities than differences.
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

ClickInstall optional Windows components to bring you to the screen shown in Figure 4-39.

Figure 4-39. IIS5 on XP Windows Components Selection Tool
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TheInternet Information Services program manages IIS5 on Windows XP. The shortcut to
launch it is fairly well buried. (XP's philosophy seems to be to make things users need easy to
find while placing administrator tools in obscure locations.) To get to the shortcut, launch
Control Panel, place it in Classic View, and select Administrative Tools. This is shown in Figure
4-43.
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ClickInternet Information Services to get to the screen shown in Figure 4-46.

Figure 4-46. IIS5 Internet Services Manager Opening Page
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Summary
This chapter took a careful look at installing IIS4 on NT4 and IIS5 on both Windows 2000 Server
and Windows XP Professional.
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Logging
Maintaining secure logs is essential to a secure web environment. Chapter 11, "Maintaining
Ongoing Security," deals with logs in considerable detail, but this is the more appropriate place
to learn how to manage web server logging.
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Limiting Access to Your Web Server
The installation instructions in Chapter 4 set anonymous login as the only way to access web
server content. Upon installation, IIS created two user accounts:
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If, however, you want to restrict access to users who have some pre-existing relationship with
you, you have some additional choices. You can add user accounts and have the web server
validate against those accounts. When you apply these additional restrictions, you can choose to
limit them to a part of your documents directory tree rather than the entire web site. Table 5-1
lists the four authentication methods and their limitations and requirements.
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Table 5-1. Comparison of Authentication Methods
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Figure 5-4. IIS4 Modified Authentication Methods Page
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adding two high order 0s). It was originally created to facilitate sending binary files via systems
that carried only 7 data bits per byte. A slew of encoders and decoders are available on the
Internet, but the handiest decoder is built into WinZip. Appendix B, "Decoding Base64,"
describes a technique for capturing a user authentication using a popular network monitor and
decoding the Base64 encoded data to discover the username and password.
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•
Table of Contents
essential jobs is to see to it that those accounts cannot be used for any other purpose. An easy
•
Index
way to do this is to grant them the No Access permission for every file and folder except those
Web Security Field Guide
under document root. Chapter 3, "Windows System Security," covers this process.
BySteve Kalman

Figures 5-7 and 5-8 show the process of adding a user in the NT 4 environment and in the
Windows
2000
respectively. To create a user in NT 4, start User Manager for
Publisher:
Ciscoenvironment,
Press
Domains,
click
User,
and
then
click New User. In Windows 2000 (and in Windows XP), start
Pub Date: November 08, 2002
theComputer Management application, expand the Local Users and Groups branch, and
ISBN: 1-58705-092-7
clickUsers, Actions, and then New User. In either case, type in the username and password,
Pages: 608
clear the
User Must Change Password checkbox, and select the User Cannot Change
Password and Password Never Expires checkboxes. Finally, click Add (in NT) or Create (in
2K or XP).
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Restricting Access Based on IP Address
Access can also be controlled based on the PC's IP address. You can set specific addresses,
address ranges, or DNS names from which access will be either allowed or denied.
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to get to the completed restrictions list shown here in Figure 5-23. With this restriction in place,
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additional single addresses by repeating these steps. You can also combine single addresses and
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Miscellaneous Security Enhancements
IIS has quite a few nooks and crannies where you can find security enhancement options. The
next several subsections point them out.
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Open the Windows NT folder and add a new folder under it called IIS-Control. The result
matches the screen shown in Figure 5-27.
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Change the name of the key to Metadata File. It is case-sensitive and the single space is
required. Double-click the word (Default) in the right-hand column. That brings you to the
screen shown in Figure 5-33.

Figure 5-33. Value Data Dialog for the New Key
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To further enhance the security, hide the new folder by right-clicking on IIS-Control, selecting
Properties, and clicking the checkbox to make it Hidden, as shown in Figure 5-35.
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Right-click any folder in your default web site and select Properties or, as done in Figure 5-37,
right-clickDefault Web Site, select Properties, and click the Home Directory tab to configure
permissions for the entire web site. All pages in or under the home directory will inherit changes
you make here. Lower-level pages can be altered individually later, as needed.
•

Table of Contents

•

Index

Figure 5-37. Home Directory with Access Set to Read

Web Security Field Guide
BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
Managing
IIS5 Execute Permissions
While the Internet has transformed and improved the way we do business, this vast network and
Figure
5-38 shows
the dropdown
box for the
thedoor
Execute
Permissions.
Table 5-3
the three
its associated
technologies
have opened
to an
increasing number
of lists
security
threats.
choices
and their
The challenge
for implications.
successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
Figure
5-38. IIS5
Execute
Permissions
as Cisco Systems has been
an innovator
in using
the Internet
to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

•

Table of Contents

•

Index

Web Security Field Guide
BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Table 5-3. Execute Permission Choices
Evaluate the pros and cons of installing a certificate server and becoming your own
Setting
Certification Effect
Authority
None
Neither scripts nor applications can be launched.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard
extended
Scripts
Only andOnly
scriptsaccess
whoselists
file extensions have previously been mapped to scripting
applications can run.
Discover ways to test the current state of security and keep it up to date
This is the default permission.
Learn to engage end users as part of the overall network security solution
Use NTFS permissions to prohibit read access to anonymous users to keep the
While the Internetscript
has transformed
improved the way we do business, this vast network and
source code and
secure.
its associated technologies have opened the door to an increasing number of security threats.
Scripts
and for Allows
any application,
including
both scriptsaccess
and compiled
files
sucheliminating
as .dll
The
challenge
successful,
public web sites
is to encourage
to the site
while
Executablesor malicious
and .exe
executables
to run. sufficient levels of security without constraining
undesirable
traffic
and to provide
performance or scalability. The more reliant organizations become on the Internet to perform
Thistransactions,
should NOT be
the
homeadirectory
If needed
forhas.
a lower
daily jobs or conduct
theselected
greater at
the
impact
breach oflevel.
network
security
Just
directory,
be sure in
that
NTFS
access
prohibited
for anonymous
as Cisco Systems level
has been
an innovator
using
thewrite
Internet
to is
conduct
business,
so too is it a
users.
Failure to do
would
permit users
to submit and
runprotect
their own
market leader in the
development
andsosale
of products
and technologies
that
data
executables
on your
server.security solution is only as strong as its weakest
traveling across the
Internet. Yet
a network
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Managing Application Isolation
You can tell IIS how and where (in memory) to run applications launched by various web pages.
Table 5-4 lists the three choices and their implications.
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Table 5-6 lists the directory name, its contents, and its default installation location for Windows
2000. The location paths include terms surrounded by percent signs. These are Set Variables and
come from the system configuration. They will vary by machine. The easiest way to resolve the
particular values assigned is to open a command prompt and type SET.Figure 5-44 shows an
example from IIS5 on Windows 2000.
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Step 3. In the Security tab, remove all entries in the ACL except Administrator and
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Step 4. Add the WebUsers group (or whatever you named the group that has access to
pages) and select the box marked Deny across from the Full Control permission.
This automatically marks all the individual permissions as Deny.
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Figure 5-45 shows the App Options page. (It's the App Options tab on the Application
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Additional rights still held only by Administrators are as follows:
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and double-click the name of the user or group that is to be given most web server
administration privileges. Click OK to save your work. Figure 5-49 shows the result.
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Figure 5-47. Default Web Site Operators Page
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Figure 5-48. Adding a Web Site Operator
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Hosting Multiple Web Servers
So far, this chapter has assumed that there will be only one web site on your server. In most
cases, that's true, but there are exceptions. These are sites with multiple logical servers on one
physical computer. Windows 2000 Server supports Web hosting, but neither Windows 2000
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XP Professional do. On intranets, this is an important benefit for sites
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that expect to grow dramatically—it is much easier to move a logically separate server than to
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To create a new web server in IIS5 installed on a Windows 2000 Server, launch Internet
Services Manager, right-click the server name, and then choose New and Web Site (see Figure
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5-50). The Web Site Creation Wizard guides you in creating a new web site.
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Figure 5-50. Adding a New Logical Web Server
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performance or scalability. The more reliant organizations become on the Internet to perform
Any changes you make at the top level of the Internet Services Manager tree apply to all
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
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link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective,
all-encompassing network security solution.
Logging

Session timeouts
Authentication
Also, keep in mind that there is only one Metabase on a single physical server. Moving it for one
moves it for all.
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Summary
This chapter presented ways to harden IIS. Next up is a similar chapter on FTP, including some
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Chapter 6. Enhancing the FTP Server
This chapter covers the following topics:
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Inner Workings of FTP
Unlike most TCP-based protocols, FTP uses two different well-known ports. To make and control
the connection, port 21 is used. However, FTP uses port 20 to transfer the data.
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As time went by, security changed from none-needed to optional to must-have. The design of
separate control and data channels remained. As a result, FTP was modified to allow a more
secure means of establishing the connection between client and server. New nomenclature was
added to distinguish the new FTP from the old.
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The original FTP became known as PORT mode FTP, and the new version was named PASV FTP.
The next two sections describe them and their differences in detail.
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Certification Authority

Network Diagram for FTP Examples

Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Figure 6-1 shows the sample network used in this discussion of how FTP works. There is a client at
192.168.1.100 and an FTP server at 172.16.1.101. There is, of course, a router between them.
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
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we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
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traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

•

Table of Contents

•

Index

Web Security Field Guide
BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN:
1-58705-092-7
PORT
Mode
FTP
Pages: 608

Figure 6-2 shows an FTP session between the client called dell-80 and the FTP server, called
ftp.example.com.Figure 6-3 shows Ethereal capturing that same session.
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Figure 6-2. FTP Session Using PORT Mode
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column uses the name ftp.
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
As discussed in detail in Chapter 1, "Essential Information for Web Security Administrators," TCP
The challenge for successful, public web sites is to encourage access to the site while eliminating
sessions begin with a three-way handshake. The server played its part by responding from the FTP
undesirable or malicious traffic and to provide sufficient levels of security without constraining
port to the client on port 2631 (the port that the client set up for the control connection). The
performance or scalability. The more reliant organizations become on the Internet to perform
client completed the three-way handshake, resulting in an open TCP session.
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
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traveling across
the
Internet. Yet
a network
security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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security on existing web and FTP server installations

Improve security at the end user's workstation, including web browsers, desktops, and
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(the first line in Example 6-3) shows the server responding that the User name is okay.
Later in this chapter, you will see how to configure a server and add usernames that it will
Evaluate the pros and cons of installing a certificate server and becoming your own
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Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists

CAUTION
Discover ways to test the current state of security and keep it up to date
If you are using the FTP server that comes with IIS, you can log in with your domain
Learn to engage end users as part of the overall network security solution
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The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
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effective, all-encompassing network security solution.
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Example 6-4. Requesting Data from the Server
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Learn to engage end users as part of the overall network security solution
No. Source
Destination Protocol Info
While the Internet has transformed and improved the way we do business, this vast network and
its
the door
to an increasing
number of security threats.
12 associated
Client technologies
Server have opened
FTP
Request:
XPWD
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable
or malicious
to provide
sufficient levels
of security
without constraining
13
Server
Clienttraffic and
FTP
"Response:
257 ""/""
is current
directory."
performance or scalability. The more reliant organizations become on the Internet to perform
daily
jobs
or conduct
transactions,TCP
the greater2631
the impact
breach of network security has. Just
14
Client
Server
> ftp a[ACK]
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market
leader in the
developmentFTP
and sale of"Request:
products and
technologies
that protect data
15
Client
Server
PORT
192,168,1,100,10,74"
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link.
can occur atFTP
any point, including
the200
network
the firewall, the
16 Network
Server attacks
Client
Response:
PORT connection,
Command successful.
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

17

Client

Server

FTP

Request: NLST
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This connection on port 20 originating outside your network is the security problem. When one of
your users initiates a connection, responses are okay. However, outsiders normally have no
business starting a transaction. As a result, one of the first steps in configuring a firewall is to
block new TCP connections originating outside your network.
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market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
Finally,Example 6-7 shows the FTP session ending normally as a result of the user sending the
link. Network attacks can occur at any point, including the network connection, the firewall, the
quit command.
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Example 6-7. Ending the FTP Session
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Destination
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Info
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Learn to engage end users as part of the overall network security solution
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performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
Example 6-9 begins on line 4 with the request from the client to the server for a PASV connection.
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
Line 5 shows the server's response, telling the client that it is expecting the client to open a data
market leader in the development and sale of products and technologies that protect data
channel using port 1043 (4 x 256 plus 19). Lines 6, 7, and 8 show the three-way handshake that
traveling across the Internet. Yet a network security solution is only as strong as its weakest
the client initiated.
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Example 6-9. Initiating a PASV Mode Transfer
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NOTE
While the Internet has transformed and improved the way we do business, this vast network and
Although this plan is a big step toward safe transfers, it isn't enough. Firewalls have
its associated technologies have opened the door to an increasing number of security threats.
grown far stronger and have more sophisticated security tools to use. A more detailed
The challenge for successful, public web sites is to encourage access to the site while eliminating
discussion of firewalls and how they work is in Chapter 10, "Firewalls."
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
TIP
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server,
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the Internet Options Advanced tab (get to it from the Tools menu) focused on the
checkbox that forces IE to use PASV mode.

Figure 6-4. Configuring IE for PASV Mode
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Secure FTP
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Ethereal is a free, robust, and well-known network analysis tool that can even
reconstruct a TCP session. With a single click, the contents of the data transferred to or
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Example of Secure FTP Product
Several secure FTP servers and clients are available for Windows-based computers. This section
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one, or you can generate your own. Serv-U takes the latter approach and generates its own
certificate. It does that after you fill in appropriate fields on one of its pages.

Figure 6-5. Serv-U Initial Installation Screen
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TIP
If you want to be able to administer the server from another location, you can repeat
the installation and choose the second box, Administrator program files.
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Similarly, if you have several FTP servers to install, you can skip the second box on any
server where
are sure that you don't want to do local administration.
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Figure 6-8. Beginning the Setup Wizard
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Figure 6-11. Setting the FTP Server IP Address
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While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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The next question, presented in Figure 6-13, takes careful thought. If your FTP server is going to
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platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations

Figure 6-13. Creating the Anonymous User Account
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

TIP
If you change your mind later, remember that from the FTP server's point of view, the
anonymous user is just another named account. You can add or remove it as needed.

You are asked (on the screen shown in Figure 6-14) if you want to create a named account. You
•
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want at least one account for updating the FTP server content. The default is to create one, so
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just click Next. That leads you to the screen shown in Figure 6-15, where you'll be asked for the
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Figure 6-14. Requesting a Named Account
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While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
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undesirable or malicious traffic and to provide sufficient levels of security without constraining
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(shown in Figure 6-17). Click OK after you pick the right location, and click Next to proceed to
The
challenge
for successful,
public web sites is to encourage access to the site while eliminating
the screen
shown
in Figure 6-18.
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market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
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effective, all-encompassing network security solution.

Most users are not able to manage the FTP server, but the screen shown in Figure 6-19 asks if
the user you are defining now is an exception. There are five choices, as listed and defined in
Table 6-2. Select the default, No Privilege, and click Next (it is hiding under the drop-down
menu in the figure) to get to the screen shown in Figure 6-20, where you end the wizard by
clickingFinish.
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Table 6-2. FTP Server User Types
Privilege Name Use
No Privilege

Typical users.

Group
Administrator
•

In charge of a section of the directory structure, can make new users and
give access within that structure but cannot otherwise modify the FTP server
Table ofconfiguration.
Contents

•

Index

Domain
Administrator

A single instance of the Administration program can manage multiple FTP
servers, called a Domain. A Domain Administrator can manage one domain
but cannot change other, global settings.
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When the wizard completes, you have a working FTP server, but you must still do several things
to bolster security. You were alerted to the first of them in the wizard's initial screen; you must
make the certificate your own.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
When the wizard finishes, you will be viewing the screen shown in Figure 6-21. To edit the
certificate
and
automatically
a new
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Settings
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under Local a
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effective
securitygenerate
policies and
establish
rules
for operating
in and
Server,
not
the
one
for
this
particular
instance).
That
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a
series
of
four
tabs
in the large
security- conscious environment
right-hand pane. Click the SSLCertificate tab to get to the screen shown in Figure 6-22.
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security
Figure
on 6-21.
existing Serv-U
web and FTP
Administrator
server installations
After Finishing the Wizard
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
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Figure 6-22. Default SSL Certificate Page
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standard and extended access lists
Discover ways to test the current state of security and keep it up to date

Figure 6-23. Customizing Your Certificate

Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
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traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
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NOTE

Understand secure installation options for Windows web servers and how to enhance
security 9onexplains
existinghow
webSSL
anduses
FTP certificates,
server installations
Chapter
the process of signing certificates,
requesting new ones, public and private keys, and much more.
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
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the pros
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of settings
installingand
a certificate
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and becoming
your own
Restart
the program
to and
review
key
make additional
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way to do
Certification
Authority
that is
to right-click
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Administrator.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date

NOTE

Learn to engage end users as part of the overall network security solution

As you read through the descriptions of these settings, you see that more is skipped
While the Internet has transformed and improved the way we do business, this vast network and
than is discussed. That's because these next few paragraphs are designed to alert you
its associated technologies have opened the door to an increasing number of security threats.
to the kind of features that secure FTP servers offer, not to examine the details of ServThe challenge for successful, public web sites is to encourage access to the site while eliminating
U. If you are using a different server, you will have to rely on that server's help and
undesirable or malicious traffic and to provide sufficient levels of security without constraining
documentation.
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market
leader (the
in the
development
and sale
of products
and technologies
protect data
ClickSettings
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under
Local Server)
and then on that
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tab, if not
traveling
across
the
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Yet
a
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security
solution
is
only
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strong
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selected by default. You'll get the screen shown in Figure 6-24. The fields for security
and
link.
Networkare
attacks
can occur
at any point, including the network connection, the firewall, the
performance
especially
important.
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Figure 6-24. Domain Settings: General
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While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
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Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Make sure that the Encrypt Passwords and Enable security boxes are checked. (They should be
checked
by how
default.)
TheseWindows
store passwords
as platforms,
MD5 hashes
and require
Administrator
Learn
to harden
multi-user
including
NT, 2000,
and XP login to
the server before allowing modifications, respectively.
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
TIP
Evaluate
pros on
and
cons
of installing
a certificate
your
When
youthe
clicked
the
taskbar
icon, you
were able server
to startand
thebecoming
FTP server
andown
make
Certification
Authority
changes
without
logging into it because the Enable security box wasn't checked on this
server.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
ways
to itself
test the
ofas
security
keep it
up totodate
Click Discover
the server
name
(in current
the left state
pane),
shown and
in Figure
6-26,
continue. On that
page, you should make a proactive security setting. The three choices in the Security drop-down
Learn
to engage end users as part of the overall network security solution
box are
as follows:
While the Internet has transformed and improved the way we do business, this vast network and
its associated
technologies
have opened the door to an increasing number of security threats.
Regular FTP
only, no SSL/TLS
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable
or malicious
traffic and
to provide sufficient levels of security without constraining
Allow SSL/TLS
and regular
sessions
performance or scalability. The more reliant organizations become on the Internet to perform
only
SSL/TLS
sessions the greater the impact a breach of network security has. Just
daily Allow
jobs or
conduct
transactions,
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks
Figure
can 6-26.
occur atConfiguring
any point, including
SSLthe
Use
network
Requirements
connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Pick either of the last two. If you know that all the authorized users of your FTP server have an
SSL enabled
client,
chooseWindows
the bottom
option. However,
some users
have
Learn how
to harden
multi-user
platforms,if including
NT,might
2000,not
and
XP the ability
to use SSL, the middle option will serve you best.
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
NOTE
Evaluate
the uses
pros and
a certificate
server
becoming
your
own on
FTP
with TLS
port cons
990. of
If installing
you choose
the SSL/TLS
onlyand
option,
the port
number
Certification
Authority
that
page changes.
When using the Allow SSL/TLS and regular sessions option, the
port starts out as 21 but changes during the session initiation. Be sure that your
Learn theand
Cisco
PIX access
Firewall
andallow
Ciscoboth
IOSports
Firewall
architecture
and how
Cisco
firewalls
router
lists
through,
as covered
laterto
in apply
Chapter
standard
and
extended
access
lists
10.
Discover ways to test the current state of security and keep it up to date
to engage
end
usersthe
as FTP
partserver
of thename
overall
network
security
solutiontab to get to the
Click Learn
the Settings
label
under
and
then on
the Logging
screen shown in Figure 6-27. Logging FTP server activity is essential for the same reasons that
While the Internet has transformed and improved the way we do business, this vast network and
were discussed in Chapter 5, "Enhancing Web Server Security." However, you should make one
its associated technologies have opened the door to an increasing number of security threats.
exception. If you have a program that checks the availability of your servers every few minutes
The challenge for successful, public web sites is to encourage access to the site while eliminating
(by connecting and then closing the connection), you should key the IP address of its host into
undesirable or malicious traffic and to provide sufficient levels of security without constraining
the Do not log clients from these IPs box. Doing so prevents these maintenance connections
performance or scalability. The more reliant organizations become on the Internet to perform
from filling up the log.
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
Figure 6-27. Domain Settings: Logging
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Further to the right on the same page is the Advanced tab. If your FTP server is behind a NAT
service,
youhow
need
change
an entrymulti-user
on it.
Learn
toto
harden
Windows
platforms, including NT, 2000, and XP
Unless
you tell it otherwise,
the FTP options
server places
its actual
IPservers
Addressand
in its
response
message
Understand
secure installation
for Windows
web
how
to enhance
to client's
PASV
in Example
6-9). If your internal devices are hidden behind a
security
onrequest
existing(see
webline
and5FTP
server installations
router or firewall that translates Internet-accessible registered addresses to internal addresses,
Improve
security
at the
including
web browsers,
and
you need
to use
this field.
On end
the user's
deviceworkstation,
doing the NAT
translations,
you need desktops,
to permanently
laptops
assign
a registered address to the FTP server's internal network IP address. (That's called Static
NAT and is described in Chapter 1.) Then, as shown in Figure 6-28, put that address in the data
pros
and cons
of installing
a certificate
server
entryEvaluate
box nextthe
to the
Allow
passive
mode data
transfers,
useand
IP becoming
field. That your
way,own
the client
Certification
Authority
will know
what address
to use when making the data connection.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists

Figure 6-28. Adjusting for NAT

Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP

NOTE

Understand secure installation options for Windows web servers and how to enhance
security
on use
existing
web and
FTP server installations
You
cannot
SSL across
a NAT-enabled
router or firewall. The PORT command or
PASV response would be encrypted, so the NAT device would not be able to do the
Improve security
the of
end
user's
workstation,
web browsers,
desktops,
translations
in theat
body
the
FTP message
(theincluding
headers would
be handled
okay). and
laptops
There are firewall proxy services that handle HTTPS (HTTP plus SSL, described in
Evaluate9).
theThey
prosdo
and
of installingthe
a certificate
serveratand
your own to
Chapter
socons
by terminating
SSL connection
thebecoming
firewall, translating
Certification
Authority
cleartext,
scanning
the contents as required, and switching back to SSL. No equivalent
products are currently available for FTP.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways
to test
the current
state
security
andfor
keep
it upconnections.
to date
That completes
the work
required
to get
yourofserver
ready
secure
The next
thing to do is to install and configure an SSL-enabled client.
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated
Secure
Client
technologies
Installation
have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable
or malicious
traffic
provideclient
sufficient
levels
security
without
constraining
As with the server,
installing
theand
FTPtoVoyager
begins
withofits
download.
After
acquired,
performance
or
scalability.
The
more
reliant
organizations
become
on
the
Internet
to perform
double-click it to begin the installation. You'll see several screens that you've seen many
times
daily
or conduct
transactions,
greater
the impact
a breach
has. Just
beforejobs
suggesting
that
you close allthe
other
programs,
that you
agreeof
tonetwork
the End security
User License
as
Cisco Systems
has
been
innovator
using installation
the Internetdirectory.
to conduct
business,
soYes
too until
is it a
Agreement
(EULA),
and
thatanyou
like the in
default
Click
Next or
market
leader
in
the
development
and
sale
of
products
and
technologies
that
protect
data
you get to the screen shown in Figure 6-29.
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Figure 6-29. Defaulting to PORT Mode

•

Table of Contents

•

Index

Web Security Field Guide
BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608
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Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
If you use a proxy server or dialup connection, you should indicate that here. The unusual
Understand
secure
installation
web you
servers
and
how to reason
enhance
decision
is whether
you want
to use options
PASV forfor
allWindows
sites. Unless
have
a specific
to use
security
on
existing
web
and
FTP
server
installations
PORT mode in some places (for example, an exceptionally old FTP server that doesn't do PASV),
you should check this box. You can override it later, if needed. Click OK when you are ready to
Improve security at the end user's workstation, including web browsers, desktops, and
proceed.
laptops
That brings you to the screen shown in Figure 6-30, where you are asked about your
Evaluate the pros and cons of installing a certificate server and becoming your own
connection's data rate. This lets the client set aside a properly sized transfer buffer. Click the
Certification Authority
correct radio button and click Next. You get a question about using FTP Voyager as the default
browser,
even
Internet
Explorer.
Answer
you prefer.
No is recommended.
Learn
thewithin
Cisco PIX
Firewall
and Cisco
IOS as
Firewall
architecture
and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date

Figure 6-30. Sizing the Transfer Buffer

Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment

NOTE

Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
One of the technical editors tested this chapter's steps in a lab that has T1 access. His
Understand
secure installation options for Windows web servers and how to enhance
report
follows:
security on existing web and FTP server installations
When I did the install I never got this screen shot (Fig. 6-30) about transfer
Improve
security
thebecause
end user's
workstation,
including
web browsers,
and
buffer
size. Itatwas
I chose
the T1,…ADSL
selection.
As a sidedesktops,
effect, I did
laptops
not get the question about the default browser until after it had me select the
Finish button.
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification
Your
mileageAuthority
may vary.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date

TIP
Learn to engage end users as part of the overall network security solution
IE works fine for the occasional FTP transfer, whether or not you make FTP Voyager the
While the Internet has transformed and improved the way we do business, this vast network and
default. However, your users might find it awkward to have a program with a different
its associated technologies have opened the door to an increasing number of security threats.
look and feel pop up inside IE. Until they get used to the interface, staying with IE's
The challenge for successful, public web sites is to encourage access to the site while eliminating
built-in FTP facility is probably best.
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
You are left in the Site Profile Manager, as shown in Figure 6-31. FTP Voyager comes with
market leader in the development and sale of products and technologies that protect data
several FTP sites preconfigured. Click the minus sign next to Sites to close them. Then, click
traveling across the Internet. Yet a network security solution is only as strong as its weakest
Personal Sites to get to the screen shown in Figure 6-32. From there, click New Site and fill in
link. Network attacks can occur at any point, including the network connection, the firewall, the
the fields in the right half of the screen. As soon as you name the site, it updates the left side.
web server, or the client. Hardening the defenses at all these points is key to creating an
Figure 6-33 shows the fields filled in, almost ready to connect to the secure server.
effective, all-encompassing network security solution.

Figure 6-31. Site Profile Manager: Expanded
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Create effective security policies and establish rules for operating in and maintaining a
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Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security
at 6-32.
the endSite
user'sProfile
workstation,
includingPersonal
web browsers,
desktops, and
Figure
Manager:
Sites
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Figure 6-33. New Site Defined
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security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
If you were creating a profile that did not use SSL, you could connect now. However, to tell the
Understand secure installation options for Windows web servers and how to enhance
client that you want to use SSL, click Advanced and then Security to bring up the screen
security on existing web and FTP server installations
shown in Figure 6-34. As you can see, the default is Standard (No Security). The Connect Using
box has
the following
Improve
securitythree
at thechoices:
end user's workstation, including web browsers, desktops, and
laptops
No Security
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Explicit SSL
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
Implicit SSL
standard and extended access lists
Discover ways to test the current state of security and keep it up to date

Figure
None
Learn to engage end
users as6-34.
part of Default
the overallSecurity,
network security
solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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These three choices correspond to the choices available on the server configuration page (shown
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
inFigure 6-26). The bottom choice, Implicit SSL, means that the client should connect on port
990 using
SSL from
the start.
Explicit
SSL (which
you should
select and
shown
in Figure 6Understand
secure
installation
options
for Windows
web servers
andishow
to enhance
35) means
that
initialweb
connection
on theinstallations
standard port, 21, but an explicit command to
security
onthe
existing
and FTPisserver
change to SSL will be issued. Click OK to finish the configuration.
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and
Figure
cons of
6-35.
installing
Setting
a certificate
Explicit
server
Security
and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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LearnFTP
how in
to harden
Windows multi-user platforms, including NT, 2000, and XP
Secure
Action
Understand secure installation options for Windows web servers and how to enhance
All that's
left is
test. If the
shown
in Figure
6-33 is still on your monitor, click Connect.
security
ona existing
webscreen
and FTP
server
installations
If not, use the Connect button at the top of the page. Your result should look like the screen
shown
in Figure
6-36. The
box
in the
lower
left showsincluding
the commands
and status
responses
Improve
security
at the
end
user's
workstation,
web browsers,
desktops,
andas
the connection
is
made,
and
the
FTP
server's
directory
listing
is
displayed.
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority

Figure 6-36. Successfully Making a Secure Connection
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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NOTE

Understand secure installation options for Windows web servers and how to enhance
security
web
and FTP server
installations
You
needon
to existing
accept the
certificate
because
it isn't signed by a recognized root
certification authority. (Chapter 9 provides further details on this.)
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate
and cons
of installing
a certificate
server Connect.
and becoming
yourthree
own
Example
6-10 the
is anpros
Ethereal
capture
started just
before clicking
The last
Certification
Authority
commands
that can
be interpreted are the request to switch to SSL (AUTHSSL), the OK
response from the server, and the TCP acknowledgment of the response. None of the rest of the
Learn
Cisco PIXbecause
Firewallitand
Cisco IOS including
Firewall architecture
andand
howpassword.
to apply Cisco
data can
bethe
interpreted
is encrypted,
the user name
standard
and
extended
access
lists
Although not shown, the connection is eventually closed, and those commands are returned in
the clear.
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
TIP
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
An option on the Tools menu is called Export Site Profiles. After you create and test a
undesirable or malicious traffic and to provide sufficient levels of security without constraining
secure access profile, you can export it and copy it to the FTP Voyager installation
performance or scalability. The more reliant organizations become on the Internet to perform
directory or to wherever else you install the client.
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
Example
Session
in Action
link. Network6-10.
attacksSecure
can occurFTP
at any
point, including
the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
9
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Create
effective
security policies
and establish rules for operating in and maintaining a
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FTP
security- conscious environment
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Client
Server
FTP
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP

12
13

Server
Client
FTP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Client
Server
FTP

14

Improve security at the end user's workstation, including web browsers, desktops, and
Server
Client
FTP
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution

While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Summary
This chapter showed you how to improve the security of your FTP transactions. You learned how
to give developers secure access to their web server and how to prevent others from
eavesdropping.
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The user is the weakest link in any security scheme. Intruders who are masters in social
engineering find ways to trick users into running dangerous code despite all the training
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Chapter 7. Browser Security
This chapter covers the following topics:
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Dangerous Content
Scripting programs have been around a long time. For example, IBM had a program called
Script that ran on its mainframes before the IBM PC was even invented. The Script program
worked by beginning each line with commands, such as .p to create a new paragraph, or .nl to
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Over time, Tim and others added to the HTML protocol, driven by the need and desire to include
graphics and animation, up-to-the-minute news and stock quotes, music and video, and all the
other things that are now a normal part of the online experience. In order to make this possible,
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
a fundamental change had to occur. Executable programs had to be written, stored on the
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Over time, the four different kinds of dangerous content that have gained market acceptance are
(in increasing order of risk) as follows:
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Java began life in 1991 in the labs at Sun Microsystems as a programming language called OAK.
Sun had in mind a language that would control the microcontrollers in toasters, VCRs,
microwaves, coffeepots, and other similar devices. The OAK compiler would create bytecode that
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Not only isn't this security, but it isn't even a totally safe model. Even if it was safe, the model is
flawed.
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Display "click OK to continue"
Wait for response
}
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With luck, you would be able to close the browser. Alternately, you could reboot the machine
(and lose all unsaved work in other windows). Whether a browser can be closed depends on
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Another kind of attack comes from memory and swap space overflow. Here's the logic:

Text(0) = "start"
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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Well known examples of VBScript attacks include Melissa, I-Love-You, and Anna Kournikova.

ActiveX
Like the other three dangerous content engines, ActiveX can do animations, popup windows, and
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ActiveX controls fall into two categories. One is relatively benign in that it contains Java bytecode
BySteve Kalman
that runs under the restrictions of the Java Virtual Machine (This was Microsoft's answer to Sun's
proprietary Java.)
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available to programmers) or the APIs from any other source, including the Windows
Developer's Toolkit. Even more dangerously, malicious programmers can avoid using the APIs
altogether and write code that accesses the computer's memory, disk, and peripherals directly.
In other words, ActiveX can do anything that the user can do on the machine, with any program
on the market. This includes, but is not limited to, the following actions:
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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Four Zones
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Improve security at the end user's workstation, including web browsers, desktops, and
the case, Internet Explorer assumes that it is on your intranet as there would be no way to reach
laptops
the Internet with an unqualified name. The second way is by comparing the domain name of the
site you are visiting with your domain name. If they're equal, the Local Intranet zone settings
Evaluate the pros and cons of installing a certificate server and becoming your own
apply. If not, control is based on the Internet zone settings.
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists

NOTE
Discover ways to test the current state of security and keep it up to date
If
you access
a web
its IPofaddress
in the
URL, the
Internet
zone settings
Learn
to engage
endserver
users via
as part
the overall
network
security
solution
apply, even if the web server is on your own machine.
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
To
see if your
name traffic
is configured,
open a sufficient
commandlevels
prompt
and typewithout
IPCONFIG
/ALL.
undesirable
orDNS
malicious
and to provide
of security
constraining
(For
Windows
95
workstations,
the
program
is
called
winipcfg.)
If
the
DNS
name
is
absent,
you
performance or scalability. The more reliant organizations become on the Internet to perform
can
enter
it
via
the
control
panel's
network
applet.
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
Navigating to the correct place to update the DNS name in NT 4 is simpler than in Windows 2000
market leader in the development and sale of products and technologies that protect data
or Windows XP. Figure 7-1 shows what you need to do in Windows NT.
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Control Panel applet called Network and Dial-up Connections. Choose Local Area
Connection, right-click, and choose Properties.
Discover ways to test the current state of security and keep it up to date
From there, double-click Internet Protocol (TCP/IP) and, in the resulting popup, choose
Learn to engage end users as part of the overall network security solution
Advanced.
While the Internet has transformed and improved the way we do business, this vast network and
A third popup appears (see Figure 7-3) where you can enter the domain name near the bottom
its associated technologies have opened the door to an increasing number of security threats.
of the page in the box labeled DNSsuffix for this connection. Again, the sample uses
The challenge for successful, public web sites is to encourage access to the site while eliminating
example.com.
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performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
Figure 7-3. Entering the DNS Name via the Network Applet in Windows
market leader in the development and sale of products and technologies that protect data
2000 solution is only as strong as its weakest
traveling across the Internet. Yet a network security
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Figure 7-4. Security Settings Page in Internet Explorer
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Figure 7-8. Blocked ActiveX Error Message
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Figure 7-9 shows the result of a search for an update to Internet Explorer 5.0. The bottom of the
While the Internet has transformed and improved the way we do business, this vast network and
page has headings for a table, but the contents of the table were not filled in because ActiveX
its associated technologies have opened the door to an increasing number of security threats.
was blocked. The message, "Error on page" appears in the lower-left corner.
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Figure 7-12. Adding a Site to the Trusted Sites Zone
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If several domain names are in use on your intranet (for example, ford.com and
lincoln.com or federalexpress.com and fedex.com), you can decide to put those
alternate names in the Trusted Sites zone and configure that the same way as you
would configure the Intranet zone.

The Restricted Sites zone wasn't mentioned. That's because it is much safer to exclude those
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create
Figure
effective
7-14.
security
Preventing
policies and
Automatic
establish rules
Internet
for operating
Explorer
in and maintaining
Updates a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

•

Table of Contents

•

Index

Web Security Field Guide
BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Cookies
A lot of hype exists about cookies and how they're harmful or create security holes. This short
section discusses the truth of the matter and shows how to manage them.
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HTTP is a stateless protocol. Every time you visit a web site it is as if you were never there
before. Your PC sets up a new TCP connection and requests a page via the URL.
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way to temporarily stop it is to close your browser.

Cookies are used for a similar purpose but come in two categories: session cookies and
persistent cookies. Two main rules exist for cookie use.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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While
the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable
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traffic and to provide sufficient levels of security without constraining
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performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
That doesn't mean that cookies are completely safe. The biggest risk comes from the banner ad
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
companies. When you visit a web page that has a banner ad, that ad comes directly from the
market leader in the development and sale of products and technologies that protect data
advertising company. Here's an edited line from the body of a popular web page:
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

<A HREF="http://fake.advertiser.net/log/www.site-you-visited.com>

In this example, the folks at advertiser.net can send you a cookie that will be returned to them
the next time you visit any web site that delivers ads from advertiser.net. Advertisers watch for
patterns
andTable
deliver
ads accordingly. If you visit a sports site and then look at pickup trucks, you
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If this kind of targeted advertising was all that they did, that wouldn't be so bad. However,
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Step 2. Visit an alternative health site where you sign up for a newsletter. The site sends
you a confirming e-mail (in HTML) and you respond to it, not realizing that a blind copy is
also addressed to the advertiser.
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as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
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traveling across the Internet. Yet a network security solution is only as strong as its weakest
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web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Summary
Now that you learned how to secure the browser, you're ready for the much harder part:
securing the user. In the next chapter, you learn about personal firewalls, virus scanning, and
managing the user's security environment.
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Chapter 8. Desktop/Laptop Security
This chapter covers the following topics:
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or two or even a small number of machines is barely manageable. When the
quantity changes to scores or hundreds of desktops, you need to find a way to automate it.

This chapter looks at a Microsoft product designed to do just that. You'll learn how to use the
Internet Explorer Administration Kit (IEAK) to configure and distribute IE6, set policies, and
maintain your users' browsers.
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Acquiring IEAK6
The IEAK is free, however, it requires a license from Microsoft before you can download it or
request it on a CD. The current version, IEAK6, requires you to be running IE6 when you use it
and will configure only IE6 for your users. Prior versions exist for IE5 and IE4; the version for
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IE5 is still available
from Microsoft but not the one for IE4.
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Figure
8-1 shows
the IEAK home page, located at www.microsoft.com/windows/ieak/default.asp.
By
the
way,
this
was
the URL for IEAK5 when that was the current version. Hopefully, Microsoft
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will continue to keep the current version on the IEAK home page. Navigate to that URL to get
ready to start the process.
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Figure 8-1. Microsoft's IEAK6 Home Page
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Licensing
IEAK have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
Begin the licensing process by clicking the Licensing and Registration link on the left side of
performance or scalability. The more reliant organizations become on the Internet to perform
the home page to bring up the screen shown in Figure 8-2. Click the License and Registration
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
for New Users link to begin the process to obtaining a license, as shown in Figure 8-3. Scroll
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
down to the Profile Information section and key in your contact information and your company's
market leader in the development and sale of products and technologies that protect data
contact information. Continue to scroll down the page to get to the Select License section, shown
traveling across the Internet. Yet a network security solution is only as strong as its weakest
inFigure 8-4, to see the four kinds of licenses offered.
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Figure 8-2. Licensing and Registration Main Page
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Figure 8-4. Selecting a License Type
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TIP
The CD is always on backorder. At the time of this writing (summer of 2002), the wait
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TIP
During the IEAK installation, a live Internet connection is required so the installation
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Configuring the IEAK
Click the Internet Explorer Customization Wizard shortcut in the new Start menu group to
begin the five-stage process. Alternatively, you can select Start > Programs > MicrosoftIEAK
6 > Internet Explorer Customization Wizard. The wizard's opening page is shown in Figure
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The first stage is to gather some information. Figure 8-19 shows the opening screen in Stage 1.
ClickNext to proceed to the screen shown in Figure 8-20. The default creates a folder at the
root of C: called builds, and then creates a folder under it for your first build. The default name
for this subfolder is based on the date (format: mmddyyyy). You'll likely have several different
builds to meet the needs of different groups of users. You should rename the subfolder to
something mnemonic. (IE6Update was chosen in this example.) After you've done that, click
Advanced Options to get the screen shown in Figure 8-21. This dialog gives you the
opportunity
to
make
three decisions:
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1. You can disable Automatic Version Synchronization. Later in this long, complex wizard,
given the chance to synchronize the components already on your system with the
current versions on the Internet at Microsoft.com. If you clear this checkbox, you won't
have that
later. You would use this option if maintaining consistent platforms was
Publisher:
Ciscooption
Press
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not at the latest revisions. However, when the option to synchronize
Pub Date: November 08, 2002
appears, you are permitted to skip synchronization at that time (except for the first time,
ISBN: 1-58705-092-7
when the components must be downloaded for IEAK to create a build).
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2. You can specify the location of an .INS file. The answers you give as you work through the
wizard are stored in an .INS file. You can use an existing one as a template by naming it
here. Template answers from your .INS file would be presented as defaults.
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Figure 8-19. Stage One Opening Screen
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effective, all-encompassing network security solution.
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the options that the user will have when running the installation program from this build. You
have four choices:
1. Download— In this case, you create the build on your hard disk and then move it to an
intranet web server. Alternatively, you could have specified a subfolder of your web server's
document root at the File Locations Page (shown in Figure 8-20 and discussed previously).
This is the only option that ties directly into the Profile Manager, discussed later in this
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want to distribute your customized version of IE6 on CD, choose this
have a chance to edit the Autorun file to control what the users see when they
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Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
example, Outlook Express—but you need to scroll down to see it), don't clear any of them. In
later stages, you can elect to install or skip any particular item. After you make your changes, if
Understand secure installation options for Windows web servers and how to enhance
any, click Next to finish Stage 1 and move on to the next stage.
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops

Figure 8-24. Feature Selection Screen

Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment

NOTE

Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
The Certificate Customization item in Figure 8-24 is highlighted. Certificates and
creating
yoursecure
own certification
(CA)
are covered
in detail
in how
Chapter
9,
Understand
installation authority
options for
Windows
web servers
and
to enhance
"Becoming
Certification
Authority
(CA)."
If you elect to become a CA, one of the
security onaexisting
web and
FTP server
installations
problems you'll face is distributing your CA's root certificate to all your users. Including
this
option
in the IEAK
it easy.
Improve
security
at thebuild
end makes
user's workstation,
including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority

Specifying Setup Parameters

Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
Stagestandard
2 beginsand
withextended
the screen
access
shown
lists
in Figure 8-25. Click Next to begin Automatic Version
Synchronization, shown in Figure 8-26. (The circles in that picture are bright red. After you've
Discover
to test
the change
current to
state
of security
and keep
up toondate
completed
the ways
updates,
they'll
green
checkmarks.)
Theiticons
your screen will
probably differ from those shown in Figure 8-26, depending on what version of the components
Learn
to engage
end usersonasyour
partInternet
of the overall
security
you have
installed.
Depending
speed,network
downloads
couldsolution
take a long time to
complete.
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
Figure 8-25. Stage 2 Opening Screen
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
Figure
8-26.
Automatic Version Synchronization Screen
securityconscious
environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
Click
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this
page
need to be
revised.
If you performed
market
leader to
in see
the development
and
sale
of products
and
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that protectthe
data
download
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ago, Yet
there
won't besecurity
any andsolution
you'll beistold
theas
popup
shown in
traveling across
the Internet.
a network
onlyso
aswith
strong
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Figure
8-27. Ifattacks
there are
be downloaded,
the popup
will tellthe
youfirewall,
that you're
link. Network
canupdates,
occur at they'll
any point,
including theand
network
connection,
the
now
up to date.
web server,
or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Figure 8-27. Updates Popup
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
After you clear the popup, you'll be back to the Automatic Version Synchronization screen, with
the Synchronize
If options
you scroll
the
list,servers
you'll see
of the items
Understandbutton
secureavailable.
installation
forthrough
Windows
web
andthat
howmany
to enhance
available
to you
language
modules.
If desired,
you can synchronize only the languages you
security
on are
existing
web and
FTP server
installations
need to avoid wasting space and time. You can select multiple items to synchronize by using
Ctrl-Click
Improve
on those
security
youatwant,
the end
anduser's
then click
workstation,
Synchronize
including
to get
web
them,
browsers,
or justdesktops,
click
and
Synchronize
laptops All.
Because
Evaluate
this isthe
your
pros
base
and
build,
consclick
of installing
Synchronize
a certificate
All. Depending
server and
onbecoming
whether you
yourdownloaded
own
the IEAK
Certification
or ordered
Authority
the CD, your download size will vary. At worst, it will come to almost 80 MB
of data, so scheduling it during off-peak times might be a good idea. After synchronization
Learn you'll
the Cisco
and Cisco
IOS Firewall
architecture
and how to apply Cisco
completes,
see PIX
the Firewall
screen shown
in Figure
8-28. Click
Next to proceed.
standard and extended access lists
Discover ways to test the current state of security and keep it up to date

Figure 8-28. Automatic Version Synchronization Complete

Learn to engage end users as part of the overall network security solution

While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
You have the opportunity to add third-party programs to the build. Adobe's Acrobat is a likely
Create effective security policies and establish rules for operating in and maintaining a
candidate and is used in the example in Figure 8-29. If you want to use this feature, key in the
security- conscious environment
component name, location, and description. The Globally Unique Identifier (GUID) will be
detected for you. Make the appropriate choices for the application you're installing in the Install
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Conditions section and click Next to finish this stage. You can install up to ten custom
components
this way.
Understand
secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
Figure 8-29. Adding Custom Components
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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The third-party program must be a self-extracting executable used to install the
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other words, the version in your Program Files folder will not work here.
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error
it depends on the component's installation program. Make sure that
you test your build on systems that have the component in place so that you can see
what happens in your environment and issue appropriate instructions.

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.

NOTE
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
GUIDs are assigned by most commercial software providers to positively identify their
programs
versions.
If you are
installing
custom-built
software,
there and
will likely
be
Learn howand
to harden
Windows
multi-user
platforms,
including
NT, 2000,
XP
no built-in GUID. You can simply ignore that field.
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and

Customizing
Your Setup Choices
laptops

Evaluate
the pros
and Stage
cons of
installing
a certificate
and8-30.
becoming
The wizard
brings
you into
3 with
the screen
shownserver
in Figure
Click your
Nextown
to proceed.
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended
access
lists Stage 3 Opening Screen
Figure
8-30.
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
You'll be given the chance to customize your setup routine by adding bitmaps or changing the
Create effective security policies and establish rules for operating in and maintaining a
title bar. Figure 8-31 shows the customization options screen. Leaving these fields blank
security- conscious environment
presents no security implication, but if you are going to create separate builds for various groups
of users,
naming
build Windows
in the titlemulti-user
bar and asking
your including
users to check
the validity
Learn
how tothe
harden
platforms,
NT, 2000,
and XPof what
they see might avoid some errors. Make any desired changes and click Next. If you did not
installUnderstand
any third-party
software,
the options
Custom for
Components
fieldservers
will be grayed
out.
secure
installation
Windows web
and how
to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Figure 8-31. Customize Setup Screen
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Your first important decision in Stage 3 is presented to you here and is shown in Figure 8-32.

Figure 8-32. User Experience Installation Choices
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
Whenlaptops
the installation is run, there are three or possibly four options in two sections:
Evaluate the pros and cons of installing a certificate server and becoming your own
1. Interactive
Installation— The user makes choices about the download site and type of
Certification Authority
installation, and sees progress dialogs and error messages.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
2. Hands-free
Alllists
decisions are made for the user, but progress dialog boxes
standard andInstallation—
extended access
are shown.
Discover ways to test the current state of security and keep it up to date
3. Completely Silent Installation— All decisions are made for the user. No dialogs are
shown.
Learn to engage end users as part of the overall network security solution
4. Enable
logonhas
after
restart— and
Some
of your the
choices
Administrator
While
the Internet
transformed
improved
waymight
we doneed
business,
this vast privileges,
network and
whereas
others
should
be
performed
logged
in
as
the
everyday
user
(so
that the threats.
Registry
its associated technologies have opened the door to an increasing number of security
changes
go
into
the
user's
hive.)
This
option
breaks
the
installation
into
two
parts,
the
The challenge for successful, public web sites is to encourage access to the site while eliminating
second
of
which
can
be
performed
by
the
user
after
reboot
and
login.
This
option
(and
undesirable or malicious traffic and to provide sufficient levels of security without constraining
section of
screen) The
is present
only if organizations
you elected tobecome
include on
third-party
software.
performance
or the
scalability.
more reliant
the Internet
to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
Because
your objective
is toan
standardize
a secure
interactive
installation
a poor
as Cisco Systems
has been
innovator on
in using
the platform,
Internet to
conduct business,
so is
too
is it a
choice.
Either
of
the
next
two
will
meet
your
security
needs,
but
Hands-free
is
preferred.
market leader in the development and sale of products and technologies that protect dataThis
installation
takesthe
a while
and impacts
performance.
addition,
the user
can neither
use nor
traveling across
Internet.
Yet a network
security In
solution
is only
as strong
as its weakest
launch
the
web
browser
while
the
installation
is
running.
You
can
avoid
a
lot
of
confusion
and
link. Network attacks can occur at any point, including the network connection, the firewall,
the
help
desk
calls
if
you
tell
the
users
that
you
are
upgrading
their
systems
and
let
them
know
how
web server, or the client. Hardening the defenses at all these points is key to creating an
it
is progressing.
effective,
all-encompassing network security solution.

Click the checkbox next to Hands-Free Installation, make sure that the checkbox in the User
Rights section is checked, and click Next.
You see the screen shown in Figure 8-33, which asks you to make some choices. Your first choice
is the kind of installation. The built-in options are Minimum, Typical, and Full. You also have the
ability to add new options (up to 10). If you are going to let your users do interactive
installations, you can give them a list of preconfigured installs from which they can make their
choice. However,
are not going to do that, this is where you need to make the decisions on
•
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their behalf. Index
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Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
Selectstandard
the Typical
andaccess
scan through
the list of components available on the left side of
and option
extended
lists
the screen to see if you want to add any. If you downloaded any language support modules in
the first
stage,ways
they'll
listed
asstate
available
components.
After
that,
look through the list of
Discover
tobe
test
the there
current
of security
and keep
it up
to date
components on the right that will be installed. You can remove any you don't want by clicking
the option
then clicking
the <
8-34network
shows Outlook
Learnand
to engage
end users
asbutton.
part of Figure
the overall
securityExpress
solutionbeing removed.
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful,
public
web sites
is to encourage
access to the site while eliminating
Figure
8-34.
Removing
a Component
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Because you selected a web-based download process in Stage 1, you now get to specify the web
Create effective security policies and establish rules for operating in and maintaining a
site's URL. Click Add in the screen depicted in Figure 8-35 and fill in the blanks, as shown on
security- conscious environment
Figure 8-36. The only important field on that page is the Site URL. Copy the build to the web
server's document root and create a web page with a link that points to the update program a
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
few levels down. (This is described in detail in the section "Building a Desktop" later in this
chapter.)
Click Next
to continue.
Understand
secure
installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops Figure 8-35. Initial Component Download Sites Page
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Figure 8-36. Completed Component Download Sites Page
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
The Tools
menu
IE hasweb
an option
that
lets users
check for and apply updates to their systems.
security
on in
existing
and FTP
server
installations
You can control this option by removing it entirely using the default Microsoft support URL or by
supplying
a support
site
your
Because
the object
of using
IEAK
is to maintain
security,
Improve
security
atof
the
endown.
user's
workstation,
including
web
browsers,
desktops,
and
letting
users take untested (by you, in your environment) updates from Microsoft is
laptops
counterproductive. In this chapter's "Running the Profile Manager" section, you'll find a
discussion
Evaluate
on using
the pros
the and
Profile
cons
Manager
of installing
to make
a certificate
updates automatic.
server and For
becoming
now, click
yourthe
own
checkbox
next to
Certification
Remove the
Authority
Windows Update option from the Tools menu (shown in Figure 8-37)
and click Next.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test
the current
state
of security andDownload
keep it up to date
Figure
8-37.
Component
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
The next screen, shown in Figure 8-38, is easy. The default is to install within the Program Files
Create effective security policies and establish rules for operating in and maintaining a
folder, overwriting an already existing version of IE. This is generally what you want because
security- conscious environment
you are, after all, updating IE. Click Next to take the default.
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
Figure
8-38.
Installation
security on existing web
and FTP
server
installations Directory
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
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The screen shown in Figure 8-39 next gives you the chance to make several corporate
installation choices. One of the choices, whether to disable saving uninstall information, depends
on your uptime requirements. Keeping uninstall information lets users decide to revert to their
old browser, undoing all the changes you made to enhance their security. However, discarding
the uninstall information could leave them with a nonfunctioning browser. The best advice here
depends on how you chose to distribute the builds. If you're doing it via web site, keep the
uninstall files; however, if you're upgrading based on a network share, discarding them is much
safer.
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Figure 8-41. Components on Media
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TIP
There is no harm in leaving the languages selected. They're installed only on user
request unless you chose the unattended, silent install option earlier.
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The next three screens let you customize the way IE looks to your users. You can change the
browser title, the toolbar backgrounds, and the tiny GIF in the upper-right corner. One reason
for making these changes is so that a casual observer would be able to tell if a station is running
the version that you built. It is probably worthwhile to change something obvious, but there's no
security benefit to creating custom, animated GIFs.
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The screen shown in Figure 8-48 gives you the chance to preconfigure some URLs. The first is
the home page, shown set here to a blank page. Then, you can select a search page that will be
used when the user clicks to search. Finally, you can supply a URL for the Online Support link on
the browser's Help page.
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request, and that information is routinely logged. Using the blank page denies that
Discover ways to test the current state of security and keep it up to date
information to the web server.
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While the Internet has transformed and improved the way we do business, this vast network and
Changing the home page is the most important of those options. Most sites have an intranet
its associated technologies have opened the door to an increasing number of security threats.
server's home page listed, which, whenever the browser is opened causes network traffic to build
The challenge for successful, public web sites is to encourage access to the site while eliminating
a page that is usually ignored. The best bet is to use a blank home page or point to a page used
undesirable or malicious traffic and to provide sufficient levels of security without constraining
for announcements (or a banner). After you make your entries, click Next.
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
If your company is large enough to have several intranet servers, you can really help out your
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
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market leader in the development and sale of products and technologies that protect data
servers and pages, and export browser Favorites to a file, using IE's File menu Import and
traveling across the Internet. Yet a network security solution is only as strong as its weakest
Export function. Click Import on the screen shown in Figure 8-49 to make your Favorites page
link. Network attacks can occur at any point, including the network connection, the firewall, the
the model. Click Next to proceed.
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Figure 8-49. Favorites and Links
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Figure 8-50. Welcome Page
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Figure 8-53. Automatic Configuration Location
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Figure 8-54. Proxy Settings
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market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening
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points is key to creating an
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effective, all-encompassing network security solution.
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You can
test effective
to be sure
that you
installed
CA's root
by clicking
Modify Settings.
Create
security
policies
andyour
establish
rulescertificate
for operating
in and maintaining
a
From securitythere, click
Trusted
Root Certification Authorities and find your CA's root certificate, as
conscious
environment
was done in Figure 8-56. Click Close to get back to the security page, and click Next to
continue.
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations

Figure 8-56. Importing the Root Certificate

Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Chapter
7 has a long discussion on Security Zones and blocking dangerous content. If you
laptops
worked your way through that chapter, you made several changes to the default settings. The
screen
shown in
Figure
8-57cons
provides
a way for
you to import
your
settings
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the
pros and
of installing
a certificate
server
andcustomized
becoming your
ownand
applyCertification
them to every
browser installed based on your model. Click the radio button next to
Authority
Import the current security zones and privacy settings and then click Next. This ends
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PIXdirectly
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5. IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date

Figure 8-57. Security and Privacy Settings

Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Create effective
security Components
policies and establish rules for operating in and maintaining a
Specifying
Additional
security- conscious environment
The fifth and final stage provides you with the option to customize some of the components.
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Figure 8-58 shows the opening page. Click Next to continue.
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations

Figure
Stage 5 Opening
Screen
Improve security at
the end8-58.
user's workstation,
including web
browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

The first choice you get to make is shown in Figure 8-59, where you can decide whether to
import the current program settings. This decides whether to use the Open With settings on your
model client for E-mail, HTML Editing, Newsgroups, Internet Calls, and Contacts lists. If you
want to preview the current settings, click Modify Settings. You can even use that screen to
customize your active configuration so that when the import takes place, you get what you are
currently
seeing.
Make your choice and click Next.
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Your next choice is whether to configure Outlook Express, and, if so, what settings to start out
the Cisco
PIX Firewall
IOS
Firewall
how toinapply
Cisco
with. Learn
The Outlook
Express
settingsand
runCisco
for six
pages,
the architecture
first of whichand
is shown
Figure
8-60.
standard
and
extended
access
lists
Because you are likely using a different e-mail client, just click Next six times to bypass this
section. If you are using Outlook Express, take the time to fill in the blanks. They're selfDiscover ways to test the current state of security and keep it up to date
explanatory.
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
Figure
8-60.
Configuring
its associated technologies
have
opened
the door to anOutlook
increasing Express
number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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You should be at Figure 8-61, the Targeting Policies and Restrictions page. You have two choices
Create effective security policies and establish rules for operating in and maintaining a
here:
security- conscious environment
Learn
how and
to harden
Windows
multi-user
To display
configure
all IEAK
policies platforms, including NT, 2000, and XP
Understand
installation
options
web
servers and privileges
how to enhance
To configuresecure
the IEAK
policies that
can for
be Windows
set without
Administrator
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops

Figure 8-61. Targeting Policies and Restrictions

Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
The latter choice enables you to configure items that are more properly controlled by the system
Create effective security policies and establish rules for operating in and maintaining a
policy editor. Select the bottom option and click Next.
security- conscious environment
You will encounter eight policies and restrictions pages. The following list shows all eight,
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
marking those pages that have security concerns in bold:
Understand secure installation options for Windows web servers and how to enhance
security
on existing web and FTP server installations
AutoComplete
Improve
security at the end user's workstation, including web browsers, desktops, and
Display settings
laptops
Advanced settings
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification
Authority
URL
Encoding
Learn
the Cisco
PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
Component
Updates
standard and extended access lists
Windows Media Player customization
Discover ways to test the current state of security and keep it up to date
Favorites
Learn to engage end users as part of the overall network security solution
Radio toolbar settings
While the Internet has transformed and improved the way we do business, this vast network and
its associated
technologies
have opened
the door
to an
increasing
number of security
threats.
Figure
8-62 shows
the AutoComplete
settings
page.
Of the
six AutoComplete
settings (visible
The challenge
for the
successful,
public
is the
to encourage
to the
site while
eliminating
after
you expand
left pane
itemsweb
andsites
select
first one), access
two have
security
implications.
undesirable
or malicious
traffic
and to use
provide
sufficient levels
of securityand
without
constraining
The
most important
one is
whether
AutoComplete
for usernames
passwords.
Make
performance
scalability.
Theother
more is
reliant
organizations
on the Internet
toenable
perform
sure
that thisor
box
is clear. The
whether
to prompt become
to save passwords.
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this,
daily jobs
or conduct
transactions,
the greater
the impact
a breach
of network
has.
Just
users
will be
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to use different
passwords
for different
access
points,security
but at the
risk
as Cisco
Systemsworkstations
has been an provide
innovator
in using the
Internet
to conduct However,
business, if
soyou
toodisable
is it a
that
unattended
unwarranted
access
to passersby.
market
inemploy
the development
and sale of
and
that protect
datachoice
it,
usersleader
tend to
the same password
allproducts
the time.
Fortechnologies
most situations,
the former
traveling
across the Internet. Yet a network security solution is only as strong as its weakest
is
preferred.
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Figure 8-62. AutoComplete Settings

•

Table of Contents

•

Index

Web Security Field Guide
BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Another one to consider (for performance more than security) is whether to use AutoComplete
for forms.
your
usersWindows
are presented
with platforms,
forms that including
take the same
content
LearnWhen
how to
harden
multi-user
NT, 2000,
andover
XP and over
again, such as name and address, this is convenient. However, if they use the same form to fill
in details
Understand
that never
secure
repeat,
installation
this option
options
gets for
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Windows
way. web
You servers
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and how
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web
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security
rather
on existing
than make
web an
and
arbitrary
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decision.
installations
After you make your choices, click Advanced
settings in the left pane.
Improve security at the end user's workstation, including web browsers, desktops, and
Figure
laptops
8-63 provides some advanced settings. On this page, make sure that the checkboxes next
toEnable Autodialing, Automatically check for Internet Explorer updates, and (if you
the
pros and
cons
of installing
certificateClick
server
and becoming
your own
have Evaluate
it) Enable
folder
view
forFTP
sites area disabled.
Component
Updates.
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended
access lists
Figure
8-63. Advanced Settings
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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security- conscious environment

NOTE

Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
By now, you've probably encountered some minor discrepancies between the screen
images
described
here
and the options
actual screen
contents
youservers
saw asand
youhow
followed
along.
Understand
secure
installation
for Windows
web
to enhance
Some
of on
thatexisting
is due to
minor
made
to the IEAK by Microsoft from time to time.
security
web
and changes
FTP server
installations
Others have far more subtle causes. For example, you made a choice (Figure 8-59)
whether
not to at
include
your
workstation's
current
settings
for
a numberdesktops,
of items.and
Improveor
security
the end
user's
workstation,
including
web
browsers,
The
decision you made there and the settings on your workstation determine whether
laptops
you see the third item shown in Figure 8-63.
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
The Component
Updates
(Figure
8-64)IOS
has Firewall
only thearchitecture
Update Check
box Cisco
to fill in.
Learn the Cisco
PIX page
Firewall
and Cisco
and Interval
how to apply
Setting
it to zero
possible
(which
often means don't check). You can set it to 9999 days
standard
andisn't
extended
access
lists
(just under 30 years), but the IEAK will change it to 365 (move forward and back a page to see
ways
to test
the current
state ofwithin
security
and
keep
it you
up to
date set a reminder in
this).Discover
You'll likely
want
to distribute
a change
that
time,
but
should
your calendar just in case. Click Favorites under Media Player to continue.
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologiesFigure
have opened
theComponent
door to an increasing
number of security threats.
8-64.
Updates
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Because you likely elected to keep Media Player (assuming it was for some business reason
Create effective security policies and establish rules for operating in and maintaining a
rather than to listen to Internet radio stations), you should do what you can to make the stations
security- conscious environment
hard to find. On this page (Figure 8-65), make sure that the only checkbox, Do Not Install
Media Player Favorites, is selected and click Radio Toolbar Settings.
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations

Figure 8-65. Media Player Favorites

Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Again, and for the same reason, make sure that both boxes are checked, as shown in Figure 866, and click Next to finish the wizard. (Don't worry if there is a URL in the box. If it isn't
checked, it won't be included.)

Figure 8-66. Radio Toolbar Settings
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Authority
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Complete
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While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Building a Desktop
After completing the wizard, you'll have a subdirectory structure like the one shown in Figure 870. Copy the contents of the C:\builds\ie6update structure to document root on the intranet
server you named on the component download sites page in Stage 3, resulting in the screen
•
Table8-71.
of Contents
shown in Figure
•

Index

Web Security Field Guide
BySteve Kalman

Figure 8-70. Subdirectory Structure of an IEAK Build
Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
Figure 8-71. IEAK Build Moved to Web Server
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

TIP
If you are planning on upgrading any NT 4 computers with an IEAK6 build, you must
first apply NT 4 Service Pack 6A. Instructions on applying Service Packs are in Chapter
11, "Maintaining Ongoing Security."
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Figure 8-72. Edited Home Page with Upgrade Link
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
After the program downloads and runs, you see the security warning shown in Figure 8-74
because the upgrade program you just built isn't signed. Because you know who built the
Create effective security policies and establish rules for operating in and maintaining a
program, it's safe to click Yes and proceed.
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP

Figure
8-74. Security
Warning
Page
Understand
secure installation
options for
Windows Confirmation
web servers and how
to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
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installed between the two phases. Figure 8-76 shows Adobe Acrobat being installed.

Figure 8-75. Upgrading to IE6, Phase One
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops

Figure 8-76. Acrobat Installation as a Custom Component

Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Phase two begins without user intervention, either at the end of the custom component
installation,
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components.
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Windows
platforms,
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NT, 2000,
and XP
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installation
Windowsisweb
servers and
howconfiguration
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short Understand
series of screens
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you options
that thefor
installation
completing
its final
security
on
existing
web
and
FTP
server
installations
steps. Go ahead and launch Internet Explorer and check the Help-About page. You can see two
indications in Figure 8-77 that the upgrade was successful. It might be hard to read when
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at but
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endtitle
user's
including web browsers, desktops, and
reproduced
in security
this book,
barworkstation,
says the following:
laptops
about:blank — Microsoft Internet Explorer provided by Example Corporation
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco Figure
PIX Firewall
and Cisco
IOS Firewall
architecture
and how to apply Cisco
8-77.
Upgraded
Internet
Explorer
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

•

Table of Contents

•

Index

Web Security Field Guide
BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
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into theWindows
title bar.multi-user
The Help-About
pageincluding
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to harden
platforms,
NT, 2000,line,
andwhich
XP
This
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version of options
Internetfor
Explorer.
Understand
secure installation
Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

IEAK Profile Manager
When you downloaded the IEAK, the IEAK Wizard and the Profile Manager (PM) programs
installed. This latter program enables you to modify builds without having to run through the
entire wizard again. You can change any setting you made when you ran the wizard. In addition,
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Running the PM

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Launch the Profile Manager (Start > Programs > MicrosoftIEAK6 > IEAKProfile Manager)
to getCreate
to the effective
screen shown
in Figure
When it starts,
all operating
the options
Click File
security
policies8-78.
and establish
rules for
inare
andgray.
maintaining
a and
thenOpen
to
get
to
the
screen
shown
in
Figure
8-79.
Navigate
to
the
.INS
file
you
want
to
edit.
security- conscious environment
SelectINSTALL.INS and click Open to load the one created by the wizard during the build you
just finished.
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations

Figure 8-78. Profile Manager Opening Screen
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
8-79.
Opening
thenetwork
INS File
link. Network attacks can Figure
occur at any
point,
including the
connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

•

Table of Contents

•

Index

Web Security Field Guide
BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608

The PM divides its settings into two parts. The first part replicates each of the data entry screens
from
the wizard.
Figure
shows
the first ofservers,
them, the
Browserand
Titlenetwork
screen. communications.
On this page, as
Hands-on
techniques
for8-80
securing
Windows(r)
browsers,
on any page in the PM, you can review or edit any of your settings.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment

Figure 8-80. Editing a Wizard Page

Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
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traveling across the Internet. Yet a network security solution is only as strong as its weakest
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connection,
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web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Expand the Corporate Restrictions branch and click the first item, Internet Property Pages to
get to the screen shown in Figure 8-82. As you can see, you can choose from several
checkboxes. Despite the title of this page, each will disable one of the tabs on the Internet
Options dialog accessed from the Tools menu in Internet Explorer.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
8-82. Internet Property Pages
security- consciousFigure
environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
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the door restrictions
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should select.
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader
in the
development
and sale of Corporate
products and Restriction
technologies that
protect data
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Settings
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Page Name

Setting

Reason

Internet
Property
Pages

Disable viewing the
Security Page.

Prevents users from changing security zone settings.

Disable changing
settings on the
Advanced Page.

This page controls many user settable options that
can thwart your security policies.
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settings.
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Programs
Page

Disable Reset Web
Settings.

Forcing users to use a proxy is essential (more details
inChapter 10).
Never let users save passwords. The file that they're
stored in uses character substitution, not encryption,
to protect them.
Keeps users from re-establishing IE defaults, thereby
undoing your work.

Persistence
File Size Limits.
You can set maximum download sizes for each of the
Hands-on techniques for securing Windows(r)
security
servers,
zones.
browsers,
With this
and
tool,
network
you can
communications.
allow
downloads of any size for intranet and Trusted Sites,
but severely limit or prohibit them for Internet and
Create effective security policies and Restricted
establish rules
for operating in and maintaining a
Sites.
security- conscious environment
Toolbars
Various buttons.
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Learn how to harden Windows multi-user
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and XP
Security
not allow
users to
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your work
intact
and and
clients
uniform.
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secure
installation
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for Windows
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how
to enhance
for
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security on change
existing policies
web and
FTP
server installations
zone.
Improve security at the end user's workstation, including web browsers, desktops, and
Do not allow users to
This maintains your trusted and restricted sites lists.
laptops
add/delete sites from a
zone.
Evaluate thesecurity
pros and
cons of installing a certificate server and becoming your own
CertificationDisable
Authority
Software
Periodic Update Don't let users update IE from the Microsoft site. The
Updates
Check.
new version would be installed with Microsoft's
Learn the Cisco PIX Firewall and Cisco
IOS Firewall
architecture and how to apply Cisco
defaults,
not yours.
standard and extended access lists
Temporary
Make Proxy settings per This is important for users of roaming profiles. If
Discover
to testrather
the current
of security
it up and
to date
Internet
Files ways
machine
than state
proxy
settingsand
arekeep
per user
your site is large
per user.
enough to have multiple proxy servers, you could end
Learn to engage end users as part of up
thewith
overall
network traffic
security
solution
suboptimal
flows
unless you check this
box.
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
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to the screen
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in Figure
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or malicious
traffic
and to provide
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of security
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8-83.
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
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solution
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link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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In the first field, .INS file full path and filename, key in the location of the INS file in the build
subdirectory. Be careful about its name. If you want to change your standard build, keep the
default, Install.ins. However, if you are making modifications for different departments or users,
you can use any convenient mnemonic name for the INS file.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
The second field, URL path of cabinet files, is the location of the CAB files. Key in the URL on the
intranet
server
wheresecurity
you moved
the build
after yourules
finished
the IEAK Wizard.
Create
effective
policies
and establish
for operating
in and maintaining a
security- conscious environment
Finally, Configuration cabinet filename is the name of a CAB file that will be built based on the
changes
youhow
justtomade
using
the Profile
Manager.
Key in aincluding
name here
youand
canXP
easily
Learn
harden
Windows
multi-user
platforms,
NT,that
2000,
associate with the name you used for the INS file.
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and

TIP
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file and
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URL
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pros andmove
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server
own
paths
after
you
exit
the
PM
program.
The
new
config.CAB
file
is
located
in
the
same
Certification Authority
directory as the new INSTALL.INS file.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
After Discover
you fill inways
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to save
your
work and
then
exit
program.
If you used the
to testclick
the OK
current
state
of security
and
keep
it the
up to
date
default filenames, you see a warning dialog asking if you want to replace the existing files.
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Managing Multiple INS Files
You'll likely want different profiles for different user groups. The IEAK download directories
provide a sample Active Server Page to help you automate this process.
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orGuide
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special group. For example, if a user is a member of the Mark (presumably,
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Marketing) group, the INS filename will be set to IE_MARK.INS. After you edit this program to fit
your own needs, you can make it the page that your intranet server links to when the user
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
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Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Summary
InChapter 7, you learned how to secure a single browser. This chapter built on that knowledge
by showing you how to use a pair of automated tools to secure all your site's browsers. Next up
isChapter 9, where you'll learn about certificates, SSL, and becoming a certification authority.
•

Table of Contents

•

Index

Web Security Field Guide
BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Part V: Protecting the Network
•
•

This part of the book is about protecting your network and deals with keeping malicious
content out and controlling access within. You learn about certificates, firewalls, security
maintenance,
weaknesses introduced by your users.
Table of and
Contents
Index

Web Security Field Guide

Chapter 9 Becoming a Certification Authority (CA)
You learn the benefits of creating your own certificate server and the steps you must take to
do that. You also learn how to enable SSL, how to get browsers to trust your certificates, what
Publisher:
Cisco Presscan do to enhance security, and how to require them.
client
certificates

BySteve Kalman

Pub Date: November 08, 2002

Chapter 10 Firewalls
ISBN: 1-58705-092-7
This chapter focuses on two kinds of security solutions. You learn how to use the Cisco IOSPages: 608
based
firewall feature set and how to configure a PIX firewall to protect a network.
Chapter 11 Maintaining Ongoing Security
Security isn't just "set it and forget it." You learn how to keep current and how to protect
yourself against old threats, new threats, and even some threats that haven't been developed
yet.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Chapter 12 The Weakest Link
The biggest weakness is the user. Social engineers have learned how to craft messages that
seem
so important
so innocent
that
users rules
are tricked
into opening
holes.aThis
Create
effective or
security
policies
andyour
establish
for operating
in andsecurity
maintaining
chapter
teaches
you some
techniques to combat this problem.
securityconscious
environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Chapter 9. Becoming a Certification
Authority (CA)
•
of Contents
This
chapter Table
covers
the following topics:
•

Index

Web Security Field Guide

Encryption Schemes

BySteve Kalman

CA Responsibilities
Publisher: Cisco Press

Establishing
Your
Own
Pub
Date: November
08, 2002

CA

ISBN: 1-58705-092-7

Requesting a Server Certificate
Pages: 608

Installing a Certificate on Your Web Server
Browser Certificates
Traffic
on the
Internetfor
is about
as Windows(r)
private as a servers,
postcard.browsers,
From theand
moment
it leaves
your PC, you
Hands-on
techniques
securing
network
communications.
can only hope that no unauthorized person reads, modifies, or deletes it before it gets to the
intended recipient. For that matter, you can only hope that the addressee is really the intended
recipient,
Create
rather
effective
than security
some imposter.
policies and
The establish
vast majority
rulesoffor
traffic
operating
does indeed
in and go
maintaining
from sender
a to
intended
securitydestination
conscious
without
environment
interference. However, the need to assure privacy, integrity, and
authenticity for the traffic does arise. This need gave rise to a scheme called Secure Sockets
LayerLearn
(SSL).how to harden Windows multi-user platforms, including NT, 2000, and XP
secure installation
options
for Windows
servers
how
SSL isUnderstand
based on certificates.
A certificate
proves
that you web
are who
you and
claim
to to
be.enhance
It also
security
on
existing
web
and
FTP
server
installations
provides a key that can be used to securely encrypt the data so that only the intended recipient
can decrypt the message. As the client, you know that by using SSL you can be sure that the
Improve
thethat
end no
user's
webofbrowsers,
desktops, and
server
isn't an security
imposteratand
oneworkstation,
else can see including
the contents
your message.
laptops
However, this solves only one part of the problem. The recipient has no way of knowing whether
Evaluate
themessage
pros andiscons
installing
certificate
server
becoming
your own
the sender
of the
or isofnot
himselfaan
impostor.
That and
problem
is resolved
with client
Certification
Authority
certificates.
By using
and requiring client certificates, the recipient is assured of the sender's
identity, and the sender is assured of the recipient's identity. Plus, both can rely on the
Learn the
PIX Firewall
Cisco IOS
and how to apply Cisco
assumption
thatCisco
the content
of theand
message
has Firewall
not beenarchitecture
altered.
standard and extended access lists
This chapter explains how SSL works, the role of the Certification Authorities in the process, and
Discover
ways
to test
theto
current
state
of security and
keep it
up to
date
how and
why you
might
want
become
a Certification
Authority
(CA)
yourself.
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Encryption Schemes
For most of recorded history, secret writings were the province of governments and armies. In
the fifth century BC (according to Herodotus, writing in The Histories), it was secret writings that
saved Greece from being conquered by Xerxes, King of the Persians. The secret communication
•
Contents
used then is Table
whatof
we
would, today, call steganography. In those days, writing was done on wax
•
Index
tablets. To pass the secret message, the wax was scraped off, the message was carved on the
Web
Security wood
Field Guide
underlying
that made up the tablets, and new wax was applied. To the casual observer,
they
appeared
By
Steve
Kalman to be merely blank tablets.
Some seven hundred years later, Caesar used a simple substitution cipher for the first (known)
Publisher: Cisco Press
time. He took each letter of the alphabet and substituted the third letter following it; thus, A
Pub Date: November 08, 2002
became
D, B changed to E, and so forth. This is known as a key of three. (Clearly, any number
ISBN:
1-58705-092-7
up to the
size
of the alphabet can be used.) Decoding was just a matter of subtracting the key
Pages:
608 simple ciphers have become known as Caesar ciphers.
number.
These
In this trivial case, there are only 25 guesses (using today's English language) to make before
decoding the message. By creating a random substitution scheme, that number changes to 50
trillion trillion. (That's 5 x 1024 .) In this example, A might change to X, B to M, C to F, D to T,
and
so on.techniques
Decryptingfor
just
reverses
the process,
with Xbrowsers,
in the encrypted
message
reverting to A
Hands-on
securing
Windows(r)
servers,
and network
communications.
in plaintext, and so on. However, for this to be useful, the key had to be given to the intended
recipient or the message would be just as unintelligible to him as to the enemy. The lesson
learned
theneffective
that is still
important
today
that the key
theoperating
thing thatinneeds
protecting. a
The
Create
security
policies
andisestablish
rulesisfor
and maintaining
algorithm
is simply
the machine;
the key is its setting. For almost all the first two millennia,
securityconscious
environment
secure key transmission has been the chief problem in cryptography. That's because the same
key isLearn
used how
to encrypt
to harden
as toWindows
decrypt.multi-user
These same-key
platforms,
techniques
including
areNT,
known
2000,
asand
Symmetric
XP
Encryption schemes.
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations

Symmetric
Encryption
Improve security
at the end user's workstation, including web browsers, desktops, and
laptops
Have you ever seen one of those late night movies in which a dashing young officer is traveling
the
pros and
cons
of installing
a certificate
becoming
your own
with aEvaluate
briefcase
chained
to his
wrist
(containing
the latestserver
cryptoand
codes),
while several
foreign
Certification
Authority
agents
(usually including
a beautiful woman and a gangster) try to steal the codes to make
copies? That well-worn plot tells you all you need to know about the weakness of a symmetric
Learn the system.
Cisco PIX
Firewall
anda Cisco
IOS
Firewall
architecture
and how
to apply
Cisco
key encryption
Anyone
with
copy of
the
codes and
an intercepted
message
can
read it
standard
and
extended
access
lists
without making either the sender or receiver aware that they've been compromised. The only
way to assure confidentiality is to protect the codes.
Discover ways to test the current state of security and keep it up to date
One solution to the problem of having the codes intercepted is to make them meaningless to
Learn
to engage
end users
part of the overall
network
security
anyone
except
the recipient.
Theas
cryptographers
of Sparta
figured
out asolution
method in the fifth
century BC. They created a scytale, which is a tapered dowel about four feet long. The
While the Internet has transformed and improved the way we do business, this vast network and
headquarters' cryptographers had several of them with different diameters and tapers. Generals
its associated technologies have opened the door to an increasing number of security threats.
in the field had one that matched one of the dowels at headquarters. To encrypt a message, a
The challenge for successful, public web sites is to encourage access to the site while eliminating
ribbon was wrapped tightly around it, and the message was written on it in rows. When
undesirable or malicious traffic and to provide sufficient levels of security without constraining
unwrapped, the letters formed an unintelligible string. The only way to decrypt was to have the
performance or scalability. The more reliant organizations become on the Internet to perform
matching dowel. This is essentially the same way that modern symmetric algorithms keep their
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
secrets. They're mathematically based, and not substitution ciphers. Today's currently most
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
popular algorithms are DES, 3DES (pronounced triple-DES), and IDEA.
market leader in the development and sale of products and technologies that protect data
traveling
across the
Internet.
Yet key
a network
security
solution
is only as
its weakest
Another problem
with
symmetric
algorithms
is that
they require
thestrong
senderasand
receiver to
link.
Network
attacks
can
occur
at
any
point,
including
the
network
connection,
the
firewall,
the
know each other. In the case of the officer courier, this is given. However, in a system
like the
web
server,
or
the
client.
Hardening
the
defenses
at
all
these
points
is
key
to
creating
an
Internet, where anyone with access to a computer might need to initiate a secure transaction
effective, all-encompassing network security solution.

with somebody else, this won't work.

NOTE
If this brief history of cryptography interested you, please get Simon Singh's, The Code
Table of Contents
Book (Anchor
Books, 1999). It is very readable, even by the nonmathematician. You'll
•
Index
learn how
Mary, Queen of Scots sealed her own fate by relying on an insecure code;
Web Security
Field Guide
how Vigenère
squares work and why they were considered unbreakable for several
BySteve
centuries
Kalman (and how they were broken); how the Enigma machine works and was
broken; and a lot more.
•

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7

Asymmetric
Encryption
Pages: 608
In 1976, two cryptographers, Whitfield Diffie and Martin Hellman, published an article in IEEE
Transactions on Information Theory called "New Directions In Cryptography." In it, they
described a method that removed both the need to find a way to securely transmit the key, and
the
requirement
that the
sender and
receiver have
a previous
relationship.
From
that article,
Hands-on
techniques
for securing
Windows(r)
servers,
browsers,
and network
communications.
Rivest, Shamir, and Addleman developed the RSA algorithm known as asymmetric encryption .
It's the theoretical underpinning of IKE, SSL, TLS, SET, Pretty Good Privacy (PGP), and a wide
Create
effective
security
policies and establish rules for operating in and maintaining a
variety
of other
modern
schemes.
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
NOTE

security on existing web and FTP server installations
Some of the secrets of World War II are still coming to light. One recently uncovered is
Improve
security
at the
end user's
workstation,
including
web browsers,
desktops,
and
that
the British
Secret
Service
invented
asymmetric
cryptography
during the
war but,
laptops
naturally, kept it secret. Diffie and Hellman's paper was an independent discovery, but
they were under no such constraints of secrecy, so they got the fame.
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn
the Cisco
Firewall
and Cisco
IOS
Firewall
and how
to applybut
Cisco
The RSA
system
usesPIX
a key
pair, where
either
half
of the architecture
pair can be used
to encrypt,
then
standard
and
extended
access
lists
only the other half can decrypt the message. This use of unequal keys is known as an
asymmetric encryption scheme. The two halves are known as the public key and the private key.
Discover ways to test the current state of security and keep it up to date
The owner of the key pair needs to maintain the integrity and privacy of the private key but can
publish the public key. The critical point of the breakthrough's importance is that it expects
Learn to engage end users as part of the overall network security solution
insecure public key distribution. Now, anyone can put his public key on his web site or on an
Internet-based
server
up just forand
theimproved
purpose of
holding
public
keys. It doesn't
how
While the Internet
has set
transformed
the
way we
do business,
this vastmatter
network
and
many
people
have
a
copy.
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
Suppose Sarah wants to send a private message to Lucas Abrams. She encrypts the message
undesirable or malicious traffic and to provide sufficient levels of security without constraining
with his public key and transmits it to him. No one except Lucas (the private key holder) can
performance or scalability. The more reliant organizations become on the Internet to perform
decrypt and read the message. Figure 9-1 shows this process in action.
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
Figure
9-1.
Encrypting
Using
Key the
Encryption
link.
Network
attacks
can occur atfor
anyPrivacy
point, including
theAsymmetric
network connection,
firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

•

Table of Contents

•

Index

Web Security Field Guide
BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
608
While Pages:
the scheme
works fine, several major difficulties arise in practice. The first is that while
Lucas is the only one who can read the message, he doesn't have any way to be sure that Sarah
was the actual sender. Having Sarah encrypt the message with her private key before sending,
as shown in Figure 9-2, solves the problem. The fact that it can be decrypted with her public key
is proof that she is the author. Unfortunately, because her public key is in wide distribution,
anyone
can
read her message.
Hands-on
techniques
for securing Windows(r) servers, browsers, and network communications.

Create effective security policies and establish rules for operating in and maintaining a
securityconscious
environment
Figure
9-2. Authenticating
the Sender Using Asymmetric Key

Encryption

Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
The
real solution
is double encryption.
Figure
9-3 to
diagrams
this process.
Byofencrypting
with both
its associated
technologies
have opened
the door
an increasing
number
security threats.
the
private
key and the
receiver's
public
(and decrypting
reverse
order),
the
The sender's
challenge
for successful,
public
web sites
is tokey
encourage
access tointhe
site while
eliminating
integrity
of the
message is
proven.
Sarah sufficient
could have
sentof
it,security
and only
Lucas constraining
could have
undesirable
or malicious
traffic
and Only
to provide
levels
without
read
it.
performance
or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
Figure
9-3.
Authenticating
Both
Sender
andisRecipient
Using
Double
traveling
across
the
Internet. Yet a network
security
solution
only as strong
as its weakest
link. Network attacks can occur
at any point, including
the network connection, the firewall, the
Asymmetric
Key Encryption
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

•

Table of Contents

•

Index

Web Security Field Guide
BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment

NOTE
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Asymmetric
and decryption
Symmetric
algorithms
run to enhance
Understand encryption
secure installation
options is
forslow.
Windows
web servers
and how
approximately
1000 web
times
faster.
Naturally,
everyone wants speed, authenticity,
security on existing
and
FTP server
installations
privacy, and integrity all at the same time.
Improve security at the end user's workstation, including web browsers, desktops, and
The
solution lies in a Message Digest. This is an algorithm that processes plain text and
laptops
calculates a unique number as a result. The algorithm is written with two key points.
Two
similar
in very
different server
numbers,
it is notyour
reversible.
Evaluate
themessages
pros and always
cons ofresult
installing
a certificate
andand
becoming
own
(That
is,
however,
having
the
result
and
the
algorithm
cannot
yield
the
message).
Certification Authority
ALearn
Message
Digest
is calculated,
theIOS
result
is encrypted
with private
and
keys
the Cisco
PIX
Firewall andand
Cisco
Firewall
architecture
and how
to public
apply Cisco
and
attached
the textaccess
to be transmitted.
On receipt, decryption is done and
standard
and to
extended
lists
compared to a freshly calculated Message Digest done on the incoming text. If they're
equal,
theways
authenticity
andcurrent
integrity
goals
are met.and keep it up to date
Discover
to test the
state
of security
This,
does
for
privacy.
meet network
that need,
a random
number is
Learnhowever,
to engage
endnothing
users as
part
of theTo
overall
security
solution
generated and used as a one-time symmetric key and then sent securely using the
Whileasymmetric
the Internet
has transformed
the way we
business,using
this vast
network and
keys.
The messageand
can improved
then be encrypted
anddodecrypted
the oneits associated
technologies
have opened the door to an increasing number of security threats.
time key to
provide privacy.
The challenge for successful, public web sites is to encourage access to the site while eliminating
A Message
Digest encrypted
with
sender's
private
key of
is security
said to be
signed.
That's
undesirable
or malicious
traffic and
to the
provide
sufficient
levels
without
constraining
because or
thescalability.
original message's
be equalbecome
to the decrypted
(usingto
the
performance
The moredigest
reliantshould
organizations
on the Internet
perform
one. transactions,
As long as they
there
is no chance
thatofthe
message
came has.
fromJust
dailypublic
jobs orkey)
conduct
thematch,
greater
the impact
a breach
network
security
anyone
else or
that
it was
modified. in using the Internet to conduct business, so too is it a
as Cisco
Systems
has
been
an innovator
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

CA Responsibilities
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and Cisco
IOSwhich
Firewall
architecture
and how
to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
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Learn to engage end users as part of the overall network security solution
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The challenge
successful,
public
web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
Again,
asSystems
an example,
for an
certificate,
Thawte
of organizational
as Cisco
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anSSL
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the requires
Internet proof
to conduct
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too is (such
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the
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additional
documentation
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link. Network
attacks can occur
any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
By
comparison,
a request for
a personal
certificate
requires name, address, and e-mail address.
effective,
all-encompassing
network
security
solution.

Thawte sends an e-mail confirming the request and checks the name and address with an
address checking service. (In the U.S., Thawte uses the credit bureau, Equifax.) At best, a
personal certificate ties an e-mail address to a person who lives (or at least receives mail) at a
particular address.

Contents of a Certificate
•

Table of Contents

•
Indexno matter which certificate server or vendor issues them, have a standard
SSL certificates,
Web
Security
Guide
format.
TheField
details
are

listed in RFC 2459, but Table 9-2 summarizes them for you.
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Table 9-2. Contents of a Certificate
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Field

Description

Issuer Name

The name of the organization that signed the certificate.

Subject Name The holder of the key represented in this certificate.
Hands-on
techniques
for securing
Windows(r)
Subject Public
The RSA
key pair's
public key servers, browsers, and network communications.
Key
Create effective
security
and and
establish
rules
for operating
in and
maintaining
a for
Serial
Unique
withinpolicies
a CA only,
used to
identify
a particular
certificate;
useful
securityconscious
environment
Number
checking the Certificate Revocation List (CRL).
Expiration
Browsers
readily
accept expired
certificates.
Learn how to
harden won't
Windows
multi-user
platforms,
including NT, 2000, and XP
Date
Understand secure installation options for Windows web servers and how to enhance
Signature
(usually
MD5
or SHA-1)
of the certificate, encrypted with the CA's
security on Checksum
existing web
and FTP
server
installations
private key. (Browsers are shipped with the public keys for scores of CAs.)
Improve security at the end user's workstation, including web browsers, desktops, and
laptops

Maintaining
Evaluate the
a pros
Certificate
and cons of
Revocation
installing a certificate
List (CRL)
server and becoming your own
Certification Authority
From time to time, certificates get revoked before their expiration dates for any of a number of
Learn
the Cisco
Firewall and Cisco IOS Firewall architecture and how to apply Cisco
reasons,
including
thePIX
following:
standard and extended access lists
Discover
ways
testitthe
current
state of security
A CA might
findtothat
issued
a certificate
in error.and keep it up to date
Learn
to engage
users
as another
part of the
overall network
solution
A
company
mightend
merge
with
company,
go out ofsecurity
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or change its name.
WhileAthe
Internet
has transformed
and improved
the way
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this vast
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might become
invalid when
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e-mail address
changes.
its associated technologies have opened the door to an increasing number of security threats.
The challenge
public
sites is to encourage access to the site while eliminating
A private for
keysuccessful,
may become
lostweb
or compromised.
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance
A software
or scalability.
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The more
havereliant
knowingly
organizations
signed dangerous
become on
code,
the against
Internetstipulations
to perform of
daily the
jobsAuthenticode
or conduct transactions,
Pledge.
the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
NOTE or the client. Hardening the defenses at all these points is key to creating an
web server,
effective, all-encompassing network security solution.

To prevent developers from signing unsafe programs, CAs require developers to agree
to the Authenticode Pledge prior to issuing them the developer (also called signing)
certificate.

To keep an innocent third party from relying on an invalid certificate, CAs keep a list of them.
That list is called the Certificate Revocation List (CRL). If you ever have any doubt as to the
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authenticity of a site, you can check to see if its certificate is listed in the CA's CRL. The following
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is a brief example using Verisign to validate Amazon's certificate.
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Figure 9-4. Preparing to Check a Certificate
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laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
TIP
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Neither the current browsers nor the Analyze button on the older ones check the
certificate against the CA's CRL.

Figure 9-5 shows the resulting page, which has the name of the CA. In this case, it is Secure
Server Certification Authority, which is Verisign Corporation's CA name. Click the Details tab
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to proceed toTable
the of
page
shown in Figure 9-6. Click the field named Serial number.
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Improve security at the end user's workstation, including web browsers, desktops, and
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The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
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Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
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Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
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Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
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To check a Verisign certificate, open a browser and navigate to www.verisign.com/repository.
Scroll down to the Certificate Status and Information section, as shown in Figure 9-8, click
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Figure 9-8. Certificate Status and Information Page
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security- conscious environment
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Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
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laptops
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Certification Authority
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Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
Figure
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daily jobs or conduct
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the greater
the impact
of network
security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
The result, shown in Figure 9-10, tells you that the certificate is valid. Had it been revoked, you
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see ahow
page
you
that nomulti-user
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found. including NT, 2000, and XP
totelling
harden
Windows
platforms,
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations

Figure 9-10. Verisign's Valid Certificate Page
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its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP

TIP

Understand secure installation options for Windows web servers and how to enhance
security on
existing
webcomplex
and FTPprocess
server installations
Although
this
is a fairly
that few will ever do more than once, it is
simpler than the process of many other commercial CAs. To validate a Thawte
Improve security
at the
end
user'slarge
workstation,
including web
browsers,
desktops,
and
certificate,
you have
to do
a long,
CRL file download
followed
by a manual
search
laptops
through the file.
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority

CA Chaining
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Public CAs and private CAs managed by large national or international companies often need to
Discover
ways certificate
to test theissuance
current state
of security
and keep
up used
to date
be able
to delegate
to a local
site. Thawte,
theitCA
for some of the
examples in this chapter, is headquartered in South Africa. However, it has a U.S. branch in
Learn to engage end users as part of the overall network security solution
North Carolina. This makes it far more convenient for the Thawte employees who are responsible
for
U.S.
customer
to operate.
While
the
Internetvalidation
has transformed
and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
CA chaining is what allows the North Carolina office to be able to issue Thawte certificates. The
The challenge for successful, public web sites is to encourage access to the site while eliminating
South Africa-based certificate server (known as the root certificate server) creates and signs a
undesirable or malicious traffic and to provide sufficient levels of security without constraining
certificate for the North Carolina certificate server. Then, Thawte certificates issued in the U.S.
performance or scalability. The more reliant organizations become on the Internet to perform
can be traced back to the root server. In this case, the issued server certificate's signature is
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
verified with the U.S. Thawte CA's certificate, and the U.S. Thawte CA certificate's signature is
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
verified with the African Thawte root CA certificate. For this verification chain to work,
market leader in the development and sale of products and technologies that protect data
certificates for all CAs in the chain must be contained within the browser. Chains can be as long
traveling across the Internet. Yet a network security solution is only as strong as its weakest
as necessary.
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Establishing Your Own CA
You can become your own CA. Windows 2000 Server comes with Microsoft CA software; the
dominant competitor is the Netscape Certificate Server, and several others are on the market. All
of them can issue certificates that can be used on any brand of web server and accepted by any
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modern browser.
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as a certificate server (no chaining or CRL, for example.) Even if most of
your
Pages:
web
608 servers are running IIS4, you should still use the more robust version.

Today' browsers automatically trust certificates issued by a public certification authority but not
those issued by your own CA. You'll be shown how to correct that in the "Trusting Your Own CA"
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
section later in this chapter.
If youCreate
manage
security
for a multinational
company,rules
you for
probably
wantintoand
take
advantageaof CA
effective
security
policies and establish
operating
maintaining
chaining
by
creating
subordinate
certificate
servers
strategically
located
worldwide.
(Europe,
security- conscious environment
North America, and Pacific Rim locations are the most common.)
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand
secure installation
options Server
for Windows web servers and how to enhance
Installing
Microsoft's
Certificate
security on existing web and FTP server installations

Microsoft's
Certificate
withworkstation,
Windows 2000
Server.web
To install
it, launch
Control
Improve
securityServer
at the comes
end user's
including
browsers,
desktops,
and
Panellaptops
and click Add/Remove Programs, as shown in Figure 9-11. From the resulting screen,
clickAdd/Remove Windows Components (on the left side of the popup) to get the Windows
Components
shown
in Figure
9-12. Click
the checkbox
next
Certificate
Services.
EvaluateWizard
the pros
and cons
of installing
a certificate
server
andtobecoming
your
own
That brings
you
to
the
important
warning
message
shown
in
Figure
9-13.
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists

Figure 9-11. Add/Remove Programs in Control Panel
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden
Windows
platforms,
including NT,
2000, and XP
Figure
9-12.multi-user
Windows
Components
Wizard
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing
securityServer
solution.Preinstallation Warning
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Moving a certificate server to a different computer or reconfiguring it in any way is not
a trivial task. If done incorrectly, all the certificates previously issued by it will need to
be reissued. The best course of action is to pick the location, name, and platform
carefully before installing it.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
After you click Yes in the warning message box, you return to the Windows Component Wizard.
security- conscious environment
ClickDetails to see the screen depicted in Figure 9-14, showing you that you are installing two
components. The first is the certificate server itself. The second is an add-on module that allows
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
users to submit requests by way of a fill-in form on the certificate server. Both are selected by
default,
so click OK
to get
back to the
Component
Wizard,web
where
you and
should
click
Next to
Understand
secure
installation
options
for Windows
servers
how
to enhance
proceed.
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops

Figure 9-14. Viewing the Components to be Installed

Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
That brings you to the screen shown in Figure 9-15. You're creating a standalone root CA (that's
security- conscious environment
the default). Make sure the Advanced options box is checked, and click Next to get to the
screen shown in Figure 9-16. Click the down arrow next to the Key length box and select the
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
longest key offered. Generally, longer keys take more CPU and memory to process. However,
key strength
and secure
resistance
to bruteoptions
force attack
offset that
drawback.
Keep
in to
mind
that this is
Understand
installation
for Windows
web
servers and
how
enhance
the CA's
signing
and will
a long-lived
in wide circulation. Under those circumstances,
security
on key
existing
webbe
and
FTP serverkey
installations
longer is better. After you change the key length, click Next to proceed.
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and
Figure
cons of9-15.
installing
Selecting
a certificate
the
server
CAand
Type
becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
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The page shown in Figure 9-16 also has a checkbox called Use existing keys. When the
time comes to renew the certificate server's certificate, you need to use that box to
keep the public key the same.

Figure 9-17 shows you nine items that you have to fill in. (There are ten items on the page, but
the two items on the bottom line work in tandem. As you change one, the other automatically
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Figure 9-19. IIS Server Running Warning
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web server, or the client. Hardening the defenses at all these points is key to creating an
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Although the installation program does not force a reboot, it is a good time to reboot
the server anyway. It will, among other things, restart the web server and the
certificate server.
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Requesting a Server Certificate
To support SSL, your server needs a certificate. If your server is going to be available to the
public, you need a certificate from one of the public CAs. However, if your server is only
available on your intranet, you can issue your own certificates.
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Figure 9-23. Creating a New Key in Key Manager
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Figure 9-25. Setting the Key Name and Password
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At the end of this process, you will be generating a new public and private key pair. It
Improve security at the end user's workstation, including web browsers, desktops, and
is essential that the private key be protected from unauthorized access. Performing a
laptops
brute force attack on a long key is technically far more difficult than cracking the
password
protecting
the
private
key. Your
best defense
is toand
pickbecoming
a secure password.
Evaluate the
pros and
cons
of installing
a certificate
server
your own
Chapter
2,
"Security
Policies,"
has
some
suggestions
on
secure
password
selection
Certification Authority
methods.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
TIP
WhileYou
thecan
Internet
hasthe
transformed
the
way
we do
business,
this
network and
increase
number ofand
bitsimproved
in the key,
but
brute
force
cracking
of vast
a 1024-bit
its associated
have
opened
the door toforeseeable
an increasing
number ofEven
security
threats.
key is nottechnologies
feasible using
current
or reasonably
technology.
if, based
The challenge
successful,
public
web sites
is to
encourage
access
toof
the
site
while
eliminating
on future for
innovations,
this
becomes
a weak
key
length, the
value
the
data
it protects
undesirable
or likely
malicious
traffic and
to provide
sufficient
of security
without
constraining
will have
diminished
to zero.
In the event
thatlevels
it makes
you more
comfortable,
performance
scalability.
Thesize.
more
reliant organizations
theaInternet
to perform
you can or
increase
the key
However,
be aware thatbecome
this willon
take
dramatic
dailyprocessing
jobs or conduct
greater the impact a breach of network security has. Just
toll ontransactions,
every securethe
transaction.
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective,
all-encompassing network security solution.
NOTE

•
•

The previous tip was written in early March 2002. Unbeknownst to me, a
mathematician named D. J. Bernstein delivered a paper entitled, "How To Find Small
Factors Of Integers," (http://cr.yp.to/papers.html#nfscircuit) earlier in the year. At the
Financial Cryptography conference (www.fc02.ai) held in late March, it was discovered
that, using his formulas, 512-bit keys can be broken in less than 10 minutes using
Pentium IV-based computers, and that an array of them (cost estimated at $1 billion)
could break a 1024-bit key in the same time. That price tag is well within the reach of
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the world's major security agencies; a National Security Agency (NSA) satellite's price
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tag is double that, and they have several of them.
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On the screen shown in Figure 9-26, enter your organization's name, unit, and the common
name. The first two are typically the company and department. The last, Common Name, should
be the fully qualified domain name (FQDN) of the web site. (All three fields taken together are
called the Distinguished Name.) After keying it in, click Next. You are presented with a screen
like
that shown
in Figure
9-27. Select
a recognized
country
code, and network
key in your
state and city.
Hands-on
techniques
for securing
Windows(r)
servers,
browsers,
communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious
Figureenvironment
9-26. Entering the Distinguished Name
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security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the
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at allLocale
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is key to creating an
effective, all-encompassing network security solution.
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your name, e-mail address, and phone number, and click Next.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
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Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Figure 9-29, gives you some information about what to do next.
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page,
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shown Windows
in Figure multi-user
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Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
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While the Internet has transformed and improved the way we do business, this vast network and
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undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Figure 9-30. Interim Key Manager Screen
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Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
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•
Index
Web Security Field Guide
BySteve Kalman

Figure 9-31. Copying the Pertinent Information to the Clipboard
Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard
extended
access
lists server. The example used in this book is at
Launch
IE and and
navigate
to your
certificate
http://w2k-srvr/CertSrv. You see a home page that looks like Figure 9-32. Because the default,
Discover ways to test the current state of security and keep it up to date
Request a certificate, is already set, you can click Next.
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
9-32.
Microsoft
Server
Home
its associatedFigure
technologies
have
opened the Certificate
door to an increasing
number
of Page
security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

•

Table of Contents

•

Index

Web Security Field Guide
BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Click the Advanced request radio button, as shown in Figure 9-33, and then click Next. Make
sure that
the
middle
radio button
in multi-user
Figure 9-34platforms,
is selected,
indicating
you'll
Learn
how
to harden
Windows
including
NT,that
2000,
andbe
XPsubmitting
your request via file. Click Next.
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve securityFigure
at the end
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The screen shown in Figure 9-35 comes up with the text box empty. Paste the contents of the
clipboard into the Saved Request text box and click Submit. (You might need to scroll down a
bit.) You then see the screen shown in Figure 9-36, which tells you that the certificate is
pending.

•
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major version
browser.
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work.
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state
security uses
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same-vendor
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thatofNetscape
a PEM
certificate, but Outlook requires PKCS#10 or #7 encoding. Both are valid according
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to the standard.
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
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Certificate
Request
Technique
undesirable
or malicious
traffic and
to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
Requesting
certificate
for an IIS5the
webgreater
server the
is much
simpler
thanofdoing
so for
IIS4. Start
by
daily jobs oraconduct
transactions,
impact
a breach
network
security
has. Just
launching
the Internet
Services
Manager.in(If
you the
don't
know how,
see thebusiness,
discussion
Chapter
as Cisco Systems
has been
an innovator
using
Internet
to conduct
soin
too
is it a
4.)
Right-click
thethe
web
site for which
want
the certificate,
choose Properties,
and
select the
market
leader in
development
andyou
sale
of products
and technologies
that protect
data
Directory
Security
tab. You see
the
screen security
shown insolution
Figure 9-37.
Server
traveling across
the Internet.
Yet a
network
is onlyClick
as strong
asCertificate
its weakest to
launch
the IISattacks
Certificate
first including
page is shown
in Figure
9-38.
link. Network
can Wizard,
occur at whose
any point,
the network
connection,
the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Figure 9-37. Directory Security Tab on the Properties Page
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ClickNext to begin the process and move to the screen shown in Figure 9-39. The wizard checks
the current certificate status and advises you if there is an existing certificate or pending
request. If you just upgraded from IIS4 to IIS5, you can use your existing certificate. This is
where you would tell the wizard where the Key Manager file is. Because that's not the case in
this example, just make sure that the radio button next to Create a new certificate is selected
and
click Next.
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The lessons here are two-fold. First, if your data is attractive enough to those able to
afford those rapidly declining but still very large price tags, go for the biggest key your
software supports. Second, authors who write tips like the previous one do so at great
risk.
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information you entered, using the Back key to make any needed corrections; then click Next to
get to the final screen, shown in Figure 9-46. Click Finish to complete the wizard.

Figure 9-45. Confirming Summary Screen
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Your page
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Certification Authority
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The resulting screen comes up with the text boxes empty. Paste the data from the clipboard into
the Saved Request text box, as shown in Figure 9-51, and click Submit. (You might have to
scroll down a bit.)

Figure 9-51. Submitting the Request
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You receive a final screen telling you that the Certificate is pending. Until it is issued, you have
Evaluate the pros and cons of installing a certificate server and becoming your own
nothing more to do.
Certification Authority
The note shown in Figure 9-36 tells you that "you must return with THIS browser" to retrieve
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the key. That message means the same brand and major version browser.
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
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Browser Compatibility and CAs

While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
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web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Issuing the Server Certificate
When the request is submitted, it goes into the pending requests folder on the certificate server.
Log in to the certificate server and launch the Certification Authority application. Click Pending
Requests.Figure 9-52 shows the result. Right-click the request in the right-hand pane and
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selectAll Tasks and then Issue, as shown in Figure 9-53. At that point, the certificate has been
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issued. You can see a list of all issued certificates by clicking the Issued Certificates folder, as
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shown in Figure 9-54.
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Figure 9-53. Issuing a Certificate
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Installing a Certificate on Your Web Server
The major public CAs will send you an e-mail telling you when your certificate has been issued.
Operators of private certificate servers will establish their own technique. E-mail works—so does
the phone. Or you can just wait for the user to check to see if any pending requests have been
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retrieving and installing certificates in IIS4 and IIS5 are similar, but not the
same.
The
next
two
sections explain the processes.
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Certificate
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When you have been notified that the certificate was approved, restart your browser and go
Create effective security policies and establish rules for operating in and maintaining a
back to the certificate server. Figure 9-55 shows the opening screen, this time with the bottom
security- conscious environment
radio button, Check on a Pending certificate, checked. Make sure yours looks the same and
clickNext.
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations

Figure 9-55. Checking for a Certificate
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Key Certificate, as shown in Figure 9-59.

Figure 9-59. Installing the Certificate via the Management Console
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Figure 9-60. File Open Dialog
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Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
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You're next asked for the server bindings. This associates the key with an IP address and, if you
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want, a port number. Click the Any Unassigned field under IP Address as shown in Figure 9-62.
ClickEdit. On the next screen, shown in Figure 9-63, select the radio button and type in your
web server's IP address. If you are going to run on a nonstandard SSL port, key it in here, too.
Otherwise, accept the default. Click OK when you finish to get back to the Key Manager page.
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Figure 9-79. Pending Certificate Request

Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

•

Table of Contents

•

Index

Web Security Field Guide
BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Because you want to process the pending request, click Next.
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
That brings you to the screen shown in Figure 9-80. Click Browse and navigate to the folder
containing the certificate. Click Next. As shown in Figure 9-81, you get a confirmation screen
Understand secure installation options for Windows web servers and how to enhance
listing the contents of the certificate. It is the one you want, so click Next to accept it. You
security on existing web and FTP server installations
receive a warning (see Figure 9-82) about the certificate possibly being untrusted, but because
you know
its source
(it at
came
the CA),
you can click
OK. That
you to
the completion
Improve
security
the from
end user's
workstation,
including
webbrings
browsers,
desktops,
and
page laptops
shown in Figure 9-83, where you can click Finish to end the wizard.
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
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Trusting Your Own CA
Although you can view web pages protected by your root certificate server's untrusted
certificates by clicking Yes on the warning screen after each access, installing your root
certificate server's certificate so that it will be trusted makes a lot more sense. The technique is
based on the browser, not the web server, so this example comes from IE5.5. It is the same in
IE6.
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Confirm your action by clicking Finish. Then, click Yes on the reconfirmation warning shown in
Figure 9-94. All that's left is a test, which should bring you to the SSL-enabled page without
incident or warning.

Figure 9-94. Reconfirmation Warning
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Browser Certificates
There is a concept in network security called two-factor identification . It means that to properly
authorize a user, two different modes of authentication should be employed. Generally, these
modes are something you have plus something you know.
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Browser certificates also satisfy a separate need. The client is assured of the server's identity,
but the server has no idea who the client really is. By adding a requirement for browser
certificates, servers are able to authenticate the user and can provide premium or confidential
services, not generally available.
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Figure 9-96. Certificate Server Main Request Page
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Fill in the Name and E-Mail details, as requested, and correct any of the other identifying
information that might have been remembered and provided for you (such as Company and
Department). Select Client Authentication Certificate as the Intended Purpose. Scroll down to
the bottom and click Submit.

Installing a Browser Certificate in IE
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Figure 9-100. Check a Pending Certificate Request
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Open IE, click Tools > Internet Options, and select the Content tab to get the screen shown
inFigure 9-104. Click the Certificates button, bringing you to the screen shown in Figure 9105. You can see that your certificate has been installed.

Figure 9-104. IE5.5 Internet Options Page
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Summary
This chapter covered a wide range of issues involving certificates. After a brief history lesson,
you were given the instructions you need to do the following:
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In the next chapter, "Firewalls," you'll learn about stateful and stateless filters, access control
lists, how to use the Cisco IOS-based firewall feature set, and how to configure a PIX Firewall to
protect your network.
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Chapter 10. Firewalls
This chapter covers the following topics
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Most people think of a network firewall as the modern-day equivalent of a deep moat filled with
hungry alligators. Although it is certainly true that the perimeter of a network needs to be
guarded, the interior doors must also be locked.
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Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
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or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
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Firewall-Protected Network Components
A number of well-known firewall configurations are discussed in the section, "Firewall Design,"
later in this chapter. Figure 10-1 is a drawing of the classic firewall configuration, showing the
important component parts in relationship to each other. They are as follows:
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Figure 10-1. Generic Firewall Configuration
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While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
dailyNOTE
jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market
leader
in theisdevelopment
and sale
of applying
products the
andterm
technologies
that
protect
Marcus
Ranum
generally credited
with
bastion to
hosts
that data
are
traveling
across
the
Internet.
Yet
a
network
security
solution
is
only
as
strong
as
its weakest
exposed to attack and its common use in the firewall community. In his book,
link. "Thinking
Network attacks
can occur at
point,
including the network connection, the firewall, the
About Firewalls,"
heany
says
the following:
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing
network
security
solution.
Bastions are the highly
fortified
parts
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critical areas of defense, usually having stronger walls, room for extra troops, and
the occasional useful tub of boiling hot oil for discouraging attackers. A bastion
host is a system identified by the firewall administrator as a critical strong point
in the network's security. Generally, bastion hosts will have some degree of extra
attention paid to their security, may undergo regular audits, and may have
modified software.
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packet headers at OSI layers 2, 3, and 4 and make filtering decisions. Table 10-1 shows some of
the things that can be examined in the headers for each of those layers.
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security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP

Table 10-1. Lower Layer Header Fields

Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Layer Name
Field Examined Example Contents
Improve security at the end user's workstation, including web browsers, desktops, and
Data link
EtherType or
IPX,IP, IPv6
laptops
DSAP
Evaluate
the pros Protocol
and cons of installing
a certificate
server
and
becoming
your
own
Network
(assuming
TCP,
UDP, ICMP,
OSPF,
[E]IGRP,
IPSEC
AH
and ESP,
IP) Certification Authority
PPTP, L2TP
Transport
Learn (TCP
the Cisco
or PIX
Port
Firewall and Cisco
(TCP):
IOS Firewall
HTTP, SSL,
architecture
Telnet, FTP,
and SMTP
how to apply Cisco
UDP)standard and extended access lists
(UDP): DNS, SNMP, TFTP, BOOTP
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
Filtering is done by creating and applying access lists, which are described later in this chapter.
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
DMZ
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance
or scalability.
The more
reliant
organizations
become
on the
Internet
perform
The name comes
from the military
term,
Demilitarized
Zone,
probably
because
theto
network
daily
jobs
or
conduct
transactions,
the
greater
the
impact
a
breach
of
network
security
Just
between the bastion host and the Internet is neither part of the trusted network nor thehas.
Internet.
as
Cisco
Systems
has
been
an
innovator
in
using
the
Internet
to
conduct
business,
so
too
is
(It is formally, but much less commonly, known as the screened subnet.) Servers that are it a
market
in the
development
andorsale
of products
and
technologies
thatservers
protectcan
data
located leader
there are
at risk
for intrusion
corruption.
More
importantly,
those
be used
traveling
across
the
Internet.
Yet
a
network
security
solution
is
only
as
strong
as
its
weakest
as a jumping-off point to attack either your internal network or other locations (in which case,
link.
Network
occur
at any
the
network
connection,
the
the attack
willattacks
seem tocan
have
come
frompoint,
you).including
Hardening
the
platforms
of servers
in firewall,
the DMZthe
is
web
server,
or
the
client.
Hardening
the
defenses
at
all
these
points
is
key
to
creating
an
especially important. In addition, due to their high-risk status, they should be frequently
effective, all-encompassing network security solution.

monitored, and quick recovery procedures should be put in place.

Bastion Host / Firewall
The computer that can examine the contents of messages that pass through it is the bastion
host. You can use it to scan an attachment for viruses or enforce a policy that prohibits visiting
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sports sites. These functions often require maintaining extended state
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information, such as reassembling packets or knowing that an incoming packet is a response or
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Field Guide that came before. Bastion hosts are designed to filter and forward traffic
addition
to something
based
current and preceding packets. Routers can filter traffic based on the current packet
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Routers are designed to pick the best path through the network. Although these
Pages: 608they are not the same. Asking a router to do both raises a significant performance
jobs overlap,
risk.

Internal Network

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Also known as the Trusted Network, the internal network is generally not accessible by unknown
outsiders.
Alleffective
the servers
and workstations
belongingrules
to the
part maintaining
of the internal
Create
security
policies and establish
forcompany
operatingare
in and
a
network
except
the
servers
in
the
DMZ.
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Firewall Design
Firewall configurations all follow the same general external-to-DMZ-to-internal flow that was
shown in Figure 10-1. However, some well-known alternatives that have become commonplace
are discussed here.
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Figure 10-2. Classic Firewall Design
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate
the pros
and cons
of installing
a certificate
server
and host
becoming
your own
To reach
the internal
network,
traffic
must pass
through the
bastion
or firewall.
Where
Certification
Authority
possible,
you should
proxy at the bastion host so that all traffic seems to emanate from a single
IP address. (Use NAT at the bastion.) If you are using firewall software on a Windows- or UNIXthe Cisco
andisCisco
IOS
to through
apply Cisco
basedLearn
PC, make
sure PIX
thatFirewall
IP routing
turned
offFirewall
so that architecture
packets don'tand
justhow
pass
without
standard
and
extended
access
lists
being examined.
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
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While the Internet has transformed and improved the way we do business, this vast network and
its associated
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the two
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increasing
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successful,
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or malicious
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to provide
levels
of security
without the
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information
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the one sufficient
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only contains
performance
or
scalability.
The
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reliant
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on
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Internet
to perform
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daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
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been
in using
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bysolution
letting your
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link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Chapman
Brent Chapman, author of Building Internet Firewalls, created an architecture that bears his
name. It is shown in Figure 10-3. In this case, the bastion host is mostly functioning as an
application proxy. It was the first design to include two packet filtering routers, offering an extra
layer of defense.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
The design relies on the routers to enforce the rule (by examining IP addresses) that all traffic
security
the end user's
including
web
browsers,
and
must Improve
pass through
the at
application
proxy.workstation,
This architecture
allows
safe
traffic todesktops,
bypass the
laptops
proxy.
Chapman's bypass plan did not call for NAT to be used, meaning that all internal
addresses had to be registered. Later variations added NAT at the routers, allowing for private
Evaluate the pros and cons of installing a certificate server and becoming your own
addresses.
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco

Beltstandard
and Braces
and extended access lists

Discover
waysthe
to test
the current
state of security
and
keep it up to
date
Figure
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braces architecture.
AT&T
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and Bellovin,
originated the name in their book, Firewalls and Internet Security: Repelling the Wily Hacker .
Learn to engage
end
as design
part ofby
theadding
overalla network
security
solution
This architecture
varies
theusers
classic
second router
between
the bastion host
and the internal network. This router's job is to prevent a compromised bastion from sniffing
While the Internet has transformed and improved the way we do business, this vast network and
traffic on the internal network. Additionally, it protects the bastion from internal attacks.
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
Figure 10-4. Belt and Braces Firewall Configuration
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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designs share a common problem. Traffic from the internal network to the external
network has to pass by the servers in the DMZ. If an intruder manages to corrupt one of them
and use it as a listening post, your security is seriously compromised.
Figure 10-5 shows the solution to this problem. A new architecture called the separate services
subnet was designed to isolate the DMZ servers. They'll never see the traffic between the
Hands-on
techniques
for securing Windows(r) servers, browsers, and network communications.
internal and
external networks.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment

Figure 10-5. Separate Services Subnet

Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling
across the Internet. Yet a network security solution is only as strong as its weakest
NOTE
link. Network attacks can occur at any point, including the network connection, the firewall, the
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or thesubnet
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Access Lists
Every release of Cisco IOS Software has the capability to use access lists. This section describes
the features and syntax common to Cisco IOS Software Release 12.0 in all its variations. The
next section examines the access list enhancements supplied by the Firewall Feature Set.
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Table 10-1 provided a list of the things that a router can filter. Access lists are the tools that
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
routers use to do that filtering. Because so many different fields can be examined and because
those fields are present in various layers' headers, the syntax of the lists change based on the
field or
fieldseffective
being examined.
Nearly all
listsrules
beginfor
with
the keyword
Create
security policies
andaccess
establish
operating
in andaccess-list,
maintaining a
followed
by
a
number.
Cisco
IOS
Software
can
determine
which
header
or headers will be
security- conscious environment
examined and which fields might be called into play by looking at the number associated with
the list.
Table
10-2
lists theWindows
number multi-user
ranges, theplatforms,
type of access
list, and
kinds
things that
Learn
how
to harden
including
NT, the
2000,
andofXP
can be examined.
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Table 10-2. Access List Number Ranges for Web Security
Evaluate the pros and cons of installing a certificate server and becoming your own
Number
Range Authority
Type of List
Fields to Examine
Certification
1–99, 1300–1999, or name
IP standard
Source IP address or range of IP
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
addresses
standard and extended access lists
100–199, 1100–1199, 2000–2699, or IP extended
Source or Destination IP address or
Discover ways to test the current state of security andrange
keep it up to date
name
Learn to engage end users as part of the overall network
security
solutionor other IP
Transport
Protocol
protocols
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing
of security
Source number
or Destination
Port threats.
or range
The challenge for successful, public web sites is to encourage
access
to
the
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while
eliminating
Ack bit
undesirable or malicious traffic and to provide sufficient levels of security without constraining
200–299
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performance
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the Field
Internet to perform
code the impact a breach of network security has. Just
daily jobs or conduct transactions, the greater
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
700–799
48-bit MAC
Source MAC address or range
market leader in the development and sale of products and technologies that protect data
address
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
Two
kindsall-encompassing
of lists, IP Standard
and IP
Extended,
can be identified by name rather than by
effective,
network
security
solution.

number. This technique has both advantages and disadvantages.
On the plus side, the names can and should be mnemonic. An access list called BlockTraining
indicates its purpose far better than one called access-list 1. Some of the advanced access list
features described in the next section require named access lists.
On the negative side, there are uses for access lists in addition to packet filtering. For example,
an access list can be used to control Telnet access to the router itself or to prevent unauthorized
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found in the "Protecting the Control Plane" section later in this chapter.)
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Releases of Cisco IOS Software that support other protocols, such as IPX and
AppleTalk, have additional number ranges that allow you to examine the header fields
appropriate to those protocols.
If your company has some parts of its network that are more secure than other parts
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
and you use protocols other than IP, you should use the techniques in this section and
those other access list types to protect those other-protocol networks.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Generic
Access List Rules
Understand secure installation options for Windows web servers and how to enhance
Access
lists ofon
every
type web
follow
these
security
existing
and
FTP rules:
server installations
Improve security at the end user's workstation, including web browsers, desktops, and
All
access lists are made up of a series of statements that either permit or deny traffic
laptops
meeting certain criteria.
Evaluate the pros and cons of installing a certificate server and becoming your own
Access
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Learn
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Firewall
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Firewalland
architecture
and how
to apply
standard and extended access lists
The same access list can be applied to more than one interface.
Discover ways to test the current state of security and keep it up to date
All access lists end with an implied deny all statement.
Learn to engage end users as part of the overall network security solution
Access list statements are processed in the listed order. When a packet matches the criteria
by an
access
list statement,
the packet
permitted
or deniedthis
based
the
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theforth
Internet
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no
further
processing
of
that
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against
the
remainder
of
its associated technologies have opened the door to an increasing number of security threats.
the list is for
done.
The challenge
successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
Items added to an access list in interactive configuration mode are always added only to
performance or scalability. The more reliant organizations become on the Internet to perform
the end of the list.
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
Items added to an access list are effective as soon as each one is added.
market leader in the development and sale of products and technologies that protect data
traveling
Internet.
Yet aanetwork
security
is only
as list.
strong
its weakest
You across
cannot the
change
or delete
single entry
in a solution
numbered
access
Youas
can,
however,
link. Network
attacks
can
occur
at
any
point,
including
the
network
connection,
the
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replace entries in named lists.
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Network addresses are identified in one of three ways:
-Single addresses: by the keyword host followed by the IP address
-All addresses: by the keyword any
-Networks or ranges of hosts: by a network number and an inverse mask
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Cisco IOS Software uses inverse masks (also called i-masks) as wildcards in several places. The
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is
true.
Pages: 608 0s mean "must match," while 1s mean "may vary."
Calculating the i-mask is easy if you know the normal mask. Just subtract the normal mask from
the all-1s mask. Table 10-3 shows two examples.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.

Table 10-3. Calculating an Inverse Mask

Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Example 1
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
All-1s
255.
255.
255.
255
Understand secure installation options for Windows web servers and how to enhance
Normal
255.
255.installations
255.
0
security on existing
web and FTP server
Inverse
0.
0.
0.
255
Improve security at the end user's workstation, including web browsers, desktops, and
Example
laptops
2
All-1s
255.
255.and becoming your
255 own
Evaluate the pros 255.
and cons of installing
a certificate server
Certification Authority
Normal
255.
255.
255.
224
Learn the Cisco PIX
and how to31apply Cisco
Inverse
0. Firewall and Cisco
0. IOS Firewall architecture
0.
standard and extended access lists
Discover ways to test the current state of security and keep it up to date

Numbered Lists

Learn to engage end users as part of the overall network security solution

Numbered
access list
areand
written
on a single
line
the following
While the Internet
hasstatements
transformed
improved
the way
weand
do have
business,
this vast format:
network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
access-list <number> <permit | deny> <expression>
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
Lists can have as many entries as needed, subject to router memory and performance
link. Network attacks can occur at any point, including the network connection, the firewall, the
limitations.Example 10-1 demonstrates a numbered list that allows traffic from the workstation
web server, or the client. Hardening the defenses at all these points is key to creating an
at 10.1.1.2, blocks traffic from the rest of network 10.1.1.0/24, and permits all other traffic. The
effective, all-encompassing network security solution.

exact syntax will be formally described later in the "Standard Access Lists" Section.

Example 10-11. Sample Standard Numbered Access List

access-list
12 of
permit
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Contentshost 10.1.1.2
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Named
Lists

Named list statements span two or more lines and have a somewhat different format:
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
ip access-list {standard | extended}mnemonic-name
Create effective security policies and establish rules for operating in and maintaining a
{permit | deny | remark}expression
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
As with
numbered
lists, there
can be
manyinstallations
entries as needed. Named lists have two nice
security
on existing
web and
FTPasserver
additional features. One that is especially useful during troubleshooting is the capability to add
comments
Improve
or temporarily
security at the
disable
end permit
user's workstation,
or deny statements
includingby
web
using
browsers,
remark
desktops,
entries. and
Another
is thelaptops
capability to edit or replace a single access list entry in interactive configuration mode.
Example
Evaluate
10-2 the
is a pros
named
andversion
cons ofofinstalling
the sameaaccess
certificate
list shown
server in
and
Example
becoming
10-1.
your own
Certification Authority
Learn the
Cisco PIX
FirewallStandard
and Cisco IOS
Firewall Access
architecture
and how to apply Cisco
Example
10-12.
Sample
Named
List
standard and extended access lists

Discover ways to test the current state of security and keep it up to date
ip access-list
standard
NamedExample
Learn to engage
end users
as part of the overall network security solution
permit
host 10.1.1.2
While
the Internet
has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
10.1.1.0
0.0.0.255
Thedeny
challenge
for successful,
public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
permit any
performance
or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
Editing
Access Lists
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Editing access lists is a complicated dance. Basically, this means deleting all the old entries prior
to adding them back in along with the new ones. Here are the steps:
Step 1. Open an editor such as Notepad.
Step 2. Copy the existing list to the editor.
•
•

Step 3. Make your edits.
Table of Contents
Index

Step 4. Copy the revised list back to the clipboard.

Web Security Field Guide
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5.

Paste the contents into the configuration.
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that you're editing the standard access list previously described, Table 10-4 shows a
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way that will keep you out of trouble.
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Table 10-4. Editing an Access List Safely
Hands-on
techniques forComments
securing Windows(r) servers, browsers, and network communications.
Commands
show runningThe access list statements will be near the end. Copy the entries for the
Create effective security
establish
rules
operating
in and
a
config
accesspolicies
list youand
want
to edit to
the for
clipboard.
Make
yourmaintaining
changes there
security- consciousand
environment
then copy the edited list back to the clipboard.
configure
terminal
Enter
Configuration
Mode.
Learn how
to harden
Windows
multi-user
platforms, including NT, 2000, and XP
interface Ethernet0 Enter Interface Configuration Mode. Use the appropriate interface name
Understand secureand
installation
number.options for Windows web servers and how to enhance
security on existing web and FTP server installations
no ip access-group Remove access list using access-group keyword. Direction is either in
12 inImprove security at
(inbound)
the end user's
or outworkstation,
(outbound).including
No problems
web arise
browsers,
if the desktops,
access listand
doesn't
laptops
exist yet.
exit Evaluate the pros and
Out cons
of Interface
Configuration
Mode.
of installing
a certificate
server and becoming your own
Certification
Authority
no access-list
12
Delete the old access list. No problems arise if the access list doesn't
exist yet.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
access-list
12and extended
Pasteaccess
in the lists
contents of the clipboard (the revised access list).
standard
permit host
10.1.1.2
Discover ways to test the current state of security and keep it up to date
access-list
deny end users as part of the overall network security solution
Learn to12
engage
10.1.1.0 0.0.0.255
While the Internet has transformed and improved the way we do business, this vast network and
access-list
its
associated12
technologies have opened the door to an increasing number of security threats.
permit
any for successful, public web sites is to encourage access to the site while eliminating
The
challenge
undesirable
or maliciousBack
traffic
to provide
sufficient Mode.
levels of security without constraining
interface Ethernet0
to and
Interface
Configuration
performance or scalability. The more reliant organizations become on the Internet to perform
ip access-group
12transactions,
Reapply thethe
access
list.the impact a breach of network security has. Just
daily
jobs or conduct
greater
in Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
as
market
leader in the development
and saleMode.
of products and technologies that protect data
end
End Configuration
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
The
reason
that the list is taken
off ofsecurity
the interface
before editing is to protect you. If you telnet
effective,
all-encompassing
network
solution.

to the router through the interface whose list you are editing, but don't remove the list from the
interface first, you risk being cut off from the router. Keep in mind that access list entries are
active as soon as you enter them. Unless the first item on the list permits you to continue Telnet
access, the router will cut your connection before you get to transmit the second line. By
disabling the list before replacing it, you avoid that pitfall.

•
•
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the

access list configuration file (in Notepad or other text editor) in an
appropriate directory with a mnemonic name, such as RouterName-ListNumber. This
will make
and maintenance much easier.
Publisher:
Ciscotroubleshooting
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608 to edit access lists via Telnet, make use of the reload in 15 command. It
If you Pages:
are going
causes the router to wait 15 minutes before rebooting. (You can vary the delay.) If you make a
mistake that severs your connection to the router, the reload brings back the unchanged startupconfig so you can try again. If you are satisfied with your edits before the time is up, you can
copy the running-config to startup-config and stop the router from rebooting with the reload
cancel
command.
Hands-on
techniques for securing Windows(r) servers, browsers, and network communications.

Create effective security policies and establish rules for operating in and maintaining a
Standard
Access Lists
security- conscious environment
Standard
lists
can
on only
one thing—source
IP addresses.
The NT,
standard
Learn
how
to test
harden
Windows
multi-user platforms,
including
2000,access
and XPlist format
has three variations. The normal case covers a range of addresses, typically a subnet, and is
Understand
secure
forare
Windows
web cases.
serversTable
and how
enhance
shown
in Table 10-5.
Theinstallation
other two options
variations
for special
10-6to
shows
the format
security
on
existing
web
and
FTP
server
installations
for a single host, and Table 10-7 shows how to represent all hosts.
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate
the pros
and cons
a certificate
server and
becoming
own
Table
10-5.
Format
forofainstalling
Standard
Numbered
Access
Listyour
Covering
a
Certification Authority
Range of Hosts
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
Fieldstandard and extended
Valuesaccess lists
access-list
Required keyword.
Discover ways to test the current state of security and keep it up to date
1–99 or 1300–1999 Pick a number from these ranges to indicate a standard IP access list.
Learn to engage end users as part of the overall network security solution
permit | deny
Pick one.
While
the
Internet
has
transformed
and improved
the way we do business, this vast network and
a.b.c.d
Source
IP (address
or network).
its associated technologies have opened the door to an increasing number of security threats.
w.x.y.z
Inversepublic
Mask.web sites is to encourage access to the site while eliminating
The
challenge for successful,
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market Table
leader in
the development
and
sale of products
and technologies
protect
data
10-6.
Standard
Numbered
Access
List for athat
Single
Host
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Field

Values

access-list

Required keyword.

1–99 or 1300–1999

Pick a number from these ranges to indicate a standard IP access list.

permit | deny

Pick one.

host

Optional keyword. May be omitted.

•

Table of Contents
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a.b.c.d

Source IP address.
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Table 10-7. Standard Numbered Access List for All Addresses
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Field
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Values

access-list

Required keyword.

1–99 or
1300–1999

Pick a number from these ranges to indicate a standard IP access list.

permit | deny
Pick one.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
any
Keyword representing all addresses not yet handled by previous access list
entries.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Named lists start with a header line identifying the list as described in the prior subsection on
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
named lists. After the header, the individual permit | deny lines follow the same rules as
numbered
except secure
that they
omit the options
keywordfor
access-list
and servers
the number.
Understand
installation
Windows web
and how to enhance
security on existing web and FTP server installations
ImproveAccess
security atLists
the end user's workstation, including web browsers, desktops, and
Extended
laptops

Extended access lists have several variations and optional fields. Table 10-8 shows the generic
Evaluate the pros and cons of installing a certificate server and becoming your own
format.
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists

Table
10-8.
Extended
Access
Syntax
Options
Discover ways
to test
the current
state of
security List
and keep
it up to
date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Field

Values

access-list

Required keyword.

100–199 or

Pick a number from these ranges to indicate an extended IP
access list.

1100–1199 or
2000–2699 Table of Contents
•permit | deny
Index
•
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Pick one.
tcp | udp | icmp | ip | igrp | eigrp | ospf | nos | pcp | gre
|pim | igmp | ipinip | ahp | esp | <0-255> (any IP
Protocol Number) (The most common are listed first.)

a.b.c.d or keywords any | host

Keyword or beginning of range of Source IP addresses.

Inverse
Mask
ISBN:
1-58705-092-7

If you used the keyword host, the Source IP address goes
here instead. If you used the keyword any, this field is
omitted. Otherwise, put the inverse mask here.
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Boolean qualifier or keyword
any, if the protocol keyword is
tcp or udp

eq | gt | lt | neq | range.

Hands-on
Windows(r)
servers,
browsers,
and
network
communications.
Port nametechniques
or numberfor
or securing
range
Source TCP or
UDP port
number.
Omit
if keyword
any was
of port numbers separated by a used.
dash or space
Create effective security policies and establish rules for operating in and maintaining a
a.b.c.d
securityor keywords
conscious
anyenvironment
| host Keyword or beginning of range of Destination IP addresses.
Inverse
Mask
If multi-user
you used the
keywordincluding
host, theNT,
destination
IPXP
address
Learn
how to harden Windows
platforms,
2000, and
goes here. If you used the keyword any, this field is omitted.
Otherwise,
put
the inverse
here.
Understand secure installation
options for
Windows
web mask
servers
and how to enhance
security
on existing
web and eq
FTP| server
Boolean
qualifier
or keyword
gt | lt installations
| neq | range.
any
Improve security at the end user's workstation, including web browsers, desktops, and
Port laptops
name or number or range
Destination TCP or UDP port number. Omit if keyword any
of port numbers separated by a was used.
dashEvaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Keywordestablished
For TCP only, checks ack bit to identify return traffic.
Cisco only,
IOS Firewall
architecture
how
to applyThis
Cisco
ICMPLearn
type the Cisco PIX Firewall and
For ICMP
specifies
the type of and
ICMP
message.
standard and extended access
lists
option is restricted to the Firewall Feature Set addition to the
Cisco IOS Software. ICMP types are described in Chapter 1.
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
Just as with standard named lists, extended named lists start with a header line identifying the
list,
and
individual
| deny
follow the
the same
rules
as numbered
that they
While
thethe
Internet
has permit
transformed
andlines
improved
way we
do business,
this except
vast network
and
omit
the
keyword
access-list
and
the
number.
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
Example
10-3
a pair
of named
access lists.
The
keeps
an ISDN
border
undesirable
or shows
malicious
traffic
and toextended
provide sufficient
levels
offirst
security
without
constraining
router
from
dialing
out
unnecessarily
and
is
applied
inbound
on
the
DMZ
Ethernet
interface.
The
performance or scalability. The more reliant organizations become on the Internet to perform
second
protects
the
trusted
network
from
unwanted
traffic
and
is
applied
outbound
on
the
same
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
interface.
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
Example
Sample
Named
Extended
Access
link. Network10-13.
attacks can
occur at
any point,
including the
networkLists
connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

ip access-list Extended ReduceCostISDN
Remark : allow telnet to router from admins pc
permit tcp host 192.168.1.20 any eq telnet
•
•

remark : next two lines deny netbios sessions, name server and datagrams
Table of Contents
Index

deny tcp any any eq 139
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deny
udp

any any range netbios-ns netbios-dgm

remarkCisco
: www
Publisher:
Press

= http = port 80
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permit
tcp any any eq www
ISBN: 1-58705-092-7
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permit tcp any any range ftp-data ftp
permit icmp any any
remark : only the trusted net's dns server can send dns inquiries out
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
permit udp host 192.168.1.100 any eq domain
Create
effective
security
policies and establish rules for operating in and maintaining a
deny
udp
any any
eq domain
security- conscious environment
remark : routing traffic is essential
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
permit
ospfsecure
any any
Understand
installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
remark : don't forget about implied deny any any at end
Improve security at the end user's workstation, including web browsers, desktops, and
deny
ip any any
laptops
ip access-list
ProtectNetwork
Evaluate the Extended
pros and cons
of installing a certificate server and becoming your own
Certification Authority
remark : Allow TCP return traffic
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
permit
standardtcp
andany
extended
any established
access lists
Discover:ways
to test
current
remark
allow
DNSthe
and
ICMP state of security and keep it up to date
Learn toudp
engage
users as any
part of the overall network security solution
permit
any end
eq domain
Whilepermit
the Internet
and improved the way we do business, this vast network and
icmp has
any transformed
any
its associated technologies have opened the door to an increasing number of security threats.
The challenge
successful,
public
sites
is to encourage
access
the site while eliminating
remark :for
Later
sections
inweb
this
chapter
show safe
waysto to
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance
or allow
scalability.
The UDP
moretraffic.
reliant organizations become on the Internet to perform
remark :
return
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco
Systems
has been
an innovator
in usingdeny
the Internet
conduct
remark
: don't
forget
about implied
any anytoat
end business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling
theany
Internet. Yet a network security solution is only as strong as its weakest
denyacross
ip any
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server,
or the
Hardening
the defenses at all these points is key to creating an
deny tcp
anyclient.
any eq
139
effective, all-encompassing network security solution.

deny udp any any range netbios-ns netbios-dgm
deny udp any any eq domain
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Using Access Lists
The examples in the previous sections show access lists used for stateless traffic filtering.
Chapter 1 defined a pair of terms, stateless and stateful. Briefly, stateful environments are
aware of things in context, such as a file that is being read using read-next commands. Without
•
of Contents
some way of Table
keeping
track of what was already read, the -next in read-next would be pointless.
•
Index
Stateless environments are simpler. There, every interaction is a new one. Decisions, such as
Web
Security
Field Guide
whether
to filter
a packet, must be made for each packet in a stream. In other words, stateless
filters
By
Steveexamine
Kalman only the current packet, while stateful filters use additional information from
previous packets.
Publisher: Cisco Press

That leads to the biggest drawback of packet filters. Every packet is examined and then either
Pub Date: November 08, 2002
permitted
or denied. As an administrator, you need to think of every kind of traffic that might be
ISBN: 1-58705-092-7
presented—or
you need to stay by the phone, because it is going to ring. Nevertheless, there are
Pages:
608where you always know whether something should be filtered. Those are the
several
cases
perfect places to use stateless access lists. Some examples follow.

First Level Filtering

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Suppose your company has a training department with a LAN and some classes encourage users
to "try
it andeffective
see whatsecurity
happens."
In anand
environment
like that,
you would
to keep them
Create
policies
establish rules
for operating
in do
andwell
maintaining
a
awaysecurityfrom your
intranet
servers.
But
suppose
they
require
access
to
the
Internet
because some
conscious environment
classes use it in their curriculum. They'll need HTTP, ICMP, and DNS to make it work. Figure 106 shows
such
a LAN.
In that
case, you
would put
an inbound
access NT,
list on
the and
Ethernet
Learn
how
to harden
Windows
multi-user
platforms,
including
2000,
XP 1 (E1)
interface on Router R2 that permits HTTP (port 80) traffic and denies everything else.
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security
at the
end user's
workstation,
including
web browsers,
desktops, and
Figure
10-6.
Sample
Network
Needing
a Filter
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web
server,
or shows
the client.
Hardening thecommands
defenses at
all these
pointsand
is key
to creating
anfilter.
Example
10-4
the configuration
needed
to create
implement
this
effective, all-encompassing network security solution.

Example 10-14. First Level Filtering Example

ip access-list extended GIVE-HTTP-To-Training
• deny ip any
Table172.16.2.0
of Contents
0.0.0.255
•
Index
Web
Securitytcp
Fieldany
Guideany
permit

eq www
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permit udp any any eq domain
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permit icmp any any
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denyISBN:
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any any
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interface Ethernet 1
ip access-group GIVE-HTTP-To-Training in
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective
securitywill
policies
establish
operating
in and maintaining
a
Your network
administrators
want and
to do
quite a rules
bit of for
other
traffic filtering.
For example,
conscious
environment
none securityof the RFC
1918 addresses
are allowed on the Internet, but those things are beyond the
scope of this book.
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance

Sanity
Checking
security
on existing web and FTP server installations

Improve
theofend
user'scalled
workstation,
includingThere
web browsers,
and you
You should
do security
another at
kind
filtering
sanity checking.
are certaindesktops,
cases where
knowlaptops
things that should never happen. Here are three examples:
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification
If
you have aAuthority
registered IP address range, none of your registered addresses should ever
appear as the source address for an incoming packet from the Internet.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard
If
your firewall
and extended
configuration
access
uses
listsa separate services subnet connected to the border
router, no originating connections that come from the DMZ should be arriving at your
Discoverhost.
ways to test the current state of security and keep it up to date
bastion
Learn
engage firewall,
end users
asonly
partsource
of the overall
security
solution
In
the to
Chapman
the
addressnetwork
that should
appear
at the interior router's
DMZ interface is the address of the bastion host.
While the Internet has transformed and improved the way we do business, this vast network and
its
associated
technologies
have
opened
the door
anfor
increasing
number of
security threats.
Carefully
consider
the design
of your
network
andto
test
these impossible
conditions.
When
The
challenge
for
successful,
public
web
sites
is
to
encourage
access
to
the
site
while eliminating
they occur, it is because some would-be intruder is trying to get past your defenses.
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
Protecting
the Control Plane
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
The
vast majority
of Internet.
packets that
arrive
at a security
router on
one interface
almostas
immediately
traveling
across the
Yet a
network
solution
is only are
as strong
its weakest
forwarded
outattacks
anothercan
interface.
packets
not having
the router
as the endthe
point
are said
link. Network
occur atThese
any point,
including
the network
connection,
firewall,
theto
operate
on the
dataclient.
plane.Hardening
A much smaller
number
have the
router
itself asan
the end
web server,
or the
the defenses
atof
allpackets
these points
is key
to creating
point.
These
are said to operate
at the
controlsolution.
plane. Examples of control plane packets are
effective,
all-encompassing
network
security

pings to a router interface and dynamic routing protocol messages. These are part of the normal
operations.
Another kind of control plane traffic exists, and it is your job to protect it. Those control plane
messages measure or control the router. SNMP Set messages can change the router's
configuration and shut or enable interfaces. Similarly, you might want to be able to telnet to a
router to manage it—but only under strict access control. In both of these instances, you can use
a numbered (not named) standard access list to protect your router. The following access lists
•
Table of Contents
are based on Figure 10-7. (The access list numbers are arbitrary, the only restrictions being that
•
Index
they are in the standard list number ranges and are not used for other access lists on the same
Web Security Field Guide
router.)
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
To protect SNMP, create standard list number 10 and implement it as Example 10-5
demonstrates. The list allows traffic only from the SNMP management server at 172.16.100.10
Discover ways to test the current state of security and keep it up to date
and applies it to the Cisco IOS Software commands that enable read-only and read-write SNMP
access.
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated
Example
10-15.
technologies
Access
have List
opened
to the
Protect
door to SNMP
an increasing
Access
number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily
jobs or conduct
transactions,
the greater the impact a breach of network security has. Just
access-list
10 permit
host 172.16.100.10
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market
leader community
in the development
and sale ofroproducts
and technologies that protect data
snmp-server
SecretReadPass
10
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link.
Network attacks
can occur
at any point, including
the network connection, the firewall, the
snmp-server
community
SecretWritePass
rw 10
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Protecting Telnet access is similar. Create a standard access list number 50 that identifies your
network administrator's workstation, and apply it to the VTY lines using the access-class
command, as demonstrated in Example 10-6.

Example
10-16.
Access List to Protect Telnet Access
•
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•
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access-list 50 permit host 172.16.100.101
Publisher: Cisco Press

line vty 0 4

Pub Date: November 08, 2002
ISBN: 1-58705-092-7
access-class
50 in
Pages: 608

Although access lists can do a lot to improve security, their inflexible nature presents problems.
To
solve those
problems,
Cisco provides
two increasingly
secure options:
the Firewall
Feature
Hands-on
techniques
for securing
Windows(r)
servers, browsers,
and network
communications.
Set and the Cisco PIX Firewall.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Firewall Feature Set
This section looks at three new features this additional cost option provides:

•
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Dynamic
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The generic term dynamic access list refers to an access list that will be automatically modified by
the router. The tools that make up the dynamic access list family all have you configure temporary
entries and the conditions that will cause those temporary entries to become active. The simplest
case is Lock and Key, so it is examined first. After that, CBAC is covered.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.

Lock and Key
Create effective security policies and establish rules for operating in and maintaining a
If your
networkconscious
has areasenvironment
that require higher degrees of security, such as a research and
securitydevelopment lab or a mergers and acquisitions department, you need installed access lists at the
security
perimeter
prevent
unauthorized
browsing.
The including
problem is
that
these
same
Learn
how to to
harden
Windows
multi-user
platforms,
NT,
2000,
and
XP lists might
prevent legitimate work from being done.
Understand secure installation options for Windows web servers and how to enhance
Perhaps
someone
whose location
outside
the
secure areas needs access. Perhaps you need to be
security
on existing
web andisFTP
server
installations
able to access a device within the secure area to troubleshoot and fix a problem. The same access
Improve
security
at the
end you,
user's
workstation, including web browsers, desktops, and
list that
prevents
intruders
stops
too.
laptops
Cisco recognized this and added a feature called Lock and Key. With it, you first telnet to the
Evaluate
the pros
and
cons
ofwith
installing
a certificate
server
and becoming
security
perimeter
router
(the
one
the access
list) and
give your
usernameyour
and own
password. The
Certification
Authority
Lock and
Key mechanism
makes a temporary entry into the access list that allows your traffic
through. The access list is the lock and the username-password pair makes up the key. The
Learn
the Cisco PIX
Firewall
and Cisco
Firewall
architecture
how to
timeout
automatically
closes
and relocks
theIOS
door
after you.
Here are and
the steps
toapply
makeCisco
it work:
standard and extended access lists
Step 1. Create a numbered, extended access list that allows any workstation to telnet to the
Discover
to test The
the example
current state
securitythat
andthe
keep
it up to
lock and ways
key router.
hereof
assumes
router's
IPdate
address is 172.16.1.1. If
there is already an access list on the interface that would handle your Telnet traffic, add to
Learn
to engage end users as part of the overall network security solution
that list.
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The
challenge 101
for successful,
public
sites
is to encourage
access to the site while eliminating
access-list
permit tcp
anyweb
host
172.16.1.1
eq telnet
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
Step 2. Create a username and password. You can make this part of the router's
market leader in the development and sale of products and technologies that protect data
configuration using the command shown here, or you can redirect authentication to a
traveling across the Internet. Yet a network security solution is only as strong as its weakest
TACACS+ server:
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

username kalman password ciscopress

Step 3. Create the entry that will be temporarily, dynamically added to the access list. This
will be the same access list that allowed the Telnet access in Step 1. The fields are described
inTable 10-9.
•
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This example
creates an open access. Normally, the dynamic list entry would limit the
Index
accessField
to/from
Web Security
Guide specific IP addresses/ports. The reason to limit security is that during the
authentication session, the username and the password travel in clear text across the
BySteve Kalman
network and are subject to sniffing.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.

Table
10-9.security
Syntax
for a
Lock
andrules
KeyforAccess
List
Entry
Create
effective
policies
and
establish
operating
in and
maintaining a
security- conscious environment
Field
Value
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
access-list Required keyword.
Understand secure installation options for Windows web servers and how to enhance
access-list
Named
lists
areand
not FTP
yet supported
for lock and key.
security on
existing
web
server installations
number
Improve security
the end user's workstation, including web browsers, desktops, and
dynamic
Requiredatkeyword.
laptops
dynamic
Unique, user-supplied name for dynamic entries.
nameEvaluate the pros and cons of installing a certificate server and becoming your own
Certification
Authority
timeout
Absolute
timeout in minutes. Unless extended, the dynamic list entry will
minutes
be removed at expiration of the timer. Optional, but strongly
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
recommended.
standard and extended access lists
dynamic list An extended list entry starting with the keyword permit. The syntax
towill
testbe
the
current when
state the
of security
andiskeep
it up toand
date
entryDiscover ways
x.x.x.x
replaced
statement
evaluated
inserted.
Only one statement is permitted.
Learn to engage end users as part of the overall network security solution
The
dynamic
list entry
modified asand
it isimproved
entered into
the static
The source
address
of the
While
the Internet
has is
transformed
the way
we dolist.
business,
this vast
network
and
station
that
activates
lock
and
key
replaces
the
x.x.x.x
in
the
source
field
in
the
dynamic
entry.
its associated technologies have opened the door to an increasing number of security threats.
Similarly,
the destination
address
replaces
theisdestination
field
(second
"x.x.x.x").
Other
items,
The challenge
for successful,
public
web sites
to encourage
access
to the
site while
eliminating
such
as
protocols
and
port
numbers,
remain
unchanged,
which
allows
you
to
restrict
access
to just
undesirable or malicious traffic and to provide sufficient levels of security without constraining
one
protocol
(for
example,
HTTP
or
Telnet).
This
is
normally
too
limited
for
practical
use.
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
Step
4. Thishas
step
is optional.
Create
extension
of time
the absolute
timer.
It works
as Cisco
Systems
been
an innovator
in an
using
the Internet
to for
conduct
business,
so too
is it a by
allowing
the
users
to
reauthenticate
(by
telnetting
to
the
router
and
logging
in
again)
market leader in the development and sale of products and technologies that protect data while
the across
currentthe
session
is already
open: security solution is only as strong as its weakest
traveling
Internet.
Yet a network
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

access-list dynamic-extend

If entered into the router configuration, the absolute timer will be extended by six minutes. The
length of time is not configurable. Users are responsible for monitoring their time usage and
reauthenticating before the timer expires. Additional six-minute extensions are allowed.
•
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Step 5. Enable creation of the dynamic entries by adding the autocommand command to
Index
the virtual terminal ports. This is the mechanism that allows a user to telnet to the router;
Web Security Field Guide
upon supplying authentication credentials (established in Step 2), the dynamic list (created
ByStevein
Kalman
Step 3) is enacted:
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line vty
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login local
autocommand access-enable timeout 5

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Table 10-10 explains the entries in this example.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP

Table 10-10. Creation of Dynamic Entries via VTY Ports

Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Field
Value
Improve security at the end user's workstation, including web browsers, desktops, and
line laptops
vty 0 4
Configures the virtual terminal (Telnet) ports.
login local
Configures authentication as being local (defined on this router).
Evaluate the pros and cons of
installing
becoming yourinstead.
own
You
can use aa certificate
TACACS+ server
server and
for authentication
Certification Authority
autocommand accessautocommand enables the dynamic list. (The access-enable
enable
timeout
minutes
required.
timeout command
optional.)
Learn
the Cisco
PIX Firewall command
and Cisco is
IOS
FirewallThe
architecture
and how toisapply
Cisco
standard and extended access lists
Discover waystimeout
to test the
current
state of security
andakeep
it up
to date with its own idle
The autocommand
is an
idle timeout.
If you have
dialup
connection
timeout, these periods should match. If both timeout values are omitted, the entry lasts until
Learn
to engage
end users
as partIfofboth
the overall
network
securitythe
solution
cleared,
or until
the router
is reloaded.
timeouts
are specified,
absolute timeout must
be longer than the idle timeout.
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance
NOTE or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco
an innovator
inhere.
usingThey
the Internet
to conduct business, so too is it a
FourSystems
timeoutshas
arebeen
potentially
at work
are as follows:
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network
The attacks
timeoutcan
in the
occur
autocommand
at any point,entry
including
in thethe
vtynetwork
configuration
connection,
section.
theThis
firewall,
is an the
web server,
idle
ortimeout.
the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

The timeout in the dynamic access list entry. It controls the maximum time (before
extension) that the session can last.
The six-minute extension provided by the dynamic-extend command. Multiple
extensions are allowed but for six minutes each.
The idle line timeout used in dialup configurations to keep costs down. This is not
part of access list configuration but should match the autocommand time.
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Cisco's documentation is at odds with demonstrated experience. According to the
ISBN: 1-58705-092-7
documentation,
you could use the keyword any for source or destination address and
Pages:it608
have
replaced during dynamic insertion. Detailed testing on a variety of Cisco IOS
Software releases shows that the keyword is inserted unchanged. Only the template
host x.x.x.x yields the desired results.

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Figure 10-8 represents a network with a web server in a secure area. The router, R1, has a lock
and key configuration so that stations on the 172.16 network can get access to that server.
Example
Create
10-7
effective
shows the
security
pertinent
policies
parts
and
ofestablish
the configuration,
rules for operating
with lock in
and
and
key
maintaining
enabling a
commands
securityhighlighted.
conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP

Example 10-17. Lock and Key Configuration

Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations

!

Improve security at the end user's workstation, including web browsers, desktops, and
laptops

hostname
R1 the pros and cons of installing a certificate server and becoming your own
Evaluate
Certification Authority
!
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
username
kalman
passwordaccess
0 ciscopress
standard
and extended
lists
!

Discover ways to test the current state of security and keep it up to date

Learn to
engage end users as part of the overall network security solution
interface
Ethernet0
While
the Internet
has transformed
and improved the way we do business, this vast network and
ip address
172.16.1.1
255.255.255.0
its associated technologies have opened the door to an increasing number of security threats.
The
challenge for successful,
ip access-group
101 in public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance
or scalability. The more reliant organizations become on the Internet to perform
!
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as
Cisco Systems
has been an innovator in using the Internet to conduct business, so too is it a
interface
Ethernet1
market leader in the development and sale of products and technologies that protect data
traveling
across
the Internet.
Yet a network security solution is only as strong as its weakest
ip address
192.168.1.2
255.255.255.0
link. Network attacks can occur at any point, including the network connection, the firewall, the
web
server, or the client. Hardening the defenses at all these points is key to creating an
!
effective, all-encompassing network security solution.

access-list 101 permit tcp any host 172.16.1.1 eq telnet
access-list 101 dynamic testfile timeout 20
permit ip host x.x.x.x host x.x.x.x
access-list dynamic-extend
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!
end
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment

Figure 10-8. Network Diagram for Lock and Key

Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Figure 10-9 depicts the beginning of a lock and key test. The user is trying to access the protected
web server and access is denied. Figure 10-10 shows that the user has successfully telnetted to
the router and entered the username and password pair. Figure 10-11 shows the same web page
being accessed successfully.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority

Figure 10-10. Successful Telnet and Authentication

Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Figure 10-11. Web Access Successful
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve
security
at the end
user's workstation, including web browsers, desktops, and
Context
Based
Access
Control
laptops

Context
Based the
Access
(CBAC)
adds stateful
inspection
capabilities
to your
router.
Evaluate
prosControl
and cons
of installing
a certificate
server
and becoming
your
own It gives
your router
abilities
that
far
exceed
anything
you
could
do
with
standard
or
extended
stateless
Certification Authority
lists.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists

CBAC Overview

Discover ways to test the current state of security and keep it up to date

CBACLearn
enables
your router
dynamically
access
lists based
on traffic flowing
to engage
end to
users
as part ofadd
the entries
overall into
network
security
solution
through a router. To take a simple example, the router connecting your network with the Internet
probably
an inbound
(from the Internet)
access
list
with
While thehas
Internet
has transformed
and improved
the
way
wethis
do command:
business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
access-list 101 permit udp any eq domain any
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
That
list allows
any DNS
the filter
so that
you
can query
Internet the
DNS
servers.
link. Network
attacks
cantraffic
occur through
at any point,
including
the
network
connection,
firewall,
the
Because
UDP
(on
which
DNS
runs)
doesn't
have
SYN
and
ACK
bits,
there
is
no
way
to
web server, or the client. Hardening the defenses at all these points is key to creating tell
an if the
packet
you
receive is a response
to an
inquirysolution.
made by one of your users, or if it is something
effective,
all-encompassing
network
security

being initiated by an intruder on the Internet. (Keep in mind that DNS has notoriously weak
security.)
If your border router uses CBAC, the outgoing DNS request generates a temporary access list
entry in the incoming list. For example, if the outgoing request is from a host at 10.1.50.25 to a
DNS server at 192.168.100.100, the temporary entry would allow only that DNS server to respond
to only that host by generating the following command:
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101
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udp host 192.168.100.100 eq domain host 10.1.50.25
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Chapter 1 discussed that some protocols, such as FTP, TFTP, and others, change their port
numbers mid-transfer. Example 10-8 shows the commands to start a TFTP transfer from a router
to a TFTP server at 192.168.1.100 and the debug-generated log of the first four packets.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.

Example 10-18. TFTP in Action
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
804#debug ip udp
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
UDP packet
debugging
is on
Understand
secure installation
options for Windows web servers and how to enhance
security on existing web and FTP server installations
804#copy startup-config tftp
Improve security at the end user's workstation, including web browsers, desktops, and
Address
or name of remote host []? 192.168.1.100
laptops
Destination
[startup-config]?
Evaluate filename
the pros and
cons of installing a 804-backup-start.wri
certificate server and becoming your own
Certification Authority
!!
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
and extended
access
lists
3002 standard
bytes copied
in 0.256
secs
804# Discover ways to test the current state of security and keep it up to date
Learn
to engage
end sent
users as
part of the overall network
security solution
Apr 24
10:58:20:
UDP:
src=192.168.1.1(3675),
dst=192.168.1.100(69),
length=57
While the Internet has transformed and improved the way we do business, this vast network and
Apr 24 10:58:20: UDP: rcvd src=192.168.1.100(1710), dst=192.168.1.1(3675),
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
length=12
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
Apr 24 10:58:20: UDP: sent src=192.168.1.1(3675), dst=192.168.1.100(1710),
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
length=544
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
Apr 24 10:58:20: UDP: rcvd src=192.168.1.100(1710), dst=192.168.1.1(3675),
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
length=12
effective, all-encompassing network security solution.

Look carefully at the changing port numbers. The first packet (a control packet) went from the
router (192.168.1.1) using UDP port 3675 to the TFTP server (192.168.1.100) using UDP port 69.
(Port 69 is the TFTP well-known port number.) The TFTP server responded using a new, random
UDP source port (in this case, number 1710) and using the router's selection, port 3675, as the
•
Table The
of Contents
destination port.
next data packet from the router still used 3675 as its source but began to
use 1710 as Index
•
the destination. Pairs of packets (data and acknowledgment) were exchanged until
the transfer
Web
Security Field
wasGuide
complete.
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There
Pages: are
608 two common ways for text files to indicate the end of one line and the
beginning of another. The UNIX way is to use just a carriage return (CR), while the
DOS/Windows way uses both a carriage return and a line feed (CRLF).
Files created via TFTP copy have UNIX-style new lines (CR only). In Windows, Wordpad
(but not Notepad) can properly display text that uses the CR-only, end-of-line marker.
Hands-on
forcreated
securing
servers,
browsers, and
communications.
That'stechniques
why the file
byWindows(r)
the TFTP copy
used Wordpad's
.wri network
extension.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
The randomly selected TFTP server's data port (port 1710 in the example) presents a challenge to
access list writers. One choice is to allow all UDP traffic. That's far too broad to be considered
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
tolerable security practice. Using a dynamic entry, such as the one just described for DNS, would
be okay
if it wouldsecure
work,installation
but it won't.
That DNS
example web
depended
onand
the how
return
traffic using the
Understand
options
for Windows
servers
to enhance
well-known
UDP
53, web
which
is assigned
toinstallations
DNS servers.
security
on port
existing
and
FTP server
CBACImprove
can handle
TFTP at
and
other
with random
ports. web
In Example
10-9,
CBAC monitors
security
the
end protocols
user's workstation,
including
browsers,
desktops,
and
the second
packet
from
the
TFTP
server,
discovers
the
server's
choice
of
port
1710,
and inserts a
laptops
dynamic rule to allow packets only to that port. The command is called ip inspect, and the fields
are shown
in Table
10-11.
Evaluate
the pros
and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists

Table 10-11. Syntax for ip inspect Command

Discover ways to test the current state of security and keep it up to date
Field
Value
Learn to engage end users as part of the overall network security solution
ip inspect name
Required keywords.
While the Internet has transformed and improved the way we do business, this vast network and
inspection-name
Namehave
to beopened
associated
with to
this
(or series
of rules).
its
associated technologies
the door
aninspection
increasingrule
number
of security
threats.
The
challenge
for
successful,
public
web
sites
is
to
encourage
access
to
the
site
while
eliminating
protocol
SeeTable 10-12 for a list of protocols.
undesirable or malicious traffic and to provide sufficient levels of security without constraining
[alert [on | off]]
Optional
performance
or scalability.
Thealerting.
more reliant organizations become on the Internet to perform
daily
jobs
or
conduct
transactions,
the
greater the impact a breach of network security has. Just
[audit-trail [on |
Optional audit
trail.
as
Cisco
Systems
has
been
an
innovator
in using the Internet to conduct business, so too is it a
off ]]
market leader in the development and sale of products and technologies that protect data
[timeoutacross
seconds]
OptionalYet
timeout
override
for this
protocol
on this
list (See
10-13 for a
traveling
the Internet.
a network
security
solution
is only
as strong
as Table
its weakest
list
of
default
CBAC
timeouts).
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Table 10-12. CBAC Inspection Protocols
Application Protocol

Keyword

CU-See-Me

cuseeme

•FTP
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Netshow
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Unix R* commands
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ftp
h323
netshow
rcmd

Real Audio

realaudio

SMTP ISBN: 1-58705-092-7

smtp
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SQL*Net

sqlnet

StreamWorks

streamworks

TCP

tcp
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TFTP
tftp
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
UDP
udp
VDOLive
vdolive
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secureTable
installation
options
WindowsDefault
web servers
and how to enhance
10-13.
IPfor
Inspect
Values
security on existing web and FTP server installations
Timer
Namesecurity
Default
Description
Improve
at the end
user's workstation, including web browsers, desktops, and
laptops
Synwait-time
30 sec
Wait before dropping incomplete TCP session.
Evaluate the5pros
of installing
a certificate
server
and becoming
Finwait-time
sec and cons
Time
to continue
session after
receiving
first FIN your
bit. own
Certification Authority
TCP Idle-time 3600 sec (1 Time TCP session will be kept open after last activity.
Learn the Cisco
hour)
PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
UDP Idle30 sec
Time UDP session will be kept open after last activity.
TimeDiscover ways to test the current state of security and keep it up to date
Dns-timeout
5 sec
Time to wait for reply to DNS inquiry.
Learn to engage end users as part of the overall network security solution
Max500 half
While
the Internetsessions
has transformed and improved the way we do business, this vast network and
incompleteits
associated
technologies
have opened the door to an increasing number of security threats.
high
The challenge for successful, public web sites is to encourage access to the site while eliminating
Max400 halftraffic and to provide sufficient levels of security without constraining
undesirable
or malicious
the organizations
defaults whenbecome
using CBAC
rather
thanto
TCP
Syn Flood
incomplete- or scalability.
sessions TheThese
performance
more are
reliant
on the
Internet
perform
Protection.
(TCP
Syn
Flood
Protection
is
simpler
than
CBAC
and
is
low jobs or conduct transactions, the greater the impact a breach of network security has.
daily
Just
described
in
the
next
section.)
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
One-minute
500 half
market leader in the development and sale of products and technologies that protect data
high
sessions
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link.
Network attacks
One-minute400 can
half occur at any point, including the network connection, the firewall, the
web
server,
or
the
client.
low
sessionsHardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

To enable CBAC to handle the TFTP example, you need to enter two ip inspect commands, one to
enable the inspection and one to apply it to an interface:

ip inspect name backup-configs tftp
•
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ip
inspect
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CBAC provides one more feature of importance here—it can block Java applets with the inspection
Pages: 608
protocol http. (The danger of Java and other applications was discussed in Chapter 7, "Browser
Security.") To use this feature, you must create an access list indicating which sites can or cannot
send Java, and then you need to create an inspection statement activating CBAC Java-blocking.
Example 10-9 shows an example.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.

Example 10-19. Blocking Java via CBAC
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
ip access-list
Block-Java
Learn how tostandard
harden Windows
multi-user platforms, including NT, 2000, and XP
remark
allow Java
from
intranet
sitesfor Windows web servers and how to enhance
Understand
secure
installation
options
security on existing web and FTP server installations
permit 172.16.0.0 0.0.255.255
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
remark
codify the deny all others
the pros and cons of installing a certificate server and becoming your own
deny Evaluate
any
Certification Authority
!
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standardname
and extended
access lists
ip inspect
Java-inspection-list
http java-list Block-Java
!

Discover ways to test the current state of security and keep it up to date

Learn to engage end users as part of the overall network security solution
interface serial 0
While the Internet has transformed and improved the way we do business, this vast network and
inspecttechnologies
name Java-inspection-list
in to an increasing number of security threats.
itsip
associated
have opened the door
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as
Cisco Systems
has been
an innovator in using the Internet to conduct business, so too is it a
Manually
Activating
CBAC
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
CBAC is configured to use and modify an existing access list. Example 10-10 shows CBAC in place,
link. Network attacks can occur at any point, including the network connection, the firewall, the
allowing DNS, FTP, TFTP, and blocking Java. Look carefully at the direction of traffic flow. The
web server, or the client. Hardening the defenses at all these points is key to creating an
access list is applied inbound on the serial interface, blocking everything except the routing
effective, all-encompassing network security solution.

protocol (EIGRP) and pings. The CBAC inspection list is applied outbound on that same interface.
When a packet leaves the router on the serial interface, CBAC inspects it and opens a return path
by making temporary entries in the inbound list. In terms of priority, CBAC overrides the accesslist rules for all protocols that it is handling.

Example 10-20. CBAC in Place
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! First, create the access list
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ip access-list extended CBAC-Protected
Publisher: Cisco Press
Pub
Date: November
2002
Remark
Block 08,
all
TCP

and UDP for now

ISBN: 1-58705-092-7

Deny
Pages:TCP
608 any any
Deny UDP any any
Remark let in the routing protocol and PINGs
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Permit EIGRP any any
Permit
ICMP any
any echo-request
Create effective
security
policies and establish rules for operating in and maintaining a
security- conscious environment
Permit ICMP any any echo-reply
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Remark now stop all other IP traffic
Understand secure installation options for Windows web servers and how to enhance
security
existing
Deny
IP on
any
any web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
! Create the Java list, too
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
!
!

Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
IP Access-list standard Block-All-Java
standard and extended access lists
Remark need one line to establish list
Discover ways to test the current state of security and keep it up to date
Deny Learn
any to engage end users as part of the overall network security solution
!
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
!
timeout
is normally
5, web sites is to encourage access to the site while eliminating
Thedns
challenge
for successful,
public
undesirable or malicious traffic and to provide sufficient levels of security without constraining
!
this is
just an example
how to
change itbecome on the Internet to perform
performance
or scalability.
The moreof
reliant
organizations
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
ip
inspect
dns-timeout
10 innovator in using the Internet to conduct business, so too is it a
as Cisco
Systems
has been an
market leader in the development and sale of products and technologies that protect data
!
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
!
create
the
inspection
list
webNow
server,
or the
client.
Hardening
the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

!
ip inspect name WSFG ftp
ip inspect name WSFG tftp
ip inspect name WSFG http java-list Block-All-Java
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! Finally, apply it to an interface.
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0 2002
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Ip address 192.168.254.1 255.255.255.252
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ip access-group CBAC-Protected in
ip inspect WSFG out
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment

TIP
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
If
you're loadsecure
balancing
across multiple
links
from the
same
router,
can
use
Understand
installation
options for
Windows
web
servers
andyou
how
to still
enhance
CBAC
without
worrying
linkserver
carriesinstallations
the return traffic. Just apply the same access
security
on existing
webwhich
and FTP
list and inspect list to the relevant interfaces.
Improve security at the end user's workstation, including web browsers, desktops, and
When
CBAC passes an outgoing packet, it makes a temporary addition to the incoming
laptops
access list that will allow the reply back in. If the same list is applied to more than one
interface,
the pros
temporary
entry
will be effective
on every
interface
that has your
that list
Evaluate the
and cons
of installing
a certificate
server
and becoming
own
applied.
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date

NOTE

Learn to engage end users as part of the overall network security solution
The Firewall Feature Set has additional capabilities, such as built-in intrusion detection,
Whilethat
theare
Internet
hasthe
transformed
and
improved
thefind
waydetails
we doon
business,
vastfeatures
network
beyond
scope of this
book.
You can
that andthis
other
atand
its associated
technologies
have
opened
the
door
to
an
increasing
number
of
security
threats.
cisco.com.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
Automating
CBAC
as Cisco Systems
has Configuration
been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
Cisco
provides
graphical
router
tool called
Cisco
ConfigM
aker. It
be acquired at
traveling
acrossa the
Internet.
Yet configuration
a network security
solution
is only
as strong
ascan
its weakest
no
charge
from
www.cisco.com/warp/public/cc/pd/nemnsw/cm/index.shtml,
where
you will the
be
link.
Network
attacks
can occur at any point, including the network connection,
the firewall,
asked
to provide
some
identifying
information
andatgiven
a linkpoints
to theisdownload
page. When
the
web server,
or the
client.
Hardening
the defenses
all these
key to creating
an
download
is complete, double-click
self-expanding
effective, all-encompassing
networkthe
security
solution. archive to launch the setup program.

You can use ConfigMaker to create or edit Cisco IOS Software configuration scripts. Most of the
steps are the same for any router in the Cisco inventory, varying only in the quantity and type of
interfaces. The examples here use a Cisco 2514 with its serial 0 interface connected to the
Internet, the two Ethernet interfaces connected to internal networks, and running IOS version
12.2 with the Firewall Feature Set. As you'll see, ConfigMaker can configure CBAC on the Cisco
IOS Firewall.
•
Table of
Contents
When you launch
the
program for the first time, you see the screen shown in Figure 10-12. If
•
you've neverIndex
worked with ConfigMaker before, take the time to go through the tutorial. When you
Web
Security
Field
Guidethe popup dialog or the tutorial, the center of the screen clears. Expand the
are done
with
either
listing
of
routers
on the left side of the screen so that you can see your router model. That
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presents you with the screen shown in Figure 10-13, ready to begin configuring your router.
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Figure 10-12. ConfigMaker First Time Welcome Screen
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
Figure 10-13.
ConfigMaker,
to number
Begin of
Work
its associated technologies
have opened
the door to anReady
increasing
security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Double-click your router model to launch a wizard that collects identifying information about your
router.
(Thishow
example
usesWindows
a 2514.) multi-user
The first question
is the
name of
the2000,
router,
and
Learn
to harden
platforms,
including
NT,
and
XPthe default
answer is the model name and number. You should change it to something mnemonic for your
Understand
installation
options
for Windows
servers
how
enhance
site. The
examplesecure
here uses
2514-FW,
as shown
in Figureweb
10-14.
Clickand
Next
toto
continue.
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Figure 10-14. Assigning a Name to the Router
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

You're then asked for the passwords with the dialog shown in Figure 10-15. These are the
passwords that you want to have in place after the configuration is complete. The Enable
password is the most critical and should be kept secure. If your router already has pass-words, a
separate wizard asks for them just before downloading your new configuration to the router. Enter
and confirm the passwords; then click Next.
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Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
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Figure
10-16 shows
theand
lastcons
question
presented
by this short
wizard.
CBAC works
only
on IP, so
Evaluate
the pros
of installing
a certificate
server
and becoming
your
own
you must
check
that
box.
The
other
two
are
optional—but
only
if
your
Cisco
IOS
Software
feature
Certification Authority
set supports them. Make sure the TCP/IP box is checked and click Next.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways
to test the
current
state of security
keep it up
to date
Figure
10-16.
Selecting
the and
Network
Protocols
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
That completes the steps to define the router and add it to the network diagram. Click Finish in
the message box shown in Figure 10-17.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden
Windows
multi-user
platforms,
2000, and XP
Figure
10-17.
Finishing
the including
DeviceNT,
Wizard
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling
across
Internet.
Yet a network
security
is Again
only asusing
strong
its weakest
The
next step
is the
to define
the Serial
connection
to thesolution
Internet.
theasDevices
section of
link.ConfigMaker
Network attacks
canclick
occur
atInternet
any point,
including
theone
network
the then
firewall,
the
the
screen,
the
entry
(the top
in theconnection,
left pane) and
on the
web server,
or the
client.
Hardening
thepopup
defenses
at all these
is key
to creating
center
window.
That
generates
a quick
confirming
that points
you want
to add
InternetanAccess.
effective,
all-encompassing
network
security
solution.
Click
Finish
to get to the screen
shown
in Figure
10-18. In the Connections section (in the left

column, below the Devices section), click the lightning-bolt icon next to the HDLC label. That
changes your cursor to an arrowhead with a lightning bolt attached to it. Move the modified cursor
to and click the router icon in the diagram section. That gives you the screen shown in Figure 1019.
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Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority

Figure 10-19. Defining the Router Side of the HDLC Link

Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
As the information balloon suggests, click the Internet icon to indicate the other end of the serial
link and
to launch
configuration
wizard,platforms,
the first page
of which
shown
inXP
Figure 10-20.
Learn
how to another
harden Windows
multi-user
including
NT, is
2000,
and
Enter the IP address your ISP assigned for this interface along with its mask, and click Next to get
secure installation
options
for Windows
web servers
how to
enhance
to theUnderstand
NAT configuration
screen, shown
in Figure
10-21. Although
thisand
example
uses
private
security
on
existing
web
and
FTP
server
installations
addresses (described in detail in Chapter 1), you should use the address range and mask assigned
to you by your ISP (or your registered address, if you have one) and then click Next.
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate
the pros
and cons
of installing the
a certificate
and becoming
your own
Figure
10-20.
Assigning
Serialserver
Interface
IP Address
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
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icon and move the cursor toward the router. (You'll see a connecting line follow it.) Click the
router. That launches a wizard whose first screen is shown in Figure 10-25. Because you're
defining Ethernet0, click Next to proceed.

Figure 10-24. Creating a LAN Link to the Router
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trusted networks, the answer is No. Leave the checkbox blank and click Next.

Figure 10-30. Starting the Firewall Feature Set Wizard
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TIP
If one of the Ethernet interfaces had been a separate services subnet, it would require
public, registered addresses rather than the RFC 1918 address used in the example. If
you used a private address, ConfigMaker would issue an appropriate error message.
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Figure 10-34. Defining Ethernet 1 to Ethernet 0 Traffic Rules
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The third iteration of the same screen (shown in Figure 10-35) is for traffic to the Internet. Click
the ellipsis next to Ethernet 0 to get to the screen shown in Figure 10-36. From there, click Access
Selected Services from the Permissions box; then click the services you want to allow. In each
case, click the right double-arrow to move each selected service to the right-hand box. In this
example, DNS, FTP, HTTP, ICMP, and SMTP were selected. To protect against Java applets, click
the checkbox on the lower-left side and click OK. Repeat the process for the Ethernet 1 interface.
When all interfaces are finished, click Next.
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superimposed on the router. Right-click the router, as shown in Figure 10-38; then select IOS
Configuration to see the startup-config that ConfigMaker has built. It is presented here as
Example 10-11. Additional comments have been added in the highlighted areas.

Example 10-21. ConfigMaker Built Configuration
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!! Remove
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Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
!! that
follows.
standard
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!

Discover ways to test the current state of security and keep it up to date

to engage
users as part of the overall network security solution
no ipLearn
inspect
name end
Ethernet_0
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling
across
theEthernet_0
Internet. Yettcp
a network security solution is only as strong as its weakest
ip inspect
name
link. Network attacks can occur at any point, including the network connection, the firewall, the
web
server, or
the client.
Hardening
ip inspect
name
Ethernet_0
udp the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

ip inspect name Ethernet_0 cuseeme
ip inspect name Ethernet_0 ftp
ip inspect name Ethernet_0 h323
ip inspect name Ethernet_0 rcmd
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ip inspect name Ethernet_0 tftp
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
! IP inspect Ethernet_1
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Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
no ip inspect name Ethernet_1
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
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security name
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ip inspect name Ethernet_1 ftp
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification
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and Cisco IOS Firewall architecture and how to apply Cisco
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name
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ip inspect name Ethernet_1 realaudio
Discover ways to test the current state of security and keep it up to date
ip inspect name Ethernet_1 smtp
Learn to engage end users as part of the overall network security solution
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inspect
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Ethernet_1
streamworks
While
the Internet
transformed
and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
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in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
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traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
interface
0 Hardening the defenses at all these points is key to creating an
web server, Ethernet
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effective, all-encompassing network security solution.

no shutdown
description connected to Ethernet0
ip address 172.16.1.101 255.255.255.0
ip nat inside
•
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no shutdown
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Hands-on
techniques
for securing
Windows(r) servers, browsers, and network communications.
ip address
192.168.1.2
255.255.255.0
ip nat inside
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
ip inspect Ethernet_1 in
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
ip access-group 100 in
Understand secure installation options for Windows web servers and how to enhance
keepalive
security 10
on existing web and FTP server installations
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Improve security at the end user's workstation, including web browsers, desktops, and
laptops
interface Serial 0
Evaluate the pros and cons of installing a certificate server and becoming your own
no shutdown
Certification Authority
Learn the Cisco
PIX Firewall
and Cisco IOS Firewall architecture and how to apply Cisco
description
connected
to Internet
standard and extended access lists
ip address 10.1.1.1 255.255.255.252
Discover ways to test the current state of security and keep it up to date
ip nat outside
Learn to engage end users as part of the overall network security solution
ip access-group 102 in
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
encapsulation hdlc
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
!
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
interface Serial 1
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
no description
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
no ip address
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

shutdown
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
! Access Control List 100
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
!
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
no access-list 100
Understand secure installation options for Windows web servers and how to enhance
!! next
lineonprevents
spoofing
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security
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standard and extended access lists
access-list 100 permit ip any 192.168.100.0 0.0.0.255
Discover ways to test the current state of security and keep it up to date
access-list 100 permit tcp any any range ftp-data ftp
Learn to engage end users as part of the overall network security solution
access-list 100 permit tcp any any eq www
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
access-list 100 permit icmp any any
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
access-list 100 permit tcp any any eq telnet
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
access-list 100 permit udp any any eq domain
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
!
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
! Access Control List 101
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on
techniques
for securing
Windows(r)
servers, browsers, and network communications.
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Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
access-list 101 permit udp any any eq domain
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Learn how to harden Windows multi-user platforms, including NT, 2000, and XP

Understand secure installation options for Windows web servers and how to enhance
! Access
Control
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Improve security at the end user's workstation, including web browsers, desktops, and
laptops
no access-list 102
Evaluate the pros and cons of installing a certificate server and becoming your own
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Discover ways to test the current state of security and keep it up to date
! Dynamic NAT
Learn to engage end users as part of the overall network security solution
!
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
ip nat translation timeout 86400
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
ip nat translation tcp-timeout 86400
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
ip nat translation udp-timeout 300
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
ip nat translation dns-timeout 60
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
ip nat translation finrst-timeout 60
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

ip nat pool 2514-fw-natpool200.100.50.1 200.100.50.254 netmask 255.255.255.0
ip nat inside source list 1 pool 2514-fw-natpooloverload
!
!! Notice that RIP version 2 is automatic.
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techniques for securing Windows(r) servers, browsers, and network communications.
no auto-summary
!
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Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment

Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
ip classless
!

Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations

! IP Improve
Static security
Routes at the end user's workstation, including web browsers, desktops, and
laptops
ip route 0.0.0.0 0.0.0.0 Serial 0
Evaluate the pros and cons of installing a certificate server and becoming your own
no ipCertification
http server
Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
snmp-server community public RO
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
no snmp-server location
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
no snmp-server contact
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
!
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
line console 0
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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login
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.

Figure 10-38. Viewing the Cisco IOS Software Configuration

Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
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TCP Syn Flood Protection
Chapter 1 defined the term Denial of Service (DoS) and said that a common kind of DoS attack is
called a Syn-flood. In brief, Syn-flood means that an attacker asks the victim to open a connection
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TCP Intercept
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Active intercept mode— Cisco IOS Software responds to client SYN request with its own
SYN-ACK, and it also makes its own request to the server. When the client responds to the
SYN-ACK with its own ACK, the router knits the two half-open requests together by sending
an ACK to the server and gets out of the way. If the client fails to respond to the SYN-ACK,
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
the router closes the connection it made to the server with an RST packet, releasing the
server's resources.
Create effective security policies and establish rules for operating in and maintaining a
Watch mode— Connections are allowed to pass through the router but are watched until
security- conscious environment
they become established. If 30 seconds elapses (configurable) and the connection is still not
completed,
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closes the platforms,
server's open
connection
with an
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Learn how to
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NT, 2000,
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XP packet.
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Understand
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Windows web servers and how to enhance
security on existing web and FTP server installations
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tcp intercept
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| watch]
Improve
security at the
end
user's workstation,
including web browsers, desktops, and
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Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
The default is intercept.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
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under attack,
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The commands to configure these numbers are as follows:
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its
technologies
have opened
the door
ip associated
tcp intercept
max-incomplete
high
1100 to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable
or malicious
traffic and to low
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ip tcp intercept
max-incomplete
900sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
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1100 the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market
in the one-minute
developmentlow
and 900
sale of products and technologies that protect data
ip tcp leader
intercept
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

The two values operate independently. If either the number of incomplete connections rises above
max-incomplete high (1100 by default), or the number of connection requests in 60 seconds
exceedsone-minute high (also defaults to 1100), aggressive behavior is initiated. The router
reverts to normal when both values are below the low value. (Both low values default to 900.)
Example 10-12 protects servers on network 10.1.1.0/24 in active intercept mode. These servers
are on a network with a history of frequent attacks so that aggressive mode values are reduced.
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ip tcp intercept mode intercept
ip tcp intercept max-incomplete high 900
ip tcp intercept max-incomplete low 500
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
ip tcp intercept one-minute high 900
Create effective security policies and establish rules for operating in and maintaining a
ip tcp
intercept
one-minute
low 500
securityconscious
environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
NOTE
laptops

The access list should be carefully configured because the more servers it includes, the
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yourwill
own
more
processing
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required
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router, andserver
its routing
performance
suffer.
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Cisco PIX Firewall
Cisco provides a standalone firewall called the Cisco PIX Firewall. It can do everything that CBAC
can do—and a few things more.
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The capability to make quality of service choices (prioritizing some kinds of traffic over
others)
Extensive debugging and troubleshooting tools
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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establish
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operating in and maintaining a
security- conscious environment
Table 10-14 is based on a table from the Cisco web site and lists the common benefits.
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations

Table 10-14. Features and Benefits Common to Cisco PIX Firewall and
Improve security at the end user's workstation, including web browsers, desktops, and
Cisco IOS Firewall
laptops
Evaluate the pros and cons of installing a certificate
server and becoming your own
Feature
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Certification Authority
Stateful packet filtering
Offers strong security by thoroughly
inspecting
data packets
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Learn the Cisco PIX Firewall and Cisco IOS Firewall
architecture
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to apply
Cisco
critical
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numbers
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Virtual Private
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enabling secure access of corporate
Learn to engage end users as part of the overall network security solution
networks over the Internet. Encrypts data
for private communications with DES or
While the Internet has transformed and improved the way we do business, this vast network and
3DES.
its associated technologies have opened the door to an increasing number of security threats.
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performance
or scalability. The more reliant organizations become on the Internet to perform
communications
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
Network address translation
Hides internal network from the outside for
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
enhanced security.
market leader in the development and sale of products and technologies that protect data
traveling
across the Internet. Yet a network security solution
is only asJava
strong
as its weakest
Content filtering
Blocks malicious
applets.
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Management

GUI-based management allows firewalls to
be managed and security policies to be
implemented from a central location;
reporting tools provide statistics on traffic
by protocol, web site, and unauthorized
attempts to access hosts.

Redundancy/failover

If failure occurs, traffic is automatically
routed to a backup unit.
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Additional interfaces on either the Cisco
PIX Firewall or Cisco IOS Firewall provide
isolated networks for publicly accessible
servers, such as web, e-mail, FTP, or DNS.
Newest media-rich applications available
to users without time-consuming
reconfiguration of each user's workstation.

Attack detection and prevention

DoS detection and prevention defends the
network against syn-flooding and packet
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
injection.
Intrusion Detection System (IDS)
The IDS system identifies common attack
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security- conscious environment
network traffic.
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
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10-16 (also adapted from tables on the Cisco web site) guide you to the correct choice.
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Table
10-15. When to Choose the Cisco PIX Firewall
Certification
Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Customer
Requirement

Cisco PIX Benefit

Device dedicated
to security

The Cisco PIX Firewall offers a dedicated appliance with its own hardware
and operating system optimized for firewall protection.

Highly deployable

The Cisco PIX Firewall Series is ideal for mass deployments with a wide
array of choices from the 506, 515, 525, and 535 Firewalls.

•

Table of Contents
High Internet
The Cisco PIX Firewall provides industry-leading performance of more than
Index
a quarter million simultaneous connections, and nearly 1.0-Gbps
Web Security Field Guide throughput, making it ideal for multimedia protocols, encryption, and large
BySteve Kalman
numbers of users.
•activity

Authentication and The Cisco PIX Firewall integrates with RADIUS and TACACS+
Publisher: Cisco Press authentication schemes using very fast cut-through proxy; it includes
authorization
Pub Date: November 08,
2002
application-level
benefits of a proxy at wire speeds.
ISBN: 1-58705-092-7

URL filtering

Pages: 608

The Cisco PIX Firewall, in combination with NetPartner's Websense
software, can manage access to Internet sites using Websense extensive
URL filtering databases.

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.

Table 10-16. When to Choose the Cisco IOS Firewall
Create effective security policies and establish rules for operating in and maintaining a
securityconscious environment
Customer
Requirement
Cisco IOS Firewall Benefit
One-box
solution
The Cisco
IOS Firewall
provides
a comprehensive,
Learn
how tocombining
harden Windows
multi-user
platforms,
including
NT, 2000, and integrated
XP
powerful security and
security solution, including stateful packet filtering, intrusion
multiprotocol
routing
detection,
per-user
authentication
andand
authorization,
VPN
Understand
secure installation
options
for Windows
web servers
how to enhance
functionality,
multiprotocol routing in one box.
security on existing web and
FTP server and
installations
Protect intranet, extranet,
The Cisco IOS Firewall is more economical for sites that do not
Improve security at the end user's workstation, including web browsers, desktops, and
and branch offices
require the high performance of the Cisco PIX Firewall. The Cisco
laptops
IOS Firewall is an effective and economical solution to secure
and intranet
perimeters
and becoming
Internet connectivity
Evaluate the pros and consextranet
of installing
a certificate
server and
your own for a
branch
or
remote
office.
Certification Authority
Scalability to operate in
The Cisco IOS Firewall scales to the performance level you
Learn
the Cisco
and Cisco
Firewallrouting
architecture
andto
how
to apply model.
Cisco
different
Cisco
IOS PIX Firewall
require,
fromIOS
a low-end
platform
a high-end
standard
and
extended
access
lists
environments with various
The Cisco IOS Firewall scales to Cisco 800, 1700, 2600, 3600,
performance requirements
and 7000 Series routers.
Discover ways to test the current state of security and keep it up to date
Easy training and
Companies using Cisco IOS Software will find the Cisco IOS
maintenance
Learn to engage end usersFirewall
as part familiar
of the overall
to setnetwork
up and manage.
security solution
Advanced
QoS
Cisco
IOS
Firewall is
into
the network
through
Cisco
While
the Internet
has transformed
and
improved
theintegrated
way we do
business,
this vast
network
and
IOS
Software,
allowing
customers
to
use
advanced
Cisco
IOS
its associated technologies have opened the door to an increasing number of security threats.
QoS web
features
same router
running
thesite
Cisco
IOSeliminating
Firewall.
The challenge for successful, public
sites in
is the
to encourage
access
to the
while
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market
TIP
leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
Firewall
Feature
forat
Cisco's
2500 including
Series routers
does not
include any
IDS
link. The
Network
attacks
can set
occur
any point,
the network
connection,
the
firewall, the
features,
for 2600s
and up,
does.
web server,
orwhile,
the client.
Hardening
theitdefenses
at all these points is key to creating an
effective, all-encompassing network security solution.

Overview of Cisco PIX Firewall Architecture
Depending on the model you're working with, there will be two to ten Ethernet interfaces.
(Older, no longer sold models supported FDDI and Token Ring.) One of these interfaces will be
theinside (trusted) interface and one the outside (untrusted) interface. Although you can
•
Table of Contents
override the default, Ethernet1 will be assumed to be inside and Ethernet0 will be assumed as
•
Index
outside. If your PIX has additional interfaces, you have additional configuration choices. You can
Web Security Field Guide
support a separate services subnet architecture by placing one or more of them into the DMZ.
By
Steve Kalman
Alternately,
you can define one or more of the additional ports as inside and design your network
so that separate sections of your intranet converge on the PIX. (If you do that, make sure that
the Publisher:
separate
sections
Cisco
Press have other ways of communicating; the PIX isn't designed to be a router.)
Finally,
youNovember
can have
outside ports if you are load balancing or have redundant links to
Pub Date:
08,multiple
2002
your ISP.
ISBN: 1-58705-092-7
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The PIX 515 used in the example that follows has six ports, one each as outside, inside, and
DMZ (Ethernet 0, 1, and 2, respectively) and three idle.

Configuring
the Cisco PIX Firewall
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
You can configure the Cisco PIX Firewall by entering configuration commands one by one from
the command
Create effective
line, bysecurity
sendingpolicies
a command
and establish
line file from
rulesafor
TFTP
operating
server, in
or and
by using
maintaining
a GUI a
application.
security- conscious environment
The easiest
Learn how
way to
to harden
configure
Windows
a PIX ismulti-user
to enter the
platforms,
minimal including
set of commands
NT, 2000,
necessary
and XP to enable
the GUI interface, and then use that to complete the configuration.
Understand secure installation options for Windows web servers and how to enhance
The GUI
security
is called
on existing
the PIX web
Device
andManager
FTP server
(PDM)
installations
and, starting with version 6.0, it is integrated
into the PIX. You access the PDM through your web browser.
Improve security at the end user's workstation, including web browsers, desktops, and
laptops

The Commands
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Example 10-13 shows the commands needed to enable the PDM. Table 10-17 explains them.
(The remainder
of thePIX
configuration,
the
third DMZ
interfaceand
will how
be done
using
the
Learn the Cisco
Firewall andincluding
Cisco IOS
Firewall
architecture
to apply
Cisco
PDM.)standard
Figure 10-39
is a network
diagram
and extended
access
lists showing the PIX, as used in the following examples.
Discover ways to test the current state of security and keep it up to date

Example 10-23. Minimal PIX Configuration Enabling the PDM
Learn to engage end users as part of the overall network security solution

While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
nameif ethernet0 outside security0
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
nameif ethernet1 inside security100
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
enable password 8Ry2YjIyt7RRXU24 encrypted
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
passwd 2KFQnbNIdI.2KYOU encrypted
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
hostname pix2
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

interface ethernet0 100full
interface ethernet1 10baset
interface ethernet2 auto shutdown
interface ethernet3 auto shutdown
•
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interface ethernet4 auto shutdown
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interface ethernet5 auto shutdown
BySteve Kalman

mtu outside 1500
Publisher: Cisco Press

mtuPub
inside
1500 08, 2002
Date: November
ISBN: 1-58705-092-7

ip address outside 192.168.2.2 255.255.255.0
Pages: 608

ip address inside 10.0.2.1 255.255.255.0
http server enable
Hands-on
techniques for
securing Windows(r)
servers, browsers, and network communications.
http 192.168.1.100
255.255.255.255
inside
telnet 192.168.1.100 255.255.255.255 inside
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
pdm location 192.168.1.100 255.255.255.255 inside
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
route inside 192.168.1.0 255.255.255.0 10.0.2.2
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops

Figure 10-39. Example Network with PIX in Place

Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
Table
Command
traveling across the Internet.
Yet10-17.
a networkPIX
security
solution isSyntax
only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Command Description
nameif

Name the interface and assign Security Value. Inside and Outside are default
names. They should only be changed to avoid ambiguity, such as dual outside
connections in multihomed environments. PIX always protects higher securityvalued interfaces from traffic arriving on lower-valued ones.

enable

Sets the privilege mode password. Final keyword encrypted means that the string
is theofencrypted
Table
Contents password. Otherwise, it would be the string to type to get to
privileged
mode.
Index

•
•

Web
Security Field
Guide
passwd
Sets
the

Telnet password.

BySteve Kalman

interface

Sets the bandwidth and duplex mode for each interface (or allows automatic
detection), and optionally disables it.

Publisher: Cisco Press

mtu
Maximum Packet Size on this interface.
Pub Date: November 08, 2002
ip
ISBN: 1-58705-092-7
Indicates the interface by the name assigned in the nameif command, plus the
address
address and mask.
Pages: 608
http

First, enable the server. Then, indicate via IP address and /32 mask the individual
station that can access it, or use a shorter mask to indicate a range of stations.
Multiple lines are allowed if a single statement won't do. This command is required
for and must precede the pdm command.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
telnet
Allows telnet to the PIX using the same syntax as the previous command. This
command is required for and must precede the pdm command.
security
policiesManager
and establish
rules for
in and
a
pdmCreate effective
Enables the
PIX Device
and assigns
theoperating
stations that
canmaintaining
access it, using
securityconscious
environment
the same syntax as the http and telnet commands. To run the PDM, a station
must be included in the http,telnet, and pdm commands.
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
route
Optional: Adds a static route for traffic leaving the named interface. You won't
Understand
needsecure
this command
installation
if you're
options
onfor
theWindows
inside subnet
web servers
physically
andattached
how to enhance
to the PIX. If
securityyou're
on existing
not, don't
web and
forget
FTP
static
server
routes
installations
in the appropriate intermediate routers.
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own

TIP
Certification Authority

For
those
with
the shutdown
in Cisco
IOS Software,
syntax
Learn
thefamiliar
Cisco PIX
Firewall
and Cisco command
IOS Firewall
architecture
and howthe
to PIX
apply
Cisco
will
be
especially
unfamiliar.
Table
10-18
shows
the
configuration
commands
required
standard and extended access lists
to shutdown or bring up an interface for both platforms. The bandwidth can be
autodetected
bytothe
router
IOS, but
notof
bysecurity
the PIXand
software.
Discover ways
test
the current
state
keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
Table
10-18.have
Cisco
PIX
Firewall
Cisco
IOS
its associated
technologies
opened
the
door to anversus
increasing
number
of security threats.
The challenge for successful,
publicshutdown
web sites is toCommands
encourage access to the site while eliminating
Software
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Cisco IOS Softare Command

Cisco PIX Firewall Command

interface ethernet 0

interface ethernet0 10baset

bandwidth 10000
no shutdown
•

exit
Table of Contents
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bandwidth

interface ethernet1 10Baset shutdown

10000

shutdown
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exit

ISBN: 1-58705-092-7
Pages: 608

After the PDM is available, it is much easier to complete the remaining configurations from there.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.

PIX Device
Manager
Create effective
security policies and establish rules for operating in and maintaining a
security- conscious environment
To launch the PDM, start your favorite browser and use the inside IP address of the PIX as the
HTTPS:
Learn
(nothow
HTTP:)
to harden
URL. For
Windows
the example,
multi-user
thisplatforms,
is https://10.0.2.1.
including (Make
NT, 2000,
sureand
youXP
have inserted
static routes at both the PIX and the intermediate router that will deliver and return your traffic.)
secure
installation
options
forpresented
Windows web
andalert
howtelling
to enhance
WhenUnderstand
the connection
is first
made, you
will be
with servers
a security
you that the
security
on
existing
web
and
FTP
server
installations
certificate is from an unknown Certification Authority and that the name on the certificate does
not match the server. Although you might normally reject a certificate like that, it is safe to trust
Improve
security atisthe
end
user's
webserver
browsers,
this one.
The certificate
from
the
PIX'sworkstation,
own internalincluding
CA, and the
namedesktops,
is based and
on your
laptops
PIX's host name. Figure 10-40 shows the initial URL in the browser's address bar and the
security alert.
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
Figure 10-40. PDM Initial Access and Security Alert
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.

TIP

Create effective security policies and establish rules for operating in and maintaining a
securityenvironment
PDM
uses conscious
Java and JavaScript.
You must have them enabled in your browser while
using the PDM.
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
onthe
existing
web and
installations
After security
accepting
certificate,
you FTP
will server
be asked
to login, as seen in Figure 10-41. The username
islocal and the password is the PIX enable password.
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Figure 10-41. Logging into the PIX
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

A second browser window like the one seen in Figure 10-42 opens, asking you to wait while the
PDM initializes, and the PDM loads into the first window. During the loading process you'll be
asked to permit Cisco-signed applications, as shown in Figure 10-43. You need to click Yes.
ClickingAlways trust content from Cisco Systems prevents additional requests from this
application.
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Figure 10-42. PDM Initializing Window
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the
Figure
Cisco PIX
10-43.
FirewallAuthorizing
and Cisco IOS Firewall
Cisco-Signed
architecture
Applications
and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
The second browser window will change, as shown in Figure 10-44. You can close or minimize
that window.
EvaluateWhen
the pros
youand
do, cons
you see
of installing
a windowa similar
certificate
to that
server
shown
and in
becoming
Figure 10-45.
your own
Pay
attention
Certification
to the warning.
Authority
Closing that window prematurely prohibits you from saving your
changes or rereading the existing configuration. Your best bet is to minimize it at this point.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways
to test10-44.
the current
state of the
security
andLaunch
keep it upWindow
to date
Figure
Closing
PDM
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden
Windows
multi-user
platforms,
including
NT, 2000, and XP
Figure
10-45.
PDM
Warning
Message
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

If the PDM device manager window (the one with five tabs) isn't the active window on your
screen, switch to it now.
The best place to start the configuration is in the System Properties tab. It has several
categories, the first of which is Interfaces, as shown in Figure 10-46. Click the ethernet2
interface line and then click Edit to bring you to the screen shown in Figure 10-47. Make the
changes shown (adding an IP address and mask, setting the speed, the security level, and the
interface name) and click OK. You get a brief popup telling you that your changes are being
•
Table of Contents
saved to the PIX (they're effective immediately, the same as entries made from the command
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Index
line), but there is nothing for you to click; it disappears on its own when the save is complete.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution

Figure 10-47. Changing an Interface's Values

While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
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more web
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one PIXand
interface
security
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existing
web
and
FTP
server
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you want it to.
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TIP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
If you are using Belt and Braces, or any variation that uses two packet-filtering routers
as
a part security
of the firewall
the internalincluding
router will
already
be generating
Improve
at thearchitecture,
end user's workstation,
web
browsers,
desktops, and
default
for
internal
networks.
However,
if
your
configuration
has
the
internal network
laptops
directly connected to the PIX, you would want to generate default from the PIX.
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
If youLearn
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RIP
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internal
networks,
you
will certainly
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version
the Cisco
PIX
Firewall
and
Cisco IOS
Firewall
architecture
and
howto
touse
apply
Cisco2,
whichstandard
allows variable-length
subnet lists
masks (VLSMs) and passworded authentication. The RIP
and extended access
version you select for the PIX must match the RIP version you are using on your internal
networks.
RIP ways
is the to
only
protocol
that
PIX supports.
make your selections,
Discover
testrouting
the current
state
of the
security
and keep After
it up you
to date
clickOK to get back to the main RIP summary screen.
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge
for successful, public web sites is to encourage access to the site while eliminating
TIP
undesirable or malicious traffic and to provide sufficient levels of security without constraining
Even though
you mightThe
be more
running
another
routing protocol
(like
OSPF),
running
RIP at
performance
or scalability.
reliant
organizations
become
on the
Internet
to perform
router
and redistributing
routes
that the
PIX routing
table is
kept has. Just
dailythe
jobsinternal
or conduct
transactions,
the greater
thesoimpact
a breach
of network
security
updated
might
bebeen
useful.
as Cisco
Systems
has
an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

TIP
There's a DHCP Server selection in the categories list. You can, if you want, ask the PIX
to provide DHCP services to your internal network. You might be tempted to use the
PIX to serve DHCP addresses in a branch office.
Resist the temptation!
•

of Contents
The onlyTable
traffic
that should ever enter or leave the PIX is traffic that is traveling
Index
between trusted and untrusted networks. If you need DHCP services, use a real DHCP
Web Security
server.Field
The Guide
one in Windows 2000, for example, has over 100 configurable items
BySteve
compared
Kalman to just 4 on the PIX. Using the right tool for the job is a good practice, even
when it isn't the most convenient.
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You should
look at several things under the PIX Administration selection in the categories list,
Pages:of608
but many
them (such as the enable password or valid Telnet addresses) were set manually
before beginning to use the PDM. You can add others here if you need to. One item that you
should configure is the TFTP server, so click it to bring up the screen shown in Figure 10-49.

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.

Figure 10-49. Defining the TFTP Server Address and Path
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
Key
in the
IP address
of the server and
and sale
the path
for the and
files.technologies
Your TFTP server
might data
have been
market
leader
in the development
of products
that protect
installed
with
a
predefined
path
for
file
storage
and
retrieval.
In
that
case,
you
should
be careful
traveling across the Internet. Yet a network security solution is only as strong as its weakest
to
use
that
path
on
this
page.
After
making
your
changes,
click
Apply
to
PIX.
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
Move to the Logging selection and then to PDM Logging. Click the Logging Level down arrow to
effective, all-encompassing network security solution.

see the choices. All Cisco messages are assigned severity levels, with Emergencies at the top and
Informational at the bottom. When you select a level from this list, you are asking the PIX to log
any message at that level or higher. The example shown in Figure 10-50 is asking to log
messages whose level is Notification or higher.
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Figure 10-50. PDM Logging

Web Security Field Guide
BySteve Kalman

Publisher: Cisco Press
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority

TIP
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
You also need to go into Logging Setup to turn logging on and into Syslog to set the
syslog
device's
IP test
address.
Those screens
self-explanatory.
Discover
ways to
the current
state of are
security
and keep it up to date
Learn to engage end users as part of the overall network security solution
Cisco
can transformed
be extended and
using
a third-party
product
Websense.
Websense
While PIX
the Firewalls
Internet has
improved
the way
we docalled
business,
this vast
network (the
and
company)
produces
an Internet
manages,
monitors,
reportsthreats.
on
its associated
technologies
have filtering
opened solution
the door that
to an
increasing
number and
of security
employee
use of
Internet.public
You might
be interested
in the following
During
the
The challenge
forthe
successful,
web sites
is to encourage
access tostatistics.
the site while
eliminating
nine-to-five
workday,
thetraffic
following
undesirable or
malicious
and is
to true:
provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
70 percent
all been
Internet
pornographic
traffic
occurs
(source:
SexTracker).
as Cisco
Systemsofhas
an innovator
in using
the
Internet
to conduct
business, so too is it a
market leader in the development and sale of products and technologies that protect data
30 to 40 percent of Internet surfing is not business-related (source: IDC).
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
More than 60 percent of online purchases are made (source: Nielsen/NetRatings).
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

If you are going to use this product, the easiest way to install it is via the setup program on its
distribution CD. Then, use the URL Filtering screen, shown in Figure 10-51, to configure it. You
need to be set up with HTTP and Telnet access from the installation machine's IP address in
order for their setup program to run. Of course, if you install from the machine already set up to
access the PDM, everything is already in place.
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Figure 10-51. URL Filtering, via Websense
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The next place to visit is the AntiSpoofing item in the Advanced category, which is shown in
Figure
10-52.
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term IOS
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Cisco PIX Firewall
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Firewall
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and
how
to applyearlier
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this chapter.)
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that
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configured
interfaces
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standard and extended access lists
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that implausible
conditions
(likecurrent
a packet
arriving
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outside
that appears to have a
Discover ways
to test the
state
of security
keep interface
it up to date
source address in your DMZ network) don't get through.
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies
have
opened Setting
the door to
an increasing number
of security threats.
Figure
10-52.
AntiSpoofing
Tests
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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NOTE

Understand secure installation options for Windows web servers and how to enhance
security onreaders
existingwill
web
and
FTP server installations
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a discrepancy
between Figure 10-52, where the interfaces
are numbered pix/intf3 through pix/intf6, and Figure 10-46, where the numbers go
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security
at thepix/intf5.
end user's
workstation,
including
desktops,
and
from
pix/intf2
through
The
really strange
thing isweb
thatbrowsers,
pix/intf6 in
Figure 10laptops
52 corresponds to pix/intf2 in Figure 10-46. If the next interface (pix/intf3 in Figure
10-46) were to be defined and enabled, it would be referred to as pix/intf5.
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification
Authority
The
same problem
exists on the several additional pages, such as the ones that make
up Figures 10-54 and 10-55.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date

Figure 10-54. NAT/PAT Translation Rules
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Figure 10-53. Hosts/Networks Tab
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TIP
Because the PDM uses SSL, the configuration is sent to your station securely. This is
not true for configs sent via Telnet or TFTP. Although it is unlikely that an intruder will
eavesdrop on your TFTP transfer, using SSL makes it impossible.
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the PIX is the subject of a week-long course from Cisco, and an excellent Cisco Press book, Cisco
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PIXInternet
Firewalls,
David Chapman
and Andythe
Fox.
While the
hasby
transformed
and improved
way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
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Summary
This chapter looked at access lists, stateful and stateless access control, and IOS- and PIX-based
firewalls.Chapter 11, "Maintaining Ongoing Security," teaches you how to keep up do date with
patches, service packs, and upgrades. it also covers one more firewall-related topic, personal
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traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Chapter 11. Maintaining Ongoing Security
This chapter covers the following topics:
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Security
is never
set-it-and-forget-it. On the contrary, it is an ongoing process. Whether you are
keeping
Pages:
a virus
608 signature file current, monitoring logs, enforcing password change policies, or
applying service packs and security patches, keeping your site secure is a never-ending task.

The security and network administration worlds have two kinds of practitioners. The first kind is
calledreactive because its members all day putting out fires. The second kind is proactive—they
take steps to keep the fires from starting. If you've done the things described in the first ten
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
chapters, you are well on your way to becoming a proactive security administrator. Keeping
current is the rest of the job.
Create effective security policies and establish rules for operating in and maintaining a
This chapter
looks
at fiveenvironment
areas that you need to maintain. Two of them (patches and fixes and
securityconscious
antivirus) are probably obvious; the others (wireless, unauthorized user modifications, and
personal
firewalls)
aren't. multi-user platforms, including NT, 2000, and XP
Learn
how to probably
harden Windows
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
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Patches and Fixes
Remember the Klez virus? Its variants held four of the top ten positions, accounting for nearly 90
percent of virus infections in the monthly listing of most popular viruses for April, dropping to 60
percent in May 2002 (source: www.sophos.com/virusinfo/topten). The virus was particularly
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In July 2002, Sophos estimated that one in every 256 e-mails was due to Klez
infection!
However, Microsoft issued the patch that would have blocked Klez in March 2001,
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This brings up an important point. Never attack back!
If you're the victim of an attack on your web site, network, or e-mail system, the
source of the attack is probably forged. Even if it isn't, the attacker has likely
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
compromised one site and used that compromised site to launch the attack on you.
Finally,
even if you
do manage
toand
identify
the real
source
of the attack,
is still a crime
Create effective
security
policies
establish
rules
for operating
in andit maintaining
a
to
attack
someone
else,
even
if
you're
just
"hitting
back."
You
could,
literally,
go to jail.
security- conscious environment
(In the U.S., the hastily enacted USA Patriot Act would classify you as a terrorist!)
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
You will
often on
hear
the words
service
packs used interchangeably, but they're not
security
existing
web patches
and FTP and
server
installations
the same. A patch, as its name implies, fixes a particular problem. That problem could be a
security
hole or
a bug. at
A service
is workstation,
a collection ofincluding
patches web
for abrowsers,
particular desktops,
product. It
Improve
security
the endpack
user's
and
gathers
the contents of the previous service pack and all the patches released after that service
laptops
pack into a single update. In many cases, it also adds a few new minor features. (For example,
Service
Evaluate
Pack 6A
the
forpros
NT and
4 lets
cons
youof
change
installing
an IP
a certificate
address without
server having
and becoming
to reboot
your
theown
PC.)
Certification Authority
Although it is always up to you to decide whether to apply a patch or service pack, you need to
read the
Learn
documentation
the Cisco PIXcarefully.
Firewall and
Some
Cisco
patches
IOS Firewall
require architecture
that a previous
andservice
how topack
apply
beCisco
applied
before
standard
applyingand
theextended
patch. Service
accesspacks
lists do not have this restriction. They can be applied to any
system whether that system has had a previous patch or service pack applied.
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
WhileTIP
the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge
forsuppose
successful,
websystems.
sites is to
encourage
access
the site
while
For clarity,
you public
have two
One
is running
NT 4,toService
Pack
4, eliminating
and
undesirable
or
malicious
traffic
and
to
provide
sufficient
levels
of
security
without
constraining
the other was just built using the old, original distribution CD. You can apply Service
performance
or each
scalability.
Theand
more
organizations
become onrunning
the Internet
perform
Pack 6a to
machine
getreliant
the same
results: a computer
NT 4, to
Service
dailyPack
jobs 6a.
or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network
Most
service packs
attacks
and
can
many
occur
patches
at anyare
point,
notincluding
reversible.
the
That
network
is, they
connection,
have no uninstall
the firewall,
feature.
the
web server,
Even
more troubling
or the client.
is that
Hardening
they often
the
break
defenses
the uninstall
at all these
feature
points
of is
other
key programs.
to creatingFor
an
effective, suppose
example,
all-encompassing
you have network
Windowssecurity
2000 Server
solution.
and apply a patch to Internet Explorer. After

that, you apply the Windows 2000 Service Pack, as described later in this section. You will no
longer be able to uninstall the Internet Explorer patch. Windows XP users are the exception to
this rule. An XP rollback feature can reverse the system out of the patch or service pack. If you
applied several patches and packs, you need to remove them in exactly the reverse order of
installation. This can prove difficult to manage on a single machine and nearly impossible for a
large number of PCs.
The only reliable solution is to have a full system backup before you begin—just in case things
•
Table of Contents
don't work just right when you're done.
•

Index

Web Security Field Guide
BySteve Kalman

Finding Available Patches and Service Packs
Publisher: Cisco Press

Microsoft maintains several security pages that can be particularly useful to you. Figure 11-1
Pub Date: November 08, 2002
lists the Windows 2000 critical updates pages. Table 11-1 lists the URLs for similar pages
ISBN: 1-58705-092-7
covering
this and other Microsoft products.
Pages: 608

Figure 11-1. Windows 2000 Critical Updates Page
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
Table
11-1.
Windows
Products
Critical
Updates
Pages
as Cisco Systems
has
been an
innovator in
using the Internet
to conduct
business,
so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Product

URL (All at www.microsoft.com Unless Noted)

Windows NT 4 Server /ntserver/security
Windows 2000
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If you regularly microwave meals and snacks, you've read directions that say to cook for five
minutes and then let stand for two.
When applying security fixes, you should follow the same pattern. Seeing a fix to the fix within a
few
days of
the original
release
is not unusual.
Forbrowsers,
example, and
Service
Pack communications.
6a for NT 4 was
Hands-on
techniques
forfix's
securing
Windows(r)
servers,
network
released less than a week after Service Pack 6 (which was withdrawn at the same time).
Create
effective
security
policies
for operating
in and maintaining
a
The best
advice
for when
to apply
the and
fix isestablish
to followrules
the reports
in the mailing
lists that
security-use.
conscious
environment
professionals
Table 11-2
contains some well-known lists and descriptions.
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Understand secure installation options for Windows web servers and how to enhance
security on existing
web
and FTP
server installations
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Certification Authority
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Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
www.woodyswatch.com
newsletters, one of which is the Windows Watch. In it,
standard and extended access lists
he reports on a wide range of topics. The key here is
reports on. Woody is a reporter. He sings praises or
Discover ways to test the current state of security and keep it up to date
throws brickbats, as needed. He gives in depth
of various
fixes, and tells you if
Learn to engage end users as part ofanalyses
the overall
networkpatches
securityand
solution
you should rush to install or wait for the fix to the fix.
While the Internet has transformed and improved the way we do business, this vast network and
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From the publishers of CIO M agazine, this new
its associated technologies have opened the door to an increasing number of security threats.
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The challenge for successful, public web sites is to encourage access to the site while eliminating
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NTBugTraq at www.ntbugtraq.com
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outside the scope of this book, Woody's Office Watch is also highly
recommended. Microsoft's track record for Office patches and upgrades is abysmal.
Many of them break far more things than they fix. Trust Woody's advice on what to
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Automating the Decision Process: HFNetChk
HFNetChk is a free command-line tool that lets you check the current patch status of any
machine
group of machines
in your
organization.
It uses
an XML
database
is constantly
Hands-onortechniques
for securing
Windows(r)
servers,
browsers,
and
networkthat
communications.
upgraded by Microsoft. Whenever you run it, the program checks to see if a newer version of the
database is posted on Microsoft's web site and, if so, it automatically downloads and uses it.
HFNetChk
Create
can
effective
examine
security
the status
policies
of Windows
and establish
NT 4,rules
2000,for
and
operating
XP, along
in with
and maintaining
system services
a
such as
securityIIS, Exchange
conscious
Server,
environment
and others. It does not check applications such as Microsoft
Office.
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
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secure
installation
optionsClick
for Windows
enhance
page Understand
with a link to
download
the program.
that link web
and servers
save theand
file how
in antoappropriate
security
on
existing
web
and
FTP
server
installations
location.Figure 11-2 shows the installation file in the C:\Downloads directory.
Improve security at the end user's workstation, including web browsers, desktops, and
laptops

Figure 11-2. HFNetChk Installation Program
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
After you download the installation file, navigate to it and double-click launch it. You'll see an
Create
effective
security(EULA),
policies which
and establish
rules
for operating
in and
maintaining
a
End User
License
Agreement
you have
to agree
to, and then
you
are asked where
securityconscious
environment
to install it. Any Windows PC will do; just pick a convenient location. The example here uses
C:\hfnetcheck.
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security on existing web and FTP server installations
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Improve security at the end user's workstation, including web browsers, desktops, and
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Programs
It merely
expands
the and
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support
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of installing
a certificate
server
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own
files
into
the
location
you
specify.
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
When the installation finishes, you receive the message shown in Figure 11-3. It tells you how to
use the
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ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
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NOTE
Learn how
to hardenanWindows
multi-user
including bug
NT, 2000,
and
XPother
Microsoft
maintains
extensive
databaseplatforms,
of tips, techniques,
reports,
and
information called the Knowledge Base. Every item is indexed by a unique Q-number,
Understand secure installation options for Windows web servers and how to enhance
which acts as a key. Point your browser (with ActiveX enabled) to www.technet.com
security on existing web and FTP server installations
and type the Q-number into the search field. Try Q303215 for details on the HFNetChk
program
Improve itself.
security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
HFNetChk
provides
more detailed information if you run it using the –v (verbose) switch. Figure
Certification
Authority
11-6 shows the results on the same machine but generated with the verbose switch in use.
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
You should also know about the –b (baseline) switch. This switch tests the machine only for a
Create
effective
establish
for operating
in and
maintaining
a
specific
set of
securitysecurity
hotfixespolicies
(called and
a baseline
setrules
or baseline
for short).
Figure
11-7 shows
securityconscious
environment
the results of running HFNetChk with –b. Both of the Windows 2000 patches are known as
Security Rollup Patches (SRPs). Sometimes, they both need to be applied; sometimes, the newer
Learn how
harden
multi-user
NT, details
2000, and
one includes
theto
older
one.Windows
Use Technet
and theplatforms,
Q-numberincluding
to read the
and XP
find a link to
the patch. In this case, the newer SRP, at Q311401, includes both baseline Windows 2000 items.
Understand secure installation options for Windows web servers and how to enhance
(The IIS 5 patch would have to be installed separately, of course.)
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops

Figure 11-7. Baseline Mode Execution of HFNetChk
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
TIP
Learn how
to harden
Windowsmust
multi-user
platforms,
including
NT, 2000,
XP
Unlike
Service
Packs, patches
be installed
separately,
sometimes
in and
chronological
sequence by release date. To keep this more manageable, Microsoft issues SRPs, which
Understand secure installation options for Windows web servers and how to enhance
consolidate several patches into one package.
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
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Evaluate the pros and cons of installing a certificate server and becoming your own
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and
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and
how
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and
install
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all keep
the computers
on your network.
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to test
the current
state
of security
it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
Applying
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its associatedatechnologies
have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
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malicious traffic
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Microsoft
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procedure.
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scalability.
The more
reliant
become
on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
However,
if you have
PCs
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best
toconduct
download
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install
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been an
innovator
in the
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link. Network attacks can occur at any point, including the network connection, the firewall, the
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to order
creating
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on a
effective, all-encompassing network security solution.

server that you will use to distribute the update. Figure 11-8 shows a folder created for this
purpose called C:\Patches and Fixes (on a Windows XP-based file server).

Figure 11-8. Update Software Distribution Point
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unpack the service pack without beginning an install, you need to open a command
laptops
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switch.
Figure 11-9
shows
this
action.
After you
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Enter
to begin the
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the pros
and
cons
of installing
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server
and becoming
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own
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Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended
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You'll be asked to pick a location (the default location is the current directory). Change it if you
want, and click OK when you're ready to proceed.
As
the filestechniques
are extracted,
a folder Windows(r)
called i386 will
be created
along
with
a complex
subdirectory
Hands-on
for securing
servers,
browsers,
and
network
communications.
structure under it. Figure 11-10 shows that structure. The program that launches the Service
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security
machines
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need
and
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rules
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for operating
to the i386infolder
and maintaining
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a
subdirectories.
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Figure
11-10.
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standard and extended access lists

Figure 11-11. Share Point for Updates
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TIP
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securing
Windows(r)
servers,
browsers,
Whiletechniques
the servicefor
pack
is being
applied, some
of the
services and
thatnetwork
might becommunications.
running on
the server will be stopped and started. When it completes, you need to reboot. If the
server is a critical part of your infrastructure, schedule the update carefully.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Navigate to the U:\w2ksp3\i386\update directory, as shown in Figure 11-12, and launch the
update.exe
program.
That
generatesoptions
the screen
shown inweb
Figure
11-13.
You
must
accept the
Understand
secure
installation
for Windows
servers
and
how
to enhance
EULA security
by selecting
the I agree
radio
button
clicking Next. That brings you to the screen
on existing
web and
FTP
serverand
installations
shown in Figure 11-14, which asks if a set of archive files should be created to facilitate a later
uninstall.
Unless
you are
short on
storage space
(it temporarily
uses about
60 MB),
Improve
security
at critically
the end user's
workstation,
including
web browsers,
desktops,
and
leavelaptops
the Archive Files button selected.
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority

Figure 11-12. Launching the Update Program
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Figure 11-13. Accepting the EULA
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From that point on, you can just sit and watch. You view the screen shown in Figure 11-15 for a
security- conscious environment
few minutes while the update program creates the backup and decides which options to
reconfigure.
When
step
completes,
the screen
text changes
slightly
to thatand
shown
Learn how
to that
harden
Windows
multi-user
platforms,
including
NT, 2000,
XP in Figure
11-16, while the files are copied. After a few more minutes, you'll be instructed to reboot your
system.
The process
should
take approximately
10 to 15 minutes
to update
a single
machine.
Understand
secure
installation
options for Windows
web servers
and how
to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Figure 11-15. Creating Uninstall Files
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment

Figure 11-16. Copying Updated Files

Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
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undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
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TIP all-encompassing network security solution.

If you look carefully, you'll see that, while on the screen shown in Figure 11-15, you
can decide to cancel the Service Pack installation. After the wizard switches you to the
Figure 11-16 screen, that option is gone. If you were to reboot at that time, you would
have an unstable and perhaps nonworking system. That's why a full system backup is
essential.
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However,
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network
grows, you need to automate the process. Many tools to do
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Server (SMS). A convenient but less formal method for you to use would be to create a
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batch
file with the following commands:

net use u: \\computername\sharename
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
u:
Create effective
security policies and establish rules for operating in and maintaining a
update
–u –f –q
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand
secure
installation
for Windows
servers and
how
to enhance
These
switches
run the
Service options
Pack update
programweb
unattended
(-u),
without
user
security
on
existing
web
and
FTP
server
installations
interaction (-q), and force other applications to close at shutdown (-f).\ The
computername is wherever you installed and expanded the Service Pack. The
Improve security at the end user's workstation, including web browsers, desktops, and
sharename is the w2ksp3\i386\update subdirectory.
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Miscellaneous Risks
This section is, quite frankly, a collection of topics that didn't fit anywhere else. They're things
that you need to know about and should address to keep from allowing inadvertent security
holes to thwart all the efforts you made so far.
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Having Ethernet ports in public or semipublic areas, such as conference rooms, is common.
Publisher:
Ciscoconference
Press
Although
most
rooms are used by employees and contractors who have userids and
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Date:
November
2002
passwords, they are08,
also
used by vendors and other visitors (for example, training courses
ISBN:
1-58705-092-7
brought
onsite
for a few days). You should wire your networks so that the conference rooms
(and lunchrooms,
if you have drops there) are on a separate subnet that is connected to a DMZ
Pages: 608
port on your firewall. (Switches that have virtual LAN [VLAN] capabilities make this easy.) Use a
separate IP address range (from the RFC 1918 private pool) and make your users authenticate
with a lock and key (details are in Chapter 10, "Firewalls") or similar process. Outsiders can be
given a guest or anonymous account that provides access to a printer or a shared folder on a PC
that is connected to a presentation projector.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create Security
effective security
policies and establish rules for operating in and maintaining a
Wireless
Risks
security- conscious environment

The last
fewhow
years
seen
rapid growth
in the
area of wireless
LANs.
They offer
both
Learn
to have
harden
Windows
multi-user
platforms,
including
NT, 2000,
and XP
convenience and risk. The good news is that the risk can be minimized with little impact on the
convenience.
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
If you have a laptop plugged into the Ethernet port near your desk and you want to take it with
you to
the conference
toworkstation,
disconnect the
cable, carry
it with you,
and plug
back in
Improve
securityroom,
at theyou
end have
user's
including
web browsers,
desktops,
and
whenlaptops
you get to the conference room (if there is an available port). Worse yet, you might have
to change the IP address if the conference room is on a different subnet. This can be alleviated
with Dynamic
Configuration
Protocol
(DHCP),
but it isn't
as and
convenient
as it
could
be.
Evaluate Host
the pros
and cons of
installing
a certificate
server
becoming
your
own
Certification Authority
Wireless networks use the IEEE 802.11b standard, which defines two mechanisms for providing
access
control:
Learn
the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Service
identifiers
(SSIDs)
Discoverset
ways
to test the
current state of security and keep it up to date
Wired
equivalent
privacy
(WEP)
Learn to
engage end
users
as part of the overall network security solution
SSID
a naming
that assigns
default SSIDs
to we
each
node.
Workgroup
While is
the
Internetconvention
has transformed
and improved
the way
dowireless
business,
this Like
vast anetwork
and
in
Windows,
it
serves
to
logically
segment
the
system.
The
SSID
is
not
secured
and
is
broadcast
its associated technologies have opened the door to an increasing number of security threats.
in
periodic
beacon
frames issued
by web
the wireless
access
point.access
For added
security,
however,
you
The
challenge
for successful,
public
sites is to
encourage
to the
site while
eliminating
should
configure
unique
SSID
names.
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
WEP
an or
optional
encryption
scheme
keyais
used to
decrypt
the
daily is
jobs
conduct
transactions,
the where
greaterthe
thesame
impact
breach
of encrypt
networkand
security
has.
Just
data
(symmetric
encryption).
It
uses
40-bit
encryption,
which
is
considered
very
weak
in
today's
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
environment.
monitoring tools
exist
can capture
wireless transmissions
and crack
market leader Network
in the development
and sale
ofthat
products
and technologies
that protect data
WEP
passwords
in
a
few
hours.
Even
worse,
most
wireless
installations
don't
bother
turning
traveling across the Internet. Yet a network security solution is only as strong as its weakestWEP
on,
those attacks
that do can
often
don'tatbother
to change
the the
default
password.
link.and
Network
occur
any point,
including
network
connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
If you are going to deploy a wireless rather than a wired solution, you need to beef up security.
effective, all-encompassing network security solution.

Cisco, Microsoft, and others are working on an enhanced wireless security system. Their
proposal includes two key elements:
Extensible Authentication Protocol (EAP)— Supplements WEP and relies on RADIUS
servers to authenticate users. (RADIUS is used extensively and successfully in the remote
dialup portions of secure networks.)
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intruder
with a monitoring tool needs about a million packets to crack the password. In
aPages:
typical
608business environment, this is a few hours' traffic. With EAP, the user and the
RADIUS server negotiate a password that is specific to the user and the session. This
becomes the WEP password. A would-be intruder is unlikely to gather enough data
before the session ends and a new WEP password is generated.

Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a

NOTE
security- conscious environment

Cisco
LAN Extensible
Protocolincluding
(Cisco LEAP)
is builtand
intoXP
the
LearnWireless
how to harden
WindowsAuthentication
multi-user platforms,
NT, 2000,
entire Cisco Aironet product line. The following excerpt is from the product
documentation:
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Cisco LEAP leverages the IEEE 802.1x authentication framework and provides benefits
including
Improve security
mutual authentication
at the end user's
of the
workstation,
wireless client
including
and RADIUS
web browsers,
server,desktops,
dynamic and
and
unique
laptopsWEP key generation per session, and WEP key timeouts.
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists

Aerial Wardriving

Discover ways to test the current state of security and keep it up to date
I'm a pilot. This morning was the start of a lovely spring day. Put the two together
Learn to engage end users as part of the overall network security solution
and it was time to stop writing and start flying. Just for fun, though, I brought a
laptop
with
a Linksys
NIC and
15dB gain
at Radio
While
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has wireless
transformed
and a
improved
theantenna
way we(bought
do business,
this vast network and
Shack).
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a
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flight
at threats.
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security
1200
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The challenge for successful, public web sites is to encourage access to the site while eliminating
businesses,or
plus
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access
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Of
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malicious
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andIntel
to provide
sufficient
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security
without
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228
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WEP
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It
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that
performance or scalability. The more reliant organizations become on the Internet to perform
some
of the
WEP passwords
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alsogreater
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I breach
had no of
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jobs
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the impact
network
intruding
on
anyone's
net
just
to
check.
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
Look at those numbers—less than 20 percent WEP enabled and almost half with
traveling across the Internet. Yet a network security solution is only as strong as its weakest
default SSIDs.
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Unauthorized User Modification of Web Forms
One of the normal data flows on the Internet is for a user to request a page and for that page to
give the user the opportunity to input some data (often using forms) and return that same page.
That gives dishonest users a powerful tool, especially if the web site designers mistakenly trust
the data coming back, assuming that it is the data they originally sent. The next few sections
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The problem, of course, is that dishonest users can modify the contents of hidden fields. The
solution is to validate them when the page is returned.
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Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
Figure 11-17. Resulting Crash
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
Parameter
Tampering
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
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example, consider the following URL:
www.pharmacy.example.com/pre.asp?back=/scripts.asp&patientid=12345
Presumably, that URL will return the pharmacy records for a particular patient. A malicious end
user could change the URL by modifying the patient number as follows:
www.pharmacy.example.com/pre.asp?back=/scripts.asp&patientid=*
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laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Antivirus
So far, the book's discussion has focused on stopping active intruders, whether by hardening the
operating system or setting up a firewall. Passive intruders also exist. They create destructive
programs (collectively, this kind of program is called malware) and set them loose on the
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Table 11-3 defines some key terms used in antivirus technology. They are often, incorrectly,
used interchangeably. As a result, the wrong tool is often called on to eradicate them.
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The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Spyware
(also known
as Adware)

Spyware is software that covertly gathering user information and sends it to a
central site. Advertisers often use Spyware as a way to support games or other
entertainment programs. (The popular music-sharing program, Kazaa, came
with spyware attached. The license agreement even said that it was there, and
the users gave permission to run it when they accepted the agreement.)

Spyware typically defeats firewalls because it makes the outgoing connection to
the
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advertisers
to gather web surfing and purchasing patterns, there is no reason
•
Index
why
it
couldn't
be used to capture login passwords or credit card numbers.
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Today's AVPs can block or eradicate viruses, worms, and Trojans. Spyware is a separate
category in that the user actively installs the software and (usually unknowingly) gives
permission for it to run. As such, it requires separate programs to find and remove it. One such
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
program is called OptOut, from Gibson Research (grc.com/optout.htm).
There is no such thing as removing hoaxes. The best you can do is to tell your users about them
Create effective security policies and establish rules for operating in and maintaining a
and teach them not to forward such mail. McAfee maintains a site that lists and describes known
security- conscious environment
hoaxes (at vil.mcafee.com/hoax.asp?). You can tell your users to check there if in doubt.
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security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
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Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Personal Firewalls
Imagine this scenario. A user visits a web site and downloads a program. Along with the
expected program, the user also receives another program that installs itself, captures every
keystroke to a file (including usernames and passwords), and a few days later, sends that file to
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Unfortunately,
BySteve Kalman neither the corporate firewall nor the AVP detects these events or stop this from
happening. That job is left to personal firewalls (sometimes called a host-based firewall).
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608 to do, while laptops that use dialup connections when out of the office keep the
incoming side quite busy. The outgoing capabilities, however, are essential to both classes of
users.

All the personal firewalls watch for programs running on a PC that attempt to access the
Internet. After finding one, they pop up a screen asking if the program has permission to
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
continue. Users can say yes or no, and choose to have the system remember or not remember
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Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
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web server, or the client. Hardening the defenses at all these points is key to creating an
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Product Name

Company URL

Agnitum Outpost

www.agnitum.com

Norton Personal

www.norton.com

Kerio Personal Firewall

www.kerio.com

Tiny Personal Firewall

www.tinysoftware.com
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The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
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daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
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Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
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daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
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home user on a DSL line might give. Click Finish to get to the screen shown in Figure 11-21,
which tells you that the installation is complete and asks you to give permission to start the
program. Click Yes to proceed.

Figure 11-20. Zone Labs Survey
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Figure 11-21. Installation Complete
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Figure 11-22. Initial Wizard Screen
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security on existing web and FTP server installations

Figure 11-25. Informational Alerts Reporting Choices

Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
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Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
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Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Figure 11-26. Password Creation Options
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TIP
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Figure 11-26 also shows an option called Internet Connection Sharing. With this
Understand
secure and
installation
for Windows
and
howortoWindows
enhance
feature
of Network
Dial-up options
Connections,
you canweb
useservers
Windows
2000
security
on
existing
web
and
FTP
server
installations
XP to connect your home network or small office network to the Internet. For example,
you might have a home network that connects to the Internet with a dialup connection.
Improve
security
at the
end user's
workstation,
including that
web uses
browsers,
desktops, and
By
enabling
Internet
connection
sharing
on the computer
the dialup
laptops
connection, you are providing network address translation, addressing, and name
resolution services for all computers on your home network.
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification
Authority
Although
Internet
connection sharing is a bad idea in an office with a robust firewall (it
bypasses all the proxy, security, and logging functions), it can be useful in the
Learn the Cisco
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Firewall and
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IOS
Firewall
howdescribes
to apply you
Cisco
environments
just
mentioned
(home
and
very
small architecture
businesses).and
If that
standard
and
extended
access
lists
or any of your users, the optional box should be checked.
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
As you'll see in a few pages, when ZoneAlarm first detects a program trying to access the
Internet, it asks if it is okay. You can save time and trouble by letting the first use wizard permit
While the Internet has transformed and improved the way we do business, this vast network and
some key programs. The default, shown in Figure 11-27, is Yes and is probably the right
its associated technologies have opened the door to an increasing number of security threats.
answer. If, however, you're configuring a station that will be used as a model for a network-wide
The challenge for successful, public web sites is to encourage access to the site while eliminating
distribution, choose the Advanced button and customize access for all your standard programs.
undesirable or malicious traffic and to provide sufficient levels of security without constraining
When you're done with this page, click Finish to start ZoneAlarm.
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
Figure
Access
traveling across the Internet.
Yet 11-27.
a networkPreconfiguring
security solution is only
as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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When the program starts, it detects the IP address of the PC on which it is running and uses the
mask to guess the address range in use. It temporarily assigns this address range to the high
Create
effective
policies
andyou
establish
rules to
forchange
operating
in Name
and maintaining
security
Internet
Zonesecurity
but suggests
that
might want
that.
the networka
securityconscious
environment
(Figure 11-28 shows a name of Intranet) and put it in the Trusted Zone. That will tell ZoneAlarm
that it's okay to allow you to share files with your neighbors. (In other words, for the trusted
Learn
how to harden
multi-user
including
NT, 2000, and XP
network,
ZoneAlarm
won't Windows
prohibit sharing
if it platforms,
were previously
enabled.)
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations

11-28.
New Network
Popup
Improve security at Figure
the end user's
workstation,
including web
browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

As part of the first startup, ZoneAlarm launches the ZoneAlarm Control Center, shown in Figure
11-29. The first page is the Overview. From there, you can launch the tutorial and see product
information (serial number, license expiration, and so on) and preferences (things you set in the
previous steps, such as the optional password, that you might want to change).
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Evaluate the pros and cons of installing a certificate server and becoming your own
Certification
Two links
are alsoAuthority
found on the main page. One is to a list of inbound access attempts, and the
other is to a list of programs being monitored by ZoneAlarm. You can remove any program from
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Control
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and
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selection in the left column, as shown in Figure 11-30.
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution

Figure 11-30. Programs Controlled by ZoneAlarm

While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
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TIP
Understand secure installation options for Windows web servers and how to enhance
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You can launch the Control Center at any time by double-clicking the ZoneAlarm icon
in
the system
tray.at the end user's workstation, including web browsers, desktops, and
Improve
security
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Click Certification
the FirewallAuthority
link in the left column to get to the screen shown in Figure 11-31. On that
page, you can set the security level for the Internet Zone, the Trusted Zone, and the Blocked
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settings
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architecture
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Discover ways to test the current state of security and keep it up to date

Figure 11-31. Setting Firewall Properties

Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
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NOTE
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Chapter 7, "Browser Security," has a large section on Internet Explorer's four zones.
The
ZoneAlarm
zone
settings
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in that
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Figure 11-32. Alerts and Logs Main Page

While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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TIP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
If you see an entry in the log from an outside source IP address that was blocked by
ZoneAlarm,
you can
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While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for
successful,
public Privacy
web sites is
to encourage
access to the
site while eliminating
Figure
11-33.
Settings
in Control
Center
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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If you've been annoyed by popup, pop-over, and pop-under ads, you'll be pleased to know that
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
ZoneAlarm stops them. It won't save the bandwidth, but it will prevent them from being
displayed.
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Finally, click Email Protection to complete the tour of the Control Center. You get the screen
shown
in Figure
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Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
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link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Figure 11-35. Listing the Dangerous Extensions
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ZoneAlarm in Action
Figure 11-36 shows that FTP Voyager, the FTP client described in Chapter 6, "Enhancing the FTP
Server," is ready to connect to the Internet. Immediately after clicking Connect, ZoneAlarm
brings up the screen shown in Figure 11-37, which asks for permission to initiate a connection.
Grant permission once by clicking Yes, or permanently by checking the box and then clicking
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Yes. (DenialsTable
work
same way.)
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Figure 11-37. ZoneAlarm Warning
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Figure 11-39. Changed Program Warning
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Summary
Maintaining security is an ongoing process. This chapter introduced five areas to help you
manage the job:
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Chapter 12, "The Weakest Link," looks at the biggest security weakness—the users themselves.
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Why Worry?
Most people are capable of understanding security but often don't act that way. Here's why:
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What You Can Do
The first step to ensure a quality security implementation is to build a secure environment. Tools
and techniques for doing that are the subject matter of the first 11 chapters in this book. You
learned how to harden the operating systems, the web and FTP servers, and the browsers. You
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take it seriously. The following sections cover things that you can do to set the tone.
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dispatch security guards when those rooms are accessed without prior notice during working
Create effective security policies and establish rules for operating in and maintaining a
hours (and dispatch police after hours).
security- conscious environment
Limit authorized access to those who need it. When outsiders (consultants, vendors, installers)
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
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toolservers
when none
is needed.
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installation
options
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and how
to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
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Unattended laptops must be physically secured. They all come with a locking port commonly
called a Kensington Lock Slot. (Kensington is a company that makes personal computer
accessories, such as keyboards, trackballs, mouse pads, and laptop cable locks.
Other companies make locks that fit the lock slot, too.) These locking cables should be issued
along with laptops, and users should be instructed to secure their laptops at all times.
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Password Security
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Chapter 2, "Security Policies," provides a sample password policy. Users must be instructed in
the need for both hard-to-break but easy-to-remember passwords and for keeping their
Create effective security policies and establish rules for operating in and maintaining a
passwords secret.
security- conscious environment
Employees must also be taught to use several different passwords. The password that they use
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
to log on to their workstation and access the network should never be used anyplace else. When
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need
to applyoptions
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of passwords:
Understand
secure
installation
for Windows
web servers and how to enhance
security on existing web and FTP server installations
Passwords for banks and brokerage houses need to be unique and the hardest to break.
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
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Evaluate the pros and cons of installing a certificate server and becoming your own
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don't care about (such as web sites that ask you to log in so that you can browse their
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
offerings).
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution

Password Hint Vulnerabilities

While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
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link. Network attacks can occur at any point, including the network connection, the firewall, the
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TIP
Two web sites that can help you generate mnemonic passwords are
www.multicians.org/thvv/gpw.html and world.std.com/~reinhold/passgen.html.
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His legal problems came from signing documents that made him responsible. He signed them
because he trusted the assistant who prepared them.
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of other employees
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Hands-on techniques
for securing
Windows(r)
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communications.
selected and supervised. If possible, they should not work alone. Those who work with high
dollar amounts should have restrictions on where they work.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
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I worked on a project in the bond department for a major Wall Street bank. Clerks
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there
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foruser's
amounts
in the millions
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To prevent
laptops
fraud, those clerks could log in only at stations located in their department. That
way, they could not smuggle out a blank check to use dishonestly at another
Evaluate the pros and cons of installing a certificate server and becoming your own
workstation in the bank.
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists

Telephone Security

Discover ways to test the current state of security and keep it up to date
You need to do two things to prevent the telephone system from helping intruders get into your
Learn to engage end users as part of the overall network security solution
system:
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Here's
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web server,
effective, all-encompassing network security solution.

A number of viruses can change the phone number on your laptop's dialing string so that when a
call is made, it uses an expensive long-distance carrier. They'll even give you Internet access,
encouraging you to stay online longer. Even worse, when you log in, you give them your
credentials.
Users working from desks on the company premises rarely need the ability to dial the Internet
because the company should already have well-secured, high-speed Internet access in place.
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There is an exception to that rule. Web developers should test their web pages for
usability at typical modem speeds. Things that load in an instant on a T-1 or an E-1
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Your modem connection might become a conduit to and from the Internet without the benefit of
your firewall or its filters. It is relatively easy to configure a PC to act as a router, or to share its
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While the Internet has transformed and improved the way we do business, this vast network and
Users need to be aware not only that there is security, but also of the consequences of not
its associated technologies have opened the door to an increasing number of security threats.
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effective, all-encompassing network security solution.

in highly frequented areas, such as near the coffee machine or in the cafeteria.
To discourage inappropriate behavior, some companies advertise the people that accessed
inappropriate sites each month. At other companies, an application is required to gain access to
a restricted site. In most cases, users usually back down. Make sure that users understand that
the contents of their office computers belongs to the company and that inspections can take
place at any time for any reason—or for no reason at all. Often, the mere threat of a security
sweep keeps users in line.
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Summary
People want to trust and be helpful. People are curious. Intruders use these facts to gain access.
Hopefully, this chapter gave you some ideas on how to educate your users to keep their good
nature from getting you and them into trouble.
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Closing Remarks
I'll end with the ten immutable laws of security, as published by Microsoft:
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Appendix B. Decoding Base64
Chapter 4, "IIS Installation," promised a brief discussion on how to capture Base64 encoded
credentials and decode them. The purpose is to demonstrate how easy it is to do to convince you
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other more
solutions are worth the effort.
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Capturing the Data
First, start a network analyzer to capture the data. In this case, Ethereal was used, and it was
running on a laptop attached to the switch's monitor port.
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Figure B-2 shows the frame and the decodes. The screen is divided into three blocks. The top
one lists the frames in sequence. The frame being examined in the other blocks is highlighted. In
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Translating from Base64
WinZip, a nearly universally installed file compression program, has the capability to decode
Base64. It needs a standard MIME header followed by the data to decode.
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by hand. Be careful with look-alikes such as the letters "O" and "l" and the numbers "0"
and "1." Case is critical.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create B-1.
effective
securityHeading
policies andfor
establish
rulesDecoding
for operating in and maintaining a
Example
WinZip
Base64
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
MIME-Version: 1.0
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Content-Description: "Base64 encode of pass.txt by Wincode 2.6.6"
Improve security at the end user's workstation, including web browsers, desktops, and
Message-ID: <152455073068@localhost>
laptops
Content-Type:
name="pass.txt"
Evaluate thetext/plain;
pros and conscharset=us-ascii;
of installing a certificate
server and becoming your own
Certification Authority
Content-Transfer-Encoding: Base64
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
Content-Disposition:
attachment;
standard and extended
access listsfilename="pass.txt"
Discover ways to test the current state of security and keep it up to date
==

Learn to engage end users as part of the overall network security solution

While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable
or malicious
trafficexample
and to provide
Figure B-3 shows
a completed
named sufficient
pass.b64.levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the
development
and sale
of products
and technologies
that protect data
Figure
B-3. File
Pass.B64
Ready
for Decoding
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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The fileISBN:
was1-58705-092-7
saved to the desktop. A right-click brings up the menu shown in Figure B-4. The
Extract To… option was selected and then the extracted file, pass.txt, was also stored on the
Pages: 608
desktop.Figure B-5 shows that file opened in Notepad, where the username and password
entered in Figure B-1 are presented in the clear.
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Home Page
On each of the web servers, the document root was named \WSFGHome\Docs. That directory
has the file default.htm, presented here as Example C-1.
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<HTML>
Publisher: Cisco Press
Pub Date: November 08, 2002

<HEAD>ISBN: 1-58705-092-7
Pages: 608

<TITLE>Web Security Field Guide Home Page</TITLE>
</HEAD>
<BODY>
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
<H1>Welcome to the WSFG home page. Use the links to test.</H1>
Create effective security policies and establish rules for operating in and maintaining a
<TABLE ALIGN=CENTER BORDER CELLSPACING=0 CELLPADDING=5 WIDTH="499"
security- conscious environment
BGCOLOR="#FFFF99" >
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
<TR> Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
<A HREF="http://xp-pro.example.com/normal/normal.html">Click here</A>
Improve security at the end user's workstation, including web browsers, desktops, and
Normal
page navigation test<BR>
laptops
<A HREF="http://xp-pro.example.com/basic/basic.html">Click
here</A>
Evaluate the pros and cons of installing a certificate server and becoming
your own
Certification Authority
Basic Authentication test<BR>
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
<A HREF="http://xp-pro.example.com/ipaddr/ip-name.html">Click
here</A>
Discover
ways to
test
state of security and keep it up to date
Private
access
via
IPthe
orcurrent
NT Challenge-Response<BR>
Learn to engage end users as part of the overall network security solution
<A HREF="https://xp-pro.example.com/ssl/ssl-test.html">Click
here</A>
While the Internet has transformed and improved the way we do business, this vast network and
Test SSL here<BR><BR>
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
<BR><TD WIDTH="30"></TD>
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
</BODY>
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
</HTML>
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

NOTE
This example is for the XP Pro web server. For NT and W2000 platforms, you need to
change the server name xp-pro.example.com in the preceding four lines to the
appropriate value.
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The
in the Docs directory refers to four subdirectories:
Webdefault.htm
Security Fieldfile
Guide
BySteve Kalman

Normal
Publisher: Cisco Press

Basic
Pub
Date: November 08, 2002
ISBN: 1-58705-092-7

SSL

Pages: 608

IPADDR
The sections that follow show the subdirectory contents in full detail.
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

Referenced Pages
Each of the four links in the home page refers to a single page in a subdirectory. That page is the
same in all four subdirectories except for the font color and the text that appears when the page
is accessed.
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Example C-2 lists the contents of the Normal page. This page can be accessed at any time
Publisher:
Cisco Press
without
restriction.
Pub Date: November 08, 2002
ISBN: 1-58705-092-7
Pages: 608
Example
C-2. Contents of Normal Page, Normal.htm

<HTML>
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
<HEAD>
Create effective
policies
and establish rules for operating in and maintaining a
<TITLE>WSFG
Normalsecurity
Navigation
Page</TITLE>
security- conscious environment
</HEAD>
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
<Body>
Understand secure installation options for Windows web servers and how to enhance
<P> security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
<BR>
laptops
</P> Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
<TR>
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
<TH
COLSPAN=2
ALIGN=CENTER
HEIGHT=50 BGCOLOR="#DDDDDD">
standard
and extended
access lists
<FONT COLOR="#003399">
Discover
ways to test the current state of security and keep it up to date
Learn
<FONT
to engage
SIZE=+2
endFACE="Arial,
users as part of
Helvetica,
the overall network
Geneva">
security solution
While the Internet
has transformed
improved the way we do business, this vast network and
<H1>Normal
navigationand
works</H1>
its associated technologies have opened the door to an increasing number of security threats.
The challenge
for successful, public web sites is to encourage access to the site while eliminating
</FONT>
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance
or scalability. The more reliant organizations become on the Internet to perform
</FONT>
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco
Systems has been an innovator in using the Internet to conduct business, so too is it a
</TH>
market leader in the development and sale of products and technologies that protect data
traveling
</TR> across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web
server, or the client. Hardening the defenses at all these points is key to creating an
</body>
effective, all-encompassing network security solution.

•

Table of Contents

•

Index

Web Security Field Guide

Basic

BySteve Kalman

The Basic page is used for testing Basic Authentication. Example C-3 lists its contents.
Publisher: Cisco Press
Pub Date: November 08, 2002

Example
ISBN: 1-58705-092-7
C-3. Contents of the Basic Authentication Page, Basic.htm
Pages: 608

<HTML>
<HEAD>
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
<TITLE>WSFG username and password test Page</TITLE>
Create effective security policies and establish rules for operating in and maintaining a
</HEAD>
security- conscious environment
<Body>
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
<P> Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
<BR>
Improve security at the end user's workstation, including web browsers, desktops, and
</P> laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
<TR>
Certification Authority
<TH COLSPAN=2 ALIGN=CENTER HEIGHT=50 BGCOLOR="#DDDDDD">
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
<FONT COLOR="#003399">
Discover ways to test the current state of security and keep it up to date
<FONT SIZE=+4 FACE="Arial, Helvetica, Geneva">
Learn to engage end users as part of the overall network security solution
<H1>Username and Password OK</H1>
While the Internet has transformed and improved the way we do business, this vast network and
</FONT>
its associated
technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
</FONT>
undesirable
or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily</TH>
jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
</TR>leader in the development and sale of products and technologies that protect data
market
traveling across the Internet. Yet a network security solution is only as strong as its weakest
</body>
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Pages
be restricted based on IP Address or the Windows login name and password. The code
inExample C-4 shows the IP address displayed when configured successfully.
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Example
C-4. The Restricted Access Page, IP-Name.htm
ISBN: 1-58705-092-7
Pages: 608

<HTML>
<HEAD>
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
<TITLE>WSFG restricted Page</TITLE>
Create effective security policies and establish rules for operating in and maintaining a
</HEAD>
security- conscious environment
<Body>
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
<P> Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
<BR>
Improve security at the end user's workstation, including web browsers, desktops, and
</P> laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
<TR>
Certification Authority
<TH COLSPAN=2 ALIGN=CENTER HEIGHT=50 BGCOLOR="#DDDDDD">
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard
and extended access lists
<FONT COLOR="#003399">
Discover
to test
the current state
of securityGeneva">
and keep it up to date
<FONTways
SIZE=+2
FACE="Arial,
Helvetica,
Learn to engage end users as part of the overall network security solution
<H1>IP Address checks -OR- NT credentials passed!</H1>
While the Internet has transformed and improved the way we do business, this vast network and
</FONT>
its associated
technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
</FONT>
undesirable
or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily</TH>
jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
</TR>leader in the development and sale of products and technologies that protect data
market
traveling across the Internet. Yet a network security solution is only as strong as its weakest
</body>
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Chapter
9, "Becoming a Certification Authority (CA)," configures SSL and uses the page shown in
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Example C-5 to test it.
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Example
C-5. Page for Testing SSL, SSL-Test.htm
ISBN: 1-58705-092-7
Pages: 608

<HTML>
<HEAD>
Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
<TITLE>WSFG Secure Page</TITLE>
Create effective security policies and establish rules for operating in and maintaining a
</HEAD>
security- conscious environment
<Body>
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
<P> Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
<BR>
Improve security at the end user's workstation, including web browsers, desktops, and
</P> laptops
<TR>
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
<TH COLSPAN=2 ALIGN=CENTER HEIGHT=50 BGCOLOR="#DDDDDD">
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard
<FONT COLOR="#003399">
and extended access lists
Discover
to test
the current state
of securityGeneva">
and keep it up to date
<FONTways
SIZE=+2
FACE="Arial,
Helvetica,
Learn<H1>SSL
to engage
end users
as working!
part of the overall network security solution
seems
to be
While the Internet
</H1> has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge
for successful, public web sites is to encourage access to the site while eliminating
</FONT>
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance
or scalability. The more reliant organizations become on the Internet to perform
</FONT>
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco
Systems has been an innovator in using the Internet to conduct business, so too is it a
</TH>
market leader in the development and sale of products and technologies that protect data
traveling
</TR> across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web
server, or the client. Hardening the defenses at all these points is key to creating an
</Body>
effective, all-encompassing network security solution.
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undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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at the end user's workstation, including web browsers, desktops, and
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HTTPS Evaluate

the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution

While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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end users as part of the overall network security solution

While the Internet has transformed and improved the way we do business, this vast network and
IIS4
its associated technologies have opened the door to an increasing number of security threats.
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Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
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Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
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Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Local Policies (NSA template) 2nd
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Discover ways to test the current state of security and keep it up to date

document root on web servers
patches and service packs

Learn to engage end users as part of the overall network security solution
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undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
logs
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution

While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
System Services page 2nd
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Create effective security policies and establish rules for operating in and maintaining a
environment
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options for Windows web servers and how to enhance
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Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
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Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
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security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
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Understand secure installation options for Windows web servers and how to enhance
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Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
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Learn to engage end users as part of the overall network security solution
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market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.
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Hands-on techniques for securing Windows(r) servers, browsers, and network communications.
Create effective security policies and establish rules for operating in and maintaining a
security- conscious environment
Learn how to harden Windows multi-user platforms, including NT, 2000, and XP
Understand secure installation options for Windows web servers and how to enhance
security on existing web and FTP server installations
Improve security at the end user's workstation, including web browsers, desktops, and
laptops
Evaluate the pros and cons of installing a certificate server and becoming your own
Certification Authority
Learn the Cisco PIX Firewall and Cisco IOS Firewall architecture and how to apply Cisco
standard and extended access lists
Discover ways to test the current state of security and keep it up to date
Learn to engage end users as part of the overall network security solution
While the Internet has transformed and improved the way we do business, this vast network and
its associated technologies have opened the door to an increasing number of security threats.
The challenge for successful, public web sites is to encourage access to the site while eliminating
undesirable or malicious traffic and to provide sufficient levels of security without constraining
performance or scalability. The more reliant organizations become on the Internet to perform
daily jobs or conduct transactions, the greater the impact a breach of network security has. Just
as Cisco Systems has been an innovator in using the Internet to conduct business, so too is it a
market leader in the development and sale of products and technologies that protect data
traveling across the Internet. Yet a network security solution is only as strong as its weakest
link. Network attacks can occur at any point, including the network connection, the firewall, the
web server, or the client. Hardening the defenses at all these points is key to creating an
effective, all-encompassing network security solution.

