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Introduction

The system administrator is one of the users of a system, and something more. The
administrator wears many hats, as knowledgeable user of UNIX commands, as an
operator of system hardware, and as a problem solver. The administrator is also
called upon to be an arbitrator in human affairs. A multiuser computer is like a vast
imaginary space where many people work and utilize the resources found there.
The administrator must be the village elder in this space and settle the disputes that
may arise with, hopefully, the wisdom of Solomon.
—Rebecca Thomas and Rik Farrow
(UNIX Administration Guide for System V,
Pearson PTR, 1989)

W

e find it interesting how little UNIX system administration has changed in the last
twenty years. If you substitute “computer network” for “multiuser computer,” this
description still fits perfectly.
The main difference in UNIX system administration between 1989 and 2008 (besides
ubiquitous networking) is the sheer number of systems that the average system administrator deals with. Automation is the primary tool to deal with the chaos that can result
from so many systems. With it, you can deploy systems identically every time, restore systems to a known good state, and implement changes reliably across all systems (or only
an appropriate subset).
We do not claim that the approaches, procedures, and tools used in this book are
the only way to set up and maintain a UNIX-based environment. Instead, we walk you
through the creation of an example environment, and during the process, help you gain
a solid understanding of the basic principles of system automation. This way, you can
decide for yourself how you want to set up your own UNIX-based environment.
This book isn’t like most UNIX/Linux administration books, because it illustrates
techniques and principles by building a real UNIX/Linux environment from scratch. We
demonstrate that you can configure each host at your site, from installation through production service to system retirement, without logging in and making manual changes to
the host. Instead, we’ll configure the hosts via imaging systems designed for unattended
installation, followed by management with an automation framework.
We wrote this book, because we felt that it is important to demonstrate that an entire
site can be managed using automation. Our goal is to be able to quickly, easily, and reliably restore hosts to service after complete system failure. The host might have failed
xxi
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due to hardware issues; an entire geographic region might be unreachable due to natural
disaster, or you might simply have purchased updated hardware on which to run that
particular host and need to upgrade. The point of our approach is to configure a host only
once and, from that point on, allow an automation system to do that work for you.
Whether you choose to use our exact setup or something completely different, you’ll
have gained knowledge and experience by going though the process with us in our example environment. Our promise to you is that if you need to configure a new UNIX-based
infrastructure from scratch (and you’re able or allowed to use the operating systems and
software we demonstrate), you can use this book to create a fully functional and scalable
new infrastructure. Every service and piece of architecture that our new environment
needs is set up using automation.
This book moves fast and will be best utilized if you follow along with the examples
and implement the described steps on systems of your own. In addition, download the
code and configuration files from the Source Code page of the Apress web site (dppl6++
sss*]lnaoo*_ki).

Who This Book Is For
This book is written for the experienced system administrator. We have made every
attempt to refer you to appropriate external sources when we weren’t able to delve into
great detail on a service or protocol that we were automating. In addition, little explanation is given to the usage of basic UNIX/Linux commands and shell scripts. You don’t,
however, have to be an advanced system administrator. We feel that a system administrator with only one or two years of full-time on-the-job experience is more than ready to
utilize the concepts and tools in this book.

How This Book Is Structured
The book begins with four introductory chapters that you should be very familiar with
before you move on to later, more detailed chapters. The later chapters, starting with
Chapter 5, build a new UNIX environment: we set up an automation system; automate
installation systems; and enhance the site with real applications, monitoring, reporting,
and security.
Chapter 1, “Introducing the Basics of Automation,” covers the reasons for and
benefits of automation, as well as the methodology behind it. Also, the oq`k utility is introduced and explained.
Chapter 2, “Applying Practical Automation,” covers the steps behind automating a
common procedure—adding a new user account. During the process, the core tenets of
automation are covered.

INTRODUCTION

Chapter 3, “Using SSH to Automate System Administration Securely,” covers the
basics of using secure shell (SSH), discusses SSH security concerns, describes how to set
up public key authentication in SSH, and delves into various other related topics such as
SSH log analysis.
Chapter 4, “Configuring Systems with cfengine,” explains the concepts behind
cfengine, as well as the various cfengine daemons and utilities. A full discussion takes
place of the common configuration settings in the main cfengine configuration file. The
requirements for a minimal cfengine architecture with two hosts are fully explored.
Chapter 5, “Bootstrapping a New Infrastructure,” covers the cfengine configuration
for a new, automated UNIX/Linux environment. A “master” cfengine host is set up, with
all the required configuration files to manage new Red Hat Linux, Debian Linux, and
Solaris hosts. This is the first step in building a UNIX/Linux environment from scratch
using automation.
Chapter 6, “Setting Up Automated Installation,” demonstrates the automated installation of Red Hat Linux using Kickstart, Debian Linux using Fully Automatic Installation
(FAI), and Sun Solaris using Jumpstart. The hosts deployed in this chapter continue to be
used in the later development of our example UNIX/Linux infrastructure.
Chapter 7, “Automating a New System Infrastructure,” covers the automation of these
services and procedures in our new infrastructure: the Network Time Protocol (NTP),
Domain Name System (DNS), standardized local account files and new user accounts, mail
routing, and home directories mounted with the Network File System (NFS).
Chapter 8, “Deploying Your First Application,” covers the deployment and configuration of the Apache web server, demonstrating various ways to automate the distribution
of both the web server daemon binaries and the web content. Along the way, you learn
about sharing data with NFS, rsync, o_l, cfengine data copies, and Subversion.
Chapter 9, “Generating Reports and Analyzing Logs,” covers automated syslog and
cfengine log analysis and reporting in our new infrastructure.
Chapter 10, “Monitoring,” uses cfengine to automate the deployment and configuration of Ganglia and Nagios in our example environment.
Chapter 11, “Infrastructure Enhancement,” uses cfengine to manage version control
with Subversion, including branching the cfengine configuration tree to create testing
and development environments. Also, backups are handled, in a very simple way.
Chapter 12, “Improving System Security,” covers the implementation of security
enhancements with cfengine. Measures undertaken include removing the SUID bit from
root-owned binaries, protecting system accounts, applying UNIX/Linux patches and vendor updates, shutting down unneeded daemons, adding host-based firewalls, and more.
Appendix A, “Introducing the Basic Tools,” provides a basic introduction to the tools
used throughout this book and provides a good starting point for understanding and utilizing the examples presented in this text. This appendix covers the following tools: bash,
Perl, cnal, oa`, and AWK.
Appendix B, “Writing cfengine Modules,” covers extending cfengine through modules. This is a quick but thorough introduction using examples.
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Downloading the Code
The source code for this book is available to readers at dppl6++sss*]lnaoo*_ki in the
Source Code section of this book’s home page. Please feel free to visit the Apress web site
and download all the code there. You can also check for errata and find related titles from
Apress.

Contacting the Authors
We have gone through several stages of proofreading and error checking during the production of this book in an effort to reduce the number of errors. We have also tried to
make the examples and the explanations as clear as possible.
There may, however, still be errors and unclear areas in this book. If you have questions or find any of these errors, please feel free to contact us at j]pa<_]ilej*jap. You can
also visit the Apress web site at dppl6++sss*]lnaoo*_ki to download code from the book
and see any available errata.

CHAPT ER

1

Introducing the Basics of
Automation
W

hen one of this book’s authors was in high school, he got his first part-time job keeping some of the school’s computers running. He loved it. He did everything by hand. And
because the school had only two or three computers, doing everything by hand wasn’t
a big issue. But even then, as the number of systems grew to five, six, and finally more
than ten, he realized just how much time you can spend doing the same things over and
over again. This is how his love of automation was born.
This book’s other author found automation through necessity as well, although
later in his career. During the so-called “tech downturn” around the year 2003 in Silicon
Valley, he suddenly found himself the sole member of what had been a three-person
system-administration team. The number of systems and responsibilities were increasing, while staffing levels had dramatically decreased. This is when he found the cfengine
automation framework. Cfengine drastically reduced the amount of time required to
implement system changes, allowing him to focus on improving the infrastructure
instead.
In this chapter you will learn the basics of automating system administration so
that you can begin to make your life easier—as well as the lives of everybody who uses
or depends on your systems. The topics covered in this book apply to a wide variety of
situations. Whether you have thousands of isolated systems (sold to your customers, for
example), a large number of diverse machines (at a large company or university campus),
or just a few servers in your home or small business, the techniques we’ll cover will save
you time and make you a better administrator.
Throughout this book, we will assume the reader has a basic set of UNIX skills and
some prior experience as a system administrator (SA). We will use numerous tools
throughout the book to provide example automation solutions. These tools include the
following:
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cnal command





oa` stream editor





If you are not familiar with one or more of these tools, read their introductions in the
Appendix before you proceed. See Chapter 4 for an introduction to cfengine.

Do You Need Automation?
If you have one Linux system sitting on your desk at home, you don’t need automation.
You can take care of everything manually—and many people do. But you might want
automation anyway because it will ensure your system has the following characteristics:


 Routine tasks such as performing backups and applying security updates take place
as scheduled: This saves the user time and ensures that important tasks aren’t forgotten.



 The system is consistently set up: You might have one system, but how often is
it replaced due to faulty hardware or upgrades? When the system hardware is
upgraded or replaced, an automation system will configure the software again in
the same manner as before.



 The system can be expertly configured, even if you’re not an expert: If you use
automation built by someone more experienced with system configuration and
automation, you benefit from his or her expertise. For example, you benefit from






 

 










 

and timely, resulting in a more secure and stable system. Most users don’t have
the required system configuration and programming skills to implement such

 


 


 




use freely.



 The system is in compliance with guidelines and standards: You might be responsible for only one system, but if the system belongs to your employer, it might be
subject to regulatory or other legislative requirements around security and configuration. If this is the case, an automation system that enforces those requirements
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card–company guidelines apply, your employer might require that all systems on
its network meet certain minimal security standards. Usually a one-time manual
configuration isn’t enough to satisfy these standards; an automated solution is
required.


 The system is reliable: If solutions to occasional problems are automated, the system is more reliable. When a disk fills up with temporary files, for example, the
user who employs an automation system can schedule a daily cleanup procedure
to prevent failed writes to disk and system crashes from full disks.

Likewise, you might think you don’t need automation if you have only one server in
your company. However, you might want it because backups and timely security updates
are easy tasks for a busy system administrator to neglect, even in this most basic setup.
In addition, if your company’s server is a file server or mail server, its drives will tend
to fill up and cause problems. In fact, any security or stability problem with this type of
computer will likely result in expenses for the company, and any loss of data could be
disastrous. This is exactly the reason OS vendors rotate the log files for the daemons they
install on the system, because they know the end result of unmaintained log files. An
automation system can also help out your successor or the person covering for you during your vacation.
When it comes down to it, the number of machines isn’t an important factor in
the decision to use automation. Think of automation as insurance that the machine is

 





 




a manual change to a configuration file, for example. If an automation system enforces
the policy that the configuration file contains a particular entry or value, it will reapply
the change if necessary.
In addition to log-file rotation, your OS distributor already automates many tasks on
a stand-alone system. It makes security checks, updates databases with information on
file locations (e.g., ohk_]pa), and collects system accounting and performance information. All this and more happens quietly and automatically from within a standard UNIX
or Linux system.
Automation is already a core part of UNIX philosophy, and cron jobs have historically been the de facto method for automating UNIX tasks. In this book we favor cfengine
for task automation, but for now you can think of cfengine as a next-generation cron
daemon.
For the sake of the single system, it’s fine to go the simple route. You can add
more log-rotation settings to already automated systems such as the “logrotate” utility
(standard on all Linux distributions that we can think of). You don’t need something
complex, but you do need automation if you want to ensure important tasks happen
regularly and reliably.
You should do everything you can to prevent problems before they happen. If you
can’t do that, follow the advice of one of our old managers: make sure the same problem
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never happens again. If a disk fills, set up a log-rotation script run from cron that deletes
unneeded temporary files—whatever addresses the root cause. If a process dies, set up
a process monitor to restart it when it exits. In later chapters, we will show you how to
accomplish these tasks using cfengine. The automation systems at most sites grow over
time in response to new issues that arise.
SAs who respond to all problems with permanent (read: automated) solutions go
a long way toward increasing overall availability of their sites’ applications and services.
Automated solutions also allow them to get some sleep while on call. (The sleep factor
alone is reason enough for most SAs to spend a lot of time on automation.)
So, back to the question—do you need automation? We’ll introduce a variety of situations that require automation and discuss them further throughout the book.

Large Companies with Many Diverse Systems
The most traditional situation requiring automation involves a large company or organization with hundreds or even thousands of systems. These systems range from web
servers to file servers to desktop workstations. In such a situation, you tend to have
numerous administrators and thousands of users.
You might treat the systems as several groups of specialized servers (i.e., all workstations in one group, all web servers in another) or you might administer all of them



 

 


  

option. Cfengine is especially suited to this type of environment. It uses a high-level configuration file and allows each system to pull its configuration from the configuration
server. One of cfengine’s key strengths: Not only can it configure hundreds or even thousands of systems in exactly the same manner, but it can also configure a single system in
a unique way. We’ll discuss cfengine thoroughly in later chapters.

Medium-Sized Companies Planning for Growth
Any medium-sized or small company is in just about the same situation as the large
companies. You might have only 50 servers now and some basic solutions might work for
you, but you probably hope to expand. Automation systems built on cfengine scale from
a few systems to many thousands of systems. The example cfengine infrastructure demonstrated in Chapter 5 assists scalability by segmenting the configuration into many files.
Sites with more than 25,000 hosts use cfengine.
You might have only one type of a particular system, but if it fails, cfengine can
reproduce the original system quickly and reliably. Normally at that point some user or
application data needs to be restored, but that’s much easier than reproducing a system
from a base install.
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Internet Service Providers
If

  










employees. You also (hopefully) have a large number of customers who pay you money
for the service you provide. Your systems might offer a wide variety of services, and you
need to keep them all running. Other types of companies have some critical servers, but
most of their systems are not critical for the companies’ success (e.g., individual work


 
  

  

 
 
you need to create an automation system that promotes system stability and availability.

Application Service Providers
If
 







 

 
work together or numerous groups of independent systems. Your system-administration
tasks probably include deploying and configuring complex, custom software. You must
synchronize such changes among the various systems and make them happen only on
demand. Stability is very important, and by minimizing changes you can minimize downtime. You might have a central administration system or a separate administration for each
group of systems (or both). When you create your automation system, be sure to keep an
eye on scalability—how many systems do you have now, and how many will you have in
the future?
Fortunately with cfengine you already have an automation system; what you need
to keep in mind is that in such an environment you often need additional capacity in
a hurry. Being able to boot new hardware off the network and have cfengine configure it
appropriately means that the most time-consuming aspect of adding new systems is the
time required to order, rack, and cable up the new systems. This is the ideal situation for


  
 



 

Web Server Farms
Automation within web clusters is common today. If you have only a couple of load balancers and a farm of web servers behind them, all your systems will be virtually identical.
This makes things easier because you can focus your efforts on scalability and reliability
without needing to support differing types of systems. In a more advanced situation, you
also have database systems, back-end servers, and other systems. In this case, you need





 

  

structure, web servers will be plentiful. You need a quick and efficient way to install and
configure new systems (for expansion and recovery from failures). Sound familiar? The
core needs and considerations are common across different business types. We’ll return
to these recurring themes at the end of the chapter.
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Beowulf Clusters
Beowulf clusters are large groups of Linux systems that can perform certain tasks on par
 


 


 

 
another type of computational cluster, each cluster usually has one control system and
hundreds of computational units. To set up and maintain the cluster efficiently, you need
the ability to install new systems with little or no interaction. You have a set of identical
systems, which makes configuration easy. You also usually have maintenance periods
during which you can do what you want on the systems, which is always nice. But when
the systems are in use, making changes to them might be disastrous. For this reason, you
will usually want to control the times when the systems will accept modifications.
Hosts in such clusters will typically boot off the network and load up a minimal
operating system entirely into memory. Any local storage on the system is probably for
application data and temporary storage. Many of the network boot schemes like this
completely ignore the containment of system drift during the time between boot and
shutdown.
In a worst-case scenario, an attacker might access the system and modify running
processes, access other parts of your network from there, or launch attacks against other
sites. A less extreme problem would be one where certain applications need to be kept
running or be restarted if they consume more than a defined amount of memory. An
automation system that ignores the need to control a running system is at best only half
an automation system. Using a system reboot to restore a known good state is sufficient
if the site administrators don’t wish to do any investigation or improvement. A reboot is
only a temporary solution to a system problem. An attacker will simply come back using
the same mechanism as before, or processes will still die or grow too large after a reboot.
You need a permanent solution.
A cluster designed to network-boot can just as easily run cfengine and use it
to contain system drift. You’ll find helpful cfengine features that can checksum
security-critical files against a known good copy and alert administrators to modifications. Other cfengine features can kill processes that shouldn’t be running or restart
daemons that are functioning incorrectly. Systems that are booted from identical
boot media don’t always have the same runtime behavior, and cfengine allows you to
control the runtime characteristics of your systems.
For some of the best documentation on system drift and ways to control it, check out
the book Principles of Network and System Administration, Second Edition by Mark Burgess (Wiley, 2004). The author approaches the subject from an academic standpoint, but
don’t let that scare you away. He uses real-world examples to illustrate his points, which
can pay off at your site by helping you understand the reasons behind system drift. The
book will help you minimize these negative effects in your system and application design.
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Network Appliances
Finally, many companies produce what we call “network appliances,” which are systems that run some UNIX variant (often Linux or FreeBSD) and are sold to customers as
a “drop-in” solution. Some current examples of these products include load balancers
and search engines. The end user administers the systems but might know very little





 

nkkp access to the system. For this reason,
the system must be able to take care of itself, performing maintenance and fixing problems automatically. It will also need to have a good user interface (usually web-based)
that allows the customer to configure its behavior. Such vendors can leverage cfengine so
that they can focus on their core competency without worrying about writing new code to
keep processes running or file permissions correct.

What Will You Gain?
The day-to-day work of system administration becomes easier with automation. We can
promise the following benefits, based on our own experience.

Saving Time
You can measure the time saved by automation in two ways. The first is in the elapsed
wall-clock time between the start and end of a task. This is important, but not as important as the amount of actual SA time required. If the only SA time required is in setting
up the task to be automated in the first place and occasionally updating the automation
from time to time, the benefits are much greater than faster initial completion. This frees
the SA to work on automating more tasks, testing out new software, giving security or
reliability lectures to the in-house programmers, or simply keeping current with recent
technology news.

Reducing Errors
Unfortunately, you’ll see a rather large difference between systems built according
to documentation and systems configured entirely through automated means. If you
were to audit two systems for differences at a site where all systems were configured by
cfengine, the differences should—in theory—arise only from errors outside the automation system, such as a full disk. We know from firsthand experience that systems
configured according to a written configuration guide invariably differ from one another.
After all, humans are fallible. We make mistakes.
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You can reduce errors at your site by carefully testing automated changes in a nonproduction environment first. When the testing environment is configured properly, only
then do you implement the change in your production environment.
For the sake of this book, the term “production” means the systems upon which the
business relies, in any manner. If the company is staffed primarily with nontechnical
people, perhaps only the SA staff understands the differentiation when the term is used.
Trust us, though: the business people understand when particular hosts are important to
the business and will speak out about perceived problems with those systems.

Documenting System Configuration Policies
Whether


  
 
 



 
a tool such as cfengine, the automation serves as documentation. It is in fact some of the
most usable documentation for a fellow SA, simply because it is authoritative.
If new SAs at a site read some internal documentation about installing and configuring some software, they don’t have any assurance that following the documentation will
achieve the desired effect. The SA is much better off using a script that has been used all
the previous times the software needed to be installed and configured.
 



 



  


of some change in the environment. The change should be much easier to find based on
error output from the script. If the steps on a wiki page or a hard copy of the documentation don’t work, on the other hand, the error could be due to typos in the doc, steps
omitted, or updates to the procedure not making it back into the docs. Using automation
instead helps insulate the SA against these scenarios.

Realizing Other Benefits
This book applies to a wide range of people and situations, so not all the material will be
of interest to all readers. If you haven’t yet created an automation system or implemented
an open source framework (such as cfengine) from scratch, this book will show you how
to get started and how to take the system from initial implementation through full site
automation. You will also learn the principles that should guide you in your quest for
automation. As your skills and experience grow, you will become more interested in some
of the more advanced topics the book discusses and find that it points you in the right
direction on related subjects.
If you already have an automation system of some sort, this book will provide you
with ideas on how to expand it. There are so many ways to perform any given task that
you are sure to encounter new possibilities. In many cases, your current system will
be advanced enough to leave as is. In other cases, though, you will find new ways to
automate old tasks and you’ll find new tasks that you might never have considered
automating.
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Don’t write off a complicated manual task as too difficult to automate before carefully evaluating the decisions made during the process. You’ll usually find during manual
inspection that the decision process is based on attributes of the system that cfengine or
a script can collect. The act of documenting a change before making it usually forces the
SA to approach the problem in a systematic way. The change process will end up producing better results when the process is planned this way.
Imagine that you often have to restart a web-server process on one of your servers, in
a sequence of actions such as this:






 







 
















 












 


 









 





You can collect each of these manual checks automatically, and a script or cfengine
can make the decision to restart. If this makes you nervous, write the script’s collection
aspects first, and at the point where a system change would be made, instruct the script

 
  

 
 


 


 




  

 
script each time its decision differs from yours. You’d be surprised at the complex procedures you can automate this way. You don’t have to enable the automated restart itself
until you’re comfortable that it will do the right thing.

AUTOMATING A DIFFICULT PROBLEM/RESPONSE PROCEDURE
One of us works at a site where the SA staff used complex manual procedures to fix a distributed
cluster when application errors would occur. The manual process would often take several hours to
completely restore the cluster to a working state.
The staff slowly automated the process, beginning with simple commands in a shell script to avoid
repeatedly typing the same commands. Over time the staff enhanced the script with tests to determine
which errors were occurring and to describe the state of the cluster’s various systems. Based on these
tests, the script could determine and perform the correct fix.
Eventually, the SA staff used the automated process to repair the cluster in as little as a few
minutes. In addition, the script incorporated so many of the decisions previously made by the SA staff
members that it became the foremost authority on how to deal with the situation. Essentially, the script
serves as documentation on how to deal with multiple issues and situations on that particular application cluster.
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When it comes to computer systems, every environment is different—each has different requirements and many unique situations. Instead of attempting to provide the
unattainable “one solution fits all,” this book shows how to set up an example environment. As we configure our example environment, we will explain the decision process
behind the solutions we have chosen. After you have learned these options, you will be
able to make an informed choice about what you should automate in your environment
and how you should do it.

What Do System Administrators Do?
Life as a system administrator usually falls into three categories:











































 

or emergencies (a.k.a. pulling your hair out)











The goal of this book is to help you create new and innovative solutions to eliminate
those tedious and repetitive tasks. And if you find a way to automate the task of answering users’ questions, please let us know! But even if you can’t, you can at least create
a system that detects and even fixes many problems before they come to the attention
of the users, or more important, your monitoring systems. Also, any task you have automated is a task the users could potentially perform on their own.
System administrators spend time on other tasks, of course, but we won’t address
them here because they aren’t pertinent to this discussion. (These might include browsing the Slashdot web site, checking on reservations for the next science-fiction convention, or discussing a ham-radio setup with other geeks around the office.) Suffice it to
say that following the guidelines in this book will allow you to spend more time on these
other tasks and less time on the tedious tasks and emergencies.
You can classify the tedious tasks into the following categories:

















services, and so on



 













: Installing a new operating system and preparing it for automation















: Duplicating or sharing data (users’ home directories, common
scripts, web content, etc.), backups, and restores
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: Using package management and/or custom distri-

bution methods








 

toring system load, disk space, drive failures, and so on







-

Methodology: Get It Right from the Start!
Automating tasks proves much more useful when you apply a consistent methodology.
Not only will you have less direct work (by having code that is easier to maintain and
reuse), but you will also save yourself and others time in the future. Whenever possible,
we’ll include techniques in this book that support these basic methodologies:
































 




















































dled automatically.
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the most important aspect of any automated system is reproducibility. If
you have two machines configured just the way you like them, you should be able to add
an identically configured third machine to the group with minimal effort. If somebody
makes an incorrect change or loses a file, restoring the system to full functionality should
be relatively easy. These nice capabilities all require that you can quickly and perfectly




  
  


 


 
add more systems, you can bet that at some point one of your systems will fail. It might
 
 
 


 
 



 
 
ter recovery plan, right?) The experienced SA protects his systems against their inevitable
failure, and automation is a big part of the solution.
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You also need to be able to verify a system’s status. Does it have the latest security
updates? Is it configured correctly? Are the drives being monitored? Is it using your newest automation scripts, or old ones? These are all important questions, and you should be
able to easily determine the answers if your automation system is implemented properly.
In many cases, detecting problems is a great step forward in your automation
process. But how about automatically fixing problems? This too can be a powerful technique. If systems fix their own problems, you will get more full nights of sleep. But if your
auto-repair methods are overzealous, you might end up causing more problems than you
solve. We will definitely explore self-repair whenever appropriate.
An administrator always has to consider security. With every solution you implement, you must be certain you are not introducing any new security issues. Ideally, you
want to create solutions that minimize or even eliminate existing security concerns. For
example, you might find it convenient to set up Secure Shell (SSH) so that it uses private
keys without a passphrase, but doing so usually opens up serious security holes.
There will always be people who follow in your footsteps. If you ask them, the most
important component of your work is good documentation. We already mentioned that
in many cases automation techniques provide automatic documentation. You should
take full advantage of this easy documentation whenever possible. Consider, as an example, a web server under your control. You can manually configure the web server and
document the process for yourself and others in the future, or you can write a script to
configure the web server for you. With a script, you can’t neglect anything—if you forget
to do something, the web server does not run properly.
As obvious as it might sound, it is important to test out your automation before
you deploy it on production servers. One or more staging machines are a must. We will
discuss techniques for propagating code across machines and explain how you can use
these techniques for pushing code to your staging server(s).
Whenever you automate a task, you must consider dependencies. If you automated
the installation of software updates and Apache is automatically upgraded on your systems, that’s great. But if the configuration files are replaced in the process, will they be
regenerated automatically? You need to ask yourself these kinds of questions when you
automate a task.
What do you do about these dependencies? They should be your next project. If you
can automatically upgrade but can’t automatically configure Apache, you might want to




 







 

sure the automation event is triggered after the software is updated. You might also need
to update a binary checksum database or services on your systems. Whether or not these
tasks are automated, you need to be sure they will not be forgotten.

C HA P TER 1

 INTRODUCING THE BASICS OF AUTOMATION

Homogenizing Your Systems
Most people reading this book will have a variety of UNIX systems within their network. If
you’re lucky, they will all run the exact same operating system. In most cases, though, you
will have different systems because there are a wide variety of commercial UNIX systems

 






 







 

  


 



some might run older versions than others.
The more similar your systems, the better. Sure, you can have a script that behaves
differently on each type of system. You can also use classes in cfengine to perform different actions on different systems (discussed throughout the book). These approaches will
be necessary to some degree, but your first and best option is to minimize these differences among your systems.



 

  


 

 




 dppl6++sss*cjq*knc) is helpful because the GNU developers
have created open source versions of most standard UNIX commands. You can compile
these to run on any system, but most of them are binary programs, so you’ll need to compile each program for each platform or find prebuilt packages. You can then distribute
these programs using the methods discussed in Chapter 8. Once they reside on all your
systems in a standard location (such as +qon+hk_]h+), you should use them in all your
scripts.
Some operating systems will provide other helpful commands that you might want

  

 




 
 





 
 


 
 



might be open source and therefore usable on commercial UNIX systems.
In addition to consistent commands, a consistent filesystem layout can be helpful.
As we already mentioned, placing custom commands in the same location on all systems
is a must. But what else is different? Do some of your systems place logs in +r]n+]`i+ and
others in +r]n+hkc+? If so, you can easily fix this with symbolic links.
We recommend that you consider each difference separately. If it is easy to modify
your systems to make them similar, then do so. Otherwise, you might be able to work
around the differences, which is what you should do. Finally, if it isn’t too difficult to add
a specific set of consistent commands to all your systems, try that approach. In most
cases, you will have to use some combination of all three of these approaches in your
environment.

Deciding on Push vs. Pull
You can take one of two main approaches when configuring, maintaining, and modifying
systems: the “push” method or the “pull” method. The “push” method is when you have
one or more systems contact the rest of the systems and perform the necessary tasks.
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You implement the “pull” method by having the systems contact one or more servers
on a regular basis to receive configuration instructions and configure themselves. Both
methods have their advantages and disadvantages. As usual, the one you should choose
depends on your situation. We personally have a favorite, but read on as we present the
options.
The push method gives the SA the feeling of control, because changes are triggered
actively by one or more systems. This scenario allows you to automatically configure,
update, or modify your systems, but only when you (or some other trigger) cause it to
happen.
The push method sounds great, right? Well, not exactly—there are plenty of drawbacks. For instance, what if you have more than 1,000 systems? How long would it take
to contact every system when you need to make a change? What happens if some systems are currently unavailable? Are they just forgotten?
This is where the pull method really shines. If you make a change to one or more configuration servers, all your systems will pick up those changes when they can. If a system
is a laptop at somebody’s home, it might not get the changes until the next day. If a system has hardware problems, it might not get the changes until the next week. But all your
systems will eventually have the changes applied—and most almost immediately.
So, does your environment consist of several systems that are intricately related? Do
these systems need to be updated and modified together at all times? Does the update
process unavoidably cause some amount of service outage? If so, you probably want to
push any changes to these systems. If these aren’t issues for you, and especially if you
have a large number of systems, then the pull method is generally preferable.
  





 
  


 
placed on your systems, your network, and especially your servers. If you push in series
(one system at a time), you are probably okay. But if you push in parallel (all systems
at once), the server might suffer. If your clients pull from a server, be sure they don’t all
pull at the same time. Consider adding a random delay before the task begins. Cfengine,
which uses the pull method, provides the Olh]uPeia option that does just this.

Dealing with Users and Administrators
who uses your systems is either a user or an administrator (where an admin 
 
 
  


 

 
customers are actually the users. At a traditional company, a small number of people are
administrators and all other employees are users.
Your more technical users might also be administrators of their own desktop systems.
These systems can still be security risks, so you should include them in your automation
system. You have to be aware of conflicts that might arise between your automation system and the user’s own actions. The user might destroy something your system did, in
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which case the system should do it again automatically. Similarly, your automation might
destroy changes the user wanted to make on his or her system—you would have to work
with the user to find a different way to make the change.
What you have to worry about the most are any interactions that might cause problems with the system. If, for example, your automation system assumes that a certain
account resides on the system, it might not operate without it. This isn’t a problem—
unless, of course, somebody manually deletes that user.
Ideally, you would have a list of every assumption your automation system makes
about every system. You would then enhance your automation system to check all these








 


ing this ideal, but the more hands you have in the pot (i.e., the more administrators), the
harder you should try.
Another concern, if you have more than one or two administrators for a system, is an
audit trail. Who has been accessing each system and what have they been doing? Most
systems provide process accounting—a log of every executed process, the user who executed it, and the amount of time it was running. You usually have to enable this logging
because it can consume quite a bit of drive space.
The problem is that when you see that nkkp executed the command ni)nb+dkia+&,
how do you know who did it? You know that the nkkp user ran it, but who was logged in as
nkkp at that time? Did you make an unfortunate typo, or did the pissed-off employee who
quit yesterday do it on purpose?
The easiest solution when you have multiple administrators is to give the nkkp password to everybody, but this provides no audit trail at all. A better option is to specify
which SSH keys should provide access to the nkkp



  


private SSH key and, assuming the logging is turned up slightly, the SSH server records
the key used for each login. This allows you to determine who was logged in as nkkp at any
given time. You can find information on this approach in Chapter 3.
There is still a chance that multiple people will be logged in as nkkp when a problem
has occurred. The only way to know exactly who ran which commands is to use Sudo.
Sudo is a program that allows specified users (or any user, really) to execute specified
commands as nkkp. Using it is easy:
geng!oq`k+ap_+ejep*`+dppl`op]np
L]ooskn`6
Op]npejcdppl`6WKGY

Note that Sudo prompts you for a password. It wants you to enter the password for
your user account, not the nkkp account. This request helps verify that the person using
the geng
 





 

 


five minutes) or until the command oq`k)g is executed.
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 geng results in the following log entry (sent through syslog, which ends up in +r]n+hkc+oa_qna on our system):
geng6PPU9lpo+-/7LS@9+pil7QOAN9nkkp7?KII=J@9+ap_+ejep*`+dppl`op]np*

Note You can find the code samples for this chapter in the Downloads section of the Apress web site
(dppl6++sss*]lnaoo*_ki).

None of this will work, however, without the proper permissions in the Sudo configuration file: +ap_+oq`kano. You can edit this file manually, but if more than one person
might edit the file at the same time, you should use the reoq`k command. This command
also checks the file for valid syntax on exit.
Here is the entry that allows geng to start the web server:
geng=HH9+ap_+ejep*`+dppl`op]np

This line says that the user geng is allowed, on any host (=HH), to run the command
+ap_+ejep*`+dppl`op]np. You could also allow the web server to be stopped and restarted
by allowing any parameter to be specified to this script:
geng=HH9+ap_+ejep*`+dppl`

You can also limit this command so that it can be executed only on the web server:
gengsss9+ap_+ejep*`+dppl`

This would allow the same +ap_+oq`kano file to be used on all of your systems (if this
is the way you want it). You can even allow certain users to execute commands as other
specific users:
gengsss9$jk^k`u%ho

This allows geng to list directories as the user jk^k`u. You might find this useful for
verifying permissions within web content. If you can list directories with this command,
the web server can also get into the directory. You could also apply this rule to all users in
a specific group:
!qoanosss9$jk^k`u%ho
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This command allows anybody in the group qoano to execute the command ho (with
any arguments) as the user jk^k`u on the host sss. You could even remove the password
prompt as well:
!qoanosss9$jk^k`u%JKL=OOS@6ho

Now the users won’t have to enter their passwords at all when they run this command. Because this command isn’t that dangerous in most cases, removing the password
requirement is a nice option.
With Sudo, you can run certain commands without a password to allow scripts that
are running as a user other than nkkp to execute system commands. This is the most beneficial way to use Sudo when it comes to automation.

Warning It might be tempting to provide unlimited nkkp access to certain users through Sudo. Although
this will allow the users to execute commands as nkkp with full logging enabled, it is not usually the most
secure thing to do. Because each user can run commands as nkkp with his or her qoan password, you
effectively have several nkkp passwords for the system.

Many more options are available to you within the +ap_+oq`kano file. We’re not going
to attempt to cover them here, but you can view the oq`k and oq`kano man pages as well
as the dppl6++sss*_kqnpao]j*_ki+oq`k+ web site for more information.

Who Owns the Systems?
The systems and services on your network aren’t yours to change at will. Normally your
company has established people empowered to make business decisions about when
a service can and should go down for maintenance. These staff members understand the
established requirements for advance notifications to customers, partners, and users.
They usually also understand internal or external factors that would affect whether
a scheduled time is a good fit for the business.
You can’t decide on your own to make changes in an unannounced window, or perform maintenance that takes down some functionality of your applications or systems
without prior approval. You need to schedule downtime and/or changes that affect or
might affect production services with your stakeholders. The SA might very well be the
person empowered to make the decision, but then the SA needs to communicate the
activity with enough advance notice to satisfy any internal or external SLAs (Service Level
Agreements).
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This information is probably well known to most readers, but a reminder is useful
even to advanced SAs. SAs often get very close to their systems and applications, so they
might forget that the decisions about what’s best for their systems don’t start and stop
with them.

Defining Policy
We keep mentioning “policy,” which might sound like a big document handed down
from on high, bound in leather and signed in blood by all executives at your company.
This isn’t what we mean. The configuration policy is highly technical, and although it’s
influenced by factors outside the technology team (i.e., legislation, credit card–security
guidelines, site security policy, and so on), it is purely a statement of how the SA team
believes the systems should be configured.
The problem with most sites (whether running UNIX-like operating systems, Windows, or other OSs) is that many machines will at best only partially comply with policy.
All systems might be imaged exactly the same way, but over time user and SA activities
make enough changes to each host that the system drifts from the desired state.
Sites that use automation for all aspects of system configuration will still suffer from








 


include varying disk utilization based on log files from daemons or files left on the system by users, or stray processes left around by users. This should be the extent of the
drift, because the automation system should install and configure all configuration files
and programs, as well as keep them in conformance with policy. In addition, as drift is
observed, you can update the automation system to rein in its effects.
You already have a system configuration policy, but there’s a good chance that it’s
documented incompletely. There’s an even better chance that some or all of it exists only
in your head. This book exists so that you can move it from wetware into software.

CHAPT ER

2

Applying Practical Automation
Y

ou need to know several key things before you automate a new procedure or task.
(Well, first you need to know where your soda and potato chips are. Find them? Okay,
moving on.) This chapter presents the prerequisite information in an easy-to-digest format. We’ll demonstrate these same key points in later chapters when configuring our
example systems. You might want to review this chapter after reading the entire book,
especially when embarking on a new automation project.
This chapter assumes familiarity with Bourne Shell scripting. Experienced SAs shy
away from scripting specifically for the Bash shell (Bourne-Again SHell) except when
absolutely necessary. Even if your site has Bash installed everywhere today, you might
have to integrate some new systems into your infrastructure tomorrow due to an acquisition. If the script that does some initial automation framework setup—such as installing
cfengine or other required administrative utilities—doesn’t work on the new systems,
you’re in for some serious extra work. If your scripting is as portable as possible from the
start, in effect you’re buying insurance against future pain.

Seeing Everything As a File
One of the core strengths of UNIX and UNIX-like operating systems is the fact that almost
everything on the system is represented to the user as a file. Both real and pseudo devices
(such as +`ar+jqhh, +`ar+vank, and so on) can be read from and (often) written to as normal files. This capability has made many operations easy, when the same results would
be difficult to attain under other operating systems. Be thankful for the UNIX heritage of
being written for and by programmers.
For example, if you want to create an ISO file on a remote system from a DVD in your
laptop, you could run this:
``eb9+`ar+_`nkixoodnaikpadkop#``kb9+klp+^ec+ris]na+okh-,*eok#

Linux represents the CD/DVD drive as a file, in this case +`ar+_`nki, so you simply
use the `` command to copy it bit for bit to a different file. If you don’t have the disk
space on your laptop for storing the ISO file, you can pipe the `` output over SSH and use
`` again on the remote host to place the output in a single file.
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You can then configure VMware to mount the ISO file as a CD-ROM drive (standard
VMware functionality) and quickly boot from the device and install on a host with no
physical CD/DVD drive.
You probably won’t ever need to automate ISO-file creation (although every site is
different), but it’s important to remember that the vast majority of automation operations
are based on copying and/or modifying files. Either you need to update a file by copying
a new file over it, edit the file in place, or copy out an additional file or files.
Often when files change or new files are distributed, a process on the host needs to
restart so the host can recognize the change. Sometimes a host process starts for the first
time if the new files comprise a new server/daemon process distributed as a package, tarball, or simply a file.
The bulk of what we’ll be doing in this book is copying files, modifying files, and taking actions based on the success or failure of earlier file operations. Certain operations
might prove tricky, but most of what we’re doing should be familiar to UNIX SAs.

Understanding the Procedure Before Automating It
We’ve seen many administrators open a cfengine config file to automate a task and end
up sitting there, unsure of what to do. It’s an easy mistake to make when you need to
modify many hosts and want to start the automation right away. The reason they ended
up drawing a blank is that they weren’t ready to effect changes on even a single host. They
needed first to figure out how to reach the desired state.
This is the first rule of automation: automation is simply a set of already working
steps, tied together in an automated manner.
This means that the first step toward automating a procedure usually involves
manual changes! A development system (such as an SA’s desktop UNIX/Linux system
or a dedicated server system) is used to build, install, and configure software. You might
need to perform these activities separately for all your site’s operating systems and hardware platforms (SPARC vs. x86 vs. x86_64, etc.).
Here’s an overview of the automated change development process:
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So with automation, you simply take the solid work that you already do manually and
speed it up. The side effect is that you also reduce the errors involved when deploying the
change across all the systems at your site.

Exploring an Example Automation
In this section we’ll take a set of manual steps frequently performed at most sites and turn
it into an automated procedure. We’ll use the example to illustrate the important points
about creating automated procedures.

Scripting a Working Procedure
An SA needs to create user accounts regularly. In this case, you’ll use several commands
to create a directory on a central Network File System (NFS) server and send off a welcome e-mail. You must run the commands on the correct host because the accounts from
that host are pushed out to the rest of the hosts.
To begin the automation process, the SA can simply take all the commands and put
them into a shell script. The script might look as simple as this:
+^ej+od
qoan]`` _l+klp+]`iej+ap_+ogah+*&+dkia+ -+

Then the SA composes an e-mail to the new user with important information (having
a template for the user e-mail is helpful). This procedure works, but another SA cannot
use it easily. If it generates any errors, you might find it difficult to determine what failed.
Plus, you might encounter problems because the script attempts all the steps regardless
of any errors resulting from earlier steps. In just a few minutes, you can make some simple additions to turn this procedure into a tool that’s usable by all SA staff:
+^ej+od
L=PD9+o^ej6+qon+o^ej6+^ej6+qon+^ej
NAMQENA@[DKOP9]`iejdkop
qo]ca$%w
a_dkQo]ca6 ,]__kqjp[j]ia
a_dkI]gaoqnapdeoeonqjkjpdadkop6 NAMQENA@[DKOP
atepy
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IUDKOPJ=IA9\dkopj]ia\

W)j -)] IUDKOPJ=IA99 NAMQENA@[DKOPYxxqo]ca

QOANJ=IA9 
qoan]``)i QOANJ=IAxxatep_l+klp+]`iej+ap_+ogah+*^]od&+dkia+ QOANJ=IA+xxatep
+qon+^ej+i]eht)oSah_kiapkkqnoepa w-y<at]ilha*jap88AKB
PdaO=pa]id]o_na]pa`]j]__kqjpbknukqkjpdaQJETouopaio*
Ukqd]ra]`ab]qhpl]ooskn`pd]p#oqjemqapkukqn]__kqjp(
sde_dsehhjaa`pk^a_d]jca`qlkjejepe]hhkcej*
Pdaouopaisehhbkn_apdeol]ooskn`_d]jca*
Lha]oa_]hhpdaO=dahl`aog]p111)-.-.ejkn`anpkna_aeraukqn
l]ooskn`(]j`pk]og]jumqaopekjopd]pukqi]ud]ra*
AKB

Because the revised script ensures that it’s running on the right host and that an
argument is passed to it, it now helps the SA make sure it’s not called incorrectly. This
helps the author and any other users of the script. Having usage information should be
considered mandatory for all administrative scripts, even if the scripts are meant to be
used only by the original author.
Another advantage of scripting this procedure is that the same message is sent to all
new users. Consistency is important for such communications, and it’ll help ensure that
new users are productive as soon as possible in their new environment.
Administrative scripts should not run if the arguments or input is not exactly correct.
You could also improve the preceding script to ensure that the username supplied meets
certain criteria.

Prototyping Before You Polish
The preceding script is still a prototype. If you were to give it an official version number,
it would need to be something like 0.5, meaning that it’s not yet intended for general
release. Other SA staff members can run this functional prototype to see if it achieves the
desired goal of creating a working user account.
Once this goal is achieved, the automation author can move on to the next step of
polishing the script. The SA shouldn’t spend much time on cosmetic issues such as more
verbose usage messages before ensuring the procedure achieves the desired goal. Such
things can wait.
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Turning the Script into a Robust Automation
Now you want to turn the script into something you would consider version 1.0—something that will not cause errors when used in unintended ways. Every automation’s
primary focus should be to achieve one of two things:


 A change to one or more systems that achieves a business goal: The creation of
a new user account falls into this category.



 No change at all: If something unexpected happens at any point in the automation, no changes should be made at all. This means that if an automated procedure makes several changes, a failure in a later stage should normally result in
a rollback of the earlier changes (where appropriate or even possible).

Your earlier user-creation script could use some improved error messages, as well as
a rollback step. Give that a shot now:
+^ej+od
Sneppaj^uj_]ile,1+.2+,4bknjasQJETqoan]__kqjp_na]pekj
S=NJEJCEbukq]ppailppknqjpdeobkn]jateopejcqoanj]ia(
epsehhlnk^]^hu`ahapapd]pqoan]j`]hhpdaenbehao
Pdejg]^kqp]``ejchkce_pklnarajppdeo*
oappdal]pdbkno]bapu]j`oa_qnepu
L=PD9+qon+o^ej6+^ej6+qon+^ej
ql`]paiaebsab]ehkranknna^qeh`+naj]iapda]`iejdkop
NAMQENA@[DKOP9]`iejdkop
qo]ca$%w
a_dkQo]ca6 ,]__kqjp[j]ia
a_dkI]gaoqnapdeoeonqjkjpdadkop6 NAMQENA@[DKOP
atepy
`ea$%w
a_dk
a_dk &
a_dk
a_dk=ppailpejcnaikr]hkbqoan]__kqjp]j`atepejcjks*
qoan`ah)nb QOANJ=IA
atepy
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IUDKOPJ=IA9\dkopj]ia\

W)j -)] IUDKOPJ=IA99 NAMQENA@[DKOPYxxqo]ca

QOANJ=IA9 
qoan]``)i QOANJ=IAxx`eaqoan]``_kii]j`b]eha`*
_l+klp+]`iej+ap_+ogah+*^]od&+dkia+ QOANJ=IA+xxX
`ea?klukbogahapkjbehaob]eha`*

+qon+^ej+i]eht)oSah_kiapkkqnoepa w-y<at]ilha*jap88AKB

PdaO=pa]id]o_na]pa`]j]__kqjpbknukqkjpdaQJETouopaio*
Ukqd]ra]`ab]qhpl]ooskn`pd]p#oqjemqapkukqn]__kqjp(
sde_dsehhjaa`pk^a_d]jca`qlkjejepe]hhkcej*Pdaouopaisehh
bkn_apdeol]ooskn`_d]jcaqlkjukqnbenophkcej*
Lha]oareoeppdaO=dahl`aogejkn`anpkna_aeraukqnl]ooskn`(
]j`pk]og]jumqaopekjopd]pukqi]ud]ra*
AKB

It seems like a bad idea to trust that someone who calls your help desk claiming to be
a new user is really the person in question, even if caller ID tells you the phone resides in
your building. You might want to require that the user physically visit your help desk. If
this isn’t possible, the SA staff should come up with a suitable substitute such as calling
the new user’s official extension, or perhaps having the new user identify himself or herself with some private information such as a home address or employee number.

Attempting to Repair, Then Failing Noisily
The preceding script attempts a removal of the new user account when things go wrong.
If the account was never created, that’s okay because the qoan`ah command will fail, and
it should fail with a meaningful error message such as “No such account.”
You’ll encounter situations where a rollback is multistep, so you’ll need to evaluate
each step’s exit code and indicate or contraindicate further rollback steps based on those
exit codes. Be sure to emit messages about each step being taken and the results of those
steps when the command is an interactive command. As the script author you know
exactly what a failure means at each step, so be sure to relay that information to the SA
running the script.
Each and every step in an automation or administrative script needs to ensure suc
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something as simple as copying a few config files into a new user’s home directory can
fail when a disk fills up. Assumptions can and will bite you.

Focusing on Results
When in doubt, opt for simplicity. Don’t attempt fancy logic and complicated commands
when the goal is simple.
For example, you might have a script that takes a list of Domain Name System (DNS)
servers and generates a naokhr*_kjb file that’s pushed to all hosts at your site. When a new
DNS server is added or a server is replaced with another, you need to run the script to
update the file on all your systems.
Instead of running the script to generate the file on each and every host at your site,
you can run the command on one host, take the resulting output, and push that out as
a file to all hosts. This technique is simple and reliable compared to the requirement of
running a command successfully on every host. A complicated procedure becomes a simple file push. This is the KISS (Keep It Simple, Stupid) principle in all its glory. Our system
administration experience has taught us that increased simplicity results in increased
reliability.
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Using SSH to Automate System
Administration Securely
T

he Secure Shell (SSH) protocol has revolutionized system administration ever since
it became popular in the late 1990s. It facilitates secure, encrypted communication
between untrusted hosts over an unsecure network. This entire chapter is devoted to SSH
because it plays such an important part in securely automating system administration.
In this introductory chapter, we assume that you already have SSH installed and
operating properly. We have based the examples in this book on OpenSSH 4.x using version 2 of the SSH protocol. If you are using another version of SSH, the principles are the
same, but the implementation details might differ.
For a more thorough and complete discussion of SSH, we highly recommend SSH,
The Secure Shell: The Definitive Guide, Second Edition by Daniel J. Barrett, Richard E.
Silverman, and Robert G. Byrnes (O’Reilly Media Inc., 2005).

SSH AND CFENGINE
The author of cfengine, Mark Burgess, has said that SSH and cfengine are “perfect partners.” The SSH
suite of programs provides secure communications for remote logins, and cfengine provides secure
communications for system automation (along with the automation framework itself).
SSH and cfengine share the same distributed authentication model. SSH clients use a public-key
exchange to verify the identity of an SSH server, with the option of trusting the remote host’s identity
the first time the host’s key is seen. Cfengine also uses public-key authentication, although the cfengine
server daemon also authenticates connecting clients for additional security. As with SSH, you can configure cfengine to trust the identity of other hosts upon initial connection.
We recommend you allow cfengine to trust the identity of other hosts in this manner. Doing so
allows an SA to bring up a new cfengine infrastructure without the additional problem of key generation
and distribution. If a host’s keys change at any point in the future, cfengine will no longer trust its identity and will log errors.
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Learning the Basics of Using SSH
If you are already familiar with the basic use of SSH, you might want to skim this section.
If, on the other hand, you are an SSH novice, you are in for quite a surprise. You’ll find
that SSH is easy and efficient to use, and that it can help with a wide variety of tasks.
The commands in this section work fine without any setup (assuming you have the
SSH daemon running on the remote host). If nothing has been configured, all of these
commands use password authentication just like Telnet; except with SSH, the password
(and all traffic) is sent over an encrypted connection.
Use this command to initiate a connection to any machine as any user and to start an
interactive shell:
oodqoan<dkop

You can also execute any command in lieu of starting an interactive shell. This code
displays memory usage information on the remote host:
oodqoan<dkopbnaa
pkp]hqoa`bnaaod]na`^qbbano_]_da`
Iai6-.2200-..04,0-20--20.55,0/2/,,
)+'^qbbano+_]_da612.323,/24
Os]l61-0,3.-,1121,/1-2

Finally, the o_l command allows you to copy files between hosts using the SSH protocol. The syntax resembles the standard _l command, but if a file name contains a colon, it
is a remote file instead of a local file. As with the standard ood command, if no username
is specified on the command line, your current username is used. If no path is specified
after the colon, the user’s home directory is used as the source or destination directory.
Here are a few examples:
o_lhk_]h[behaqoan<dkop6+pil+naikpa[beha
o_lqoan<dkop6+pil+naikpa[behahk_]h[beha
o_lqoan-<dkop-6behaqoan.<dkop.6

The last example copies the file named beha from user1’s home directory on host1
directly into user2’s home directory on host2. No file name is given in the second argument, so the original file name is used (beha, in this case).
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Enhancing Security with SSH
Before SSH, the pahjap command was widely used for interactive logins. Telnet works
fine, except that the password (well, everything actually) is sent over the network in
plain text. This isn’t a problem within a secure network, but you rarely encounter secure
networks in the real world. Machines on an unsecure network can capture account passwords by monitoring Telnet traffic.

IS YOUR NETWORK SECURE?
Some people define an unsecure network as the Internet and a secure network as anything else. Others
think that as long as you have a firewall between a private network and the Internet that the private
network is secure. The truly paranoid (such as ourselves) just assume that all networks are unsecure.
It really depends on how much security you need. Are you a likely target for crackers? Do you store
important, private information? Because nothing is ever 100 percent secure, we find it easier to assume
networks are not secure and skip the rest of the questions.
If you think you have a secure network, be sure to consider all the possible security vulnerabilities.
Remember, employees within a company are often not as trustworthy or security-conscious as you
would like. Somebody might have plugged in a wireless access point, for example. A person with more
malicious intentions might deliberately tap into your private network, or exploit a misconfigured router
or firewall. Even a fully switched network with strict routing can be vulnerable. We always try to be on
the paranoid side because we’d rather be safe than sorry.

When it comes to automating system administration tasks across multiple systems,
passwords are a real pain. If you want to delete a file on ten different machines, logging
into each machine with a password and then deleting the file is not very efficient. In the
past, many system administrators turned to nod for a solution. Using a *ndkopo file, nod
would allow a certain user (i.e., nkkp) on a specific machine to log in as a particular user
(again, often nkkp) on another machine. Unfortunately, the entire authorization scheme
relies on the IP address of the source machine, which can be spoofed, particularly on an
unsecure network.
The most secure way to use SSH is to use password-protected public/private Rivest,
Shamir, and Adleman (RSA) or Digital Signature Algorithm (DSA) key pairs. Access to any
given account is granted only to users who not only possess the private key file, but also
know the passphrase used to decrypt that file.
Another component of SSH is a program called ood)]cant. The program uses the
passphrase to decrypt your private key, which is stored in memory for the duration of
your session. This process eliminates the requirement that you enter the passphrase
every time you need to use your private key.
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Using Public-Key Authentication
Many SAs are more than happy to use SSH with its default password authentication.
In this case, SSH simply functions as a more secure version of Telnet. The problem is
that you need to enter a password manually for every operation. This can become quite
tedious, or even impossible, when you are automating SA tasks. For most of the activities
throughout this book, you must use RSA or DSA authentication.
Even if you use RSA authentication, you still need a passphrase to encrypt the private
key. You can avoid entering the passphrase every time you use SSH in one of two ways.
You can use an empty passphrase, or you can use the ood)]cajp command as discussed
in the next section. One major disadvantage of empty passphrases is that they are easy to
guess, even by people with little skill.

SHOULD YOU USE AN EMPTY PASSPHRASE?
Some think that using an empty passphrase is one of the seven deadly sins of system administration.
We think it can be appropriate within an isolated environment, especially when the security implications are minimal. For example, a Beowulf cluster generally has an internal private network containing
only one machine with an external network connection. For instance, if a university uses the cluster for
research, it might not be a target for intrusion. In this case, having an unencrypted private key on one of
the cluster machines might not be too much of a concern.
However, if the same cluster were in use by a company doing important and confidential research,
then, at the very least, the key should not reside on the one machine with an external connection. Of
course, it would be even better to use an encrypted key along with ood)]cant. This key could be placed
on a machine completely separate from the cluster, yet you could use it to access both the gateway and
the individual nodes. This scenario would also remove the need to have the private-key file on the cluster at all, whether encrypted or not.
The most important thing to consider is what access the key provides. If the key provides nkkp
access to every system in your entire network, then the risks of leaving the key unencrypted (i.e., with
no passphrase) are pretty great. But if the key allows the Dynamic Host Configuration Protocol (DHCP)
server to be restarted on only one host, then what will an attacker do with it? Perpetually restart your
DHCP server? Maybe—but that’s not the end of the world, and it’s easy to fix (change keys).

Version 2 of the SSH protocol supports two types of public-key encryption: RSA and
DSA. The two encryption schemes are similar and generally considered to provide equivalent security. For no particular reason (apart from the fact that we are most familiar with
it), we will use RSA for the examples within this book.
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The main security difference in using RSA or DSA keys for login authentication is that
the trust relationship changes. When you use password authentication, the server directly
challenges the client. With public-key authentication, the challenge occurs at the client
side. This means that if a user on the client side can get hold of a key, he or she will get
into the system unchallenged. Thus the server has to trust the client user’s integrity.

Generating the Key Pair
The first step in the key-generation process is to create your public- and private-key pair.
OpenSSH provides a command just for this purpose. The following command creates
a 2,048-bit RSA key pair and prompts you for a passphrase (which can be left blank if you
so desire):
ood)gaucaj)pno])^.,04
Cajan]pejclq^he_+lner]pano]gaul]en*
Ajpanl]ooldn]oa$ailpubknjkl]ooldn]oa%6
Ajpano]ial]ooldn]oa]c]ej6
Ukqne`ajpebe_]pekjd]o^aajo]ra`ejz+*ood+e`[no]*
Ukqnlq^he_gaud]o^aajo]ra`ejz+*ood+e`[no]*lq^*
Pdagaubejcanlnejpeo6
/]6416_36a06./6/261_6,56206,46346^/63.6a,6`_6,`geng<g]u^aa*knc

The default output files are z+*ood+e`[no] and z+*ood+e`[no]*lq^ for the private and
public keys, respectively.

WHAT SIZE KEY SHOULD YOU USE?
The bigger the key is, the harder it is to crack. Plus, a longer key length makes a key only slightly
slower to use.
When choosing a key size, you must consider the value of the information or capabilities that the
key protects. As long as your key would take more effort to crack than the data (or power) is worth, you
are okay. An excessively large key places an unnecessarily large load on your systems.
If you are protecting data, you should also consider how long that data will be valuable. If the
data will be worthless in one month and the key would take three months to crack, then the key is big
enough. But be sure to consider that the attacker might have specialized hardware or advanced algorithms that can crack your key faster than you’d expect.
The size of the key makes the biggest speed difference during the actual key-generation process.
Large keys are also more work (and therefore a little slower) when the computer encrypts and decrypts
data. SSH uses RSA/DSA only when it initiates a new connection, so the key size affects only the initial
session negotiations—not the performance of a session once it is established.
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Throughout this book, we will generally show you examples that use the SSH key to access your
systems. The actual data being sent is usually not important; it will typically contain commands to be
executed and other control data. If somebody later decrypts this traffic, the results will probably be of
little value.
But in some cases, the data being transferred is sensitive. In these instances, the RSA/DSA key
is one of many things to consider because you use these protocols only to exchange keys for the algorithm used to encrypt the actual data. If attackers have captured the SSH session (i.e., using a network
sniffer), they can crack the public key (by determining its associated private key) and determine the
encryption key, or they can crack the actual encrypted data directly.
You can use the )_ switch to the ood command to control which cipher you use to encrypt your
session. Your options with SSH protocol version 1 are `ao, /`ao, and ^hksbeod—but you should avoid
version 1 of the SSH protocol. With version 2, you have many bulk cipher options (including ^hksbeod).
Most SAs favor the ^hksbeod cipher because it’s fast and believed to be secure.

Specifying Authorized Keys
Now that you have a public-key file, you can simply place that key in any account on any
machine running the SSH server (usually named ood`). Once you’ve set up the account
properly, your private key will allow easy access to it. Determining the private key from
a public key is virtually impossible, so only someone who has the private key can access
the account.
To allow access to an account, simply create z+*ood+]qpdkneva`[gauo. The file contains one key per line (although the lines are very long—the 2,048-bit RSA key created in
the previous example is almost 400 characters long in its ASCII representation). If the file
does not currently exist, you can simply make a copy of your public-key file.
You should also be careful with your permissions because ood` is usually very picky.
In general, your home directory and the z+*ood directory must be only writable by the
user (and not their group, even if they have their own group). The directory must be
owned by the user as well—this can be an issue if nkkp’s home directory is + and it is not
owned by nkkp. If your RSA key is rejected, look in the logs on the system you are connecting to; they will usually tell you why.
Here is an example that assumes you have already copied your public-key file into
your home directory in another account:
ig`en)lz+*ood
_dik`,3,,z+*ood
_lz+e`[no]*lq^z+*ood+]qpdkneva`[gauo
_dik`,2,,z+*ood+]qpdkneva`[gauo

C HA P TER 3

 U S ING S S H TO A U T O M A T E S Y S T E M A D M I N I S T R A T I O N S E C U R E LY

To add a second key, simply append it to the file. Once you have the file in place, your
private key alone allows you to access the account. Of course, by default, the account
password also allows access to the account. You can disable this feature in the OpenSSH
ood` by modifying +ap_+ood+ood`[_kjbec (or the equivalent on your system) and adding
this line:
L]ooskn`=qpdajpe_]pekjjk

Alternatively, you could completely disable the account password (usually stored in
+ap_+od]`ks) and allow only RSA-authenticated logins. However, this isn’t a good idea if

the user needs that password for other services such as POP3 mail access, FTP file transfers, and so on.

Using ssh-agent
If you can use ood)]cajp to allow passwordless operation instead of leaving your private
key unencrypted, then you will greatly add to the security of your systems. The ood)]cajp
program allows you to enter your passphrase only once per “session” and keeps your private key in memory, allowing passwordless connections for the rest of the session.

Knowing ssh-agent Basics
Using ood)]cajp is simple. You start your command shell or your X session using the
agent. Once logged in, you can run
ood)]cajp^]od

and you will have a new shell running through the agent. Or, if you use the wonderful screen program (included with most Linux installations and available from dppl6++
`ena_pknu*bob*knc+lnkfa_p+o_naaj+), you can use
ood)]cajpo_naaj

to begin your screen session. Use the following script as your z+*T_heajpo (or z+*tejepn_)
to allow easy use of ood)]cajp within X:
+^ej+^]od
_`z
ata_ood)]cajp^ej+op]npt)_kjpejqa
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As you can see, ood)]cajp runs the op]npt)_kjpejqa script. That script runs ood)]``
8+`ar+jqhh to add the key and prompt for a passphrase (+`ar+jqhh causes the program
to use an X window for the passphrase entry). The op]npt)_kjpejqa script also performs
other startup tasks and finally starts the window manager.
These manual steps to start ood)]cajp shouldn’t be necessary on modern desktop
environments; generally you’ll already have an ood)]cajp process running. To test, simply
list the keys loaded into your agent:
ood)]``)h

If your output looks like this, you don’t have an agent running and you should start
one yourself as shown previously:
?kqh`jkpklaj]_kjja_pekjpkukqn]qpdajpe_]pekj]cajp*

Once you are running the agent, you can add your private key(s) with ood)]dd:
ood)]``
Ajpanl]ooldn]oabkn+dkia+geng+*ood+e`[no]6
E`ajpepu]``a`6+dkia+geng+*ood+e`[no]$+dkia+geng+*ood+e`[no]%

When you use ood)]cajp to run another command, that ood)]cajp session exists for as
long as that command runs (such as your X session). Once that command terminates, any
stored keys are lost. This is fine when you can start your entire X session as you just saw,
but what if you can’t? You can use the ood)]cajp command as shown in the next section
to start a new ood)]cajp for each login. This works well, unless you have a good number of
simultaneous logins, in which case you will have to add your SSH keys for each session. If
you are in this situation, consider using a tool called keychain that allows all your logins
on the same system to share the same ood)]cajp easily. You can find information about
this tool at dppl6++sss)-,2*e^i*_ki+`arahklanskngo+he^n]nu+h)gau_.+.
We generally recommend using o_naaj. Whenever you spawn new shells inside
o_naaj, they’ll each have the same environment, allowing you to use the same ood)]cajp
from each virtual screen. The additional benefits of o_naaj are many, but we will mention only one here: you can log back in to a remote host and resume your session after
an interruption arising from network or local computer problems. This benefit alone is
worth a lot to an SA.

Getting Advanced with ssh-agent
You can also use ood)]cajp without starting a new process. In the Bash shell (or any
POSIX-compliant shell) you can, for example, start ood)]cajp like this:
ar]h\ood)]cajp\
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Note the backticks around ood)]cant; they cause the output of this command to be
passed to the ar]h command that will execute the code. In fact, all ood)]cajp really does is
start itself and print out some environment variables to be set by the shell. When you use
ood)]cajp to start a new process (as shown in the previous section), it simply sets these
variables and creates a new process with the variables already set. You can run ood)]cajp
by itself to easily see what is set:
ood)]cajp
OOD[=QPD[OK?G9+pil+ood)TTkJ@4A,+]cajp*.252.7atlknpOOD[=QPD[OK?G7
OOD[=CAJP[LE@9.252/7atlknpOOD[=CAJP[LE@7
a_dk=cajple`.252/7

The OOD[=QPD[OK?G environment variable contains the path to the named socket that
ood)]cajp created to allow communication between the SSH program and the agent. The
OOD[=CAJP[LE@ variable contains the agent’s process ID so that it can be killed at some
point in the future.
The main disadvantage of running ood)]cajp this way is that you must kill the agent
through some external method if you want it to stop running once you have logged out.
The more basic usage causes the agent to die upon completion of the process it executed.
Suppose you have a script that executes numerous SSH operations and you want to
enter the passphrase only once. You could create the following script:
+^ej+^]od
Op]nppda]cajp$`kj#p`eolh]uLE@%
ar]h\ood)]cajp\:+`ar+jqhh
Jks(]ogbknpdagaukj_a
ood)]``
Jks(lanbkni]^qj_dkbOODklan]pekjo
ooddkop-#_kii]j`-#
ooddkop-#_kii]j`.#
ooddkop.#_kii]j`/#
Bej]hhu(gehhpda]cajp]j`atep
gehh OOD[=CAJP[LE@
atep,

This script would prompt you for the passphrase only once, store the private key in
the agent, perform several operations, and then kill the agent when it was finished.
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Note You can find the code samples for this chapter in the Downloads section of the Apress web site
(dppl6++sss*]lnaoo*_ki).

Forwarding Keys
You can configure your SSH client to forward your ood)]cajp as well. If you enable this
option, you can connect from machine to machine while your private key is in memory
only on the original machine (the start of the chain). The key itself is never transmitted
over the network. You’ll find the agent useful when connecting to machines on private networks. You can connect to the gateway machine and then connect to internal
machines that you cannot access directly from your workstation. For example, you can
connect to one machine as nkkp and run a script that connects to other machines using
your private key, although your key does not actually exist on that machine.

BE CAREFUL WITH SSH-AGENT FORWARDING
You should never forward your ood)]cajp connection to untrusted hosts (hosts where untrusted
users have nkkp access). The nkkp users on other systems cannot obtain your actual private key, but
they can use your forwarded ood)]cajp connection to access other machines using your private key.
OpenSSH lets you specify different options for different hosts (in ood[_kjbec) so that you can forward
your ood)]cajp only to trusted hosts.
In addition, once you connect to another host and then use the ood command on that host to connect to a third host, you are using the SSH client configuration of the second host, not the first host.
That second host might have been configured to forward ood)]cajp connections anywhere—including
untrusted hosts.
So, prudent users forward their agents only to specific hosts. These select machines allow only
trusted users access to the nkkp account, and they also limit the hosts to which they will forward the
ood)]cajp session. You can also do this on the command line instead of modifying the actual ood[
_kjbec file; simply specify the option )kBkns]n`=cajpjkxuao to the ood command.
Also note that, in the ]qpdkneva`[gauo file, you can use the bnki directive to restrict which
remote hosts are allowed to connect with the specified key (discussed next in the “Restricting RSA
Authentication” section). If you forward your key only to certain systems, you can allow login only from
those systems. If you accidentally forward your key to some other host, it won’t work from that system
anyway.
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Some people also use ood)]cajp in a noninteractive environment. For example, you
might have a system-monitoring script that needs to connect to other machines continuously. You could manually start the script through ood)]cant, and then the script could
run indefinitely using the passphrase you entered at startup. You could even place something like this in your system’s startup scripts:
op]nppdaood]cajp
+qon+^ej+ood)]cajpx+qon+^ej+da]`).:z+*ood+]cajp)ejbk
]hanpkj_]hhlanokjpkpdaouopaina^kkp
a_dk $dkopj]ia%na^kkpa`(jaa`pkood)]``pdaoodgauoejpkpdaood)]cajpX
x+^ej+i]eh)o $dkopj]ia%na^kkpa`kj_]hh<l]ca*at]ilha*_ki

Any scripts that need access to this ood)]cajp can source z+*ood+]cajp)ejbk. If attackers can access the system backups or steal the system disk, they’ll gain the encrypted
private-key file. But even though they’ll have the private key, they won’t be able to use it
because they lack the passphrase to decrypt it. If you employed a passphrase-free private
key instead, you’ll need good backup security and physical security.

Restricting RSA Authentication
The ]qpdkneva`[gauo file can contain some powerful options that limit the amount of
account access the private key is granted. You can also use these options to prevent your
agent from being forwarded to an untrusted host. To do so, place these options in the
]qpdkneva`[gauo file at the beginning of the line and follow the entry with a space character. No spaces are allowed within the option string unless they are contained within
double quotes. If you specify multiple options, you must separate them with commas.
Here’s a list of the options and a brief description of each (the ood` man page contains
more detailed information):
bnki9l]ppanj)heop: This option can specify a list of hosts from which the connec-

tion must be made. This way, even if the key (and the passphrase) is stolen, the
connection still must be made from the appropriate host(s). The pattern could be
&*iukbbe_a*_ki to allow only hosts from the office to connect using that key.
_kii]j`9_kii]j`: If specified, the given command always runs, regardless of what
the SSH client attempts to run.
ajrenkjiajp9J=IA9r]hqa: You can use this command—which you can list multiple

times—to modify or set environment variables. The command is disabled by default
for security reasons, but if you want its functionality you can enable it using the
LaniepQoanAjrenkjiajp option in ood`[_kjbec.
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jk)lknp)bkns]n`ejc: SSH allows ports on the server (or any machine accessible by the

server) to be forwarded to the remote client. So, if users can connect to a gateway
machine via SSH, they can forward ports from your private network to their remote
machines, possibly bypassing some or all security. This prevents a specific key from
forwarding any ports over its connection.
jk)T--)bkns]n`ejc6 SSH can also forward X11 connections over the encrypted connection, allowing you (and the nkkp user) to run X11 applications that display on the
computer initiating the SSH connection. The jk)T--)bkns]n`ejc command disables

this feature for the key in question.
jk)]cajp)bkns]n`ejc: This prevents an ood)]cajp connection from being forwarded to

the host when a user connects to it with the specified key.
jk)lpu: Prevents the allocation of a pseudo terminal so that an interactive login is not

possible).
laniepklaj9dkop6lknp: Allows only a given host and port to be forwarded to the

remote client.
You can use these options for a lot of interesting tasks, as the following sections
illustrate.

Dealing with Untrusted Hosts
When adding your public key to the ]qpdkneva`[gauo file on an untrusted host, you could
add some of the options just discussed to prevent agent and X11 forwarding. This is
a good idea, but you shouldn’t rely on it—if an untrusted nkkp user on the machine can
hijack your forwarded X11 or agent session, that user can probably also modify your
]qpdkneva`[gauo file. That said, you can prevent the forwarding on both ends (client and
server) to be extra safe. To do so, put the following in your ]qpdkneva`[gauo file on the
remote host (the key has been trimmed down for easier reading):
jk)T--)bkns]n`ejc(jk)]cajp)bkns]n`ejc(bnki9&*g]u^aa*kncood)no]=>***UV

This example also limits connections to this account. The key will be granted access
only if the canonical hostname is okiapdejc*g]u^aa*knc.

Allowing Limited Command Execution
Suppose you have a script that monitors a set of servers. Root access is not necessary for
monitoring the systems. The script does, however, need to reboot the machines in some
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cases, which does require root access. The following configuration, when placed in znkkp+
]qpdkneva`[gauo, allows this specific key to reboot the system and nothing more:
jk)lknp)bkns]n`ejc(_kii]j`9+o^ej+na^kkp(jk)lpuood)no]=>***UV

Whoever possesses the specified private key cannot open an interactive shell or forward ports. They can do only one thing: run the +o^ej+na^kkp command. In this specific
example, you must be careful because if you connect to the account with the specified
key, the system will reboot (regardless of what command the remote client attempts to
run). You must also make sure you use an absolute path for the command. If you don’t,
a malicious user might be able to place a command with the same name earlier in the
search path.

Forwarding a Port
Forwarding a port between two machines proves useful in many situations. If the port is
not encrypted, for example, you can use SSH to forward it over an encrypted channel. If
the machine is behind a firewall, that machine can connect to an outside machine and
forward ports to enable outside access.

Accessing a Server Behind NAT
Suppose you want to view a web page on a machine that resides on a private network but
can initiate outgoing connections using Network Address Translation (NAT). You can
connect from that web server to your desktop machine on another network using SSH:
ood)N4,4,6hk_]hdkop64,qoan<ukqn)`aogpkl)ouopai

The command says to connect from the web server (which is behind the NAT router)
to the client (your desktop) and connect port 80 on the server to port 8080 on the client
(the desktop). Once this command has been executed, a user of the desktop system can
point a browser to port 8080 and view the content on port 80 of the web server.
You could replace the hostname hk_]hdkop with the name of any other host that the
initiating host (the web server, in this example) can access. You can use this technique to
provide connectivity between two systems that could not normally communicate with
each other. Let’s say, for example, that a router in the same private network as the web
server allows Telnet access through port 23. The web server could map port 23 on that
router to port 2323 on some other system:
ood)N././6iu)nkqpan6./qoan<okia)dkop

Once you run this command, you will actually have an interactive login session on
the destination system. As long as that session is open, the port forwarding is active.
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Encrypting Mail Traffic
To forward unencrypted port 25 (mail) traffic from your client to a server over an
encrypted channel, you could run this command as nkkp on your local machine:
ood)H.16hk_]hdkop6.1qoan<i]ehoanran

(This doesn’t work if a mail server is already running on the local machine because
it is already using port 25.) When the command is executing, you could send mail to
port 25 of your local machine and that traffic would really go to the mail server over the
encrypted connection.

Configuring authorized_keys
If you want to create a special account on the mail server that allows users only to forward
traffic to port 25, you could configure the ]qpdkneva`[gauo file to restrict access to the
account:
_kii]j`9sdehapnqa7`kohaal-,,,7`kja(jk)lpu(
laniepklaj9hk_]hdkop6.1ood)no]=>***UV

Please note that the preceding code would be only one line in the actual
]qpdkneva`[gauo file, with no space after the jk)lpy,. This configuration allows you to

make a connection that runs an infinite loop and forwards port 25—that’s all. When
connecting with this specific key, you cannot do anything else with this account.

Using SSH for Common Accounts
One interesting way to use SSH involves allowing several users to access one or more
common accounts. You’ll probably find this practice most useful for the nkkp account
(when there are multiple administrators), but you could also use it for other accounts
(such as a special account to do software builds). The advantage of this approach is that
each user does not have to know the account password to access the account. In addition,
the logs can tell you who is actually logging into the account.
Another, and perhaps better, solution is to have each user log in with his or her user
account. The user can then use oq`k to execute certain commands as nkkp (we introduced
oq`k in Chapter 1). But oq`k is not always an option—particularly if you don’t want to create a user account on the system for each user who needs to run commands as nkkp.
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Preparing for Common Accounts
The setup is simple. You generate a key pair for each user and then list the appropriate
public keys in the account’s ]qpdkneva`[gauo file. However, you might find it frustrating to
maintain this system manually when you have a large number of accounts and/or users.
It is much easier to create a configuration file:
Pda]__kqjpj]iaeocerajbenop(bkhhksa`^u]_khkj(
sepda]_dqoansdkodkqh`^a]^hapk]__aoopd]p]__kqjp
heopa`]bpans]n`(]j`oal]n]pa`^u_kii]o*
nkkp6]i^an(^k^(bn]jg(fehh
^qeh`6]i^an(^k^(oqo]j

Then create a script that can process the configuration file and generate all the
]qpdkneva`[gauo files. This particular script assumes that each person’s public key is in his
or her home directory and that he or she is using RSA:
+qon+^ej+lanh)s
qoaopne_p7
Oappdahk_]pekjkbpda_kjbecqn]pekjbehadana
iu _kjbec9+qon+hk_]h+ap_+ood+]__kqjpo7
Sdanapdagaubejcanlnejposehh^aopkna`
$bknlqnlkoaokbhkc]j]huoeo%
iu lnejpo9+qon+hk_]h+ap_+ood+lnejpo7
Oappdal]pdpk]qoan#olq^he_gaunah]perapk
pdaendkia`ena_pknu
iu lq^he_[gau9*ood+e`[no]*lq^7
Pdeobqj_pekjp]gaokjao_]h]nl]n]iapan$daj_apda
sepdejpdal]najpdaoeo%*Pdal]n]iapaneoopkna`ej
pdahk_]hr]ne]^ha qoanj]ia*Pdadkia`ena_pknu
eonapqnja`(knqj`abeonapqnja`ebpdaqoan`kao
jkpateop*
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oq^CapDkia@en$ %w
iu$ qoanj]ia%9<[7
iu dkia`en9$caplsj]i$ qoanj]ia%%W3Y7
qjhaoo$ dkia`en%w
lnejpOP@ANN=__kqjp qoanj]ia`kaoj#pateopXj7
y
napqnj dkia`en7
y
Pdeobqj_pekjp]gaoej]j]__kqjp]j`pdadkia`ena_pknu]j`hkco
pdagaubejcanlnejp$^unqjjejcood)gaucaj)h%(sde_dd]okqplqp6
.,04416._62a6_^6b26a-6/56226556-16^-6.,65a60]6,,6^_***
oq^OpknaLnejp$ %w
iu$ ]__kqjp( dkia`en%9<[7
iu lnejp9\ood)gaucaj)h)b dkia`en+ lq^he_[gau\7
Naikrapda_]nne]canapqnj
_dkil$ lnejp%7
Gaalpdabejcanlnejpkjhu
 lnejp9zo+ZX`'$W,)5])b6Y'%*& + -+7
lnejpLNEJPO ]__kqjp lnejpXj7
y
Pdeobqj_pekjp]gaokjahejabnkipda_kjbecbeha]j`
oapoqlpd]pola_ebe_]__kqjp*
oq^Lnk_aooHeja$ %w
iu$ heja%9<[7
=_khkjoal]n]paopda]__kqjpj]ia]j`pdaqoanosepd]__aoo
iu$ ]__kqjp( qoano%9olhep$+6+( heja%7
iu dkia`en9CapDkia@en$ ]__kqjp%7
napqnjqjhaoo$ dkia`en%7
lnejp=__kqjp ]__kqjp67
Benop(i]gaoqnapda`ena_pknuateopo(eoksja`
^unkkp(]j`eokjhu]__aooe^ha^unkkp
iu cnkql9,7
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eb$)` dkia`en+*ood%w
 cnkql9$op]p$ dkia`en+*ood%%W1Y7
ouopai$_dksjnkkp6nkkp dkia`en+*ood%7
ouopai$_dik`,3,, dkia`en+*ood%7
yahoaw
ig`en$ dkia`en+*ood(,3,,%7
y
Naikrapdaateopejcbeha
qjhejg$ dkia`en+*ood+]qpdkneva`[gauo%7
?na]papdajasbeha^u]llaj`ejckpdanqoano#lq^he_gauo
iu$ qoan( dkia`en.%7
bkna]_d qoan$olhep+(+( qoano%w
Cappdeokpdanqoan#odkia`ena_pknupkk
 dkia`en.9CapDkia@en$ qoan%7
jatpqjhaoo$ dkia`en.%7
eb$$jkp)b dkia`en.+ lq^he_[gau%kn
$)h dkia`en.+ lq^he_[gau%%w
lnejpXjQoan qoanlq^he_gaujkpbkqj`knjkp]behaXj7
jatp7
y
lnejp qoan7
iu kqpbeha9 dkia`en+*ood+]qpdkneva`[gauo7
ouopai$_]p dkia`en.+ lq^he_[gau:: kqpbeha%7
OpknaLnejp$ qoan( dkia`en.%7
y
lnejpXj7
Jks(betpdalanieooekjopkpdaenlnklanr]hqao
ouopai$_dik`,2,, dkia`en+*ood+]qpdkneva`[gauo%7
ouopai$_dksj ]__kqjp dkia`en+*ood+]qpdkneva`[gauo%7
ouopai$_dksj ]__kqjp dkia`en+*ood%7
eb$ cnkql%w
Sao]ra`epolnarekqocnkqlksjanodel***naopknaep*
ouopai$_dcnl cnkql dkia`en+*ood%7
y
y

43

44

C HAPTER 3

 US ING S S H TO A U TOMA TE S YS TEM A D M I N I S T R A T I O N S E C U R E LY

Klajpdabejcanlnejpbeha
klaj$LNEJPO(: lnejpo%kn`ea?]j#p_na]pa lnejpo6 Xj7
Klajpda_kjbecbeha]j`lnk_aooa]_djkj)ailpuheja
klaj$?KJB( _kjbec%kn`ea?]j#pklaj _kjbec6 Xj7
iu heja7
Pda]jchaklan]pkno$8:%na]`kjaheja]p]peia
sdeha$ heja98?KJB:%w
_dkil$ heja%7
Naikra]ju_kiiajpo
 heja9zo+X*& ++7
Naikraha]`ejc]j`pn]ehejcsdepaol]_a
 heja9zo+ZXo'++7
 heja9zo+Xo' ++7
Lnk_aoopdaheja$eb]jupdejceohabp%
 heja]j`Lnk_aooHeja$ heja%7
y
_hkoa$?KJB%7
_hkoa$LNEJPO%7
atep,7

ALWAYS WATCH FOR RACE CONDITIONS
You might find it odd that the ]qpdkneva`[gauo file-generation script changes ownership of the *ood
directory to user nkkp and group nkkp and then changes it back to the proper user later in the script.
The script makes these ownership changes to prevent any race-condition exploits by the user of that
account. Even if you trust all your users now, you might not trust them all in the future, so you’re better
off addressing the problems while you write the original script.
The script first makes sure the directory is owned by nkkp and writable by nobody else. Then it
removes the current ]qpdkneva`[gauo file. If this is not done, the current ]qpdkneva`[gauo file could
be a symbolic link to a system file that is overwritten when you create the file.
The script also checks the user’s public-key file to make sure it is a regular file (the )b operator)
and not a symbolic link (the )h operator). If the user’s public-key file is a symbolic link, the account’s
user could point that link to any system file he or she could not normally read (such as the shadow
password file). Then the script, when run, would copy the contents of that file into an ]qpdkneva`[
gauo file.
Note that you must remove the current ]qpdkneva`[gauo file and check the public-key file after
the *ood directory’s ownership and permissions change. If you do not, the user could theoretically
change the files after you have checked them but before you access them, effectively bypassing all the
security in the script.
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As you can see, the script assumes all the home directories are on this particular
machine. You can use various methods to synchronize home directories among multiple
machines, as discussed in Chapter 7 and elsewhere throughout the book. Alternatively,
you could easily modify this script to manage accounts on other machines using o_l to
transfer the actual ]qpdkneva`[gauo files. Here’s the output from this script when it is run
with the sample configuration file:
*+]__kqjp)ood)oapql*lh
=__kqjpnkkp6]i^an^k^bn]jgfehh
=__kqjp^qeh`6]i^an^k^oqo]j

The script also creates a file that lists all the key fingerprints and their associated
account names. Later, you can use this file to aid in the analysis of the ood` log entries.
The file, as you will notice, might contain duplicate entries, but that won’t affect how it’s
used later.

Monitoring the Common Accounts
If you want to monitor which users are logging into which accounts, you must first keep
a log of which key logs into which account. Unfortunately, OpenSSH does not do this by
default. You need to turn up the logging level of ood` by adding this line to +ap_+ood+ood`[
_kjbec (or wherever it is on your system):
HkcHarahRAN>KOA

Once you have added this configuration line and restarted ood`, you will see these
logs (in +r]n+hkc+oa_qna or wherever you have your other ood` logs). We’ve removed the
headers for easier reading:
Bkqj`i]p_dejcNO=gau6__61/6-/6416a16],6526_56.06b16`a6a,6a/65a65^6^2
=__alpa`lq^he_gaubknpaop-bnki-,*-*-*-lknp11320ood.

Unfortunately, the information you need for each login spans two lines in the log file,
which makes analysis slightly more complicated. Here is an example script that can analyze a log file and summarize user logins (as with every example in this book, this script is
only an example; you should modify it as necessary for your specific needs):
+qon+^ej+lanh)s
qoaopne_p7
Pdahkcbehapk]j]huva^u`ab]qhpkj]Na`D]p)^]oa`ouopai
iu hkc9+r]n+hkc+oa_qna7
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Sdanapdagaubejcanlnejpo]naopkna`
iu lnejpo9+qon+hk_]h+ap_+ood+lnejpo7
Benop(na]`]j`opknapdabejcanlnejpoej]d]odp]^ha
@qlhe_]pahejaosehhjkpdqnp]jupdejc
klaj$LNEJPO( lnejpo%kn`ea?]j#pklaj lnejpo6 Xj7
iu$!Lnejpo( heja%7
sdeha$ heja98LNEJPO%w
_dkil$ heja%7
iu$ ]__kqjp( lnejp%9olhep++( heja7
 Lnejpow lnejpy9 ]__kqjp7
y
_hkoa$LNEJPO%7
Klajpdahkcbeha]j`lnk_aooa]_dheja
Opknanaoqhpoej]psk)peand]odp]^ha
klaj$HKC( hkc%kn`ea?]j#pklaj hkc6 Xj7
iu$!Naoqhpo( qoan%7
sdeha$ heja98HKC%w
_dkil$ heja%7
eb$ heja9z+Bkqj`i]p_dejcXO'gau6$W,)5])b6Y'%+%w
@apaniejaqoanbnkilnejp)hkkgqld]od$eblkooe^ha%
eb$ Lnejpow -y%w
 qoan9 Lnejpow -y7
yahoaw
 qoan9#Qjgjksj#7
y
yahoeb$ heja9z+=__alpa`lq^he_gaubkn$XO'%+%w
 Naoqhpow -yw qoany''7
y
y
_hkoa$HKC%7
@eolh]updanaoqhpo
iu ]__kqjp7
bkna]_d ]__kqjp$gauo!Naoqhpo%w
lnejp ]__kqjp6Xj7
bkna]_d qoan$gauo!w Naoqhpow ]__kqjpyy%w
lnejp qoan6 Naoqhpow ]__kqjpyw qoany_kjja_pekj$o%Xj7
y
y
atep,7
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Here’s an example of the script being executed:
*+oodnalknp*lh
nkkp6
]i^an6._kjja_pekj$o%
^k^6-_kjja_pekj$o%
^qeh`6
oqo]j60_kjja_pekj$o%

The script is fairly simple, but you could expand it to support date ranges or to report
the dates of the various logins.
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4

Configuring Systems with
cfengine
S

o far we’ve been discussing automation in a general way. At this point we’ll move
beyond single ad hoc measures to a more systematic and robust approach. While you
certainly have the option of writing your own collection of automation scripts, we recommend you use a proven automation framework: cfengine.

Getting an Overview of cfengine
Cfengine is software you can use to automate changes on UNIX (and UNIX-like) systems.
It is a high-level language that describes system state, not a general-purpose programming language such as Perl or a shell. It’s primarily declarative, meaning that the SA
writes out a technical description instead of a list of low-level steps to accomplish the
goal. It is high-level enough that someone familiar with UNIX concepts and usage can
read a cfengine configuration and understand what is being done without any prior
cfengine knowledge.
The language drives what you should consider your personal software robot. This
robot (called _b]cajp) does your repetitive work for you while you move on to other tasks.
In this chapter we’ll use the current version of cfengine at the time of this writing:
version 2.2.7.

Defining cfengine Concepts
Cfengine was designed to save time and reduce errors though automation. Its second,
related goal is to enable computer systems to self-correct errors. It might take you some
time to set up and configure cfengine, but you will be happier when everything has been
said and done.
At first, performing a new task with cfengine might take longer than performing the
same task manually. But when you upgrade the operating system and lose a change made
under the old OS installation, you’ll be glad you used cfengine because it will simply perform the change again. Or, when you realize a few other systems need the same change,
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you can use cfengine to make this happen in seconds (by adding the new systems to the
appropriate class).
If you made the change manually, on the other hand, it might take some time before
you even notice that the change was lost. Once you notice, you’ll have to make the
change manually all over again—that is, of course, if you remember how you did it the
last time. If ten new systems need a specific change, you might spend an hour changing
each system yourself, whereas cfengine could have just done it for you.
Cfengine allows you to use one set of configuration files. Each host can transfer the
configuration files from one or more cfengine servers before each run. As long as you
make all the changes in that set of configuration files, all systems will receive the configuration updates automatically. You will no longer need to remember to make manual
system changes. You will no longer need to use special scripts for special systems and/or
scripts that have so many conditionals (based on hostname, operating system, etc.) that
they’ve become unreadable and difficult to maintain. Cfengine comes with a rich set of
automatically detected UNIX characteristics that the SA can use to perform tasks on only
the desired systems.
Perhaps most important, this set of configuration files documents every change you
make to every system. If you put a few comments in the files along with the commands,
you will document not only what you have done but also why you did it.

CENTRALIZED CFENGINE CONFIGURATION FILES
Cfengine doesn’t force centralized configuration files onto its users. In our examples, we choose
to maintain a single configuration-file tree and distribute it to all hosts, and cfengine allows us to
update configuration files any way we choose. Some sites choose to retrieve some or all files directly
from a revision-control system such as Concurrent Versions System (CVS) or Subversion on all client
systems. Some sites have configuration files copied from multiple remote servers to create a single
configuration tree, in what would be considered a decentralized model.

For some tasks, cfengine abstracts the desired action from the technical specifics
of the underlying operating system. For other tasks (namely editing files), cfengine provides an editing-specific command that allows you to specify the modifications exactly.
Using these commands is similar to using oa`. The cfengine text-editing commands have
low-level abilities in addition to higher-level ones. We will cover the a`epbehao feature of
cfengine later in this chapter.
Cfengine doesn’t provide native support for certain tasks, but it lets you execute
external scripts based on a system’s class membership. When possible, you should use
the internal commands that cfengine provides. If you don’t, you can use custom shell and
Perl scripts, but you should still get cfengine to execute them on your behalf.
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Once you decide to use cfengine, you’ll want to use it for as many tasks as possible.
So you’ll probably need to change your habits because you might be tempted to just “fix
it real quick” instead of going through the proper cfengine process. The quotes around
the word “quick” are carefully positioned. If you do a manual “quick fix” to your existing
set of systems, a newly deployed system might be missing the change. When you work to
redeploy the change using cfengine, you’ll have to figure out how the change was made,
test it, and deploy it once again. The simple act of figuring out how to make the change
again is time-consuming. Using cfengine to deploy the change in the first place ensures
you don’t have to go through that process again for your existing systems and configuration, at least until you upgrade your OS or major applications.
You don’t have to use cfengine to control all aspects of system configuration, so you
can easily introduce it into an existing management framework without eliminating any
existing methods of system configuration. You are free to use cfengine to control only the
aspects of your systems that you’re initially comfortable with. Over time, you can migrate
the old configuration methods into cfengine. This situation isn’t ideal for the long term
because having two administration frameworks incurs increased complexity, but it will
help you get comfortable with cfengine before committing all your site’s administration
to it.
Once you switch to cfengine, you will enjoy many benefits:


 A standardized configuration for all hosts on your network that you can use to
enforce homogeneity or to support diversity, each in an automated manner: Cfengine configuration rules are each essentially a promise about the nature of the
system. The _b]cajp program ensures that promises are kept.



 The ability to change specific systems: You can classify systems using a variety of
built-in methods and classes (even ones added by the SA staff), and make changes
only on the appropriate systems.



 The ability to record system changes and perform them again if necessary: One of
cfengine’s primary goals is to bring systems into conformance with policy and
keep them that way.



 Systems that might have intermittent uptime or network connectivity but will eventually make any necessary changes: You won’t need to keep track of what systems
were up when you made a particular change across all your systems.

Evaluating Push vs. Pull
Yet another advantage to using cfengine is that it pulls from a server instead of pushing from the master system. This doesn’t make a big difference when you have a local
set of reliable servers that are usually up and running. But the pull method is much
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more reliable if your systems are spread out over an unreliable network or if they aren’t
always running.
For example, if some systems can boot to either Linux or Windows, they can pull
from the server whenever they are running Linux. If you were to use a push technique
instead, the system might get neglected if it’s running Windows at the time of the
attempted push because the master push system expects a Linux host to be running at
the remote IP address. When such systems boot into Linux again, cfengine will copy the
latest configuration files to the system and ensure that the current promises are kept.
Another problem situation arises when you have UNIX running on one or more
laptops that are not always connected to the network. A system like this might never be
updated using the push method, because it would have to be connected to the network at
the exact time a push occurs. With the pull method, the laptop would automatically pull
the configuration changes the next time it contacts the configuration server.
Pull also scales more manageably because each host can decide where to get its
updates and can fail over to an alternative if the request times out or otherwise fails. In
a push model where multiple central hosts attempt to push to the same client at once,
conflicts are likely to occur. Cfengine’s author Mark Burgess says: “Push methods are
basically indistinguishable from an attack on the system. They attempt to remove each
user’s local right to decide about their own systems. In a world where we increasingly
own the devices we use as personal objects, this all seems a bit like something from the
cold war.” Mark is speaking to the freedom that both the pull model and cfengine allow.
In this book we set standardized schedules and policies on our systems, but this is strictly
a local policy choice. The cfengine framework is remarkably free of assumptions and
requirements, and you can use it to implement the appropriate policies for your site.
Although cfengine typically pulls from a server and executes at regular intervals (configurable, but defaults to once an hour), it also supports the ability to force updates to all
or any subset of the systems on demand. Obviously, you will find this useful when you are
performing mission-critical bug fixes (e.g., something else you did messed up a system or
two and you need to fix it very quickly).
You can also run cfengine directly on each system by logging in and manually running the _b]cajp command. Cfengine follows a good theory in system-administration
automation: the more ways you can initiate changes to a system, the better—as long as
all changes are done in the same way. In other words, cfengine provides several methods
for updating each system, but all of them use the same configuration files and operate
exactly the same way (once initiated). We can thank _b]cajp for this standardization; it’s
always the program reading the configuration files and implementing the policy.
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Delving into the Components of cfengine
The cfengine suite consists of several compiled programs. Modern systems have plenty
of disk space to house the binaries locally. Some of the older cfengine documentation
implied that it’s wise to share out +qon+hk_]h or a similar directory through NFS—or
Andrew File System (AFS) or Distributed File System (DFS)—and utilize the shared files
from all systems. But most SAs today would see a real disadvantage to the single point of
failure inherent in the remote mounting of critical software like cfengine, at least when
disk space is as cheap as it is.
We’ll list some of cfengine’s programs here:
_b]cajp: The autonomous configuration agent (the heart of the framework). This
command can be run manually (on demand), by _bata_` on a regular basis, and/or
by _boanr` when triggered by a remote _bnqj invocation. The necessary and sufficient
condition for using cfengine is to run _b]cajp somehow.
_boanr`: The file-transfer and remote-activation daemon. You must run this on any
cfengine file servers and on any system where you would like to execute _b]cajp
remotely.
_bata_`: The execution and reporting daemon. You run this either as a daemon or as
a regular cron job. In either case, it handles running _b]cajp and reporting its output.
_bgau: Generates public/private key pairs and needs to be run only once on every

host.
_bnqj: You can run this command from a remote system that will contact the clients
(through _boanr`) and tell them to execute _b]cajp.

For any given command, you can see a summary of its options by using the )d
command-line option. When running a command, you can always specify the )r switch
to see detail. For example, _b]cajp is nonverbose by default but will describe the actions it
takes when the )r switch is used.
When debugging a program, you should use the )`. switch to view debugging
information (and, for daemons, the )`. switch prevents them from detaching from the
terminal).

Mapping the cfengine Directory Structure
You must install the binaries in a directory mounted on every host or install them independently on each host. Everything cfengine uses during its normal operation is located
under the +r]n+_bajceja+ directory by default, although Debian and its derivative distributions use +r]n+he^+_bajceja. by default. The directory’s contents are as follows:
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^ej+: Important binaries (_b]cajp, _bata_`, and _boanr`) are usually copied here to

ensure they are available when needed. Normal operation doesn’t require this, but
the cfengine example documentation recommends it and many sites adhere to it.
ejlqpo+: This is the standard location for all the configuration files cfengine needs.
We will initially use three files from this directory—_b]cajp*_kjb, _boanr`*_kjb, and
ql`]pa*_kjb—but we’ll be expanding on those initial files quite a bit as the book pro-

gresses.
kqplqpo+: This is where the output from each _bata_` run is logged.
llgauo+: This is where this system’s public and private keys, as well as other systems’

public keys, are located.

Managing cfengine Configuration Files
Each system must have a minimal number of configuration files. You should place these
in the +r]n+_bajceja+ejlqpo+ directory on each system (+r]n+he^+_bajceja.+ejlqpo on
Debian and derivatives), but you can maintain them in a central location and copy them
(using a pull) to all client systems:
ql`]pa*_kjb: This file must be kept simple. It is always parsed and executed by _b]cajp

first. Its main job and intended usage is to copy the set of configuration files from the
server. If any of the other configuration files contains an error, this file should still
be able to update files so that the next run will succeed. If this file contains an error,
you will have to fix any affected systems manually. At most sites this file should go
unchanged for long periods of time once the cfengine infrastructure is initially set up.
_b]cajp*_kjb: This file contains the guts of your automation system—all the actions,
group declarations, and so on. Throughout this book we utilize the _b]cajp*_kjb file
as the starting point for all the included files (using cfengine’s eilknp feature) that

make up the bulk of the configuration. This approach leads to more modular and
easy-to-read configurations.
_boanr`*_kjb: As the name suggests, this is the configuration file for the _boanr`
daemon. It defines which hosts can remotely execute _b]cajp and which remote hosts

can transfer particular files.
You should manage the master copy of the configuration files with a source-control
system such as Subversion. This way you have a record of any changes made and you can
revert to an older configuration file if you introduce a problem into the system. If you feel
that you don’t have the time to set up Subversion or even CVS, then something extremely
simple such as Revision Control System (RCS) will still be better than nothing. We’ll
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give examples on how to set up and use Subversion with cfengine in Chapter 11 (using
cfengine itself to fully automate the process).

WHERE IS MY /VAR/CFENGINE/INPUTS DIRECTORY?
The +r]n+_bajceja+ejlqpo and +r]n+_bajceja directories are not included with UNIX or Linux
default installations. They might not even exist on systems with cfengine installed. Package-based cfengine installations often create some of the required cfengine directories, but usually not all.
It is up to you to create and configure the required directories and configuration files needed for
your site’s cfengine framework. We’ll describe a simple cfengine site configuration later in this chapter,
but the example is intended for demonstration purposes only. In Chapter 5, we’ll configure a complete
cfengine framework and build on it in later chapters.
For now, simply be aware that by default _b]cajp (or any other cfengine program) doesn’t automatically configure a system in a way that satisfies all the prerequisites for running cfengine. You’ll
have to handle all the details yourself. If you’re chomping at the bit to see how it’s done, check out the
_b*lna_kjb preconfiguration script from Chapter 5.

Identifying Systems with Classes
The concept of classes is at the heart of cfengine. Each system belongs to one or more
classes. Or, to put it another way: each time _b]cajp runs, many classes are defined based
on a variety of different kinds of information. Each action in the configuration file can
be limited only to certain classes. So, any given action could be performed on one host
only, on hosts running a specific operating system, or on every host. Cfengine uses both
built-in and custom classes, both of which will be discussed within this section.

Categorizing Predefined Classes
The host itself determines many of the classes that are defined—its architecture, hostname, IP address(es), and operating system. Several classes are also defined based on the
current date and time.
To determine which standard classes are defined on any given system, run this
command:
_b]cajp)l)rxcnal@abeja`
@abeja`?h]ooao9$-5.[-24[--5.[-24[-[-20[^ep@]u.1@a^e]j[CJQ[Hejqt[0[,[[j[[h[
Dn,,Dn,,[M0FqjaIej11[,,Iej13M0RIs]naSa`jao`]uUn.,,4]``n[]ju_]ilej[jap
_bajceja[._bajceja[.[-_bajceja[.[-[.,_kileha`[kj[hejqt[cjq`a^e]j`a^e]j[0
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`a^e]j[0[,ba4,[[.5,[.3bb[baa4[51-,ba4,[[.5,[.3bb[baa4[51--elr0[-5.elr0[-5.[-24
elr0[-5.[-24[-elr0[-5.[-24[-[-hejqthejqt[.[2[-4[1[]i`20hejqt[t42[20
hejqt[t42[20[.[2[-4[1[]i`20
hejqt[t42[20[.[2[-4[1[]i`20[[-[OIL[O]p[@a_[..[.,[0/[15[QP?[.,,3jap
jap[eb]_a[apd,jap[eb]_a[apd-jap[eb]_a[hkjap[eb]_a[lll,
jap[eb]_a[lll-bkkbkk[_]ilej[japbkk[ejpt42[20%

As you can see, this example system contains quite a number of predefined classes.
They fall into a few categories:
Operating System: `a^e]j`a^e]j[0`a^e]j[0[,
Kernel: hejqthejqt[.[2[-4[1[]i`20
Architecture: t42[20hejqt[t42[20hejqt[.[2[-4[1[]i`20
Hostname: _]ilej[japbkkbkk[_]ilej[jap
IP Address: elr0[-5.elr0[-5.[-24-5.[-24[--5.[-24[-[Date/Time: Sa`jao`]uUn.,,4Dn,,Dn,,[M0FqjaIej11[,,Iej13@]u.1
Every system is a member of the ]ju class, for obvious reasons. As you can see,
cfengine provides good granularity with its default class assignments. We cannot possibly
list all the classes that could be assigned to your systems, so you will have to check the list
on each of your systems (or, at least, each type of system on your network).
The time-related classes probably require some additional explanation. The Iej11[,,
class specifies the current five-minute range. The M0 class is always set in the last quarter
of the hour. The Dn,,[M0 class says you are currently in the last quarter of the midnight
hour (it’s time for bed).

Defining Custom Classes
Custom classes are defined in the _h]ooao section of the _b]cajp*_kjb configuration file.
Here is an example:
_h]ooao6
?da_gpkoaaebT--N2eoejop]hha`
T--N29$#+qon+^ej+paop)`+qon+T--N2#%
Qoa^qehp)ej`ena_pknu_da_gbkn]hk_]hlnkcn]i`ena_pknu
d]ra[qon[lgc[c]jche][/[,[39$Eo@en$+qon+lgc+c]jche])/*,*3%%
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I]ehoanranoiqop^aatlhe_ephu`abeja`]pkqnoepa
i]eh9$i]eh-i]eh.%
@JO]j`sa^oanrano]nak^rekqo^updaen_kjbecqn]pekjbehao
`jo9$#+qon+^ej+paop)b+ap_+j]ia`*_kjb#%
sa^9$#+qon+^ej+paop)b+ap_+dppl`+_kjb+dppl`*_kjb#%
Sad]ra]h]ncajqi^ankbsa^oanrano(hapÑo^na]gpdaikqpejpk
cnkqlokbpajbknsdajsaeilhaiajp_d]jcao]_nkoopdai
benop[paj[sa^o9$Nac?il$sa^oanranW,)5Ye( wdkopy%%
oa_kj`[paj[sa^o9$Nac?il$sa^oanran-W,)5Ye( wdkopy%%
pden`[paj[sa^o9$Nac?il$sa^oanran.W,)5Ye( wdkopy%%
bkqnpd[paj[sa^o9$Nac?il$sa^oanran/W,)5Ye( wdkopy%%
bebpd[paj[sa^o9$Nac?il$sa^oanran0W,)5Ye( wdkopy%%
***]j`okkj***
=ju_nepe_]hoanrano]na]iai^ankbpdeo_h]oo
_nepe_]h9$i]eh`josa^%

When a class definition contains a quoted string, that is a command to be executed.
If the command returns an exit code of ,, then this system will be part of that class.
Class definitions can (and often do) list other classes. If a system is a member of any
of the listed classes, then it is also a member of the new class.
Some cfengine commands can define new classes in certain situations. If, for
example, a particular drive is too full, a command can define a class and print a warning. Other parts of the configuration file might take further action if that class is
defined. We’ll explore this quite a bit in later chapters.

Finding More Information About Cfengine
You can download cfengine from its web site: dppl6++sss*_bajceja*knc+. The web site
includes a tutorial, a comprehensive reference manual, mailing lists, and archives.
Two additional web sites are useful. The first, dppl6++sss*_bajceja*_ki, is a commercial
venture started by the cfengine author and some colleagues. It contains enhanced documentation in return for a little information about how you use cfengine. The second is
dppl6++sss*_bsege*knc, a community-run site with a lot of useful tips and tricks for dealing with cfengine, generally from very experienced cfengine users.
You should also examine the large number of sample configuration files included
with the cfengine distribution.
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Learning the Basic Setup
Within this section, we’ll illustrate and discuss a simple cfengine setup that will provide
a good framework for customization and expansion. These simple configuration files will
not make many changes to your systems, but they will still show some of the power of
cfengine.
This simple setup includes one central server and one other host. With cfengine, all
hosts are set up identically (even with only slight differences on the server), so you could
extend this example to any number of systems. We would recommend, though, that you
start out with just two systems. Once you get cfengine up and running on those systems,
expanding the system to other hosts is easy enough. In later chapters we’ll completely
overhaul this basic configuration to scale up to complete site-wide management.

Setting Up the Network
Before starting with cfengine, you should make sure your network is properly prepared.
Using cfengine with dynamic IP addresses is difficult because cfengine utilizes two-way
authentication during network communications. Even if you use the Dynamic Host
Configuration Protocol (DHCP) to assign addresses to some or all of your systems, it
should always assign the same IP address to systems that you’ll control with cfengine.
In other words, it doesn’t matter which method you use to assign the IP addresses, as
long as the IP address for each system to be managed stays consistent. Cfengine has
configuration directives allowing it to understand that hosts on certain IP ranges use
dynamic IP addresses, but this defeats the two-way trust mechanism. You should avoid
dynamic IP addresses if possible.
The next task is to make sure your Domain Name System (DNS) is properly configured for your hosts. Each host should have a hostname, and a DNS lookup of that
hostname should return that host’s IP address. In addition, if that IP address is looked up
in DNS, the same hostname should be returned.
If this setup is not possible, we recommend that you add every host to the +ap_+dkopo
file on every system, although if your DNS isn’t properly configured you’ll have pain
in other areas. If you are using a multihomed host, you must pay attention to which IP
address will be used when your host is communicating with other cfengine hosts.

Running Necessary Processes
In the simplest setup, you can use cfengine by running _b]cajp on each system manually.
You will, however, benefit more from running one or two daemons on each system.
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The cfexecd Daemon
Although you could, theoretically, run _b]cajp only on demand, you’re better off running it automatically on a regular basis. This is when _bata_` comes in handy; it runs as
a daemon and executes _b]cajp on a regular, predefined schedule. You can modify this
schedule by adding time classes to the o_da`qha setting in the _kjpnkh block in _b]cajp*
_kjb. The default setting is Iej,,[,1, which means _b]cajp will run in the first five minutes
of every hour. To run twice per hour, for example, you could place the following line in
the _kjpnkh section of _b]cajp*_kjb:
o_da`qha9$Iej,,[,1Iej/,[/1%

The _bata_` daemon does not have its own configuration file; it uses settings
intended for _bata_` in the _b]cajp*_kjb file.
You can also run _bata_` on a regular basis using the system’s cron daemon. You
could add the following entry to the system crontab (usually +ap_+_nkjp]^) to execute
(and report) _b]cajp every hour:
,&&&&nkkp+qon+hk_]h+o^ej+_bata_`)B

The )B switch tells the _bata_` program not to go into daemon mode because it is
being run by cron.
For increased reliability, you can run _bata_` as a daemon and also run it from cron
(maybe once per day). You can then, in _b]cajp*_kjb, check for the crontab entry and
check whether the _bata_` daemon is running. The following lines, if placed in _b]cajp*
_kjb, perform these checks and correct any problems:
a`epbehao6
w+ap_+_nkjp]^
=llaj`EbJkOq_dHeja,&&&&nkkp+r]n+_bajceja+^ej+_bata_`)B
y
lnk_aooao6
_bata_`naop]np+r]n+_bajceja+^ej+_bata_`

With this technique, if either of the methods is not working properly, the other
method ultimately repairs the problem.

The cfservd Daemon
The _boanr` daemon is not required on all systems. It needs to run on any cfengine file
servers, which, in our case, is the central configuration server only. It also allows you
to execute _b]cajp from other systems remotely. If you want this functionality (which
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we recommend), then _boanr` needs to be running on every system. In either case, you
should always check whether it’s running by using the following entry in _b]cajp*_kjb:
lnk_aooao6
_boanr`naop]np+r]n+_bajceja+^ej+_boanr`

Running _boanr` on all hosts presents little risk, and it allows added flexibility
when you later need to retrieve information from client systems using cfengine. Make
sure that your access controls (the ]`iep lines in _boanr`*_kjb) don’t allow access
to unnecessary hosts. Only access explicitly defined in _boanr`*_kjb is allowed, so
_boanr` is safe by default.

Creating Basic Configuration Files
You need to place your configuration files in the master configuration directory on the
configuration server (as we’ll explain in the next section). These common files will be
used in their exact original form on every server in your network.

Example cfservd.conf
This is the configuration file for the _boanr` daemon. It allows clients to transfer the master set of configuration files and also allows you to execute _b]cajp remotely using _bnqj.
Obviously only one system needs to allow access to the central configuration files (the
server), but having _boanr` allow access to those files doesn’t hurt anything on other systems (because those systems don’t have the files there to copy). All systems, however, can
benefit from allowing remote _b]cajp execution, because it allows you to execute _b]cajp
on demand from remote systems.
So, you can use the following _boanr`*_kjb on all your systems:
_kjpnkh6
`ki]ej9$iu`ki]ej*_ki%
=hhksQoano9$nkkp%
_bnqj?kii]j`9$+r]n+_b]cajp+^ej+_b]cajp%
PnqopGauoBnki9$-,*-*-%
=hhks?kjja_pekjoBnki9$-,*-*-%
=hhksIqhpelha?kjja_pekjoBnki9$-,*-*-%
]`iep6
+qon+hk_]h+r]n+_bajceja+ejlqpo&*iu`ki]ej*_ki
+r]n+_b]cajp+^ej+_b]cajp&*iu`ki]ej*_ki
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The _bnqj?kii]j` setting specifies the location of the _b]cajp binary to be run when
a connection from _bnqj is received. The ]`iep section is important because it specifies
which hosts have access to which files. You must grant access to the central configuration
directory and the _b]cajp binary. You also need to grant access to any other files that clients need to transfer from this server.

Basic update.conf
You should keep the ql`]pa*_kjb file as simple as possible and change it rarely, if ever.
The _b]cajp command parses and executes the ql`]pa*_kjb file before it does the same to
_b]cajp*_kjb. If you put out a bad _b]cajp*_kjb, the next time the clients execute _b]cajp
they get the new version because their ql`]pa*_kjb file is still valid. Distributing a bad
ql`]pa*_kjb would be a bad idea, so we recommend testing any changes thoroughly
before you place the file in the central configuration directory. We also recommend you
include some comments in the file that warn about problems resulting from errors.
Again, the ql`]pa*_kjb file is run on every host, including the server. The _b]cajp command is smart enough to copy the files locally (instead of over the network) when running
on the configuration server. Several variables are defined in the _kjpnkh section and then
used in the _klu section. You can accomplish variable substitution with either the $r]n%
or wr]ny sequence:
-_kjpnkh6
.]_pekjoamqaj_a9$_klupe`u%
/`ki]ej9$iu`ki]ej*_ki%
0skng`en9$+r]n+_bajceja%
1lkhe_udkop9$oanran*iu`ki]ej*_ki%
2i]opan[_bejlqp9$+qon+hk_]h+r]n+_bajceja+ejlqpo%
3_b[ejop]hh[`en9$+qon+hk_]h+o^ej%
4
5_klu6
-, $_b[ejop]hh[`en%+_b]cajp`aop9 $skng`en%+^ej+_b]cajp
--ik`a9311
-.pula9_da_goqi
-/
-0 $_b[ejop]hh[`en%+_boanr``aop9 $skng`en%+^ej+_boanr`
-1ik`a9311
-2pula9_da_goqi
-3
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-4 $_b[ejop]hh[`en%+_bata_``aop9 $skng`en%+^ej+_bata_`
-5ik`a9311
.,pula9_da_goqi
.-
.. $i]opan[_bejlqp%`aop9 $skng`en%+ejlqpo
./n9ejb
.0ik`a9200
.1pula9^ej]nu
.2at_hq`a9&*hop
.3at_hq`a9&z
.4at_hq`a9&
.5oanran9 $lkhe_udkop%
/,pnqopgau9pnqa
//.pe`u6
// $skng`en%+kqplqpol]ppanj9&]ca93

Line 5: You should replace the string oanran*iu`ki]ej*_ki with the hostname of your
configuration server.
Line 6: This is the directory on the master configuration server that contains the master configuration files. It requires the ]`iep entry in _boanr`*_kjb.
Line 7: This is the location, on every server, of the cfengine binaries.
Line 23: This specifies that you should copy the source directory recursively to the
destination directory with no limit on the recursion depth.
Line 25: This option is misleading at first. It specifies that you should compare any
local file byte by byte with the master copy to determine if an update is required.
Line 29: This option causes the files to be retrieved from the specified server.
Line 33: This command in the pe`u section removes any kqplqpo+ directory files that
have not been accessed in the last seven days.
The permissions (modes) on each file are checked on each run even if the file already
exists.

Framework for cfagent.conf
The _b]cajp*_kjb file is the meat of the cfengine configuration. You should make any
change on any system using this file (or files imported from this file, as demonstrated in
later chapters). We’ll keep the sample _b]cajp*_kjb file simple for demonstration purposes; don’t use it as is in a real-world scenario.
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If you call any scripts from cfengine and those scripts produce any output, that
output will be displayed (when executed interactively) or logged and e-mailed (when
executed from _bata_`). Executing _b]cajp every hour is typical, so any scripts should
produce output only if there is a problem or if something changed and the administrator
needs to be notified:
-_kjpnkh6
.]_pekjoamqaj_a9$behao`ena_pkneaope`u`eo]^halnk_aooao%
/`ki]ej9$iu`ki]ej*_ki%
0peiavkja9$A@PAOP%
1]__aoo9$nkkp%
2Sdana_bata_`oaj`onalknpo
3oiploanran9$i]eh*iu`ki]ej*_ki%
4ouo]`i9$nkkp<iu`ki]ej*_ki%
5
-,behao6
--+ap_+l]oos`ik`a9200ksjan9nkkp]_pekj9bet]hh
-.+ap_+od]`ksik`a92,,ksjan9nkkp]_pekj9bet]hh
-/+ap_+cnkqlik`a9200ksjan9nkkp]_pekj9bet]hh
-0
-1`ena_pkneao6
-2+pilik`a9-333ksjan9nkkpcnkql9nkkp
-3
-4pe`u6
-5+pilna_qnoa9ejb]ca93ni`eno9oq^
.,
.-`eo]^ha6
..+nkkp+*ndkopo
./+ap_+dkopo*amqer
.0
.1lnk_aooao6
.2_boanr`naop]np+r]n+_bajceja+^ej+_boanr`
.3_bata_`naop]np+r]n+_bajceja+^ej+_bata_`

Line 2: The ]_pekjoamqaj_a command is very important and easy to overlook. You
must list each section that you wish to process in this variable. If you add a new section but forget to add it to this list, it will not be executed.
Line 4: Cfengine will make sure the system is configured with one of the time zones in
this list.
Line 10: This section checks the ownership and permissions of a few important system files and fixes any problems it finds.
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Line 15: This section checks the permissions on the +pil+ directory and fixes them, if
necessary. It also creates the directory if necessary.
Line 18: This section removes everything from the +pil+ directory that has not been
accessed in the past seven days. It removes only subdirectories of +pil+—not the
directory itself.
Line 21: These files are disabled for security reasons, and renamed if found. If they
are executable, the executable bit is unset.
Line 25: This section verifies that the _boanr` and _bata_` daemons are running and
starts them if they are not.

Creating the Configuration Server
The configuration server contains the master copy of the cfengine configuration files. It
also processes those configuration files on a regular basis as all the client systems do. The
server must run a properly configured _boanr` so the client systems can retrieve the master configuration from the system.
The configuration server needs a special place to keep the master cfengine configuration files. In this example, that directory is +qon+hk_]h+r]n+_bajceja+ejlqpo+. It could be
any directory, but not +r]n+_bajceja+ejlqpo+ because the master host copies the files to
that directory when executing, just like every other host.
Like all systems, the server should also run _bata_` either as a daemon or from cron
(or, even better, both).
Now we’ll discuss generating server keys. You need to run _bgau on the server system
to create its public- and private-key files. These files will be in the +r]n+_bajceja+llgauo+
directory (or +r]n+he^+_bajceja.+llgauo on Debian and its derivatives) and will be named
hk_]hdkop*lner and hk_]hdkop*lq^.
The server also needs each client’s public key in the appropriate file, based on the client’s IP address as described in the next section. You can populate the file automatically
upon the first connection of a remote host, similar to the way most SSH clients prompt
the user to store a remote SSH server’s host key for validation during subsequent connections. The PnqopGauoBnki value in _boanr`*_kjb and the PnqopGau value in _klu statements
control server and client trust settings. We believe that trusted initial key exchange is
a good idea, so we’ll use that technique throughout this book.
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CFENGINE AND ROOT PRIVILEGES
Cfengine does not require root privileges. The demonstration configuration files in this chapter perform
operations that require root privileges, such as enforcing restrictive permissions on the +ap_+l]oos`
file.
You are encouraged to run cfengine as a nonprivileged user. The _b]cajp program defaults to the
z+*_b]cajp directory instead of +r]n+_bajceja for a working directory. The privileges needed are
entirely dependent on the actions taken in the configuration files.

Preparing the Client Systems
Each client system is relatively simple to configure. Once you install the cfengine binaries,
you need to generate the host’s public and private keys (as discussed in this section). You
also must copy the ql`]pa*_kjb file from the master server manually and place it in +r]n+
_bajceja+ejlqpo+. Once this file is in place, you should manually run _b]cajp to download
the remaining configuration files and complete system configuration. We’ll explore automated ways to handle this later on, but for now we’re keeping things simple.
Each client should run _bata_` either as a daemon or from cron. You probably also
want to run _boanr` on each client to allow remote execution of _b]cajp using _bnqj.
Assuming automatic _bata_` execution has already configured in the _b]cajp*_kjb file on
the server, these daemons will be started after the first manual execution of _b]cajp. From
that point on, cfengine will be self-sustaining. It will update its own config files, and you
can even use it to change its own behavior. For example, you can configure initialization
scripts to start cfengine, change its schedule using _bata_` (from _b]cajp*_kjb), or even
upgrade the cfengine binaries themselves.
You need to run _bgau on each client system before you run _b]cajp for the first time.
This creates hk_]hdkop*lner and hk_]hdkop*lq^ in +r]n+_bajceja+llgauo+. You don’t need
to copy the central server’s public key to the client manually. If the server’s IP address
is -,*-*-*-, then when _b]cajp is run and it sees the pnqopgau9pnqa entry in the _klu section of ql`]pa*_kjb, it will copy the server’s public key to nkkp)-,*-*-*-*lq^ in the +r]n+
_bajceja+llgauo+ directory on the client. From that point on, the key is trusted and
expected not to change for the host at IP -,*-*-*-. If the key does change, by default
cfengine will break off communications with the host when the key validation fails.
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Debugging cfengine
When you are trying to get cfengine up and running, you will probably face a few problems. Network problems are common, for example, when you transfer configuration files
from the master server and initiate _b]cajp execution on remote systems with _bnqj.
For any network problems, you should run both the server (_boanr`) and the client (_bnqj
or _b]cajp) in debugging mode. You can accomplish this by using the )`. command-line
argument. For _boanr`, this switch not only provides debugging output, but it also prevents
the daemon from detaching from the terminal.
When you are trying something new in your _b]cajp*_kjb file, you should always try
it with the ))`nu)nqj switch to see what it would do without making any actual changes.
The )r switch is also useful if you want to see what steps _b]cajp is taking. If it is not doing
something you think it should be doing, the verbose output will probably tell you why.
If you are making frequent changes or trying to get a new function to work properly,
you probably want to be able to run _b]cajp repeatedly on demand. By default, _b]cajp
will not do anything more frequently than once per minute. This helps prevent both
intentional and accidental denial-of-service attacks on your systems.
You can eliminate this feature for testing purposes by placing this line in the _kjpnkh
section of _b]cajp*_kjb:
EbAh]loa`9$,%

You might also find it helpful to run only a certain set of actions by using the ))fqop
command-line option. For example, to check only on running processes, you can run the
command _b]cajp))fqoplnk_aooao.

Creating Sections in cfagent.conf
Cfengine 2.2.7 offers 34 possible sections in _b]cajp*_kjb; we’ll cover some of these
sections in this chapter, some later in the book, and some not at all. For additional information, refer to the comprehensive reference manual on the cfengine web site at dppl6++
sss*_bajceja*knc+. Plus, read Brendan Strejcek’s blog post about picking and choosing from the available cfengine feature set: “Cfengine Best Practices” (find it at dppl6++
iap])]`iej*^hkcolkp*_ki+.,,1+-.+_bajceja)^aop)ln]_pe_ao*dpml). It is also prominently
displayed on the dppl6++sss*_bsege*knc site.
Every section can contain one or more class specifications. For example, the behao
section could be:
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behao6
+ap_+l]oos`
]ju66
+ap_+cnkql
na`d]p66
+ap_+na`d]p)naha]oa
okh]neo66
+ap_+rbop]^

Both +ap_+l]oos` and +ap_+cnkql will be processed on all hosts (because the default
group is ]ju when none is specified). In addition, the +ap_+na`d]p)naha]oa file will be
checked only on systems running Red Hat Linux, and the +ap_+rbop]^ will be checked
only if the operating system is Sun Microsystems’ Solaris.
You can use the period (*) to “and” groups together, whereas you can use the pipe
character (x) to “or” groups together. The exclamation character () can invert a class and
parentheses ($%) can group classes. Here is a complex example:
behao6
$na`d]pxokh]neo%*Ikj66
+ap_+l]oos`

In this case, the +ap_+l]oos` file will be checked only if the operating system is Red
Hat Linux or Solaris and today is not a Monday.

Using Classes in cfagent.conf
You can use the _h]ooao section to create user-defined classes, as we described earlier.
Determine a system’s class membership using a shell command:
_h]ooao6
T--N29$#+qon+^ej+paop)`+qon+T--N2#%

If the command returns pnqa (exit code ,), this machine will be a member of that class
(for the current run). You can also define classes to contain specific hosts or any hosts
that are members of another existing class:
_h]ooao6
_nepe_]h9$dkop-dkop.sa^[oanrano%
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Here are a few more possibilities that you could place in the _h]ooao section:
_h]ooao6
jkppdeo9$pdeo%
el[ej[n]jca9$ELN]jca$-.5*,*,*-)-1%%
el[ej[n]jca9$ELN]jca$-.5*,*,*-+.0%%

The copy Section
The _klu section is one of the most commonly utilized in cfengine. Cfengine can copy
files between mounted filesystems on the client (whether local filesystems or remote
shares), as well as from remote cfengine servers (systems running _boanr`).
Cfengine _klu operations prevent corruption or other errors in copied files by first
copying the file to a file named beha*_bjas on the local filesystem (where beha is the name
of the file being copied), then renaming the file quickly into place. This technique wards
off problems resulting from partially copied or corrupted files being left in place (due to
full disk, network interruption, system error, and so on).
You can choose from many configurable parameters for the _klu section, but here are
some used for the common scenario of copying an entire directory tree of programs:
_klu6
`a^e]j*e24266
+qon+hk_]h+i]opanbehao+c]jche])/*,*3)`a^e]j)e242
`aop9+qon+lgc+c]jche])/*,*3
ik`a9311
na_qnoa9ejb
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9i]opandkop*iu`ki]ej*_ki
aj_nulp9pnqa

This _klu action is performed only on hosts with both the `a^e]j and e242 classes
defined. Cfengine sets these classes automatically based on system attributes. Take
advantage of these automatic classes to ensure that binary files of the correct type are
copied.
The directory +qon+hk_]h+i]opanbehao+c]jche])/*,*3)`a^e]j)e242 is copied from
a remote host named i]opandkop*iu`ki]ej*_ki. The remote host needs to run the _boanr`
daemon with access controls that allow the client system to access the source files. The
setting na_qnoa9ejb specifies that the source directory be copied recursively—which
means to recurse infinitely and copy all subdirectories, as well as all the files in the source
directory. Instead of ejb, you can specify a number to control the recursion depth.
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The _klu type is set to _da_goqi, which means that an MD5 checksum is computed for
each source and destination file, and that the destination file is updated only if the checksums don’t match.
The owner and group are set to nkkp on the destination, regardless of the ownership
settings on the source files. We recommend explicitly setting ownership of copied files in
every _klu section, for security reasons. We set all the copied files to have the mode 311,
which will be executable for all users but writable only by the owner.
We set the network communications to be encrypted with the setting aj_nulp9pnqa,
because we like to keep all our administrative traffic private.

The directories Section
The `ena_pkneao section checks for the presence of one or more directories. Here is an
example:
`ena_pkneao6
+ap_ik`a9,311ksjan9nkkpcnkql9nkkpouohkc9pnqa
ejbkni9pnqa
+pilik`a9-333ksjan9nkkpcnkql9nkkp`abeja9pil[_na]pa`

If either directory does not exist, it will be created. The section will also check for
permissions and ownership and correct them, if necessary. In this example, the administrator will be informed (through mail or the terminal) and a syslog entry will be created if
the +ap_+ directory does not exist, or if it has incorrect permissions and/or ownership.
For the +pil+ directory, the class pil[_na]pa` is defined if the directory was created.
You could then use this class in another section of the configuration file to perform certain additional tasks.

The disable Section
The `eo]^ha section causes cfengine to disable any number of files. This simple section disables two files that you probably don’t want around because they allow access
to the nkkp account through Remote Shell (RSH) using only the source IP address as
authentication:
`eo]^ha6
+nkkp+*ndkopo
+ap_+dkopo*amqer

If either of these files exists, the section will disable it by renaming it with
a *_b`eo]^ha` extension. It will also change the permissions to ,2,,, so you could use it
to disable executables. At one point, for example, Solaris had a local root exploit with
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the afa_p command. Until there was a patch available, you could have disabled that command using the following sequence:
`eo]^ha6
okh]neo66
+qon+^ej+afa_pejbkni9pnqaouohkc9pnqa

This would not only disable the command, but it also would inform the administrator
and make a log entry using syslog.
Suppose you want to remove +ap_+dppl`+_kjb+dppl`*_kjb if it exists and create a symbolic link pointing to the master file +qon+hk_]h+ap_+dppl`*_kjb. The following command
sequence can accomplish this task:
`eo]^ha6
+ap_+dppl`+_kjb+dppl`*_kjbpula9beha`abeja9hejg[dppl`[_kjb
hejgo6
hejg[dppl`[_kjb66
+ap_+dppl`+_kjb+dppl`*_kjb):+qon+hk_]h+ap_+dppl`*_kjb

The `eo]^ha section would remove the file only if it is a normal file (and not a link,
for example). If the file is disabled, the hejg[dppl`[_kjb class will be defined. Then, in the
hejgo section, a symbolic link will be created in its place.
Remember that cfengine does not execute these sections in any predefined order.
The ]_pekjoamqaj_a setting in the _kjpnkh section controls the order of execution. So, for
this example, make sure the file is disabled before the symbolic link is created:
_kjpnkh6
]_pekjoamqaj_a9$`eo]^hahejgo%

Managing the proper ]_pekjoamqaj_a order is something of an art form. As your cfengine configuration files grow in size, number, and complexity, you’ll usually find both
advantages and disadvantages to a particular ordering in your ]_pekjoamqaj_a. Once you
find the order that works best in most cases, you’ll want to keep the ordering in mind as
you write configurations that set classes to trigger other actions, and try to line up your
dependencies accordingly. To see what we mean, skip ahead to the section on NTP client
configuration in Chapter 7. When NTP configuration files are copied:
1. A class called naop]npjpl` is defined.
2. In the odahh_kii]j`o section, the NTP daemon is restarted with a startup script.
3. If the odahh_kii]j`o section doesn’t come after the _klu section in the
]_pekjoamqaj_a, then this sequence of events can’t happen as planned.
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You can also use the `eo]^ha section to rotate log files. The following sequence rotates
the web-server access log if it is larger than 5MB and keeps up to four files:
`eo]^ha6
+r]n+hkc+dppl`+]__aoo[hkcoeva9:1i^upaonkp]pa90

The editfiles Section
The a`epbehao section can be the most complex section in a configuration file. You can
choose from approximately 100 possible commands in this section. These commands
allow you to check and modify text files (and, in a few cases, binary files).
We won’t go into great detail on using a`epbehao because you should use this section
rarely. We generally prefer copying complete files to clients. This way, we can keep our
systems’ file contents properly in a revision-control system. You can use a script to create the proper file contents for different systems in a central location, after which classes
based on system attributes (e.g., Debian vs. Solaris, or web server vs. mail server) can
copy the correct file into place.
That said, you’ll encounter some situations where doing a direct file modification on
clients can be appropriate and useful, such as maintaining a message of the day or updating files that were previously updated by a manual process and that differ from system to
system. The examples here are for demonstration purposes.
Here is an example a`epbehao section:
a`epbehao6
w+ap_+_nkjp]^
=llaj`EbJkOq_dHeja,&&&&nkkp+qon+hk_]h+o^ej+_bata_`)B
y

This command adds the specified line of text to +ap_+_nkjp]^. This makes sure that
cron runs _bata_` every hour. You also might want to make sure that other hosts can
access and use the printers on your printer servers:
a`epbehao6
LnejpOanran66
w+ap_+dkopo*hl`
=llaj`EbJkOq_dHejadkop-
=llaj`EbJkOq_dHejadkop.
y

In your environment, perhaps a standard port is used for another purpose. For example, you might want to rename port 23 to iuoanre_a. To do this, you could change its label
in +ap_+oanre_ao on every host:
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a`epbehao6
w+ap_+oanre_ao
Nalh]_a=hhZ*&./+p_l*& Sepdiuoanre_a./+p_l
y

If you are using ejap` and want to disable the pahjap application, for example, you
could comment out those lines in +ap_+ejap`*_kjb:
a`epbehao6
w+ap_+ejap`*_kjb
D]od?kiiajpHejao?kjp]ejejcpahjap
@abeja?h]ooaoik`ebea`[ejap`[_kjb
y
lnk_aooao6
ik`ebea`[ejap`[_kjb66
ejap`oecj]h9dql

Any line containing the string pahjap will be commented out with the  character (if
not already commented). If you make such a change, the ejap` process is sent the HUP
signal in the lnk_aooao section.

The files Section
The behao section can process files (and directories) and check for valid ownership and
permissions. It can also watch for changing files. Here is a simple example:
behao6
+ap_+l]oos`ik`a9200ksjan9nkkpcnkql9nkkp]_pekj9bet]hh_da_goqi9i`1
+ap_+od]`ksik`a92,,ksjan9nkkpcnkql9nkkp]_pekj9bet]hh
+ap_+cnkqlik`a9200ksjan9nkkpcnkql9nkkp]_pekj9bet]hh
sa^[oanrano66
+r]n+sss+dpihn9ejbik`a9]'n]_pekj9bet]hh

We accomplish several tasks with these entries. On every system, the behao section
checks and fixes the ownership and permissions on +ap_+l]oos`, +ap_+od]`ks, and +ap_+
cnkql. It also calculates and records the MD5 checksum of +ap_+l]oos`.
On any system in the class sa^[oanrano, the permissions on +r]n+sss+dpih+ are
checked because that is the standard web-content directory across all hosts at our site.
Your site might (and probably will) differ. The directory is scanned recursively and all files
and directories are made publicly readable. The execute bits on directories will also be set
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according to the read bits; because we requested files to be publicly readable, directories
will also be publicly executable.
The _da_goqi option requires a little more explanation. The file’s checksum is stored,
so the administrator will be warned if it changes later. In fact, the administrator will be
warned every hour unless you configure cfengine to update the checksum database. In
that case, the administrator will be notified only once, and then the database will be modified. You can enable this preference by adding the following command in the _kjpnkh
section:
_kjpnkh6
?da_goqiQl`]pao9$kj%

Here are some other options you might want to use in the behao section:
hejgo: You can set this option to pn]ranoa to follow symbolic links pointing to directories. Alternatively, you can set it to pe`u to remove any dead symbolic links (links that
do not point to valid files or directories).
ecjkna: You can specify the ecjkna option multiple times. Cfengine version 2
requires a pattern or a simple string, but not a regular expression. Cfengine version
3 repairs this inconsistency (look for more information on cfengine 3 at the end of
this chapter). Any file or directory matching this pattern is ignored. For instance,
ecjkna9ZX* would ignore all hidden files and directories.
ej_hq`a: If any ej_hq`a options are listed, any files must match one of these regular
expressions in order to be processed.
at_hq`a: Any file matching any of the at_hq`a regular expressions will not be pro-

cessed by cfengine.
`abeja: If the directives in this behao section result in changes being made to any listed

files, a new class will be defined. You can also list several classes, separated by colons.
ahoa`abeja: Similar to define, but here new classes are defined if no changes are made

to the listed files. You can also list several classes, separated by colons.
ouohkc: When set to kj, cfengine will log any changes to the system log.
ejbkni: When set to kj, cfengine will log any changes to the screen (or send them by
e-mail if _b]cajp is executed by _bata_`).
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The links Section
With the hejgo section, _b]cajp can create symbolic links:
hejgo6
+qon+pil):**+r]n+pil
+r]n+]`i+iaoo]cao):+r]n+hkc+iaoo]cao
+qon+hk_]h+^ej':+qon+hk_]h+he^+lanh+^ej

In this example, the first command creates a symbolic link (if it doesn’t already exist)
from +qon+pil to **+r]n+pil (relative to +qon+pil).
The second command creates a symbolic link from +r]n+]`i+iaoo]cao to +r]n+hkc+
iaoo]cao even if there is already a file located at +r]n+]`i+iaoo]cao. The bang () overrides
the default safety mechanism built into cfengine around creating symbolic links.
The third command creates one link in +qon+hk_]h+^ej+ pointing to each file in +qon+
hk_]h+he^+lanh+^ej+. Using this technique, you could install applications in separate
directories and create links to those binaries in the +qon+hk_]h+^ej+ directory.
The hejgo section offers plenty of possible options, but they are rarely used in practice so we won’t cover them in this book. See the cfengine reference manual for more
information.

The processes Section
You can monitor and manipulate system processes in the lnk_aooao section. Here is an
example from earlier in this chapter:
lnk_aooao6
_boanr`naop]np+r]n+_bajceja+^ej+_boanr`
_bata_`naop]np+r]n+_bajceja+^ej+_bata_`

For the lnk_aooao section, cfengine runs the lo command with either the )]qt or )ab
switch (as appropriate for the specific system). This output is cached and the first part of
each command in the lnk_aooao section is interpreted as a regular expression against this
output. If there are no matches, the naop]np command is executed.
You can specify the following options when using the naop]np facility: ksjan, cnkql,
_dnkkp, _d`en, and/or qi]og. These affect the execution environment of the new process as
started by the naop]np command.
You can also send a signal to a process:
lnk_aooao6
dppl`oecj]h9dql
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This signal would be sent on every execution to any processes matching the regular
expression dppl`, so you probably don’t want to use it as is. It is also possible to specify
limits on the number of processes that can match the regular expression. If you wanted
to ensure there were no more than ten dppl` processes running at any given time, for
example, you would use this code:
lnk_aooao6
dppl`]_pekj9s]nji]p_dao98-,

The shellcommands Section
For some custom and/or complex operations, you will need to execute one or more external scripts from cfengine. You can accomplish this with the odahh_kii]j`o section. Here is
an example:
odahh_kii]j`o6
]hh66
+qon+^ej+n`]pa)ojpl-peiakqp9/,
na`d]p*Dn,.[M-66
+qon+hk_]h+o^ej+hkc[l]_g]cao^]_gcnkqj`9pnqa

On all systems, the n`]pa command is executed to synchronize the system’s clock.
Cfengine terminates this command in 30 seconds if it has not completed. On systems
running Red Hat Linux, a script runs between 2:00 a.m. and 2:15 a.m. to log the currently
installed packages. This command is placed in the background and cfengine does not
wait for it to complete. This way, cfengine can perform other tasks or exit while the command is still running.
You can specify the following options to control the environment in which the command is executed: ksjan, cnkql, _dnkkp, _d`en, and/or qi]og.
If these scripts want to access the list of currently defined classes, they can look in the
?B=HH?H=OOAO environment variable. Each active class will be listed, separated by colons.
Scripts, by default, are ignored when cfengine is performing a dry run (with ))`nu)nqj
specified). You can override this setting by specifying lnareas9pnqa. The script should not,
however, make any changes when the class klp[`nu[nqj is defined.

Using cfrun
The _bnqj command allows you to execute _b]cajp on any number of systems on the network. It requires a configuration file in the current directory named _bnqj*dkopo (or a file
specified with the )b option). The _bnqj*dkopo file can be as simple as this:
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`ki]ej9iu`ki]ej*_ki
oanran*iu`ki]ej*_ki
_heajp-*iu`ki]ej*_ki
_heajp.*iu`ki]ej*_ki

Apart from the domain setting, this file is just a list of every host, including the configuration server. You can also have the output logged to a series of files (instead of being
displayed to the screen) by adding these options to the top of the file:
kqplqp`en9+pil+_bnqj[kqplqp
i]t_deh`9-,

This code tells _bnqj to fork up to ten processes and place the output for each host in
a separate file in the specified directory. You can normally run _bnqj without arguments.
If you do want to specify arguments, use this format:
_bnqj?BNQJ[KLPEKJODKOPO))?B=CAJP[KLPEKJO))?H=OOAO
?BNQJ[KLPEKJO is, quite literally, optional, and can contain any number of options for
the _bnqj command. Next, you can specify an optional list of hostnames. If some hostnames are specified, only those hosts will be contacted. If no hosts are specified, every
host in the _bnqj*dkopo file will be contacted.
After the first )-, you must place all options you want to pass to the _b]cajp command run on each remote system. After the second )) is an optional list of classes. If
some classes are specified, only hosts that match one of these classes will execute _b]cajp
(although each host is contacted because each host must decide if it matches one of the
classes).

Looking Forward to Cfengine 3
Cfengine 3 has been in the design phase for several years. It is a complete rewrite of
the cfengine suite, but more important, it involves a new way of thinking about system
management.
Cfengine 3 is built around a concept called “Promise Theory.” This concept might
sound difficult to grasp, but it’s actually quite intuitive. With cfengine 3, you’ll describe
the desired state of your systems instead of the changes to your systems. The desired state
is expressed as a collection of promises, and in the words of the cfengine author Mark
Burgess, allows us to focus on the good instead of the bad.
The Cfengine.org web site has a thorough introduction to cfengine 3, as well as
source code to the current snapshot of cfengine 3 development: dppl6++sss*_bajceja*knc+
_bajceja/*ldl.
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We encourage you to familiarize yourself with the next evolutionary steps in cfengine
for two reasons:
1. Familiarity with the new concepts and syntax will make it easier to migrate from
version 2 to version 3 when the time comes.
2. Experimenting with the current feature set and implementation allows you to suggest enhancements or bug fixes. Making suggestions helps the people working on
cfengine 3 and “gives back” to the people who gave us cfengine in the first place.

Using cfengine in the Real World
In this chapter, we covered the core concepts of cfengine and demonstrated basic usage
with a collection of artificial configuration files. This information arms you with the
knowledge you need to work through the remainder of this book.
The use of demonstration configuration files and imaginary scenarios ends here.
Throughout the rest of this book, we will operate on a real-world infrastructure that we
build from scratch. Every configuration setting and modification that we undertake will
be one more building block in the construction of a completely automated and fully functional UNIX infrastructure.
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5

Bootstrapping
a New Infrastructure
H

ow would you feel if you were offered the opportunity to install and configure all the
systems and applications at a new startup company? On one hand you’d probably be
pleased, because you would finally be able to fix all the things you’ve criticized about
other infrastructures. On the other hand you’d be apprehensive, because you have only
one chance to build it before it goes into production, and you might be blamed (with
good reason) if things don’t work well.
We would expect most people to admit to feelings on both ends of the spectrum. If
you’re anything like us, you’ll be thrilled to have the opportunity! Radically changing the
design of your cfengine master, system upgrade, and patching procedures is easy before
the systems and procedures are put into use. Once you’ve been deploying and updating
systems using automated means, reorganizing and rebuilding the automation framework
is much more difficult and risky. You can rebuild some or all of your environment later if
you employ development and/or staging systems, but any time you spend now on planning and design will certainly pay off in the form of fewer headaches later.
We’ll show you how to build systems for a fictional startup company called “campin.
net,” a purveyor of quality camping equipment. The project: to deploy a web-based application that utilizes data over NFS. The web servers run Linux, and the NFS server hosts
run Solaris.
One of the major goals of this project is to rapidly deploy and configure the systems
hosting the site, as well as to deploy application and OS updates soon after the need
becomes apparent. Deploying and managing systems by automated means will meet
these goals.
You should set up a management infrastructure before you image or deploy any systems, because you need to be prepared to manage the new hosts from the very beginning.
We’re using cfengine for system management, so we need to have cfengine configured
and running on each host upon completion of the imaging process.
We must perform this sequence of steps to configure a fully functional cfengine
infrastructure:
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1. Manually install a Linux system to be used as the central cfengine host.
2. Create a “master” directory structure on the central cfengine host. This central
directory structure is where cfengine configuration files as well as UNIX/Linux
configuration files and binaries will be copied from. We’ll illustrate an example
layout that we’ll continue to develop in later chapters.
3. Populate the directory structure with cfengine configuration files. You’ll use these
configuration files to perform initial client configuration, keep clients up to date
with the configuration files hosted on the central cfengine host, and start up the
cfengine daemons.
4. Choose a trust model for cfengine key distribution. We’re using a model that
resembles the way key trusts are done with SSH hosts—where we trust a host’s
cfengine keys the first time we see them. After the initial exchange, we’ll use that
trusted key (and only that key) to verify that host’s identity.
This procedure is highly technical and fast paced. We recommend reading through it
once before undertaking it at your site.

Installing the Central cfengine Host
We decided to use virtualization for the initial master system, specifically VMware
Server. This decision makes sense because once the guest system is working, we can
bring it into the datacenter and run it on anything from a laptop running Windows or
Linux to a dedicated VMware ESX platform. VMware probably isn’t what we’d choose for
enterprise-wide virtualization, mainly because of the license fees. This isn’t a book on virtualization, however, so we won’t go into detail on virtualization technologies.
We installed a 32-bit Debian GNU/Linux 4.0 (“Etch”) system as a VMware guest.
We’re not going to cover manual Debian installations, although we should mention
that on the “software selection” screen, we selected “standard system” and none of the
other software collections. This kept the base system very small. From there we manually
installed the _bajceja. package as the nkkp user:
]lp)capejop]hh_bajceja.

The default Debian _bajceja. package installation does not put any files in place in
the +r]n+he^+_bajceja.+ejlqpo directory. We won’t place any there yet either. Cfengine
supplies a pre-configuration script feature that we’ll use to bootstrap systems once our
master repository is set up.
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Setting Up the cfengine Master Repository
The design goals of our cfengine master repository are:


 Simplicity: The framework should be simple and intuitive. It should follow UNIX
conventions as frequently as possible.



 Transparency: The design should provide for easy inspection and debugging.



 Flexibility: The system will be used for purposes we can’t imagine now, so we need
to make it extensible. UNIX is built on the idea that users know better than designers what their needs are, and we’ll honor that tradition.

It pays to think about how you want to lay out your cfengine master host’s files before
you get started. Once you’ve put it into use and have many different types of systems
copying files from many different locations on the server, reorganizing things will be
much trickier.
We’re using a Debian host as our master, so we’ll use the +r]n+he^+_bajceja. directory as our base for our cfengine “masterfiles” directory. There is nothing special about
the name “masterfiles” except that it’s used in the cfengine sample configurations. We
use the convention as well.
First, as the nkkp user, we create the directory +r]n+he^+_bajceja.+i]opanbehao, then
the directories we need inside it:
ig`en+r]n+he^+_bajceja.+i]opanbehao
_`+r]n+he^+_bajceja.+i]opanbehao
ig`enLNK@@AROP=CA
ig`en)lLNK@+ejlqpoLNK@+nalh+nkkp+ap_+l]oos`LNK@+nalh+nkkp+ap_+cnkql
ig`en)lLNK@+nalh+nkkp+ap_+od]`ksLNK@+nalh+nkkp+ap_+oq`kano
ig`en)lLNK@+nalh+nkkp+ap_+jplLNK@+nalh+nkkp+ap_+b]eLNK@+nalh+nkkp+ap_+
ig`en)lLNK@+nalh+]`iej)o_nelpo

In the preceding commands, we’ve created directories that mimic files inside the
UNIX filesystem, underneath +r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp. The nalh
directory is meant for files that are pulled or “replicated” from the master system out to
client systems. Using a tree that resembles where files live on client systems is very intuitive to SAs.
In later chapters we will illustrate how to use the OP=CA and @AR directory trees for testing new cfengine settings in a testing and/or staging environment. For now we’re only
populating the LNK@ branch since we have only production hosts (and only one at that!).

81

82

C HAPTER 5

 BO OTS TR A P P ING A NEW INFR A S TR U C T U R E

Creating the cfengine Config Files
As previously mentioned, cfengine looks for configuration files in a directory called
ejlqpo, usually located at +r]n+_bajceja+ejlqpo (or +r]n+he^+_bajceja.+ejlqpo on Debian).
In our initial configuration, as well as our configurations going forward, _b]cajp*_kjb will
be made up entirely of eilknp statements. You’ll find that eilknp statements in cfengine
resemble includes in most programming languages—the imported file is read in and used
as if it were content in the original file. For the cfengine configuration file sections such as
_kjpnkh and _h]ooao, _b]cajp*_kjb will import files in the _kjpnkh and _h]ooao `ena_pkneao*
We’ll create the directories first (as nkkp):
_`+r]n+he^+_bajceja.+i]opanbehao+LNK@+ejlqpo
ig`en)ldkopcnkqlop]ogo+kop]ogo+]llp]ogo+ieo__kjpnkh_h]ooaoik`qhaobehpano

Here’s how these directories will function:


 _b]cajp*_kjb will import other files for all of its configuration entries. These files
will be in the _kjpnkh, _h]ooao, behpano and cnkqlo directories.






 
  ik`qhao directory. In cfengine, you use modules to
extend functionality (we illustrate modules in the Appendix).





 
 _b]cajp*_kjb are what we call “hostgroup” imports. Each dkopcnkql
file comprises further imports of files in the p]ogo directory. The files in the p]ogo
directory contain actual work for cfengine, such as copying files, killing processes,
and editing files. Each task accomplishes a single goal, such as distributing jpl*
_kjb and restarting the jpl` daemon when the change is made.

We’ll separate tasks that focus on applications from OS-specific tasks or tasks that
focus on the core OS. We do this by splitting “task” files between the ]llo, ko, and ieo_
subdirectories. This division will make it easier to remove entire applications from the
cfengine configuration once they are unnecessary. We’re trying to build a system that will
manage the systems at our site for the next five to ten years (or more).

The cf.preconf Script
Cfengine provides initial bootstrap capability through the _b*lna_kjb script, which gets
the system to the point where it can parse and utilize the cfengine configuration files.
In our case we use it to ensure the host has generated a cfengine key, to generate
initial configuration files, and to create the required directories. Cfengine looks for the
_b*lna_kjb script before it parses the configuration files, and executes it. Cfengine feeds
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it one argument: the hard class of the system (e.g., hejqt%. Our site’s _b*lna_kjb script
doesn’t make use of this argument.
The _b*lna_kjb script is entirely optional, and you can write it in any language supported on the local system. No problems or errors will result from a site choosing not to
implement it.
Here’s our version for our new environment, explained section by section. We
assume basic shell-scripting expertise on the part of the reader and focus on the intent
of the script instead of the mechanics of each line. And comments intended for future
maintainers of the script are always useful:
+^ej+od


>aranu(ranu]bn]e`sdaj_d]jcejcpdeoo_nelp***ep#oia]jppkcap
_bajcejapk]op]pasdanaep#hhsknglnklanhu*Ep#oejpaj`a`bkn
oq_dpdejco]ocappejcpda^]oe_behao]j``ena_pkneaoejlh]_abkn
_bajceja*
Pdeoo_nelpodkqh`^ab]op(oeilha]j`abbe_eajp*
Annkno+ieop]gao]napk^a]rke`a`]p]hh_kopo*



L=PD9+^ej6+qon+^ej6+o^ej6+qon+o^ej6+qon+lgc+_bajceja+o^ej6+klp+_os+o^ej6+klp+_os+^ej
atlknpL=PD
?BSKNG@EN9+r]n+_bajceja
ebW)b+ap_+`a^e]j[ranoekjY7pdaj
?BSKNG@EN9+r]n+he^+_bajceja.
be
_na]pa[ql`]pa[_kjb$%w
_na]pa^]oe_ql`]pa*_kjb(ia]jppkql`]pa]hhpda_kjbec
behaobnkipdai]opan

This next line starting with the _]p command will place the script contents up until
the line starting with “EOF” into the two cfengine config files ql`]pa*_kjb and _b]cajp*
_kjb (thanks to the paa invocation). You’ll find it convenient to embed a file in a script
because it means you can maintain one file instead of two:
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_]p88AKBxpaa ?BSKNG@EN+ejlqpo+ql`]pa*_kjb ?BSKNG@EN+ejlqpo+_b]cajp*_kjb

?na]pa`^u_b*lna_kjb(]j`ukqodkqh`j#paranoaapdeo_kiiajp
ejX ?BSKNG@EN+ejlqpo+ql`]pa*_kjbkn
X ?BSKNG@EN+ejlqpo+_b]cajp*_kjb

Pdab]_ppd]pukq#nana]`ejcepjksepia]jopd]ppdeodkops]oj#p
]^hapklqhhbehaobnkipda_bajcejaoanran$]okbpdeosnepejc6
ckh`i]opan*_]ilej*jap%*

Lha]oaejraopec]pa*Jkni]hhuepia]joukq#nad]rejc_bajcejagau
kn]__aoo_kjpnkheooqao*

_kjpnkh6
okh]neoxokh]neot4266
_b[^]oa[l]pd9$+klp+_os+o^ej%
skng`en9$+r]n+_bajceja%
_heajp[_bejlqp9$+r]n+_bajceja+ejlqpo%
`a^e]j66
_b[^]oa[l]pd9$+qon+o^ej%
skng`en9$+r]n+he^+_bajceja.%
_heajp[_bejlqp9$+r]n+he^+_bajceja.+ejlqpo%
na`d]p66
_b[^]oa[l]pd9$+qon+lgc+_bajceja+o^ej%
skng`en9$+r]n+_bajceja%
_heajp[_bejlqp9$+r]n+_bajceja+ejlqpo%
`a^e]j*na`d]p*$okh]neoxokh]neot42%66
p]ga]^aopcqaookjpdal]pdbknkpdandkopo(oej_asaqoa
]ju66^ahkspkgaal_bajcejalnk_o]herakj]hhdkopo
Sa_kqh`qoa`a^e]j*/.[^ep*oqjko[oqj0q66ejopa]`^qpsa#`n]pdan
]pha]oppnukjkpdandkopo
_b[^]oa[l]pd9$+qon+lgc+_bajceja+o^ej%
skng`en9$+r]n+_bajceja%
_heajp[_bejlqp9$+r]n+_bajceja+ejlqpo%

Up to this point in the ql`]pa*_kjb and _b]cajp*_kjb files, we simply define some variables, i.e., the locations of important files across the different platforms we support. How
these are used will become clear further in the file.
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The ]_pekjoamqaj_a controls which cfengine actions are executed and the order in
which they’re run:
]ju66
]_pekjoamqaj_a9$_klu*EbAh]loa`,
hejgo*EbAh]loa`,
lnk_aooao*EbAh]loa`,
%

Because _b*lna_kjb generated these ql`]pa*_kjb and _b]cajp*_kjb files, we’re worried only about the basics: _klu, hejgo, and lnk_aooao. Each action’s appended EbAh]loa`,
works around cfengine’s built-in denial-of-service protections (or “spamming,” as it’s
called in the cfengine documentation). Cfengine uses a time-based locking mechanism
that prevents actions from being executed unless a certain minimum time has elapsed
since the last time they were executed. The EbAh]loa`, modifier sets the lock time to zero,
disabling it. We put this there simply to be sure that the copies are attempted each time
_b]cajp is run. We want to do everything possible to get the system past the initial bootstrap phase.
The Olh]uPeia variable becomes important as our site grows:
`ki]ej9$_]ilej*jap%
lkhe_udkop9$ckh`i]opan*_]ilej*jap%
i]opan[_bejlqp9$+r]n+he^+_bajceja.+i]opanbehao+LNK@+ejlqpo%
Olh]uPeia9$,%

If hundreds of systems start _b]cajp at the same time, contention or load issues might
result when all systems simultaneously request a file from the cfengine master system.
If this number is nonzero, _b]cajp goes to sleep after parsing its configuration file and
reading the clock. Every machine will go to sleep for a different length of time, which is
no longer than the time you specify in minutes. For our bootstrap configuration, we don’t
need the Olh]uPeia functionality, and we set it to zero.
Items declared under the global ecjkna section affect the _klu and hejgo actions of our
initial bootstrap configuration files:
ecjkna6
N?O]j`oq^ranoekj`ena_pkneaosehh^aecjkna`ej]hh_kleao
N?O
*orj

The ecjkna section prunes directories, meaning that any Subversion, RCS, or CVS
(which uses RCS for its base functionality) metafiles will not be copied. We don’t have
such things in place yet, but intend to implement them later.
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We always want the cfengine daemons to be running. Here’s where our earlier
per-platform variables come into play—on each of our three future UNIX/Linux platforms, this single lnk_aooao stanza will properly start the cfengine daemons:
lnk_aooao6
]ju66
_bata_`naop]npX $_b[^]oa[l]pd%+_bata_`
_boanr`naop]npX $_b[^]oa[l]pd%+_boanr`
_bajr`naop]npX $_b[^]oa[l]pd%+_bajr`

Note that we need to escape the dollar sign on the $_b[^]oa[l]pd% variables in order
to keep the _b*lna_kjb shell script from attempting to expand them as shell variables. This
process continues for the rest of the embedded cfengine configuration inside _b*lna_kjb.
We make sure here that the cfengine base directory always has a ^ej directory with
a working _b]cajp symlink inside it:
hejgo6
bknokiana]okjOkh]neot42`kaoj#p]hs]uo_kjoe`anepoahb
okh]neo(oksa]``okh]neot42*Jasan_bajcejaranoekjo
oaaipkd]rabeta`pdeo(^qpsa#nal]n]jke`*6%
na`d]pxokh]neoxokh]neot4266
+r]n+_bajceja+^ej+_b]cajp):X $_b[^]oa[l]pd%+_b]cajp

The Debian _bajceja. package already sets up a symlink from +r]n+he^+_bajceja.+^ej
to +qon+^ej so no changes are required, and the `a^e]j class is left out of this section.
On all cfengine clients, everything in i]opan[_bejlqp (which is +r]n+he^+_bajceja.+
i]opanbehao+LNK@+ejlqpo) and everything in its subdirectories is copied to $skng`en%+
ejlqpo+ on every host:
_klu6
X $i]opan[_bejlqp%+`aop9X $skng`en%+ejlqpo+
n9ejb
ik`a93,,
pula9^ej]nu
at_hq`a9&z
at_hq`a9&
at_hq`a9&(r
lqnca9pnqa
oanran9X $lkhe_udkop%
pnqopgau9pnqa
aj_nulp9pnqa
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This is the main focus of our initial bootstrap cfengine configuration: simply to get
the latest configuration files from the master. Once that is done, the cfengine daemons
are started.
Remember that the ]_pekjoamqaj_a is:
1. _klu
2. hejgo
3. lnk_aooao
This means that even though _klu comes after hejgo and lnk_aooao in the configuration file, the ]_pekjoamqaj_a runs lnk_aooao last. This is the correct and intended order.
This ends the embedded cfengine configuration file(s):
AKB

Now we make sure important directories are in place, and that they’re protected from
snooping by non)nkkp users:
y
@ENO9 ?BSKNG@EN+llgauo ?BSKNG@EN+ejlqpo ?BSKNG@EN+^ej
bkn`enej @ENO
`k
W)` `enYxxig`en)l `en""_dik`3,, `en
`kja

This next code is site-specific:
?QNNAJP[?B[ND[RAN9_bajceja).*.*3
ebW)b+ap_+na`d]p)naha]oaY7pdaj
jaa`]_nepe_]houihejg
ebW)`+qon+lgc+ ?QNNAJP[?B[ND[RAN)])`+qon+lgc+_bajcejaY7pdaj
hj)o+qon+lgc+ ?QNNAJP[?B[ND[RAN+qon+lgc+_bajceja
be
be

We ensure that on Red Hat Linux we have a symlink to the latest installed version of
cfengine (see Chapter 6 for a discussion of Kickstart, the automated installation system
for Red Hat Linux). Our installation scripts will take care of the same thing, but extra
checking is prudent.
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If the ql`]pa*_kjb file is missing, generate it using the _na]pa[ql`]pa[_kjb$% subroutine from earlier in the script:
ebW)b ?BSKNG@EN+ejlqpo+ql`]pa*_kjbY7pdaj
_na]pa[ql`]pa[_kjb
be

If the host’s cfengine key is missing, generate it. This is the final line of _b*lna_kjb:
W)b ?BSKNG@EN+llgauo+hk_]hdkop*lnerYxx_bgau

The update.conf file
When the _bata_` scheduler daemon executes _b]cajp, the ql`]pa*_kjb configuration file
is read before _b]cajp*_kjb. It contains private classes and variables from the rest of the
cfengine configuration files, and ensures that the local configuration files are up to date.
We also utilize it to make sure certain important actions happen early, such as enforcing
the existence and permissions of certain directories, confirming that cfengine daemons
are running, and performing some basic cleanup.
Here’s our campin.net ql`]pa*_kjb file, starting with the warning comments for
future maintainers:


Pdeoo_nelp`eopne^qpaopda_kjbecqn]pekj(]oeilhabehaokpd]p(
ebpdana]naoujp]tannknoejpdai]ej_kjbec(sa_]jopehh
`eopne^qpa]_knna_p_kjbecqn]pekjpkpdai]_dejao]bpans]n`o(araj
pdkqcdpdai]ej_kjbecskj#pl]noa*Epeona]`]j`nqjfqop^abkna
pdai]ej_kjbecqn]pekjeol]noa`*



Ukq]hikopJARANs]jppkik`ebupdeobeha(ukqneog^na]gejc
aranupdejcebep#ojkp_knna_p
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The following section is the same content we embedded in the _b*lna_kjb file:
_kjpnkh6
okh]neoxokh]neot4266
_b[^]oa[l]pd9$+klp+_os+o^ej%
skng`en9$+r]n+_bajceja%
_heajp[_bejlqp9$+r]n+_bajceja+ejlqpo%
`a^e]j66
_b[^]oa[l]pd9$+qon+o^ej%
skng`en9$+r]n+he^+_bajceja.%
_heajp[_bejlqp9$+r]n+he^+_bajceja.+ejlqpo%
na`d]p66
_b[^]oa[l]pd9$+qon+lgc+_bajceja+o^ej%
skng`en9$+r]n+_bajceja%
_heajp[_bejlqp9$+r]n+_bajceja+ejlqpo%
`a^e]j*na`d]p*$okh]neoxokh]neot42%66
p]ga]^aopcqaookjpdal]pdbknkpdandkopo
_b[^]oa[l]pd9$+qon+lgc+_bajceja+o^ej%
skng`en9$+r]n+_bajceja%
_heajp[_bejlqp9$+r]n+_bajceja+ejlqpo%

We have additional actions in our ql`]pa*_kjb file, compared to the one embedded in
_b*lna_kjb:
]ju66
]_pekjoamqaj_a9$
hejgo
`ena_pkneao
_klu
lnk_aooao*EbAh]loa`,
pe`u
%

We’ll describe the new sections as we get to them. Always double check that your
ordering is still correct any time that you add or remove items from the ]_pekjoamqaj_a.
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We use this ]``ejop]hh]^ha line to let cfengine know that we might define a new class
at runtime:
=``ejop]hh]^ha9$dql_bata_`]j`_boanr`%

Cfengine is a one-pass interpreter, and it allocates internal space for classes that it
determines it might need during the current run.
We set Olh]uPeia to 1, meaning that _b]cajp will sleep a random interval between zero
and five minutes before taking any action:
`ki]ej9$_]ilej*jap%
lkhe_udkop9$ckh`i]opan*_]ilej*jap%
behaoanran9$ckh`i]opan*_]ilej*jap%
i]opan[_bejlqp9$+r]n+he^+_bajceja.+i]opanbehao+LNK@+ejlqpo%
Olh]uPeia9$1%

This _klu is the same cfengine configuration-file directory copy that we embedded in
_b*lna_kjb. It keeps our local cfengine configuration files up to date, by copying the master ejlqpo tree every time _b]cajp runs:
_klu6
 $i]opan[_bejlqp%+
`aop9 $skng`en%+ejlqpo+
n9ejb
ik`a93,,
pula9_da_goqi
ecjkna9N?O
ecjkna9*orj
ksjan9nkkp
cnkql9nkkp
ecjkna9&(r
lqnca9pnqa
oanran9 $lkhe_udkop%
pnqopgau9pnqa
aj_nulp9pnqa

We use the `ena_pkneao action to enforce the existence and proper permissions of
important cfengine directories:
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`ena_pkneao6
]ju66
 $skng`en%+^]_gqloik`a93,,ksjan9nkkpcnkql9nkkp
 $skng`en%+ejlqpoik`a93,,ksjan9nkkpcnkql9nkkp
 $skng`en%+kqplqpoik`a93,,ksjan9nkkpcnkql9nkkp
 $skng`en%+llgauoik`a93,,ksjan9nkkpcnkql9nkkp
 $skng`en%+_bajceja+oqioik`a93,,ksjan9nkkpcnkql9nkkp
 $skng`en%+pilik`a93,,ksjan9nkkpcnkql9nkkp
`a^e]j66
 $skng`en%+^ejik`a93,,ksjan9nkkpcnkql9nkkp

If you later decided to allow access to a UNIX group made up of cfengine administrators, you could easily change the group permissions and ownership to match this
selective access. For security reasons, don’t allow global access to these directories (even
read access).
The _bata_` daemon stores output from _b]cajp in the $skng`en%+kqplqpo directory
and e-mails the output if configured to do so. We don’t want the directory to grow without bounds, so we delete files older than seven days:
pe`u6
]ju66
 $skng`en%+kqplqpol]ppanj9&]ca93

We have the same process monitoring for cfengine daemons as before:
lnk_aooao6
]ju66
_bata_`naop]np $_b[^]oa[l]pd%+_bata_`
_boanr`naop]np $_b[^]oa[l]pd%+_boanr`
_bajr`naop]np $_b[^]oa[l]pd%+_bajr`
dql_bata_`]j`_boanr`66
_bata_`oecj]h9dqlejbkni9pnqa
_boanr`oecj]h9dqlejbkni9pnqa
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hejgo6
`a^e]j66
 $skng`en%+^ej+_b]cajp): $_b[^]oa[l]pd%+_b]cajp
`abeja9dql_bata_`]j`_boanr`

But now when the dql_bata_`]j`_boanr` class is defined in the hejgo section, cfengine
will send a HUP signal to the _bata_` and _boanr` processes. It works like this:
1. If the symlink in $skng`en%+^ej+_b]cajp pointing to $_b[^]oa[l]pd%+_b]cajp is
missing, _b]cajp will create it.
2. When the symlink is created, the class dql_bata_`]j`_boanr` is defined.
3. The lnk_aooao section has a stanza for systems with the dql_bata_`]j`_boanr` class
defined*Jks_b]cajp knows it’s supposed to run this section, so it sends a HUP
signal to the _bata_` and _boanr` processes.
You’ll notice that this looks quite a bit like the ql`]pa*_kjb and _b]cajp*_kjb that
_b*lna_kjb creates. The main difference is that the ones created by _b*lna_kjb were
intended only to get updated cfengine configuration files pulled to the client. Any time
spent making other changes to the system from _b*lna_kjb is unnecessary because the
latest policies for the site will be pulled from the master and applied to the local system. We’ll continuously update the main configuration files on the cfengine master, but
_b*lna_kjb will see infrequent edits. You’ll need less maintenance this way.

The cfagent.conf file
As you’ll remember from Chapter 4, _b]cajp*_kjb is the main cfengine configuration file.
The _b]cajp program looks there for its important settings, and expects the entirety of
your policy declarations to be made inside it (or inside files imported from _b]cajp*_kjb
using the eilknp directive, to be covered shortly).
Here is our _b]cajp*_kjb:


Pda_bajceja_kjbecbehaknc]jev]pekjeooeilha*

Kjhupdai]ej_bajceja_kjbecbehaockejpk $skng`en%+ejlqpo*
Pdaoa]na6
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ql`]pa*_kjb
_boanr`*_kjb
_b]cajp*_kjb
_b*lna_kjb
_bnqj*dkopo

Aranupdejcahoaeoknc]jeva`ejoq^`ena_pkneao^aja]pdpdeo*Sad]ra
pdaoaoq^`ena_pkneaookb]n6

p]ogo+
p]ogo+ko
p]ogo+]ll
dkopcnkqlo+
ik`qhao+
_h]ooao+
_kjpnkh+
behpano+

Ejp]ogo+koEd]rabehaohega_b*ikp`(qoa`pk_kjbecqnakqn
oepa)se`aiaoo]cakbpda`]ubeha_kjpajpo*Pd]peo_ha]nhu]p]og*

Ejdkopcnkqlo+Ed]rabehaosde_d]naia]jpola_ebe_]hhubkn
eilknpejcp]ogosde_dpd]p_h]ookbdkopjaa`opklanbkni*Ebukq
d]ra]j]_pekjpd]pkjhujaa`opk^alanbknia`kj]oejchadkop(ukq
odkqh`opehh`abeja]dkopcnkql$]j`pdejgkbep]o]nkha%(^qp
kjhud]rapdaoejchadkopejoe`aep*Ejpdaarajppd]pukqd]rapk
lanbknipdap]ogo]c]ejopiknadkopo(ukqoeilhu]``pdajasdkopo
pkpdacnkql*

Jk]_pq]h_bajceja]_pekjo$_klu(lnk_aooao(ap_%odkqh`^ap]gaj
ejoe`apdadkopcnkqlo+&behao(pdauodkqh`qoapdabehaoejp]ogo+
pk]_pq]hhui]ga_d]jcaokjdkopo*

Sepdpdeo_kjbecqn]pekjsa_]ja]oehuoaapdap]ogopd]pi]gaqlpda
_kjbecqn]pekjkb]hhkqndkopcnkqlo(]j`]hoka]oehuejola_psd]p
a]_dp]og`kaoej]odknp]ikqjpkbpeia$^a_]qoapdabehao]na
cajan]hhuoi]hh]j`heiepa`ejo_kla%*
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Okej]jqpodahh6]hhdkopoodkqh`^aejkjakniknadkopcnkqlo(
sde_dsehh_]qoapd]pdkoppkeilknppdanahar]jpdkopcnkqlbeha$o%(
sde_dsehhpdajeilknp]hhpdap]ogoepjaa`opk_kjbecqnaeppda
s]usas]jppd]ppulakbdkop_kjbecqna`*


eilknp6
`abejaokia_h]ooaosa#hh^ajaa`ejc
_h]ooao+_b*i]ej[_h]ooao
oapqlpdai]ej_bajcejar]ne]^hao(pda_kjpnkhoa_pekj
_kjpnkh+_b*_kjpnkh[_b]cajp[_kjb
pda_kjpnkhoa_pekjpd]pi]j]cao_bata_`
_kjpnkh+_b*_kjpnkh[_bata_`

Opqbbbknaranuoejchadkop*>a_]nabqhsepdsd]pukqlqpej
pdeokja*

]ju66dkopcnkqlo+_b*]ju

First, notice that the file has more lines of comments than lines of cfengine configuration. This is because _b]cajp*_kjb is where most SAs will start with cfengine
modifications, and we want future users of our system to be constantly reminded of how
things are organized at our site. Document your configuration as if you’re setting it up
for others, and assume that you won’t be personally available for questions. Doing so will
help you bring on new staff quickly, as well as let you take time off without constantly
answering basic questions.
Second, notice that our _b]cajp*_kjb is made up entirely of eilknp statements. You
could put your entire configuration into a single _b]cajp*_kjb file, but that’s generally
considered a bad idea. If we had done that at our last employers, _b]cajp*_kjb would have
been more than 30,000 lines long. Making sense of such a huge configuration file is too
difficult, and you’d face extra overhead by having all systems process the configuration
directives meant for themselves as well as all other hosts. If you split it up from the start,
you won’t have to go through the pain of reorganization later. In the world of system
administration, many (if not most) temporary configurations end up being permanent.
It pays to do things correctly and in a scalable manner from the start.
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Here are the contents of _h]ooao+_b*i]ej[_h]ooao:
_h]ooao6
saagaj`9$O]pqn`]uOqj`]u%
saag`]uo9$Ikj`]uPqao`]uSa`jao`]uPdqno`]uBne`]u%
saag`]u9$saag`]uo%
sa^[oanrano9$nih]il
ap_dh]il
%
d]ra[or_9$+qon+^ej+paop)`+oanre_a%

(You can refer to our explanation of cfengine classes in Chapter 4.) Right now we
have very few classes, but that will change. We’ll eventually have multiple files with many
different types of classes.
Here are the contents of _kjpnkh+_b*_kjpnkh[_b]cajp[_kjb:
_kjpnkh6
okh]neoxokh]neot4266
_b[^]oa[l]pd9$+klp+_os+o^ej%
skng`en9$+r]n+_bajceja%
_heajp[_bejlqp9$+r]n+_bajceja+ejlqpo%
`a^e]j66
_b[^]oa[l]pd9$+qon+o^ej%
skng`en9$+r]n+he^+_bajceja.%
_heajp[_bejlqp9$+r]n+he^+_bajceja.+ejlqpo%
na`d]p66
_b[^]oa[l]pd9$+qon+lgc+_bajceja+o^ej%
skng`en9$+r]n+_bajceja%
_heajp[_bejlqp9$+r]n+_bajceja+ejlqpo%
`a^e]j*na`d]p*$okh]neoxokh]neot42%66
_b[^]oa[l]pd9$+qon+lgc+_bajceja+o^ej%
skng`en9$+r]n+_bajceja%
_heajp[_bejlqp9$+r]n+_bajceja+ejlqpo%
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]ju66
]``ejop]hh]^ha9$dql_bata_`]j`_boanr`%
=hhksNa`abejepekjKb9$^n]j_d%

We will use the $^n]j_d% variable for easy switching between production and nonproduction variants of our cfengine configurations in later chapters. For now, we’re
simply setting up the mechanism to enable this:
`ki]ej9$_]ilej*jap%
lkhe_udkop9$ckh`i]opan*_]ilej*jap%
behaoanran9$ckh`i]opan*_]ilej*jap%
i]t]ca9$3%
PnqopGauoBnki9$ckh`i]opan*_]ilej*jap%
^n]j_d9$LNK@%
i]opan[_bejlqp9$+r]n+he^+_bajceja.+i]opanbehao+ $^n]j_d%+ejlqpo%
i]opan9$+r]n+he^+_bajceja.+i]opanbehao+ $^n]j_d%%
i]opan[ap_9$+r]n+he^+_bajceja.+i]opanbehao+ $^n]j_d%+nalh+nkkp+ap_%
Olh]uPeia9$1%
EbAh]loa`9$0%

We’ll set all hosts to use the LNK@ directory path, then selectively set it again on particular hosts to use either the @AR or OP=CA directory. Cfengine will consider it an error to
redefine a variable if the variable isn’t listed in =hhksNa`abejepekjKb.
The EbAh]loa` parameter controls the minimum time that must elapse before an
action in the ]_pekjoamqaj_a will execute again. Remember that you can also set it on
a per-action basis as we did in _b*lna_kjb with the syntax ]_pekjOamqaj_a9$
_klu*EbAh]loa`-1%.
The repository setting defines a directory where you can place backup and junk files:
nalkoepknu9$ $skng`en%+^]_gqlo%

These are files affected by a`epbehao, `eo]^ha, _klu, and hejgo. When cfengine replaces
or disables a file, the previous contents of that file are placed in the nalkoepknu directory.
The A`epbehaoeva setting is a safety check that the a`epbehao action uses:
Ouohkc9$kj%
OuohkcB]_ehepu9$HKC[@=AIKJ%
A`epbehaoeva9$-,,.0132%
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By default, cfengine won’t attempt to edit a file larger than 10,000 bytes. We set that
value to a much larger size, because some of our config files will exceed the default size
by a considerable margin. We don’t make much use of a`epbehao, but it comes in handy
occasionally.
These are security-related settings:
Oa_qnaEjlqp9$kj%
Jkj=hld]JqiBehao9$kj%
BehaAtpajoekjo9$k]%ap_
Oqole_ekqoJ]iao9$*ikhng/hgn/%

If Oa_qnaEjlqp is set to kj, _b]cajp will import only files owned by the user running
the program. When Jkj=hld]JqiBehao is set to kj, cfengine will automatically disable any
nonalphanumeric files it finds during file sweeps, under the assumption that these files
might be deliberately concealed. The BehaAtpajoekjo directive will generate warnings
when it finds any directories with the extensions listed. The assumption here, again, is
that an attempt is being made to hide directories. The Oqole_ekqoJ]iao directive generates
warnings for any files found with the listed file extensions during file sweeps. Note that
the file sweeps happen only when cfengine scans a directory in connection with a command such as behao, pe`u, or _klu.
The ]_pekjoamqaj_a here has comments around it in the file, once again intended for
future cfengine configuration-file maintainers:

Gaala`epbehao^abknalnk_aooao(oej_aukqiecdps]jppk
`kokiapdejchegaa`ep]`]aikjÑo_kjbecbehasepd
a`epbehaopdajDQLepsepdlnk_aooao*

`eo]^haeo^abkna_kluoej_aokiapeiaosa`ahapa]
ouihejg^abkna_kluejcej]na]hbeha

]_pekjoamqaj_a9$
`ena_pkneao
`eo]^ha
_klu
a`epbehao
hejgo
behao
lnk_aooao
odahh_kii]j`o
%
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Not all the actions are used immediately, but in Chapter 7 we plan to demonstrate all
of the listed actions as we begin setting up our example infrastructure.
We define some variables that are used in later file copies, namely behaoanran and
lkhe_udkop. We keep them separate so we can split the file copies between two different cfengine master hosts without having to modify every copy task. We would need to
change the variables only in _kjpnkh+_b*_kjpnkh[_b]cajp[_kjb.
Here are the contents of _kjpnkh+_b*_kjpnkh[_bata_`:
_kjpnkh6
]ju66
Sdajodkqh`_bata_`ej`]aikjik`as]gaqlpda]cajp;
o_da`qha9$Iej,,[,1Iej.,[.1Iej0,[01%

(You can find more about the o_da`qha setting in Chapter 4.) We think that running
_b]cajp from _bata_` every 20 minutes will be the proper frequency for our new site.
Many sites run only once an hour, but we like the increased frequency because we will
use cfengine to make sure that important processes are running. The actions or tasks
that don’t need to be performed this often will be set to run only when certain time- or
day-based classes are set, such as Dn,-*Iej,,[,1 to make an action happen between 1:00
a.m. and 1:05 a.m. The reason for the range is that we’ve set a five-minute Olh]uPeia and
_b]cajp will run at a random time inside that range. We will have extensive examples of
time-based classes in later chapters.
Here are the configuration directives pertaining to the e-mail sent from _bata_`; they
are self-explanatory:
Ai]ehI]tHejao9$1,,,%i]thejaokbkqplqppkai]eh
Ai]ehBnki9$_bajceja<_]ilej*jap%
ouo]`i9$klo<at]ilha*knc%sdanapki]ehkqplqp
oiploanran9$oipl*_]ilej*jap%i]ehnah]ukranOIPL

This final line in _kjpnkh+_b*_kjpnkh[_bata_` tells _bata_` where to find the _b]cajp
binary:
_bnqj?kii]j`9$ $_b[^]oa[l]pd%+_b]cajp%

Warning The _bnqj?kii]j` variable is meant for the _boanr` daemon according to the cfengine
documentation, but in the past we’ve found that _bata_` doesn’t function correctly without this variable
set up. This might be fixed in recent versions of cfengine, but it’s another area where we’re paranoid, so we
keep fixes in place indefinitely.

C HA P TE R 5

 BOOTSTRAPPING A NEW INFRASTRUCTURE

Here are the contents of dkopcnkqlo+_b*]ju:
eilknpa`^u=HHdkopo(_]nabqhsepdpdeokja

`eopa`^u_bajceja(`kj#pa`ephk_]hhu
eilknp6
]ju66
p]ogo+ko+_b*ikp`
p]ogo+ko+_b*_bajceja[_nkj[ajpneao

This file is also made up only of imports—for a very important reason. Once we have
spent some time developing and maintaining our cfengine configurations, we’ll end up
with many actions being done to particular groups of hosts. Using this layout, we’ll have
a file for each role or group of hosts performing similar duties that shows the collection of
tasks that are performed for that role or group. This is an easy way to document what we
do to configure a certain type of host. The alternative is a very long list of imports for each
role or group directly out of _b]cajp*_kjb, and eventually the file gets so large it is difficult
for humans to read and understand easily.
We already have two task files used on all hosts at our site. We want every host that
we set up at our site to have some special cron entries, as well as a standard message of
the day to greet users when they log in.

The cf.motd Task
We think it’s important to maintain a standard message-of-the-day file for all hosts that
we administer. We like to greet authorized users with a message about where to find help
and greet unauthorized users with a warning.
We also like each host to have entries specific to itself. In cfengine we set up support
for local message-of-the-day contents using a file at the location +ap_+ikp`)hk_al.
We’ll now list the contents of p]ogo+ko+_b*ikp`. Here we test for the existence of the
local ikp` file. If it exists, it alters the behavior of this task:
_h]ooao6oujkjuicnkqlo6
d]ra[ap_[ikp`[hk_]h9$BehaAteopo$+ap_+ikp`)hk_]h%%

In the _kjpnkh section we define some variables:
_kjpnkh6
i]opanbeha9$$i]opan[ap_%+ikp`)i]opan%
hk_]h[i]opanbeha9$+ap_+ikp`)i]opan%
hk_]h[iaoo]ca9$+ap_+ikp`)hk_]h%
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In the _klu section we copy the site-wide ikp` file from the behaoanran host:
_klu6
]ju66
 $i]opanbeha%
`aop9 $hk_]h[i]opanbeha%
ik`a9311
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa

In the a`epbehao section, cfengine will evaluate the edit actions in the three groups if
the file +ap_+ikp`)hk_]h exists on the system:
a`epbehao6
d]ra[ap_[ikp`[hk_]h66
w+ap_+ikp`
>acejCnkqlEbBehaEoJasan $hk_]h[iaoo]ca%
AilpuAjpenaBehaLha]oa
EjoanpBeha $hk_]h[i]opanbeha%
EjoanpBeha $hk_]h[iaoo]ca%
Lnalaj`EbJkOq_dHejaPdeoouopaieonqjjejc $_h]oo%6 $]n_d%
Aj`Cnkql
>acejCnkqlEbBehaEoJasan $hk_]h[i]opanbeha%
AilpuAjpenaBehaLha]oa
EjoanpBeha $hk_]h[i]opanbeha%
EjoanpBeha $hk_]h[iaoo]ca%
Lnalaj`EbJkOq_dHejaPdeoouopaieonqjjejc $_h]oo%6 $]n_d%
Aj`Cnkql
>acejCnkqlEbJkHeja?kjp]ejejc_]ilej*jap
AilpuAjpenaBehaLha]oa
EjoanpBeha $hk_]h[i]opanbeha%
EjoanpBeha $hk_]h[iaoo]ca%
Lnalaj`EbJkOq_dHejaPdeoouopaieonqjjejc $_h]oo%6 $]n_d%
Aj`Cnkql
y
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The first two groups will trigger when either of the ikp`)hk_]h or ikp`)i]opan files are
newer than the +ap_+ikp` file. If that’s the case, you must update +ap_+ikp`.
You accomplish the update by merging the two files together, with the ikp`)i]opan
file inserted first. This behavior resembles the i]ga utility’s functionality.
The third group is triggered when the string “campin.net” isn’t found in +ap_+ikp`.
We know that our ikp`)i]opan file contains that string, so this is a way to update +ap_+ikp`
for the first time. After that, +ap_+ikp` will be newer than ikp`)i]opan and ikp`)hk_al, and
won’t be re-edited until one of the two input files is updated.
This section is similar to the previous a`ep section, but will be evaluated if the file
+ap_+ikp`)hk_]h does not exist on the system:
d]ra[ap_[ikp`[hk_]h66
w+ap_+ikp`
>acejCnkqlEbBehaEoJasan $hk_]h[i]opanbeha%
AilpuAjpenaBehaLha]oa
EjoanpBeha $hk_]h[i]opanbeha%
Lnalaj`EbJkOq_dHejaPdeoouopaieonqjjejc $_h]oo%6 $]n_d%
Aj`Cnkql
>acejCnkqlEbJkHeja?kjp]ejejc_]ilej*jap
AilpuAjpenaBehaLha]oa
EjoanpBeha $hk_]h[i]opanbeha%
Lnalaj`EbJkOq_dHejaPdeoouopaieonqjjejc $_h]oo%6 $]n_d%
Aj`Cnkql
y

The master ikp` file is inserted when it’s newer than +ap_+ikp`, or if the string
“campin.net” isn’t found in +ap_+ikp`.
The file +r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+ap_+ikp`)i]opan is copied
from the behaoanran host to +ap_+ikp`)i]opan on all systems.
These are the contents of ikp`)i]oper:
9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9
Ukq]nakj]lner]pa_]ilej*japouopai*
Qj]qpdkneva`qoaeolnkde^epa`(]hh]_perepueoikjepkna`*
9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9
O=Op]bb6bknhk_]h)kjhu]``epekjodana(lqp_kjpajpej+ap_+ikp`)hk_]h

This is a good way to send a standard message on login, but still allow for local modifications. A great secondary benefit is that once a host is imaged and configured to use
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cfengine, it should automatically update this file. This means that we should be greeted
with our site’s message of the day upon our first login to a newly imaged host, giving us
instant validation of the host’s cfengine configuration.

The cf.cfengine_cron_entries Task
The second entry in dkopcnkqlo+_b*]ju is p]ogo+ko+_b*_bajceja[_nkj[ajpneao, and it has
these contents:
_kjpnkh6
]``ejop]hh]^ha9$dql_nkj%

In the _kjpnkh section we specify a definable class that we define later in the file, if
and when the edits defined are performed. The following edits are performed only if the
required entries aren’t there:
a`epbehao6
`a^e]j66
w+r]n+olkkh+_nkj+_nkjp]^o+nkkp
=qpk?na]pa
=llaj`EbJkOq_dHeja/-./&&&+qon+o^ej+_b]cajp
@abeja?h]ooaodql_nkj
y
okh]neoxokh]neot4266
w+r]n+olkkh+_nkj+_nkjp]^o+nkkp
=llaj`EbJkOq_dHeja/-./&&&+klp+_os+o^ej+_b]cajp
@abeja?h]ooaodql_nkj
y
na`d]p66
w+r]n+olkkh+_nkj+nkkp
=qpk?na]pa
=llaj`EbJkOq_dHeja/-./&&&+qon+lgc+_bajceja+o^ej+_b]cajp
@abeja?h]ooaodql_nkj
y

With these cron entries, we make sure all our hosts run the _b]cajp command once
per day. This isn’t meant to handle the “normal” scheduled runs; for that we will use
_bata_`. These cron entries are meant to restore our systems to a working state when
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all other _b]cajp startup and scheduling mechanisms fail. Our ql`]pa*_kjb file specifies
the startup of the cfengine daemons, so if we manage somehow to kill off our cfengine
daemons or fail to start them upon boot, the daemons will start back up again within 24
hours when _b]cajp is called again from cron.
When cron files are updated on Linux, the cron program will notice the file update
and reread the files automatically:
odahh_kii]j`o6
$okh]neoxokh]neot42%*dql_nkj66
sdajpda_nkjp]^eoql`]pa`kjokh]neo(naop]np_nkj
$sakjhuejop]hhokh]neo-,%
+qon+o^ej+or_]`inaop]np_nkjpeiakqp9/,

Based on this behavior, we never actually do anything with the dql_nkj class on
Linux. The cron daemon on Solaris has no such feature, and needs to be restarted. That’s
what we do in the odahh_kii]j`o section when dql_nkj is defined.
The _b*_bajceja[_nkj[ajpneao task ensures that _b]cajp is run at least once per day.
This will get _b]cajp to update the inputs directories and start up _bata_`, _bajr`, and
_boanr` if they’re not already running.
These cron entries are our emergency measure intended to get cfengine back up and
running if all other measures fail and we either don’t know that it’s broken or we can’t
access the host in order to fix it manually.

cfservd.conf
One other important file needs to be created: _boanr`*_kjb. We need to allow client systems to pull files from the goldmaster host, and also set up the access and proper path to
the _b]cajp program for remote invocations through _bnqj. This file is used on all systems,
because we choose to run _boanr` on all systems.
Here are the contents of _boanr`*_kjb:
_kjpnkh6
]ju66
`ki]ej9$_]ilej*jap%
=hhksQoano9$nkkp%

Trust in cfengine is done by private keys, so the ]__aoo directive gives _boanr` access
only to the key for the named users. For this to happen, the nkkp key must already be in
place, so there’s a race condition when a new host is imaged (although for a short period).
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Warning You should be aware that the only way to prevent a malicious user from spoofing the key of
a new host (and the only trusted user, nkkp) is to turn off key trust and to install keys using some other
mechanism outside the cfengine trusted key exchange. See the online cfengine documentation for further
details. We utilize cfengine initial trusts in this book, because the added security from manual or out-of-band
cfengine key distribution is negligible.

The ebAh]loa` feature is also built into _boanr`:
ebAh]loa`9$-%

You use it to prevent clients from forcing _boanr` to reread its configuration too often.
The default is one hour.
Once again we define the location of important directories and binaries:
Atlena=bpan9$-1%
I]t?kjja_pekjo9$1%
Iqhpelha?kjja_pekjo9$pnqa%
Hkc=hh?kjja_pekjo9$pnqa%
PnqopGauoBnki9$-5.*-24*-%
okh]neoxokh]neot4266
_b[^]oa[l]pd9$+klp+_os+o^ej%
_bnqj?kii]j`9$+klp+_os+o^ej+_b]cajp%
`a^e]j66
_b[^]oa[l]pd9$+qon+o^ej%
_bnqj?kii]j`9$+qon+o^ej+_b]cajp%
na`d]p66
_b[^]oa[l]pd9$+qon+lgc+_bajceja+o^ej%
`a^e]j*na`d]p*$okh]neoxokh]neot42%66
p]ga]^aopcqaookjpdal]pdbknkpdandkopo(oej_aEqoa
]ju66^ahkspkgaal_bajcejalnk_o]herakj]hhdkopo
_b[^]oa[l]pd9$+qon+lgc+_bajceja+o^ej%
_bnqj?kii]j`9$+qon+lgc+_bajceja+o^ej+_b]cajp%
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Eventually we plan to run many hosts at our site, and often a single host will make
more than one connection to our master host. We want this limit to be higher than we
think we’ll need:
ckh`i]opan66
I]t?kjja_pekjo9$1,,%

Prior experience shows that this number needs to be approximately twice the number of actual cfengine clients that will simultaneously connect to the _boanr` daemon.
Note that only our goldmaster host is sharing files via _boanr`. That’s where our
behaoanran and lkhe_udkop variables currently point. All the other hosts simply allow
_b]cajp invocations via the _bnqj tool:
]`iep6
ata_qpapdapnqahk_]pekjkb_b]cajpnaikpahuqoejc_bnqj(
ouihejgo`kjÑp_kqjp
]ju66
+r]n+_bajceja+^ej+_b]cajp&*_]ilej*jap-5.*-24*+qon+lgc+_bajceja).*.*3+o^ej+_b]cajp&*_]ilej*jap-5.*-24*+qon+lgc+_bajceja+o^ej+_b]cajp&*_]ilej*jap-5.*-24*+qon+o^ej+_b]cajp&*_]ilej*jap-5.*-24*+klp+_os+o^ej+_b]cajp&*_]ilej*jap-5.*-24*ckh`i]opan66
Cn]jp]__aoopk]hhdkopoej&*_]ilej*jap
+r]n+he^+_bajceja.+i]opanbehao-5.*-24*-&*_]ilej*jap
nkkp9-5.*-24*-aj_nulp9pnqa

Ready for Action
This is a good time to step back and look at what we’ve accomplished, because we’ve covered quite a bit in this chapter.
We’ve set up and configured a fully functional cfengine master, ready for use by client systems to pull configuration files. We have also set up a small amount of system
configuration, namely editing of cron files and message-of-the-day files. We now have
what we need to manage newly installed hosts at our site using cfengine.
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Setting Up Automated
Installation
I

t is critically important that you use unattended operating-system installation tools for
every system you deploy. If you were to load the OS manually, you would rarely (if ever)
get the same configuration on all your systems. It would be nearly impossible to configure your systems properly from that point forward.
Automated installation systems offer several key benefits:




 
 

  



system-configuration tools such as cfengine don’t have to account for varying initial system state. This minimizes the complexity of the automation system itself.







 


 

  
  
center technician. Once the automated installation system is configured, very little
work is required to add new installation clients.







  

 
 
 
mentation. A manual OS installation process might be documented, but you have
no proof that the final system state is really the result of the documented steps.







 
  

 


  
location with confidence that the resulting systems are properly installed.





































 

 



 
 





 

small number of UNIX or Linux systems need to use automated OS installation techniques for every new host.


 





could work;
we’re going to show you how they really


   

tion systems to deploy real systems, and document the procedure from start to finish.
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Introducing the Example Environment
going to deploy systems into a completely new environment for the fictional

 
 
 
 






 

 





 





 






 
 







Time Protocol, etc.).
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structure roles.
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The network in our new environment is flat: a single subnet utilizing a private
 






 
 
 
 





 


To deploy our three different OS platforms, we’ll create three different
system-imaging servers:


















 











dppl6++sss*ejbkni]peg*qje)gkahj*`a+b]e+).













 









dppl6++`k_o*

oqj*_ki+]ll+`k_o+`k_+4-3)11,2+fqilop]npkranreas)0;]9reas).









 











dppl6++sss*na`d]p*_ki+`k_o+
aj)QO+Na`[D]p[Ajpanlneoa[Hejqt+1*.+dpih+Ejop]hh]pekj[Cqe`a+_d)ge_gop]np.*dpih).

 







 

These scripts will cause the system to utilize our new campin.net cfengine infrastructure from Chapter 5. All our new systems will be booted from the network, and during
the imaging process they will have cfengine installed and configured to use our cfengine
master system. Cfengine will handle all system configuration from the very first bootup of
our hosts.
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FAI for Debian
FAI is 



 


 


the FAI Guide at dppl6++sss*ejbkni]peg*qje)gkahj*`a+b]e+b]e)cqe`a+_d)ejpnk*dpih:
FAI is a noninteractive system to install a Debian GNU/Linux operating system on
a single computer or a whole cluster. You can take one or more virgin PCs, turn
on the power and after a few minutes Linux is installed, configured, and running on the whole cluster, without any interaction necessary. Thus, it’s a scalable
method for installing and updating a cluster unattended with little effort involved.
FAI uses the Debian GNU/Linux distribution and a collection of shell and Perl
scripts for the installation process. Changes to the configuration files of the operating system can be made by cfengine, shell, Perl, and Expect scripts.
Note the mention of cfengine scripts used during the installation process. Those
familiar with cfengine can easily understand FAI configuration and usage. FAI also has
the concept of classes at its core, and uses assignment to classes and the definitions
assigned to those classes to determine how a host is installed and configured.
  

   








system:
1.

 









 





2. Install the FAI packages along with dependent packages on the new system.
3. Configure FAI.
4.

b]e)oapql to create the NFS root filesystem for installation clients.

5. Configure network booting for installation clients.
6. Customize the installation process for all systems, as well as special configuration
particular to our first installation client.
7. Boot and install our first FAI client system.
Once again we find ourselves in need of a host, in order to configure other hosts. Our
cfengine master system (named goldmaster) will function as our FAI installation host.

 
 





 
 

 
our example network is -5.*-24*-*.05.
If you encounter any problems with the examples and commands in this section,
refer to the online FAI documentation here: dppl6++sss*ejbkni]peg*qje)gkahj*`a+b]e+b]e)
cqe`a+_d)ejop*dpiho)b]eoapql  





 



be out, and there’s a chance that you’ll need to update this procedure.
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Installing and Configuring the FAI Packages
Install the needed packages by using ]lp)cap or ]lpepq`a to install the b]e)mqe_gop]np
metapackage:
]lpepq`aejop]hhb]e)mqe_gop]np

This code will install all the needed packages, such as `d_l/)oanran and pbpl`)dl], as
well as the b]e)_heajp and b]e)oanran packages.
Now that you have the required packages, edit +ap_+b]e+i]ga)b]e)jbonkkp*_kjb. This
file controls the creation of the nfsroot filesystem in +onr+b]e+jbonkkp 

 

only these minor changes from the default:
JBONKKP[AP?[DKOPO9-5.*-24*-*.05ckh`i]opan
OOD[E@AJPEPU9+dkia+j]pa+*ood+e`[`o]*lq^



 















 



 



pdaoar]ne]^hao]nakjhuqoa`^ui]ga)b]e)jbonkkp$4%
danaukq_]jqoa]hokr]ne]^hao`abeja`ejb]e*_kjb
`ena_pknukjpdaejop]hhoanransdanapdajbonkkpbknB=Eeo
_na]pa`(]llnktoeva6.1,I>(]hok`abeja`ej^kkplp]^kn`d_l*_kjb
JBONKKP9+onr+b]e+jbonkkp
=``]hejabkniennkndkop]j`ejop]hhoanransdaj@JOeojkp]r]eh]^ha
kjpda_heajpo*Pdeoheja$o%sehh^a]``a`pk jbonkkp+ap_+dkopo*
JBONKKP[AP?[DKOPO9-5.*-24*-*.05ckh`i]opan
B=E[@A>KKPOPN=L9ap_ddppl6++bpl*`a^e]j*knc+`a^e]j
pdaaj_nulpa`$sepdi`1kn_nulp%nkkpl]ooskn`kj]hhejop]hh_heajpo`qnejc
ejop]hh]pekjlnk_aoo7qoa`sdajhkcejre]ood7`ab]qhplseo6b]e
B=E[NKKPLS9#BKK>=N>=V*A `ft>-.4Q3`IgnBKK>=N>=V#
pdeoganjahl]_g]casehh^aqoa`sdaj^kkpejcpdaejop]hh_heajpo
GANJAHL=?G=CA9+qon+he^+b]e+ganjah+hejqt)ei]ca).*2*-4)b]e)ganjaho[-[e/42*`a^
hk_]pekjkb]e`ajpepu*lq^beha7pdeoqoan_]jhkcpkpdaejop]hh
_heajpoej]onkkpsepdkqp]l]ooskn`7kjhuqoabqhsepdB=E[BH=CO9ood`
OOD[E@AJPEPU9+dkia+j]pa+*ood+e`[`o]*lq^
))))))))))))))))))))))))))))))))))
bkhhksejchejaoodkqh`^ana]`kjhubknikopkbukq
B=E[@A>KKPOPN=L[KLPO9))at_hq`a9`d_l)_heajp(ejbk
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The configuration for the FAI package (but not the configuration for installation clients) is stored in +ap_+b]e+b]e*_kjb  


 b]e*_kjb 
  
complete file from our goldmaster system:
+ap_+b]e+b]e*_kjb))_kjbecqn]pekjbknB=E$Bqhhu=qpki]pe_Ejop]hh]pekj%
=__aoopk@a^e]jiennknre]JBOikqjpa``ena_pknu
EbB=E[@A>IENNKNeo`abeja`(ejop]hh_heajpoikqjpeppk IJPLKEJP
B=E[@A>IENNKN9ukqnjbo`a^e]jiennkn6+l]pd+pk+`a^e]jiennkn
HKCQOAN6]j]__kqjpkjpdaejop]hhoanransde_do]rao]hhhkc)behao
]j`sde_d_]j_d]jcapdaganjahpd]peo^kkpa`re]japskng*
?kjbecqna*ndkopobknpdeo]__kqjp]j`L=I(okpd]pnkkp_]jhkcej
bnki]hhejop]hh_heajposepdkqpl]ooskn`*Pdeo]__kqjpodkqh`d]ra
snepalanieooekjobkn+onr+pbpl+b]e*Bknat]ilha(ukq_]jqoasnepa
lanieooekjobknpdacnkqlhejqt]`i*_dcnlhejqt]`i+onr+pbpl+b]e7_dik`
c's+onr+pbpl+b]e*Ebpdar]ne]^haeoqj`abeja`(pdeoba]pqnaeo`eo]^ha`*
@abejaep(pkaj]^haep(ac*HKCQOAN9b]e
HKCQOAN9
oaplnkpk_khpulabkno]rejchkco*R]hqao6ood(nod(bpl
B=E[HKCLNKPK9nod
pda_kjbecqn]pekjol]_akjpdaejop]hhoanran
B=E[?KJBEC@EN9+onr+b]e+_kjbec
dkspk]__aoopdab]e_kjbecol]_a
`ab]qhpebqj`abeja`dana6jbo6++\dkopj]ia\+ B=E[?KJBEC@EN
oqllknpa`QNH)pulao6jbo(beha(_ro(_ro'ood(orj'beha(orj'dppl(***
B=E[?KJBEC[ON?9jbo6++ukqnoanranj]ia B=E[?KJBEC@EN
pdabkhhksejcr]ne]^hao]nana]`kjhubknikopqoano
ikqjplkejpsdanapdaiennknsehh^aikqjpa`
IJPLKEJP9+ia`e]+iennkn
pdahk_]h_kjbecqn]pekj`ena_pknukjpdaejop]hh_heajp
B=E9+r]n+he^+b]e+_kjbec

FAI uses ]lp)cap to create the nfsroot filesystem. Once +ap_+b]e+b]e*_kjb and +ap_+
b]e+i]ga)b]e)jbonkkp*_kjb are configured to your liking, run b]e)oapql:
b]e)oapql
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A lot of information will scroll by, but you need to look for these two lines that indicate success:
i]ga)b]e)jbonkkpbejeoda`lnklanhu*
B=Eoapqlbejeoda`*



 


 





result from improper settings in +ap_+b]e+i]ga)b]e)jbonkkp*_kjb or simply insufficient
disk space on your host.
The nfsroot creation aspect of b]e)oapql is done when b]e)oapql invokes the
i]ga)b]e)jbonkkp command. In order to troubleshoot, you can call i]ga)b]e)jbonkkp yourself with the )r flag to see more verbose (and useful) output. This is the best way to find


 

  


 



information.

Configuring Network Booting


 





 
  
 


 


 



 



 

  





  

 
 

 





 

 

 

 

The b]e)mqe_gop]np metapackage installed software that we can use to boot network cli


  


pbpl)dl], pbpl`)dl], ouohejqt,
`d_l/)_kiikj, and `d_l/)oanran. If any of these are missing from your system, install them
using ]lpepq`a or ]lp)cap.
Copy the sample `d_l`*_kjb file from the FAI at]ilhao directory into place for your



 











_l+qon+od]na+`k_+b]e)`k_+at]ilhao+ap_+`d_l`*_kjb+ap_+`d_l/+`d_l`*_kjb

The file on our goldmaster system looks like this after editing:
`ajuqjgjksj)_heajpo7
klpekj`d_l)i]t)iaoo]ca)oeva.,047
qoa)dkop)`a_h)j]iaokj7
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oq^jap-5.*-24*-*,japi]og.11*.11*.11*,w
klpekjnkqpano-5.*-24*-*-7
klpekj`ki]ej)j]ia_]ilej*jap7
klpekj`ki]ej)j]ia)oanrano-5.*-24*-*-7
klpekjpeia)oanrano-5.*-24*-*.057
klpekjjpl)oanrano-5.*-24*-*.057
klpekjpbpl)oanran)j]iackh`i]opan*_]ilej*jap7
oanran)j]iackh`i]opan7
jatp)oanran-5.*-24*-*.057
behaj]iab]e+ltahejqt*,7
y
dkopap_dh]ilwd]n`s]naapdanjap,,6,_6.56.16a]6_37beta`)]``naooap_dh]il7y

One of the most important settings is the first line in the file: `ajuqjgjksj)_heajpo.







 

   

 


 



  



and put it in this configuration file at the end.
In addition, we placed this new host, named etchlamp 



 




 


  
 


  
 



  



 

The pbpl` daemon runs from the ejap` super server, so make sure you have a line like
this in +ap_+ejap`*_kjb:
pbpl`cn]iq`ls]epnkkp+qon+o^ej+ej*pbpl`+qon+o^ej+ej*pbpl`)o+onr+pbpl



  
 
 
ejap` process.
To configure an FAI install client, use the command b]e)_d^kkp 



 

 
 


lation during the next boot:










-

b]e)_d^kkp)EBrap_dh]il





 


  
`d_l`*_kjb file, b]e)_d^kkp

b]e+ltahejqt*_bc+.



 


 

















+ap_+dkopo file if you’re


   
 in +onr+pbpl+
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Customizing the Install Client
Now we can boot a host, but we’ll want some customization before we attempt an instal

  
 

 
  


 


 
   


 





  

 


 



worry about getting Apache 2 up and running.
To define a new class of our own in FAI, create a script called 2,)ikna)dkop)_h]ooao
and place it in the /onr+b]e+_kjbec+_h]oo directory. This new script sets a class called SA>
for our new host that denotes sa^oanran:
+^ej+^]od
_]oa DKOPJ=IAej
ap_dh]il%
a_dkSA>77
ao]_

Setting a new class in FAI is as easy as creating the preceding script. That class is then
used in other scripts within FAI that install packages, run scripts, and configure the system’s disk drives. FAI’s use of classes resembles the way cfengine uses classes.

Note The numbers prepended to the script names in the FAI script directory are used for the same purpose as the numbers in the names of run-control scripts such as those in +ap_+n_/*`+ on Red Hat, Debian,
and Solaris systems. They’re used to order the execution of scripts in a directory. Under FAI, though, the start
of a file name contains no S or K—only a number.

already have a 1,)dkop)_h]ooao file that is installed by default with FAI in the same
directory, and it resembles the new 2,)ikna)dkop)_h]ooao


 



 
 

 
 





to build an FAI server automatically, you won’t have to edit files programmatically. This
means you’ll only have to copy a new file into place, which is always less error-prone, and
also means that the FAI authors’ updates to the scripts don’t need to be merged back into
your copy of the file.
Also in the +onr+b]e+_kjbec+_h]oo+ directory is a file called B=E>=OA*r]n. This file contains settings for all hosts installed using FAI, because FAI applies the B=E>=OA class to all
installation clients. Some variables in this file need modification: the time zone is wrong


   



 
 nkkp password from the
 


 
 

 

 
   NKKPLS
variable.
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B=E>=OA*r]n file after our modifications:

`ab]qhpr]hqaobknejop]hh]pekj*Ukq_]jkranne`apdaiejukqn&*r]nbehao
]hhksejop]hh]pekjkbl]_g]gcaobnkiqjoecja`nalkoepkneao
B=E[=HHKS[QJOECJA@9?KJOKHABKJP9
GAUI=L9qo)h]pejOapQP?9uaoebukqnouopai_hk_geooappkQP?$CIP%(]j`QP?9jk
ebjkp*
QP?9uao
PEIAVKJA9QO+L]_ebe_
nkkpl]ooskn`bknpdajasejop]hha`hejqtouopai7i`1]j`_nulp
]nalkooe^ha
lseob]e
NKKPLS9#N]c^]nbkk/b/U#
ik`qhaoheop_kjp]ejoik`qhaopd]psehh^ahk]`a`^updajasouopai(
jkp`qnejcejop]hh]pekjpdaoaik`qhaosehh^asneppaj
pk+ap_+ik`qhao
Ebukqjaa`]ik`qha`qnejcejop]hh]pekj(]``eppk ganjahik`qhao
ej.,)ds`apa_p*okqn_a*>qp`eo_kranodkqh``kikopkbpdeofk^
IK@QHAOHEOP9qo^g^`ad_e)d_`kd_e)d_`qd_e)d_`qo^de`loikqoa

already decided that our new host etchlamp will belong to the SA> class.
Let’s set up a custom package list for the SA> class in a new file in the +onr+b]e+_kjbec+
l]_g]ca[_kjbec+ directory. As you’ve probably guessed, FAI uses this directory to define
the packages installed for classes of hosts. All hosts will by default use the B=E>=OA package
configuration, but our new host needs some additional packages.
are the contents of +onr+b]e+_kjbec+l]_g]ca[_kjbec+SA>:
L=?G=CAO]lpepq`a
]l]_da.)qpeho
]l]_da.*.)_kiikj
]l]_da.)ili)lnabkng
he^]ln-
he^atl]phe^lm0
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he^omhepa/),
he^]lnqpeh-
ieia)oqllknp
he^]l]_da.)ik`)ldl1
he^tih.
ldl1
ldl1)_kiikj

This takes care of our wishes for the packages installed for the SA> class.
It is so easy to configure exactly which packages should go onto a system that we
decided we wanted to modify the base system. Namely, we changed +onr+b]e+_kjbec+
l]_g]ca[_kjbec+B=E>=OA to use lkopbet and ouohkc)jc instead of atei and ouoghkc` 

added these lines:
lkopbetklajoohooh)_anp
ouohkc)jc

and we removed this line:
atei0



 
 




 
tioning for the SA> class in the file +onr+b]e+_kjbec+`eog[_kjbec+SA>:







-

8pula:8ikqjplkejp:8oevaeji^:WikqjpklpekjoYW7atpn]klpekjoY
`eog[_kjbec`eoglnei]nu+-1,)ns(annkno9naikqjp)nk7)_)fatp/
hkce_]hos]l0,,)1,,ns

Finally, you want to make sure cfengine is configured properly and that it’s pulling
configuration files from the master system after installation. The first step is to make sure


 
 

 

 
 

script and placing it at +onr+b]e+_kjbec+o_nelpo+B=E>=OA+1,)_bajceja:
+qon+o^ej+_b]cajp)b
_kjpnkh6
]ju66
]_pekjoamqaj_a9$a`epbehao%
A`epBehaOeva9$/,,,,%
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a`epbehao6
]ju66
w wp]ncapy+ap_+]he]oao
=qpk?na]pa
=llaj`EbJkOq_dHejankkp6klo<at]ilha*knc
y
w wp]ncapy+ap_+`ab]qhp+_bajceja.
Nalh]_a=hh9, Sepd9-
y

The edit of the mounted root filesystem’s +ap_+`ab]qhp+_bajceja. in this cfengine
script changes the lines:
NQJ[?BOANR@9,
NQJ[?BATA?@9,
NQJ[?BAJR@9,

to these:
NQJ[?BOANR@9NQJ[?BATA?@9NQJ[?BAJR@9-

At

  

 





 
cfengine daemons only if the values of the NQJ[& variables are set to -. This 1,)_bajceja
script also ensures that +ap_+]he]oao contains a nkkp alias before installation is complete.
Now we need to get the files ql`]pa*_kjb and _b]cajp*_kjb in place for when cfengine
 






use FAI’s b_klu command to move the
ql`]pa*_kjb and _b]cajp*_kjb






+onr+b]e+
_kjbec+o_nelpo+B=E>=OA+2,)_na]pa)_b)_kjbec, with these contents:
+^ej+^]od
annkn9,7pn]lannkn9 $$annknx-%%ANN
b_kluap_+_bajceja+ql`]pa*_kjb
b_kluap_+_bajceja+_b]cajp*_kjb
atep annkn

The b_klu command works on files placed under behao+ in the FAI _kjbec directory,
in a directory named after the file you need to copy. The files in the directory, which are
named after FAI classes, contain the appropriate contents for hosts matching the class
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contained in the file name. According to the FAI docs, if multiple classes match, then the
class with the highest matching priority gets its file copied.
using the B=E>=OA class because we want all hosts to get the basic ql`]pa*_kjb
and _b]cajp*_kjb files.
The contents of the identical +onr+b]e+_kjbec+behao+ap_+_bajceja+_b]cajp*_kjb+
B=E>=OA and +onr+b]e+_kjbec+behao+ap_+_bajceja+ql`]pa*_kjb+B=E>=OA files are:
_kjpnkh6
okh]neoxokh]neot4266
_b[^]oa[l]pd9$+klp+_os+o^ej%
skng`en9$+r]n+_bajceja%
_heajp[_bejlqp9$+r]n+_bajceja+ejlqpo%
`a^e]j66
_b[^]oa[l]pd9$+qon+o^ej%
skng`en9$+r]n+he^+_bajceja.%
_heajp[_bejlqp9$+r]n+he^+_bajceja.+ejlqpo%
na`d]p66
_b[^]oa[l]pd9$+qon+lgc+_bajceja+o^ej%
skng`en9$+r]n+_bajceja%
_heajp[_bejlqp9$+r]n+_bajceja+ejlqpo%
$`a^e]jxna`d]pxokh]neoxokh]neot42%66
_b[^]oa[l]pd9$+qon+lgc+_bajceja+o^ej%
skng`en9$+r]n+_bajceja%
_heajp[_bejlqp9$+r]n+_bajceja+ejlqpo%
]ju66
]_pekjoamqaj_a9$_klu*EbAh]loa`,
hejgo*EbAh]loa`,
lnk_aooao*EbAh]loa`,
%
`ki]ej9$_]ilej*jap%
lkhe_udkop9$ckh`i]opan*_]ilej*jap%
i]opan[_bejlqp9$+r]n+he^+_bajceja.+i]opanbehao+LNK@+ejlqpo%
Olh]uPeia9$,%
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ecjkna6
N?O+orj]`iejeopn]peraopqbbsehh^aecjkna`ej]hh_kleao
N?O
*orj
lnk_aooao6
]ju66
_bata_`naop]np $_b[^]oa[l]pd%+_bata_`
_boanr`naop]np $_b[^]oa[l]pd%+_boanr`
_bajr`naop]np $_b[^]oa[l]pd%+_bajr`
hejgo6
na`d]pxokh]neoxokh]neot4266
+r]n+_bajceja+^ej+_b]cajp): $_b[^]oa[l]pd%+_b]cajp
`a^e]j]hna]`uoapoql]ouihejgbnki+r]n+he^+_bajceja.+^ej
pk+qon+^ejokjk_d]jcaonamqena`kjpd]plh]pbkni
_klu6

Aranupdejcej+r]n+_bajceja+i]opanbehao+ejlqpokjpdai]opan
[]j`[aranupdejcejepooq^`ena_pkneaoeo_klea`pkaranudkop*

 $i]opan[_bejlqp%+`aop9 $skng`en%+ejlqpo+
n9ejb
ik`a93,,
pula9^ej]nu
at_hq`a9&z
at_hq`a9&
at_hq`a9&(r
lqnca9pnqa
oanran9 $lkhe_udkop%
pnqopgau9pnqa
aj_nulp9pnqa

seen this ql`]pa*_kjb file before; we’re simply getting it into place without
using _b*lna_kjb this time. The convenience of FAI’s b_klu command makes _b*lna_kjb
unnecessary here.
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Finally, we had to override an error from the lkopbet installation involving a missing
nkkp alias. In the file +onr+b]e+_kjbec+dkkgo+o]rahkc*H=OP*okqn_a, we changed:
iuecjknal]ppanjo9TTTTT

to:
iuecjknal]ppanjo9+ap_+]he]oaoateopo(^qp`kaojkpd]ra]nkkp]he]o

This change allows the host to fully install without having to stop for this error.

Installing Your First Debian Host
Now we’re ready to boot our host etchlamp  
 
 

  





 

  


 


 
 

 


 
 

 
a higher preference than booting from the hard disk. The last thing you want is an accidental reinstallation the next time you reboot the host! If you really prefer to boot from
  





 
  


 
`d_l`*_kjb after successful installation.




 


 






comes from the FAI Guide; we couldn’t capture this information directly from our example systems):
@D?LI=?=@@N6,,,03130=.0/
@D?L***+
?HEAJPEL6-5.*-24*-*-.I=OG6.11*.11*.11*,@D?LEL6-5.*-24*-*.1,
C=PAS=UEL6-5.*-24*-*.10

LTAHEJQT/*/-$@a^e]j(.,,3),/),5%?klunecdp$?%-550).,,1D*Lapan=jrej
QJ@E`]p]oaciajp]p6,,,5@30,
QJ@E`]p]oaciajpoeva6/.40
QJ@E_k`aoaciajp]p6,,,5,,,,
QJ@E_k`aoaciajpoeva6.0?,
LTAajpnulkejpbkqj`$sadkla%]p5@306,,B2
IuEl]``naoooaaiopk^a?,=4,-?,-5.*-24*-*-.
el9-5.*-24*-*-.6-5.*-24*-*.1,6-5.*-24*-*.106.11*.11*.11*,




 
taken from the FAI Guide):
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)))))))))))))))))))))))))))))))))))))))))))))))))
Bqhhu=qpki]pe_Ejop]hh]pekj)B=E
B=E/*.(.-=qc.,,3?klunecdp$_%-555).,,3
Pdki]oH]jca8h]jca<ejbkni]peg*qje)gkahj*`a:
)))))))))))))))))))))))))))))))))))))))))))))))))

?]hhejcp]og[_kjb`en
Ganjahl]n]iapano6ejepn`9ejepn`*eic).*2*-4)1)042el9`d_l
nkkp9+`ar+jbojbonkkp9+onr+b]e+jbonkkp^kkp9hera
B=E[BH=CO9ran^koa(ood`(_na]parpB=E[=?PEKJ9ejop]hh
>KKP[EI=CA9rihejqv).*2*-4)1)042

Once you’ve done the imaging and reboots, you should be able to ood into the host:
oodap_dh]il)hnkkp
nkkp<ap_dh]il#ol]ooskn`6
Pdeoouopaieonqjjejchejqt6hejqt[e242[.[2[-4[2[042[[-[Bne[Fqj[2[.-[03[,-[QP?[.,,4
9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9
Ukq]nakj]lner]pa_]ilej*japouopai*
Qj]qpdkneva`qoaeolnkde^epa`(]hh]_perepueoikjepkna`*
9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9
O=Op]bb6bknhk_]h)kjhu]``epekjodana(lqp_kjpajpej+ap_+ikp`)hk_]h)
ap_dh]il6z`b)d
BehaouopaiOevaQoa`=r]ehQoa!Ikqjpa`kj
+`ar+o`]-/*2C/5,I/*,C-.!+
pilbo34I,34I,!+he^+ejep+ns
q`ar-,I1.G-,I-!+`ar
pilbo34I0*,G34I-!+`ar+odi
ap_dh]il6z

The host has the cfengine-configured +ap_+ikp`, and the disk is partitioned according
to our custom settings. In addition, the lo command shows that the Apache server is run

Overall, FAI is a pleasure to work with. The directory names and scripts are selfexplanatory, the class mechanism is intuitive and easy to work with, and the packages put
useful starting configuration files into place. In addition, the b]e)`k_ package includes sample configurations for the `d_l` and pbpl`
  

  


from no automated installation system to a fully automated mass-installation system using
FAI can happen in a matter of hours.
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Employing JumpStart for Solaris
JumpStart, or Custom JumpStart as it’s called by Sun, is an automatic installation system
for the Solaris OS. It’s based on profiles, allowing a system to match installation profiles



 


 


   tem’s CPU architecture. (For more information on the general JumpStart architecture,
see dppl6++`k_o*oqj*_ki+]ll+`k_o+`k_+4-3)11,2+fqilop]npkranreas)0;]9reas.)
Using JumpStart can be an entirely hands-off process, although an unattended



   






 

 

 


  





boot from the network, as well as use profiles and install media from the network.
In getting started, we again have a chicken-and-egg problem: we need a host to con 



 








 
 
 





1. Boot server: This system provides network clients with the information they need
to boot and install the operating system.
2. Profile server: This system hosts what the JumpStart documentation calls the




 nqhao file for networked installation
clients. The nqhao file contains information on the profile to be used, as well as pre








 
a local floppy or optical media, if that’s a better option at your site.
3. Install server: This system contains the Solaris disk images used to install the
Solaris operating system. One install server can support many different hardware

 

 




 


Follow these steps to set up a new JumpStart installation host on our network:


1.

 



 

 





2. Set up the installation server role.
a. Copy the Solaris installation media to the local disk.
b. Share the installation media via NFS.
3. Set up the profile server.
a. Copy the sample profiles from the Solaris installation media to a new profile
directory.
b.













c. Customize the profile information for your first installation client.
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4. Add an installation client.
5. Boot the installation client and watch as unattended installation commences.











  
 

-5.*-24*-*.04





 








 
 








 








 
 
 












  

hemingway (after the famous author),
 
-5.*-24*-*./3.

aurora, with the IP address
,46,,6.,64b63,6a]  have placed aurora


 

Setting Up the Install Server
The first thing we’ll set up is the install server, which will host the Solaris installation files



    


 
 


 
copied over using o_l:
ig`en+ijp+_`nki
hkbe]`i)]+fqilop]np+okh-,)ol]n_*eok
ikqjp)knk)Bdobo)knk+`ar+hkbe+-+ijp+_`nki
ikqjp)knk)Bdobo)knk+`ar+hkbe+-+ijp+_`nki
_`+ijp+_`nki+Okh]neo[-,+Pkkho+



 

  



 

 
age removable media (the default), simply change the directory to +_`nki+_`nki,+o,+
Okh]neo-,+Pkkho.

 


  




 
 

  



-

ig`en)l+fqilop]np+Okh-,ol]n_
*+oapql[ejop]hh[oanran+fqilop]np+Okh-,ol]n_
Ranebuejcp]ncap`ena_pknu***
?]h_qh]pejcpdanamqena``eogol]_abknpdaOkh]neo[-,lnk`q_p
?]h_qh]pejcol]_anamqena`bknpdaejop]hh]pekj^kkpei]ca
?kluejcpda?@ei]capk`eog***
?kluejcEjop]hh>kkpEi]cadean]n_du***
Ejop]hhOanranoapql_kilhapa


 



command and cnal the pathname:





 









od]na
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od]naxcnal#+fqilop]np+Okh-,ol]n_#
)+fqilop]np+Okh-,ol]n_nk(]jkj9,



entry like this:







 





+ap_+`bo+`bop]^ file for an

od]na)Bjbo)knk(]jkj9,+fqilop]np+Okh-,ol]n_+



Add the entry it if it’s missing. Once that entry is in place, verify that the NFS service



 


or_oÌhor_6+japskng+jbo+oanran6`ab]qhp

If it’s not running, enable it with this command:
or_]`iaj]^haor_6+japskng+jbo+oanran6`ab]qhp









 

od]na]hh

If you encounter problems, see the Sun docs here: dppl6++`k_o*oqj*_ki+]ll+`k_o+
`k_+4-3)11,0+2igr0jd/e;]9reew. The documentation is thorough, so you should be able to
work out any problems.

Setting Up the Profile Server
The directory containing the nqhao file, the nqhao*kg file, and the profiles is called the
JumpStart directory, and the server that hosts the JumpStart directory is called the profile
server. First create the directories we’ll use:
ig`en+fqilop]np+lnkbehao
ig`en+fqilop]np+lnkbehao+]qnkn]
_`+fqilop]np+lnkbehao+]qnkn]

Next, copy over the sample profiles, which you’ll need to validate the new nqhao file
(they’re also useful as a reference):
_l)n+ijp+_`nki+Okh]neo[-,+Ieo_+fqilop]np[o]ilha+fqilop]np+lnkbehao+

Next, share out this directory over NFS by adding this line to +ap_+`bo+`bop]^:
od]na)Bjbo)knk(]jkj9,+fqilop]np+lnkbehao
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jbo daemon:

+qon+o^ej+or_]`inaop]npjbo+oanran

Now validate the addition:
+qon+o^ej+od]naxcnallnkbeha
)+fqilop]np+lnkbehaonk(]jkj9,

Creating the Profile
The lnkbeha file is a text file that describes the software to be installed on a system. A profile describes aspects of the configuration such as the software group to install and the
disk partition (slice) layout. The format is easy to understand, and because we’re taking
advantage of the sample configuration files included with the Solaris installation media,
we can simply modify an existing profile to suit our needs.
The Sun online documentation is very good. For the complete syntax and all possible
options for JumpStart profiles, please refer to dppl6++`k_o*oqj*_ki+]ll+`k_o+`k_+4-3)11,2+
lnal]na_qopki)1/00.;]9reas.




 


 fqilop]np[o]ilha directory:
ls`
+fqilop]np+lnkbehao+]qnkn]
_l**+fqilop]np[o]ilha+dkop[_h]oo*
irdkop[_h]oo^]oe_[lnkb

  ^]oe_[lnkb 


 
 
 

 
distribution with the package OQJS?T]hh, and we set up two filesystems and a swap slice.
  
 ^]oe_[lnkb:
Ejop]hh[pulaejepe]h[ejop]hh
Ouopai[pulaop]j`]hkja
l]npepekjejcatlhe_ep
behaouo_,p,`,o,-,,,,+
behaouo_,p,`,o--,.0os]l
behaouo_,p,`,o3bnaa+klp
_hqopanOQJS?T]hh

The Ejop]hh[pula keyword is required in every profile. Besides ejepe]h[ejop]hh, other
possible values for that keyword include qlcn]`a and bh]od[ejop]hh for upgrades and
installations via a flash archive, respectively (a flash archive is a system image, not unlike
a tarball snapshot of a system). The Ouopai[pula keyword specifies that the system is to be
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  +klp filesystem.
Next, we’ll test our profile. This step is optional but recommended. In place of +ijp+
_`nki 
 

 



ls`
+fqilop]np+lnkbehao+]qnkn]
+qon+o^ej+ejop]hh*`+lbejop]hh)@)_+ijp+_`nki+^]oe_[lnkb
L]noejclnkbeha
-6ejop]hh[pulaejepe]h[ejop]hh
.6ouopai[pulaop]j`]hkja

For this to work, you need to be on a system running the same OS version and hardware platform as the system for which you’re setting up the profile. See dppl6++`k_o*oqj*
_ki+]ll+`k_o+`k_+4-3)11,2+lnal]na_qopki).14,4;]9reas for more details.
The output of lbejop]hh goes on for many, many screens, but eventually should end
with this:
Ejop]hh]pekjhkchk_]pekj
)+]+r]n+o]`i+ouopai+hkco+ejop]hh[hkc$^abknana^kkp%
)+r]n+o]`i+ouopai+hkco+ejop]hh[hkc$]bpanna^kkp%

Ikqjpejcnai]ejejcbehaouopaio

Ejop]hh]pekj_kilhapa

Paopnqj_kilhapa*Atepop]pqo,*

Successful completion of lbejop]hh means that our profile is ready.

Creating the sysidcfg File
The ouoe`_bc file is a preconfiguration file you use to configure a wide variety of basic system settings, including but not limited to:



























Information Service)
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The ouoe`_bc file isn’t technically part of the profile (because it’s not included in the
nqhao file); it’s used earlier than profile information in the JumpStart installation process.
 
   



 
 aurora’s JumpStart configuration files are kept, simply because it is convenient to do so. (For this reason, we describe
it here in the section about setting up your profile server.)
Like the rest of our JumpStart files, ouoe`_bc  

 
   

aurora in the +fqilop]np+lnkbehao+]qnkn] directory, with these contents:
ouopai[hk_]ha9aj[QO
paniej]h9rp-,,
j]ia[oanre_a9@JOw`ki]ej[j]ia9_]ilej*japj]ia[oanran9-5.*-24*-*-
oa]n_d9_]ilej*jap(dkia*_]ilej*japy
japskng[ejpanb]_a9LNEI=NUw`ab]qhp[nkqpa9-5.*-24*-*-
japi]og9.11*.11*.11*,
lnkpk_kh[elr29jky
oa_qnepu[lkhe_u9JKJA
peiavkja9QO+L]_ebe_
peiaoanran9hk_]hdkop
jbo0[`ki]ej9_]ilej*jap
nkkp[l]ooskn`9BKKme0o>=N^]v

SYSIDCFG AND IP ADDRESS ASSIGNMENT
Note that you cannot specify the IP address of a Solaris system in the ouoe`_bc file after the system
gets its IP address from Reverse Address Resolution Protocol (RARP) and the network-boot process
(as we’re configuring here). The installation will fail when the host tries to find a matching rule in the
nqhao*kg file—you’ll get an error that no matching rules were found.



peiaoanran9hk_]hdkop so that the installation would assume that the















 








  


in an interactive Solaris installation. The Custom JumpStart process uses the ouoe`_bc file
to answer these questions automatically.

127

128

C HAPTER 6

 SET TING U P A U TOMA TED INS TA L L A TI O N

For more information on the ouoe`_bc file, see the ouoe`_bc$0% man page or dppl6++
`k_o*oqj*_ki+]ll+`k_o+`k_+4-3)11,0+2igr0jd.i;]9reew.

Creating the postinstall Script
need to customize our system after the JumpStart installation is complete, but before
the host boots for the first time. In many JumpStart scenarios, the system doesn’t boot all
the way to the console login prompt, but pauses when partially done with the first boot
and prompts the user for information about power management settings or the NFSv4
default domain setting. Our script works around those two issues, and also sets up cfen
 

  

 

 
 

 
 


this in the following explanation of our lkopejop]hh
by section:
+^ej+od
L=PD9 L=PD6+qon+o^ej
ig`en)i3,,+]+*ood
a_dkood)`oo====>/Jv]?***F1Atqh_vM99j]pa<okiadkop:+]+*ood+]qpdkneva`[gauo

 
 





 nkkp account’s ]qpdkneva`[gauo
file. This allows for secure and easy login to the system.

Note The public key placed into the nkkp user’s authorized_keys file is shortened for the purposes of this
book. You can find the code samples for this chapter, including the unabbreviated version of this script, in
the Downloads section of the Apress web site (dppl6++sss*]lnaoo*_ki).





Note that JumpStart mounts the future root filesystem at +]+ 
the rest of this script.
The next section of code is used to detect the version of Solaris that the system is
running:
KO[PULA9\qj]ia)no\
_]oa KO[PULAej
OqjKO1*-,%
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effect changes only on the system types where we’ve tested this procedure. The settings

 



 
 
 
 
 
 

 






 



 

 
 

_]p:+]+ap_+n_.*`+O55nqjkj_a88AJ@O?NELP

The following procedure simply won’t work from within a JumpStart installation
environment, so we make it happen when the real system comes up after JumpStart. The
script continues, with the contents of the O55nqjkj_a script:
+^ej+od
qoa`]pbenop^kkp]bpan^aejcfqilop]npa`
L=PD9 L=PD6+qon+o^ej6+klp+_os+^ej6+klp+_os+o^ej
HKCBEHA9+r]n+pil+nqjkj_a*kqp
HKCBEHA[ANN9+r]n+pil+nqjkj_a*ann
ata_-:X HKCBEHA
ata_.:X HKCBEHA[ANN
cap^h]ops]raql]j`nqjjejc6
)]josan]hh(pdajupdaju
lgc]``)`dppl6++sss*^h]ops]ra*knc+lgc[cap*lgc]hh88AKI
uao
uao
AKI
_l)l+r]n+lgc)cap+]`iej)bqhh]qpk+r]n+lgc)cap+]`iej
lgc)capejop]hhscapcjqlcpatpqpehoklajooh[npklajooh[qpehoX
^angahau`^0`]aikjpkkho[_kna`]aikjpkkho`]aikjpkkho[_knaoq`k_bajceja

A software repository hosted at dppl6++sss*^h]ops]ra*knc contains prepackaged
freeware for Solaris systems. It resembles the popular dppl6++sss*oqjbnaas]na*_ki site,
but we prefer Blastwave. It is a community of capable developers and users adhering to
high-quality standards for the software they upload to the site. In addition, you accomplish installation of packages from the repository through a command-line interface
 
]lp)cap tool. The Blastwave tool is called lgc)c 



host’s first boot, we use lgc)cap to install several useful freeware tools, the most important of which is cfengine:
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oapql_bajcejagau
_bgau
^kkpopn]l_bajcejasepd]^]oe_ql`]pa*_kjb]j`_b]cajp*_kjb$bkn
okiana]okjsaoaaipkjaa`^kpd%pd]psehhcappda_qnnajp_kjbeco
bnkipda_bajcejai]opan*
W)`+r]n+_bajceja+ejlqpoYxxig`en)l+r]n+_bajceja+ejlqpo

This next code snippet is basically our _b*lna_kjb script from Chapter 5, integrated
into the JumpStart lkopejop]hh script. In it, we set up the initial bootstrap ql`]pa*_kjb and
_b]cajp*_kjb files for the first _b]cajp run:
_]p88AJ@?B?KJBECxX
paa+r]n+_bajceja+ejlqpo+ql`]pa*_kjb+r]n+_bajceja+ejlqpo+_b]cajp*_kjb
_na]pa`^ufqilop]npejop]hh]pekj(ia]jppk^kkpopn]lpdana]h
_kjbecobnkipda_bajcejai]opan*Ebukq_]joaapdeo(pdajbknokia
na]okjsasanajaran]^hapkp]hgpkpda_bajcejai]opan*6$
_kjpnkh6

]ju66
=hhksNa`abejepekjKb9$_b[^]oa[l]pdskng`en_heajp[_bejlqp%
]hhsa_]na]^kqpnecdpjkseopdabenop_klu
]_pekjoamqaj_a9$_klu*EbAh]loa`,%
`ki]ej9$_]ilej*jap%
lkhe_udkop9$ckh`i]opan*_]ilej*jap%
sadkopepkj]@a^e]j^kt
i]opan[_bejlqp9$+r]n+he^+_bajceja.+i]opanbehao+ejlqpo%
skng`en9$+r]n+_bajceja%

Olh]uckaodana

Olh]uPeia9$,%
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okh]neoxokh]neot4266
_b[^]oa[l]pd9$+klp+_os+o^ej%
skng`en9$+r]n+_bajceja%
`a^e]j66
_b[^]oa[l]pd9$+qon+o^ej%
skng`en9$+r]n+he^+_bajceja.%
`a^e]j*$okh]neoxokh]neot42%66
p]ga]^aopcqaookjpdal]pdbknkpdandkopo
_b[^]oa[l]pd9$+r]n+_bajceja+^ej%
]ju66
_heajp[_bejlqp9$X $skng`en%+ejlqpo%
_klu6
Aranupdejcej $i]opan[_bejlqp%kjpdai]opan
[]j`[aranupdejcejepooq^`ena_pkneaoeo_klea`pkaranudkop*
X $i]opan[_bejlqp%+`aop9X $skng`en%+ejlqpo+
n9ejb
ik`a93,,
pula9^ej]nu
at_hq`a9&*hop
at_hq`a9&z
at_hq`a9&
at_hq`a9N?O
at_hq`a9&(r
lqnca9pnqa
oanran9X $lkhe_udkop%
pnqopgau9pnqa
aj_nulp9pnqa
AJ@?B?KJBEC

+klp+_os+o^ej+_b]cajp)mr
ikraiuoahbkqpkbpdas]u
ir+ap_+n_.*`+O55nqjkj_a+ap_+n_.*`+*o55nqjkj_a
AJ@O?NELP
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The +ap_+n_.*`+O55nqjkj_a script runs only once, and upon completion it moves itself
to a file name that won’t be executed by Solaris upon subsequent boots:
_dik`311+]+ap_+n_.*`+O55nqjkj_a
77
ao]_
_kjbecqnalksani]j]caiajp
oa`o+qj_kjbecqna`+jkodqp`ksj++]+ap_+lksan*_kjb:+]+ap_+lksan*_kjb*oa`
ir+]+ap_+lksan*_kjb*oa`+]+ap_+lksan*_kjb
laniepnkkphkcejkranood
oa`#o+ZLaniepNkkpHkcejjk+LaniepNkkpHkcejuao+#+]+ap_+ood+ood`[_kjbec:X
+]+ap_+ood+ood`[_kjbec*oa`
ir+]+ap_+ood+ood`[_kjbec*oa`+]+ap_+ood+ood`[_kjbec
lnarajplnkilpokjbenop^kkp]^kqplksani]j]caiajp
oa`#o+Z?KJOKHA+X?KJOKHA+#+]+ap_+`ab]qhp+hkcej:+]+ap_+`ab]qhp+hkcej*oa`
ir+]+ap_+`ab]qhp+hkcej*oa`+]+ap_+`ab]qhp+hkcej
lnarajplnkilpokjbenop^kkp]^kqppdaJBO`ki]ej
pkq_d+]+ap_+*JBO0ejop[op]pa*`ki]ej
_]p:+]+ap_+*ouoe`_kjbec*]llo88AKOUO
+qon+o^ej+ouoe`jbo0
+qon+o^ej+ouoe`li
+he^+or_+iapdk`+ood`
+qon+he^+__)__n+^ej+an]oa??NNalkoepknu
AKOUO
_]p:+]+ap_+*ouoE@pkkh*op]pa88AKE@P
-Ouopailnarekqohu_kjbecqna`;
->kkpl]n]iooq__aa`a`;
-Ouopaieokj]japskng;
-Atpaj`a`japskngejbkni]pekjc]pdana`;
-=qpk^ej`anoq__aa`a`;
-Japskngd]ooq^japo;
-nkkpl]ooskn`lnkilpa`bkn;
-hk_]ha]j`panilnkilpa`bkn;
-oa_qnepulkhe_uejlh]_a
rp-,,
AKE@P
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The rest of the entries are well commented, and shouldn’t need any additional explanation. This concludes our JumpStart lkopejop]hh script.

Creating the rules File
The nqhao file is a text file that contains a rule for each system or group of systems on


 






 
 

to the system being installed. A nqhao file entry can match a profile to a system based
on the system’s hostname or hardware attributes, or it can simply match all hosts to
a default profile. (For more information, see dppl6++`k_o*oqj*_ki+]ll+`k_o+`k_+4-3)11,2+
lnal]na_qopki)12,15;]9reas).
A nqhao file has four basic fields:


1.







2. Begin script
3. Profile
4. Finish script




nqhao file using the sample file in the fqilop]np[o]ilha directory:

_`+fqilop]np+lnkbehao+]qnkn]
_l**+fqilop]np[o]ilha+nqhao*

 nqhao  

nqhao file, excluding comments:





















]ju))^]oe_[lnkbbejeod[ejop]hh*od

This will match any system because of the ]ju keyword. For now there’s nothing

 


 
  
  
 
 
 




 
  
 
 
^]oe_[lnkb
  


   


  


created lkopejop]hh script (documented earlier).
Now we need to validate the nqhao file, which will create the nqhao*kg
 
actually used during installation:


ls`
+fqilop]np+lnkbehao+]qnkn]
**+fqilop]np[o]ilha+_da_g)nnqhao
R]he`]pejcnqhao***
R]he`]pejclnkbeha^]oe_[lnkb***
Pda_qopkiFqilOp]np_kjbecqn]pekjeokg*
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(If you encounter problems during validation, refer to the Sun documentation
for troubleshooting help: dppl6++`k_o*oqj*_ki+]ll+`k_o+`k_+4-3)11,2+
lnal]na_qopki)--1/1;]9reew.) After successful validation, you now have the nqhao*kg file
in the same directory as the nqhao file:
ls`
+fqilop]np+lnkbehao+]qnkn]
ho
^]oe_[lnkbbejeod[ejop]hh*odnqhaonqhao*kgouoe`_bc

Adding an Installation Client
Installation clients get access to the profile-server files when you run the ]``[ejop]hh[_he)
ajp command as nkkp, which will add entries to the +ap_+^kkpl]n]io file. The settings in
the ^kkpl]n]io file are handed out when clients boot using pbpl 


 

manual steps beyond the ]``[ejop]hh[_heajp step.
Our host aurora, whose IP address is -5.*-24*-*.04  

  





 
 



 
ing to its serial port and watching the boot messages:
_`+fqilop]np+Okh-,ol]n_+Okh]neo[-,+Pkkho+
*+]``[ejop]hh[_heajp)e-5.*-24*-*.04)a,46,,6.,64b63,6a])lX
daiejcs]u6+fqilop]np+lnkbehao+]qnkn]+)odaiejcs]u6+fqilop]np+Okh-,ol]n_+)_X
daiejcs]u6+fqilop]np+lnkbehao+]qnkn]+]qnkn]oqj0q
=``ejcApdanjapjqi^anbkn]qnkn]*dkia*_]ilej*jappk+ap_+apdano
ql`]pejc+ap_+^kkpl]n]io

Now that our host aurora has all that it needs, we’ll boot it from the network. Issue
this command at the kg prompt:
w,ykg^kkpjap)ejop]hh
Naoappejc***
o_naajjkpbkqj`*
?]j#pklajejlqp`are_a*
Gau^k]n`jkplnaoajp*Qoejcppu]bknejlqp]j`kqplqp*
OqjQhpn].QL=+O>qo$.TQhpn]OL=N?)EE.52IDv%(JkGau^k]n`
Klaj>kkp/*--(.,04I>iaiknuejop]hha`(Oane]h50,,110*
Apdanjap]``naoo46,6.,64b63,6a](DkopE@64,4b3,a]*
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Na^kkpejcsepd_kii]j`6^kkpjap)ejop]hh
>kkp`are_a6+o^qo+OQJS(dia<a(4_,,,,,Beha]j`]nco6)ejop]hh
OqjKONaha]oa1*-,RanoekjCajane_20)^ep
?klunecdp-54/).,,1OqjIe_nkouopaio(Ej_*=hhnecdponaoanra`*
Qoaeooq^fa_ppkhe_ajoapanio*
sdk]ie6jk`ki]ejj]ia
?kjbecqnejc`are_ao*
QoejcNL?>kkpl]n]iobknjapskng_kjbecqn]pekjejbkni]pekj*
=ppailpejcpk_kjbecqnaejpanb]_adia,***
?kjbecqna`ejpanb]_adia,
>acejjejcouopaie`ajpebe_]pekj***
Oa]n_dejcbkn_kjbecqn]pekjbeha$o%***
Qoejcouoe`_kjbecqn]pekjbeha-5.*-24*-*./36+fqilop]np+lnkbehao+]qnkn]++ouoe`_bc
Oa]n_d_kilhapa*
@eo_kranejc]``epekj]hjapskng_kjbecqn]pekj***
?kilhapejcouopaie`ajpebe_]pekj***
Op]npejcnaikpalnk_a`qna_]hh$NL?%oanre_ao6`kja*
Ouopaie`ajpebe_]pekj_kilhapa*
Op]npejcOkh]neoejop]hh]pekjlnkcn]i***
Oa]n_dejcbknFqilOp]np`ena_pknu***
Qoejcnqhao*kgbnki-5.*-24*-*./36+fqilop]np+lnkbehao+]qnkn]+*
?da_gejcnqhao*kgbeha***
Qoejclnkbeha6^]oe_[lnkb
Qoejcbejeodo_nelp6bejeod[ejop]hh*od
Ata_qpejcFqilOp]nplnaejop]hhld]oa***

our carefully configured postinstallation script, the system should boot back up
into Solaris without prompts at the console for information such as power management
settings or the NFSv4 default domain. It’s entirely possible that your list of packages, if
it differs from the ones in the ^]oe_[lnkbeha profile used here, could generate interactive
prompts during the first boot. If so, you’ll need to take steps in either the JumpStart configuration files or the postinstallation script to configure the host properly during installation.
The host aurora booted up into multiuser mode (runlevel 3) without any problems,

 

 
 






 
the day as configured by cfengine:
Pdeoouopaieonqjjejcokh]neo6oqjko[oqj0q[1[-,[Cajane_[-.3-.3[-9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9
Ukq]nakj]lner]pa_]ilej*japouopai*
Qj]qpdkneva`qoaeolnkde^epa`(]hh]_perepueoikjepkna`*
9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9)9
O=Op]bb6bknhk_]h)kjhu]``epekjodana(lqp_kjpajpej+ap_+ikp`)hk_]h
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Success!





 




 


in the ]``[ejop]hh[_heajp command. If those settings appear to be correct, check that
you have pbpl`





 
 
+ap_+ejap`*_kjb and
make sure this line is there:
pbpl`cn]iq`ls]epnkkp+qon+o^ej+ej*pbpl`ej*pbpl`)o+pbpl^kkp

If you have to add it, make sure that you run this code afterward to convert the ejap`*
  






_kjb

+qon+o^ej+ejap_kjr)e+ap_+ejap+ejap`*_kjb

At this point, we’ve set up the three Custom JumpStart roles on our single Solaris




 

 




a steeper learning curve than FAI, but stick with it if you encounter problems. Once you
have profiles and postinstallation scripts working to your liking, JumpStart will prove
invaluable due to the unattended and consistent imaging it provides for all new Solaris
hosts at your site.

Kickstart for Red Hat
The


 


 





a single configuration file, called a kickstart file, to answer all the questions that would
normally be asked during interactive installation.




 
 



 
this case), followed by a fully unattended installation. One of its main strengths is that



 

 
 




start Configurator. This tool helps reduce errors and explain the meaning of fields in the
file. It further proves its friendliness toward the SA by displaying the raw textual content
    

 


 

 
first-time users as well as seasoned veterans.


 









JumpStart configuration should be similar, but we make no attempt here to cover the
differences.





 
  

dppl6++
sss*na`d]p*_ki+`k_o+aj)QO+Na`[D]p[Ajpanlneoa[Hejqt+1*.+dpih+Ejop]hh]pekj[Cqe`a+ej`at*
dpih 


 

  


 
 
-

lar host configuration.
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Performing a PXE-Boot Kickstart Installation


Follow

 

 









1. Create the kickstart file.
2. Create and share the installation tree via NFS.
3. Place the kickstart file in the NFS share.


4.







5. Start the TFTP service.
6. Configure one or more hosts for network boot.


7.
8.



commence.























Getting the Kickstart Host
Once again, we’re faced with the chicken-and-egg problem of where to get our instal
 

 


 

 


 
 




 
 




 
 









 
traffic.






















 





 











rhmaster and gave it the IP address -5.*-24*-*.1-.

Creating the Kickstart File
The kickstart file is a text file containing a series of keywords. Order is important in the

 
  

 
 



application.







  

stores a kickstart file at +nkkp+]j]_kj`])go*_bc documenting the way the system was




  
 



 

hosts, or to restore the host’s OS installation in the event that it fails (assuming the file
was saved in a safe place!).
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application can open a preexisting kickstart file for editing, or start a new file from scratch. To use the application, you’ll need to run a graphical
 
 
 
 


  
 play, but we won’t illustrate how to do that here.





 


 
because the documentation claims that the application path is +qon+o^ej+ouopai)_kjbec)
ge_gop]rt, but on our system it is installed in +qon+^ej. Try executing both paths inside
a terminal window.
If you don’t have either, install the ouopai)_kjbec)ge_gop]np package and try again.

Basic Configuration Screen
  



beha
klaj ]j]_kj`])go*_bc in the nkkp







configuration with the settings from your existing system will make this process easier.



 


 






to change the nkkp password used for the new system. The single most important setting


 
 




 











  


That’s probably not what you want.
Launching
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Installation Method Screen
  











 



 
 












  



 

   

 

  

 



 
Server variant, and the Server directory we’ll set up is +ge_gop]np+ndah1[.+Oanran+. In the






 rhmaster) host’s IP (-5.*-24*-*.1-), and in




 




 
 

for later installation (in our case it is +ge_gop]np+ndah1[.).

Select









Boot Loader Options Screen
Next, select Boot Loader Options in the left-hand pane. This panel will be disabled if you
 



 




  



 mqeap parameter. It filters kernel messages during boot to show only warning and higher-severity kernel messages. The ndc^
  


 
 




 
we’ll keep it.
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Partition Information Screen
 


  




 
 





 



 

  

 

  

  

installation to fully utilize disk space and to clear the drive of any previous contents.



Next,


 


configure the first partition.
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Configure

   



that fills up the rest of the disk.
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Once you’ve configured those two partitions, your Partition Information screen will
look like this:

Network Configuration Screen
Select


interfaces as appropriate.









 











 S E T T I N G U P A U T O M A T E D I N S T A LLA T I O N

C HA P T E R 6



































  

-



-

Authentication Screen


Select







  




















 





Firewall Configuration Screen


Select
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Display Configuration Screen





  




 
  



 
 
 

 
another system if you need to, but otherwise you probably won’t need X on the host.
In
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Package Selection Screen
Select the Package Selection entry in the left-hand pane. The middle pane will already be
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Under 
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Under 




right-hand pane:
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way:

 



-

Preinstallation Script Screen
Select Pre-Installation Script in the left-hand pane and leave the screen’s text box blank:

Postinstallation Script Screen
Select Post-Installation Script in the left-hand pane and paste in this small script to copy
over some cfengine binaries and to run _b*lna_kjb at boot:
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W)`+ijp+pailYxxig`en+ijp+pail

ebikqjp)kjkhk_g-5.*-24*-*.1-6+ge_gop]np+ijp+pail)o
pdaj
ig`en)l+qon+lgc
_l)nl+ijp+pail+_bajceja).*.*3+qon+lgc
hj)o+qon+lgc+_bajceja).*.*3+qon+lgc+_bajceja

a_dk+qon+o^ej+jpl`]pa,*`a^e]j*lkkh*jpl*knc-*`a^e]j*lkkh*jpl*kncX
.*`a^e]j*lkkh*jpl*knc/*`a^e]j*lkkh*jpl*knc::+ap_+n_*`+n_*hk_]h
a_dk+qon+lgc+_bajceja+o^ej+_b*lna_kjb::+ap_+n_*`+n_*hk_]h
a_dk+qon+lgc+_bajceja+o^ej+_b]cajpÌmr::+ap_+n_*`+n_*hk_]h

qikqjp+ijp+pail
ahoa
a_dkNaikpaikqjpb]eha`(lha]oapnkq^haodkkp
atepbe

done! Save the file to +nkkp+go)-5.*-24*-*./2*_bc.
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Kickstart File Contents
the full go*_bc file:
lh]pbkni9t42(=I@20(knEjpahAI20P
Ouopai]qpdknev]pekjejbkni]pekj
]qpd))qoaod]`ks))aj]^hai`1
Ouopai^kkphk]`an_kjbecqn]pekj
^kkphk]`an))]llaj`9ndc^mqeap))hk_]pekj9i^n))`nerakn`an9o`]
?ha]npdaI]opan>kkpNa_kn`
vanki^n
L]npepekj_ha]nejcejbkni]pekj
_ha]nl]np))]hh))ejeph]^ah
Qoacn]lde_]hejop]hh
cn]lde_]h
Benas]hh_kjbecqn]pekj
benas]hh))aj]^ha`))dppl))ood
NqjpdaOapql=cajpkjbenop^kkp
benop^kkp))`eo]^ha
gauBKK]_2^.5b/a4>=N
Ouopaigau^k]n`
gau^k]n`qo
Ouopaih]jcq]ca
h]jcaj[QO
Ejop]hh]pekjhkccejcharah
hkccejc))harah9ejbk
QoaJBOejop]hh]pekjia`e]
jbo))oanran9-5.*-24*-*.1-))`en9+ge_gop]np+ndah1[.
Japskngejbkni]pekj
japskng))^kkplnkpk9op]pe_))`are_a9apd,))c]pas]u9-5.*-24*-*-))el9-5.*-24*-*./2
))j]iaoanran9-5.*-24*-*-))japi]og9.11*.11*.11*,))kj^kkp9kj
Na^kkp]bpanejop]hh]pekj
na^kkp
Nkkpl]ooskn`
nkkpls))eo_nulpa`BKKJ33.?h*k U-PL0mhK^kgc*RNegja>=N
OAHejqt_kjbecqn]pekj
oahejqt))`eo]^ha`
@kjkp_kjbecqnapdaTSej`ksOuopai
ogelt
Ouopaipeiavkja
peiavkja))eoQp_=iane_]+Hko[=jcahao
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Ejop]hhKOejopa]`kbqlcn]`a
ejop]hh
@eogl]npepekjejcejbkni]pekj
l]npos]l))^upao)lan)ejk`a90,52))bopula9os]l))oeva9324
l]np+))^upao)lan)ejk`a90,52))bopula9atp/))cnks))oeva9!lkop
W)`+ijp+pailYxxig`en+ijp+pail

ebikqjp)kjkhk_g-5.*-24*-*.1-6+ge_gop]np+ijp+pail)o
pdaj
ig`en)l+qon+lgc
_l)nl+ijp+pail+_bajceja).*.*3+qon+lgc
hj)o+qon+lgc+_bajceja).*.*3+qon+lgc+_bajceja

a_dk+qon+o^ej+jpl`]pa,*`a^e]j*lkkh*jpl*knc-*`a^e]j*lkkh*jpl*kncX
.*`a^e]j*lkkh*jpl*knc/*`a^e]j*lkkh*jpl*knc::+ap_+n_*`+n_*hk_]h
a_dk+qon+lgc+_bajceja+o^ej+_b*lna_kjb::+ap_+n_*`+n_*hk_]h
a_dk+qon+lgc+_bajceja+o^ej+_b]cajpÌmr::+ap_+n_*`+n_*hk_]h

qikqjp+ijp+pail
ahoa
a_dkNaikpaikqjpb]eha`(lha]oapnkq^haodkkp
atepbe
!l]_g]cao
<^]oa
<_kna
<sa^)oanran
<]`iej)pkkho
<patp)ejpanjap
<hac]_u)okbps]na)oqllknp
<a`epkno
ai]_o
gata_)pkkho
^ne`ca)qpeho
`are_a)i]llan)iqhpel]pd
tknc)t--)qpeho
tknc)t--)oanran)Tjaop
he^o]ja)dl]ek
)ouonalknp
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Creating the Installation Tree and Making It Available



 





  










 









ikqjp)peok522,+nkkp+ndah1.*eok+ijp+eok+)khkkl

Use the `b command to verify that it is mounted properly:
`b)d
BehaouopaiOevaQoa`=r]ehQoa!Ikqjpa`kj
+`ar+i]llan+RkhCnkql,,)HkcRkh,,
22C4*,C11C-/!+
+`ar+o`]-55I.-I30I..!+^kkp
pilbo2-I,2-I,!+`ar+odi
+nkkp+ndah1.*eok.*5C.*5C,-,,!+ijp+eok

Now you can create the installation tree directory:
ig`en)l+ge_gop]np+ndah1[.
_l)Nl+ijp+eok+&+ge_gop]np+ndah1[.+

Next, we need to set up the NFS server. Navigate to System
Server Settings to configure NFS:

Administration
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Use the ouopai)_kjbec)jbo applet (found in the graphical desktop at ouopai 
]`iejeopn]pekj oanre_ao) to share the +ge_gop]np+ndah1[. directory over NFS. Allow
read-only access to the -5.*-24*-*,+.0 subnet:

Copy the previously created kickstart file to our new NFS share.
_l+nkkp+go)-5.*-24*-*./2*_bc+ge_gop]np+ndah1[.+go*_bc

 














 












 






















  

+qon+lgc+_bajceja).*.*3 on the rhmaster machine. Copy the installation to +ge_gop]np+
_bajceja).*.*3 






 



_b*lna_kjb in +qon+lgc+_bajceja+o^ej+ so that it can be copied over with the rest of the

installation.


_b*lna_kjb file is the same file from +r]n+he^+_bajceja.+i]opanbehao+
LNK@+ejlqpo+_b*lna_kjb 


  

 



systems, so our lkopejop]hh script simply needs to copy the cfengine binary directory to
the correct location on the local system, and run _b*lna_kjb upon boot. The lkopejop]hh
script takes care of all of this.
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Setting Up Network Boot
Now that we have our kickstart file ready, we need to set up network booting.

Trivial File Transfer Protocol (TFTP)
need the pbpl)oanran and ouohejqt packages, which aren’t installed by default,
  




uqi to install the packages.
Interestingly, our rhmaster system did already have the pbpl)oanran package installed.
It had even placed the files required for boot into +pbpl^kkp:
ho+pbpl^kkp+hejqt)ejop]hh+
iocoltahejqt*,ltahejqt*_bc

That saves some steps. If the packages aren’t on your system, here’s how to populate it: the pbpl)oanran package creates the +pbpl^kkp


 
 
+pbpl^kkp+hejqt)ejop]hh directory:
ig`en+pbpl^kkp+hejqt)ejop]hh
_l+qon+he^+ouohejqt+ltahejqt*,+pbpl^kkp+hejqt)ejop]hh

Create +pbpl^kkp+hejqt)ejop]hh+iogs:
ig`en+pbpl^kkp+hejqt)ejop]hh+ioco

Copy the .msg files from the eokhejqt+ directory on the installation tree:
_l+ge_gop]np+ndah1[.+eokhejqt+&ioc+pbpl^kkp+hejqt)ejop]hh+ioco+

  
   
  



 




 
 



 


 

Server, although we can extend it later if we need to.

     



 





 


















hejqt)ejop]ll:

ig`en+pbpl^kkp+hejqt)ejop]hh+ndah1[.

Copy the ejepn`*eic and rihejqv files from the ei]cao+lta^kkp directory of your installation tree to the OS-specific pbpl directory:
_l+ge_gop]np+ndah1[.+ei]cao+lta^kkp+ejepn`*eic+pbpl^kkp+hejqt)ejop]hh+ndah1[.+
_l+ge_gop]np+ndah1[.+ei]cao+lta^kkp+rihejqv+pbpl^kkp+hejqt)ejop]hh+ndah1[.+

 S E T T I N G U P A U T O M A T E D I N S T A LLA T I O N
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jqt*_bc directory:













+pbpl^kkp+hejqt)ejop]hh+ltahe)

ig`en+pbpl^kkp+hejqt)ejop]hh+ltahejqt*_bc

The +pbpl^kkp+hejqt)ejop]hh+ltahejqt*_bc+ directory will need a file for each system
to be installed. The file’s name is either the hostname or IP address of the system to be
booted/installed. If no matching file is found (based on IP or hostname), the config file
named `ab]qhp is used. This is standard ouohejqt



 




  




,,6,_6.56`-6-564. will be
+pbpl^kkp+hejqt)ejop]hh+ltahejqt*_bc+,-),,),_).5)`-)-5) 
  

`ab]qhppeiakqp-,,
lnkilp`eolh]uioco+^kkp*ioc
B-ioco+^kkp*ioc
B.ioco+cajan]h*ioc
B/ioco+atlanp*ioc
B0ioco+l]n]i*ioc
B1ioco+nao_qa*ioc
B3ioco+oj]ga*ioc
h]^ahganjahndah1[.+rihejqv
]llaj`ejepn`9ndah1[.+ejepn`*eicn]i`eog[oeva92434el9`d_lX
go9jbo6-5.*-24*-*.1-6+ge_gop]np+ndah1[.+go*_bc

Next, enable pbpl and tejap`, the latter of which starts the pbpl daemon upon connections from clients:
_dg_kjbec))harah/01tejap`kj
_dg_kjbec))harah/01pbplkj

If tejap` was already running, restart it:
+ap_+ejep*`+tejap`naop]np
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is the +ap_+`d_l`*_kjb 


`ajuqjgjksj)_heajpo7
klpekj`d_l)i]t)iaoo]ca)oeva.,047
qoa)dkop)`a_h)j]iaokj7
oq^jap-5.*-24*-*,japi]og.11*.11*.11*,w
klpekjnkqpano-5.*-24*-*-7
klpekj`ki]ej)j]ia_]ilej*jap7
klpekj`ki]ej)j]ia)oanrano-5.*-24*-*-7
y
^]oa`kjannkniaoo]casackpsepdkqpep6
``jo)ql`]pa)opuha]`)dk_7
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]hhks^kkpejc7
]hhks^kkpl7
_h]oolta_heajpow
i]p_deboq^opnejc$klpekjraj`kn)_h]oo)e`ajpebean(,(5%9LTA?heajp7
jatp)oanran-5.*-24*-*.1-7
behaj]iahejqt)ejop]hh+ltahejqt*,7
y
dkopndh]ilwd]n`s]naapdanjap,,6,_6.56`-6-564.7beta`)]``naoondh]il7y

set up the host rhlamp 

 




 











 
 

rhlamp.campin.net forward and

Installing a Host Using Kickstart
Set the BIOS on your installation client to boot from the network first, or press whatever
 
 
 







 

  

 

  







 
   
 

from the go*_bc file, it will go into an interactive installation. If it doesn’t boot at all, then

 



 



 

 



 
 
 





+qon+o^ej+ndjnac[go

 



 



lkopejop]hh


 
  



dppl6++
sss*na`d]p*_ki+`k_o+aj)QO+Na`[D]p[Ajpanlneoa[Hejqt+1*.+dpih+Ejop]hh]pekj[Cqe`a+
o.)ge_gop]np.)lkop)at]ilhao*dpih.

The Proper Foundation
Our site now has the two most critical pieces of core infrastructure:
1. Automated installation
2. Automated configuration
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This puts us in the enviable position of not needing to manually log into any systems to








 

 



only.
In the next chapter, we’ll take advantage of this foundation to start configuring
important infrastructure services, with almost all of our activity actually taking place on
the cfengine master instead of on the hosts running those services.



159

CHAPT ER

7

Automating a New System
Infrastructure
E

very UNIX-based site requires a similar list of infrastructure services in order to function. All sites need to keep the correct time, route e-mail from system processes (such
as cron jobs, and in our case _bata_`) to the correct place, convert hostnames into IP
addresses, and control user accounts.
We think it’s only fair to warn you that this chapter won’t go into great detail on the
protocols and server software that we’ll configure. If we had to explain DNS, NTP, SMTP,
NFS, the automounter, and UNIX authentication files in great detail, the chapter would
never end. Additionally, it would draw focus away from our goal of automating a new
infrastructure using cfengine. We’ll recommend other sources of information for the protocols and server software as we progress though the chapter.
When we refer to files in the cfengine i]opanbehao repository on our central host
(goldmaster), we’ll use paths relative to +r]n+he^+_bajceja.+i]opanbehao. This means that
the full path to LNK@+ejlqpo+p]ogo+ko+_b*jpl is +r]n+he^+_bajceja.+i]opanbehao+LNK@+
ejlqpo+p]ogo+ko+_b*jpl.

Implementing Time Synchronization
Many programs and network protocols fail to function properly when the clock on two
systems differ by more than a small amount.
The lack of time synchronization can cause extensive problems at a site. These are
the most common:
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 make (which depend on file-modification times)

break.
We’ll tackle Network Time Protocol (NTP) configuration before any other infrastructure setup tasks. We won’t go into the level of detail that you’ll want if you’re
deploying NTP across hundreds or thousands of systems. If that’s the case, accept our
apologies and proceed over to dppl6++sss*jpl*knc to browse the online documentation,
or head to your nearest bookseller and pick up a copy of Expert Network Time Protocol
by Peter Rybaczyk (Apress, 2005).
The fact that we already have six hosts at our example site without synchronized
clocks is a potential problem. The _boanr` daemon will refuse to serve files to clients if
the clocks on the systems differ by more than one hour. You can turn off this behavior
with this setting in _boanr`*_kjb:
@aju>]`?hk_gokbb

It might make sense to turn it off during the initial bootstrapping phase at your site,
before you deploy NTP.
NTP is the Internet standard for time synchronization. Interestingly, it’s one of the
oldest Internet standards still in widespread use. NTP is a mechanism for transmitting
the universal time (UTC, or Coordinated Universal Time) between systems on a network.
It is up to the local system to determine the local time zone and Daylight Saving settings,
if applicable. NTP has built-in algorithms for dealing with variable network latency, and
can achieve rather impressive accuracy even over the public Internet.

External NTP Synchronization
The ntp.org web site has a list of public NTP servers here: dppl6++oqllknp*jpl*knc+^ej+
reas+Oanrano+Sa^Dkia. These are groups of public NTP servers that use round-robin DNS
to enable clients to make a random selection from the group. Both Red Hat and Debian
have NTP pools set up this way, and the NTP packages from those distributions utilize
these pools by default.
Our intention is to have two of our internal servers synchronize to an external source,
and have the rest of our systems synchronize from those two. This is the polite way to
utilize a public NTP source: placing as little load as possible on it. We don’t want a single
system to perform off-site synchronization for our entire network because it becomes
a single point of failure. We generally want to set up DNS aliases for system roles such as
NTP service, but NTP configuration files use IP addresses. This actually works out well
because we have yet to set up internal DNS.
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Internal NTP Masters
We’ll use our cfengine master host (goldmaster.campin.net) and our Red Hat Kickstart
system (rhmaster.campin.net) as the two systems that sync to an external NTP source.

Note There is no reason to choose Linux over Solaris systems to handle this role. You should find it
quite easy to modify this procedure to use one or more Solaris systems to synchronize off site instead, and
have all other systems synchronize to the internal Solaris NTP servers.

The Red Hat system already had jpl` installed (the jpl RPM package). If you wish
to graphically configure NTP on Red Hat, you’ll need to have the ouopai)_kjbec)`]pa
RPM installed. Basic NTP configuration is straightforward, so we’ll stick with text-based
methods of configuration.
The Debian system didn’t have the required packages installed, so we used ]lp)cap to
install the jpl package. We went back to our FAI configuration and added the line jpl to
the file +onr+b]e+_kjbec+l]_g]ca[_kjbec+B=E>=OA so that all future Debian installs have the
package by default. Our Kickstart installation process already installs the jpl RPM, so we
don’t have to make any Kickstart modifications.
Here is the +ap_+jpl`*_kjb file that we’ll use on our systems that synchronize to
off-site NTP sources:
`nebpbeha+r]n+he^+jpl+jpl*`nebp
op]po`en+r]n+hkc+jplop]po+
op]peope_ohkklop]polaanop]po_hk_gop]po
behacajhkklop]pobehahkklop]popula`]uaj]^ha
behacajlaanop]pobehalaanop]popula`]uaj]^ha
behacaj_hk_gop]pobeha_hk_gop]popula`]uaj]^ha
lkkh*jpl*knci]lopkiknapd]j/,,hks)opn]pqiJPLoanrano*
Ukqnoanransehhle_g]`ebbanajpoaparanupeiaepop]npoql*
oanran,*`a^e]j*lkkh*jpl*knce^qnop
oanran-*`a^e]j*lkkh*jpl*knce^qnop
oanran.*`a^e]j*lkkh*jpl*knce^qnop
oanran/*`a^e]j*lkkh*jpl*knce^qnop
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>u`ab]qhp(at_d]jcapeiasepdaranu^k`u(^qp`kj#p]hhks_kjbecqn]pekj*
Oaa+qon+od]na+`k_+jpl)`k_+dpih+]__klp*dpihbkn`ap]eho*
naopne_p)0`ab]qhpgk`jkpn]ljkik`ebujklaanjkmqanu
naopne_p)2`ab]qhpgk`jkpn]ljkik`ebujklaanjkmqanu
Hk_]hqoanoi]uejpannkc]papdajploanranikna_hkoahu*
naopne_p-.3*,*,*naopne_p66]hhkspdahk_]hoq^jappkmqanuqo
naopne_p-5.*-24*-*,i]og.11*.11*.11*,jkik`ebujkpn]l

Both Red Hat and Debian have a dedicated user to run the NTP daemon process.
The user account, named “ntp,” will need write access to the +r]n+he^+jpl directory.
When you name a subnet using the naopne_p keyword and omit the jkmqanu keyword,
the server allows NTP client connections from that subnet.

Configuring the NTP Clients
Now that we have working NTP servers on our network, we need configuration files for









 

 
 
systems running NTP to synchronize only with internal hosts as NTP “clients.”



Solaris 10 NTP Client
You’ll find it easy to configure a single Solaris 10 system to synchronize its time using
NTP. We will automate the configuration across all our Solaris systems later, but will first
test our configuration on a single host to validate it. Simply copy +ap_+ejap+jpl*oanrano to
+ap_+ejap+jpl*_kjb, and comment out these lines:
oanran-.3*-.3*TPula*,
bq`ca-.3*-.3*TPula*,opn]pqi,
gauo+ap_+ejap+jpl*gauo
pnqopa`gau,
namqaopgau,
_kjpnkhgau,

Add lines for our internal NTP servers:
oanran-5.*-24*-*.05
oanran-5.*-24*-*.1-
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Create the file +r]n+jpl+jpl*`nebp as nkkp using the pkq_d command, and enable the
jpl service:
pkq_d+r]n+jpl+jpl*`nebp
+qon+o^ej+or_]`iaj]^haor_6+japskng+jpl

It’s really that easy. Check the +r]n+hkc+iaoo]cao log file for lines like this, indicating
success:
Fqh.3-46,16/,]qnkn]jpl`]paW551Y6WE@114.31`]aikj*jkpe_aY]`fqoppeiaoanran
-5.*-24*-*.05kbboap,*,,4134oa_

Red Hat and Debian NTP Client
We use the same NTP configuration-file contents for all the remaining Debian and
Red Hat hosts at our site, shown here:
`nebpbeha+r]n+he^+jpl+jpl*`nebp
op]po`en+r]n+hkc+jplop]po+
op]peope_ohkklop]polaanop]po_hk_gop]po
behacajhkklop]pobehahkklop]popula`]uaj]^ha
behacajlaanop]pobehalaanop]popula`]uaj]^ha
behacaj_hk_gop]pobeha_hk_gop]popula`]uaj]^ha
>u`ab]qhp(at_d]jcapeiasepdaranu^k`u(^qp`kj#p]hhks_kjbecqn]pekj*
Oaa+qon+od]na+`k_+jpl)`k_+dpih+]__klp*dpihbkn`ap]eho*
naopne_p)0`ab]qhpgk`jkpn]ljkik`ebujklaanjkmqanu
naopne_p)2`ab]qhpgk`jkpn]ljkik`ebujklaanjkmqanu
Hk_]hqoanoi]uejpannkc]papdajploanranikna_hkoahu*
naopne_p-.3*,*,*naopne_p66naopne_p-5.*-24*-*.05jkik`ebuckh`i]opan*_]ilej*jap
naopne_p-5.*-24*-*.1-jkik`ebundi]opan*_]ilej*jap

You’ll notice that these file contents resemble the contents of the configuration file
used on the hosts that sync off site. The difference here is that we have no oanran lines,
and we added new naopne_p lines specifying our local NTP server systems.
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Copying the Configuration Files with cfengine
Now we will distribute the NTP configuration file using cfengine, including automatic jpl
daemon restarts when the configuration file is updated. First, put the files into a suitable
place in the cfengine master repository (on the host goldmaster):
_`+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+ap_+jpl+
ho)jpl*_kjb
jpl*_kjb)i]opan
jpl*oanran

You might remember that we created the jpl directory back when we first set up the
i]opanbehao repository. The jpl*_kjb)i]opano file is meant for rhmaster and goldmaster,
the hosts that synchronize NTP using off-site sources. The jpl*_kjb file is for all remain


jpl*oanran is our Solaris 10 NTP configuration file.
We’ll create a task file at the location LNK@+ejlqpo+p]ogo+ko+_b*jpl on the cfengine
master (goldmaster). Once the task is written, we’ll import it into the LNK@+ejlqpo+
dkopcnkqlo+_b*]ju file for inclusion across our entire site. Here is the task file:
_h]ooao6oujkjuicnkqlo6
jpl[oanrano9$ndi]opan
ckh`i]opan
%

Now we define a simple group of two hosts, the machines that sync off site:
_kjpnkh6
]ju66
=``Ejop]hh]^ha9$naop]npjpl`%
=hhksNa`abejepekjKb9$jpl[_kjb[okqn_a%

Pda`ab]qhpjpl*_kjb`kaoj#pouj_kbb)oepa

jpl[_kjb[okqn_a9$jpl*_kjb%
hejqt66
jpl[qoan9$jpl%
jpl[_kjb[`aop9$+ap_+jpl*_kjb%
`nebp[beha9$+r]n+he^+jpl+jpl*`nebp%
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okh]neoxokh]neot4266
jpl[qoan9$nkkp%
jpl[_kjb[`aop9$+ap_+ejap+jpl*_kjb%
`nebp[beha9$+r]n+jpl+jpl*`nebp%
jpl[_kjb[okqn_a9$jpl*oanran%
jpl[oanrano66
pdajpl*_kjbbknpdaoadkopo_]qoaojpl`pkouj_
kbb)oepa(]j`od]napdaejbkni]pekjsepdpdahk_]hjap
jpl[_kjb[okqn_a9$jpl*_kjb)i]opan%

In the _kjpnkh section, you define class-specific variables for use in the behao and _klu
actions:
behao6
ajoqnapd]ppda`nebpbehaateopo]j`eo
ksja`]j`snep]^ha^upda_knna_pqoan
]ju66
 $`nebp[beha%ik`a9,200]_pekj9pkq_d
ksjan9 $jpl[qoan%cnkql9 $jpl[qoan%

If we didn’t use variables for the location of the NTP drift file and the owner of the
jpl` process, we would have to write multiple behao stanzas. When the entry is duplicated
with a small change made for the second class of systems, you face a greater risk of making errors when both entries have to be updated later. We avoid such duplication.
We also manage to write only a single _klu stanza, again through the use of variables:
_klu6
]ju66
 $i]opan[ap_%+jpl+ $jpl[_kjb[okqn_a%
`aop9 $jpl[_kjb[`aop%
ik`a9200
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
ksjan9nkkp
cnkql9nkkp
`abeja9naop]npjpl`

Here we copy out the applicable NTP configuration file to the correct location for
each operating system. When the file is successfully copied, the naop]npjpl` class is
defined. This triggers actions in the following odahh_kii]j`o section:
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odahh_kii]j`o6
naop]npjpl`sdajpdanaop]npjpl`_h]ooeo`abeja`
`a^e]j*naop]npjpl`66
+ap_+ejep*`+jplnaop]nppeiakqp9/,ejbkni9pnqa
naop]npjpl`sdajpdanaop]npjpl`_h]ooeo`abeja`
na`d]p*naop]npjpl`66
+ap_+ejep*`+jpl`naop]nppeiakqp9/,ejbkni9pnqa
naop]npjpl`sdajpdanaop]npjpl`_h]ooeo`abeja`
$okh]neot42xokh]neo%*naop]npjpl`66
+qon+o^ej+or_]`inaop]npor_6+japskng+jplpeiakqp9/,ejbkni9pnqa

When the jpl*_kjb file is updated, the class naop]npjpl` is defined, and it causes the
jpl daemon process to restart. Based on the classes a system matches, the naop]npjpl`
class causes cfengine to take the appropriate restart action.
Note that we have two almost identical restart commands for the `a^e]j and na`d]p
classes. We could have reduced that to a single stanza, as we did for the behao and _klu
actions. Combining those into one odahh_kii]j`o action is left as an exercise for the
reader.
Now let’s look at the lnk_aooao section:
lnk_aooao6
op]npjpl`sdajep#ojkpnqjjejc
`a^e]j66
jpl`naop]np+ap_+ejep*`+jplop]np
op]npjpl`sdajep#ojkpnqjjejc
na`d]p66
jpl`naop]np+ap_+ejep*`+jpl`op]np
pdeoeobknsdajep#ojkparajaj]^ha`
okh]neot42xokh]neo66
jpl`naop]np+qon+o^ej+or_]`iaj]^haor_6+japskng+jpl

In this section, we could have used the naop]npjpl` classes to trigger the delivery of
a HUP signal to the running jpl` process. We don’t do that because a HUP signal causes
the jpl`
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THE SOLARIS SERVICE MANAGEMENT FACILITY
The Service Management Facility, or SMF, is a feature introduced in Solaris 10 that drastically changed
the way that services are started. We consider it a huge step forward in Solaris, because it allows services to start in parallel by default. Plus, through the use of service dependencies, the SMF will start
services only when the services that they depend on have been properly started.
Most of the services that Solaris traditionally started using scripts in run-level directories (e.g.,
+ap_+n_.*`+) are now started by the SMF. The SMF adds several other improvements over simple
startup scripts:
 

    




 
 
performs no further restarts and the service enters a “maintenance” state.

 

  
 
 
reason why a service failed to start.

 
 

















 






















 

easier when errors are introduced.


























dppl6++sss*oqj*_ki+

^ec]`iej+_kjpajp+oahbda]h+oib)mqe_gop]np*fol.

This task represents how we’ll write many of our future cfengine tasks. We’ll define
variables to handle different configuration files for different system types, then use
actions that utilize those variables.
The required entry in LNK@+ejlqpo+dkopcnkqlo+_b*]ju to get all our hosts to import the
task is the file path relative to the ejlqpo directory:
eilknp6
]ju66
p]ogo+ko+_b*ikp`
p]ogo+ko+_b*_bajceja[_nkj[ajpneao
p]ogo+ko+_b*jpl

If you decide that more hosts should synchronize off site, you’d simply configure



 
 jpl*_kjb)i]opano file instead of the jpl*_kjb file.
You’d need to write a slightly modified Solaris jpl*oanran config file if you choose to have
a Solaris host function in this role. We haven’t done so in this book—not because Solaris
isn’t suited for the task, but because we needed only two hosts in this role. You’d then
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add a new naopne_p
  


  
  
oanran line
for Solaris NTP clients. That’s three easy steps to make our site utilize an additional local
NTP server.

An Alternate Approach to Time Synchronization
We can perform time synchronization at our site using a much simpler procedure than
running the NTP infrastructure previously described. We can simply utilize the jpl`]pa
utility to perform one-time clock synchronization against a remote NTP source. To manually use jpl`]pa once, run this at the command line as nkkp6
+qon+o^ej+jpl`]pa,*`a^e]j*lkkh*jpl*knc
.,Oal-36,56-1jpl`]paW-4-Y6]`fqoppeiaoanran.,4*--/*-5/*-,kbboap),*,,/--oa_

Note that jpl`]pa will fail if a local jpl` process is running, due to contention for the
local NTP TCP/IP port (UDP/123). Temporarily stop any running jpl` processes if you
want to test out jpl`]pa.
We consider this method of time sychronization to be useful only on a temporary
basis. The reason for this is that jpl`]pa will immediately force the local time to be identical to the remote NTP source’s time. This can (and often does) result in a major change to
the local system’s time, basically a jump forward or backward in the system’s clock.
By contrast, when jpl` sees a gap between the local system’s time and the remote
time source(s), it will gradually decrease the difference between the two times until they
match. We prefer the approach that jpl` uses because any logs, e-mail, or other information sources where the time is important won’t contain misleading times around and
during the clock jump.
Because we discourage the use of jpl`]pa, we won’t demonstrate how to automate its
usage. That said, if you decide to use jpl`]pa at your site, you could easily run it from cron
or a cfengine odahh_kii]j`o section on a regular basis.

Incorporating DNS
The Domain Name System (DNS) is a globally distributed database containing domain
names and associated information. Calling it a “name-to-IP-address mapping service”
is overly simplistic, although it’s often described that way. It also contains the list of mail
servers for a domain as well as their relative priority, among other things. We don’t go
into great detail on how the DNS works or the finer details of DNS server administration,
but you can get more information from DNS and BIND, Fifth Edition 
 

Paul Albitz (O’Reilly Media Inc., 2006), and the Wikipedia entry at dppl6++aj*segela`e]*
knc+sege+@ki]ej[J]ia[Ouopai.
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Choosing a DNS Architecture
Standard practice with DNS is to make only certain hostnames visible to the general public. This means that we wouldn’t make records such as those for goldmaster.campin.net
available to systems that aren’t on our private network. When we need mail to route to
us from other sites properly or get our web site up and running, we’ll publish MX records
(used to map a name to a list of mail exchangers, along with relative preference) and an
A record (used to map a name to an IPv4 address) for our web site in the public DNS.
This sort of setup is usually called a “split horizon,” or simply “split” DNS. We
have the internal hostnames for the hosts we’ve already set up (goldmaster, etchlamp,
rhmaster, rhlamp, hemingway, and aurora) loaded into our campin.net domain with
a DNS-hosting company. We’ll want to remove those records at some point because they
reference private IP addresses. They’re of no use to anyone outside our local network and
therefore should be visible only on our internal network. We’ll enable this record removal
by setting up a new private DNS configuration and moving the private records into it.
Right about now you’re thinking “Wait! You’ve been telling your installation clients to
use -5.*-24*-*- for both DNS and as a default gateway. What gives? Where did that host
or device come from?” Good, that was observant of you. When we mentioned that this
book doesn’t cover the network-device administration in our example environment, we
meant our single existing piece of network infrastructure: a Cisco router at -5.*-24*-*that handles routing, Network Address Translation (NAT), and DNS-caching services.
After we get DNS up and running on one or more of our UNIX systems, we’ll have cfengine configure the rest of our systems to start using our new DNS server(s) instead.

Setting Up Private DNS
We’ll configure an internal DNS service that is utilized only from internal hosts. This will
be an entirely stand-alone DNS infrastructure not linked in any way to the public DNS for
campin.net.
This architecture choice means we need to synchronize any public records (currently
hosted with a DNS-hosting company) to the private DNS infrastructure. We currently
have only mail (MX) records and the hostnames for our web site (http://www.campin.net
and campin.net) hosted in the public DNS. Keeping this short list of records synchronized
isn’t going to be difficult or time-consuming.
We’ll use Berkeley Internet Name Domain (BIND) to handle our internal DNS needs.
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BIND Configuration
We’ll use the etchlamp system that was installed via FAI as our internal DNS server.
Once it’s working there, we can easily deploy a second system just like it using FAI and
cfengine.
First, we need to install the ^ej`5 package, as well as add it to the set of packages that
FAI installs on the SA> class.
In order to install the ^ej`5 package without having to reinstall using FAI, run this
command as the nkkp user on the system etchlamp:
]lp)capql`]pa""]lp)capejop]hh^ej`5

The ^ej`5 package depends on other packages such as ^ej`)`k_ (and several more),
but ]lp)cap will resolve the dependencies and install everything required. Because FAI
uses ]lp)cet, it will work the same way, so we can just add the line “bind9” to the file +onr+
b]e+_kjbec+l]_g]ca[_kjbec+SA> on our FAI host goldmaster. This will ensure that the preceding manual step never needs to be performed when the host is reimaged.
We’ll continue setting up etchlamp manually to ensure that we know the exact steps
to configure an internal DNS server. Once we’re done, we’ll automate the process using
cfengine. Note that the ^ej`5 package creates a user account named “bind.” Add the lines
from your l]oos`, od]`ks, and cnkql files to your standardized Debian account files in
cfengine. We’ll also have to set up file-permission enforcement using cfengine. The BIND
installation process might pick different user ID (UID) or group ID (GID) settings from
the ones we’ll copy out using cfengine.
The Debian ^ej`5 package stores its configuration in the +ap_+^ej` directory. The
package maintainer set things up in a flexible manner, where the installation already has
the standard and required entries in +ap_+^ej`+j]ia`*_kjb, and the configuration files use
an ej_hq`a directive to read two additional files meant for site-specific settings:


 +ap_+^ej`+j]ia`*_kjb*klpekjo: You use this file to configure the options section
of j]ia`*_kjb. The options section is used to configure settings such as the name
server’s working directory, recursion settings, authentication-key options, and
more. See the relevant section of the BIND 9 Administrator’s Reference Manual for
more information: dppl6++sss*eo_*knc+os+^ej`+]ni51+>r5=NI*_d,2*dpihklpekjo.



 +ap_+^ej`+j]ia`*_kjb*hk_]h: This file is meant to list the local zones that this BIND
instance will load and serve to clients. These can be zone files on local disk, zones
slaved from another DNS server, forward zones, or stub zones. We’re simply going
to load local zones, making this server the “master” for the zones in question.

The existence of these files means that we don’t need to develop the configuration files for the standard zones needed on a BIND server; we need only to synchronize
site-specific zones. Here is the j]ia`*_kjb*klpekjo file as distributed by Debian:
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klpekjow
`ena_pknu+r]n+_]_da+^ej`7
++Ebpdanaeo]benas]hh^apsaajukq]j`j]iaoanranoukqs]jp
++pkp]hgpk(ukqiecdpjaa`pkqj_kiiajppdamqanu)okqn_a
++`ena_pera^ahks*Lnarekqoranoekjokb>EJ@]hs]uo]oga`
++mqaopekjoqoejclknp1/(^qp>EJ@4*-]j`h]panqoa]jqjlnerehaca`
++lknp^u`ab]qhp*
++mqanu)okqn_a]``naoo&lknp1/7
++EbukqnEOLlnkre`a`kjakniknaEL]``naooaobknop]^ha
++j]iaoanrano(ukqlnk^]^hus]jppkqoapdai]obkns]n`ano*
++Qj_kiiajppdabkhhksejc^hk_g(]j`ejoanppda]``naooaonalh]_ejc
++pda]hh),#olh]_adkh`an*
++bkns]n`anow
++,*,*,*,7
++y7
]qpd)jt`ki]ejjk7_kjbknipkNB?-,/1
heopaj)kj)r2w]ju7y7
y7

The only modification we’ll make to this file is to change the heopaj)kj)r2 line to this:
heopaj)kj)r2wjkja7y7

Because we don’t intend to utilize IPv6, we won’t have BIND utilize it either.
The default Debian +ap_+^ej`+j]ia`*_kjb*hk_]h file has these contents:
++
++@k]juhk_]h_kjbecqn]pekjdana
++
++?kjoe`an]``ejcpda-5-4vkjaodana(ebpdau]najkpqoa`ejukqn
++knc]jev]pekj
++ej_hq`a+ap_+^ej`+vkjao*nb_-5-47

Note the vkjao*nb_-5-4 file. It is a list of “private” IP address ranges specified in
RFC1918. The file has these contents:
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vkja-,*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7
vkja-2*-3.*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7
vkja-3*-3.*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7
vkja-4*-3.*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7
vkja-5*-3.*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7
vkja.,*-3.*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7
vkja.-*-3.*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7
vkja..*-3.*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7
vkja./*-3.*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7
vkja.0*-3.*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7
vkja.1*-3.*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7
vkja.2*-3.*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7
vkja.3*-3.*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7
vkja.4*-3.*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7
vkja.5*-3.*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7
vkja/,*-3.*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7
vkja/-*-3.*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7
vkja-24*-5.*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7

It is a good idea to include this configuration file, with an important caveat we’ll
cover later. When you use this file, the `^*ailpu zone file is loaded for all the RFC1918
address ranges. And because those are valid zone files with no entries for individual
reverse DNS records (i.e., PTR records), the DNS traffic for those lookups won’t go out to
the public DNS. A “host not found” response will be returned to applications looking up
the PTR records for IPs in those ranges. Those IP ranges are intended only for private use,
so the DNS traffic for these networks should stay on private networks. Most sites utilize
those ranges, so the public DNS doesn’t have a set of delegated servers that serves meaningful information for these zones.
The caveat mentioned earlier is that we will not want to serve the `^*ailpu file for
the -5.*-24*t*t range that we use at our site. This means we’ll delete this line from
vkjao*nb_-5-4:
vkja-24*-5.*ej)]``n*]nl]wpulai]opan7beha+ap_+^ej`+`^*ailpu7y7

Then we’ll uncomment this line in +ap_+^ej`+j]ia`*_kjb*hk_]h by deleting the two
slashes at the start of the line:
++ej_hq`a+ap_+^ej`+vkjao*nb_-5-47

Next, you’ll need to create the campin.net and -24*-5.*ej)]``n*]nl] zone files. The
file +ap_+^ej`+`^*_]ilej*jap has these contents:
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PPH2,,
<EJOK=ap_dh]il*_]ilej*jap*dkopi]opan*_]ilej*jap*$
.,,4,3.5,,7oane]h
-4,,7nabnaod$/,iejqpao%
2,,7napnu$-,iejqpao%
.0-5.,,7atlena$0saago%
2,,7iejeiqi$-,iejqpao%
%
EJJOap_dh]il*_]ilej*jap*
7pda=na_kn`bkn_]ilej*jap
2,,EJ=22*.-5*24*-15
ap_dh]ilEJ=-5.*-24*-*./5
]qnkn]EJ=-5.*-24*-*.04
ckh`i]opanEJ=-5.*-24*-*.05
ndi]opanEJ=-5.*-24*-*.1ndh]ilEJ=-5.*-24*-*./2
daiejcs]uEJ=-5.*-24*-*./3
7sss*_]ilej*japeo]?J=IA^]_gpkpda=na_kn`bkn_]ilej*jap
sss2,,EJ?J=IA<
ogepvk420,,EJ=20*4-*13*-21
o_]ile420,,EJ=22*.-5*24*-15
7sss*_]ilej*japeo]?J=IA^]_gpkpda=na_kn`bkn_]ilej*jap
sss2,,EJ?J=IA<
7cerapda`ab]qhpc]pas]u]ja]oupknaiai^anj]ia
csEJ=-5.*-24*-*-

We created entries for our six hosts, our local gateway address, and some records
from our public zone.
Next, you need to create the “reverse” zone, in the file +ap_+^ej`+`^*-5.*-24:
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PPH2,,
<EJOK=ap_dh]il*_]ilej*jap*dkopi]opan*_]ilej*jap*$
.,,4,3.5,,7oane]h
-4,,7nabnaod$/,iejqpao%
2,,7napnu$-,iejqpao%
.0-5.,,7atlena$0saago%
2,,7iejeiqi$-,iejqpao%
%
<EJJOap_dh]il*_]ilej*jap*
KNECEJ-*-24*-5.*ej)]``n*]nl]*
-EJLPNcs*_]ilej*jap*
./2EJLPNndh]il*_]ilej*jap*
./3EJLPNdaiejcs]u*_]ilej*jap*
./5EJLPNap_dh]il*_]ilej*jap*
.04EJLPN]qnkn]*_]ilej*jap*
.05EJLPNckh`i]opan*_]ilej*jap*
.1-EJLPNndi]opan*_]ilej*jap*

The KNECEJ keyword set all the following records to the -5.*-24*-*,+.0 subnet’s
ej)]``n*]nl] reverse DNS range. This made the records simpler to type in. Be sure to terminate the names on the right-hand side of all your records with a dot (period character)
when you specify the fully qualified domain name.
Next, populate the file +ap_+^ej`+j]ia`*_kjb*hk_]h with these contents, to utilize our
new zone files:
ej_hq`a+ap_+^ej`+vkjao*nb_-5-47
vkja_]ilej*japw
pulai]opan7
beha+ap_+^ej`+`^*_]ilej*jap7
y7
vkja-24*-5.*ej)]``n*]nl]w
pulai]opan7
beha+ap_+^ej`+`^*-5.*-247
y7
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Restart BIND using the included init script:
+ap_+ejep*`+^ej`5naop]np

for errors from the init script, as well as in the +r]n+hkc+`]aikj*hkc log file. If the
init script successfully loaded the zones, you’ll see lines like this in the log file:
Fqh.5-360/6/,ap_dh]ilj]ia`W.14,Y6vkja-24*-5.*ej)]``n*]nl]+EJ6hk]`a`oane]h
.,,4,3.5,,
Fqh.5-360/6/,ap_dh]ilj]ia`W.14,Y6vkja_]ilej*jap+EJ6hk]`a`oane]h.,,4,3.5,,
Fqh.5-360/6/,ap_dh]ilj]ia`W.14,Y6nqjjejc

Test resolution from another host on the local subnet using the `ec command:
`ec<ap_dh]ilcs*_]ilej*jap*
788::@eC5*/*0)L-*-88::<ap_dh]ilcs*_]ilej*jap*
7$-oanranbkqj`%
77chk^]hklpekjo6lnejp_i`
77Ckp]josan6
77)::DA=@AN88)kl_k`a6MQANU(op]pqo6JKANNKN(e`601.30
77bh]co6mn]]n`n]7MQANU6-(=JOSAN6-(=QPDKNEPU6-(=@@EPEKJ=H677MQAOPEKJOA?PEKJ6
7cs*_]ilej*jap*EJ=
77=JOSANOA?PEKJ6
cs*_]ilej*jap*2,,EJ=-5.*-24*-*77=QPDKNEPUOA?PEKJ6
_]ilej*jap*2,,EJJOap_dh]il*_]ilej*jap*
77=@@EPEKJ=HOA?PEKJ6
ap_dh]il*_]ilej*jap*2,,EJ=-5.*-24*-*./5
77Mqanupeia6-5ioa_
77OANRAN6-5.*-24*-*./51/$-5.*-24*-*./5%
77SDAJ6PqaFqh.5-3601605.,,4
77IOCOEVAn_r`642

This query returns the correct results. In addition, the flags section of the response
has the ]] bit set, meaning that the remote server considers itself authoritative for the
records it returns. Do the same thing again, but this time query for a reverse record:
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`ec<ap_dh]il)t-5.*-24*-*-lpn
788::@eC5*/*0)L-*-88::<ap_dh]il)t-5.*-24*-*-lpn
7$-oanranbkqj`%
77chk^]hklpekjo6lnejp_i`
77Ckp]josan6
77)::DA=@AN88)kl_k`a6MQANU(op]pqo6JKANNKN(e`603045
77bh]co6mn]]n`n]7MQANU6-(=JOSAN6-(=QPDKNEPU6-(=@@EPEKJ=H677MQAOPEKJOA?PEKJ6
7-*-*-24*-5.*ej)]``n*]nl]*EJLPN
77=JOSANOA?PEKJ6
-*-*-24*-5.*ej)]``n*]nl]*2,,EJLPNcs*_]ilej*jap*
77=QPDKNEPUOA?PEKJ6
-24*-5.*ej)]``n*]nl]*2,,EJJOap_dh]il*_]ilej*jap*
77=@@EPEKJ=HOA?PEKJ6
ap_dh]il*_]ilej*jap*2,,EJ=-5.*-24*-*./5
77Mqanupeia6.ioa_
77OANRAN6-5.*-24*-*./51/$-5.*-24*-*./5%
77SDAJ6PqaFqh.5-36026--.,,4
77IOCOEVAn_r`6-,4

Again, we have successful results. We had to modify only three included files (vkjao*
nb_-5-4, j]ia`*_kjb*hk_]h, and j]ia`*_kjb*klpekjo), and create two new ones (`^*_]ilej*
jap and `^*-5.*-24). Now we know the file locations and file contents that we need in
order to host our private DNS on a Debian system running BIND.

Automating the BIND Configuration
We’ll create a cfengine task to distribute our BIND configuration, and as usual it will
restart the BIND daemon when the configuration files are updated.
Here are the steps to automate this process:
1. Copy the BIND configuration files and zone files (that we created during the development process on etchlamp) to the cfengine master.
2. Create a cfengine task that copies the BIND configuration files and zones, and
restarts the BIND daemon when the files are copied.
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3. Define a new “DNS server” role in cfengine using a class.
4. Create a new hostgroup file for this new server role in cfengine.
5. Import the new task into the new DNS server hostgroup file in cfengine.
6. Import the new hostgroup file into _b]cajp*_kjb, so that the hostgroup and task
are used.
7. Test out the entire automation process for the DNS server role by reimaging the
DNS server host.
The first step is to get our files from etchlamp onto the cfengine master, in the correct
location. Create the directory on goldmaster:
ig`en)l+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+ap_+^ej`+`a^e]j)atp

Now copy those five files from etchlamp to the new directory on goldmaster:
ls`
+ap_+^ej`
o_lvkjao*nb_-5-4j]ia`*_kjb*hk_]h`^*_]ilej*jap`^*-5.*-24j]ia`*_kjb*klpekjoX
ckh`i]opan6+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+ap_+^ej`+`a^e]j)atp+

Name the task LNK@+ejlqpo+p]ogo+]llo+^ej`+_b*`a^e]j[atpanj]h[_]_da and start the
task with these contents:
cnkqlo6
d]ra[ap_[nj`_[gau9$BehaAteopo$+ap_+^ej`+nj`_*gau%%

 





  nj`_*gau file, but we like to
make sure it’s actually there before we do it.
We’ll continue explaining the _b*`a^e]j[atpanj]h[_]_da task. In the _kjpnkh section
we tell cfengine about some classes that we dynamically define, and put in an entry for
@ab]qhpLgcIcn:
_kjpnkh6
]ju66
]``ejop]hh]^ha9$^ej`[ejop]hha`^ej`[ejop]hha`
nahk]`[^ej`
%
`a^e]j66
@ab]qhpLgcIcn9$`lgc%
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which is required when we use the l]_g]cao action:
l]_g]cao6
`a^e]j66
^ej`5
ranoekj95*/*0
_il9ca
`abeja9^ej`[ejop]hha`
ahoa`abeja9^ej`[jkp[ejop]hha`

We use the l]_g]cao action simply to detect whether the ^ej`5 package is installed,
  
 

 
 
  

 sion. Assumptions will only lead to errors, so we double-check even basic assumptions
such as whether BIND has been installed on the system at all.
Here we use the lnk_aooao action to start up BIND when it is missing from the process
list, but only if it’s one of our external caches, and only if the ^ej`5 package is installed:
lnk_aooao6
`a^e]j*^ej`[ejop]hha`66
j]ia`naop]np+ap_+ejep*`+^ej`5op]npejbkni9b]hoaqi]og9,..

There’s no point in even trying to start BIND if it isn’t installed.
Here we copy the five files we placed into the `a^e]j)atp directory to the host’s +ap_+
^ej` directory:
_klu6
`a^e]j*^ej`[ejop]hha`66
$i]opan[ap_%+^ej`+`a^e]j)atp+
`aop9+ap_+^ej`+
n9ejb
ik`a9200
pula9_da_goqi
lqnca9b]hoa
oanran9 $behaoanran%
aj_nulp9pnqa
ksjan9nkkp
cnkql9nkkp
`abeja9nahk]`[^ej`

We carefully named the source directory `a^e]j)atp because we might end up
deploying BIND to our Debian hosts later in some other configuration. Having a complete source directory to copy makes the _klu stanza simpler. We know that only the files
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we want to overwrite are in the source directory on the cfengine master—so be careful
not to add files into the source that you don’t want automatically copied out. You also
have to be careful not to purge during your copy, or you’ll lose all the default Debian
^ej`5 configuration files you depend on.
This odahh_kii]j`o section uses the nahk]`[^ej` class to trigger a restart of the BIND
daemon:
odahh_kii]j`o6
`a^e]j*naop]np[^ej`66
sdajpda_kjbeceoql`]pa`(nahk]`^ej`
+ap_+ejep*`+^ej`5nahk]`peiakqp9/,

The nahk]`[^ej` class is defined when files are copied from the master, via the `abeja9
line.
These file and directory settings fix the important BIND files and directory permissions in the unlikely event that the bind user’s UID and GID change:
behao6
`a^e]j*^ej`[ejop]hha`*d]ra[ap_[nj`_[gau66
+ap_+^ej`+nj`_*gauksjan9^ej`cnkql9^ej`i920,]_pekj9bet]hh
ejbkni9pnqaouohkc9kj
`ena_pkneao6
`a^e]j*^ej`[ejop]hha`66
+r]n+_]_da+^ej`ik`a9331ksjan9nkkpcnkql9^ej`ejbkni9pnqaouohkc9kj
+ap_+^ej`ik`a9.311ksjan9nkkpcnkql9^ej`ejbkni9pnqaouohkc9kj

Such an event happens if and when we later synchronize all the user accounts across
our site. Now we’ll take steps to recover properly from a bind-user UID/GID change. Set
up an ]hanpo section to issue a warning when you designate a host as an atpanj]h[`a^e]j[
^ej`[_]_da but don’t actually have the ^ej`5 package installed:
]hanpo6
`a^e]j*^ej`[ejop]hha`66
Annkn6E]i]jatpanj]h_]_da^qpE`kj#pd]ra^ej`5ejop]hha`*

We use the l]_g]cao action in this task, so we need to add packages to the
]_pekjoamqaj_a in the _kjpnkh+_b*_kjpnkh[_b]cajp[_kjb file for cfengine to run it:

181

182

C HAPTER 7

 AUTOMA TING A NEW S YS TEM INFR A S T R U C T U R E

]_pekjoamqaj_a9$
`ena_pkneao
`eo]^ha
l]_g]cao
_klu
a`epbehao
hejgo
behao
lnk_aooao
odahh_kii]j`o
%

Now we need to add the task to a hostgroup file, but it certainly isn’t a good fit for
the _b*]ju hostgroup. Create a new hostgroup file for the task and place it at LNK@+ejlqpo+
dkopcnkqlo+_b*atpanj]h[`jo[_]_da. That name was chosen carefully; we won’t assume that
all our caching DNS servers will be running Debian, or even BIND for that matter. The
role is to serve DNS to our network, and the hostgroup name is clear about that. The contents of this new hostgroup file are:
eilknp6
]ju66
p]ogo+]ll+^ej`+_b*`a^e]j[atpanj]h[_]_da

Now we need to define an alias for the hosts that serve this role. We’ll edit LNK@+
ejlqpo+_h]ooao+_b*i]ej[_h]ooao and add this line:
_]_dejc[`jo[oanrano9$ap_dh]il%

Then we’ll edit _b]cajp*_kjb and add an import for the new hostgroup file for the
_]_dejc[`jo[oanrano class:
_]_dejc[`jo[oanrano66dkopcnkqlo+_b*atpanj]h[`jo[_]_da

Wait! If you were to run _b]cajp)mr on etchlamp at this point, the file LNK@+ejlqpo+
dkopcnkqlo+_b*atpanj]h[`jo[_]_da would not be imported, even though _b]cajp’s
“Defined Classes” output shows that the _]_dejc[`jo[oanrano class is set. Most people
learn this important lesson the hard way, and we wanted you to learn it the hard way as
well, so it will be more likely to stick.
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IMPORTS IN CFENGINE
 cfengine configuration file uses imports, then the entire file needs to be made up of imports. You
cannot use classes in the importing file that are defined in the imported file.
We encountered the second point when we imported the file _h]ooao+_b*i]ej[_h]ooao from
_b]cajp*_kjb, then tried to use the class _]_dejc[`jo[oanrano in _b]cajp*_kjb 





  



 
  



   

  
  
 

 LNK@+ejlqpo
directory just a little bit to compensate.

To reorganize in a way that will work with cfengine’s issues around imports but preserve our hostgroup system, delete these two lines from _b]cajp*_kjb:
]ju66dkopcnkqlo+_b*]ju
_]_dejc[`jo[oanrano66dkopcnkqlo+_b*atpanj]h[`jo[_]_da

Place the line in a new file, dkopcnkqlo+_b*dkopcnkql[i]llejco, with these contents:
eilknp6
]ju66dkopcnkqlo+_b*]ju
_]_dejc[`jo[oanrano66dkopcnkqlo+_b*atpanj]h[`jo[_]_da

Remember that any lines added below the _b*atpanj]h[`jo[_]_da import will apply
only to the _]_dejc[`jo[oanrano class, unless a new class is specified. That is a common
error made by inexperienced cfengine-configuration authors, and often even experienced ones.
We need to add the _b*dkopcnkql[i]llejco file to _b]cajp*_kjb, by adding this line at
the end:
dkopcnkqlo+_b*dkopcnkql[i]llejco

We don’t need to specify the ]ju66 class because it’s already inherent in all of this
task’s imports. In fact, unless otherwise specified, it’s inherent in every cfengine action.
Now we should validate that our hostgroup is being imported properly—by running
_b]cajp)mr on etchlamp 
 

  
Hkkgejcbkn]jejlqpbehap]ogo+]ll+^ej`+_b*`a^e]j[atpanj]h[_]_da

Success! All future hostgroup imports will happen from the _b*dkopcnkql[i]llejco
file. We’ll mention one last thing while on the subject of imports. Note that we don’t do
any imports in any of our task files. Any file containing actions other than eilknp should
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not use the eilknp action at all. You can get away with this if you do it carefully, but we’ll
avoid it like the plague.
Remember that every host that ever matches the _]_dejc[`jo[oanrano class
will import the _b*atpanj]h[`jo[_]_dadkopcnkql file, and therefore will also import
the _b*`a^e]j[atpanj]h[_]_da task. If a Solaris host is specified as a member of the
_]_dejc[`jo[oanrano class, it will not do anything unintended when it reads the
_b*`a^e]j[atpanj]h[_]_da task. This is because we specify the `a^e]j class for safety in
the class settings for all our actions. You could further protect non-Debian hosts by
importing the task only for Debian hosts from the dkopcnkqlo+_b*atpanj]h[`jo[_]_da file:
eilknp6
`a^e]j66
p]ogo+]ll+^ej`+_b*`a^e]j[atpanj]h[_]_da

Importing the task this way is safer, but even if you do, you should make sure that
your cfengine configuration files perform actions only on the hosts you intend. Always
be defensive with your configurations, and you’ll avoid unintended changes. Up until
this point, we have purposely made our task files safe to run on any operating system and
hardware architecture by limiting the cases when an action will actually trigger, and we
will continue to do so.
Now it’s time to reimage etchlamp via FAI, and make sure that the DNS service is fully
configured and working when we set up etchlamp from scratch. Always ensure that your
automation system works from start to finish. The etchlamp host’s minimal install and
configuration work will take under an hour, so the effort and time is well worth it.
While etchlamp is reimaging, remove the old installation’s cfengine public key on
the cfengine master because the reimaging process will generate a new key. The host
etchlamp has the IP -5.*-24*-*./5, so run this command on goldmaster as the nkkp user:
ni+r]n+he^+_bajceja.+llgauo+nkkp)-5.*-24*-*./5*lq^

When etchlamp reboots after installation, the cfengine daemons don’t start up
because we have only the bootstrap ql`]pa*_kjb and _b]cajp*_kjb files in +r]n+he^+
_bajceja.+ejlqpo. We need to make sure that _b]cajp runs once upon every reboot. Modify +onr+b]e+_kjbec+o_nelpo+B=E>=OA+1,)_bajceja on the FAI server to add a line that will
run _b]cajp upon every boot, mainly to help on the first boot after installation:
+qon+o^ej+_b]cajp)b
_kjpnkh6
]ju66
]_pekjoamqaj_a9$a`epbehao%
A`epBehaOeva9$/,,,,%
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a`epbehao6
]ju66
w wp]ncapy+ap_+]he]oao
=qpk?na]pa
=llaj`EbJkOq_dHejankkp6j]pa<_]ilej*jap
y
w wp]ncapy+ap_+`ab]qhp+_bajceja.
Nalh]_a=hh9, Sepd9-
y
w wp]ncapy+ap_+ejep*`+^kkpieo_*od
=llaj`EbJkOq_dHeja+qon+o^ej+_b]cajp)mr
y

This configures the _b]cajp program to run from the +ap_+ejep*`+^kkpieo_*od file at
boot time. So, to recap: We started another reimage of etchlamp and removed +r]n+he^+
_bajceja.+llgauo+nkkp)-5.*-24*-*./5*lq^ again on the cfengine master while the host was
reimaging.
The host etchlamp returned from reimaging fully configured, with cfengine running.
Now every time a Debian host boots at our site after FAI installs it, it will run _b]cajp during boot. Without logging into the host (i.e., without manual intervention), you can run
a DNS query against etchlamp successfully:
`ec<ap_dh]ilcs*_]ilej*jap
788::@eC5*/*0)L-*-88::<ap_dh]ilcs*_]ilej*jap
7$-oanranbkqj`%
77chk^]hklpekjo6lnejp_i`
77Ckp]josan6
77)::DA=@AN88)kl_k`a6MQANU(op]pqo6JKANNKN(e`615335
77bh]co6mn]]n`n]7MQANU6-(=JOSAN6-(=QPDKNEPU6-(=@@EPEKJ=H677MQAOPEKJOA?PEKJ6
7cs*_]ilej*jap*EJ=
77=JOSANOA?PEKJ6
cs*_]ilej*jap*2,,EJ=-5.*-24*-*77=QPDKNEPUOA?PEKJ6
_]ilej*jap*2,,EJJOap_dh]il*_]ilej*jap*
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77=@@EPEKJ=HOA?PEKJ6
ap_dh]il*_]ilej*jap*2,,EJ=-5.*-24*-*./5
77Mqanupeia6-ioa_
77OANRAN6-5.*-24*-*./51/$-5.*-24*-*./5%
77SDAJ6Sa`Fqh/,,,6/561..,,4
77IOCOEVAn_r`642

What we have accomplished here is worth celebrating. If you suffer total system
failure on the host etchlamp, you can simply reimage a new host with the same hostname and bring it back onto the network as a DNS server. This is exactly what we
want of all hosts at our site. As you deploy web servers, NFS servers, and other system
roles, you should test that the host can be reimaged and properly configured to serve
its designated function again without any human intervention. The extent of human
involvement should be to identify hardware and do any Kickstart/FAI/JumpStart configuration needed to support imaging that piece of hardware.
We have a private DNS server now, and although it’s the only one, we’ll configure the
+ap_+naokhr*_kjb files across all our hosts to utilize the new DNS server before any other
DNS servers. We’ll still list our existing DNS server, -5.*-24*-*-, as the second nameserver
in +ap_+naokhr*_kjb in case etchlamp becomes unreachable.
Cfengine has a naokhra action that you can use to configure the +ap_+naokhr*_kjb file.
We’ll create a task called p]ogo+ko+_b*naokhr[_kjb and test whether we have naokhr*_kjb in
a directory where postfix is _dnkkped by default on Debian:
_h]ooao6
d]ra[lkopbet[naokhr9$BehaAteopo$+r]n+olkkh+lkopbet+ap_+naokhr*_kjb%%

Here’s something we’ve never done before—change the ]_pekjoamqaj_a in a task file:
_kjpnkh6
]ju66
]``ejop]hh]^ha9$nahk]`lkopbet%
]_pekjoamqaj_a9$naokhra%
AilpuNaokhr?kjb9$pnqa%

The preceding code adds naokhra to the ]_pekjoamqaj_a. We can add it to the global
]_pekjoamqaj_a defined in the _kjpnkh+_b*_kjpnkh[_b]cajp[_kjb file that’s imported
directly from _b]cajp*_kjb, but there’s really no need. We’ll generally add ]_pekjoamqaj_a
items there, but we wanted to demonstrate that we still have some flexibility in our cfengine configurations.
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The order of the IP addresses and comment is preserved in the +ap_+naokhr*_kjb file:
naokhra6
]ju66

EbAilpuNaokhr?kjbeooappkpnqa(sa#hh_kilhapahuselakqp
naokhr*_kjbARAJebsad]rajki]p_daoejpda^ahks_h]oooao

SdajAilpuNaokhr?kjbeooap(]hs]uo^aoqnapd]pukqd]ra]j
]ju_h]oopk_]p_d]hhdkoposepdokia^]oe_j]iaoanranajpneao*

-5.*-24*-*./5
-5.*-24*-*naokhr*_kjba`epa`^u_bajceja(`kj#piq_gsepdpdeo

We added the comment so that if any SAs want to change +ap_+naokhr*_kjb directly
with a text editor, they’ll realize that the file is under cfengine control.
We use the local copy to keep postfix name resolution working properly after cfengine updates the +ap_+naokhr*_kjb file and to restart postfix when we do the copy:
_klu6
pdeoeo]hk_]h_klupkgaalpda_dnkkp#`lkopbetnaokhr*_kjbqlpk`]pa
d]ra[lkopbet[naokhr66
+ap_+naokhr*_kjb
`aop9+r]n+olkkh+lkopbet+ap_+naokhr*_kjb
ik`a9200
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
`abeja9nahk]`lkopbet
odahh_kii]j`o6
nahk]`lkopbetsdajsaql`]papda_dnkkpnaokhr*_kjb
`a^e]j*nahk]`lkopbet66
+ap_+ejep*`+lkopbetnaop]nppeiakqp9/,ejbkni9pnqa

Next, add the task to LNK@+ejlqpo+dkopcnkqlo+_b*]ju. Once the task is enabled, we
connect to the host aurora and inspect the new +ap_+naokhr*_kjb:
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_]p+ap_+naokhr*_kjb
`ki]ej_]ilej*jap
j]iaoanran-5.*-24*-*./5
j]iaoanran-5.*-24*-*naokhr*_kjba`epa`^u_bajceja(`kj#piq_gsepdpdeo

Then test name resolution:
johkkgqlcs
Oanran6-5.*-24*-*./5
=``naoo6-5.*-24*-*./51/
J]ia6cs*_]ilej*jap
=``naoo6-5.*-24*-*-

We’re done with the DNS for now. When we get more hardware to deploy another
Debian-based DNS server system, we’ll add it to the _]_dejc[`jo[oanrano class, let
cfengine set up BIND, then update _b*naokhr[_kjb to add another j]iaoanran entry to
all our site’s +ap_+naokhr*_kjb files.

Taking Control of User Account Files
We
 

  

 





 
tralized mechanism the SA staff can use to create and delete accounts, lock them out after
a designated number of failed logins, and log user access. This will be usually a system
 

 




At this point, we’re not talking about setting up a network-based authentication
system—we’re not ready for that yet. First, we need to take control of our local account
files: +ap_+l]oos`, +ap_+od]`ks, and +ap_+cnkql 
  







 




 


 

 
be able to change the local nkkp account password across all our systems on a regular
basis. In addition, we normally change the default shell on many system accounts that
come with the system, for added security. Allowing local account files to go unmanaged
is a security risk.

Standardizing the Local Account Files
We have three different sets of local account files at our site: those for Red Hat, Solaris,
and Debian. We’re going to standardize the files for each system type, and synchronize
those files to each system from our central cfengine server on a regular basis. Over time,
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we’ll need to add accounts to the standard files to support new software (e.g., a “mysql”
 
 


 





 

systems; instead, we will add them to the centralized files.
We have only two installed instances of each OS type, so it’s easy to copy all the files
to a safe location and consolidate them. Because we’re copying the od]`ks files, the location should be a directory with restrictive permissions:
ig`enÌi3,,+nkkp+]qpdbehao
_`+nkkp+]qpdbehao
bkndkopejckh`i]opanndi]opanndh]ilapdh]ildaiejcs]u]qnkn]7X
`kbknbehaejl]oos`od]`kscnkql7`kW)` behaYxxig`enÌi3,, beha7X
o_lnkkp< wdkopy6+ap_+ beha wbehay+ wbehay* dkop7`kja7`kja

These commands will iterate over all our hosts and copy the three files we need to
a per-file subdirectory, with a file name that includes the hostname of the system that
the file is from. We will illustrate standardization of account files for our two Solaris hosts
only, to keep this section brief. Assume that we will perform the same process for Debian
and Red Hat.
Now you can go into each directory and compare the files from the two Solaris hosts:
_`+nkkp+]qpdbehao+l]oos`
`ebbl]oos`*]qnkn]l]oos`*daiejcs]u
-.]-/(-0
:lkopcnao6t65,65,6LkopcnaOMHNaoanra`QE@6+6+qon+^ej+lbgod
:or_p]c6t6516-.6Oanre_aP]cQE@6+6

The hemingway host has two accounts that weren’t created on aurora. We won’t
need the lkopcnao account, used to run the freeware Postgres database package. We will
keep the or_p]c account because the Solaris serial port–monitoring facilities use it.
irl]oos`*daiejcs]ul]oos`*okh]neo
nil]oos`*]qnkn]

l]oos`*okh]neo and remove the line starting with lkopcnao. Now the l]oos`*
okh]neo file contains the accounts we need on both systems. We will use this as our
master Solaris password file.
Go through the same procedure for the Solaris od]`ks files:
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_`**+od]`ks
`ebbod]`ks*daiejcs]uod]`ks*]qnkn]
-/(-0`-.
8lkopcnao6JL6666666
8or_p]c6&HG&62001666666
irod]`ks*daiejcs]uod]`ks*okh]neo
niod]`ks*]qnkn]

Use a text editor to remove the lkopcnao line from od]`ks*okh]neo as well.
Here’s the procedure for the cnkql file:
`ebbcnkql*daiejcs]ucnkql*]qnkn]
-3`-2
8lkopcnao665,6
.,].,
:o]oh66-,,6

We have a lkopcnao group on hemingway that we’ll remove, and a o]oh group on
aurora



  







use to insert authentication into network protocols. We might end up needing this if we
set up authenticated Simple Mail Transfer Protocol (SMTP) or another authenticated network protocol later on.
ircnkql*]qnkn]cnkql*okh]neo
nicnkql*daiejcs]u

Now we’ll move our new files into the directories we created for these files (back
when we originally created our i]opanbehao directory in Chapter 5).
o_lcnkql+cnkql*okh]neoX
ckh`i]opan6+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+ap_+cnkql+
o_ll]oos`+l]oos`*okh]neoX
ckh`i]opan6+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+ap_+l]oos`+
o_lod]`ks+od]`ks*okh]neoX
ckh`i]opan6+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+ap_+od]`ks+

Now perform the same decision-making process for the Red Hat and Debian account
files. When you’re done, move them into the proper place in the i]opanbehao directories
as you did for the Solaris account files. You need to be careful during this stage that you
don’t change the UID or GID of system processes without setting up some remediation
steps in cfengine.
Our two Debian systems ended up with different UID and GID numbers for the postfix user and group, as well as for the lkop`nkl group (also used by postfix). We chose to
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stick with the UID and GID from the goldmaster host, and to add some permission fixes
in a cfengine task that will fix the ownership of the installed postfix files and directories.

THE VARYING UID AND GID NUMBERS IN DEBIAN LINUX
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Once we’ve standardized all our files, we have these files on the cfengine master
system:
ls`
+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+ap_
hol]oos`+od]`ks+cnkql
cnkql6
*+**+cnkql*`a^e]jcnkql*na`d]pcnkql*okh]neo
l]oos`+6
*+**+l]oos`*`a^e]jl]oos`*na`d]pl]oos`*okh]neo
od]`ks+6
*+**+od]`ks*`a^e]jod]`ks*na`d]pod]`ks*okh]neo

Distributing the Files with cfengine
We’ll develop a cfengine task to distribute our new master account files. We will add some
safety checks into this task because we need to treat these files with the utmost caution.
We’ll place the file in a task called _b*]__kqjp[ouj_, with these contents:
_h]ooao6oujkjuicnkqlo6
o]ba[pk[ouj_9$`a^e]j[0[,
na`d]p[o[1[.
oqjko[1[-,
%
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We create a group to control which classes of systems get the account-file synchronization. These three classes encompass all the systems we’re currently running


  

 





 


versions that we’re currently running, but we don’t know if they will work on older or
newer versions. In fact, if you don’t know for sure that something will work, you should
assume that it won’t.
So if you deploy a new type of system at your site, you run the risk that the new
system type won’t have local account files synchronized by cfengine. Take measures to
detect this situation in the task, and alert the site administrators:
_kjpnkh6
`a^e]j66
l]oos`[beha9$l]oos`*`a^e]j%
od]`ks[beha9$od]`ks*`a^e]j%
cnkql[beha9$cnkql*`a^e]j%
na`d]p66
l]oos`[beha9$l]oos`*na`d]p%
od]`ks[beha9$od]`ks*na`d]p%
cnkql[beha9$cnkql*na`d]p%
okh]neoxokh]neot4266
l]oos`[beha9$l]oos`*okh]neo%
od]`ks[beha9$od]`ks*okh]neo%
cnkql[beha9$cnkql*okh]neo%

Here you’ll recognize the standardized files we created earlier.
_klu6
o]ba[pk[ouj_66
 $i]opan[ap_%+l]oos`+ $l]oos`[beha%
`aop9+ap_+l]oos`
ik`a9200
oanran9 $behaoanran%
pnqopgau9pnqa
pula9_da_goqi
ksjan9nkkp
cnkql9nkkp
aj_nulp9pnqa
ranebu9pnqa
oeva9:1-.
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 $i]opan[ap_%+od]`ks+ $od]`ks[beha%
`aop9+ap_+od]`ks
ik`a90,,
ksjan9nkkp
cnkql9nkkp
oanran9 $behaoanran%
pnqopgau9pnqa
pula9_da_goqi
aj_nulp9pnqa
oeva9:.,,
 $i]opan[ap_%+cnkql+ $cnkql[beha%
`aop9+ap_+cnkql
ik`a9200
ksjan9nkkp
cnkql9nkkp
oanran9 $behaoanran%
pnqopgau9pnqa
pula9_da_goqi
aj_nulp9pnqa
oeva9:.,,

The oeva keyword in these _klu stanzas adds file-size minimums for the l]oos`,
od]`ks, and cnkql file copies. We use this keyword so we don’t copy out empty or erroneously stripped down files. The minimums should be around half the size of the smallest
version that we have of that particular file. You might need to adjust the minimums if the
files happen to shrink later on. Usually these files grow in size.
Here we define an alert for hosts that don’t have local account files to synchronize:
]hanpo6
o]ba[pk[ouj_66
E]ijkpoapqlpkouj_iu]__kqjpbehao(lha]oa_da_gkjep*

The ]hanpo action simply prints text used to alert the system administrator. The
_bata_` daemon will e-mail this output.
Next, put the task into the _b*]ju hostgroup:
eilknp6
]ju66
p]ogo+ko+_b*ikp`
p]ogo+ko+_b*_bajceja[_nkj[ajpneao
p]ogo+ko+_b*jpl
p]ogo+ko+_b*]__kqjp[ouj_
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When _b]cajp performs a copy, and the nalkoepknu variable is defined, the version of
the file before the copy is backed up to the nalkoepknu directory. Define nalkoepknu like
this in LNK@+ejlqpo+_kjpnkh+_b*_kjpnkh[_b]cajp[_kjb:
nalkoepknu9$ $skng`en%+^]_gqlo%

This means you can see the old local account files in the backup directory on each
client after the copy. On Debian the directory is +r]n+he^+_bajceja.+^]_gqlo, and on the
rest of our hosts it’s +r]n+_bajceja+^]_gqlo.
If you encounter any problems, compare the previous and new versions of the
files, and see if you left out any needed accounts. Be aware that each performed copy
overwrites previous backup files in the nalkoepknu directory. This means you’ll want to
validate soon after the initial sync. We also saved the original files in the home directory
for the nkkp user. It’s a good idea to store them for at least a few days in case you need to
inspect them again.
Our etchlamp system had the postfix account’s UID and GID change with this local
account sync. The GID of the lkop`nkl group also changed. We can fix that with cfengine,
in a task we call _b*lkopbet[lanieooekjo:
_h]ooao6oujkjuicnkqlo6
d]ra[r]n[olkkh[lkopbet9$Eo@en$+r]n+olkkh+lkopbet%%
d]ra[r]n[olkkh[lkopbet[lq^he_9$Eo@en$+r]n+olkkh+lkopbet+lq^he_%%
d]ra[r]n[olkkh[lkopbet[i]eh`nkl9$Eo@en$+r]n+olkkh+lkopbet+i]eh`nkl%%
d]ra[qon[o^ej[lkop`nkl9$Eo@en$+qon+o^ej+lkop`nkl%%
d]ra[qon[o^ej[lkopmqaqa9$Eo@en$+qon+o^ej+lkopmqaqa%%

Here we have some classes based on whether files or directories are present on the
system. We don’t want to assume that postfix is installed on the system. We previously
added postfix into the list of FAI base packages, but we can’t guarantee with absolute certainty that every Debian system we ever manage will be running postfix.
We could use a more sophisticated test, such as verifying that the postfix Debian
package is installed, but a simple directory test suffices and happens quickly:
`ena_pkneao6
`a^e]j*d]ra[r]n[olkkh[lkopbet[lq^he_66
+r]n+olkkh+lkopbet+lq^he_ik`a9.3-,
ksjan9lkopbetcnkql9lkop`nklejbkni9pnqa
`a^e]j*d]ra[r]n[olkkh[lkopbet[i]eh`nkl66
+r]n+olkkh+lkopbet+i]eh`nklik`a9-3/,
ksjan9lkopbetcnkql9lkop`nklejbkni9pnqa
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`a^e]j*d]ra[r]n[olkkh[lkopbet66
+r]n+olkkh+lkopbet+]_peraik`a93,,ksjan9lkopbet
cnkql9nkkpejbkni9pnqa
+r]n+olkkh+lkopbet+^kqj_aik`a93,,ksjan9lkopbet
cnkql9nkkpejbkni9pnqa
+r]n+olkkh+lkopbet+_knnqlpik`a93,,ksjan9lkopbet
cnkql9nkkpejbkni9pnqa
+r]n+olkkh+lkopbet+`abanik`a93,,ksjan9lkopbet
cnkql9nkkpejbkni9pnqa
+r]n+olkkh+lkopbet+`abanna`ik`a93,,ksjan9lkopbet
cnkql9nkkpejbkni9pnqa
+r]n+olkkh+lkopbet+bhqodik`a93,,ksjan9lkopbet
cnkql9nkkpejbkni9pnqa
+r]n+olkkh+lkopbet+dkh`ik`a93,,ksjan9lkopbet
cnkql9nkkpejbkni9pnqa
+r]n+olkkh+lkopbet+ej_kiejcik`a93,,ksjan9lkopbet
cnkql9nkkpejbkni9pnqa
+r]n+olkkh+lkopbet+lner]paik`a93,,ksjan9lkopbet
cnkql9nkkpejbkni9pnqa
+r]n+olkkh+lkopbet+pn]_aik`a93,,ksjan9lkopbet
cnkql9nkkpejbkni9pnqa

Here we make sure that all the postfix spool directories have the correct ownership
and permissions. If you blindly create the directories without verifying that +r]n+olkkh+
lkopbet is already there, it’ll appear as if postfix is installed when it isn’t. This might seem
like a minor detail, but the life of an SA comprises a large collection of minor details such
as this. Creating confusing situations such as unused postfix spool directories is just plain
sloppy, and you should avoid doing so.
Here we ensure that two important postfix binaries have the SetGID bit set, as well as
proper ownership:
behao6
`a^e]j*d]ra[qon[o^ej[lkopmqaqa66
+qon+o^ej+lkopmqaqai9.111ksjan9nkkpcnkql9lkop`nkl
]_pekj9bet]hhejbkni9pnqa
`a^e]j*d]ra[qon[o^ej[lkop`nkl66
+qon+o^ej+lkop`nkli9.111ksjan9nkkpcnkql9lkop`nkl
]_pekj9bet]hhejbkni9pnqa
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At any time you can validate that postfix has the proper permissions by executing
this line:
lkopbet_da_g

You’ll also want to restart any daemons that had their process-owner UID change
after you fixed file and directory permissions.
Now we’ll put the task into the _b*]ju hostgroup:
eilknp6
]ju66
p]ogo+ko+_b*ikp`
p]ogo+ko+_b*_bajceja[_nkj[ajpneao
p]ogo+ko+_b*jpl
p]ogo+ko+_b*]__kqjp[ouj_
p]ogo+ko+_b*lkopbet[lanieooekjo

You’re probably wondering why we put the _b*lkopbet[lanieooekjo task into the
_b*]ju hostgroup, when it performs actions only on Debian hosts. We did this because
we might end up having to set postfix permissions on other platforms later. The task does
nothing on host types for which it’s not intended, so you face little risk of damage.
From this point on, when you install new packages at your site that require additional
local system accounts, manually install on one host (of each platform) as a test. When
you (or the package) find the next available UID and GID for the account, you can add
the account settings into your master l]oos`, od]`ks, and cnkql files for synchronization
to the rest of your hosts. That way, when you deploy the package to all hosts via cfengine,
the needed account will be in place with the proper UID and GID settings. This is another
example of how the first step in automating a procedure is to make manual changes on
test systems.

Adding New User Accounts
Now you can add user accounts at your site. We didn’t want to add a single user account
before we had a mechanism to standardize UIDs across the site. The last thing we need
 

  


 

 

 


account—on many systems. We have avoided that mess entirely.
At this point, you can simply add users into the centralized account files stored on the
cfengine master. New users won’t automatically have a home directory created, but later
in the chapter we’ll address that issue using a custom ]``qoan script, an NFS-mounted
home directory, and the automounter.
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Using Scripts to Create User Accounts
You shouldn’t ever create user accounts manually by hand-editing the centralized l]oos`,
od]`ks, and cnkql files at your site. We’ll create a simple shell script that chooses the next
available UID and GID, prompts for a password, and properly appends the account information into the account files.
We’ll make the script simple because we don’t intend to use it for long. Before
we even write it, we need to consider where we’ll put it. We know that it is the first of
what will surely be many administrative scripts at our site. When we first created the
i]opanbehao directory structure, we created the directory LNK@+nalh+]`iej)o_nelps/, which
we’ll put into use now.
We’ll copy the contents of this directory to all hosts at our site, at a standard location.
We’ve created a cfengine task to do this, called _b*ouj_[]`iej[o_nelpo:
_klu6
]ju66
$i]opan%+nalh+]`iej)o_nelpo
`aop9+klp+]`iej)o_nelpo
ik`a911,
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
n9ejb
lqnca9pnqa
`ena_pkneao6
]ju66
+klp+]`iej)o_nelpoik`a931,ksjan9nkkpcnkql9nkkpejbkni9b]hoa

We’re copying every file in that directory, making sure each is protected from
non)nkkp users and executable only for members of the nkkp group. Because we haven’t
set up special group memberships yet, SA staff will need to become nkkp to execute these
scripts—for now, anyway. Remember that our ]_pekjoamqaj_a specifies that `ena_pkneao
runs before _klu, so the directory will be properly created before the copy is attempted.
Add this entry to the end of the _b*]ju hostgroup:
p]ogo+ieo_+_b*ouj_[]`iej[o_nelpo
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You place the task in the ieo_ directory because it’s not application-specific and
it doesn’t affect part of the core operating system. Now you can utilize a collection of
administrative scripts that is accessible across the site. You can create the new user script
and place it in there. The script itself will have checks to make sure it is running on the
appropriate master host.
We call the script ]``[hk_]h[qoan, and we don’t append a file suffix such as *od. This
way, we can rewrite it later in Perl or Python and not worry about a misleading file suffix.
UNIX doesn’t care about file extensions, and neither should you.
+^ej+od

Pdeoo_nelps]osneppajpkskngkj@a^e]jHejqt(ola_ebe_]hhupda@a^e]jdkop
oanrejc]opda_bajcejai]opan]pkqnoepa*=j]huoeoodkqh`^a`kja^abkna
]ppailpejcpknqjahoasdana*

L=PD9+o^ej6+qon+o^ej6+^ej6+qon+^ej6+klp+]`iej)o_nelpo
pdeoeopda`aalaopod]na``ena_pknubkn]hhpda
l]oos`+od]`ks+cnkqlbehao
>=OA[L=PD9+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+ap_
QOANJ=IA[BEHA9+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+ap_+QOANBEHA
_]oa\dkopj]ia\ej
ckh`i]opan&%
a_dkPdeoeopdalnklandkopkjsde_dpk]``qoano(_kjpejqejc***
77
&%
a_dkPdeoeoJKPpdalnklandkopkjsde_dpk]``qoano(atepejcjks***
atep77
ao]_

We have only one cfengine master host that has the centralized files, so make sure
we’re running on the correct host before moving on. We also define a file, which we’ll use
later, to store usernames for accounts that we create:
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_` >=OA[L=PD
HK?GBEHA9+nkkp+]``[qoan[hk_g
ni[hk_g[beha$%w
ni)b HK?GBEHA
y
`kj#parannqjpskkbpdaoa]pkj_a
hk_gbeha HK?GBEHAxxatep-

We define a file to use for locking to ensure that we run only one instance of this
script at a time. We use methods that should prevent files from getting corrupted, but if
two script instances copy an account file at the same time, update it, then copy it back
into place, one of those instances will have its update overwritten.
Now collect some important information about the user account:
SaNA=HHUjaa`pko]jepu_da_gsd]psa]__alpdana(^abkna^hej`hu
pnqopejcpdar]hqao(pd]p#o]jat_an_eoabknpdana]`an*
a_dkLha]oaola_ebu]qoanj]iabknukqnjas]__kqjp(4_d]noknhaoo6
na]`QOANJ=IA
a_dkLha]oacerapdalanokj#obqhhj]iabknukqnjas]__kqjp6
na]`CA?KO
oppu)a_dk
a_dkLha]oaola_ebu]l]ooskn`bknukqnjas]__kqjp6
na]`L=OOSKN@
oppua_dk

we should add some logic to test that the password meets certain criteria. The
eight-character UNIX username limit hasn’t applied for years on any systems that we run,
but we observe the old limits just to be safe.
Here we generate an encrypted password hash for our od]`ks files:
AJ?[L=OO9\a_dk L=OOS@xigl]oos`)o\

You can add )Di`1 to generate an MD5 hash, which is more secure. We’ve chosen
to use the lowest common denominator here, in case we inherit some old system. Which
type of hash you choose is up to you.
Now create the file containing the next available UID, if it doesn’t already exist:
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W)b >=OA[L=PD+JATPQE@Yxxa_dk-,,-: >=OA[L=PD+JATPQE@

Collect the UID and GID to use for the account. Always use the same number for
both:
JATPQE@9\_]p >=OA[L=PD+JATPQE@\

Test that the value inside the JATPQE@ file is numerically valid. We would hate to create
an account with an invalid UID:
ebW)j JATPQE@)] JATPQE@)cp-,,,Y
pdaj
a_dkKqnjatpQE@]lla]nor]he`(_kjpejqejc***
ahoa
a_dkPda >=OA[L=PD+JATPQE@beha]lla]nopk^a_knnqlp(lha]oa
ejraopec]pa*
a_dkAtepejcjks***
atepbe

Here we set up the formatting of our account-file entries, to be used in the next
section:
OA?[OEJ?A[ALK?D9\`]pa'!o\
CNKQL[BKNI=P9 QOANJ=IA6t6 JATPQE@6
L=OOS@[BKNI=P9 QOANJ=IA6t6 JATPQE@6 JATPQE@6 CA?KO6+dkia+ QOANJ=IA6+^ej+^]od
OD=@KS[BKNI=P9 QOANJ=IA6 AJ?[L=OO6 OA?[OEJ?A[ALK?D636-4,6-06366

If you use this script, you need to set values for the od]`ks fields that make sense at
your site. The meanings are:
-hkcejj]ia
.aj_nulpa`l]ooskn`
/`]uooej_aF]j-(-53,pd]pl]ooskn`s]oh]op_d]jca`
0`]uo^abknal]ooskn`i]u^a_d]jca`
1`]uo]bpansde_dl]ooskn`iqop^a_d]jca`
2`]uo^abknal]ooskn`eopkatlenapd]pqoaneos]nja`
3`]uo]bpanl]ooskn`atlenaopd]p]__kqjpeo`eo]^ha`
4`]uooej_aF]j-(-53,pd]p]__kqjpeo`eo]^ha`
5]naoanra`beah`$qjqoa`%
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The script continues:
bkncnkqlbehaejcnkql+cnkql&
`k
_l cnkqlbeha wcnkqlbehay*pil""X
a_dk CNKQL[BKNI=P:: wcnkqlbehay*pil""X
ir wcnkqlbehay*pil cnkqlbehaxxX
$a_dkB]eha`pkql`]pa cnkqlbeha)atepejcjks*7ni[hk_g[beha7atep-%
`kja
bknod]`ksbehaejod]`ks+od]`ks&
`k
_l od]`ksbeha wod]`ksbehay*pil""X
a_dk OD=@KS[BKNI=P:: wod]`ksbehay*pil""X
ir wod]`ksbehay*pil od]`ksbehaxxX
$a_dkB]eha`pkql`]pa od]`ksbeha)atepejcjks*7ni[hk_g[beha7
atep-%
`kja
bknl]oos`behaejl]oos`+l]oos`&
`k
_l l]oos`beha wl]oos`behay*pil""X
a_dk L=OOS@[BKNI=P:: wl]oos`behay*pil""X
ir wl]oos`behay*pil l]oos`behaxxX
$a_dkB]eha`pkql`]pa l]oos`beha)atepejcjks*7ni[hk_g[beha7atep-%
`kja

Update each of the files in the cnkql, od]`ks, and l]ooskn` directories. Make a copy
of the file (i.e., _l l]oos`beha wl]oos`behay*pil), update it (i.e., a_dk L=OOS@[BKNI=P
:: wl]oos`behay*pil), then use the ir command to put it back into place (i.e., ir
wl]oos`behay*pil l]oos`beha).
The ir command makes an atomic update when moving files within the same
filesystem. This means you face no risk of file corruption from the system losing power or
our process getting killed. The command will either move the file into place, or it won’t
work at all. SAs must make file updates this way. The script will exit with an error if any
part of the file-update process fails:
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ql`]papdaQE@beha
JASQE@9\atln JATPQE@'-\
a_dk JASQE@: >=OA[L=PD+JATPQE@xxX
$a_dkQl`]pakb >=OA[L=PD+JATPQE@b]eha`(atepejcjks7ni[hk_g[beha7atep-%

Update the file used to track the next available UID:
ql`]pa]behaqoa`pk_na]padkia`enokjpdaJBOoanran
ebW)b QOANJ=IA[BEHAY
pdaj
pkq_d QOANJ=IA[BEHA
be
_l QOANJ=IA[BEHA wQOANJ=IA[BEHAy*pil""X
a_dk QOANJ=IA:: wQOANJ=IA[BEHAy*pil""X
ir wQOANJ=IA[BEHAy*pil QOANJ=IA[BEHAxxX
$a_dkb]eha`pkql`]pa QOANJ=IA[BEHAsepdpdeoqoan#o]__kqjpj]ia*
ni[hk_g[beha7atep-%

We store all new user accounts in a text file on the cfengine master system. We’ll
write another script $LNK@+nalh+]`iej)o_nelpo+oapql[dkia[`eno from the next section) that
uses this file to create central home directories. The script ends with a cleanup step:
ebsacapdanasepdkqpannkno(_ha]jql
ni[hk_g[beha

Put this script in the previously mentioned ]`iej)o_nelpo directory, and run it from
there on the goldmaster host when a new account is needed.
We’ve left one exercise for the reader: the task of removing accounts from the
centralized account files. You’ll probably want to use the procedure in which you edit
a temporary file and ir it into place for that task. If the process or system crashes during
an update of the account files, corrupted files could copy out during the next scheduled
cfengine run. Our size minimums might catch this, but in such a scenario the corrupted files
might end up being large, resulting in a successful copy and major problems.

NFS-Automounted Home Directories
We installed the host aurora to function as the NFS server for our future web application.
We should also configure the host to export user home directories over NFS.
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Configuring NFS-Mounted Home Directories
We’ll configure the NFS-share export and the individual user’s home directory creation
with a combination of cfengine configuration and a script that’s used by cfengine.
Put this line into LNK@+ejlqpo+_h]ooao+_b*i]ej[_h]ooao:
dkia`en[oanran9$]qnkn]%

Create the file LNK@+ejlqpo+dkopcnkqlo+_b*dkia`en[oanran with these contents:
eilknp6
]ju66
p]ogo+]ll+jbo+_b*_ajpn]h[dkia[`eno

Create the file LNK@+ejlqpo+p]ogo+]ll+jbo+_b*_ajpn]h[dkia[`eno with these contents:
_kjpnkh6
]ju66
]``ejop]hh]^ha9$_na]pa[dkia`enoaj]^ha[jbo%
_klu6
dkia`en[oanran*$okh]neoxokh]neot42%66
 $i]opan[ap_%+QOANBEHA
`aop9+atlknp+dkia+QOANBEHA
ik`a9000
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9_na]pa[dkia`eno
 $i]opan[ap_%+ogah
`aop9+atlknp+dkia+ogah
ik`a9111
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
n9ejb
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`ena_pkneao6
dkia`en[oanran*$okh]neoxokh]neot42%66
+atlknp+dkiaik`a9311ksjan9nkkpcnkql9nkkpejbkni9b]hoa
odahh_kii]j`o6
dkia`en[oanran*_na]pa[dkia`eno*$okh]neoxokh]neot42%66
+klp+]`iej)o_nelpo+oapql[dkia[`eno
peiakqp9/,,ejbkni9pnqa
dkia`en[oanran*aj]^ha[jbo*$okh]neoxokh]neot42%66
+qon+o^ej+or_]`iaj]^hajapskng+jbo+oanran
peiakqp92,ejbkni9pnqa
a`epbehao6
dkia`en[oanran*$okh]neoxokh]neot42%66
w+ap_+`bo+`bop]^
=llaj`EbJkOq_dHejaod]na)Bjbo)kns(]jkj9,+atlknp+dkia
@abeja?h]ooaoaj]^ha[jbo
y

This should all be pretty familiar by now. The interesting part is that we sync the
QOANBEHA file, and when it is updated we call a script that creates the needed accounts.

This is the first NFS share for the host aurora, so we enable the NFS service when the
share is added to +ap_+`bo+`bop]^.
Create a file at LNK@+nalh+]`iej)o_nelpo+oapql[dkia[`eno to create the home
directories:
+^ej+od
`eopne^qpa`^u_bajceja(`kj#pa`ephk_]hhu
L=PD9+qon+o^ej6+qon+^ej6+klp+_os+^ej
QOANBEHA9+atlknp+dkia+QOANBEHA
bknqoanej\_]p QOANBEHA\
`k
QOAN@EN9+atlknp+dkia+ qoan
ebW)` QOAN@ENY
pdaj
_l)n+atlknp+dkia+ogah QOAN@EN
_dik`31, QOAN@EN
_dksj)N wqoany6 wqoany QOAN@EN
be
`kja
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Now that the task is done, enable it in the file LNK@+ejlqpo+dkopcnkqlo+_b*dkopcnkql[
i]llejco with this entry:
dkia`en[oanran66dkopcnkqlo+_b*dkia`en[oanran

Our home-directory server is ready for use by the rest of the hosts on the network.

Configuring the Automounter
Sites often utilize the automounter to mount user home directories. Instead of mounting
the home NFS share from all client systems, the automounter mounts individual users’
home directories on demand. After a period of no access (normally after the user is logged
out for a while), the share is unmounted. Automatic share unmounting results in less
maintenance, and it doesn’t tax the NFS server as much. Note that most automounter
packages can mount remote filesystem types other than NFS.
We’re missing the ]qpkbo package in our base Debian installation. At this point, we
add the ]qpkbo package to the +onr+b]e+_kjbec+l]_g]ca[_kjbec+B=E>=OA list of packages, so
that future Debian installations have the required software. The package already exists on
our Red Hat and Solaris installations.
 
  







and Solaris. We’ll create the needed configuration files and put them into our i]opanbehao
repository. We created an ]qpkbo directory at LNK@+nalh+nkkp+ap_+]qpkbo when we first set
up our file repository in Chapter 5.





 
 +ap_+]qpk*i]opan and +ap_+]qpk*dkia.
On Solaris, the files are +ap_+]qpk[i]opan and +ap_+]qpk[dkia. The ]qpk*i]opan and ]qpk[
i]opan files map filesystem paths to files that contain the commands to mount a remote
share at that path. The ]qpk*dkia and ]qpk[dkia files have the actual mount commands.
Our ]qpk*i]opan and ]qpk[i]opan files each contain only a single line:
+dkia+ap_+]qpk*dkia

Our ]qpk*dkia and ]qpk[dkia files are identical, and contain only a single line:
&)jkhk_g(noeva9/.323(soeva9/.323(lnkpk9p_l(d]n`(ejpn(peiak94(jkoqe`(napn]jo91
]qnkn]6+atlknp+dkia+"

Note The single line in the ]qpk[dkia and ]qpk*dkia files is shown as two lines due to publishing





 
]lnaoo*_ki.



  
  















  

  

 

 

  dppl6++sss*
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We have a number of mount options listed, but the important thing to note is that we
use a wildcard pattern on the left to match all paths requested under +dkia. The wildcard
makes the file match +dkia+j]pa as well as +dkia+geng, and look for the same path (either
j]pa or geng) in the share on aurora, using the ampersand at the end of the line.
Next, we create a task to distribute the files at LNK@+ejlqpo+p]ogo+ko+_b*ouj_[]qpkbo[
i]lo. This task follows what is becoming a common procedure for us, in which we define
some variables to hold different file names appropriate for different hosts or operating
systems, then synchronize the files, then restart the daemon(s) as appropriate:
_kjpnkh6
]ju66
]``ejop]hh]^ha9$naop]np]qpkbo%
=hhksNa`abejepekjKb9$
]qpk[i]opan
]qpk[dkia
%
hejqt66
]qpk[i]opan9$]qpk*i]opan%
]qpk[dkia9$]qpk*dkia%
]qpk[jap9$]qpk*jap%
ap_[]qpk[dkia9$+ap_+]qpk*dkia%
ap_[]qpk[i]opan9$+ap_+]qpk*i]opan%
$okh]neoxokh]neot42%66
]qpk[i]opan9$]qpk[i]opan%
]qpk[dkia9$]qpk[dkia%
]qpk[jap9$]qpk[jap%
ap_[]qpk[dkia9$+ap_+]qpk[dkia%
ap_[]qpk[i]opan9$+ap_+]qpk[i]opan%
_klu6
]ju66
 $i]opan[ap_%+]qpkbo+ $]qpk[i]opan%
`aop9 $ap_[]qpk[i]opan%
ik`a9000
ksjan9nkkp
cnkql9nkkp
oanran9 $behaoanran%
pnqopgau9pnqa
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pula9_da_goqi
aj_nulp9pnqa
`abeja9naop]np]qpkbo
 $i]opan[ap_%+]qpkbo+ $]qpk[dkia%
`aop9 $ap_[]qpk[dkia%
ik`a9000
ksjan9nkkp
cnkql9nkkp
oanran9 $behaoanran%
pnqopgau9pnqa
pula9_da_goqi
aj_nulp9pnqa
`abeja9naop]np]qpkbo
odahh_kii]j`o6
$`a^e]jxna`d]p%*naop]np]qpkbo66
sdaj_kjbeceoql`]pa`(naop]np]qpkbo
+ap_+ejep*`+]qpkbonahk]`
peiakqp92,ejbkni9pnqa
$okh]neoxokh]neot42%*naop]np]qpkbo66
sdaj_kjbeceoql`]pa`(naop]np]qpkbo
+qon+o^ej+or_]`inaop]np]qpkbo
peiakqp9-4,ejbkni9b]hoa
lnk_aooao6
`a^e]jxna`d]p66
]qpkikqjpnaop]np+ap_+ejep*`+]qpkboop]npejbkni9pnqa
okh]neoxokh]neot4266
+qon+o^ej+or_]`iaj]^ha]qpkbo7+qon+o^ej+or_]`inaop]np]qpkboejbkni9pnqa

We start the automounter when the process isn’t found in the process list. We
attempt to enable the NFS service on Solaris when it’s not running, then we try to restart
it. We don’t know what the problem is when it’s not running on Solaris, so the aj]^ha step
seems like a logical solution to one possible cause.
Import this task into LNK@+ejlqpo+dkopcnkqlo+_b*]ju to give all your hosts a working
automounter configuration.
We now have a system to add users, and we also have a shared home-directory
server. This should suffice until you can implement a network-enabled authentication
scheme later.
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Routing Mail
Mail is the primary message-passing mechanism at UNIX-based sites. You use mail to
notify users of cron-job output, _bata_` sends _b]cajp output via e-mail, and many application developers and SAs utilize e-mail to send information directly from applications
and scripts.
Mail relays on internal networks route e-mail and queue it up for the rest of the hosts
on the network when remote destinations become unreachable. You should centralize
disk space and CPU resources needed for mail queuing and processing. In addition, it’s
simpler to configure a centralized set of mail relays to handle special mail-routing tables
and aliases than it is to configure all the mail-transfer agents on all machines at a site.
We’ll use our etchlamp Debian host as our site’s mail relay. We’ve built this host
entirely using automation, so it’s the sensible place to continue to focus infrastructure
services.

 
 relayhost.campin.net to LNK@+nalh+nkkp+ap_+^ej`+`a^e]j)atp+
`^*_]ilej*jet, and it’ll simply go out to etchlamp on the next _bata_` run:
nah]udkopEJ?J=IAap_dh]il

Be sure to increment the serial number in the zone file.
We run postfix on all our Debian hosts, and we’ll stick with postfix as our mail-relay
Mail Transfer Agent (MTA). The default postfix configuration on etchlamp needs some
modifications from the original file placed in +ap_+lkopbet+i]ej*_b. Modify the file like
this:
oipl`[^]jjan9 iudkopj]iaAOIPL i]eh[j]ia$@a^e]j+CJQ%
^ebb9jk
]llaj`ejc*`ki]ejeopdaIQ=#ofk^*
]llaj`[`kp[iu`ki]ej9jk
PHOl]n]iapano
oipl`[pho[_anp[beha9+ap_+ooh+_anpo+ooh)_anp)oj]gakeh*lai
oipl`[pho[gau[beha9+ap_+ooh+lner]pa+ooh)_anp)oj]gakeh*gau
oipl`[qoa[pho9uao
oipl`[pho[oaooekj[_]_da[`]p]^]oa9^pnaa6 wmqaqa[`ena_pknuy+oipl`[o_]_da
oipl[pho[oaooekj[_]_da[`]p]^]oa9^pnaa6 wmqaqa[`ena_pknuy+oipl[o_]_da
iudkopj]ia9_]ilej*jap
]he]o[i]lo9d]od6+ap_+]he]oao
]he]o[`]p]^]oa9d]od6+ap_+]he]oao
iu`aopej]pekj9_]ilej*jap
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iuknecej9_]ilej*jap
iujapskngo9-.3*,*,*,+4(-5.*-24*-*,+.0
i]eh^kt[_kii]j`9lnk_i]eh)] ATPAJOEKJ
i]eh^kt[oeva[heiep9,
na_eleajp[`aheiepan9'
ejap[ejpanb]_ao9]hh
renpq]h[i]lo9d]od6+ap_+lkopbet+renpq]h

Next, create a file that we’ll copy to +ap_+lkopbet+renpq]h on the mail relay:
_]ilej*japKG
<_]ilej*japouo]`iejo<bkk*^]n

We use the virtual-domain functionality of postfix to alias the entire campin.net
domain to one e-mail address: sysadmins@foo.bar. This ensures that any mail sent will
   



 


 

use the same virtual table to forward specific e-mail addresses to other destinations,
instead of the single catch-all address we’re using now.
When the source file +ap_+lkopbet+renpq]h is updated, we need to run this command
as root:
+qon+o^ej+lkopi]l+ap_+lkopbet+renpq]h

This builds a new +ap_+lkopbet+renpq]h*`^ file, which is what postfix actually uses.
We’ll configure cfengine to perform that step for us automatically.
Place the two files in a replication directory on the cfengine master (goldmaster), and
also create a new directory under the tasks hierarchy intended for postfix:
ig`en+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+ap_+lkopbet+
_li]ej*_brenpq]h+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+ap_+lkopbet+
ig`en+r]n+he^+_bajceja.+i]opanbehao+LNK@+ejlqpo+p]ogo+]ll+lkopbet

First, create a class called nah]udkop, and place the host etchlamp in it. Place this line
in LNK@+ejlqpo+_h]ooao+_b*i]ej[_h]ooao:
nah]udkop9$ap_dh]il%

Now create the task LNK@+ejlqpo+p]ogo+]ll+_b*ouj_[lkopbet[_kjbec with these
contents:
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_kjpnkh6
`a^e]j[0[,*nah]udkop66
i]ej[_b9$i]ej*_b[`a^e]j)nah]udkop%
renpq]h9$renpq]h)nah]udkop%
_klu6
`a^e]j[0[,*nah]udkop66
 $i]opan[ap_%+lkopbet+ $i]ej[_b%
`aop9+ap_+lkopbet+i]ej*_b
ik`a9000
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
sa]hna]`ud]ranahk]`lkopbetbnki
p]ogo+ko+_b*naokhra[_kjb(sa]nanaqoejcep
`abeja9nahk]`lkopbet
 $i]opan[ap_%+lkopbet+ $renpq]h%
`aop9+ap_+lkopbet+renpq]h
ik`a9000
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9na^qeh`[renpq]h[i]l

We define variables for the renpq]h and i]ej*_b files, and copy them individually. They’re set up individually because different actions are required when the files
are updated. We are careful to copy the configuration files that we’ve prepared only to
Debian 4.0, using the `a^e]j[0[,_h]oo 

 
 



to test our config files against the postfix version that it uses. We might have to develop




 
 

 
 
reimage the “relayhost” system to use the newer Debian version. Once again, we assume
that something won’t work until we can prove that it will.
Here we use the _klu action to rebuild the virtual map when it is updated:
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odahh_kii]j`o6
na^qeh`[renpq]h[i]l66
+qon+o^ej+lkopi]l+ap_+lkopbet+renpq]h7+qon+o^ej+lkopbetnahk]`
peiakqp92,ejbkni9pnqa

Now we need another hostgroup file for the “relayhost” role. We create LNK@+ejlqpo+
dkopcnkqlo+_b*nah]udkop with these contents:
eilknp6
]ju66
p]ogo+]ll+lkopbet+_b*ouj_[lkopbet[_kjbec

Then to finish the job, map the new class to the hostgroup file by adding this line to
LNK@+ejlqpo+dkopcnkqlo+_b*dkopcnkql[i]llejco:
nah]udkop66dkopcnkqlo+_b*nah]udkop

Now etchlamp is properly set up as our mail-relay host. When our network is larger,
we can simply add another Debian 4.0 host to the nah]udkop class in LNK@+ejlqpo+_kjpnkh+
_b*i]ej[_h]ooao, thus properly configuring it as another mail relay. Then we just update
the DNS to have two A records for relayhost.campin.net, so that the load is shared
between the two. An additional benefit of having two hosts serving in the “relayhost” system role is that if one host fails, mail will still make it off our end systems.
You have several options to accomplish the task of configuring systems across
the site to utilize the mail relay. For example, you can configure Sendmail, qmail, and
postfix in a “nullclient” configuration where they blindly forward all mail off the local
system. Or you could use the local aliases file to forward mail as well. The method, and
automation of that method, is left up to the reader. You should now have a solid understanding of how to use cfengine to automate these configuration changes once you’ve
worked out the procedure on one or more test systems.

Looking Back
In a rather short amount of time, we’ve gone from having no systems at all to having



 


 


 

esting, but what is noteworthy is that everything we’ve done to set up our infrastructure
was accomplished using automation.
If our DNS server (and mail-relay) host suffers a hard-drive crash, we will simply
replace the drive and reimage the host using FAI and the original hostname. Cfengine
will configure a fully functional replacement system automatically, with no intervention
required by the SA staff. The benefits of this are obvious:
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reduced to zero (or near zero). Any errors would be the result of further hardware
issues.






 

 
 
 

 


you need only to add additional hosts to the role-based classes in cfengine, and
cfengine will configure the new host properly for you. From that point, the only
steps are to update DNS records or configure applications to use the additional
host(s).






 

 
 


 
 

site, along with the configurations used, are centralized in cfengine. The new SAs
can simply read the cfengine and application-configuration files to get a complete
picture of how things run at your site.

We now have sufficient core services in place at our site to support customer-facing
applications. In the next chapter, we’ll take advantage of that fact, and deploy a web site.

CHAPT ER

8

Deploying Your First Application
T

he first application in our new environment is a web site, the campin.net shopping web
site mentioned in earlier chapters. Our company is going to launch a PHP-based web
site where customers can purchase camping equipment. In keeping with our focus on
automation, we provide only basic information about the services and protocols that we
configure. We will refer you to sources of in-depth information as appropriate.

Deploying and Configuring the Apache Web Server
The Apache web server is the reference implementation of the HTTP protocol, and it has
been the most widely deployed web server on the Internet since 1996. It is an open source
project, and it is included or available with most Linux distributions. See dppl6++dppl`*
]l]_da*knc+=>KQP[=L=?DA*dpih for more information.
Apache is relatively easy to configure, and it supports all common languages that web
developers need. We’ll use it to host our web site.

The Apache Package from Red Hat
Back in Chapter 6, we imaged the system rhlamp with the packages it needed to function
as a web server. We did this by selecting the check box for “Web Server” when we selected
server packages from within the Kickstart Configurator application.
The default installation of Apache on Red Hat Enterprise Linux 5.2 is version 2.2.3.
Utilizing the Red Hat package means you won’t have to manually build and redeploy
when security and bug-fix releases for Apache become available. As long as Red Hat still
supports our system, we can simply install the updated package from Red Hat.
By default, Red Hat’s Apache package supports PHP, and it configures an empty
directory that’s ready to be populated with content. This is the directory +r]n+sss+dpih.
Red Hat provides a fully functional web server upon installation of the package, and you’ll
have little reason to redo all the work that the kind folks at Red Hat have done for us.
Many experienced SAs like to build Apache from source on their own, often for performance reasons. Performance tuning isn’t needed for most web sites at the early stages,
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and most of the tuning is done with configuration directives rather than build options.
This means many sites don’t need to use another Apache package or build their own.
We will configure Red Hat Apache for our http://shop.campin.net web site. The
configuration files for the Red Hat Apache package reside in the +ap_+dppl` directory.
You’ll find several directories and files inside that directory:
_`+ap_+dppl`+
ho
*+**+_kjb+_kjb*`+hkco<ik`qhao<nqj<
ho_kjb
*+**+dppl`*_kjbi]ce_
ho_kjb*`
*+i]jq]h*_kjbldl*_kjblupdkj*_kjbomqe`*_kjbsa^]hevan*_kjb
**+lanh*_kjblnktu[]fl*_kjbNA=@IAooh*_kjbsah_kia*_kjb

Inside the _kjb*` directory, all the files are processed in alphabetical order. Until we
do something to change it, the absence of any files in the +r]n+sss+dpih directory causes
Apache to serve a default page with the text “Red Hat Enterprise Linux Test Page” displayed prominently at the top.
To have Apache serve our own content, we simply have to put our web content into
the +r]n+sss+dpih directory. You can do this in cfengine with a simple file copy. Edit the
file +ap_+dppl`+_kjb+dppl`*_kjb on rhlamp and change the line:
OanranJ]iasss*at]ilha*_ki64,

to this:
OanranJ]iaodkl*_]ilej*jap64,

We’ll have a load balancer on a public IP, which forwards traffic to rhlamp on port 80
in order to serve our web site. If we require additional web servers later on, we’ll image
more Red Hat web servers and simply add the additional hosts into the load-balancer
configuration. We’ll make an entry in the public DNS when we’re ready, and the IP will
be on the load balancer, not on any of our web-server hosts. We won’t cover that in this
book, however. For more information on load balancing, see dppl6++aj*segela`e]*knc+
sege+Hk]`[^]h]j_ejc[$_kilqpejc%.
Save the dppl`*_kjb file with the modified OanranJ]ia directive on the cfengine master
at the location LNK@+nalh+nkkp+ap_+dppl`+_kjb+dppl`*_kjb. Next, create a class for the web
servers at our site (with only one member for now) by adding this line to LNK@+ejlqpo+
_h]ooao+_b*i]ej[_h]ooao:
sa^[oanran9$ndh]il%
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Create a new directory for Apache in the LNK@+ejlqpo+p]ogo+]ll directory:
ig`en+r]n+he^+_bajceja.+i]opanbehao+LNK@+ejlqpo+p]ogo+]ll+]l]_da

Put these contents in the task LNK@+ejlqpo+p]ogo+]ll+]l]_da+_b*ouj_[dppl`[_kjb:
_kjpnkh6
]ju66
=``Ejop]hh]^ha9$nahk]`[dppl`%
_klu6
na`d]p*sa^[oanran66
 $i]opan[ap_%+dppl`+_kjb+dppl`*_kjb
`aop9+ap_+dppl`+_kjb+dppl`*_kjb
ik`a9000
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9nahk]`[dppl`
odahh_kii]j`o6
na`d]p*sa^[oanran*nahk]`[dppl`66
+ap_+ejep*`+dppl`nahk]`
peiakqp92,ejbkni9pnqa

We stick with the same Apache @k_qiajpNkkp, and everything else configured in the
+ap_+dppl`+_kjb*` directory. We wish to change only the OanranJ]ia parameter at this
point.
Create a hostgroup file at the location LNK@+ejlqpo+dkopcnkqlo+_b*sa^[oanran:
eilknp6
]ju66
p]ogo+]ll+]l]_da+_b*ouj_[dppl`[_kjb

Then activate it as usual in the LNK@+ejlqpo+dkopcnkqlo+_b*dkopcnkql[i]llejco file
with this line:
sa^[oanran66dkopcnkqlo+_b*sa^[oanran

We can add web content to +r]n+sss+dpih at any time, but we’ll hold off on that until
after we look at building and deploying Apache ourselves.
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The final step is to make sure that Apache is running on your web servers. Create the
task LNK@+ejlqpo+p]ogo+]ll+]l]_da+_b*]l]_da[op]np with these contents:
lnk_aooao6
sa^[oanran*na`d]p66
dppl`naop]np+ap_+ejep*`+dppl`op]npejbkni9b]hoaqi]og9,..

Then place this line into LNK@+ejlqpo+dkopcnkqlo+_b*sa^[oanran:
p]ogo+]ll+]l]_da+_b*]l]_da[op]np

The _b*]l]_da[op]np file is easy to modify if we decide to run a different Apache, i.e.,
one that we build and deploy ourselves.

Building Apache from Source
There is one very good reason to build your own Apache and PHP from the initial stage:
a security problem or new feature that your web developers need might require a newer
version of Apache or PHP than the ones bundled with Red Hat 5.2. If you install Apache
and PHP from source from the start, you won’t have to learn to build and deploy Apache
on a rushed schedule later. We’ll install Apache and PHP to version-specific directories—the same way we deployed cfengine on Red Hat during the Kickstart installation
process—and use a symlink to maintain a consistent path to our Apache installation.
We’ll keep the configuration files and web content in a directory separate from the
Apache program binaries, which will simplify later upgrades. Check with your site’s
web developers to see which Apache and PHP options are required, and enable only the
needed functionality. Doing this will limit your exposure to potential security issues.
We’ll demonstrate how to build a basic PHP-enabled Apache server. You’ll need to have
C development packages installed, such as c__, i]ga, and so on. In Chapter 5, we installed
these on the rhmaster system in order to compile cfengine.
First we’ll download the latest Apache and PHP sources, place them in +r]n+pil, and
extract the tarballs:
p]nvtbdppl`).*.*5*p]n*cv
p]nvtbldl)1*.*2*p]n*cv
_`dppl`).*.*5

Next we build Apache, making sure to enable shared modules with the “enable-so”
option:
*+_kjbecqna))lnabet9+qon+lgc+dppl`).*.*5))aj]^ha)ok))sepd)ili9lnabkng
i]ga)f.""i]gaejop]hh
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Use these commands to test whether the binary works:
+qon+lgc+dppl`).*.*5+^ej+dppl`)r
Oanranranoekj6=l]_da+.*.*5$Qjet%
Oanran^qehp6=qc0.,,4./61/6./
+qon+lgc+dppl`).*.*5+^ej+]l]_da_phop]np

You should be able to access the web server at http://rhmaster/ and see the text, “It
works!” Now shut down the web server with this command:
+qon+lgc+dppl`).*.*5+^ej+]l]_da_phopkl

We’re done with Apache for now. Next, we build PHP:
_`**+ldl)1*.*2
*+_kjbecqna))lnabet9+qon+lgc+ldl)1*.*2))sepd)]lto.9+qon+lgc+dppl`).*.*5+^ej+]lto
i]ga
i]gapaop
i]gaejop]hh
_lldl*eje)`eop+qon+lgc+ldl)1*.*2+he^+ldl+ldl*eje

Edit the ldl*eje file to suit your site’s needs (refer to dppl6++sss*ldl*jap+i]jq]h+aj+
eje*ldl for assistance). Next, we need to enable PHP in the Apache configuration file.
Verify that +qon+lgc+dppl`).*.*5+_kjb+dppl`*_kjb has this line:
Hk]`Ik`qhaldl1[ik`qhaik`qhao+he^ldl1*ok

Now you need to configure Apache to treat certain file types as PHP files and invoke
the PHP module to process and serve them. You can do this by adding this line to dppl`*
_kjb:
=``Pula]llhe_]pekj+t)dppl`)ldl*ldl*ldpih

Afterward, start Apache with this line:
+qon+lgc+dppl`).*.*5+^ej+]l]_da_phop]np

Once Apache is running again, create a file named +qon+lgc+dppl`).*.*5+dp`k_o+
ej`at*ldl with these contents:
8dpih:
8da]`:
8pepha:LDLPaop8+pepha:
8+da]`:
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8^k`u:
8;ldlldlejbk$%7;:
8+^k`u:
8+dpih:

Use this _dik` command to make sure the file is publicly readable:
_dik`]'nej`at*ldl

Visit your new web server in a web browser at the URL http://rhmaster/index.php
(substitute your host’s hostname as applicable); you should see a page with the PHP logo,
the PHP version you’ve compiled, and HTML tables filled with information on your PHP
installation.
Shut down Apache because we won’t use it again on this system. You should also
remove the file with the ldlejbk$% call in it because it gives away information that might
be useful to attackers:
+qon+lgc+dppl`).*.*5+^ej+]l]_da_phop]np
niqon+lgc+dppl`).*.*5+dp`k_o+ej`at*ldl

We now have an Apache build ready to be deployed to Red Hat 5.2 (32-bit, x86-based)
systems. We’ll want to distribute the binaries using one of several options: rsync,
cfengine, Network File System (NFS), or perhaps even Subversion.
If you encounter issues building Apache or PHP, see the INSTALL file included with
the source distribution for each. It contains a wealth of information on installation and
configuration, as does each of their respective web sites: dppl6++dppl`*]l]_da*knc and
dppl6++sss*ldl*jap.

Sharing Data Between Systems
Our web developers have created a large collection of web content, which should work
on any Apache server running PHP 5. We’ll explore several ways to distribute the content,
and discuss the benefits of each method.

Synchronizing Data with rsync
Rsync is a wonderful program that allows you to transfer files and directories from one
host to another. It might not sound very impressive; you are probably thinking you can
do all of this yourself with o_l or cfengine. You could—rsync, in fact, can use the SSH protocol to do its work—but you probably couldn’t do it as well as rsync does.
What rsync adds to the mix is the ability to efficiently mirror files between two hosts.
The files are compared using their timestamps or checksums, and only the necessary files
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are transferred. In fact, when files do change, only the portions that have changed are
sent over the network. This makes rsync very efficient. We regularly use rsync to synchronize about 1GB of data; it takes only a couple seconds when there are no (or few) changes.
You can also use rsync to delete files and modify permissions to achieve an exact
copy. It can copy device files, create symbolic links, preserve ownership, and synchronize
timestamps. Rsync also supports both include and exclude patterns that allow you to
specify exactly which files you want synchronized.

Note It is important to remember that the rsync program must be installed on both the remote and local
systems to synchronize data between those systems.

Possible Uses of rsync
You’ll find rsync very useful for synchronizing applications and their data. You could,
for example, use rsync to synchronize +qon+hk_]h+ across several systems. In most environments, +qon+hk_]h+ doesn’t change often, so using rsync once per day can prove
significantly more efficient than using network filesystems. In addition, using rsync
reduces network use and improves application access time. However, not surprisingly, it
uses much more disk space because each system has its own complete copy of the application directory.
Clusters of web servers have become commonplace in the modern web-enabled
world. You might have anywhere from 200 to 500 web servers behind a set of load balancers. Each of these web servers might need to access a large amount of web content.
Creating an efficient and reliable network filesystem to store the web-server software and
content can be expensive, but because hard drives are so inexpensive these days, each
system can simply store all its content on its local drive and update it daily with rsync. For
quicker updates, you can even combine a pull and push method—the servers can check
for changes daily (the pull portion), and you could also push new content on demand to
update the servers quickly.
One potential drawback to using rsync is that it has real trouble showing any respect
for changes made on the system being updated. This means that any files that were
locally modified will be replaced with the copy from the server, and any deleted files will
be added again. Also, if you use the ))`ahapa switch, any new files will be erased. This
means you must make all changes on the master server and never make them on the client systems. You should properly train anybody who needs to make changes if you don’t
want them to learn the lesson the hard way.
Some would consider this potential drawback a benefit—when you have ten copies
of what is supposed to be identical data, the last thing you want is people making changes
in one place and forgetting to propagate that change to other systems. Another benefit
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is that you can add debugging; yet another, that you can try something on a system and
erase all the temporary changes by resyncing the data.
You can also tell rsync to dereference symbolic links when copying (using the )H
switch). If you do, rsync creates a copy of any symbolic link in the source directory as
a regular file (or directory) in the destination directory. The destination tree will take up
more space as a result, but eliminating symbolic links can be useful in some situations.
If, for example, you need to replicate data regularly, but the application using that data
does not work with symbolic links, you can use rsync to solve your problems. You can
also use symbolic links to make managing the original copy easier and then use rsync
to make a useable copy (you can even make the copy from and to the same system).
Some examples in which dereferencing symbolic links might be useful are _dnkkp
environments, anonymous FTP sites, and directories that are exported via NFS. Although
symbolic links work fine within the anonymous FTP directory, for example, they cannot
reference files below the root of the anonymous directory. If you were to use rsync to
transfer some or all of your FTP content into your anonymous FTP directory, however,
any symbolic links would be dereferenced during that process (if the )H switch is used).

Deciding Which rsync Transport Protocol to Use
We are pleased to report, in this book’s second edition, that rsync now uses the SSH
protocol by default to communicate with a remote system, allowing it to use all the
standard SSH authentication methods and perform encrypted file transfers. We recommend using SSH if at all possible. You can tell rsync to use RSH by setting the NOUJ?[NOD
environment variable to the location of your nod binary (such as +qon+^ej+nod), but this
would be unwise on all but the most private and secure networks.
If you want to include extra options for the SSH program, you can specify them with
the )a argument to rsync:
nouj_)]r)aood).)kOpne_pDkopGau?da_gejc9jk)k?da_gDkopEL9jk)kX
Bkns]n`=cajp9jk)ez+*ood+e`[`o][nalknp[ouj_+pil+nalknpo+]qnkn]6z+nalknpo

The ). option specifies that protocol version 2 should be used for this encrypted
connection. The )e option provides a special location for your private-key file. Agent forwarding is not necessary for file transfers, so you can turn off the Bkns]n`=cajp option.
With the options ?da_gDkopEL and Opne_pDkopGau?da_gejc disabled, ood never prompts
you for a host’s public key. This is fine, in some cases. For instance, if the information you
are pushing is not sensitive, it doesn’t matter if you push it to an attacker’s system. If you
are pulling from a server, however, you might not want these options because somebody
could spoof your server and push out their own data to your systems.
We should mention that all the preceding SSH client settings could be set in the
user’s z+*ood+_kjbec file, with the configuration based on the remote host’s name. The
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reason a user might choose to use the command line instead is that they don’t want those
options applied to all SSH connections to that particular host.

Basic Use of rsync
By our estimate, rsync offers approximately 50 command-line options. Rather than
cover each option, we’ll show you some useful examples. When trying out these commands, you might find it useful to use the verbose switch $)r% and/or the dry-run
switch $)j%. You should also be careful when trying out rsync because you could accidentally copy large amounts of data to places it does not need to be. The `nu)nqj switch
can help with the debugging process because it will prevent rsync from transferring
any files. So you can see what would have happened without actually making any file
modifications.
Here is a simple example that copies +qon+hk_]h+ to a remote system (recursively, in
archive mode, using the )] switch):
nouj_)]+qon+hk_]hnkkp<naikpa[dkop6+qon+hk_]h+

If you were to run this command, you would see that it doesn’t quite work as
expected. The +qon+hk_]h+^ej+ directory on the local system is pushed as +qon+hk_]h+
hk_]h+^ej+ on the remote system. The reason this happens is that we forgot the slash on
the end of the source directory. We asked rsync to copy the file (or directory) +qon+hk_]h
into the remote directory +qon+hk_]h+.
Any of the following commands will work the way you might have expected the previous command to operate. Personally, we prefer to use the first one listed here because we
think it is the most readable. We would not recommend running any of these other commands unless you really want to copy all of +qon+hk_]h+ to another system (just in case
you didn’t learn your lesson when you tried the last example):
nouj_)]+qon+hk_]h+nkkp<naikpa[dkop6+qon+hk_]h+
nouj_)]+qon+hk_]h+nkkp<naikpa[dkop6+qon+hk_]h
nouj_)]+qon+hk_]hnkkp<naikpa[dkop6+qon+
nouj_)]+qon+hk_]hnkkp<naikpa[dkop6+qon

The )] switch tells rsync to operate in archive mode. This causes it to operate recursively and preserve permissions, ownership, symbolic links, device files, access times, and
so on. In fact, using the )] switch works the same as using the options )nhlpck@.
By default, rsync leaves a file alone if it has exactly the same timestamp and size
as the source file. You must specify the )] switch or the )p switch to preserve file timestamps. If you do not use either of these options, every file will be transmitted every time
you execute rsync. This is fine if you are using rsync for a one-time transfer, but it is not
very efficient when you run rsync multiple times.
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If you previously used a different method to transfer files and you are not sure the
timestamps are correct, but you know that most of the files are already identical, you
can use the ))oeva)kjhu option along with the )] switch for the first transfer. This option
causes rsync to ignore the timestamps and use only the file sizes to find differences. It
then sets all timestamps properly (because of the )] switch) so that future runs on the
same file do not need the ))oeva)kjhu switch. For a small amount of files this doesn’t
matter, but if you are transferring lots of data or using a slow connection, this can make
the first synchronization less painful.
The only problem with this example is that it does not delete any files on the remote
system. Suppose you used to have +qon+hk_]h+lnkcn]i).*0/, but now you have +qon+
hk_]h+lnkcn]i)/*,+. You might have deleted +qon+hk_]h+lnkcn]i).*,+ on the server, but it
has not been deleted on the other systems.
This is where the ))`ahapa switch becomes useful. This switch tells rsync to delete any
files in the destination directory that are not in the source directory. You must be very
careful with the ))`ahapa switch because it has the potential to do major damage. You
could, for example, accidentally run this command:
nouj_)]))`ahapa+pil+nkkp<naikpa[dkop6+

which would wipe out everything on the entire remote host and replace it with the contents of the local +pil+ directory. We have a feeling this is not something you would like
to do for fun (in fact, we feel a bit guilty for including it as an example in the book—please
let us know if you use that command to accidentally destroy one of your systems!). However, as long as you are careful when you use this option, you will find that it can be very
useful. As a minimal safeguard, rsync will never delete files if any errors occur during the
synchronization process.
You could expand the preceding example to remove files that shouldn’t be on the
destination system. This allows you to create an exact copy of the source files on the destination system. Here’s the command you would run to accomplish this:
nouj_)]))`ahapa+qon+hk_]h+nkkp<naikpa[dkop6+qon+hk_]h+

After this command runs, the remote system will have exactly the same files in its
+qon+hk_]h+ directory as the local system—no less, and no more.

Don’t forget that rsync works equally well when the source and destination are on the
same system. If you’re about to upgrade an important binary-only, third-party software
package in the directory +qon+lgc+BkkOkbp, you can make a perfect copy of the old installation like this:
nouj_)]+qon+lgc+BkkOkbp++qon+lgc+BkkOkbp*^]g+

This allows you to attempt the upgrade with less risk. If anything goes wrong, simply
move the BkkOkbp directory to BkkOkbp*^]`, and move BkkOkbp*^]g to BkkOkbp. As long as
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your original copy operation succeeded (you had the required privileges to read and write
the files, and there was adequate disk space), then this fallback plan will enable you to
attempt many risky operations with a safety net in place.

Synchronizing Web Content with rsync and cfengine
In the previous section, you saw how to push out +qon+hk_]h+ to another system. You
could easily extend this practice to pull your web content to the necessary system. Performing the synchronization is actually quite easy, but automating the procedure in
a secure manner is another matter. Cfengine handles two-way authentication for us, and
in this book we always use encryption in our cfengine copies. In addition to those benefits, cfengine allows you to define classes based on changes made, which allow you to run
further actions, such as restarting Apache when the configuration files are updated. We
don’t, however, need to restart Apache when the web content is updated, so this should
be a good and simple problem for us to solve with rsync.
We’ll set up a dedicated rsync server on our cfengine master. A major reason for
choosing to use an rsync server is that we don’t want to use system accounts for access.
You could use forced commands with SSH public-key authentication to force secure
authentication and limited system access, but that will unnecessarily complicate this
section. We’ll keep it as simple as possible.
As always, we automate this process. Even though we’re not using cfengine for this
copy, we will use it to set up and run rsync. We won’t ever have to wonder how the rsync
daemon was set up or how the client is run; it will be thoroughly documented in our
cfengine configuration files for later reference or for application to another system.

Note We are running Debian GNU/Linux on our cfengine master, so the examples work properly only on
Debian. Modifying this procedure to work on Red Hat Linux or Solaris wouldn’t be very difficult, but it would
complicate the examples unnecessarily. We hope that you learn enough about the procedure from this example to get it working on your own systems.

Place the web content in a directory in your master cfengine replication tree. We’ll
use the directory LNK@+nalh+nkkp+r]n+sss+dpih. Create a new class for the role of the
web-content master by adding these lines in LNK@+ejlqpo+_h]ooao+_b*i]ej[_h]ooao:
sdajpdeodkop_d]jcao(ql`]papdasa^[i]opanr]ne]^haej_b*_kjpnkh[_b]cajp[_kjb
sa^[i]opan9$ckh`i]opan%

Next, add these lines to create a variable in LNK@+ejlqpo+_kjpnkh+_b*_kjpnkh[
_b]cajp[_kjb:
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sdajpdeo_d]jcao(ql`]papdasa^[i]opan_h]ooej_b*i]ej[_h]ooao
sa^[i]opan9$ckh`i]opan*_]ilej*jap%

We use both the variable and the class to abstract the hostname away from the role
name. You could use a DNS alias here instead of the variable, but the variable is really
just another way to create an alias. In this case, we keep the alias creation contained to
cfengine itself. We added those comments in the files as reminders to ourselves about
the two places in cfengine where we need to keep the role name synchronized.
Next, place a file at LNK@+nalh+nkkp+ap_+nouj_+nouj_`*_kjb)sss with these contents:
Wsss)_kjpajpY
_kiiajp9]n_derao
l]pd9+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+r]n+sss+dpih
qoa_dnkkp9jk
i]t_kjja_pekjo91
hk_gbeha9+r]n+pil+nouj_`*hk_g
na]`kjhu9uao
heop9jk
dkopo]hhks9ndh]il&*_]ilej*jap
dkopo`aju9,*,*,*,+,
peiakqp92,,
nabqoaklpekjo9`ahapa`ahapa)at_hq`a``ahapa)]bpanecjkna)annknoX
i]t)`ahapal]npe]hbkn_a
`kjp_kilnaoo9&

We’ll use this rsync configuration file to share our master web-repository directory to
rsync clients. We’ll create a task for starting an rsync server that utilizes this configuration
file, in the task LNK@+ejlqpo+p]ogo+]ll+nouj_+_b*aj]^ha[nouj_[`]aikj. Create that file now
with these contents (you’ll need to create the rsync directory where it resides):
_h]ooao6oujkjuicnkqlo6
d]ra[qon[^ej[nouj_9$+qon+^ej+paop)b+qon+^ej+nouj_%
d]ra[ap_[ejap`[_kjb9$+qon+^ej+paop)b+ap_+ejap`*_kjb%
_kjpnkh6
]ju66
=``Ejop]hh]^ha9$dql[ejap`%
sa^[i]opan*`a^e]j66
nouj_`[_kjb9$nouj_`*_kjb)sss%
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_klu6
sa^[i]opan*`a^e]j66
$i]opan[ap_%+nouj_+nouj_`*_kjb)sss
`aop9+ap_+nouj_`*_kjb
ik`a9000
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
a`epbehao6
sa^[i]opan*`a^e]j*d]ra[ap_[ejap`[_kjb*d]ra[qon[^ej[nouj_66
w+ap_+ejap`*_kjb
=llaj`EbJkOq_dHejanouj_opna]ip_ljks]ep`]aikj
+qon+^ej+nouj_nouj_`))`]aikj))_kjbec9+ap_+nouj_`*_kjb
@abeja?h]ooaodql[ejap`
y
lnk_aooao6
sa^[i]opan*`a^e]j*dql[ejap`66
ejap`oecj]h9dqlejbkni9pnqa

Caution You’ll see the code-continuation character ( ) in the =llaj`EbJkOq_dHeja entry in the preceding a`epbehao section. This character signifies that the line in which it appears is actually a single line,
but could not be represented as such because of print-publishing restrictions. It is important that you create
the entry as a single line in your environment. You can download all the code for this book from the Downloads section of the Apress web site at dppl6++sss*]lnaoo*_ki.

Now add a hostgroup for the web master, a file at LNK@+ejlqpo+dkopcnkqlo+_b*sa^[i]o)
pan with the contents:
eilknp6
]ju66
p]ogo+]ll+nouj_+_b*aj]^ha[nouj_[`]aikj
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To finish up, add a line to the hostgroup mappings file (LNK@+ejlqpo+dkopcnkqlo+
_b*dkopcnkql[i]llejco) like this:
sa^[i]opan66dkopcnkqlo+_b*sa^[i]opan

If you don’t observe updates being made to +ap_+ejap`*_kjb, check whether rsync is
installed. Feel free to install it using ]lp)cet, but make sure all future Debian installations
have rsync installed by adding the line nouj_ to the FAI base packages list on goldmaster at
+onr+b]e+_kjbec+l]_g]ca[_kjbec+B=E>=OA. In our case, we already have it there.
Now we can synchronize over rsync from a client in a read-only manner. We can use
a simple odahh_kii]j`o section from a cfengine task to perform the synchronization. Create a task at LNK@+ejlqpo+p]ogo+]ll+]l]_da+_b*ouj_[sa^[_kjpajp with these contents:
`ena_pkneao6
sa^[oanran66
+r]n+sss+dpihik`a9311ksjan9nkkpcnkql9nkkpejbkni9pnqa
odahh_kii]j`o6
sa^[oanran*Iej,,[,166
+qon+^ej+nouj_)]m))`ahapawsa^[i]opanyX6X6sss)_kjpajp++r]n+sss+dpih
peiakqp92,,ejbkni9b]hoaqi]og9,..

The preceding odahh_kii]j`o action will result in a copy of the +r]n+sss+dpih directory, using rsync, at the top of the hour. Remember that we run _b]cajp (from _bata_`) at
the top of the hour, 20 minutes after the hour, and 40 minutes after the hour. Because we
use a 5-minute Olh]uPeia, we need to specify the 5-minute range between minute 00 and
minute 05. We also set the umask to be less restrictive than the cfengine default, so that
the Apache process can read the files that are copied. The rsync )] flag should take care of
the file permissions for us, but we are extremely cautious.
Note that it’s necessary to escape the colons in the rsync command because cfengine
interprets a colon as a list-iteration operator. If you’re curious, see dppl6++sss*_bajceja*
knc+`k_o+_bajceja)Nabanaj_a*dpihEpan]pekj)kran)heopo for more information on using
list variables in cfengine. We avoid utilizing that feature in this book for simplicity.
Activate the task with this line in LNK@+ejlqpo+dkopcnkqlo+_b*sa^[oanran:
p]ogo+]ll+]l]_da+_b*ouj_[sa^[_kjpajp

Now all we have to do to update our web site is to update the master web repository on the cfengine master. If we add more web servers, we simply add them to the
sa^[oanran group in LNK@+ejlqpo+_h]ooao+_b*i]ej[_h]ooao, and all the appropriate tasks
will execute on the host and bring it up to date with our Apache configuration and web
content.
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Synchronizing Apache and PHP with rsync
To use rsync to synchronize the Apache and PHP binaries that we built, we can use the
same method we used for synchronizing the web content. We’ll need additional steps
here that the web-content copy didn’t need, such as handling Apache configuration and
startup.
If you’re following along with the examples in the book and you want to utilize an
Apache server that you built from source, you must disable the Apache startup script and
the cfengine task to start it up when it isn’t running. This means you should comment out
this line in LNK@+ejlqpo+dkopcnkqlo+_b*sa^[oanran:
p]ogo+]ll+]l]_da+_b*ouj_[dppl`[_kjb

You’ll also want to run this manually on your Red Hat web server before doing any
more automation:
_dg_kjbecdppl`kbb

Here’s the reason we do this manually: that daemon wasn’t enabled upon installation; we previously turned it on. Turning it off now restores the system to its default state.
We have a strong feeling that we’ll stick with the Apache that we compiled ourselves, so
we’ll act as if we never turned on the Red Hat version of Apache in the first place.
Let’s add three new sections for Apache to our “web master” role’s rsync daemon
configuration file at LNK@+nalh+nkkp+ap_+nouj_+nouj_`*_kjb)sss:
W]l]_da).*.*5Y
_kiiajp9=l]_da.*.*5
l]pd9+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+lgc+dppl`).*.*5
qoa_dnkkp9jk
i]t_kjja_pekjo90,
hk_gbeha9+r]n+pil+nouj_`.*hk_g
na]`kjhu9uao
heop9jk
dkopo]hhks9ndh]il&*_]ilej*jap
dkopo`aju9,*,*,*,+,
pn]jobanhkccejc9uao
hkcbkni]p9!p6dkop!d$!]%!k!b$!h^upao%*Pkp]h!^^upao*
peiakqp9/2,,
nabqoaklpekjo9`ahapa`ahapa)at_hq`a``ahapa)]bpanecjkna)annknoX
i]t)`ahapal]npe]hbkn_a
`kjp_kilnaoo9&
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Wldl)1*.*2Y
_kiiajp9LDL1*.*2
l]pd9+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+lgc+ldl)1*.*2
qoa_dnkkp9jk
i]t_kjja_pekjo90,
hk_gbeha9+r]n+pil+nouj_`/*hk_g
na]`kjhu9uao
heop9jk
dkopo]hhks9ndh]il&*_]ilej*jap
dkopo`aju9,*,*,*,+,
pn]jobanhkccejc9uao
hkcbkni]p9!p6dkop!d$!]%!k!b$!h^upao%*Pkp]h!^^upao*
peiakqp9/2,,
nabqoaklpekjo9`ahapa`ahapa)at_hq`a``ahapa)]bpanecjkna)annknoX
i]t)`ahapal]npe]hbkn_a
`kjp_kilnaoo9&
Wdppl`)_kjbY
_kiiajp9=l]_da_kjbecqn]pekjbehao
l]pd9+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+lgc+dppl`)_kjb
qoa_dnkkp9jk
i]t_kjja_pekjo90,
hk_gbeha9+r]n+pil+nouj_`0*hk_g
na]`kjhu9uao
heop9jk
dkopo]hhks9ndh]il&*_]ilej*jap
dkopo`aju9,*,*,*,+,
pn]jobanhkccejc9uao
hkcbkni]p9!p6dkop!d$!]%!k!b$!h^upao%*Pkp]h!^^upao*
peiakqp9/2,,
nabqoaklpekjo9`ahapa`ahapa)at_hq`a``ahapa)]bpanecjkna)annknoX
i]t)`ahapal]npe]hbkn_a
`kjp_kilnaoo9&

Now create the version-specific Apache and PHP master directories on the “web
master” system (goldmaster, the cfengine master):
ig`en)l+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+lgc+dppl`).*.*5
ig`en)l+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+lgc+ldl)1*.*2

Now we’ll rsync our Apache and PHP binaries over from the rhmaster system where
we built it. Run this command on the host goldmaster:
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nouj_)]rvaood))lnkcnaoo))l]npe]hndi]opan6+qon+lgc+dppl`).*.*5+X
+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+lgc+dppl`).*.*5
na_aerejcbehaheop***
--52behaopk_kjoe`an
*+
^ej+
^ej+]^
2310/-,,!/4-*.3g>+o,6,,6,,$tban-(pk)_da_g9--5/+--52%
^ej+]l]_da_ph
/0/1-,,!-4*1/g>+o,6,,6,,$tban.(pk)_da_g9--5.+--52%
^ej+]ln)-)_kjbec
2530-,,!.1*4,g>+o,6,,6,,$tban/(pk)_da_g9--5-+--52%
^ej+]lq)-)_kjbec
2.,1-,,!..*-.g>+o,6,,6,,$tban0(pk)_da_g9--5,+--52%
^ej+]lto
..155-,,!32*2/g>+o,6,,6,,$tban1(pk)_da_g9--45+--52%
^ej+_da_gce`
5110-,,!/-*/-g>+o,6,,6,,$tban2(pk)_da_g9--44+--52%
^ej+`^ii]j]ca
4432-,,!.4*,1g>+o,6,,6,,$tban3(pk)_da_g9--43+--52%
^ej+ajrr]no
54,-,,!.*55g>+o,6,,6,,$tban4(pk)_da_g9--42+--52%
^ej+ajrr]no)op`
54,-,,!.*43g>+o,6,,6,,$tban5(pk)_da_g9--41+--52%

(Note: we’ve truncated the output for simplicity.)
The options that we gave are:




)] flag designates archive-copy mode.





)r flag provides increased verbosity about what rsync is doing. We won’t supply this argument in our automated rsync copies.





)v flag, for compression, helps on low-bandwidth or heavily utilized network
links. The extra CPU overhead probably increases the transfer time on a LAN.





))lnkcnaoo flag gives continuous status information about the number of files
copied, the network throughput, and the amount of time until the copy completes.
We won’t supply this argument in our automated rsync copies.





))l]npe]h flag tells rsync to keep partially downloaded files. When the copy of
a large file is interrupted, rsync will continue upon the next invocation to pick up
where it left off. If you’re copying DVDs or other such large single files, you should
use this every time in case the transfer is interrupted.
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This rsync command uses SSH as the transport and requires us to log into the remote
host. For our automated web updates, we use the rsync daemon to avoid exposing system
accounts to potential attacks. We want as few trusts as possible that could potentially lead
to an attacker gaining shell access to our servers—especially our cfengine master system.
When the rsync completes, immediately run the same rsync command again simply
to see how long it takes this time. It will complete quickly because the two directories are
already synchronized. In general, it will complete quickly when only a few files or only
some contents in the files themselves change.
We also need to copy over our PHP build to the master system from where we built it
on rhmaster:
nouj_)]rvaood))lnkcnaoondi]opan6+qon+lgc+ldl)1*.*2+X
+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+lgc+ldl)1*.*2

Now move the _kjb directory out of dppl`).*.*5+_kjb and up one directory into the
lgc directory, and rename it to LNK@+nalh+nkkp+qon+lgc+dppl`)_kjb. This will prevent the
Apache configuration directory from being copied along with our binaries. We’ll have
continuity with the configuration files by separating the two. In addition, we’ll have our
rsync or cfengine copies ignore the _kjb directory so it can appear in the Apache directory
tree without causing problems (but it’s probably best to remove it, in order to avoid confusion later):
ls`
+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+lgc+dppl`).*.*5
ir_kjb**+dppl`)_kjb+

In the file LNK@+nalh+nkkp+qon+lgc+dppl`)_kjb+dppl`*_kjb we set these values:
OanranJ]iaodkl*_]ilej*jap64,
@k_qiajpNkkp+r]n+sss+dpih
Pdeoodkqh`^a_d]jca`pksd]paranukqoap@k_qiajpNkkppk*

8@ena_pknu+r]n+sss+dpih:

The comments were in the dppl`*_kjb file already. We left them in this example to
help you find the appropriate lines to modify. When you change the @k_qiajpNkkp setting, you need to modify this directory section to reflect the same name. It sets the proper
access-control settings, default-directory index names, and some other settings that basically make your web contents visible to remote clients.
To automate the copy of the Apache binaries, copy the _b*ouj_[sa^[_kjpajp task to
a new one called _b*ouj_[]l]_da[^ej]neao:
_lLNK@+ejlqpo+p]ogo+]ll+]l]_da+_b*ouj_[sa^[_kjpajpX
LNK@+ejlqpo+p]ogo+]ll+]l]_da+_b*ouj_[]l]_da[^ej]neao
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Edit the task so that it has these contents:
`ena_pkneao6
sa^[oanran66
+qon+lgcik`a9311ksjan9nkkpcnkql9nkkpejbkni9pnqa
odahh_kii]j`o6
sa^[oanran*Dn,,*Iej,,[,166
+qon+^ej+nouj_)]m))`ahapa))at_hq`a#_kjb#X
wsa^[i]opanyX6X6]l]_da).*.*5++qon+lgc+dppl`).*.*5
peiakqp92,,ejbkni9b]hoaqi]og9,..
+qon+^ej+nouj_)]m))`ahapawsa^[i]opanyX6X6ldl)1*.*2++qon+lgc+ldl)1*.*2
peiakqp92,,ejbkni9b]hoaqi]og9,..
sa^[oanran66
+qon+^ej+nouj_)]m))`ahapawsa^[i]opanyX6X6dppl`)_kjb++qon+lgc+dppl`)_kjb
peiakqp92,,ejbkni9b]hoaqi]og9,..
hejgo6
sa^[oanran66
+qon+lgc+dppl`):+qon+lgc+dppl`).*.*5
+qon+lgc+dppl`+_kjb):+qon+lgc+dppl`)_kjb

We check for updated binaries only once per day, at midnight. We do check for
updated Apache config files, however, every time _b]cajp is run. To put this task into
action, add it to the LNK@+ejlqpo+dkopcnkqlo+_b*sa^[oanran hostgroup file.
Now we’ll configure cfengine to automatically start up our newly distributed Apache
server. Edit the task p]ogo+]ll+]l]_da+_b*]l]_da[op]np and modify it to look like this:
lnk_aooao6
sa^[oanran*na`d]p66
dppl`naop]np+qon+lgc+dppl`+^ej+]l]_da_phop]np
ejbkni9pnqaqi]og9,..

Note If you enabled SELinux on your Red Hat web-server systems, Apache will not work properly without
SELinux modifications. We do not cover SELinux configuration in this book, but instead refer you to the Red
Hat online documentation at dpplo6++sss*na`d]p*_ki+`k_o+aj)QO+Na`[D]p[Ajpanlneoa[Hejqt+1*.+
dpih+@alhkuiajp[Cqe`a+oahc)kranreas*dpih.
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Can you think of anything that might be lacking in this method of synchronizing the
Apache, PHP binaries, and Apache configuration files? We hope you guessed it: when
our Apache configuration files update, we don’t automatically restart Apache. If we used
cfengine for the copy, we could easily set a class that triggers a restart via a odahh_kii]j`o
or lnk_aooao action.
So we have two choices:




the output of the rsync command when called by cfengine, and look for
strings that signal success. Exit codes from rsync aren’t very meaningful; only output from the program can help you.






 





 
 
copy into a cfengine _klu section. This is probably the wiser option, and more
robust because we don’t have to hack together a script to parse the rsync output.

Now we have Apache up and running with automated configuration updates, but
without automated restarts when the configuration files are updated. Next, we’ll explore
other data-sharing options without this problem.

Sharing Data with NFS
Network filesystems can be very convenient, but they can also give you headaches. When
the server is up and running and the network is operating properly, network filesystems
are good for many situations. You can access the same applications and data from multiple systems. You can modify the files on any system, and the changes become instantly
available on all other systems.
Problems with network filesystems begin to appear when you have server or network
problems. Network filesystems do not operate at 100 percent efficiency when these problems occur. In many cases, the network filesystem might not work at all and could even
hang the UNIX/Linux host.
We previously put NFS into use in our example environment in Chapter 7, although
without much discussion of which situations tend to be a good fit for NFS. In this chapter,
we discuss the pros and cons of using NFS for storing program data as well as program
executables.
The NFS is one of the oldest network filesystems still in common use today. Its single
greatest advantage is its native support in most, if not all, UNIX variants. It is also generally easier to configure and use than other network filesystems. As with just about any
network filesystem, you can make changes on the server or on any client and have them
be immediately available on all other systems.
The data on an NFS filesystem is physically located on only one server. Every client
mounts the filesystem directly from that server. If you have a significant number of clients
or if they’re highly active, you might run into performance problems. You will either have
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to upgrade the server or move a portion of the data into separate NFS shares on separate
servers to alleviate these problems. All NFS clients have some amount of caching capabilities to help increase performance and reduce the load on the server. Some operating
systems, however, will have better caching support than others.

Tip We provide a brief introduction to NFS in this book. For more information, check out Managing NFS
and NIS, Second Edition by Hal Stern, Mike Eisler, and Ricardo Labiaga (O’Reilly Media Inc., 2001).

The biggest disadvantage of NFS is that it relies on the network and a single server.
Depending on the client’s implementation and mount options used, any network or
server downtime can cause the client system to hang, particularly when a process is using
the network filesystem. If critical data is shared via NFS, a problem with the server might
make all client systems inoperable.
With NFS, a user should have the same user ID on all systems. All file ownership on
an NFS filesystem—well, any filesystem, really—is assigned by user IDs (UIDs) and group
IDs (GIDs). If a user has a different UID on each system, then he or she will not be able to
modify his or her own files, and possibly will able to modify somebody else’s. This is one
of the reasons that we unified the UIDs in our example environment early on.
NFS uses Remote Procedure Calls (RPCs), so the server and all clients need to run
the portmap daemon at all times. The portmap daemon allows RPC connections to
be initiated between systems. The use of RPCs makes it difficult to use NFS through
most firewalls. NFS also uses a variety of helper programs, such as ikqjp` and a locking
daemon.
For these reasons, you might find it difficult to configure NFS and use it in your environment. The Internet Engineering Task Force’s version 4 of the NFS protocol (NFSv4)
addresses most of the protocol’s deficiencies (see dppl6++sss*jbor0*knc). For example, it
specifies mandatory access-control lists and other security settings such as encryption,
it’s stateful, and it operates over a single TCP port. Our experience with it in production
environments tells us that it’s still a good idea to stick with a single code base for client
and server systems; for example, we recommend using Solaris systems only or another
single OS-vendor configuration. In mixed environments, we have had to force all systems
back to NFS version 3. This doesn’t mean you can’t make NFSv4 work with some careful
testing and research on Internet mailing lists and newsgroups, but the effort is not trivial.

Configuring the NFS Server
The NFS server usually needs to run one or more daemons. Exactly what daemons need
to run depends on the operating system, so you need to consult your OS’s documentation
for details.
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Any server, however, needs to specify what portion of its local filesystem needs to be
shared, or exported, to NFS clients. You accomplish this on Linux systems with the +ap_+
atlknpo file.
Here is a simple example:
+atlknp+dkiabkk^]n*at]ilha*_ki$ns(nkkp[omq]od%
+ijp+_`nki-5.*-24*,*,+.11*.11*,*,$nk(jk[nkkp[omq]od%

For this example, we assume that some home directories reside under the +atlknp+
dkia+ directory. So, to allow systems to mount users’ home directories remotely, we
export the +atlknp+dkia+ directory (and everything under it) to the host foobar.example.
com. The CD-ROM on this system is also exported to all systems that have an IP address
beginning with -5.*-24.
Each line ends with one or more options in parentheses. The available options are
different on every operating system, but here are a few basic ones you can expect to find
almost everywhere:
nk: Clients can only read from this filesystem, which is the default.
ns: Clients can read and write to this filesystem.
nkkp[omq]od: The nkkp user on the client system does not have nkkp privileges on the
network filesystem. So, if a file is owned by nkkp, a client cannot delete it. If a file
is not publicly readable, it cannot be read by nkkp on the client system. This is the
default.
jk[nkkp[omq]od: The nkkp users on clients do have special access on the filesystem.

The nkkp[omq]od option is very important for system security. If a user has nkkp access
to a client system, but not the server, he or she can still bypass system security. A user
could simply copy the bash shell, for example, onto the network filesystem and make it
setuid nkkp (which means anybody who runs the program runs it as nkkp). The user can
do this because the copy is taking place on the client and the user has nkkp access on that
system. This user can now log in to the NFS server with a regular user account, execute
that Bash shell, and gain full nkkp access to the server. So, you should use the nkkp[omq]od
option whenever possible, especially if not-so-trusted users have nkkp access on any systems that are allowed to mount your NFS resources.

Configuring the NFS Client
Once portmap is running, any client with appropriate permission can mount an NFS partition from a server with the following command:
ikqjpoanran*iu`ki]ej*_ki6+atlknp+dkia+geng+dkia+geng
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On some systems, you might need to specify a )pjbo or )Bjbo switch to the ikqjp
command. See the ikqjp man page on your system for more details.
A client can also automatically mount NFS filesystems at startup by placing entries in
the standard +ap_+bop]^ filesystem table (+ap_+rbop]^ on Solaris).

Sharing Program Binaries with NFS
We can share over NFS the Apache binaries that we built for Red Hat, or any other compiled programs that we might need. Advantages of this approach include less need for
local storage on application systems and rapid distribution of software updates. As soon
as the NFS server is updated, all the clients are updated as well.
These reasons aren’t very compelling in modern environments. Most SAs remember
when a large hard disk had less (sometimes far, far less) than 10GB of storage, while a relatively inexpensive new system today will have at least 100GB of local storage or perhaps
a half terabyte. You should store frequently used program binaries locally, as disk space is
cheap and a network interruption shouldn’t block access to important binaries.
You might need to keep application data in sync across many systems, so NFS is
a good fit in such a scenario. In addition, you might want to place infrequently used
applications on an NFS share so that users can run it only on occasion, and thereby
save disk space on other systems.

Server Setup
We’ve already set up NFS exports in our example network for NFS-mounted home directories. Let’s set up a system of application shares meant for different hardware and OS
platforms to utilize a collection of binary applications. We’ll utilize the same NFS server
as before, the host named aurora (named after the Spacer planet in Isaac Asimov’s Robot
Series; see dppl6++aj*segela`e]*knc+sege+=qnkn][$lh]jap%).
We’ll want to automate the NFS export of +atlknp+lgc. Add this line to LNK@+ejlqpo+
_h]ooao+_b*i]ej[_h]ooao so that we have a new server role:
^ej]nu[oanran9$]qnkn]%

Next, create a new task at the location LNK@+ejlqpo+p]ogo+]ll+jbo+_b*atlknp[lgc[
od]na with these contents:
_kjpnkh6
]ju66
]``ejop]hh]^ha9$naop]np[jbo%
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`ena_pkneao6
^ej]nu[oanran*$okh]neoxokh]neot42%66
+atlknp+lgc+oqjko[oqj0qik`a9311ksjan9nkkpcnkql9nkkpejbkni9b]hoa
+atlknp+lgc+e242*na`d]pik`a9311ksjan9nkkpcnkql9nkkpejbkni9b]hoa
+atlknp+lgc+e242*`a^e]jik`a9311ksjan9nkkpcnkql9nkkpejbkni9b]hoa
odahh_kii]j`o6
^ej]nu[oanran*naop]np[jbo*$okh]neoxokh]neot42%66
+qon+o^ej+or_]`inaop]npjapskng+jbo+oanran
peiakqp92,ejbkni9pnqa
a`epbehao6
^ej]nu[oanran*$okh]neoxokh]neot42%66
w+ap_+`bo+`bop]^
=llaj`EbJkOq_dHejaod]na)Bjbo)kns(]jkj9,+atlknp+lgc
@abeja?h]ooaonaop]np[jbo
y

On our NFS server aurora, we created a collection of directories in +atlknp+lgc meant
for each of our three platforms:


 oqjko[oqj0q: Solaris hosts running on SPARC hardware



 e242*na`d]p: Red Hat hosts running on 32-bit, x86-based hardware



 e242*`a^e]j: Debian hosts running on 32-bit, x86-based hardware
Create a file called LNK@+ejlqpo+dkopcnkqlo+_b*^ej]nu[oanran with these contents:

eilknp6
]ju66
p]ogo+]ll+jbo+_b*atlknp[lgc[od]na

Then set up the import for the ^ej]nu[oanran role in the file LNK@+ejlqpo+dkopcnkqlo+
_b*dkopcnkql[i]llejco by adding this line:
^ej]nu[oanran66dkopcnkqlo+_b*^ej]nu[oanran

The next time _bata_` runs _b]cajp (always within the next 20 minutes, at our example site), the NFS share will be configured on aurora.
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Client Setup
Once again, we’ll utilize the automounter daemon on our clients to handle mounting NFS
shares. Using the automounter gives us much more flexibility than any scheme we invent
using static mounts, whether using cfengine’s direct NFS-mounting abilities or cfengine
edits to +ap_+bop]^ or +ap_+rbop]^ files.

Caution You’ll see the code-continuation character ( ) within this section’s code. This character signifies that the line in which it appears is actually a single line, but could not be represented as such because
of print-publishing restrictions. It is important that you incorporate the line in question as a single line in your
environment. You can download all the code for this book from the Downloads section of the Apress web site
at dppl6++sss*]lnaoo*_ki.

We’ll modify our master automounter files (]qpk*i]opan on Linux and ]qpk[i]opan on
Solaris) to import a new map file, and use cfengine to automatically create the file with
the appropriate contents for that type of system. First, add this line to the master automounter files on the cfengine master:
+ijp+lgc+ap_+]qpk[ijp[lgc

We use the same map file name on both Linux and Solaris, to make the cfengine config files slightly shorter. Next, create a task that uses a`epbehao to create the map file, a file
at LNK@+ejlqpo+p]ogo+ko+_b*_na]pa[]qpkbo[ijp[lgc with these contents:
_kjpnkh6
kh`[^ej]nu[oanran9$i]`a[ql[j]ia%
^ej]nu[oanran9$]qnkn]%
a`epbehao6
e242*`a^e]j66
w+ap_+]qpk[ijp[lgc
=qpk?na]pa
=llaj`EbJkOq_dHeja&)jkhk_g(noeva9
/.323(soeva9/.323(lnkpk9p_l(d]n`(ejpn(peiak94(jkoqe`(napn]jo91 $^ej]nu[
oanran%6+atlknp+lgc+e242*`a^e]j+"
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@ahapaHejao?kjp]ejejc&)jkhk_g(noeva9/.323(
soeva9/.323(lnkpk9p_l(d]n`(ejpn(peiak94(jkoqe`(napn]jo91 $kh`[^ej]nu[
oanran%6+atlknp+lgc+e242*`a^e]j+"
@abeja?h]ooaonaop]np]qpkbo
y
e242*na`d]p66
w+ap_+]qpk[ijp[lgc
=qpk?na]pa
=llaj`EbJkOq_dHeja&)jkhk_g(noeva9
/.323(soeva9/.323(lnkpk9p_l(d]n`(ejpn(peiak94(jkoqe`(napn]jo91 $^ej]nu[
oanran%6+atlknp+lgc+e242*na`d]p+"
@ahapaHejao?kjp]ejejc&)jkhk_g(noeva9
/.323(soeva9/.323(lnkpk9p_l(d]n`(ejpn(peiak94(jkoqe`(napn]jo91 $kh`[^ej]nu[
oanran%6+atlknp+lgc+e242*na`d]p+"
@abeja?h]ooaonaop]np]qpkbo
y
oqjko[oqj0q66
w+ap_+]qpk[ijp[lgc
=qpk?na]pa
=llaj`EbJkOq_dHeja&)jkhk_g(noeva9
/.323(soeva9/.323(lnkpk9p_l(d]n`(ejpn(peiak94(jkoqe`(napn]jo91 $^ej]nu[
oanran%6+atlknp+lgc+oqjko[oqj0q+"
@ahapaHejao?kjp]ejejc&)jkhk_g(
noeva9/.323(soeva9/.323(lnkpk9p_l(d]n`(ejpn(peiak94(jkoqe`(napn]jo91 $kh`[
^ej]nu[oanran%6+atlknp+lgc+oqjko[oqj0q+"
@abeja?h]ooaonaop]np]qpkbo
y
`ena_pkneao6
]ju66
+ijp+lgcik`a9311ksjan9nkkpcnkql9nkkpejbkni9b]hoa

Remember that the naop]np]qpkbo class triggers an automounter restart in the task
LNK@+ejlqpo+p]ogo+ko+_b*ouj_[]qpkbo[i]lo, so we don’t need to re-create the restart logic
in this task. We can simply define the class in this task, and the restart happens via the
other task (_b*ouj_[]qpkbo[i]lo).
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We set up support for moving the ^ej]nu[oanran duties to another host, even though
we have no immediate plans to perform such a move. It makes sense to be ready in case
the host aurora fails and can’t be replaced. We could use a DNS alias to perform this with
much less complexity, but we wanted to explore a`epbehao usage more fully in this section. The a`epbehao actions in this task handle the deletion of old entries that are identical
to the entries to mount our current NFS server aurora, but only if the entry contains the
string contained in the variable kh`[^ej]nu[oanran.
To activate this task, add it to the LNK@+ejlqpo+dkopcnkqlo+_b*]judkopcnkql file.
The choice of what to put on the binary server is entirely site-dependent. It’s a good
idea to copy the files there using cfengine (or perhaps Subversion, as demonstrated
later in the chapter), so that if you have to rebuild the binary server, cfengine can pull
the needed files back again through a cfengine copy or a Subversion checkout. And
you might want to use rsync’s mirroring capabilities to keep the binary server updated.
Again, the choice is yours, but we wanted to inform you of the pros and cons of different
data-sharing methods so that you can make informed decisions on your own.
Once you place files and directories into the binary server’s shared directories, you
can utilize them as though they are local files, to be mounted on demand by the automounter. We created the directory +atlknp+lgc+e242*`a^e]j+^ej` on aurora, and placed
the programs j]ia`)_da_g_kjb and j]ia`)_da_gvkja there. We copied them from +qon+o^ej
on the host etchlamp, as they are part of the ^ej`5 package. You’ll benefit from utilizing
these programs from other hosts, especially the cfengine master system. This way, when
we add entries to the BIND zone files, we can syntax-check them:
_`+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+ap_+^ej`+`a^e]j)atp+
+ijp+lgc+^ej`+j]ia`)_da_gvkja_]ilej*jap`^*_]ilej*jap
vkja_]ilej*jap+EJ6hk]`a`oane]h.,,4,4,2,KG

The j]ia`)_da_gvkja is usually used with only two arguments: the name of the DNS
zone, and the name of the zone file.
This syntax check lets us know that the zone file we edited won’t be rejected by BIND
when it’s distributed by cfengine and loaded by the nameserver host. We recommend
that you run this check every time you make zone-file edits. The program j]ia`)_da_g_kjb
performs the same role, but for BIND configuration files.
If you place Apache and PHP in this directory, you’ll need to modify the startup and
restart definitions in your task files appropriately. We won’t demonstrate this because
we don’t think running such important programs from an NFS mount is the best idea.
You should copy the programs to the system’s local drive, for one simple reason: an SA
shouldn’t have to get up at night to respond to an NFS-related problem with the production web server. As we said before, disk space is cheap, so take advantage of it. NFS
mounts are usually a better fit for user home directories and utility programs.
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Sharing Data with cfengine
We intend to copy the Apache and PHP programs to our Red Hat web server using
cfengine. We’ve used cfengine quite a bit at this point, so we don’t think you’ll see any
surprises in this chapter regarding its general use. Let’s use the same file layout from the
rsync-based copy of Apache that we configured in the last section. Simply change these
lines in LNK@+ejlqpo+p]ogo+]ll+]l]_da+_b*ouj_[]l]_da[^ej]neao:
odahh_kii]j`o6
sa^[oanran*Iej,,[,166
+qon+^ej+nouj_)]m))`ahapa))at_hq`a#_kjb#X
wsa^[i]opanyX6X6]l]_da).*.*5++qon+lgc+dppl`).*.*5
peiakqp92,,ejbkni9b]hoaqi]og9,..
+qon+^ej+nouj_)]m))`ahapawsa^[i]opanyX6X6ldl)1*.*2+X
+qon+lgc+ldl)1*.*2
peiakqp92,,ejbkni9b]hoaqi]og9,..
+qon+^ej+nouj_)]m))`ahapawsa^[i]opanyX6X6dppl`)_kjb+X
+qon+lgc+dppl`)_kjb
peiakqp92,,ejbkni9b]hoaqi]og9,..

to these:
_kjpnkh6
]ju66
]``ejop]hh]^ha9$_na]pa[dkia`enoaj]^ha[jbo%
_klu6
sa^[oanran*Iej,,[,166
$i]opan%+nalh+nkkp+qon+lgc+dppl`)_kjb
`aop9+qon+lgc+dppl`)_kjb
ik`a9200
n9ejb
lqnca9pnqa
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9nahk]`[dppl`
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$i]opan%+nalh+nkkp+qon+lgc+dppl`).*.*5
`aop9+qon+lgc+dppl`).*.*5
ik`a9311
n9ejb
lqnca9pnqa
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[dppl`
$i]opan%+nalh+nkkp+qon+lgc+ldl)1*.*2
`aop9+qon+lgc+ldl)1*.*2
ik`a9311
n9ejb
lqnca9pnqa
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[dppl`
odahh_kii]j`o6
na`d]p*sa^[oanran*naop]np[dppl`66
+qon+lgc+dppl`+^ej+]l]_da_phnaop]np
peiakqp92,ejbkni9pnqa
na`d]p*sa^[oanran*nahk]`[dppl`66
+qon+lgc+dppl`+^ej+]l]_da_phnahk]`
peiakqp92,ejbkni9pnqa

We trigger a class that reloads Apache when the configuration files are updated. In
this setup, we set a class that fully restarts Apache when the binaries for Apache or PHP
are updated, because we don’t want to copy new programs out and not start using them
right away.
Note that we set the synchronization of the Apache and PHP directories to occur
hourly. In all likelihood, you’ll upgrade Apache only a few times per year. Having cfengine
crawl all 1,600 files in the PHP and Apache master directories as well as the destination
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directories every hour seems wasteful. We recommend adding an hour class, so that it
reads like this:
sa^[oanran*Dn,,*Iej,,[,166

The new setting will make the synchronization run once per day at midnight. You
should realize that the performance of your cfengine runs will matter quite a bit in the
long run. Right now, a _b]cajp run completes in a short amount of time. If we keep adding
unnecessary file copies across large directories, we’ll slow down the cfengine runs needlessly, and steal CPU time away from processes that might really need it.

Sharing Data with Subversion
The first edition of this book utilized CVS for revision control–based file distribution. In
this edition, we use Subversion, a revision-control system written to replace CVS. It is not
the only option out there, but it’s a solid choice for several reasons:
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The authoritative reference book on Subversion is available for free on the web:
dppl6++orj^kkg*na`)^a]j*_ki+.

Automating Deployment of Your Subversion Server
We’ll set up our main infrastructure host, etchlamp.campin.net, as our network’s Subversion server. You’ll recall that it is running Debian GNU/Linux. To get Subversion installed
at initial-system installation time, add these packages to the SA> class package list in FAI
(+onr+b]e+_kjbec+l]_g]ca[_kjbec+SA>):
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oq^ranoekj
oq^ranoekj)pkkho
he^orj)jkpebu)lanh
`^0*0)qpeh
l]p_d
he^]l]_da.)orj
ooh)_anp
i]eht
It is up to you whether to manually install the preceding packages, or reimage the
host. You'll need them installed before moving on. On the cfengine master, create the

directory LNK@+nalh+nkkp+ap_+]l]_da.. All the files that we need will be copied from
this directory. Before we do anything else, we need to add this line to LNK@+nalh+nkkp+
ap_+^ej`+`a^e]j)
atp+`^*_]ilej*jap so that we can refer to our Subversion server as
“svn.campin.net”:
orj/,,EJ?J=IAap_dh]il

Then run j]ia`)_da_gvkja against the zone file to check for errors:
+ijp+lgc+^ej`+j]ia`)_da_gvkja_]ilej*japX
+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+ap_+^ej`+`a^e]j)atp+`^*_]ilej*jap
vkja_]ilej*jap+EJ6hk]`a`oane]h.,,4,4,4,,
KG

Then we just have to wait up to 20 minutes for the new DNS zone to go live. We’re
not in a hurry, because we’re doing this a little while before we will access our new
Subversion server. We’ll work on other things while waiting.
We need to set up the Secure Sockets Layer (SSL) certificate for Apache ahead of time
with an interactive command. Run +qon+o^ej+i]ga)ooh)_anp to generate the key, and we’ll
copy the certificate using cfengine later—after generating it with this command:
ig`en+ap_+]l]_da.+ooh
+qon+o^ej+i]ga)ooh)_anp+qon+od]na+ooh)_anp+ooha]u*_jb+ap_+]l]_da.+ooh+]l]_da*lai
o_l)n+ap_+]l]_da.+oohX
ckh`i]opan6+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+ap_+]l]_da.+

This will put the two SSL key files generated in etchlamp’s +ap_+]l]_da.+ooh directory
into a new directory on the cfengine master system: +r]n+he^+_bajceja.+i]opanbehao+
LNK@+nalh+nkkp+ap_+]l]_da.+ooh.
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Next, we’ll run the dpl]oos` command on etchlamp to set up our first user account,
and copy the file to the cfengine master as well (to the directory LNK@+nalh+nkkp+ap_+
]l]_da.+):
dpl]oos`)_+ap_+]l]_da.+`]r[orj*l]oos`j]pa

Choose a password when prompted. You want to use the )_ argument only the very
first time you use a file controlled by dpl]oos`. It initializes a new file, and will overwrite
an existing one. Be careful.
Next, we’ll create a file at the location LNK@+nalh+nkkp+ap_+]l]_da.+oepao)]r]eh]^ha+
orj*_]ilej*jet. This is an Apache configuration file with these contents:
J]iaRenpq]hDkop&600/
8Renpq]hDkop&600/:
OanranJ]iaorj*_]ilej*jap
Oanran=he]oorj
@k_qiajpNkkp+r]n+sss
Oanran=`iej]`iejo<bkk*^]n
AnnknHkc+r]n+hkc+]l]_da.+orj)annkn*hkc
?qopkiHkc+r]n+hkc+]l]_da.+orj)]__aoo*hkc_ki^eja`
8Hk_]pekj+orj:
@=Rorj
ORJL]najpL]pd+r]n+orj+nalkoepknu
=qpdPula>]oe_
=qpdJ]ia?]ilej*japOq^ranoekjNalkoepknu
=qpdQoanBeha+ap_+]l]_da.+`]r[orj*l]oos`
=qpdvORJ=__aooBeha+ap_+]l]_da.+orj[]__aoobeha
Namqenar]he`)qoan
8HeiepAt_alpCAPLNKLBEJ@KLPEKJONALKNP:
O]peobu]hh
8+HeiepAt_alp:
8+Hk_]pekj:
OOHAjcejakj
OOH?anpebe_]paBeha+ap_+]l]_da.+ooh+]l]_da*lai
8+Renpq]hDkop:
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We also place a modified lknpo*_kjb file in LNK@+nalh+nkkp+ap_+]l]_da., with this
single line of content:
Heopaj00/

Our Subversion Apache server will support HTTPS only. The final file to create is
LNK@+nalh+nkkp+ap_+]l]_da.+orj[]__aoobeha, with these contents:
WcnkqloY
]`iejo9j]pa(geng
W_bajceja6+Y
<]`iejo9ns
W^ej]nu)oanran6+Y
<]`iejo9ns

This file is used to grant fine-grained access to the repositories on the server. For
now, we grant full access to the nate and kirk accounts. The portion in square brackets
where we specify only the / character can specify paths in each repository, and set precise
controls on the sort of access allowed. This might come in handy later.
Next, create LNK@+ejlqpo+p]ogo+]ll+orj+_b*oapql[orj[lhqo[]l]_da with these
contents:
_h]ooao6oujkjuicnkqlo6
d]ra[ooh[hk]`9$+qon+^ej+paop)b+ap_+]l]_da.+ik`o)aj]^ha`+ooh*hk]`%
d]ra[^ej]nu[nalk9$+qon+^ej+paop)`+r]n+orj+nalkoepknu+^ej]nu)oanran%
d]ra[_bajceja[nalk9$+qon+^ej+paop)`+r]n+orj+nalkoepknu+_bajceja%
_kjpnkh6
]ju66
]``ejop]hh]^ha9$naop]np[]l]_da.%
_klu6
orj[oanran*`a^e]j66
 $i]opan[ap_%+]l]_da.
`aop9+ap_+]l]_da.
ik`a9000
n9ejb
lqnca9b]hoa
ksjan9nkkp
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cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[]l]_da.
`ena_pkneao6
orj[oanran*`a^e]j66
+r]n+orjik`a933,ksjan9sss)`]p]cnkql9sss)`]p]ejbkni9pnqa
+r]n+orj+nalkoepknuik`a933,ksjan9sss)`]p]cnkql9sss)`]p]ejbkni9pnqa
lnk_aooao6
orj[oanran*`a^e]j66
op]npepsdajepÑojkpnqjjejc
+qon+o^ej+]l]_da.naop]np+ap_+ejep*`+]l]_da.op]np
ejbkni9pnqaqi]og9,..
odahh_kii]j`o6
orj[oanran*`a^e]j*d]ra[_bajceja[nalk66
+^ej+oqsss)`]p])_X+qon+^ej+orj]`iej_na]paX
+r]n+orj+nalkoepknu+_bajcejaX
ksjan9//sss)`]p]qoan#oQE@
peiakqp92,
qi]og9,..
orj[oanran*`a^e]j*d]ra[^ej]nu[nalk66
+^ej+oqsss)`]p])_X+qon+^ej+orj]`iej_na]paX
+r]n+orj+nalkoepknu+^ej]nu)oanranX
ksjan9//sss)`]p]qoan#oQE@
peiakqp92,
qi]og9,..
orj[oanran*`a^e]j*naop]np[]l]_da.66
+ap_+ejep*`+]l]_da.naop]np
peiakqp92,
qi]og9,..
orj[oanran*`a^e]j*d]ra[ooh[hk]`66
+qon+o^ej+].ajik`ooh
peiakqp92,
qi]og9,..
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`eo]^ha6
orj[oanran*`a^e]j66
+ap_+]l]_da.+oepao)aj]^ha`+,,,)`ab]qhp
hejgo6
orj[oanran*`a^e]j66
+ap_+]l]_da.+oepao)aj]^ha`+orj*_]ilej*jap):
+ap_+]l]_da.+oepao)]r]eh]^ha+orj*_]ilej*jap

This task is fairly straightforward. We have a directory structure on the cfengine
master that’s copied out recursively, overwriting any files with the same names that exist
prior to the copy. We have already shown the contents of all the files that we copy out.
We disable the default Apache renpq]hdkop added by the Debian ]l]_da. package, and use
only our svn.campin.net configuration.
We take additional steps in the task to enable the ik`[ooh Apache module, and to create the two Subversion repositories that we want right away. We don’t do anything with
the “cfengine” repository now, but we’ll make use of it in later chapters.
It was necessary to use the oq command to create the missing repositories because
when we used cfengine’s feature to set the user that commands run as (see commented
entries), the orj]`iej utility attempted—and failed—to source configuration files in +nkkp,
the root user’s home directory. Executing the orj]`iej_na]pa command under the oq
command fixed this error.
Finally, we link the svn.campin.net renpq]hdkop into the oepao)aj]^ha` directory,
which activates the configuration in Apache.
We need to define the orj[oanran class in the file LNK@+ejlqpo+_h]ooao+_b*i]ej[_h]ooao
with this line:
orj[oanran9$ap_dh]il%

Create LNK@+ejlqpo+dkopcnkqlo+_b*orj[oanran and put this in it:
eilknp6
]ju66
p]ogo+]ll+orj+_b*oapql[orj[lhqo[]l]_da

Finally, add the hostgroup import to the LNK@+ejlqpo+dkopcnkqlo+_b*dkopcnkql[
i]llejco file by adding this line:
orj[oanran66dkopcnkqlo+_b*orj[oanran
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Now wait for _bata_` to configure Subversion and Apache on etchlamp at the next
scheduled run, or log in and run _b]cajp yourself to hurry things up.
Now that cfengine has set up the repositories and Apache for us, you can use Subversion over HTTPS from anywhere on our network.

Using Subversion
The basic usage of Subversion is easy to learn. For our initial walkthrough, we’ll cover
only basic tasks—adding files and file trees, and working with those files once they’re
under Subversion control. In later chapters, we’ll cover more advanced topics such as
branching and merging.
To place the Subversion client on all future Solaris installs, add the string oq^ranoekj
to the list of packages installed by lgc)cap in the “run-once” script that’s put in place by
the JumpStart lkopejop]hh script.
For the host aurora we can simply run:
lgc)capejop]hhoq^ranoekj

Importing files is the first task to perform with a new repository. We import the
binary-server tree from the NFS server aurora using this procedure:
orj))qoanj]ia9j]paeilknp+atlknp+lgcdpplo6++orj*_]ilej*jap+orj+^ej]nu)oanranX
)iejepe]heilknp
Annknr]he`]pejcoanran_anpebe_]pabkn#dpplo6++orj*_]ilej*jap600/#6
)Pda_anpebe_]paeojkpeooqa`^u]pnqopa`]qpdknepu*Qoapda
bejcanlnejppkr]he`]papda_anpebe_]pai]jq]hhu
?anpebe_]paejbkni]pekj6
)Dkopj]ia6orj*_]ilej*jap
)R]he`6bnkiBne(,4=qc.,,4,56..6,2CIPqjpehOqj(,3Oal.,,4,56..6,2CIP
)Eooqan6Klo(_]ilej*jap(OB(?]hebknje](QO
)Bejcanlnejp65362164^63^6446_^6],6^]6026`.6-]6.360065365/6a`6`^6_26-.6b0
$N%afa_p(]__alp$p%ailkn]nehukn]__alp$l%ani]jajphu;l
=qpdajpe_]pekjna]hi68dpplo6++orj*_]ilej*jap600/:?]ilej*japOq^ranoekjNalkoepknu
L]ooskn`bkn#j]pa#6
=``ejc+atlknp+lgc+e242*na`d]p
=``ejc+atlknp+lgc+oqjko[oqj0q
=``ejc+atlknp+lgc+e242*`a^e]j
=``ejc+atlknp+lgc+e242*`a^e]j+^ej`
=``ejc$^ej%+atlknp+lgc+e242*`a^e]j+^ej`+j]ia`)_da_g_kjb
=``ejc$^ej%+atlknp+lgc+e242*`a^e]j+^ej`+j]ia`)_da_gvkja
?kiieppa`nareoekj-*
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You use the orjeilknp command when you have a group of files that you want to
begin tracking in Subversion. After the import is finished, the original files still aren’t
under Subversion control. We need to check out the repository in order to start working
with the files in the repository, as shown here:
_`+atlknp
irlgclgc*^]g
orj))qoanj]ia9j]pa_kdpplo6++orj*_]ilej*jap+orj+^ej]nu)oanranlgc
=lgc+e242*na`d]p
=lgc+oqjko[oqj0q
=lgc+e242*`a^e]j
=lgc+e242*`a^e]j+^ej`
=lgc+e242*`a^e]j+^ej`+j]ia`)_da_g_kjb
=lgc+e242*`a^e]j+^ej`+j]ia`)_da_gvkja
?da_ga`kqpnareoekj-*
or_]`inaop]npjbo+oanran

We move the original lgc directory out of the way and check out the “binary-server”
repository—in its entirety; we have a dead-simple repository layout for it—to a directory named lgc. Afterward, we need to restart the NFS server so that it serves out the
re-created directory. Now when we add or change any files or directories in this tree,
we’ll want to let Subversion know about it.
After we create the file bkk, the orjop]pqo command shows us that we have files not
found in the repository. It signals this condition by showing the ; symbol to the left of the
file name:
_`+atlknp+lgc
ho
*+**+*orj+e242*`a^e]j+e242*na`d]p+oqjko[oqj0q+
pkq_dbkk
orjop]pqo
;bkk

We can add and commit the new file to the repository with these commands:
orj]``bkk
orj_kiiepbkk

We aren’t required to add files to Subversion that we add into this directory tree, but
if we don’t, the file will be lost if we set up a new server. From this point on, we can distribute this directory tree using Subversion inside cfengine odahh_kii]j`o, probably as the
final step in setting up the ^ej]nu[oanran NFS server role in cfengine. If we end up doing
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automated checkouts, a read-only user should be set up for automated access to the
repository (for security reasons).
Revision control of these binaries will be useful in case any upgrades to the files cause
problems later. As long as each version is checked into Subversion, we can easily roll back
the change.
The svn.campin.net Subversion configuration is fully automated, although it will of
course lack any actual repository data when initially configured.
If you completely lose your Subversion server (e.g., due to hardware failure) and you
don’t have any backups, you can reimage it and you’ll get the bare repositories back again
due to cfengine’s configuration. At that point, you could import a previously checked-out
copy (from before the crash), and Subversion will ignore all the .svn directories when the
import is done. It will simply create a new “revision 1” based on what you import, just like
our initial import of the tree.
This somewhat workable disaster-recovery scenario isn’t a substitute for proper backups because you’ll lose all your revision history. At least you can get going again without
having to configure your Subversion server manually. We’ll briefly address backups in
a later chapter, although not nearly with the treatment they deserve. We recommend UNIX
Backup and Recovery by W. Curtis Preston (O’Reilly Media Inc., 1999).
We’ll finish up this chapter by showing a way to get the Subversion client installed on
all your Red Hat hosts. We won’t install it when the host is initially imaged; instead, we’ll
have cfengine use uqi to install it. We have used the cfengine l]_g]cao action to determine
if our site’s DNS server has the Debian ^ej`5 package installed, but we haven’t used it to
actually install any packages.
Cfengine requires that an installation command be defined for each platform on
which the l]_g]cao action is used. For Red Hat, we’ll use this entry:
@ab]qhpLgcIcn9$nli%
NLIEjop]hh?kii]j`9$+qon+^ej+uqi)u)mejop]hh!o%

This command will utilize the uqi package-installation tool to install packages from
cfengine. The uqi tool can use multiple network repositories to find packages, and will
automatically resolve package dependencies and install packages to satisfy those dependencies. We’ll add these entries to the file LNK@+ejlqpo+_kjpnkh+_b*_kjpnkh[_b]cajp[_kjb.
We already have a Red Hat section that looks like this:
na`d]p66
_b[^]oa[l]pd9$+qon+lgc+_bajceja+o^ej%
skng`en9$+r]n+_bajceja%
_heajp[_bejlqp9$+r]n+_bajceja+ejlqpo%
`a^e]j*na`d]p*$okh]neoxokh]neot42%66
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We’ll add our entries into the na`d]p section, so that it looks like this:
na`d]p66
_b[^]oa[l]pd9$+qon+lgc+_bajceja+o^ej%
skng`en9$+r]n+_bajceja%
_heajp[_bejlqp9$+r]n+_bajceja+ejlqpo%
@ab]qhpLgcIcn9$nli%
NLIEjop]hh?kii]j`9$+qon+^ej+uqi)u)mejop]hh!o%
`a^e]j*na`d]p*$okh]neoxokh]neot42%66

We will create a task to install the Subversion client. The task file is named LNK@+
ejlqpo+p]ogo+ko+_b*ejop]hh[orj, with these contents:
l]_g]cao6
na`d]p66
oq^ranoekj
]_pekj9ejop]hh

We’ll add the task to the _b*]ju hostgroup, so that we can easily support Subversion
installation for other platforms that we’ll add to our environment later. The next time
_b]cajp runs on our Red Hat hosts, the Subversion RPM will be installed if it’s not present
on the system. If you run _b]cajp)mr on a Red Hat system without the Subversion RPM,
you’ll see output like this (along with a lot of other output):
NLIL]_g]caoq^ranoekjjkpejop]hha`*
L]_g]cai]j]cansehh^aejrkga`]o+qon+^ej+uqi)u)mejop]hh
>qeh`?kii]j`Heja$%6=``ejcl]_g]ca#oq^ranoekj#pkpdaheop*
_bajceja6ndh]il6Ejop]hhejcl]_g]ca$o%qoejc#+qon+^ej+uqi)u)mejop]hhoq^ranoekj#
_bajceja6ndh]il6L]_g]caoejop]hha`6+qon+^ej+uqi)u)mejop]hhoq^ranoekj

NFS and rsync and cfengine, Oh My!
In this chapter, we’ve covered many different ways to share and copy data. Along the way,
we managed to configure a web site at our example site. We’ve made it fairly clear which
way we like to copy program binaries to clients (cfengine), but our intention is never to
make your choices for you.
We want you to know all the common ways to move data around on a network, and
to make the choice that best suits your needs. Even sites running similar operating systems and applications might have very different requirements around performance and
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security, as well as differences in how much time they’re willing to spend investigating
new file-distribution methods.
System administrators end up becoming very adept at copying files from many different sources to many different destinations. If you’re at or near the beginning of your SA
career, study the options and tools in this chapter on your own and learn them well. The
time will be well spent.
At this stage in the construction of our example infrastructure, it might seem like
we’re almost finished. After all, we had the required infrastructure to deploy our first
application, right? Well, yes, we have a functional infrastructure, but it’s still in its early
stages. We’re lacking in several key areas, and we’ll address some of our basic reporting
needs in the next chapter.

CHAPT ER

9

Generating Reports and
Analyzing Logs
Y

ou need to know about errors on the systems in your environment before they turn
into major problems. You also need the ability to see the actions your automation system
is performing. This means you’ll need two types of reporting:















































You want to know right away if a system has serious hardware issues or major application issues. We’re going to run a reporting system that looks for unwanted words or
phrases. Here is one such unwanted message:
qoejcola_ebe_mqanu)okqn_alknpoqllnaooaolknpn]j`kiev]pekj]j`_]j^aejoa_qna

This particular message means that you’re running a version of BIND that works
 



 


 
 


  



 
 
 

We’ll use real-time alerting to pick up on this condition as well as others.

Reporting on cfengine Status
You have two main ways of tracking the actions and changes that cfengine makes across



 ouohkc9kj
 

 


 
 

you have the output of _b]cajp

  


included in the syslog entries. When _bata_` runs _b]cajp  
 

 

 

 output of any commands run by _b]cajp    skng`en+
kqplqpo

_bata_` e-mails the output of _b]cajp to the ouo]`i e-mail address
as defined in _b]cajp*_kjb   

  

_b]cajp*_kjb 
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We are very interested in the contents of skng`en+kqplqpo 


 
gate them centrally. We can later run interactive checks such as simple cnal
 

 

 
  





we can write scripts to flag and e-mail particular output-file contents to the administrators. This sort of scheme is useful if you’d rather use custom reporting instead of the
e-mail functionality of _bata_`.
The first step is to get the kqplqpo directory contents from all hosts aggregated to





  



 


You don’t want to keep an explicit list of all your systems and have one system try to pull
the kqplqpo directory contents from each. You’d rather have each system be responsible
for pushing its kqplqpo directory contents to a central location. We can take advantage of
the rsync daemon that we placed on our cfengine master to accomplish this.
This approach brings with it some important security considerations:





 

  



 
access or destroy parts of the filesystem on the cfengine master.






 

tally or maliciously.















 



-



 
 




 

We can _dnkkp 
case because we run our rsync daemon as a non)nkkp

 don’t want
to start running it as root because software bugs such as buffer overflows would result in
remote attackers’ ability to execute code as root on our system. We’d rather run the daemon as a non)nkkp user and protect ourselves another way. Rsync allows a lna)ata_ script
 

 
 





  


security checks.

Caution You’ll see the code-continuation character ( ) in some of this chapter’s code sections. This
character signifies that the line in which it appears is actually a single line, but could not be represented
as such because of print-publishing restrictions. It is important that you incorporate the line in question as
a single line in your environment. You can download all the code for this book from the Downloads section
of the Apress web site at dppl6++sss*]lnaoo*_ki.

 add this section to the goldmaster nouj_`*_kjb 
repository at LNK@+nalh+nkkp+ap_+nouj_+nouj_`*_kjb)sss:

 

i]opanbehao
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Wkqplqpo)qlhk]`Y
_kiiajp9_bata_`kqplqpo`enqlhk]`o
l]pd9+r]n+hkc+_bkqplqpo
qoa_dnkkp9jk
i]t_kjja_pekjo90,,
hk_gbeha9+r]n+pil+nouj_`1*hk_g
na]`kjhu9jk
snepakjhu9uao
heop9jk
dkopo]hhks9&*_]ilej*jap
dkopo`aju9,*,*,*,+,
peiakqp9/2,,
nabqoaklpekjo9`ahapa`ahapa)at_hq`a``ahapa)]bpanecjkna)annknoX
i]t)`ahapal]npe]hbkn_a
`kjp_kilnaoo9&
ej_kiejc_dik`9@k)nst(Bk)nst
lna)tbanata_9+qon+hk_]h+^ej+nouj_)kqplqpo)`en)lna)ata_

We define the lna)tbanata_

 


















  snepakjhu
ej_kiejc_dik` setting.

Note The nabqoaklpekjo option allows you to specify a space-separated list of rsync command-line
options that will be refused by your rsync daemon. We utilize it to keep clients from deleting files or from
leaving partially copied files.

On goldmaster we create the directory LNK@+nalh+nkkp+qon+hk_]h+^ej 
into it named nouj_)kqplqpo)`en)lna)ata_ 
these contents:
+^ej+od
L=PD9+^ej6+qon+^ej
ebW)v NOUJ?[NAMQAOP)k)v NOUJ?[DKOP[J=IAY
pdaj
a_dkSajaa`pknqjej]nouj_`lna)ata_ajrenkjiajp*
atepbe
DKOP[J=IA9\^]oaj]ia NOUJ?[DKOP[J=IA*_]ilej*jap\
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_]oa NOUJ?[NAMQAOPej
kqplqpo)qlhk]`+ wDKOP[J=IAyxkqplqpo)qlhk]`+ wDKOP[J=IAy*_]ilej*jap%
Sajaa`pknouj_pk]l]pdsepdkqndkopj]iaejepkjhu(hkkgockk`
6
77
&%
a_dkUkq_]jkjhuqlhk]`pk]l]pd^]oa`kjukqnksjdkopj]ia*
atep77
ao]_



 


 

 

 

that the client is copying to matches what we expect. We allow a client to copy only to
a directory matching either its short or fully qualified name. Note that this scheme relies
on the security and integrity of the DNS. You could easily modify this technique to use IP



 
 

 


 


control your DNS servers.
we’ll enhance our current rsync server task at LNK@+ejlqpo+p]ogo+]ll+nouj_+
_b*aj]^ha[nouj_[`]aikj so it looks like this:
_h]ooao6oujkjuicnkqlo6
d]ra[qon[^ej[nouj_9$+qon+^ej+paop)b+qon+^ej+nouj_%
d]ra[ap_[ejap`[_kjb9$+qon+^ej+paop)b+ap_+ejap`*_kjb%
_kjpnkh6
]ju66
=hhksNa`abejepekjKb9$nouj_`[_kjb%
=``Ejop]hh]^ha9$dql[ejap`%
sa^[i]opan66
nouj_`[_kjb9$nouj_`*_kjb)sss%
_klu6
sa^[i]opan66
$i]opan[ap_%+nouj_+nouj_`*_kjb)sss
`aop9+ap_+nouj_`*_kjb
ik`a9000
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
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$i]opan%+nalh+nkkp+qon+hk_]h+^ej+nouj_)kqplqpo)`en)lna)ata_
`aop9+qon+hk_]h+^ej+nouj_)kqplqpo)`en)lna)ata_
ik`a9111
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
a`epbehao6
sa^[i]opan*d]ra[ap_[ejap`[_kjb66
w+ap_+ejap`*_kjb
=llaj`EbJkOq_dHejanouj_opna]ip_ljks]ep
`]aikj+qon+^ej+nouj_nouj_`))`]aikj))_kjbec9+ap_+nouj_`*_kjb
@abeja?h]ooaodql[ejap`
y
lnk_aooao6
sa^[i]opan*dql[ejap`66
ejap`oecj]h9dqlejbkni9pnqa
`ena_pkneao6
sa^[i]opan66
+r]n+hkc+_bkqplqpoik`a931,ksjan9`]aikjcnkql9nkkpejbkni9b]hoa
+qon+hk_]h+^ejik`a9311ksjan9nkkpcnkql9nkkpejbkni9b]hoa
pe`u6
sa^[i]opan66
+r]n+hkc+_bkqplqpol]ppanj9&]ca92,ni`eno9b]hoa

In

 
 lna)ata_ script as well as create the directory where
we’ll upload the files from clients. We also include a pe`u action to remove files older than
60 days from this new directory. The directory will grow without bounds if we don’t do

 





 
 
We don’t currently have the pe`u action defined in our ]_pekjoamqaj_a 

  
LNK@+ejlqpo+_kjpnkh+_b*_kjpnkh[_b]cajp[_kjb  
 

  ]_pekjoamqaj_a:
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]_pekjoamqaj_a9$
`ena_pkneao
`eo]^ha
l]_g]cao
_klu
a`epbehao
hejgo
behao
lnk_aooao
odahh_kii]j`o
pe`u
%

To upload the skng`en+kqplqpo

 





 
ejlqpo+p]ogo+]ll+_bajceja+_b*qlhk]`[_bkqplqpo[`en with these contents:

 LNK@+

_kjpnkh6
okh]neoxokh]neot4266
nouj_[l]pd9$+klp+_os+^ej+nouj_%
hejqt66
nouj_[l]pd9$+qon+^ej+nouj_%
odahh_kii]j`o6
]ju66
pdasa^[i]opanr]ne]^hadkh`opdaj]iakbpdadkop
sdanasanqjnouj_]o]`]aikj
 $nouj_[l]pd%)]))at_hq`a#lnarekqo# $skng`en%+kqplqpo+
$sa^[i]opan%X6X6kqplqpo)qlhk]`+\dkopj]ia\
peiakqp92,,ejbkni9b]hoaqi]og9,..

Add this task to the _b*]ju
every run.











kqplqpo directory on
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USING RED HAT AS THE AGGREGATOR HOST
If you run Red Hat Linux on the host where you’d like to aggregate your kqplqpo directories, you need
to be aware of two things:
 

 
tejap` instead of ejap`, so tejap` will need to be modified to start rsync as
a daemon.

 

 
 

  

  
will need to be changed to be owned by the nobody user.

 +r]n+hkc+_bkqplqpo

We don’t cover automation of Red Hat systems for this role, but wanted to point out the obvious
modifications in case you want to try it on your own.

 
 




 

 


Solaris installation process. We’ll want to install it from the Blastwave repository as part
 

     
 





Modify the JumpStart lkopejop]hh script so that rsync is installed by lgc)c  

this line on hemingway


  
+fqilop]np+lnkbehao+]qnkn]+
bejeod[ejop]hh*od:
lgc)capejop]hhscapcjqlcpatpqpehoklajooh[npklajooh[qpeho
^angahau`^0`]aikjpkkho[_kna`]aikjpkkho`]aikjpkkho[_knaoq`k_bajcejaoq^ranoekj

We simply want to append rsync to the list:
lgc)capejop]hhscapcjqlcpatpqpehoklajooh[npklajooh[qpeho^angahau`^0
`]aikjpkkho[_kna`]aikjpkkho`]aikjpkkho[_knaoq`k_bajcejaoq^ranoekjnouj_

Now that the central host goldmaster is getting populated with the kqplqpo directory

 


 
   
 
 


 


 


 


_bata_` from all runs







 






probably find it difficult to keep up with and make sense of the e-mails as a whole.
A simple hourly or daily script to summarize and e-mail the aggregated kqplqpo
directory contents would make more sense at that point. Create a simple script for this
purpose at LNK@+nalh+]`iej)o_nelpo+_bkqplqpo)nalknp with these contents:
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+^ej+od

Pdeoo_nelpkjhuskngosepdCJQbej`(oki]gaoqnaep#o]Hejqtdkop*

L=PD9+o^ej6+qon+o^ej6+^ej6+qon+^ej6+klp+]`iej)o_nelpo
_]oa\dkopj]ia\ej
ckh`i]opan&%
a_dkPdeoeopdalnklandkopkjsde_dpknqj_bkqplqponalknpo(_kjpejqejc***
77
&%
a_dkPdeoeoJKPpdalnklandkopkjsde_dnqj_bkqplqponalknpo(atepejcjks*
atep77
ao]_
PDNAODKH@92,
NA?ELEAJPO9klo<at]ilha*knc
_`+r]n+hkc+_bkqplqpo""X
bkn`enej&
`k
bej` `en)iiej) PDNAODKH@)pulabxt]nco_]p
`kjaxi]eh)o_bkqplqponalknpbknh]op PDNAODKH@iejqpao NA?ELEAJPO

This shell script simply looks for any new files created in the centralized _bkqplqpo

 
 
 

bej`   

  bej`




 
  
  

command using the _]p command.

Note The pipe to the mail command is outside the for loop, so we don’t get a separate mail for each
directory under +r]n+hkc+_bkqplqpo. If you’re not sure you understand why this is necessary, try moving
the pipe to the mail command to the same line as the find command. Experimenting with shell scripts is one
of the best ways to increase your shell-scripting knowledge.

The contents of LNK@+nalh+]`iej)o_nelpo+ are already synchronized to all hosts at
the location +klp+]`iej)o_nel   

 


  
 
be copied to the goldmaster




  

 

 
make sure that it attempts to run only when invoked on the correct host.
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p]ogo+]ll+_bajceja+_b*nqj[_bkqplqpo[nalknp 




  



LNK@+ejlqpo+



odahh_kii]j`o6
oej_apdao_nelpjaa`oCJQbej`(i]gaoqnapdeoeo]Hejqtdkop
sa^[i]opan*hejqt*Iej,,[,166
+klp+]`iej)o_nelpo+_bkqplqpo)nalknp
peiakqp9/,,ejbkni9pnqa

The _bkqplqpo directory is stored on the host serving the role of sa^[i]opan—because

 
 

 
 


this line to the file
LNK@+ejlqpo+dkopcnkqlo+_b*sa^[i]opan:
p]ogo+]ll+_bajceja+_b*nqj[_bkqplqpo[nalknp

The e-mail output of the script is very basic:
Bnki6nkkp8nkkp<at]ilha*knc:
Pk6klo<at]ilha*knc
Oq^fa_p6_bkqplqponalknpbknh]op2,iejqpao
_bajceja6ckh`i]opan6Ata_qpejco_nelp+ap_+ejep*`+]qpkbonahk]`***
$peiakqp92,(e`9)-(ce`9)-%
_bajceja6ckh`i]opan6p*`+]qpkbonahk6Nahk]`ejc]qpkikqjpan6_da_gejcbkn_d]jcao***
_bajceja6ckh`i]opan6p*`+]qpkbonahk6Nahk]`ejc]qpkikqjpani]lbkn6+dkia
_bajceja6ckh`i]opan6p*`+]qpkbonahk6Nahk]`ejc]qpkikqjpani]lbkn6+ijp+lgc
_bajceja6ckh`i]opan6Bejeoda`o_nelp+ap_+ejep*`+]qpkbonahk]`
_bajceja6]qnkn]6K^fa_p+qon+`p+^ej+`poaooekjd]`lanieooekj0111(_d]jca`eppk111
_bajceja6]qnkn]6Naikrejcoapqe`$nkkp%bh]cbnki+ap_+hl+]hanpo+lnejpan***
_bajceja6]qnkn]6K^fa_p+ap_+hl+]hanpo+lnejpand]`lanieooekj0111(
_d]jca`eppk111

This is a good way to report on _b]cajp output from _bata_`. When you have new




 





_bata_` offers this
useful feature: it doesn’t send a new e-mail when the output of the current run matches
that of the previous run. Our example script doesn’t implement this functionality; this is
left as an exercise for the reader.
 
 

 
 
 


  


 
ckh`i]opan_boanr`W.,,0Y6=__alpejc_kjja_pekjbnki66bbbb6-5.*-24*-*./2
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This lets us know that the host with the IP address -5.*-24*-*./2 is connected to



 
 



  


 
 

 
    


 











Add a file at the location LNK@+ejlqpo+_kjpnkh+_b*bneaj`op]pqo with these contents:
_kjpnkh6

Pdeobn]ciajp(kjhunqjkjpdalkhe_uoanran(cajan]paos]njejco
nac]n`ejc_bajceja_heajpopd]pd]ra_kjja_pa`^abkna(^qpd]rajkp
_kjja_pa`sepdejpdal]op.0dkqno$]oecjpd]ppdanaeohegahu]
lnk^haisepdpda_heajpejmqaopekj%*Na_kn`obkn_heajpopd]pd]ra
jkp_kjja_pa`bkn-0`]uo]nalqnca`bnkipda`]p]^]oa(ok]`ksjdkop
odkqh`cajan]pas]njejco]ppd]ppeia*

?heajpoqjoaajbkn-0`]uolqnca`bnki_b[h]opoaaj*`^
dppl6++sss*_bajceja*knc+`k_o+_bajceja)Nabanaj_a*dpihh]opoaajatlena]bpan

lkhe_udkop66
H]opOaajAtlena=bpan9$-0%
]hanpo6
lkhe_udkop66

S]nj]^kqpdkopopd]pd]rajkp_kjja_pa`sepdejpdah]opTdkqno
dppl6++sss*_bajceja*knc+`k_o+_bajceja)Nabanaj_a*dpih]hanpo

Bneaj`Op]pqo$0%
ebah]loa`92,




 













 










 



 LNK@+ejlqpo+_h]ooao+

_b*i]ej[_h]ooao:
lkhe_udkop9$ckh`i]opan%

Then import the file into _b]cajp*_kjb by adding this line:
]hanpkjieooejcdkopo
_kjpnkh+_b*bneaj`op]pqo

  


 

 




see syslog messages and alerts in the _bata_` e-mails from the cfengine master host
goldmaster.
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Doing General syslog Log Analysis
Syslog daemons make it easy to centralize syslog messages. They universally have the
ability to forward some or all log messages to other hosts on the network.
We’ll use this functionality to send the syslog output from all of our hosts to a single

 
 





 
  


 

 



  
  
ouohkc9kj
 

  


 
 

  

that cfengine takes. Between the kqplqpo

 

 

a complete history and output of the cfengine activity at our site.

Configuring the syslog Server
We’ll
  

 


  



 



  

 
 

 
  



in cfengine to control which host collects all the logs. We’ll call the role ouohkcdkop 

add a new physical host for this role. All of our Debian hosts are already imaged with

 




 
 

 

software.
We need to make some additions to FAI on the host goldmaster to support this new
installation class. Modify +onr+b]e+_kjbec+_h]oo+2,)ikna)dkop)_h]ooao so that it has these
contents:
+^ej+^]od
_]oa DKOPJ=IAej
ap_dh]ilxh]ildkopxap_dh]il&%
a_dkSA>77
hkcdkop-%
a_dkHKCDKOP77
ao]_

Then set up disk partitioning so that it resembles the setup for the SA>
ing +onr+b]e+_kjbec+`eog[_kjbec+SA> to +onr+b]e+_kjbec+`eog[_kjbec+HKCDKOP 
packages for this class in the file +onr+b]e+_kjbec+l]_g]ca[_kjbec+HKCDKOP:
L=?G=CAO]lpepq`a
oa_
__va
hkcp]eh
i]eht
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LNK@+nalh+nkkp+ap_+^ej`+`a^e]j)atp+`^*-5.*-24 is:

-5.*-24*-*./0. The entry for

./0EJLPNhkcdkop-*_]ilej*jap*

Here’s the entry for LNK@+nalh+nkkp+ap_+^ej`+`a^e]j)atp+`^*_]ilej*jet:
hkcdkop-EJ=-5.*-24*-*./0
hkcdkopEJ?J=IAhkcdkopouohkcdkopEJ?J=IAhkcdkop-

Add an entry to +ap_+`d_l/+`d_l`*_kjb on goldmaster



`d_l`:











dkophkcdkop-wd]n`s]naapdanjap,,6,_6.56,56_-6-,7beta`)]``naoohkcdkop-7y

Now we need to set up the imaging job in FAI with this command:
b]e)_d^kkpÌEbrhkcdkop-

 






   
 



    


 
 
loghost1 

 
 
 
 

 

 


 

that pattern by now.
We’ll create a syslog-ng configuration file for the syslog server role first. Place a file
at LNK@+nalh+nkkp+ap_+ouohkc)jc+ouohkc)jc*_kjb)ouohkcdkop by copying the Debian +ap_+
ouohkc)jc+ouohkc)jc*_kjb file to that location. We first need to make sure that this file
has the desired q`l and p_l listen lines enabled. Here’s our okqn_ao[]hh

 
additions in bold:
okqn_ao[]hhw
iaoo]cacajan]pa`^uOuohkc)JC
ejpanj]h$%7
op]j`]n`Hejqthkcokqn_a$pdeoeopda`ab]qhplh]_abknpdaouohkc$%
bqj_pekjpkoaj`hkcopk%
qjet)opna]i$+`ar+hkc%7
iaoo]caobnkipdaganjah
beha$+lnk_+giochkc[lnabet$ganjah6%%7
q`l$%7
p_l$lknp$1-0,,%gaal)]hera$uao%i]t)_kjja_pekjo$/,%%7
y7

Now that we have syslog-ng on the syslog host configured to listen for syslog connec  
 
 


  
    
 
 
a sorted manner:
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oapepql
`aopej]pekjop`w
beha$+r]n+hkc+DKOPO+ DKOP+ UA=N+ IKJPD+ @=U+ wB=?EHEPUy[ wDKOPy[ wUA=Ny[
wIKJPDy[ w@=Uyksjan$nkkp%cnkql$nkkp%lani$,20,%`en[lani$,31,%
_na]pa[`eno$uao%%7
y7
hkcw
okqn_a$o[]hh%7
`aopej]pekj$op`%7
y7

Now create a file at LNK@+nalh+nkkp+ap_+ouohkc)jc+ouohkc)jc*_kjb)`a^e]j for all our


 
+ap_+ouohkc)jc+ouohkc)jc*_kjb to this new file name. Add
these lines to the end of the file:
`aopej]pekjhkcdkopw
p_l$ouohkcdkop*_]ilej*japlknp$1-0,,%%7
y7
oaj`aranupdejcpkhkcdkop(pkk
hkcw
okqn_a$o[]hh%7
`aopej]pekj$hkcdkop%7
y7

Now we’ll create a task for syslog configuration across all systems at our site. Create
a file on the cfengine master at the location LNK@+ejlqpo+p]ogo+ko+_b*_kjbecqna[ouohkc
with these contents:
_kjpnkh6
]ju66
]``ejop]hh]^ha9$dql[ouohkc[jc
naop]np[ouohkc[jc
naop]npouohkc`
%
=hhksNa`abejepekjKb9$ouohkc[jc[_kjb[beha%

`a^e]j66
ouohkc[jc[_kjb[beha9$ouohkc)jc*_kjb)`a^e]j%
`a^e]j*ouohkcdkop66
ouohkc[jc[_kjb[beha9$ouohkc)jc*_kjb)ouohkcdkop%
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_klu6
`a^e]j66
$i]opan[ap_%+ouohkc)jc+ $ouohkc[jc[_kjb[beha%
`aop9+ap_+ouohkc)jc+ouohkc)jc*_kjb
ik`a9000
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9dql[ouohkc[jc
a`epbehao6
na`d]p66
w+ap_+ouohkc*_kjb
=llaj`EbJkOq_dHeja#&*&<ouohkcdkop*_]ilej*jap#
@abeja?h]ooaonaop]npouohkc`
y
okh]neoxokh]neot4266
w+ap_+ouohkc*_kjb
=qpk?na]pa
=llaj`EbJkOq_dHeja#&*ejbk<ouohkcdkop*_]ilej*jap#
@abeja?h]ooaonaop]npouohkc`
y
lnk_aooao6
dql[ouohkc[jc66
sdajouohkc)jc*_kjbeoql`]pa`(DQLouohkc)jc
ouohkc)jcoecj]h9dqlejbkni9b]hoa
`a^e]j66
+o^ej+ouohkc)jcnaop]np+ap_+ejep*`+ouohkc)jcop]np
ejbkni9b]hoaqi]og9,..
naop]npouohkc`66
ouohkc`oecj]h9dqlejbkni9pnqa
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odahh_kii]j`o6
naop]np[ouohkc[jc66
+ap_+ejep*`+ouohkc)jcopkl7ohaal-7+ap_+ejep*`+ouohkc)jcop]np
peiakqp9-,
`eo]^ha6
`a^e]j66
pdeo^na]gohkcnkp]pa(naikrapdai
+ap_+_nkj*`]ehu+atei0)^]oa
+ap_+hkcnkp]pa*`+atei0)^]oa

 
 
ouohkc)jc*_kjb  



 
ouohkc*_kjb file on Solaris and Red Hat to send all syslog messages from the default syslog
daemon. Be sure to insert Tab characters into the ouohkc*_kjb file when editing it. Putting Tab characters directly into the a`epbehao entry will do the right thing. We remove
some hkcnkp]pa configuration files that get left behind when the Debian postfix package

 





 hkcnkp]pa configura
  

 

 
 
 
  


the hkcnkp]pa program fails to run. We remove the files to work around this problem.
In



Outputting Summary Log Reports
We want to keep a general eye on the syslog messages at our site. Programs like logcheck
compile a summary of the message traffic: they ignore particular messages and display








 

  
   

to stop seeing them in the reports.
The useful nature of such reports becomes apparent when you see new sorts of mes


 













 

 


 

 


  

 



 


 

 







We’ll

 
  





a central loghost instead of on stand-alone hosts. A second feature of newlogcheck is
 

 





 
  







  
The first step is to download logcheck from dppl6++okqn_abknca*jap+lnkfa_p+
odksbehao*ldl;cnkql[e`94,13/"]^ik`a9- 
 

 ouopaio+hejqt directory to
LNK@+nalh+nkkp+qon+lgc+hkc_da_g on your cfengine master. Then download newlogcheck
from dppl6++sss*_]ilej*jap+`ksjhk]`+jashkc_da_g*pcv and place the jashkc_da_g*od and
oknp[hkco*lh scripts into your hkc_da_g directory. They’ll be distributed by cfengine and
ready to run from +qon+lgc+hkc_da_g.
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Create a task at LNK@+ejlqpo+p]ogo+]ll+hkc_da_g+_b*hkc_da_g with these contents:
_klu6
ouohkcdkop66
 $i]opan%+nalh+nkkp+qon+lgc+hkc_da_g
`aop9+qon+lgc+hkc_da_g+
n9ejb
ik`a931,
pula9_da_goqi
ecjkna9+qon+lgc+hkc_da_g+pil
ecjkna9pil
ecjkna9_da_g
ecjkna9dkop
lqnca9pnqa
oanran9 $behaoanran%
aj_nulp9pnqa
`ena_pkneao6
ouohkcdkop66
+qon+lgc+hkc_da_g+ik`a931,ksjan9nkkpcnkql9nkkpejbkni9b]hoa
odahh_kii]j`o6

Nqjjjejc]p,2,,hapoqo_]p_dpdahkco^abknapdau#nankp]pa`*Sa
pdajnqjkjaiknapeia`qnejcpdaskng`]upkoaasd]p#o^aajckejc
kj*

ouohkcdkop*$Dn,2xDn-2%*Iej,,[,1*saag`]u66
+qon+lgc+hkc_da_g+jashkc_da_g*od
peiakqp93.,,ejbkni9pnqa

sankp]pahkco`]ehuodknphu]bpan2]i(oksajaa`]oejchanqjkj
saagaj`iknjejcopkk*

ouohkcdkop*Dn,2*Iej,,[,1*saagaj`66
+qon+lgc+hkc_da_g+jashkc_da_g*od
peiakqp93.,,ejbkni9pnqa

Add this line to LNK@+ejlqpo+_h]ooao+_b*i]ej[_h]ooao:
ouohkcdkop9$hkcdkop-%

C HA P TER 9

 G E N E R A T I N G R E P O R T S A N D A N A LY Z I N G LO G S

Create the hostgroup file for the syslog host role with this file at the location LNK@+
ejlqpo+dkopcnkqlo+_b*ouohkcdkop:
eilknp6
]ju66
p]ogo+]ll+hkc_da_g+_b*hkc_da_g





 

















LNK@+

ejlqpo+dkopcnkqlo+_b*dkopcnkql[i]llejco:
ouohkcdkop66dkopcnkqlo+_b*ouohkcdkop

This will get logcheck copied to loghost1 
 



  
  



 

 

 


you should get a good start on adding entries to the ignore files.

 



  




   





 

  LNK@+nalh+nkkp+qon+lgc+
hkc_da_g+&ecjkna files. The acnal command
 

  
patterns in the files are extended cnal patterns.




Doing Real-Time Log Reporting
We will utilize our centralized syslog loghost to alert the SA staff when particularly important or notable syslog messages appear. These might be alert messages sent to a pager



  
 


 


sent to the administrator’s inbox about how many SSH logins occurred that day.





   


   


program intended to perform event-correlation duties with network-management sys
  
 






 

   






 

  
 
 

 






 


 

 





 
dppl6++sss*aopl]g*aa+zneopk+oa_+ 









 

 

a particular event. It will also handle more advanced reporting such as tracking the pro

  

 




  






 


 








   
 
 


into it. Note that the SEC program itself is located in +qon+^ej because we installed the


 








 


 


place a file at LNK@+nalh+nkkp+qon+lgc+oa_+ap_+
oa_*_kjb with these contents:
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pula9OejchaSepdOqllnaoo
lpula9NacAtl
l]ppanj9$W)XsY'%Xo'O?OEpn]jolknpb]eha`6na]okj#pn]j[ann#6cerejcql
`ao_9O?OEcerejcqlannknkj ]_pekj9odahh_i`a_dk ,x+qon+^ej+i]eh)oouohkc]hanp6O?OEannkno
klo<at]ilha*knc
sej`ks9-00,,
pdnaod9pula9oejcha
_kjpejqa9`kjp_kjp
lpula9nacatl
l]ppanj9$W)XsY'%Xo'j]ia`6*&?J=IA]j`kpdan`]p]
`ao_9>EJ@?J=IAannknkj ]_pekj9odahh_i`a_dk ,x+qon+^ej+i]eh)oouohkc]hanp6>EJ@?J=IAannkno
klo<at]ilha*knc
pula9oejcha
_kjpejqa9`kjp_kjp
lpula9nacatl
l]ppanj9$W)XsY'%Xo'j]ia`*&nafa_pa``qapkannkno
`ao_9 ,
]_pekj9odahh_i`a_dk ,x+qon+^ej+i]eh)oouohkc]hanp6>EJ@annkno
klo<at]ilha*knc
pula9OejchaSepdOqllnaoo
lpula9NacAtl
l]ppanj9$W)XsY'%Xo'cajqjet6*E@X`'ganj*s]njejc*S=NJEJC6Oknnu(
jkos]lol]_apkcnksop]_gbknle`
`ao_9Os]lol]_alnk^haikj ]_pekj9odahh_i`a_dk ,x+qon+^ej+i]eh)oouohkc]hanp6iaiknuannkno
klo<at]ilha*knc
sej`ks93.,,
pula9OejchaSepdOqllnaoo
lpula9NacAtl
l]ppanj9$W)XsY'%Xo'qbo6*E@X`'ganj*jkpe_a*JKPE?A6]hhk_6$XO'%6behaouopaibqhh
`ao_9bqhhbehaouopai .kjdkop ]_pekj9odahh_i`a_dk ,x+qon+^ej+i]eh)oouohkc]hanp6`eogbqhhannkno
klo<at]ilha*knc
sej`ks93.,,
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pula9OejchaSepdOqllnaoo
lpula9NacAtl
l]ppanj9$W)XsY'%Xo'lkopbet*Xs'*&6Jkol]_ahabpkj`are_a
`ao_9bqhhbehaouopainalknpa`^ulkopbetkj ]_pekj9odahh_i`a_dk ,x+qon+^ej+i]eh)oouohkc]hanp6`eogbqhhannkno
klo<at]ilha*knc
sej`ks9-00,,
pula9OejchaSepdOqllnaoo
lpula9NacAtl
l]ppanj9$W)XsY'%Xo'_bajceja6*&?hk_go`ebbanpkkiq_dpk`k_klu^u`]pa
`ao_9peialnk^haibkqj`^u_bajcejakj ]_pekj9odahh_i`a_dk ,x+qon+^ej+i]eh)oouohkc]hanp6_hk_gouj_annkno
klo<at]ilha*knc
sej`ks9/2,,

The pula9oejcha lines
 

  




the message to the mail command—and the rule simply ends there. The pula9
OejchaSepdOqllnaoo
 

 
 
 


It uses a unique key to identify the uniqueness of the message that it’s throttling. The key

  
 
 
 
 




from the `ao_ parameter of the rule definition. This means that if you want to throttle




 





 


 


 
 `ao_ field in order to normalize
the key. Read the SEC man page for more information.
Place a task at LNK@+ejlqpo+p]ogo+]ll+oa_+_b*ouj_[oa_[_kjbec with these contents to
copy the SEC configuration directory:
_klu6
]ju66
 $i]opan%+nalh+nkkp+qon+lgc+oa_
`aop9+qon+lgc+oa_
n9ejb
ik`a9311
pula9_da_goqi
lqnca9pnqa
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[ouohkc[jc
`ena_pkneao6
`a^e]j66
+qon+lgc+oa_ik`a9311ksjan9nkkpcnkql9nkkpejbkni9b]hoa

271

272

 GE NER A TING R EP OR TS A ND A NA L YZIN G LO G S

C HAPTER 9

Add this task to the LNK@+ejlqpo+dkopcnkqlo+_b*ouohkcdkop file with this entry:
p]ogo+]ll+oa_+_b*ouj_[oa_[_kjbec

Make the syslog host utilize SEC by adding these lines to LNK@+nalh+nkkp+ap_+ouohkc)
jc+ouohkc)jc*_kjb)ouohkcdkst:
`aopej]pekj`[oa_w

lnkcn]i$+qon+^ej+oa_)ejlqp9X)X)_kjb9+qon+lgc+oa_+ap_+oa_*_kjb
)ejparajpo)hkc9+r]n+hkc+oa_*hkc%7
y7
oaj`]hhhkcopkoa_
hkcw
okqn_a$o[]hh%7
`aopej]pekj$`[oa_%7
y7


 



 





 



 
 

rules that are distributed with the package from the web site.
















Seeing the Light




 

 
 



 







 
 
log messages sent from any of those applications.
Now our infrastructure is in good shape with regard to reporting:




































 






















  



















 _b]cajp
 
 _bata_` 

cfengine master system for troubleshooting and custom reporting.


 



One very important area where we’re still blind: the availability of the network ser 

 
 

 

 








   
   
 






host monitoring in the next chapter.

CHAPT ER

10

Monitoring
W

e use automation to configure systems and applications in accordance with our
wishes. In a perfect world, we would automate all changes to our hosts, and at the end of
the workday, we would go home and not have to do any work again until the next morning. SAs will be the first to tell you that the world isn’t perfect. Disk drives fill up; power
supplies fail; CPUs overheat; software has bugs; and all manner of issues crop up that
cause hosts and applications to fail. System and service monitoring is automation’s companion tool, used to notify us when systems and applications fail to operate properly.
Right now, we are unaware of any hardware or software problems in our example
environment. There are many key failure situations that administrators wish to know
about immediately. Some of these are
















 

 







 



doesn’t serve content properly)






low disk space)




 



























 












an automated mechanism to detect these situations and notify the
administrator, problem notification will be performed by users or even customers!

 




   

 

before the administrator is alerted, which is embarrassing for the administrator and,
when reported by a customer, embarrassing for the business as a whole. Clearly, we
need a better solution than relying on users or waiting for the administrators to notice
anomalies during the normal course of their work.
Aside from immediate errors or failures, we’d like to be aware of general trends in the



 

 

 


 



 




 


 
percent and rarely comes down! Conversely, we don’t want to receive an automated noti
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warning system—this will result in excessive alerts and isn’t even an accurate indication




 

 
 







  
 



  
future. Armed with this information, we can deploy additional systems or install hardware upgrades before they are needed.
An entire software industry exists around automated system and network moni





 
  









 

 


monitoring software in this chapter, and we believe that our choices will scale with your
environment as it grows.
have chosen Nagios for our system and service monitoring system. Nagios is flexible and mature, and help is widely available on Internet mailing lists and newsgroups.


  

 








chapter.



 






for monitoring large-scale clusters, and we have found it to be very easy to work with. It is
also very flexible and should be able to support any custom system graphing required at
your site.
As with automation systems, work is always being done on a site’s monitoring systems. Applications and hosts are added; applications change and need to be monitored
differently; hosts fail permanently; and critical thresholds change. You need to know your
monitoring systems inside and out, both the monitoring software itself as well as exactly
what is being monitored at your site.

Nagios
Nagios is a system and network monitoring application. It is used to monitor network


 



 
 


tion such as disk and CPU usage. Users usually interact with it though an optional web
interface included with the source distribution.
Here is the list of features as documented on sss*j]ceko*knc:




 





 



































 























 









of and distinction between hosts that are down and those that are unreachable
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e-mail, pager, or user-defined method)





 


active problem resolution
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lem history, log file, and so on















-

Nagios is widely used and has an active user community. Good support is available
on Internet mailing lists and on the dppl6++sss*j]ceko*knc web site. Also, several books
are available on the subject, and one of our favorites is Building a Monitoring Infrastructure with Nagios 




 
 
 

not just on the Nagios application itself but also on real-world monitoring scenarios.
also recommend Pro Nagios 2.0 








 
 
  


 
 



each on general monitoring system design.

  

   


 
whirlwind introduction that we provide is enough to give you a good understanding of
the software and technologies you’re deploying. Nagios is different in that it will definitely




 

 

 

Nagios, and we provide a working configuration to get it up and running quickly at your
site so that you can leverage its feature set. In order to make full use of it, though, you will
need to learn more about it on your own.

Nagios Components
we go deeply into the configuration of Nagios, we will explain the different parts of
the monitoring system that we’re going to deploy. The Nagios program itself is only one
part of our overall monitoring system. There are four components:


 The Nagios plug-ins are utilities designed to be executed by Nagios to report on the
status of hosts or services. A standard set of open source plug-ins is available at the
dppl6++sss*j]ceko*knc web site, and many additional plug-ins are freely available
on the web. Extending Nagios through the use of custom plug-ins is simple, easy,
and encouraged.



 The Nagios daemon is a scheduler for plug-ins that perform service and host
checks.
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 The web interface is a
 






are included in the Nagios source distribution. The CGI interface is completely
optional, but it is extremely useful, and we consider it a mandatory part of a complete monitoring infrastructure.



 Remote plug-in execution via the Nagios Remote Plug-in Executor (NRPE) is also
provided. In order to check local system resources on remote hosts, a mechanism


 









 




 
 
able at the dppl6++sss*j]ceko*knc web site and is designed for remote execution of
Nagios plug-ins.


 


  


  



we want you to be aware that when administrators talk about Nagios, they’re usually talking about all the parts that form the complete monitoring system, because every site is
required to add plug-ins in order for Nagios to perform service/host checking at all, making for two monitoring system components right away. Most sites also deploy the Nagios



 
 







or the Nagios _da_g[^u[ood add-on).
At our example site, we’ll use Nagios to schedule plug-ins and handle notifications,
plug-ins to perform host and service checks, NRPE to run plug-ins on remote hosts, and
the Nagios CGI web interface to display status and to interact with users.

Nagios Overview
At its core, Nagios is simply a plug-in scheduling and execution program. The Nagios
source distribution itself does not include monitoring scripts or programs, though an
open source set of plug-ins is available for download from the Nagios web site. Through
the use of plug-ins, Nagios becomes a true monitoring system, as the plug-ins check and
report on the availability of hosts and services. Nagios really only understands that exit
codes from plug-ins dictate the actions it takes.
Nagios has four types of configuration files:






file is j]ceko*_kjb. This file contains settings and directives
that affect the Nagios daemon itself, as well as the CGI programs. These are settings such as log file locations, whether or not notifications are globally enabled,
and so on. This file doesn’t directly set up any monitored services.






 
 




 
 

by the Nagios daemon with the values defined in the resource file). These are used
to abstract the locations of plug-ins, as well as to store private information such
as passwords. The contents of these files won’t be exposed to the CGI programs;
therefore, the files can be protected with restrictive file permissions.
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hosts, hostgroups, contacts, services to be monitored, commands used for service
and host checks, and more. The sample configuration that we put in place when
we build Nagios will automatically configure object definitions to monitor the


 



 
 


services on our network.










 



grams. It contains a reference to the main configuration file, so that the Nagios
daemon configuration and object definition file locations made available to the
CGI programs.





 

 
 i]ga
ejop]hh)_kjbec later in this chapter) uses different files to store different parts of its con










 









 

 



 


 
 _bc[`en direc  


  j]ceko*_kjb) to include all files with a .cfg suffix
in a specified directory as object definition files. The _bc[`en directive also recursively
includes .cfg files in all subdirectories.
Nagios uses templates to implement object inheritance. This allows us to define
default settings for objects that can be overridden as needed in host and service definitions. The Nagios example configuration makes use of templates, so we’ll already be


  


 

The fundamental building blocks in the Nagios configuration files are host and service definitions. Each is defined as a Nagios object. Host and service definitions are just
two examples of the several types of objects.
Here is the complete list of Nagios object types:


 Hosts: Hosts contain definitions of hosts or devices. These are usually physical
machines, but they might be virtual systems as well. Nagios doesn’t know or care
about the difference.





 


 

 
 Hostgroups 
and simplify the service definitions, as well as the Nagios web interface.



 Services 


running on a web server).



 Service groups: These objects define one or more services grouped together and

 
 




 





 


 




 






 


however.
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 Contacts 









 





 



 Contact groups: Contact groups define groups of one or more contacts. Nagios
objects that send notifications always reference contact groups.



 Time periods: These objects define blocks of time and are used by other definitions
to determine when checks are run, notifications are sent, or blackout periods.



 Commands: These objects define command macros, which are used to send notifications and execute plug-ins.

CONTACTS VS. CONTACT GROUPS
Be aware that contacts aren’t used directly by Nagios when notifications are sent. Service definitions, as
well as escalation rules (not covered in this book) utilize contact groups instead. This is probably for the
best, since the grouping will allow easy expansion of recipient lists later on. This is not always obvious
to new users, however.

The knowledge of Nagios object types, in tandem with the example configuration
that we deploy later in this chapter should be enough to get you started with Nagios.

  

 






  
chapter), join the nagios-users
  j]ceko)qoano<heopo*okqn_abknca*jap), and read
the online documentation in order to build on your installation from the point where this
book leaves off.

Deploying Nagios with cfengine
In this section, we move step by step through the process of building, configuring, and



 




 


so we’re attempting to make it as easy on you as possible.

Steps in Deploying Our Nagios Framework
Many steps will be required to deploy a fully functional Nagios framework in an automated fashion. Here are the steps, in order:
1.
2.









 









 


cfengine master for later automated copying.
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3.


 

 









manually copy them to the cfengine master for later automated copying to clients.

4.



 


later automated copying to cfengine clients.

5.


 





  
cfengine master so that our example site can easily support automated updates of
only the Nagios binaries.

6.



 

  



to the cfengine master for later automated copying to cfengine clients.

7.



 



also for later automated copying to cfengine clients.

8.


 



 

cfengine master for later automated copying to cfengine clients.


9.

 



 



 



 





















 







  





a. The core Nagios programs
b. The directory containing the Nagios configuration files
c. The Apache configuration file
d.





e.





10.



11.



12.

13.
14.

15.






 



 




 
example site.






 


































 


copying by cfengine clients.









 







17.

 
 




 

  
automated copying by cfengine clients.






16.

 




 


itoring host itself is properly monitored.
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18.


 

up script to all hosts.

 















19.


 

 

 


tions and then copy the firewall configuration file via a cfengine task.

20.



 

 

 




definitions to the Nagios configuration files on the cfengine master in order to
monitor all the hosts at our site.



-





 


   

 
 
 
 

 


 

 
this chapter, we will focus on the results in regard to setting up Nagios. The actions
taken in cfengine should be quite familiar to you by now; they consist mainly of _klu,
odahh_kii]j`o, hejgo, and lnk_aooao actions.

Step 1: Creating User Accounts
Using


 
 

 




want the daemon to run as a nonroot user so that security vulnerabilities don’t grant
immediate root privileges to attackers. Second, you want the compromise of one daemon
to only affect the files writeable by that user and for any investigation to point quickly
back to the daemon at fault. If the same user account is used for many daemons, it could
be harder to determine the program that was compromised by an attacker.








etchlamp as our monitoring


 




 etchlamp
 

   

  

]``qoan))ouopai))cnkql))jk)_na]pa)dkiaj]ceko
+qon+o^ej+cnkql]``j]c_i`
+qon+o^ej+qoanik`)Cj]c_i`j]ceko
+qon+o^ej+qoanik`)Cj]c_i`sss)`]p]


 
 
  j]ceko user to the master Debian, Red Hat,
and Solaris od]`ks, l]oos`, and cnkql
  

 LNK@+nalh+nkkp+ap_+),
and we added the j]c_i` group entry to the group files for all three platforms.

Step 2: Building Nagios
The next step was to download the stable version of Nagios from dppl6++sss*j]ceko*knc+
`ksjhk]`+  
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scapdppl6++rktah*`h*okqn_abknca*jap+okqn_abknca+j]ceko+j]ceko)/*,*/*p]n*cv
p]nvtbj]ceko)/*,*/*p]n*cv
_`j]ceko)/*,*/
*+_kjbecqna))sepd)_kii]j`)cnkql9j]c_i`))lnabet9+qon+lgc+j]ceko)/*,*/
i]ga]hh
i]gaejop]hh
i]gaejop]hh)ejep
i]gaejop]hh)_kjbec
i]gaejop]hh)_kii]j`ik`a
i]gaejop]hh)sa^_kjb
L]ooskn`6
+qon+^ej+ejop]hh)_)i200o]ilha)_kjbec+dppl`*_kjb+ap_+]l]_da.+_kjb*`+j]ceko*_kjb
&&&J]ceko+=l]_da_kjbbehaejop]hha`&&&


 


 
 
 


 
build time because of the relative lack of compile-time dependencies. Now that we have
built Nagios, we’ll need to copy it to our cfengine master for later deployment:
nouj_)]rvaood+qon+lgc+j]ceko)/*,*/+X
ckh`i]opan6+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+lgc+
j]ceko)/*,*/)`a^e]j*e242

Step 3: Building the Nagios Plug-ins
Now, we have Nagios compiled, but it won’t be useful without plug-ins. To compile the

 

 


  
 


  







  
 

 
scapX
dppl6++ko`j*`h*okqn_abknca*jap+okqn_abknca+j]cekolhqc+j]ceko)lhqcejo)-*0*-.*p]n*cv
p]nvtbj]ceko)lhqcejo)-*0*-.*p]n*cv
_`j]ceko)lhqcejo)-*0*-.
*+_kjbecqna))sepd)j]ceko)qoan9j]ceko))sepd)j]ceko)cnkql9j]cekoX
))lnabet9+qon+lgc+j]ceko)lhqcejo)-*0*-.""i]ga]hh""i]gaejop]hh

Then, we copied the programs over to the cfengine master:
nouj_)]rvaood))lnkcnaoo+qon+lgc+j]ceko)lhqcejo)-*0*-.+X
ckh`i]opan6+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+lgc+
j]ceko)lhqcejo)-*0*-.)`a^e]j*e242

281

282

 M ONITOR ING

C HAPTER 10

  

 

 



 
 
plug-ins compiled for all platforms at our site for use with NRPE, covered later in this
 
 

 


 


 
the rhmaster system, where we have a C development environment:
scapX
dppl6++ko`j*`h*okqn_abknca*jap+okqn_abknca+j]cekolhqc+j]ceko)lhqcejo)-*0*-.*p]n*cv
p]nvtbj]ceko)lhqcejo)-*0*-.*p]n*cv
_`j]ceko)lhqcejo)-*0*-.
*+_kjbecqna))sepd)j]ceko)qoan9j]ceko))sepd)j]ceko)cnkql9j]cekoX
))lnabet9+qon+lgc+j]ceko)lhqcejo)-*0*-.""i]ga]hh""i]gaejop]hh

Then, from the cfengine master, we copied the programs:
dkopj]ia
ckh`i]opan
ls`
+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+lgc
nouj_)]rvaood))lnkcnaooX
ndi]opan6+qon+lgc+j]ceko)lhqcejo)-*0*-.+j]ceko)lhqcejo)-*0*-.)na`d]p*e242







 




 





























scapX
dppl6++ko`j*`h*okqn_abknca*jap+okqn_abknca+j]cekolhqc+j]ceko)lhqcejo)-*0*-.*p]n*cv
cqjvel)_j]ceko)lhqcejo)-*0*-.*p]n*cvxp]ntb)
_`j]ceko)lhqcejo)-*0*-.
*+_kjbecqna))sepd)j]ceko)qoan9j]ceko))sepd)j]ceko)cnkql9j]cekoX
))lnabet9+qon+lgc+j]ceko)lhqcejo)-*0*-.""i]ga]hh""i]gaejop]hh

Again, we copied the programs over to the cfengine master:
dkopj]ia
ckh`i]opan
ls`
+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+lgc
nouj_)]rvaood))lnkcnaoo))nouj_)l]pd9+klp+_os+^ej+nouj_X
]qnkn]6+qon+lgc+j]ceko)lhqcejo)-*0*-.+j]ceko)lhqcejo)-*0*-.)oqjko*oqj0q

Step 4: Copying the Nagios Start-up Script on the cfengine Master
Next, we created a directory named LNK@+nalh+nkkp+ejep*` on the cfengine master and
copied the ejep script from +ap_+ejep*`+j]ceko on the system where we built Nagios for
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ries later in this chapter.






 MONITORING

i]gaejop]hh)ejep command that we ran when
 
 

  +ap_+n_T*` directo-

Step 5: Separating the Nagios Configuration Directory from the Program Directory
place the Nagios daemon configuration files at LNK@+nalh+nkkp+qon+lgc+j]ceko)_kjb
by moving the ap_ directory up one directory level and into j]ceko)_kjb:
ls`
+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+lgc
irj]ceko)/*,*/+ap_j]ceko)_kjb
_`j]ceko)/*,*/+
hj)o+qon+lgc+j]ceko)_kjbap_

The directory layout inside j]ceko)_kjb, as set up by the i]gaejop]hh)_kjbec com  



 

  



ls`
+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+lgc+j]ceko)_kjb
ho)B
*+**+_ce*_bcdpl]oos`*qoanoj]ceko*_bck^fa_po+naokqn_a*_bc
ho)Bk^fa_po+
*+**+_kii]j`o*_bc_kjp]_po*_bchk_]hdkop*_bclnejpan*_bcosep_d*_bc
pailh]pao*_bcpeialanek`o*_bcsej`kso*_bc

Notice the directory named k^fa_po: it is where the example configuration places all



 






 

this directory for the objects that we define.


  

 


 naokqn_a*
_bc
 
 
  QOAN- line from this:
Oapo QOAN- pk^apdal]pdpkpdalhqc)ejo
QOAN- 9+qon+lgc+j]ceko)/*,*/+he^ata_

to this:
Oapo QOAN- pk^apdal]pdpkpdalhqc)ejo
QOAN- 9+qon+lgc+j]ceko)lhqcejo+he^ata_

The QOAN- 

 
 


 

  
directory outside of the main Nagios directory in step three, so we need to have Nagios
look for them in the new directory.
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Create the Nagios Web Interface Configuration Files
In this section, we’ll cover steps six through eight, which are the creation of Apache con



 


Step 6: Generating an SSL Certificate for the Nagios Web Interface

 


root user on the host etchlamp):





















+qon+o^ej+i]ga)ooh)_anp+qon+od]na+ooh)_anp+ooha]u*_jb+ap_+]l]_da.+ooh+j]ceko*lai
_`+ap_+]l]_da+ooh
o_l1352]155j]ceko*laiX
ckh`i]opan6+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+ap_+]l]_da.+ooh+




 
 
  
automate the distribution of this file using cfengine, as usual.









Step 7: Creating the Apache VirtualHost Configuration for the Nagios Web Interface
need to configure Apache with the required directives to serve our Nagios web
interface using the Nagios CGI programs. In addition, we need to make sure that authentication is used, since the Nagios web interface contains information we only want

 


Modification operations are those that stop alerts for some or all systems, send man
 

 
  

 
 
 

of our Nagios framework by controlling access.
Here is our Apache configuration file, which we’ve placed on the cfengine master at
the location LNK@+nalh+nkkp+ap_+]l]_da.+oepao)]r]eh]^ha+j]ceko*_kjb:
J]iaRenpq]hDkop&600/
8Renpq]hDkop&600/:
OanranJ]iaj]ceko*_]ilej*jap
Oanran=he]oj]ceko
@k_qiajpNkkp+r]n+sss+
Oanran=`iej]`iejo<at]ilha*knc
AnnknHkc+r]n+hkc+]l]_da.+j]ceko)annkn*hkc
?qopkiHkc+r]n+hkc+]l]_da.+j]ceko)]__aoo*hkc_ki^eja`
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OOHAjcejakj
OOH?anpebe_]paBeha+ap_+]l]_da.+ooh+j]ceko*lai
O_nelp=he]o+j]ceko+_ce)^ej+qon+lgc+j]ceko+o^ej
8@ena_pknu+qon+lgc+j]ceko+o^ej:
OOHNamqenaOOH
KlpekjoAta_?CE
=hhksKranne`aJkja
Kn`an]hhks(`aju
=hhksbnki]hh
=qpdJ]iaJ]ceko=__aoo
=qpdPula>]oe_
=qpdQoanBeha+qon+lgc+j]ceko+ap_+dpl]oos`*qoano
Namqenar]he`)qoan
8+@ena_pknu:
=he]o+j]ceko+qon+lgc+j]ceko+od]na
8@ena_pknu+qon+lgc+j]ceko+od]na:
OOHNamqenaOOH
KlpekjoJkja
=hhksKranne`aJkja
Kn`an]hhks(`aju
=hhksbnki]hh
=qpdJ]iaJ]ceko=__aoo
=qpdPula>]oe_
=qpdQoanBeha+qon+lgc+j]ceko+ap_+dpl]oos`*qoano
Namqenar]he`)qoan
8+@ena_pknu:
8+Renpq]hDkop:






 




we continue the trend here. Just be aware that you shouldn’t remove the authentication
requirements if you have trouble making user accounts work. Take the time to do it right.







 important.

Step 8: Create the Nagios Web Interface Authentication File

 


   

 etchlamp), and copied it to the LNK@+nalh+nkkp+qon+lgc+j]ceko)_kjb+ directory on the cfengine master:
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dpl]oos`)_+qon+lgc+j]ceko+ap_+dpl]oos`*qoanoj]ceko]`iej
Jasl]ooskn`6
Na)pulajasl]ooskn`6
=``ejcl]ooskn`bknqoanj]ceko]`iej
o_l+qon+lgc+j]ceko+ap_+dpl]oos`*qoanoX
ckh`i]opan6+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+lgc+j]ceko)_kjb+
nkkp<ckh`i]opan#ol]ooskn`6
dpl]oos`*qoano-,,!.2,*,G>+o,,6,,

The j]ceko]`iej user is special, in that it will have all the required access to the
Nagios web interface that you will require. Always create this user account.
Once you have Nagios up and running properly, read the online Nagios authentica
  
dppl6++j]ceko*okqn_abknca*jap+`k_o+/[,+_ce]qpd*dpih to
learn to configure additional users.

Step 9: Copying the Nagios Daemon and Configuration Files with cfengine
In steps one through eight, we put together all the building blocks to set up a working
Nagios instance. The bare minimum setup is in place:


















 




 


 

 



  
have everything that we need to automate the copy and setup of Nagios and the Nagios

 



 
 
 
 
 
LNK@+ejlqpo+p]ogo+]ll+j]ceko on the cfengine master
and put a task named _b*j]ceko[ouj_
 




 
section):
_kjpnkh6
j]ceko[dkop66
j]ceko[ran9$j]ceko)/*,*/%
]``ejop]hh]^ha9$naop]np[j]cekonaop]np[]l]_da.oapql[j]ceko[n_[o_nelpo%

 
 






 
 
all the places that the version-specific directory name is needed will make it much easier


  



 
 


   
cfengine master and update the variable in this task:
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_h]ooao6oujkjuicnkqlo6
j]ceko[dkop*e24266
d]ra[j]ceko[`en9$+qon+^ej+paop)`+qon+lgc+ $j]ceko[ran%%

Here, we set up a class based on the existence of the current Nagios directory to be
used in the next section.
_klu6
j]ceko[dkop*`a^e]j*e242*d]ra[j]ceko[`en66
 $i]opan%+nalh+nkkp+qon+lgc+ $j]ceko[ran%)`a^e]j*e242
`aop9+qon+lgc+ $j]ceko[ran%
n9ejb
ik`a9311
ksjan9j]ceko
cnkql9j]ceko
ecjkna9ap_
at_hq`a9ap_
ecjkna9ns
at_hq`a9ns
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[j]ceko

Here, we copy the Nagios programs when the directory meant to hold the current





 

 
 ) class negation opera
d]ra[j]ceko[`en 




  



so we also make use of the `a^e]j and e242 classes to make sure that we only copy the
binaries to the correct platform:
j]ceko[dkop*`a^e]j66
 $i]opan%+nalh+nkkp+qon+lgc+j]ceko)_kjb
`aop9+qon+lgc+j]ceko)_kjb
ik`a9200
n9ejb
ksjan9j]ceko
cnkql9j]ceko
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[j]ceko
lqnca9pnqa
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Next, we copy the entire j]ceko)_kjb

 
  
 

end up deploying several versions of Nagios at once, but we’d like the path to the configuration files should always remain constant. This is easy to ensure when the configuration
files are maintained separately from the programs themselves:
 $i]opan%+nalh+nkkp+ap_+ejep*`+j]ceko
`aop9+ap_+ejep*`+j]ceko
ik`a9311
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9oapql[j]ceko[n_[o_nelpo
`abeja9naop]np[j]ceko


 
 





 


 ate the proper symlinks in the +ap_+n_;*`+ directories. Notice that two different classes


 

 






  

 
 






  
 naop]np[j]ceko),
and the other is meant to ensure that the start-up script symlinks are properly created
oapql[j]ceko[n_[o_nelpo):
 $i]opan[ap_%+]l]_da.+oepao)]r]eh]^ha+j]ceko*_kjb
`aop9+ap_+]l]_da.+oepao)]r]eh]^ha+j]ceko*_kjb
ik`a9000
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[]l]_da.
 $i]opan[ap_%+]l]_da.+ooh+j]ceko*lai
`aop9+ap_+]l]_da.+ooh+j]ceko*lai
ik`a9000
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[]l]_da.
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 $i]opan[ap_%+]l]_da.+ooh+1352]155
`aop9+ap_+]l]_da.+ooh+1352]155
ik`a9000
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[]l]_da.

The three copies in the preceding code are used to place web interface files in place:
the Renpq]hDkop
 




 

 

for nagios.campin.net:
odahh_kii]j`o6
`a^e]j*j]ceko[dkop*naop]np[j]ceko66
+ap_+ejep*`+j]cekonaop]nppeiakqp92,ejbkni9pnqa
`a^e]j*j]ceko[dkop*naop]np[]l]_da.66
+ap_+ejep*`+]l]_da.naop]nppeiakqp92,qi]og9,..

The preceding restarts are triggered when configuration file or program file updates
are made in earlier _klu
 

 


 

into immediate use, and these odahh_kii]j`o take care of that for us:
`a^e]j*j]ceko[dkop*oapql[j]ceko[n_[o_nelpo66
Pdeoeona]hhukjhujaa`a`pdabenoppeiaJ]cekoeooapql(
^qppdeoeo]pkp]hhujkj)`aopnq_pera_kii]j`ebnqjsdajpda
hejgo]na]hna]`updana*Sa]nao]ba*
+qon+o^ej+ql`]pa)n_*`j]cekoop]np/,./01*opkl3,,-2*
peiakqp92,qi]og9,..




 

 
 
ql`]pa)n_*`
utility which is used to create links in the +ap_+n_;*`
 

   
symlinks to create in the cfengine configuration, but frankly, this is easier. The rest of the
task follows:
`ena_pkneao6
`a^e]j*e242*j]ceko[dkop66
+qon+lgc+ $j]ceko[ran%+r]n+nsi9.331ksjan9j]ceko
cnkql9j]c_i`ejbkni9b]hoa
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Here, we create a directory used by Nagios to store state information. It is critical
that the ownership of the directory and permissions allow the user running the Nagios
 

   

 



  
lnk_aooao6
`a^e]j*j]ceko[dkop66
j]cekonaop]np+ap_+ejep*`+j]cekoop]npejbkni9pnqaqi]og9,..
+qon+o^ej+]l]_da.naop]np+ap_+ejep*`+]l]_da.op]np
ejbkni9pnqaqi]og9,..

These are simple process monitors that cause Apache and Nagios to be started up
if they’re not running on the j]ceko[dkop




 
 
step ten.
hejgo6
`a^e]j*j]ceko[dkop66
+qon+lgc+ $j]ceko[ran%+ap_):+qon+lgc+j]ceko)_kjb
+qon+lgc+j]ceko):+qon+lgc+ $j]ceko[ran%
+ap_+]l]_da.+oepao)aj]^ha`+j]ceko*_kjb):
+ap_+]l]_da.+oepao)]r]eh]^ha+j]ceko*_kjb

pdai]ga)ooh)_anpqpehepu_na]pa`pdeohejgsdajsa_na]pa`
j]ceko*lai(sa#hhlnaoanraepqoejc_bajceja
+ap_+]l]_da.+ooh+1352]155):+ap_+]l]_da.+ooh+j]ceko*lai

This is the end of the _b*j]ceko[ouj_ cfengine task. Notice that we’re careful to copy

only to appropriate hosts by specifying the e242 class in the copy. It obvi
 

 



  


  






   
 

cfengine tasks and allow copies to happen only when conditions exactly match what we
are expecting.
In the _klu action in the preceding task, we copy the Nagios binaries only when the
+qon+lgc+j]ceko)/*,*/


 




 
larly sync the files. If you’re worried about something outside of cfengine changing those
files, you could remove the d]ra[j]ceko[`en portion from the _klu action and always
enforce the proper directory contents.
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Step 10: Configuring a Nagios Monitoring Host Role in cfengine
making the host etchlamp the j]ceko[dkop machine mentioned in the task in step
nine, and to set it, we added this line to LNK@+ejlqpo+_h]ooao+_b*i]ej[_h]ooao:
j]ceko[dkop9$ap_dh]il%

Step 11: Creating a Hostgroup File for the Monitoring Host Role in cfengine
To complete our Nagios role configuration in cfengine, we added this line to LNK@+ejlqpo+
dkopcnkqlo+_b*dkopcnkql[i]llejco:
j]ceko[dkop66dkopcnkqlo+_b*j]ceko[dkop

Then, we created a file on the cfengine master at the location LNK@+ejlqpo+dkopcnkqlo+
_b*j]ceko[dkop with these contents:
eilknp6
]ju66
p]ogo+]ll+j]ceko+_b*j]ceko[ouj_

Step 12: Copying the Nagios Plug-ins with cfengine
will handle the distribution of the Nagios plug-ins in a second task, which we will now
 
 
  

  
LNK@+ejlqpo+p]ogo+]ll+
j]ceko+_b*j]ceko[lhqcejo[ouj_




 
_kjpnkh6
]ju66
lhqcejo[ran9$j]ceko)lhqcejo)-*0*-.%

As we did in _b*j]ceko[ouj_, we use a variable to contain the version-specific directory name, which makes it extremely easy to deploy updates later on but still keep a copy
of the previous build.
The rest of this task simply copies the proper plug-in binaries to each platform at our
site and has special single file copies that enforce the setuid bit on binaries that require it
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_klu6
na`d]p*e24266
 $i]opan%+nalh+nkkp+qon+lgc+ $lhqcejo[ran%)na`d]p*e242
`aop9+qon+lgc+ $lhqcejo[ran%
n9ejb
ik`a9311
ksjan9j]ceko
cnkql9j]ceko
ecjkna9ns
at_hq`a9ns
pula9_da_goqi
lqnca9b]hoa
oanran9 $behaoanran%
aj_nulp9pnqa
at_hq`a9_da_g[`d_l
at_hq`a9_da_g[e_il
 $i]opan%+nalh+nkkp+qon+lgc+ $lhqcejo[ran%)na`d]p*e242+he^ata_+_da_g[`d_l
`aop9+qon+lgc+ $lhqcejo[ran%+he^ata_+_da_g[`d_l
ik`a90111
pula9_da_goqi
oanran9 $behaoanran%
pnqopgau9pnqa
aj_nulp9pnqa
ksjan9nkkp
cnkql9nkkp
 $i]opan%+nalh+nkkp+qon+lgc+ $lhqcejo[ran%)na`d]p*e242+he^ata_+_da_g[e_il
`aop9+qon+lgc+ $lhqcejo[ran%+he^ata_+_da_g[e_il
ik`a90111
pula9_da_goqi
oanran9 $behaoanran%
pnqopgau9pnqa
aj_nulp9pnqa
ksjan9nkkp
cnkql9nkkp
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`a^e]j*e24266
 $i]opan%+nalh+nkkp+qon+lgc+ $lhqcejo[ran%)`a^e]j*e242
`aop9+qon+lgc+ $lhqcejo[ran%
n9ejb
ik`a9311
ksjan9j]ceko
cnkql9j]ceko
ecjkna9ns
at_hq`a9ns
pula9_da_goqi
lqnca9b]hoa
oanran9 $behaoanran%
aj_nulp9pnqa
at_hq`a9_da_g[`d_l
at_hq`a9_da_g[e_il
 $i]opan%+nalh+nkkp+qon+lgc+ $lhqcejo[ran%)`a^e]j*e242+he^ata_+_da_g[`d_l
`aop9+qon+lgc+ $lhqcejo[ran%+he^ata_+_da_g[`d_l
ik`a90111
pula9_da_goqi
oanran9 $behaoanran%
pnqopgau9pnqa
aj_nulp9pnqa
ksjan9nkkp
cnkql9nkkp
 $i]opan%+nalh+nkkp+qon+lgc+ $lhqcejo[ran%)`a^e]j*e242+he^ata_+_da_g[e_il
`aop9+qon+lgc+ $lhqcejo[ran%+he^ata_+_da_g[e_il
ik`a90111
pula9_da_goqi
oanran9 $behaoanran%
pnqopgau9pnqa
aj_nulp9pnqa
ksjan9nkkp
cnkql9nkkp
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oqjko[oqj0q66
 $i]opan%+nalh+nkkp+qon+lgc+ $lhqcejo[ran%)oqjko*oqj0q
`aop9+qon+lgc+ $lhqcejo[ran%
n9ejb
ik`a9311
ksjan9j]ceko
cnkql9j]ceko
ecjkna9ns
at_hq`a9ns
pula9_da_goqi
lqnca9b]hoa
oanran9 $behaoanran%
aj_nulp9pnqa
at_hq`a9_da_g[`d_l
at_hq`a9_da_g[e_il
at_hq`a9lop/
 $i]opan%+nalh+nkkp+qon+lgc+ $lhqcejo[ran%)oqjko*oqj0q+he^ata_+_da_g[`d_l
`aop9+qon+lgc+ $lhqcejo[ran%+he^ata_+_da_g[`d_l
ik`a90111
pula9_da_goqi
oanran9 $behaoanran%
pnqopgau9pnqa
aj_nulp9pnqa
ksjan9nkkp
cnkql9nkkp
 $i]opan%+nalh+nkkp+qon+lgc+ $lhqcejo[ran%)oqjko*oqj0q+he^ata_+_da_g[e_il
`aop9+qon+lgc+ $lhqcejo[ran%+he^ata_+_da_g[e_il
ik`a90111
pula9_da_goqi
oanran9 $behaoanran%
pnqopgau9pnqa
aj_nulp9pnqa
ksjan9nkkp
cnkql9nkkp
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 $i]opan%+nalh+nkkp+qon+lgc+ $lhqcejo[ran%)oqjko*oqj0q+he^ata_+lop/
`aop9+qon+lgc+ $lhqcejo[ran%+he^ata_+lop/
ik`a90111
pula9_da_goqi
oanran9 $behaoanran%
pnqopgau9pnqa
aj_nulp9pnqa
ksjan9nkkp
cnkql9nkkp
hejgo6
]ju66
+qon+lgc+j]ceko)lhqcejo):+qon+lgc+ $lhqcejo[ran%


 lhqcejo[ran variable in this task to create version-specific directories on our
hosts and have cfengine create a symlink so that we always have a single filesystem path to


 
 
+qon+lgc+j]ceko)lhqcejo will always work).

 

   

  


 LNK@+
ejlqpo+dkopcnkqlo+_b*]ju with this line:
p]ogo+]ll+j]ceko+_b*j]ceko[lhqcejo[ouj_

Step 13: Creating a DNS Entry for the Monitoring Host
then added an alias to our DNS so that we can use the hostname nagios.campin.net
when accessing the Nagios server. Using the alias will allow us to easily migrate Nagios to

  




 
 
 



 
  
 
  
 


 
https://nagios.
campin.net and never refer to the system’s real hostname.
To create the DNS alias, we added this line to LNK@+nalh+nkkp+ap_+^ej`+
`a^e]j)atp+`^*_]ilej*jap
 
 





and ran j]ia`)_da_gvkja):
j]ceko/,,EJ?J=IAap_dh]il





  

 _bata_`), we visited

https://nagios.campin.net  

 

  
 



 

 
 j]ceko]`iej account we
created, and we were presented with the Nagios web interface.
If you click Service Detail in the left-hand frame, you’ll see details for the system
  right-hand frame. It should look like this screenshot:
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Figure 10-1. Nagios service detail screen for the system localhost




 

 

 

in our case), and it has an object configuration file called hk_]hdkop*_bc that sets up the
checks you see on that page.


  

 ?NEPE?=H state) for the HTTP service, because we

 


 

 

 
 
   


 


 

 step 14.

Step 14: Modifying the Nagios Localhost-Only Monitoring to Check HTTPS
The


 

  



 etchlamp),
since only the host localhost has checks defined in the default Nagios configuration files.

 


 LNK@+nalh+nkkp+qon+lgc+j]ceko)_kjb+k^fa_po+
hk_]hdkop*_bc in order to properly monitor HTTPS on this host:
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`abejaoanre_aw
qoahk_]h)oanre_a7oanre_apailh]papkqoa
dkop[j]iahk_]hdkop
oanre_a[`ao_nelpekjDPPL
_da_g[_kii]j`_da_g[dppl
jkpebe_]pekjo[aj]^ha`,
y





 

`abejaoanre_aw
qoahk_]h)oanre_a7oanre_apailh]papkqoa
dkop[j]iahk_]hdkop
oanre_a[`ao_nelpekjDPPLO
_da_g[_kii]j`_da_g[dpplo00/+
jkpebe_]pekjo[aj]^ha`,
y

If you’re following along with the book in an environment of your own, you’ll notice
a problem—there isn’t a _da_g[dpplo

 
 
 


addition to LNK@+nalh+nkkp+qon+lgc+j]ceko)_kjb+k^fa_po+_kii]j`o*_bc:
`abeja_kii]j`w
_kii]j`[j]ia_da_g[dpplo
_kii]j`[heja QOAN- +_da_g[dppl)O)H)D DKOPJ=IA )l =NC- )q =NC.
y

This new _kii]j` object definition calls the _da_g[dppl plug-in with the appropriate
arguments to test an HTTPS-enabled web site. Once this was copied to our Nagios server



 
 





the check cleared in Nagios.
Nagios is now in a fully functional state in our environment, but we don’t find it very
useful to only monitor a single machine. Next, we’ll take steps to monitor the rest of the
hosts at our site. The first step will be to deploy a local monitoring agent called NRPE to
all our systems.

NRPE
NRPE is the Nagios Remote Plug-in Executor. It is used in place of agents and protocols
such as SNMP for remotely monitoring hosts. It grants access to remote hosts to execute
plug-ins such as those in the Nagios plug-ins distribution. NRPE has two components: a
daemon called jnla and a plug-in to the Nagios daemon called _da_g[jnla.
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The NRPE documentation points out that there are other ways to accomplish remote
plug-in execution, such as the Nagios _da_g[^u[ood



  

host seems attractive for security reasons, it imposes more overhead on remote hosts
than the NRPE program does. In addition, a site’s security policy may expressly forbid


 


  

 


  
lightweight, flexible, and fast.

Step 15: Building NRPE
The NRPE source distribution does not include an installation facility. Once it is built, it
    
 





 

 




  

 
  

  ated a single new directory under LNK@+nalh+nkkp+qon+lgc to house the NRPE binaries for
each of our platforms: LNK@+nalh+nkkp+qon+lgc+jnla).*-.)^ej.
Now we need to build NRPE so that we have something to place in this new directory.



 


 
 

scapdppl6++ejpanj]l*`h*okqn_abknca*jap+okqn_abknca+j]ceko+jnla).*-.*p]n*cv
cqjvel)_jnla).*-.*p]n*cvxp]ntb)
_`jnla).*-.
*+_kjbecqna))aj]^ha)ooh""i]ga]hh
_`on_
o_ljnlackh`i]opan6+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+lgc+
jnla).*-.)^ej+jnla)`a^e]j*e242
o_l_da_g[jnlackh`i]opan6+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+
lgc+j]ceko)lhqcejo)-*0*-.)`a^e]j*e242+he^ata_+


_da_g[jnla to the preexisting j]ceko)lhqcejo directory for the `a^e]j*e242
architecture and copied the jnla program itself into the single shared LNK@+nalh+nkkp+qon+
lgc+jnla).*-.)^ej directory.

 




 

 
  

except that we copied the plug-ins to the jnla)^ej+jnla)na`d]p*e242 directory and the
jnla binary to jnla).*-.)^ej+jnla)na`d]p*e242.


 
 
 





 jnla*_,
because the code assumes that all UNIX-like systems have the same syslog facilities as



2-2+&ahoaeb$opn_il$r]nr]hqa(]qpdlner%%
2-3hkc[b]_ehepu9HKC[=QPDLNER7
2-4ahoaeb$opn_il$r]nr]hqa(bpl%%
2-5hkc[b]_ehepu9HKC[BPL7&+
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master with these commands:















 





*+_kjbecqna))aj]^ha)ooh))sepd)ooh9+qon+obs))sepd)ooh)he^9+qon+obs+he^""X
i]ga]hh
_`on_
o_ljnlackh`i]opan6+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+lgc+
jnla).*-.)^ej+jnla)oqjko[oqj0q
o_l_da_g[jnlackh`i]opan6+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+
qon+lgc+j]ceko)lhqcejo)-*0*-.)oqjko*oqj0q+he^ata_+

The preceding _kjbecqna
 

 
master as shown.




























Step 16: Creating an NRPE Configuration File

 



 

 o]ilha)_kj)
bec+jnla*_bc) to the cfengine master at LNK@+nalh+nkkp+qon+lgc+jnla)_kjb+jnla*_bc 

then edited the jnla*_bc file to use the +qon+lgc+j]ceko)lhqcejo+he^ata_ directory for all
the paths and allow access from our etchlamp system as shown:
oq^opepqpaukqnikjepknejcdkop#oELbkn-5.*-24*-*./5
]hhksa`[dkopo9-.3*,*,*-(-5.*-24*-*./5
Pdabkhhksejcat]ilhaoqoad]n`_k`a`_kii]j`]ncqiajpo***
_kii]j`W_da_g[qoanoY9+qon+lgc+j]ceko)lhqcejo+he^ata_+_da_g[qoano)s1)_-,
_kii]j`W_da_g[hk]`Y9+qon+lgc+j]ceko)lhqcejo+he^ata_+_da_g[hk]`)s-1(-,(1
)_/,(.1(.,
_kii]j`W_da_g[d`]-Y9+qon+lgc+j]ceko)lhqcejo+he^ata_+_da_g[`eog)s.,!
)_-,!)l+`ar+d`]_kii]j`W_da_g[vki^ea[lnk_oY9+qon+lgc+j]ceko)lhqcejo+he^ata_+_da_g[lnk_o)s1
)_-,)oV
_kii]j`W_da_g[pkp]h[lnk_oY9+qon+lgc+j]ceko)lhqcejo+he^ata_+_da_g[lnk_o)s-1,)_.,,

At this point, we have the NRPE programs built and ready for distribution from the
cfengine master, along with a configuration file. The last thing we need to prepare for
NRPE is a start-up script.

299

300

C HAPTER 10

 M ONITOR ING

Step 17: Creating an NRPE Start-up Script
created a simple init script for NRPE at LNK@+nalh+nkkp+ap_+ejep*`+jnla on the
cfengine master with these contents:
+^ej+od
L=PD9+^ej6+qon+^ej
_]oa -ej
op]np%
+qon+lgc+jnla+o^ej+jnla)_+qon+lgc+jnla+ap_+jnla*_bc)`
77
naop]np%
gehh\_]p+r]n+nqj+jnla*le`\
lgehh)5)bjnla)_+qon+lgc+jnla+ap_+jnla*_bc)`
+qon+lgc+jnla+o^ej+jnla)_+qon+lgc+jnla+ap_+jnla*_bc)`
77
opkl%
gehh\_]p+r]n+nqj+jnla*le`\
lgehh)5)bjnla)_+qon+lgc+jnla+ap_+jnla*_bc)`
77
&%
a_dkQo]ca6 ,wop]npxopklxnaop]npy
atep77
ao]_
atep,

This is a very simple init script, but it suffices because NRPE is a very simple daemon.

 lgehh command, because in writing this chapter, we found that occasionally the PID of the jnla process wasn’t properly stored in the jnla*le` file. Occasionally,
daemons have bugs such as this, so we simply work around it with some extra measures
to kill the daemon with the lgehh command.

Step 18: Copying NRPE Using cfengine
now have everything we need to deploy NRPE at our site. To distribute NRPE with
cfengine, we created a task to distribute the configuration file, init script, and binaries in
a file named LNK@+ejlqpo+p]ogo+]ll+j]ceko+_b*jnla[ouj_. Here’s the file, which we will
describe only briefly after showing the complete contents, because we’re not introducing
any new cfengine functionality in this task:

CHAPTER 10

 MONITORING

_kjpnkh6
]ju66
]``ejop]hh]^ha9$naop]np[jnla%
jnla[ran9$jnla).*-.%
_klu6
`a^e]j*e24266
 $i]opan%+nalh+nkkp+qon+lgc+ $jnla[ran%)^ej+jnla)`a^e]j*e242
`aop9+qon+lgc+ $jnla[ran%+o^ej+jnla
ik`a9311
ksjan9j]ceko
cnkql9j]ceko
ecjkna9ns
at_hq`a9ns
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[jnla
na`d]p*e24266
 $i]opan%+nalh+nkkp+qon+lgc+ $jnla[ran%)^ej+jnla)na`d]p*e242
`aop9+qon+lgc+ $jnla[ran%+o^ej+jnla
ik`a9311
ksjan9j]ceko
cnkql9j]ceko
ecjkna9ns
at_hq`a9ns
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[jnla
oqjko[oqj0q66
 $i]opan%+nalh+nkkp+qon+lgc+ $jnla[ran%)^ej+jnla)oqjko*oqj0q
`aop9+qon+lgc+ $jnla[ran%+o^ej+jnla
ik`a9311
ksjan9j]ceko
cnkql9j]ceko
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[jnla
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]ju66
 $i]opan%+nalh+nkkp+ap_+ejep*`+jnla
`aop9+ap_+ejep*`+jnla
ik`a9311
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[jnla
 $i]opan%+nalh+nkkp+qon+lgc+jnla)_kjb+jnla*_bc
`aop9+qon+lgc+jnla+ap_+jnla*_bc
ik`a9311
ksjan9j]ceko
cnkql9j]ceko
ecjkna9ns
at_hq`a9ns
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[jnla
odahh_kii]j`o6
naop]np[jnla66
+ap_+ejep*`+jnlanaop]nppeiakqp92,ejbkni9pnqa
`ena_pkneao6
]ju66
+qon+lgc+ $jnla[ran%+o^eji9331ksjan9j]ceko
cnkql9j]c_i`ejbkni9b]hoa
+qon+lgc+ $jnla[ran%+ap_i9331ksjan9j]ceko
cnkql9j]c_i`ejbkni9b]hoa
lnk_aooao6
]ju66
jnlanaop]np+ap_+ejep*`+jnlaop]npejbkni9pnqaqi]og9,..
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hejgo6
]ju66
+qon+lgc+jnla):+qon+lgc+ $jnla[ran%
n_o_nelpo
+ap_+n_,*`+G,.jnla):+ap_+ejep*`+jnla
+ap_+n_-*`+G,.jnla):+ap_+ejep*`+jnla
+ap_+n_.*`+O54jnla):+ap_+ejep*`+jnla
]ju*$okh]neoxokh]neot42%66
+ap_+n_/*`+O54jnla):+ap_+ejep*`+jnla
+ap_+n_0*`+O54jnla):+ap_+ejep*`+jnla
+ap_+n_1*`+O54jnla):+ap_+ejep*`+jnla
+ap_+n_2*`+G,.jnla):+ap_+ejep*`+jnla

 
 +ap_+ejep*`+jnla start-up script into the runlevel-specific directories in the preceding hejgo section, we avoid creating a link in +ap_+n_/*` on Solaris hosts.
 


 


 
   

+ap_+n_.*`+ and +ap_+n_/*`+



  

 
 
execute twice. No damage would result, but we don’t want to be sloppy.
 
directories n_0*`, n_1*`, and n_2*` don't exist on Solaris, so we won't attempt to create symlinks in them.

Note that we make it easy to move to a newer version of NRPE later on, using version
numbers and a symlink at +qon+lgc+jnla to point to the current version. The use of a variable means only the single entry in this task will need to change once a new NRPE version
is built and placed in the appropriate directories on the cfengine master.
To activate this new task, we placed the following line in LNK@+ejlqpo+dkopcnkqlo+
_b*]ju:
p]ogo+]ll+j]ceko+_b*jnla[ouj_

Step 19: Configuring the Red Hat Local Firewall to Allow NRPE
The next-to-last step we had to take was to allow NRPE connections through the Red Hat
firewall. To do so, we added rules directly to the +ap_+ouo_kjbec+elp]^hao file on the system rhlamp and restarted elp]^hao with oanre_aelp]^haonaop]np. Here are the complete
contents of the elp]^hao file, with the newly added line in bold:
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&behpan
6EJLQP=??ALPW,6,Y
6BKNS=N@=??ALPW,6,Y
6KQPLQP=??ALPW,6,Y
6ND)Benas]hh)-)EJLQP)W,6,Y
)=EJLQP)fND)Benas]hh)-)EJLQP
)=BKNS=N@)fND)Benas]hh)-)EJLQP
)=ND)Benas]hh)-)EJLQP)ehk)f=??ALP
)=ND)Benas]hh)-)EJLQP)le_il))e_il)pula]ju)f=??ALP
)=ND)Benas]hh)-)EJLQP)l1,)f=??ALP
)=ND)Benas]hh)-)EJLQP)l1-)f=??ALP
)=ND)Benas]hh)-)EJLQP)lq`l))`lknp1/1/)`..0*,*,*.1-)f=??ALP
)=ND)Benas]hh)-)EJLQP)lq`l)iq`l))`lknp2/-)f=??ALP
)=ND)Benas]hh)-)EJLQP)lp_l)ip_l))`lknp2/-)f=??ALP
)=ND)Benas]hh)-)EJLQP)iop]pa))op]paAOP=>HEODA@(NAH=PA@)f=??ALP
)=ND)Benas]hh)-)EJLQP)iop]pa))op]paJAS)ip_l)lp_l))`lknp..)f=??ALP
)=ND)Benas]hh)-)EJLQP)iop]pa))op]paJAS)ip_l)lp_l))`lknp4,)f=??ALP
)=ND)Benas]hh)-)EJLQP)iop]pa))op]paJAS)ip_l)lp_l))`lknp00/)f=??ALP
)=ND)Benas]hh)-)EJLQP)iop]pa))op]paJAS)ip_l)lp_l))`lknp1222)f=??ALP
)=ND)Benas]hh)-)EJLQP)fNAFA?P))nafa_p)sepde_il)dkop)lnkde^epa`
?KIIEP






 



 
decided to enforce the contents of this file using cfengine. This decision will disallow the
future use of utilities such as ouopai)_kjbec)oa_qnepuharah to manage the host’s firewall
rules, but that’s good. Stringent enforcement of the iptables file contents will force the

  

 





 

always use the Red Hat command ouopai)_kjbec)oa_qnepuharah to make changes and then
feed the resulting +ap_+ouo_kjbec+elp]^hao changes back into the copy that we distribute
with cfengine. This is just another example of how manual changes are often needed to
determine how to automate something. It’s always OK as long as we feed the resulting
changes and steps back into cfengine for long-term enforcement.

 elp]^hao file on our cfengine master at LNK@+nalh+nkkp+ap_+ouo_kjbec+
elp]^hao and placed a task with these contents at the location LNK@+ejlqpo+p]ogo+ko+
_b*elp]^hao[ouj_:
_kjpnkh6
]ju66
]``ejop]hh]^ha9$naop]npelp]^hao%
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_klu6
na`d]p66
 $i]opan[ap_%+ouo_kjbec+elp]^hao
`aop9+ap_+ouo_kjbec+elp]^hao
ik`a9000
ksjan9nkkp
cnkql9nkkp
oanran9 $behaoanran%
pnqopgau9pnqa
pula9_da_goqi
aj_nulp9pnqa
`abeja9naop]npelp]^hao

odahh_kii]j`o6
na`d]p*naop]npelp]^hao66
sdaj_kjbeceoql`]pa`(naop]npelp]^hao
+o^ej+oanre_aelp]^haonaop]np
peiakqp92,ejbkni9pnqa



 

dkopckql for Red Hat systems by adding this line to LNK@+ejlqpo+
dkopcnkqlo+_b*dkopcnkql[i]llejco:
na`d]p66dkopcnkqlo+_b*na`d]p

Then, we created a dkopcnkql file at LNK@+ejlqpo+dkopcnkqlo+_b*na`d]p with these
contents:
eilknp6
]ju66
p]ogo+ko+_b*elp]^hao[ouj_

It might seem strange to use the ]ju class in the _b*na`d]p hostgroup file, but if you
think about it, the task doesn’t apply to all hosts on our network, only to the hosts that
import this dkopcnkql file. That means that this ]ju66 class will actually apply to only Red
Hat systems.
Now, sit back and let NRPE go out to your network. If you encounter any issues while
building NRPE, refer to the JNLA*l`b file included in the `k_o directory of the NRPE source
distribution.
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Monitoring Remote Systems
So far, we’re simply using the example configuration included with Nagios to monitor
only the system that is actually running Nagios. To make Nagios generally useful, we need
to monitor remote systems.
 



 
  






 




  
 



 
  


 
 
 
wish to remind you that Nagios is very flexible, and perhaps because of that, it is rather
complicated. There is no substitute for experience, so dig in with us and start becoming
familiar with it right away!

Step 20: Configuring Nagios to Monitor All Hosts at Our Example Site
 
 
 
 




 
master and have Nagios look for configuration files in this new directory:





ig`enLNK@+nalh+nkkp+qon+lgc+j]ceko)_kjb+k^fa_po+oanrano+

Edit LNK@+nalh+nkkp+qon+lgc+j]ceko)_kjb+j]ceko*_bc, and uncomment this line:
_bc[`en9+qon+lgc+j]ceko+ap_+oanrano

Then, change it so that it looks like this:
_bc[`en9+qon+lgc+j]ceko+ap_+k^fa_po+oanrano

You should also change the default ]`iej[ai]eh and ]`iej[l]can addresses in j]ceko*
_kjb to something appropriate for your site:
]`iej[ai]eh9]`iejo<at]ilha*knc
]`iej[l]can9]`iejo<at]ilha*knc



 


 j]ceko*_kjb

for the regular expressions that we use later in service object definitions):







qoa[nacatl[i]p_dejc9-



 hejqt)oanran template in LNK@+nalh+nkkp+qon+lgc+j]ceko)_kjb+k^fa_po+
pailh]pao*_bc to a second similar section to create a new qjet)oanran template that is set


     

  
qjet)oanran template definition:
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`abejadkopw
j]iaqjet)oanran7Pdaj]iakbpdeodkoppailh]pa
qoacajane_)dkop7ejdanepobnkicajane_)dkoppailh]pa
_da_g[lanek`.0t37Qjetdkopo]na_da_ga`nkqj`pda_hk_g
_da_g[ejpanr]h17=_perahu_da_gpdadkoparanu1iejqpao
napnu[ejpanr]h-7O_da`qhadkop_da_gnapneaoaranuiejqpa
i]t[_da_g[]ppailpo-,7?da_ga]_dHejqtdkop-,peiao$i]t%
_da_g[_kii]j`_da_g)dkop)]hera7@ab]qhp_kii]j`pk_da_gQjetdkopo
jkpebe_]pekj[lanek`.0t37=hs]uo]h]ni
jkpebe_]pekj[ejpanr]h-.,7Naoaj`jkpebe_]pekjoaranu.dkqno
jkpebe_]pekj[klpekjo`(q(n7jkpebubknola_ebe_dkopop]pao
_kjp]_p[cnkqlo]`iejo7Jkpebu]`iejo^u`ab]qhp
naceopan,7@KJPNACEOPAN)EPOFQOP=PAILH=PA
y

Templates are used in Nagios to avoid repeating the same values for every service
and host object. These objects have many required entries, but Nagios allows the use of


  

 

 

 

every required value in the objects that we define. Template definitions are very similar
to the host or service definitions that they are meant for, but templates contain the line
naceopan, to keep Nagios from loading it as a real object. Any or all values can be over  



 

Note Be aware that ao_]h]pekj settings override the _kjp]_p[cnkqlo setting in service definitions.
We have no ao_]h]pekj settings and won’t configure it in this chapter, but keep them in mind for your own
configurations.

Now that we have a template that suits our needs, we can inherit from it in our service definitions and specify only important values or those that we wish to override from
the template’s values.
In the directory LNK@+nalh+nkkp+qon+lgc+j]ceko)_kjb+k^fa_po+oanrano, we have four
files to define the objects to monitor on our network:


 dkopo*_bc



 dkopcnkqlo*_bc



 ouopai[_da_go*_bc



 sa^[_da_go*_bc
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the hosts at our site in the file dkopo*_bc:

`abejadkopw
qoaqjet)oanran
dkop[j]iadaiejcs]u*_]ilej*jap
y
`abejadkopw
qoaqjet)oanran
dkop[j]iackh`i]opan*_]ilej*jap
y
`abejadkopw
qoaqjet)oanran
dkop[j]ia]qnkn]*_]ilej*jap
y
`abejadkopw
qoaqjet)oanran
dkop[j]iandh]il*_]ilej*jap
y
`abejadkopw
qoaqjet)oanran
dkop[j]iandi]opan*_]ilej*jap
y
`abejadkopw
qoaqjet)oanran
dkop[j]iahkcdkop-*_]ilej*jap
y
`abejadkopw
qoaqjet)oanran
dkop[j]iaap_dh]il*_]ilej*jap
y




 
  
 
 
posely leave out that IP address because we want Nagios to use the DNS to find it, for
two reasons:




 




 





 



 








 





 


  






  
 

 

  
 

 

  


 
 
 

want to mask broken DNS in Nagios by avoiding it, we want to always use the DNS
and see the problems.

CHAPTER 10

 MONITORING

Now that we have host definitions for all the hosts that we want to monitor at our
site, we will set up groups in the file dkopcnkqlo*_bc:
`abejadkopcnkqlw
dkopcnkql[j]ia_]ilej)sa^)oanrano7Pdaj]iakbpdadkopcnkql
iai^anondh]il*_]ilej*jap7?kii]oal]n]pa`heopkbdkopo
y
`abejadkopcnkqlw
dkopcnkql[j]iaejbn]opnq_pqna)sa^7Pdaj]iakbpdadkopcnkql
iai^anoap_dh]il*_]ilej*jap7?kii]oal]n]pa`heopkbdkopo
y
`abejadkopcnkqlw
dkopcnkql[j]ia]hh)oanrano7Pdaj]iakbpdadkopcnkql
iai^ano*&7?kii]oal]n]pa`heopkbdkopo
y

Using dkopcnkqlo this way allows us to easily add additional systems to Nagios that
 

 

 

 

 

 
an existing dkopcnkql and immediately have the proper checks performed against it.
Next, we set up some system level monitoring using NRPE, configured in the file
ouopai*_bc:
`abejaoanre_aw
qoacajane_)oanre_a
dkopcnkql[j]ia]hh)oanrano
oanre_a[`ao_nelpekjLEJC
_da_g[_kii]j`_da_g[lejc-,,*,(.,!1,,*,(2,!
oanre_a[`ao_nelpekjLejc_da_g
y
`abejaoanre_aw
qoacajane_)oanre_a
dkopcnkql[j]ia]hh)oanrano
oanre_a[`ao_nelpekjOOD
_da_g[_kii]j`_da_g[ood
oanre_a[`ao_nelpekjNaikpaOOD_da_g
y
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`abejaoanre_aw
qoacajane_)oanre_a
dkopcnkql[j]ia]hh)oanrano
_da_g[_kii]j`_da_g[jnla_da_g[vki^ea[lnk_o
oanre_a[`ao_nelpekjVki^ealnk_aoo_da_gkranJNLA
y
`abejaoanre_aw
qoacajane_)oanre_a
dkopcnkql[j]ia]hh)oanrano
_da_g[_kii]j`_da_g[jnla_da_g[hk]`
oanre_a[`ao_nelpekjHk]`_da_gkranJNLA
y

In the _da_g[_kii]j`
 
 

  





 

 ) is
_da_g[jnla command definition in
the LNK@+nalh+nkkp+qon+lgc+j]ceko)_kjb+_kii]j`o*_bc file with this entry:








`abeja_kii]j`w
_kii]j`[j]ia_da_g[jnla
_kii]j`[heja QOAN- +_da_g[jnla)D DKOP=@@NAOO )_ =NCy

This entry means that the _da_g[jnla command is passed the argument _da_g[hk]`
for the Hk]`_da_gkranJNLA



  

 _da_g[
jnla, you can now see that what is run on the monitoring host is:
+qon+lgc+j]ceko)lhqcejo+he^ata_+_da_g[jnla)Dndh]il)__da_g[hk]`


 




 

  


previously, will be useful in the future when a remote NRPE check malfunctions. Monitoring systems are complicated, and a failure might happen in the monitoring system


 

 






Next, we set up some web server checks in the file sa^[_da_go*_bc:
`abejaoanre_aw
qoacajane_)oanre_a
dkopcnkql[j]iaejbn]opnq_pqna)sa^
oanre_a[`ao_nelpekjDPPLO
_da_g[_kii]j`_da_g[dpplo00/+
y
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`abejaoanre_aw
qoacajane_)oanre_a
dkopcnkql[j]ia_]ilej)sa^)oanrano
oanre_a[`ao_nelpekjDPPL_da_g
_da_g[_kii]j`_da_g[dppl
y


 _da_g[dpplo check earlier to test the web server on localhost, so here
we simply set it up for a remote host and it works properly.
Each time we update the Nagios configuration files, cfengine gets the files to the cor
 


 etchlamp) and restarts the Nagios daemon.





  etchlamp system fails due to hardware issues, we
will simply need to reimage the host, and without any manual intervention cfengine will
 
   

 
feeling!

Step 21: Party!
That was a lot of work, but now that it’s complete, we think that some celebration is


 



 




 




  

  
  
 
automation:






 

















  
central monitoring host








 



 


















At this point, we have the four components of Nagios deployed, as planned: Nagios
 

 




 

 

to run plug-ins that we define, either locally on systems via NRPE or across the network to
test client/server applications.


 


 
  



add checks and perhaps new plug-ins. Our monitoring infrastructure choice really shines
in the easy addition of new plug-ins; it should be able to support us for quite a while without any core modifications.
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What Nagios Alerts Really Mean



 


  




ing system, what does it really mean?





 
  
 
 







 

 
a monitoring program or
script signaled failure 


 
 

 



 














 
If the plug-in is _da_g[dppl, you might assume that it means that a remote web server



  
   

_da_g[dppl 













_da_g[dppl to fail? Do you

 
 
 





  



a bad route entry that causes traffic to the web server to timeout but doesn’t stop notifications from reaching you? The web server itself is probably fine and is probably reachable
by all systems except the monitoring host.
Don’t jump to the conclusion that a notification means that a service or host has
failed. You need to understand exactly what each service definition is checking and validate that the service is really failing with some checks of your own before undertaking any
remediation steps.

Ganglia
Ganglia is a distributed monitoring system that uses graphs to display the data it collects.
Nagios will let us know if an application or host is failing a check, but Ganglia is there to
 

 









site-specific metrics into Ganglia, though we don’t demonstrate doing so in this book.
If a host intermittently triggers a load alarm in Nagios, with no clear cause immediately visible, looking at graphs of the system’s load over time can be useful in helping you
see when the load increase began. Armed with this information, we can check if the alarm
correlates to a system change or application update. Ganglia is extremely useful in such
  






 








 

 

 


 



 

 

 
 

 


server, you can use this information to justify hardware upgrades or the purchase of more
systems to share the load.
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incredibly well, and adding new custom metrics to the Ganglia graphs is extremely easy.
The core functionality of Ganglia is provided by two main daemons, along with a web
front end:


 cikj`: This multithreaded daemon runs on each host you want to monitor. cikj`
keeps track of state on the system, relays the state changes on to other systems via
TCP or multicast UDP, listens for and gathers the state of other cikj` daemons in
the local cluster, and answers request for all the collected information. The cikj`
configuration will cause hosts to join a cluster group. A site might contain many
different clusters, depending on how the administrator wants to group systems for
display in the Ganglia web interface.



 ciap]`: This daemon is used to aggregate Ganglia data and can even be used to
aggregate information from multiple Ganglia clusters. ciap]` polls one or many
cikj` daemons or other ciap]`

 


 
 





 



sockets to clients.



 Web interface 
 
 
  
ciap]` daemon to receive the


 
 



 


clusterwide, or for a single host over periods of time such as the last hour, day,
week, or month. The web interface uses graphs generated by ciap]` to display historical information.

Ganglia’s cikj` daemon can communicate using TCP with explicit connections to
other hosts that aggregate a cluster’s state, or it can use multicast UDP to broadcast the

  

  







and then poll those hosts explicitly with ciap]`. The cikj` configuration file still has UDP
port configuration settings, but they won’t be used at our example site.

Building and Distributing the Ganglia Programs
Ganglia
  
 

 

 

 





 







of commands. Note that a C++ compiler will need to be present on the system, as well
as development libraries for RRDtool


he^ljc-.), 


the RRDtool libraries the build will seem successful, but the ciap]` program will fail to
be built.
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scapdppl6++ejpanj]l*`h*okqn_abknca*jap+okqn_abknca+c]jche]+c]jche])/*,*3*p]n*cv
cqjvel)`_c]jche])/*,*3*p]n*cvxp]ntb)
_`c]jche])/*,*3
*+_kjbecqna))lnabet9+qon+lgc+c]jche])/*,*3""i]ga
oq`ki]gaejop]hh
nouj_Ì]rvaood+qon+lgc+c]jche])/*,*3+X
ckh`i]opan6+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+qon+lgc+
c]jche])/*,*3)e242*`a^e]j

As shown in the preceding set of commands, we copied the resulting +qon+lgc+
c]jche])/*,*3 binaries from each platform to the appropriate directory in the master



































LNK@+nalh+nkkp+qon+lgc+c]jche])/*,*3)e242*`a^e]j+
LNK@+nalh+nkkp+qon+lgc+c]jche])/*,*3)e242*na`d]p+
LNK@+nalh+nkkp+qon+lgc+c]jche])/*,*3*oqjko[oqj0q+

The cikj` binary will use a built-in configuration if it can’t find its default configuration file at +ap_+cikj`*_kjb  


 


)_ to
manually specify a configuration file). To see the default configuration run cikj` with this
argument:
cikj`))`ab]qhp[_kjbec:cikj`*_kjb




 
   
cikj`*_kjb), edit as appropriate for
your site, and then place the cikj`*_kjb file on the cfengine master. The beautiful thing
about this option is that it even emits comments describing each configuration section!
Ganglia was clearly written by system administrators.
 

  
 




   
suit our needs. Here are the portions of cikj`*_kjb that we changed:
chk^]how
oapqe`9jk
qoan9`]aikj
qoan9jk^k`u
dkop[`i]t9/2,,
_ha]jql[pdnaodkh`9/,,+&oa_o&+
y
_hqopanw
j]ia9?]ilej*jap
y
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q`l[oaj`[_d]jjahw
dkop9ckh`i]opan
lknp94205
y
q`l[oaj`[_d]jjahw
dkop9ap_dh]il
lknp94205
y
q`l[na_r[_d]jjahw
i_]op[fkej9./5*.*--*3lknp94205
y
q`l[na_r[_d]jjahw
lknp94205
y
p_l[]__alp[_d]jjahw
]_hw
`ab]qhp9`aju
]__aoow
el9-.3*,*,*i]og9/.
]_pekj9]hhks
y
]__aoow
el9-5.*-24*-*./5
i]og9/.
]_pekj9]hhks
y
y
lknp94205
y





 



   

goldmaster and etchlamp to be the cluster data aggregators via the
q`l[oaj`[_d]jjah


ciap]` to poll the cluster state from these two hosts.
The p_l[]__alp[_d]jjah section allows our host running ciap]`
 etchlamp) to poll state over TCP from any host running cikj`. The rest of the configuration
file is unchanged.
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ciap]`*_kjb file from the Ganglia source distribution
at the location ciap]`+ciap]`*_kjb  
 


 cikj`*_kjb
and ciap]`*_kjb) into the directory LNK@+nalh+nkkp+qon+lgc+c]jche])_kjb on the cfengine


 
  
ciap]`*_kjb later in the chapter.

 



c]jche] to the LNK@+nalh+nkkp+ap_+
Wl]oos`xod]`ksxcnkqlY files with these entries:


 +ap_+l]oos`6c]jche]6t6-,26-,56C]jche]Ikjepkn6+qon+lgc+c]jche]6+^ej+b]hoa



 +ap_+cnkql6c]jche]6t6-,56



 +ap_+od]`ks6c]jche]66-0-,/6,65555563666
Next, we created a cfengine task for copying out the binaries at the location LNK@+

ejlqpo+p]ogo+]ll+c]jche]+_b*ouj_[c]jche][^ej]neao on the cfengine master:
_h]ooao6oujkjuicnkqlo6
d]ra[qon[lgc[c]jche][/[,[39$Eo@en$c]jche])/*,*3)e242*`a^e]j%%
_kjpnkh6
]ju66
=``Ejop]hh]^ha9$c]jche][^ej]neao[ql`]pa`c]jche][_kjb[ql`]pa`%
=hhksNa`abejepekjKb9$c]jche][i]opan[`en%
`aop[`en9$c]jche])/*,*3%
`a^e]j[0[,*e24266
c]jche][i]opan[`en9$c]jche])/*,*3)e242*`a^e]j%
na`d]p*e24266
c]jche][i]opan[`en9$c]jche])/*,*3)e242*na`d]p%
okh]neoxokh]neot4266
c]jche][i]opan[`en9$c]jche])/*,*3*oqjko[oqj0q%
_klu6
]ju66
 $i]opan%+nalh+nkkp+qon+lgc+ $c]jche][i]opan[`en%
`aop9+qon+lgc+ $`aop[`en%
ik`a9311
n9ejb
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
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oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9c]jche][^ej]neao[ql`]pa`

 $i]opan%+nalh+nkkp+qon+lgc+c]jche])_kjb
`aop9+qon+lgc+c]jche])_kjb
ik`a9311
n9ejb
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9c]jche][_kjb[ql`]pa`
odahh_kii]j`o6
c]jche][^ej]neao[ql`]pa`66
=hhdkoponqjcikj`*Naop]npep_kilhapahusdaj^ej]neaoql`]pa
+qon+^ej+lgehhcikj`7ohaal-7+qon+^ej+lgehh)5cikj`7
+qon+lgc+c]jche]+o^ej+cikj`)_+qon+lgc+c]jche])_kjb+cikj`*_kjb
peiakqp92,ejbkni9pnqaksjan9`]aikj
c]jche][sa^*c]jche][^ej]neao[ql`]pa`66
pda^ktnqjjejcpdac]jche]sa^ejpanb]_anqjociap]`(naop]npep
sdajpda^ej]neaoql`]pa
+qon+^ej+lgehhciap]`7ohaal-7+qon+^ej+lgehh)5ciap]`7
+qon+lgc+c]jche]+o^ej+ciap]`)_+qon+lgc+c]jche])_kjb+ciap]`*_kjb
peiakqp92,ejbkni9pnqaksjan9`]aikj
lnk_aooao6
]ju66
cikj`naop]np
+qon+lgc+c]jche]+o^ej+cikj`)_+qon+lgc+c]jche])_kjb+cikj`*_kjb
ejbkni9pnqaqi]og9,..ksjan9`]aikj
c]jche][_kjb[ql`]pa`66
cikj`oecj]h9dqlejbkni9pnqa
ciap]`oecj]h9dqlejbkni9pnqa
hejgo6
]ju66
+qon+lgc+c]jche]):+qon+lgc+ $`aop[`en%
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Next, add this line to LNK@+ejlqpo+dkopcnkqlo+_b*]ju so that all of our hosts get the
Ganglia programs copied over:
p]ogo+]ll+c]jche]+_b*ouj_[c]jche][^ej]neao


 

 


 
 
 

have cfengine start the appropriate daemons if they aren’t found in the system’s process
list. This places an obvious dependency on having _bata_` running, calling _b]cajp regu 

 
 
  
 

 

  
problem.

Configuring the Ganglia Web Interface
Our central Ganglia machine will run the web interface for displaying graphs, as well as
the ciap]` program that collects the information from the cikj` daemons on our network.
Ganglia’s web interface is written in PHP and distributed in the source package. Copy
the PHP files from the Ganglia source package’s web directory to this location on the
cfengine master:
p]nvtbc]jche])/*,*3*p]n*cv
_`c]jche])/*,*3
ig`en)l+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+r]n+sss+]l]_da.)`ab]qhp
_l)nsa^X
+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+r]n+sss+]l]_da.)`ab]qhp+c]jche]




 


 


etchlamp, which
already has a web server will serve as our network’s Ganglia console. Again, we used
the directory LNK@+ejlqpo+p]ogo+]ll+c]jche] on the cfengine master and put the task
_b*oapql[c]jche][sa^ in it with these contents:
_kjpnkh6
c]jche][sa^*`a^e]j66
]``ejop]hh]^ha9$naop]np[]l]_da.%
_klu6
c]jche][sa^*`a^e]j66
 $i]opan%+nalh+nkkp+r]n+sss+]l]_da.)`ab]qhp+c]jche]
`aop9+r]n+sss+]l]_da.)`ab]qhp+c]jche]
ik`a9111
n9ejb
lqnca9b]hoa
ksjan9nkkp
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cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[]l]_da.
 $i]opan[ap_%+]l]_da.+oepao)]r]eh]^ha+c]jche]
`aop9+ap_+]l]_da.+oepao)]r]eh]^ha+c]jche]
ik`a9000
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[]l]_da.
 $i]opan[ap_%+]l]_da.+ooh+c]jche]*lai
`aop9+ap_+]l]_da.+ooh+c]jche]*lai
ik`a9000
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[]l]_da.
`ena_pkneao6
c]jche][sa^*`a^e]j66
+r]n+sss+]l]_da.)`ab]qhp+c]jche]ik`a9311ksjan9nkkp
cnkql9nkkpejbkni9pnqa
+qon+lgc+c]jche])`]p]+nn`oik`a9311ksjan9`]aikj
cnkql9`]aikjejbkni9pnqa
lnk_aooao6
c]jche][sa^*`a^e]j66
+qon+o^ej+]l]_da.naop]np+ap_+ejep*`+]l]_da.op]np
ejbkni9pnqaqi]og9,..
ciap]`naop]np
+qon+lgc+c]jche]+o^ej+ciap]`)_+qon+lgc+c]jche])_kjb+ciap]`*_kjb
ejbkni9pnqaqi]og9,..ksjan9`]aikj
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odahh_kii]j`o6
c]jche][sa^*`a^e]j*naop]np[]l]_da.66
+ap_+ejep*`+]l]_da.naop]np
peiakqp92,
qi]og9,..
hejgo6
c]jche][sa^*`a^e]j66
+ap_+]l]_da.+oepao)aj]^ha`+c]jche]):
+ap_+]l]_da.+oepao)]r]eh]^ha+c]jche]
pdai]ga)ooh)_anpqpehepu_na]pa`pdeohejgsdajsa_na]pa`
c]jche]*lai(sa#hhlnaoanraepqoejc_bajceja
+ap_+]l]_da.+ooh+0_-^2]5/):+ap_+]l]_da.+ooh+c]jche]*lai

This task causes the ciap]` daemon to be started on the c]jche][sa^ host if it isn’t


c]jche][sa^ in the next section). Our configuration for the ciap]`
 LNK@+nalh+nkkp+qon+lgc+c]jche])_kjb+ciap]`*_kjb) follows:
`]p][okqn_a?]ilej*jap2,ckh`i]opanap_dh]il4205
cne`j]ia?]ilej
]hh[pnqopa`kj
oapqe`kbb
nn`[nkkp`en+qon+lgc+c]jche])`]p]+nn`o


 
 
  
 


  

  


 ciap]`+ciap]`*_kjb) are extensive and
serve as sufficient documentation to get most users going with a working configuration.
 
 
 


 





put it on the cfengine master:
+qon+o^ej+i]ga)ooh)_anp+qon+od]na+ooh)_anp+ooha]u*_jbX
+ap_+]l]_da.+ooh+c]jche]*lai
o_l+ap_+]l]_da.+ooh+c]jche]*laiX
ckh`i]opan6+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+ap_+]l]_da.+ooh+

To configure the c]jche][sa^ role in cfengine, we added this line to LNK@+ejlqpo+
_h]ooao+_b*i]ej[_h]ooao:
c]jche][sa^9$ap_dh]il%

Our Debian-based Ganglia web system needs some additional packages. To install
them at initial system installation time, we added the packages nn`pkkh and he^ljc-.),
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   SA>
 



]lp)cap on
etchlamp in this case, so that we didn’t have to reimage the host just to add two packages.
Next, we created a new dkopcnkql file for our new c]jche][sa^ role on the cfengine
master at the location LNK@+ejlqpo+dkopcnkqlo+_b*c]jche][sa^, with these contents:
eilknp6
]ju66
p]ogo+]ll+]l]_da+_b*oapql[c]jche][sa^

Then, we added this to LNK@+ejlqpo+dkopcnkqlo+_b*dkopcnkql[i]llejco:
c]jche][sa^66dkopcnkqlo+_b*c]jche][sa^

Once cfengine on etchlamp copies the PHP content and Apache configuration files,
we can visit dpplo6++c]jche]*_]ilej*jap+ in our web browser and view graphs for all the
hosts at our site, individually or as a whole. If you haven’t previously used a similar host


 
 



 
 


you refer to the graphs during troubleshooting or for capacity planning.

Now You Can Rest Easy
 
  

 





 

    
 




 


 







 


and will grow and scale along with our new infrastructure.
As your site requires more and more monitoring, you might benefit from the dis

 


 


 


 
 
 







a test instance of distributed Nagios in order to determine if the additional load sharing
and redundancy is a good fit for your site. Many sites simply purchase more powerful
 
 







 


this may no longer be feasible.
Ganglia will scale extremely well to large numbers of systems, and most of the followon configuration will be around breaking up hosts into separate groups, and possibly

 





 

cikj` instances
to aggregate the cluster’s state and simply configure ciap]` to poll the cluster state from
a list of several hosts running cikj`. This allows one or more cikj` aggregators to fail and




 


 






to run with many more as the total number of systems at your site increases.
At this
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t this point, we have a fully functional infrastructure. We have automated all of the
changes to the hosts at our site from the point at which the initial imaging hosts and
cfengine server were set up.
We’re running a rather large risk, however, because if we make errors in our cfengine
configuration files, we won’t have an easy way to revert the changes. We run an even
greater risk if our cfengine server were to suffer hardware failure: we would have no way
of restoring the cfengine i]opanbehao tree. The other hosts on our network will continue
running cfengine, and they will apply the last copied policies and configuration files, but
no updates will be possible until we restore our central host.
Subversion can help us out with both issues. Using version control, we can easily
track the changes to all the files hosted in our cfengine i]opanbehao tree, and by making
backups of the Subversion repository, we can restore our cfengine server in the event of
system failure or even total site failure.

Cfengine Version Control with Subversion
With only a small network in place, we already have over 2,800 lines of configuration
code in over 55 files under the LNK@+ejlqpo directory. We need to start tracking the different versions of those files as time goes on, as well as tracking any additional files that
are added. The workplace of one of this book’s authors has over 30,000 lines of cfengine
configuration in 971 files. Without version control, it is difficult to maintain any semblance of control over your cfengine configuration files, as well as the files being copied
by cfengine.
We covered basic Subversion usage in Chapter 8 and included instructions on how
to set up a Subversion server with an Apache front end. We’ll utilize that infrastructure to
host version control for our cfengine master repository.

Importing the masterfiles Directory Tree
In order to import our cfengine i]opanbehao directory into Subversion, we need to create
the repository on etchlamp, our Subversion host. Conveniently, we already created the
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repository with cfengine back in Chapter 8 and granted read/write access to the j]pa and
geng users.
Now, we want to set up a read-only user to be used to check out changes to production hosts. Once we check out a copy of the production cfengine i]opanbehao tree, we
don’t want to allow changes to be checked in directly from that tree. We want our administrators to edit a working copy of the configuration, check in their changes, and then
have the production working copy updated directly from Subversion.
To set up the read-only user, create it manually on the system etchlamp (as the root
user), and copy the access file to the cfengine master:
dpl]oos`+ap_+]l]_da.+`]r[orj*l]oos`na]`kjhu
Jasl]ooskn`6
Na)pulajasl]ooskn`6
=``ejcl]ooskn`bknqoanna]`kjhu
o_l+ap_+]l]_da.+`]r[orj*l]oos`X
ckh`i]opan6+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+ap_+]l]_da.+`]r[orj*l]oos`

Now, we want to grant read-only access to the cfengine Subversion repository to this
new user. Change this section in LNK@+nalh+nkkp+ap_+]l]_da.+orj[]__aoobeha
W_bajceja6+Y
<]`iejo9ns

to this
W_bajceja6+Y
<]`iejo9ns
na]`kjhu9n

Before we import into the Subversion repository, we’ll want to make sure that all the
*orj directories that get added into the i]opanbehao tree don’t get copied out to clients

later on. These are unnecessary and are a bit of a security risk. We’ll accomplish this with
a global ecjkna action. Create the directory LNK@+ejlqpo+ecjkna on the cfengine master,
and place these contents in a new file at LNK@+ejlqpo+ecjkna+_b*ecjkna:
ecjkna6
]ju66
*orj

Import this file into _b]cajp*_kjb. Since the file is made up entirely of imports, you
can place this entry anywhere after the eilknp6 line:
chk^]hhuecjkna_anp]ejbehao]j``ena_pkneao
ecjkna+_b*ecjkna
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At this point we’re ready to import the i]opanbehao+LNK@ directory. On the cfengine
master goldmaster, run these commands:
orj))qoanj]ia9j]paeilknp+r]n+he^+_bajceja.+i]opanbehao+LNK@X
dpplo6++orj*_]ilej*jap+orj+_bajceja+i]opanbehao+LNK@X
)iejepe]h_bajcejaeilknpkbpdaLNK@pnaakjhu
=qpdajpe_]pekjna]hi68dpplo6++orj*_]ilej*jap600/:?]ilej*japOq^ranoekjNalkoepknu
L]ooskn`bkn#j]pa#6
=``ejc+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh
=``ejc+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp
=``ejc+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+r]n
=``ejc+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+r]n+sss
=``ejc+r]n+he^+_bajceja.+i]opanbehao+LNK@+nalh+nkkp+r]n+sss+dpih

The output went on for some time; it’s quite surprising just how many files we have
in there at this point. The large number of files highlights the importance of keeping our
files in Subversion, if only as a backup measure. The utility of version control for our
repository goes far beyond simple backups, as you will see in the next section.
Now, when you visit the URL dpplo6++orj*_]ilej*jap+orj+_bajceja+i]opanbehao+LNK@+
in a web browser, you’ll see your nalh and ejlqpo directories in Subversion, with revision
1. To use our current i]opanbehao+LNK@ tree from Subversion on our cfengine master, we’ll
need to check out a working copy in place of the current LNK@ directory. Here are the commands we ran (as the root user) on goldmaster:
_`+r]n+he^+_bajceja.+i]opanbehao
irLNK@LNK@*^]g
orj))qoanj]ia9na]`kjhu_kdpplo6++orj*_]ilej*jap+orj+_bajceja+i]opanbehao+LNK@
=LNK@+ejlqpo
=LNK@+ejlqpo+_boanr`*_kjb
=LNK@+ejlqpo+_kjpnkh
=LNK@+ejlqpo+_kjpnkh+_b*bneaj`op]pqo
=LNK@+ejlqpo+_kjpnkh+_b*_kjpnkh[_b]cajp[_kjb
=LNK@+ejlqpo+_kjpnkh+_b*_kjpnkh[_bata_`
=LNK@+ejlqpo+_b*lna_kjb

The output went on for quite some time as all the files were checked out. In order to
edit those files, we can (and will) check out the tree somewhere else, such as in our home
directory. This way, we will be working on changes in an environment where they won’t
immediately be copied by the systems on our network.

Note We should never again work directly on the files in the LNK@ tree on the cfengine master and check
in our changes from there. It is bad practice to directly edit the live files used for configuration at our site.
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If you attempt to check in files from the +r]n+he^+_bajceja.+i]opanbehao+LNK@ tree on
the cfengine master, you’ll get errors like this:
_`LNK@
pkq_dbkk
orj]``bkk
orj_kiiep)ipdeoodkqh`j#pskng
orj6?kiiepb]eha`$`ap]ehobkhhks%6
orj6IG=?PEREPUkb#+orj+_bajceja+orj+]_p+35,,^,.b)a^53)0510)4a]2)4201a22.0,0a#6
0,/Bkn^e``aj$dpplo6++orj*_]ilej*jap%

We got this error because we checked out the tree as the na]`kjhu user, and that user
lacks the privileges to check back in. We could of course specify the ))qoanj]ia9j]pa argument to the Subversion client, which would allow the check-in, but that’s bad practice.
We want to carefully test our changes and have clients see our modifications only once
we’ve committed them. We also ensure that all files are properly checked into version
control this way. We don’t want administrators to copy files manually into the LNK@ tree,
because if the cfengine server fails and we restore from Subversion, we would be missing
some of our configuration files! We need to avoid this at all costs. Always update the +r]n+
he^+_bajceja.+i]opanbehao+LNK@ tree only with Subversion updates.
Another risk from working directly on the live LNK@ tree is we might accidentally save
a working copy of a file such as _b]cajp*_kjb without meaning to. If we’re working on an
offline working copy, we don’t have to worry about such accidents. Start developing good
habits now.

WORKING WITH A CFENGINE MASTERFILES WORKING COPY
If you check out a working copy of the i]opanbehao+LNK@ tree to develop changes, your modifications
won’t be seen by the cfengine clients on your network immediately after you check in your changes.
To make the changes visible, you’ll need to check out the changes into the +r]n+he^+_bajceja.+
i]opanbehao+LNK@ directory on your cfengine master.
We’ve created the na]`kjhu user so that a nonprivileged Subversion account can be shared for
this checkout task. We don’t ever want to use a real person’s Subversion account for such a checkout,
since any other staff with root privileges could check in changes as that user, impersonating them.
You could certainly set up an automated check out of the latest version of the LNK@ tree onto to
the cfengine master, but that’s probably not a good idea at this time. We’ll want to check out changes
manually, so that we can be sure that we really want the changes contained in those updates.
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We would like to know when changes are checked into the repository so that we see
when other administrators make changes that might affect work we’re doing or catch
errors in their changes. Subversion has a feature called hooks that allows scripts to run
when different repository actions happen. You can see the actions for which hooks are
supported by inspecting the template hook scripts that the orj]`iej_na]pa command
placed in the dkkgo subdirectory in the cfengine repository:
ho+r]n+orj+nalkoepknu+_bajceja+dkkgo+
lkop)_kiiep*pilhlkop)narlnkl)_d]jca*pilhlna)_kiiep*pilhlna)narlnkl)_d]jca*pilh
op]np)_kiiep*pilhlkop)hk_g*pilhlkop)qjhk_g*pilhlna)hk_g*pilhlna)qjhk_g*pilh

Inspect the hook template files themselves to see what actions are supported.
To get e-mail notifications when a change is committed to our cfengine Subversion
repository, we’ll place a shell script at the location LNK@+nalh+nkkp+r]n+orj+nalkoepknu+
_bajceja+dkkgo+lkop)_kiiep.
But wait! We can’t do this directly on the cfengine master any longer. We’ll need to
check out our own personal working copy of the cfengine repository. We logged into the
system goldmaster as our own user account and checked out a working copy with these
commands:
_`z+
orj_kdpplo6++orj*_]ilej*jap+orj+_bajceja+i]opanbehao

These commands will give us a working copy at z+i]opanbehao. Since our home directory is shared via NFS, we can work on our working copy of the cfengine i]opanbehao tree
from any host on the network that we choose. All of our systems have a Subversion client,
so it’s a matter of personal preference.
It turns out to have been highly useful that so far in this book we have referenced the
path to files in the cfengine i]opanbehao tree as relative to the LNK@ directory, because from
now on, the files we’re working with will be a working copy, and the base directory will be
different for every user. We’ll continue referring to files as relative to the LNK@ directory.
When we start working with the @AR and OP=CA directory trees, we’ll also refer to files and
directories stored within as relative to those directories.
Now, we need to create the file LNK@+nalh+nkkp+r]n+orj+nalkoepknu+_bajceja+dkkgo+
lkop)_kiiep in our working copy of the cfengine tree. Create the directories with these
commands:
_`z+i]opanbehao+LNK@
ig`en)lnalh+nkkp+r]n+orj+nalkoepknu+_bajceja+dkkgo

Then, create the file LNK@+nalh+nkkp+r]n+orj+nalkoepknu+_bajceja+dkkgo+lkop)_kiiep
with these contents:
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+^ej+od
NALKO9 -
NAR9 .
HKC9\+qon+^ej+orjhkkghkc)n NAR NALKO\
=QPDKN9\+qon+^ej+orjhkkg]qpdkn)n NAR NALKO\
+qon+^ej+orjjkpebu))nalko)l]pd NALKO))nareoekj NAR))sepd)`ebbX
))pkklo<at]ilha*knc))bnki =QPDKN))nalhu)pkklo<at]ilha*knc))oq^fa_p)lnabetX
W?BAJCEJAORJY))oq^fa_p)_t))jk)benop)heja

To have the orjjkpebu program on our Debian-based Subversion server, we’ll
need to install the package he^orj)jkpebu)lanh. We added it to the file +onr+b]e+_kjbec+
l]_g]ca[_kjbec+SA> on goldmaster (our FAI installation host) back in Chapter 8, so it is
already installed.
Next, we needed to check our new hook script into Subversion. The way we handled
this is to add the highest level directory in the tree that isn’t yet checked in:
orj]``nalh+nkkp+r]n+orj
=nalh+nkkp+r]n+orj
=nalh+nkkp+r]n+orj+nalkoepknu
=nalh+nkkp+r]n+orj+nalkoepknu+_bajceja
=nalh+nkkp+r]n+orj+nalkoepknu+_bajceja+dkkgo
=nalh+nkkp+r]n+orj+nalkoepknu+_bajceja+dkkgo+lkop)_kiiep
orj_kiiep

When you type orj_kiiep without the )i argument (which automatically submits
the log entry), you’re dropped into an editor that allows you to enter a comment for the
commit, along with the files (and directories, if applicable) that are being modified in the
current commit. The editor screen for the preceding commit looked like this:
))Pdeoheja(]j`pdkoa^ahks(sehh^aecjkna`))
=LNK@+nalh+nkkp+r]n+orj
=LNK@+nalh+nkkp+r]n+orj+nalkoepknu
=LNK@+nalh+nkkp+r]n+orj+nalkoepknu+_bajceja
=LNK@+nalh+nkkp+r]n+orj+nalkoepknu+_bajceja+dkkgo
=LNK@+nalh+nkkp+r]n+orj+nalkoepknu+_bajceja+dkkgo+lkop)_kiiep

The cursor was at the top of the screen, where the comments belong. We could see
that all of our new directories were being committed, along with our new file. We entered
a comment about how this is to enable notifications for cfengine repository commits,
saved the file, and saw this Subversion client output:
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orj)_kiiep*pil4H(/02?sneppaj
=``ejcLNK@+nalh+nkkp+r]n+orj
=``ejcLNK@+nalh+nkkp+r]n+orj+nalkoepknu
=``ejcLNK@+nalh+nkkp+r]n+orj+nalkoepknu+_bajceja
=``ejcLNK@+nalh+nkkp+r]n+orj+nalkoepknu+_bajceja+dkkgo
=``ejcLNK@+nalh+nkkp+r]n+orj+nalkoepknu+_bajceja+dkkgo+lkop)_kiiep
Pn]joieppejcbeha`]p]*
?kiieppa`nareoekj0*

Now, we need to set up a task to copy out our new hook script. We’ll set it up as a
recursive copy of a dkkgo directory, even though we currently have only one hook script.
This will allow us to develop other hook scripts later and simply place them into a directory in the i]opanbehao tree to have the new hook script automatically copied to the
Subversion server by cfengine.
We created a task at LNK@+ejlqpo+p]ogo+]ll+orj+_b*_klu[dkkgo with these contents:
_klu6
orj[oanran*`a^e]j66
 $i]opan%+nalh+nkkp+r]n+orj+nalkoepknu+_bajceja+dkkgo
`aop9+r]n+orj+nalkoepknu+_bajceja+dkkgo
ik`a9111
n9ejb
lqnca9b]hoa
ksjan9sss)`]p]
cnkql9sss)`]p]
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa

We then added this new task to the repository as follows:
orj]``ejlqpo+p]ogo+]ll+orj+_b*_klu[dkkgo
=ejlqpo+p]ogo+]ll+orj+_b*_klu[dkkgo
orj_kiiep)i]``a`p]ogpk_klukqppda_bajcejaorjnalkdkkgo`ena_pknu
=``ejcLNK@+ejlqpo+p]ogo+]ll+orj+_b*_klu[dkkgo
Pn]joieppejcbeha`]p]*
?kiieppa`nareoekj1*

We still need to activate this task by importing it, so we added this line to LNK@+
ejlqpo+dkopcnkqlo+_b*orj[oanran:
p]ogo+]ll+orj+_b*_klu[dkkgo
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We issued the orj_kiiep command again, and now, our Subversion repository
should have all the changes required to copy out our new hook to our Subversion repository. We still need to update our live i]opanbehao+LNK@ working copy on the cfengine
master. As root on goldmaster, we issued these commands:
_`+r]n+he^+_bajceja.+i]opanbehao+LNK@
orjql`]pa
=ejlqpo+dkopcnkqlo+_b*orj[oanran
=ejlqpo+p]ogo+]ll+orj+_b*_klu[dkkgo
=nalh+nkkp+r]n+orj
=nalh+nkkp+r]n+orj+nalkoepknu
=nalh+nkkp+r]n+orj+nalkoepknu+_bajceja
=nalh+nkkp+r]n+orj+nalkoepknu+_bajceja+dkkgo
=nalh+nkkp+r]n+orj+nalkoepknu+_bajceja+dkkgo+lkop)_kiiep
Ql`]pa`pknareoekj2*

Now, we just need to wait for cfengine to run again on etchlamp (the Subversion
server) so that it gets the new hook script. After the next _b]cajp run (it runs every 20 minutes at our site), we committed a new version of LNK@+ejlqpo+dkopcnkqlo+_b*orj[oanran
with a blank line added to the end, just to test the notifications. We got this e-mail shortly
thereafter:
Bnki6klo<at]ilha*knc
Pk6klo<at]ilha*knc
@]pa6Ikj(Oal-(.,,4]p.6.-=I
Oq^fa_p6W?BAJCEJAORJYW3Yi]opanbehao+LNK@+ejlqpo+dkopcnkqlo+_b*orj[oanran
Nareoekj63
=qpdkn6j]pa
@]pa6.,,4),5),-,.6.-6.2),3,,$Ikj(,-Oal.,,4%
HkcIaoo]ca6
)))))))))))
fqop]^h]jghejapkpaopai]ehjkpebe_]pekjo
Ik`ebea`L]pdo6
))))))))))))))
i]opanbehao+LNK@+ejlqpo+dkopcnkqlo+_b*orj[oanran
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Ik`ebea`6i]opanbehao+LNK@+ejlqpo+dkopcnkqlo+_b*orj[oanran
9999999999999999999999999999999999999999999999999999999999999999999
)))i]opanbehao+LNK@+ejlqpo+dkopcnkqlo+_b*orj[oanran.,,4),5),-,56-26.0QP?$nar2%
'''i]opanbehao+LNK@+ejlqpo+dkopcnkqlo+_b*orj[oanran.,,4),5),-,56.-6.2QP?$nar3%
<<)4(/'4(0<<
p]ogo+]ll+orj+_b*oapql[orj[lhqo[]l]_da
p]ogo+]ll+orj+_b*_klu[dkkgo
'

The output displays our new blank line with a simple plus sign, followed by nothing
(nothing but a jasheja character, of course).
You can see how useful these e-mail notifications will be when multiple people are
committing to the repository. It can also be used for peer review of changes. Standard
practice at your site could be to have a meeting where all commits are peer reviewed
before the working production copy is updated with the changes committed to the
repository.
The major problem with such a system is that there is no mechanism set up to test
the changes before they are pushed to the live environment. A typographical error can
easily be missed during peer review, causing cfengine to fail to execute properly on
all hosts at our site. Clearly a better mechanism is needed. In the next section, we’ll
explore a way to try out our changes in a nonproduction environment.

Using Subversion to Implement a Testing Environment
We initially set up our cfengine clients to use files under the LNK@ directory. In this section, we’ll start to make use of the @AR directory, which is at the same level as LNK@ in the
i]opanbehao tree.
To create a new branch in the repository, simply use the orj_klu command with
two URL paths in the repository. First, we made sure the repository has the required base
paths; then, we created the branch:
_`z+i]opanbehao+
ig`en)l@AR+^n]j_dao
orj]``@AR
orj_kiiep)i_na]pejc@AR+^n]j_dao`ena_pknuopnq_pqna
=``ejc@AR
=``ejc@AR+^n]j_dao
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?kiieppa`nareoekj4*
orj_kludpplo6++orj*_]ilej*jap+orj+_bajceja+i]opanbehao+LNK@X
dpplo6++orj*_]ilej*jap+orj+_bajceja+i]opanbehao+@AR+^n]j_dao+-X
)i_na]pejcpdabenop_bajceja`arahkliajp^n]j_d
?kiieppa`nareoekj5*

Now, we have a branch for development at @AR+^n]j_dao+- inside the repository. In
order to work with it, we’ll need to check it out:
_`z+i]opanbehao+@AR+^n]j_dao+
orj_kdpplo6++orj*_]ilej*jap+orj+_bajceja+i]opanbehao+@AR+^n]j_dao+=-+ejlqpo
=-+ejlqpo+_boanr`*_kjb
=-+ejlqpo+_kjpnkh
=-+ejlqpo+_kjpnkh+_b*bneaj`op]pqo
=-+ejlqpo+_kjpnkh+_b*_kjpnkh[_b]cajp[_kjb
=-+ejlqpo+_kjpnkh+_b*_kjpnkh[_bata_`
=-+ejlqpo+_b*lna_kjb
=-+ejlqpo+ecjkna
=-+ejlqpo+ecjkna+_b*ecjkna
***kqplqppnqj_]pa`***

Note that inside the repository the branches don’t take up much extra space. Subversion has a cheap copy mechanism where branches are really more like hard links to the
original copy. The branch really only starts taking up space as it is modified and added
to. Be aware that our checkout of the branch does take up the full amount of space in our
local filesystem.
Creating arbitrarily named branches in the version repository under @AR is fine. We’ll
be able to check out multiple trees under @AR on the cfengine master and point clients at
any tree of our choosing. Let’s set up that branch now. On the cfengine master host (as
the root user), check out the new development branch to the live tree where cfengine
clients pull files:
ls`
+r]n+he^+_bajceja.+i]opanbehao+LNK@
_`**+@AR+
ig`en^n]j_dao
_`^n]j_dao+
orj))qoanj]ia9na]`kjhu_kX
dpplo6++orj*_]ilej*jap+orj+_bajceja+i]opanbehao+@AR+^n]j_dao+-
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Now that we have a development tree available on the cfengine master, we need a
nonproduction host to use it on. We don’t have any hosts that aren’t important to our
network, or more importantly to our business, so we’ll image a new one. We’ll call it
ops1, meaning that it belongs to the operations team, and use it for testing. We’ll create
a Debian i686 host, since that’s what we use for most of our system roles at this point.
Here are the summarized steps to create the new Debian host:
1. Add entries for the new host to the DNS. We created a forward entry in the file
`^*_]ilej*jap and a reverse entry in the file `^*-5.*-24. As is now the norm, we had
to commit the changes to Subversion and update the Subversion working copy on
the cfengine master.
2. We’ll set up FAI on goldmaster to image the host, which means adding an entry to
boot the new host in +ap_+`d_l/+`d_l`*_kjb and running the command b]e)_d^kkp
)EBrklo-.
3. Image the new host. We don’t need to do anything custom to it at this point, so we
didn’t add it to any special classes in FAI. We want it to be a very basic system.
Now, we needed to change some core files in cfengine in order to have ops1 utilize
the @AR tree. In LNK@+ejlqpo+ql`]pa*_kjb, we added these lines to the top:
_h]ooao6
`ar[oanrano9$klo%

Then, we added these lines to the _kjpnkh section in LNK@+ejlqpo+ql`]pa*_kjb:
]ju66
=hhksNa`abejepekjKb9$^n]j_d%
^n]j_d9$LNK@%
`ar[oanrano66
^n]j_d9$@AR+^n]j_dao+-%
]ju66
i]opan[_bejlqp9$+r]n+he^+_bajceja.+i]opanbehao+ $^n]j_d%+ejlqpo%

and we removed this line from LNK@+ejlqpo+ql`]pa*_kjb:
i]opan[_bejlqp9$+r]n+he^+_bajceja.+i]opanbehao+LNK@+ejlqpo%
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In LNK@+_kjpnkh+_b*_kjpnkh[_b]cajp[_kjb, the section that looked like this
^n]j_d9$LNK@%
i]opan[_bejlqp9$+r]n+he^+_bajceja.+i]opanbehao+ $^n]j_d%+ejlqpo%

became this:
=hhksNa`abejepekjKb9$^n]j_d%
^n]j_d9$LNK@%
`ar[oanrano66
^n]j_d9$@AR+^n]j_dao+-%
]ju66
i]opan[_bejlqp9$+r]n+he^+_bajceja.+i]opanbehao+ $^n]j_d%+ejlqpo%
i]opan

And in LNK@+ejlqpo+_h]ooao+_b*i]ej[_h]ooao, we added these lines:
`ar[oanrano9$klo%

After all those updates are completed, we checked in the changes:
orj_kiiep)ioqllknppda@AR^n]j_dbknpdaouopaiklo-
Oaj`ejcejlqpo+_h]ooao+_b*i]ej[_h]ooao
Oaj`ejcejlqpo+_kjpnkh+_b*_kjpnkh[_b]cajp[_kjb
Oaj`ejcejlqpo+ql`]pa*_kjb
Pn]joieppejcbeha`]p]***
?kiieppa`nareoekj--*

We’re all set. Update the cfengine master with orjql`]pa in the LNK@ tree, and now
ops1 should be using the @AR+^n]j_dao+- tree. There is one problem: the @AR tree hasn’t
been updated to point ops1 at itself! This is the perfect opportunity to perform our first
merge in Subversion.

MERGING CRASH COURSE
Most system administrators are familiar with the `ebb and l]p_d commands. The `ebb command is
used to compare text files line by line and show the differences. The l]p_d command takes a file containing a difference listing produced by the `ebb program and applies those differences to one or more
original files, producing patched versions. These are the traditional tools used to distribute and apply
changes to files such as publicly available source code.
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Revision control systems such as Subversion make the process of applying differences between files
in the repository easier using facilities to merge the files. The merge process is essentially a `ebb and
l]p_d procedure done within the repository, complete with revision history of the merge operation.
The advantage of merging over manual use of the `ebb and l]p_d commands is that the history of the
merged files will show exactly where the new file contents came from, including the specific revision
and repository path of the source files.
If merging is entirely new to you and you’re still struggling to understand the concepts, you’re not
alone. Revision control system tools and concepts are best learned by working with them.

First, in our working copy, we ran orjhkc from the @AR+^n]j_dao+- directory to note
the revision at which we created the branch (revision 9):
_`z+i]opanbehao+@AR+^n]j_dao+orjhkc
))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))
n5xj]pax.,,4),5),-,/6.36.2),3,,$Ikj(,-Oal.,,4%x-heja
_na]pejcpdabenop_bajceja`arahkliajp^n]j_d
))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))

The orjhkc output went on, but the first entry was the important one, because it was
the last time that the branch was updated. The history beyond that point is actually the
history of the LNK@ branch, because that’s where the @AR branch was copied from. Up until
that point there was only the LNK@ branch. We’ll want everything done to the production
branch from that point forward to be applied to the @AR branch—synchronizing the two
branches completely.
We then changed directory to the LNK@ directory to gather the latest revision of the
LNK@ branch, since we’ll want to apply everything done to the LNK@ branch since revision 9 back to the @AR branch. Then, we ran a merge as a dry run to see the files that have
changed and would be merged. The commands to do this follow:
_`LNK@+
orjop]pqo)q
Op]pqo]c]ejopnareoekj6-_`**+@AR+^n]j_dao+orjianca))`nu)nqj)n56--dpplo6++orj*_]ilej*jap+orj+_bajceja+i]opanbehao+LNK@
Qejlqpo+_kjpnkh+_b*_kjpnkh[_b]cajp[_kjb
Qejlqpo+ql`]pa*_kjb
Qejlqpo+_h]ooao+_b*i]ej[_h]ooao
Qnalh+nkkp+ap_+^ej`+`a^e]j)atp+`^*_]ilej*jap
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This looks good, since those are the files with changes that need to be migrated over
to the @AR+^n]j_dao+- branch. We now need to go ahead and perform the merge against
our working copy and inspect the changes:
orjianca)n56--dpplo6++orj*_]ilej*jap+orj+_bajceja+i]opanbehao+LNK@X
)iiancejcnareoekjo5)--bnkiLNK@ejpk@AR

We inspected the changed files, and the expected changes are there. We’ll commit our development branch with orj_kiiep and update the @AR+^n]j_dao+- tree on the
cfengine master.
When merging, be sure to specify the revisions you’re merging in the commit message, so that later, when you merge again, you can find the revision at which to start your
new merge. You don’t ever want to attempt to merge the same changes twice. The lack of
detection and prevention of duplicated merges is an acknowledged weak spot in Subversion, and you don’t want to get caught by it if you can avoid it.

MERGING FROM PROD TO DEV
Normally, when we merge between branches in our cfengine repository, we’ll want the changes to be
coming from the @AR tree and merged into the LNK@ tree. We want to test out changes in a nonproduction environment first. Sometimes, however, we won’t have a suitable test environment and changes
will go to the LNK@ tree first and will subsequently need to be merged back to @AR again.
Merging from LNK@ to @AR is okay here and there, but if you find yourself doing so on a regular
basis, you probably need to invest in more hardware for your development environment. Either that, or
you need to stop being so lazy and force yourself to test your changes first.
We’ll be the first to admit, however, that there are some notable exceptions to the rule of testing
first. Simple changes like DNS additions don’t need to go through the testing environment when a sanity check like j]ia`)_da_gvkja is utilized. The additional overhead and delay of pushing the change
through the testing environment really isn’t justified. Also, when a site is in its infancy stages, as ours
is, there usually isn’t the hardware and time yet to set up the @AR systems. Do yourself a favor, though,
and get a number of systems running against the @AR tree as soon as possible. Testing changes there
first might just save your job at some point.

Our host ops1 is now utilizing a completely separate tree on the cfengine master,
using a Subversion tree that we can leverage to share code between development and
production. Setting up more hosts to use the @AR tree is as simple as adding hosts to the
`ar[oanrano class in ql`]pa*_kjb and ejlqpo+_h]ooao+_b*i]ej[_h]ooao in both the LNK@ and
@AR lines of development.
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To make full use of the @AR tree, you’ll want to specify a testing host for all of the production roles that you’re using in the LNK@ tree, some of which follow:























































Since we don’t ever specify hostnames in the cfengine tasks, it’s simply a matter
of redefining some group memberships in the @AR+^n]j_dao+-+ejlqpo+_h]ooao+_b*i]ej[
_h]ooao file for testing purposes. Notice how abstracting the hostnames away from role
names helps in yet another way. We’re now free to test out entirely new DNS mechanisms
or change anything else in our development environment, with no effect on production.
Additionally, setting up virtual hosts under a system such as VMware can help ensure that
not a lot of extra hardware is needed for testing purposes.
Note that we didn’t cover usage of the OP=CA directory tree. Our network is still small
that we’re not making use of that tree yet. The idea is that once our network is large
enough, we’ll have separate hosts for testing configurations once they come out of the
initial development phase. Some changes might need days or weeks before they are
approved for promotion to the main production branch. You can always use the @AR tree
this way as well, but it’s useful to give it a descriptive name such as OP=CA if you intend to
use it as a longer-term testing ground.
The usage of the OP=CA tree will technically be identical to usage of the @AR tree. It is
the policies around usage that will differ, and those need to be defined on a per-site basis.

Backups
A substantial amount of work has now been put into our cfengine master, as well as
our three imaging systems. Since we set up Kickstart, Jumpstart, and FAI before we had
cfengine managing our systems, we have no backups of those systems. In addition, we
need to back up our cfengine Subversion repository. If we had automated the setup of the
configuration of all three imaging system hosts with cfengine, we would need to back up
only the Subversion repository.
We would like to have to back up only the Subversion repository. This would mean
that all of the configuration at our site is performed via cfengine, which is how we want
things. To use cfengine to perform all configuration at our site, we should go back and
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automate the setup of our imaging systems as much as possible and then only back up
Subversion.
The automation of our imaging systems would include neither the Kickstart and
Jumpstart process of copying the installation image(s) to disk (oapql[ejop]hh[oanran for
Jumpstart and the DVD copy to +ge_gop]np+ndah[1[. on the Kickstart host) nor the installation client setup for those systems. We’re looking to automate the synchronization of
files that we had to manually create or manually edit.
Backing up only the Subversion repository obviously won’t work for application data
backups, but at this point, we don’t have any application data to be concerned about.
When we need to worry about application logs or other variable data, we’ll want to investigate an open source backup solution such as Amanda or a commercial backup product
such as Veritas NetBackup.
First, let’s grab the important configuration files from our imaging systems, check
them into Subversion, and distribute the files using cfengine.

Jumpstart
Jumpstart is great in that the setup is done entirely via scripts contained on the installation media. We don’t need to worry about backing up most of the files in the +fqilop]np
directory tree. All we’ll need to copy using cfengine is the +fqilop]np+lnkbehao+ directory. Everything else that we need to re-create a functional Jumpstart server is contained
in Chapter 6. Those steps don’t lend themselves well to automation, since the steps to
recreate the Jumpstart environment depend on having some form of installation media
available—and it could be a series of CDs, a DVD, or an ISO file.
We copied the +fqilop]np+lnkbehao directory from our Jumpstart server hemingway
into our working copy:
_`z+i]opanbehao+LNK@+nalh+nkkp+
ig`enfqilop]np
o_l)nnkkp<daiejcs]u6+fqilop]np+lnkbehaofqilop]np+

Then, we added the fqilop]np directory to the cfengine Subversion repository:
orj]``fqilop]np+
=fqilop]np
=fqilop]np+lnkbehao
=fqilop]np+lnkbehao+]qnkn]
=fqilop]np+lnkbehao+]qnkn]+ouoe`_bc
=fqilop]np+lnkbehao+]qnkn]+bejeod[ejop]hh*od
=fqilop]np+lnkbehao+]qnkn]+nqhao
=fqilop]np+lnkbehao+]qnkn]+nqhao*kg
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=fqilop]np+lnkbehao+]qnkn]+^]oe_[lnkb
=fqilop]np+lnkbehao+fqilop]np[o]ilha
=fqilop]np+lnkbehao+fqilop]np[o]ilha+]ju[i]_deja
=fqilop]np+lnkbehao+fqilop]np[o]ilha+_da_g
=fqilop]np+lnkbehao+fqilop]np[o]ilha+dkop[_h]oo
=fqilop]np+lnkbehao+fqilop]np[o]ilha+jap5.0[oqj0_
=fqilop]np+lnkbehao+fqilop]np[o]ilha+nqhao
=fqilop]np+lnkbehao+fqilop]np[o]ilha+oap[jbo0[`ki]ej
=fqilop]np+lnkbehao+fqilop]np[o]ilha+oap[nkkp[ls
=fqilop]np+lnkbehao+fqilop]np[o]ilha+qlcn]`a
=fqilop]np+lnkbehao+fqilop]np[o]ilha+t42)^acej
=fqilop]np+lnkbehao+fqilop]np[o]ilha+t42)^acej*_kjb
=fqilop]np+lnkbehao+fqilop]np[o]ilha+t42)^acej*_kjb+KS_kjbec
=fqilop]np+lnkbehao+fqilop]np[o]ilha+t42)^acej*_kjb+ioi*_kjb
=fqilop]np+lnkbehao+fqilop]np[o]ilha+t42)_h]oo

After that, we needed to distribute the lnkbehao directory to the Jumpstart host. We
created a class in cfengine for the role fqilop]np[oanran, and added hemingway to that
class. We used the class in a task located at LNK@+ejlqpo+p]ogo+]ll+fqilop]np+_b*_klu[
fqil[lnkbehao with these contents:
_klu6
fqilop]np[oanran66
 $i]opan%+nalh+nkkp+fqilop]np+lnkbehao
`aop9+fqilop]np+lnkbehao
ik`a9311
n9ejb
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`ena_pkneao6
fqilop]np[oanran66
+fqilop]np+lnkbehaoik`a9311ksjan9nkkpcnkql9nkkpejbkni9b]hoa

We copy all the files with mode 775, since some of them need to be executable. It
won’t hurt anything if they’re all executable, just be aware that the executable bit being
set in this directory doesn’t mean that the file is necessarily a script.
We then added the LNK@+ejlqpo+p]ogo+]ll+fqilop]np directory to the Subversion
repository with this command:
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ls`
+dkia+j]pa+i]opanbehao+LNK@+ejlqpo+p]ogo+]ll
orj]``fqilop]np+
=fqilop]np
=fqilop]np+_b*_klu[fqil[lnkbeha

Next, we added this line to LNK@+ejlqpo+_h]ooao+_b*i]ej[_h]ooao to create the new
class:
fqilop]np[oanran9$daiejcs]u%

We then created a dkopcnkql file for the fqilop]np[oanran class, with a new file at the
location LNK@+ejlqpo+dkopcnkqlo+_b*fqilop]np[oanran with these contents:
eilknp6
]ju66
p]ogo+]ll+fqilop]np+_b*_klu[fqil[lnkbehao

Be sure to orj]`` the _b*fqilop]np[oanran file into the repository.
As usual, the last step is to set up the cfengine eilknp of this dkopcnkql file in the
dkopcnkql mapping file at LNK@+ejlqpo+dkopcnkqlo+_b*dkopcnkql[i]llejco. We added this
line:
fqilop]np[oanran66dkopcnkqlo+_b*fqilop]np[oanran

Since this was all done in our working copy, we needed to check in all these changes.
_`z+i]opanbehao+LNK@+
orj_kiiepX
)ioapqlpda_klukbpdafqilop]nplnkbehao`ena_pknupkpdafqilop]npdkop

We then checked them out on the cfengine master with the orjql`]pa command in
the LNK@ directory.
We should now be able to restore what we need, if and when the hemingway host
dies and is subsequently reinstalled. All the rest of the configuration on the host is easily
reproducible, simply by referring to the Jumpstart section in Chapter 6.

Kickstart
To distribute the important files that would need restoration if the Kickstart host is
rebuilt, we first copied the important files into our cfengine repository working copy:
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_`z+i]opanbehao+LNK@+nalh+nkkp+
ig`en)lge_gop]np+ndah1[.
o_l)nnkkp<ndi]opan6+ge_gop]np+_bajceja).*.*3ge_gop]np+
o_l)nnkkp<ndi]opan6+ge_gop]np+o_nelpoge_gop]np+
o_lnkkp<ndi]opan6+ge_gop]np+ndah1[.+go*_bcge_gop]np+ndah1[.+
orj]``ge_gop]np

After that, we needed to copy out these files to the +ge_gop]np directory on the host
rhmaster using cfengine. Once again in our working copy, we created the directory LNK@+
ejlqpo+p]ogo+]ll+ge_gop]np, and created a task in the directory called _b*_klu[ge_gop]np[
`en with these contents:
_klu6
ge_gop]np[oanran66
 $i]opan%+nalh+nkkp+ge_gop]np
`aop9+ge_gop]np
ik`a9311
n9ejb
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`ena_pkneao6
ge_gop]np[oanran66
+ge_gop]npik`a9311ksjan9nkkpcnkql9nkkpejbkni9b]hoa

We added the LNK@+ejlqpo+p]ogo+]ll+ge_gop]np directory to Subversion with orj]``
once we had the task file inside it. Next, we needed to do the usual steps in order to make
this task get used by our Kickstart server. Here’s a summary of the steps:
1. Create the ge_gop]np[oanran class in LNK@+ejlqpo+_h]ooao+_b*i]ej[_h]ooao.
2. Create the hostgroup file at LNK@+ejlqpo+dkopcnkqlo+_b*ge_gop]np[oanran that
imports the _b*_klu[ge_gop]np[`en task. Add the file to the Subversion repository.
3. Set up the hostgroup import in the hostgroup mapping file LNK@+ejlqpo+
dkopcnkqlo+_b*dkopcnkql[i]llejco.
4. Commit the changes to your working copy, and update the production working
copy on the cfengine master.
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Now our important Kickstart files are contained in Subversion and will be restored by
cfengine via a copy if we ever have to rebuild our Kickstart server.

FAI
When we set up FAI, we were careful to modify the default FAI configuration files as little
as possible. We wanted to be able to push new files as much as possible, since we knew
that we would want to distribute those files using cfengine later on.
We collected all the files under the +onr+b]e+_kjbec directory that we modified or
added back in Chapter 6 in our working copy of the repository:
ls`
+dkia+j]pa+i]opanbehao+LNK@+nalh+nkkp+onr+b]e+_kjbec
ho)N
*6
*+**+_h]oo+`eog[_kjbec+behao+dkkgo+l]_g]ca[_kjbec+o_nelpo+
*+_h]oo6
*+**+2,)ikna)dkop)_h]ooao&B=E>=OA*r]n
*+`eog[_kjbec6
*+**+HKCDKOPSA>
*+behao6
*+**+ap_+
*+behao+ap_6
*+**+_bajceja+
*+behao+ap_+_bajceja6
*+**+_b]cajp*_kjb+ql`]pa*_kjb+
*+behao+ap_+_bajceja+_b]cajp*_kjb6
*+**+B=E>=OA&
*+behao+ap_+_bajceja+ql`]pa*_kjb6
*+**+B=E>=OA&
*+dkkgo6
*+**+o]rahkc*H=OP*okqn_a&
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*+l]_g]ca[_kjbec6
*+**+B=E>=OAHKCDKOPSA>
*+o_nelpo6
*+**+B=E>=OA+
*+o_nelpo+B=E>=OA6
*+**+1,)_bajceja&2,)_na]pa)_b)_kjbec&

We’ll distribute all these as another recursive copy, this time into the +onr+b]e+_kjbec
directory on the FAI server (goldmaster). We have some additional files that we modified
during the setup of our FAI server:




+ap_+b]e+i]ga)b]e)jbonkkp*_kjb
 +ap_+`d_l/+`d_l`*_kjb
+ap_+ejap`*_kjb

There is a problem with +ap_+ejap`*_kjb: in the task LNK@+ejlqpo+p]ogo+]ll+nouj_+
_b*aj]^ha[nouj_[`]aikj, we add a line to +ap_+ejap`*_kjb using the a`epbehao action.
This a`epbehao action must be changed or removed, since it makes no sense to have an
a`epbehao action acting on a file that cfengine is also copying out. Two scenarios could
result, depending on the contents of the ejap`*_kjb file that cfengine copies into place:






+ap_+ejap`*_kjb file won’t have the entry that the task _b*aj]^ha[
nouj_[`]aikj is looking for, and it will be added by the a`epbehao action. This
means that the next time cfengine runs, +ap_+ejap`*_kjb won’t match the checksum of the file in the i]opanbehao tree, and ejap`*_kjb will be copied again. After
that, the a`epbehao action will once again notice that the required entry isn’t there,
and it will add it yet again. This loop will continue on every time cfengine runs.





+ap_+ejap`*_kjb file will already have the required entry, making the
a`epbehao action unnecessary.

You can see that, either way, we don’t need the a`epbehao action. It either produces what we can only consider an error by constantly changing the file or is totally
unneeded. We’ll simply place the required entry in the ejap`*_kjb file that we copy out
and remove the a`epbehao section from the _b*aj]^ha[nouj_[`]aikj task. We will add a
comment to the task, however, stating that the enable of the daemon is handled via a
static file copy in another task and provide the task file name in the comment.
After editing the LNK@+ejlqpo+p]ogo+]ll+nouj_+_b*aj]^ha[nouj_[`]aikj task to comment out the a`epbehao section and add the new comment, we placed these files into our
working copy of the cfengine tree:
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ls`
+dkia+j]pa+i]opanbehao+LNK@+nalh
_l+ap_+ejap`*_kjbnkkp+ap_+
orj]``nkkp+ap_+ejap`*_kjb
=nkkp+ap_+ejap`*_kjb
_l+ap_+b]e+i]ga)b]e)jbonkkp*_kjbnkkp+ap_+b]e+
orj]``nkkp+ap_+b]e+i]ga)b]e)jbonkkp*_kjb
=nkkp+ap_+b]e+i]ga)b]e)jbonkkp*_kjb
ig`ennkkp+ap_+`d_l/
_l+ap_+`d_l/+`d_l`*_kjbnkkp+ap_+`d_l/+
orj]``nkkp+ap_+`d_l/
=nkkp+ap_+`d_l/
=nkkp+ap_+`d_l/+`d_l`*_kjb

Note that the copies were local since we were working in our home directory from the
goldmaster system itself.
We created a task at LNK@+ejlqpo+p]ogo+]ll+b]e+_b*_klu[b]e[behao with these
contents:
_kjpnkh6
b]e[oanran66
=``Ejop]hh]^ha9$naop]np[ejap`naop]np[`d_l`%
_klu6
b]e[oanran66
 $i]opan%+nalh+nkkp+onr
`aop9+onr
ik`a9311
n9ejb
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
 $i]opan[ap_%+ejap`*_kjb
`aop9+ap_+ejap`*_kjb
ik`a9311
ksjan9nkkp
cnkql9nkkp
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pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[ejap`
 $i]opan[ap_%+b]e+i]ga)b]e)jbonkkp*_kjb
`aop9+ap_+b]e+i]ga)b]e)jbonkkp*_kjb
ik`a9311
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
 $i]opan[ap_%+`d_l/+`d_l`*_kjb
`aop9+ap_+`d_l/+`d_l`*_kjb
ik`a9311
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $behaoanran%
aj_nulp9pnqa
`abeja9naop]np[`d_l`
`ena_pkneao6
b]e[oanran66
+onrik`a9311ksjan9nkkpcnkql9nkkpejbkni9b]hoa
odahh_kii]j`o6
`a^e]j*naop]np[ejap`66
+ap_+ejep*`+klaj^o`)ejap`naop]nppeiakqp9/,ejbkni9pnqa
`a^e]j*naop]np[`d_l`66
+ap_+ejep*`+`d_l/)oanrannaop]nppeiakqp9/,ejbkni9pnqa

We made sure to add the new p]ogo+]ll+b]e directory to the repository. We need to
create the b]e[oanran class, create a dkopcnkql file for it, and import it in the _b*dkopcnkql[
i]llejco file. Here’s a summary of the steps:
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1. Create the b]e[oanran class in LNK@+ejlqpo+_h]ooao+_b*i]ej[_h]ooao.
2. Create the hostgroup file at LNK@+ejlqpo+dkopcnkqlo+_b*b]e[oanran that imports the
_b*_klu[b]e[behao task. Add the file to the Subversion repository.
3. Set up the hostgroup import in the hostgroup mapping file LNK@+ejlqpo+
dkopcnkqlo+_b*dkopcnkql[i]llejco.
4. Commit the changes to your working copy, and update the production working
copy on the cfengine master.

Subversion Backups
The procedure to back up a Subversion repository is quite simple. We can use the
orj]`iej command with the dkp_klu argument to properly lock the repository and perform a file-based backup. Backing up this way is much better than performing a _l or
nouj_ copy of the repository files, which might result in a corrupted backup.
Use the command like this:
orj]`iejdkp_klu+l]pd+pk+nalkoepknu+l]pd+pk+^]_gql)nalkoepknu

The repository made by orj]`iejdkp_klu is fully functional; we are able to drop it in
place of our current repository should something go wrong. We can create periodic backups of our repository this way and copy the backups to another host on our network or
even to an external site.
Be aware that each time a hot copy is made, it will use up the same amount of disk
space as the original repository. Backup scripts that make multiple copies using orj]`iej
dkp_klu will need to be careful not to fill up the local disk with backups.
We’ll create a script at LNK@+nalh+]`iej)o_nelpo+orj)^]_gql with these contents
(explained section by section):
+^ej+od
Pdeoo_nelpeopaopa`kj@a^e]jHejqtkjhu*
L=PD9+o^ej6+qon+o^ej6+^ej6+qon+^ej6+klp+]`iej)o_nelpo
ORJ[NALKO9+r]n+orj+nalkoepknu+^ej]nu)oanran+r]n+orj+nalkoepknu+_bajceja
_]oa\dkopj]ia\ej
ap_dh]il&%
a_dkPdeoeopdadkopkjsde_dpk^]_gqlpdaOq^ranoekjnalk(_kjpejqejc*
77
&%
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a_dkPdeoeoJKPpdadkopkjsde_dpk^]_gqlpdaORJnalk(atepejc***
atep77
ao]_

Since we copied the script to all hosts on our network, we took steps to make sure
that it only runs on the proper host:
>=?GQL[>=OA[@EN9+r]n+^]_gqlo
HK?GBEHA9+nkkp+orj[^]_gql[hk_g
ni[hk_g[beha$%w
ni)b HK?GBEHA
y

We’ll be using file locking to prevent two invocations of this script from running at
once.
nkp]pa[^]_gqlo$%w
>=?GQL[@EN[J=IA9 eb_` >=?GQL[@EN[J=IA
pdaj
bknjqiej210/.`k
kja[ikna9\atln jqi'-\
ebW)`^]_gql* wjqiyY
pdaj
ebW)`^]_gql* wkja[iknayY
pdaj
ni)nb^]_gql* wkja[iknay""X
ir^]_gql* wjqiy^]_gql* wkja[iknay
ahoa
ir^]_gql* wjqiy^]_gql* wkja[iknay
be
be
`kja
ahoa
a_dk?]j#p_`pk >=?GQL[@EN[J=IA)atepejcjks
ni[hk_g[beha
atepbe
y
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We wrote a subroutine to manage our stored backup directories. It takes an argument
of a repository directory that needs to be backed up, and it moves any numbered backup
directories to a new backup directory with the number incremented by one. A backup
directory with the number 7 is removed, since we only save seven of them.
For example, the directory +r]n+^]_gqlo+^ej]nu)oanran+^]_gql*3+ is removed, and
the directory +r]n+^]_gqlo+^ej]nu)oanran+^]_gql*2+ is moved to the name +r]n+^]_g)
qlo+^ej]nu)oanran+^]_gql*3+. The subroutine then progresses backward numerically
from 5 to 1, moving each directory to another directory with the same name except the
number incremented by 1. When it is done, there is no directory named +r]n+^]_gqlo+
^ej]nu)oanran+^]_gql*-+, which is the directory name we’ll use for a new Subversion
backup:
`kj#parannqjpskkbpdaoa]pkj_a
hk_gbeha HK?GBEHAxxatepbknNALKej ORJ[NALKO
`k
ODKNPJ=IA9\^]oaj]ia NALK\
>=?GQL[@EN9 >=?GQL[>=OA[@EN+ ODKNPJ=IA
W)` >=?GQL[@ENYxxig`en)l >=?GQL[@EN
_` >=?GQL[@EN""nkp]pa[^]_gqlo >=?GQL[@EN
+qon+^ej+orj]`iejdkp_klu NALK >=?GQL[@EN+^]_gql*`kja

In this section, we perform these steps:
1. Retrieve just the short portion of the directory name using the ^]oaj]ia command
so that the variable ODKNPJ=IA contains the value ^ej]nu)oanran or _bajceja—the
two repository directory names.
2. We then make sure that the directory used for the backups exists and create it if
necessary.
3. Now that the directory is known to exist, we change directory to the proper backup
directory and use our subroutine that rotates the previous backup directories.
4. Then we use the orj]`iejdkp_klu command to create a new backup of the repository. This is done for each directory listed in the variable ORJ[NALKO.
ebsacapdanasepdkqpannkno(_ha]jql
ni[hk_g[beha
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Finally, we removed the lock file that is used to prevent two of these from running at
once. We ran the script eight times in a row to demonstrate the output, here it is:
dkopj]ia
ap_dh]il
ho)hpn+r]n+^]_gqlo+^ej]nu)oanran+
pkp]h.4
`nstn)tn)t3nkkpnkkp0,52.,,4),5),-./6/-^]_gql*3
`nstn)tn)t3nkkpnkkp0,52.,,4),5),-./6/-^]_gql*2
`nstn)tn)t3nkkpnkkp0,52.,,4),5),-./6/-^]_gql*1
`nstn)tn)t3nkkpnkkp0,52.,,4),5),-./6/-^]_gql*0
`nstn)tn)t3nkkpnkkp0,52.,,4),5),-./6/-^]_gql*/
`nstn)tn)t3nkkpnkkp0,52.,,4),5),-./6/-^]_gql*.
`nstn)tn)t3nkkpnkkp0,52.,,4),5),-./6/-^]_gql*ho)hpn+r]n+^]_gqlo+_bajceja+
pkp]h.4
`nstn)tn)t3nkkpnkkp0,52.,,4),5),-./6/-^]_gql*3
`nstn)tn)t3nkkpnkkp0,52.,,4),5),-./6/-^]_gql*2
`nstn)tn)t3nkkpnkkp0,52.,,4),5),-./6/-^]_gql*1
`nstn)tn)t3nkkpnkkp0,52.,,4),5),-./6/-^]_gql*0
`nstn)tn)t3nkkpnkkp0,52.,,4),5),-./6/-^]_gql*/
`nstn)tn)t3nkkpnkkp0,52.,,4),5),-./6/-^]_gql*.
`nstn)tn)t3nkkpnkkp0,52.,,4),5),-./6/-^]_gql*-

In order to use the hk_gbeha command (contained in the script), the package lnk_i]eh
needs to be installed. Add the string lnk_i]eh on a line by itself to your working copy of
LNK@+nalh+nkkp+onr+b]e+_kjbec+l]_g]ca[_kjbec+B=E>=OA, and check in the modification so
that all future hosts get the package installed. For now, just install the lnk_i]eh package
using ]lp)cap on the Subversion sever (the system etchlamp).
We’ll create a task to run the backup script once per day, in a file at the location
LNK@+ejlqpo+p]ogo+]ll+orj+_b*orj[^]_gqlo with these contents (be sure to add it into the
Subversion repository):
odahh_kii]j`o6
orj[oanran*`a^e]j*Dn,,*Iej,,[,166
+klp+]`iej)o_nelpo+orj)^]_gql
peiakqp92,,

We’re using cfengine to run the backups every day between midnight and five minutes after midnight. Remember that we set a five-minute Olh]uPeia, so _b]cajp will run
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at some time in the five minutes after midnight. We need to specify the range so that our
odahh_kii]j`o action will run. The absolute time class of Iej,, probably wouldn’t match,
but the range Iej,,[,1 definitely will.
Now, we need to add this line to LNK@+ejlqpo+dkopcnkqlo+_b*orj[oanran:
p]ogo+]ll+orj+_b*orj[^]_gqlo

Commit your changes to the repository, and update the production working copy.
Now, every night at midnight, a new backup will be created, and we’ll always have seven
day’s worth of backups on hand.

Copying the Subversion Backups to Another Host
We will copy the Subversion backup directories to another host on our local network
using cfengine, so we’ll be able to quickly restore our two Subversion repositories if the
Subversion server fails.
We’ll modify our site’s shared _boanr`*_kjb configuration file to grant access to the
backup directories on etchlamp from a designated backup host. We will use the cfengine
master as the backup host and always keep a complete backup of those directories.
We added these lines to LNK@+ejlqpo+_boanr`*_kjb in the ]`iep6 section:
ap_dh]il66
Cn]jp]__aoopkpdaOq^ranoekj^]_gqlopkpdackh`i]opandkop
+r]n+^]_gqlo+^ej]nu)oanran-5.*-24*-*.05
+r]n+^]_gqlo+_bajceja-5.*-24*-*.05

Then, we created a task to copy the directories, the file LNK@+ejlqpo+p]ogo+]ll+orj+
_b*_klu[orj[^]_gqlo with these contents (and we added the file to the repository, of
course):
_klu6
behaoanran*Dn,,*Iej.,[.166
+r]n+^]_gqlo+_bajceja
`aop9+r]n+^]_gqlo+orj^]_gqlo+_bajceja
ik`a9111
n9ejb
lqnca9b]hoa
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $orj[oanran%
aj_nulp9pnqa
pnqopgau9pnqa
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+r]n+^]_gqlo+^ej]nu)oanran
`aop9+r]n+^]_gqlo+orj^]_gqlo+^ej]nu)oanran
ik`a9111
n9ejb
lqnca9b]hoa
ksjan9nkkp
cnkql9nkkp
pula9_da_goqi
oanran9 $orj[oanran%
aj_nulp9pnqa
pnqopgau9pnqa
`ena_pkneao6
lkhe_udkop66
+r]n+^]_gqlo+orj^]_gqlo+_bajcejaik`a931,
ksjan9`]aikjcnkql9nkkpejbkni9b]hoa
+r]n+^]_gqlo+orj^]_gqlo+^ej]nu)oanranik`a931,
ksjan9`]aikjcnkql9nkkpejbkni9b]hoa

We then added this line to LNK@+ejlqpo+_kjpnkh+_b*_kjpnkh[_b]cajp[_kjb so that we
could abstract the hostname of the Subversion server with a variable:
orj[oanran9$ap_dh]il*_]ilej*jap%

Next, we added a comment to LNK@+ejlqpo+_h]ooao+_b*i]ej[_h]ooao so that this line:
orj[oanran9$ap_dh]il%

became this:
sa]hok`abejaorj[oanran]o]r]ne]^haejpdabeha
ejlqpo+_kjpnkh+_b*_kjpnkh[_b]cajp[_kjb)ql`]papd]pbeha
]osahhebukq_d]jcapdaorj[oanran_h]oo^ahks*
orj[oanran9$ap_dh]il%

We then needed a hostgroup file for the lkhe_udkop machine, so we created LNK@+
ejlqpo+dkopcnkqlo+_b*lkhe_udkop with these contents:
eilknp6
]ju66
p]ogo+]ll+orj+_b*_klu[orj[^]_gqlo
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And we added this line to LNK@+ejlqpo+dkopcnkqlo+_b*dkopcnkql[i]llejco:
lkhe_udkop66dkopcnkqlo+_b*lkhe_udkop

Commit your changes, and update the production LNK@ tree on the cfengine master.
The next day (after 12:25 a.m.), you should have fully functional Subversion backups
stored in the +r]n+^]_gqlo+orj^]_gqlo+ directory on your cfengine master.
We’ll leave the task of copying the backup directories to an offsite host as an exercise
for you.

Enhancement Is an Understatement
This chapter took our site from being at a high risk due to system failure to being a fully
version controlled and backed up environment.
Many sites that utilize cfengine or other automated management software don’t have
the ability to easily manage a testing environment such as the one demonstrated here.
We have a real advantage in the existence of our @AR cfengine branch, and we should use
it as much as possible to try out new configurations and applications.
Our backup measures are certainly minimal, but they’re effective. If we suffered total
system failure on any of our hosts, including the critical cfengine master, we can restore
the system to full functionality.

CHAPT ER

12

Improving System Security
E

arly in this book, we established that managing the contents and permission of files
is the core of UNIX/Linux system administration. UNIX/Linux security is also almost
entirely concerned with file contents and permissions. Even when configuring network
settings for security reasons, we’re usually configuring file contents. This means that, in
general, we’ll be performing very familiar operations when using cfengine to increase the
security of our UNIX and Linux hosts.
At various points in this book, we’ve taken security into account when configuring
our systems or when implementing some new functionality











 


 
easily change passwords and add and remove accounts across our site.







sion).











 






has the fewest features possible, which should decrease the likelihood of our site
being vulnerable to remote Apache exploits.



















cious users.










 






more of a disaster recovery measure, but modern data security is just as concerned with a disaster destroying information as it is about damage from
attackers.

 












 

























 



-










_bata_` log uploads were protected against mali-

In this chapter, we focus on security itself, but we don’t mean to give you the idea
that security is a separate duty from your normal ones. If treated as an afterthought, good
security is difficult to obtain and, in fact, becomes something of a burden if addressed
during the later phases of a project.
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working only on the hosts on our network, we’re addressing host-based
 

 
 



 
stated. Many sites implement network security through the use of firewalls and put very


 
  
 


 

 
naively hopes) that no threats exist on the internal network. Most firewalls by their very
nature allow particular traffic through to hosts on the internal network. This traffic could

 
 





 
  
ing off point to attack other hosts.

 remember that internal users are a major risk. Even if the users themselves aren’t malicious, their credentials or their computer systems can be compromised

 
 
 

  
 



methods. No modern network should have a crunchy exterior and a chewy interior—
meaning perimeter network protection without internal protection mechanisms.


  



 
 







 





 



firewalls, and frequently applying system patches and updated packages will address the
vast majority of local and remote vulnerabilities.

Note As you might guess, we can’t provide a comprehensive security guide in just one chapter. What
we can do, however, is recommend the book Practical UNIX & Internet Security by Simson Garfinkel, Alan
Schwartz, and Gene Spafford (O’Reilly Media Inc., 2003).

Security Enhancement with cfengine
Cfengine



 


 

 

configure systems in a consistent manner. The cfengine configuration is general enough
that you can quickly apply your changes to other hosts in the same or different classes,
even to systems that haven’t been installed yet. This means that if you correct a security
problem on your Linux systems through cfengine, and then later install a new Linux sys 


 

 
 








 

 
following sections. Just be aware that this is far from a comprehensive list. Your own systems will almost certainly have more areas where you can use cfengine to enhance their



 






 


 


 

  


 

security book will tell you what to configure, and cfengine can do the actual configuration
for you.
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As always, we do all of our system administration in our example infrastructure using
cfengine, so this final chapter doesn’t look all that different from the earlier ones. The difference here is that we’re not focusing much on the cfengine configuration but more on
the security gains from the changes we make.

Removing the SUID Bit
One of the most common ways for a malicious user to gain privileged access is via flaws




 
 




 

to be executed with the privileges of the file’s owner, not those of the user executing the
program. It is a UNIX mechanism that allows nonprivileged users to perform tasks that








 

error or flaw in such a program is often disastrous to local security. The two ways to
avoid becoming a victim of such a flaw are to keep your system up to date with security
and bug fixes and to limit the number of setuid binaries on your system that are owned
by the root user.




 
 




 
 tems, which will allow us to make educated decisions about what to exclude from a







following bej` command will work on all
systems at our example site, should be run as nkkp, and allows us to view the list and
determine what to allow:
bej`+)bopulajbo)lnqja)k)qoannkkp)lani),0,,,)hoxpaa+r]n+pil+oqe`*heop

This bej`













 






 
 


paa
command to save the output into a file for later investigation, while still displaying the
output to the screen.




 




 
 



 
  

  
 
 
 

  


 

 


Linux distribution.






   




75 total entries.
 



 
 
 
 





 

  

 
  
  




  





 
 
  



 


we created a task at LNK@+ejlqpo+p]ogo+ko+_b*oqe`[naikr]h with these contents:
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behao6
`a^e]j*Dn,/*Iej0,[0166
+
behpan9nkkpksja`behao
ik`a9)0,,,jkOQE@bknnkkpksja`behao
na_qnoa9ejb
]_pekj9bet]hh
ejbkni9pnqa
ecjkna9+qon+^ej+l]oos`
ecjkna9+qon+^ej+pn]_ankqpa*h^h
ecjkna9+qon+lgc+j]ceko)lhqcejo)-*0*-.+he^ata_+_da_g[e_il
ecjkna9+qon+lgc+j]ceko)lhqcejo)-*0*-.+he^ata_+_da_g[`d_l
ecjkna9+qon+he^+lp[_dksj
ecjkna9+o^ej+qjet[_dgls`
ecjkna9+^ej+lejc
ecjkna9+^ej+oq
ouohkc9kj
t`ar9kj
na`d]p*Dn,/*Iej0,[0166
+
behpan9nkkpksja`behao
ik`a9)0,,,jkOQE@bknnkkpksja`behao
na_qnoa9ejb
]_pekj9bet]hh
ejbkni9pnqa
ecjkna9+qon+lgc+j]ceko)lhqcejo)-*0*-.+he^ata_+_da_g[`d_l
ecjkna9+qon+lgc+j]ceko)lhqcejo)-*0*-.+he^ata_+_da_g[e_il
ecjkna9+qon+^ej+oq`k
ecjkna9+qon+^ej+_nkjp]^
ecjkna9+qon+^ej+]p
ecjkna9+qon+^ej+oq`ka`ep
ecjkna9+qon+o^ej+__na`o[r]he`]pa
ecjkna9+^ej+lejc
ecjkna9+^ej+oq
ecjkna9+o^ej+qjet[_dgls`
ecjkna9+o^ej+l]i[peiaop]il[_da_g
ouohkc9kj
t`ar9kj
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$okh]neoxokh]neot42%*Dn,/*Iej0,[0166
+
behpan9nkkpksja`behao
ik`a9q)ojkOQE@
na_qnoa9ejb
]_pekj9bet]hh
ejbkni9pnqa
ecjkna9+lnk_
ecjkna9+klp+_os+^ej+oq`k*iejei]h
ecjkna9+klp+_os+^ej+oq`k
ecjkna9+klp+_os+^ej+oq`ka`ep
ecjkna9+qon+^ej+]p
ecjkna9+qon+^ej+]pm
ecjkna9+qon+^ej+]pni
ecjkna9+qon+^ej+_nkjp]^
ecjkna9+qon+^ej+oq
ecjkna9+qon+he^+lp[_dik`
ecjkna9+qon+he^+qpil[ql`]pa
ecjkna9+qon+o^ej+pn]_ankqpa
ecjkna9+qon+o^ej+lejc
ecjkna9+qon+lgc+j]ceko)lhqcejo)-*0*-.+he^ata_+_da_g[`d_l
ecjkna9+qon+lgc+j]ceko)lhqcejo)-*0*-.+he^ata_+_da_g[e_il
ecjkna9+qon+lgc+j]ceko)lhqcejo)-*0*-.+he^ata_+lop/
ouohkc9kj
t`ar9kj

set t`ar9kj 





 


we imaged all of our systems with a single root filesystem, so this keeps us from crawling



  
   
 

 

because the root user is mapped to the jk^k`u



 jk[nkkp[omq]od
 
  


 


  

 


 nkkpksja`behao filter from the file LNK@+ejlqpo+behpano+_b*nkkp[ksja`,
which is imported from _b]cajp*_kjb. The file has these contents:
behpano6
wnkkpksja`behao
Ksjan6nkkp
Naoqhp6Ksjan
y
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particular attributes in order to successfully match. The preceding filter is a very simple
file one that matches when a file is owned by root. In conjunction with these lines from



_b*oqe`[naikr]h
ik`a9q)ojkOQE@
na_qnoa9ejb
]_pekj9bet]hh

 

 
 
 
 
 



recurse directories, and that the action to take is to fix the files. The final setting is to
ignore the files that we don’t want changed, using the ecjkna9 lines.
To activate this task, we added this line to LNK@+ejlqpo+dkopcnkqlo+_b*]ju:



p]ogo+ko+_b*oqe`[naikr]h

Be careful to test out these changes on just one host of each platform. As a temporary measure, you can override the hostgroups mechanism with lines like these in LNK@+
ejlqpo+dkopcnkqlo+_b*]ju:
]qnkn]xndh]ilxhkcdkop-66
p]ogo+ko+_b*oqe`[naikr]h
]ju66

Just be sure to set the ]ju66 class again at the end, since any entries added below
later on will apply only to the three hosts specified. It will help avoid issues if another
task needs to be imported to all hosts but is erroneously only imported for the three hosts

 

 
 


 




it circumvents our dkopcnkqlo

 


time that you specify hostnames as classes directly in any sort of actions, even imports,

 
 







aids maintainability in the long term. Ideally, hostnames should only show up in class
definitions.


 
 

  
 




 

 



 


 

this a feature, not a bug. No new programs will last more than a day with the setuid bit set
on our systems.
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Protecting System Accounts
system accounts are commonly used for brute force login attempts to systems.
Every day, lists of common system accounts along with common passwords are used to


 






 

















 










 
valid shell:





 

























 


 
c]jche] user) to not have a



c]jche]6t6-,26-,56C]jche]Ikjepkn6+r]n+he^+c]jche]6+^ej+b]hoa


 

tion of the root account.





















-

Note In the past, we’ve observed problems with daemons that utilized oqÌ=??KQJP in start-up scripts.
If a daemon or script tries to execute a login shell this way, it won’t function in our environment. Such startup scripts don’t require us to give the account a working shell, we can simply modify the script to use the )o
+^ej+od option to oq in order to make them work.









 
 
+ap_+l]oos` files in our envi 
 
 

@AR repository and test on


 

 

 
 



changes. Once tested, merge the changed l]oos` files back to the LNK@ branch, and per 


  


 



 

 
 
 +^ej+b]hoa, remove any
accounts that aren’t needed at your site. This may take some trial and error and should
also be tested in a nonproduction environment before the changes are used in the LNK@
branch.
Next, edit the shadow files for all your site’s platforms. Make sure that each account’s
encrypted password entry has an invalid string:


j]ceko66-0--16,65555563666
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 ) character in the encrypted password field of the j]ceko user account is
an invalid string, locking the account. You can validate this with the )O argument to the
l]oos` command on Linux:
oq`kl]oos`)Oj]ceko
j]cekoH,4+.0+.,,4,555553)-

The H in the output shows that the account is locked. This is the desired state for all



 

 
 
 )o argument is
used:
oq`kl]oos`)oj]ceko
j]cekoLO,4+.0+,4,555553

The LO field denotes either “passworded” or “locked,” but we know our j]ceko

 



l]oos` command expects a particular string
 

 
   
  


&HG&.


 


 







 
l]oos` command doesn’t understand it.

Applying Patches and Vendor Updates


Both






















odahh_kii]j`o




Enterprise systems fully patched and up to date:























 



 




 Red Hat: +qon+^ej+uqiqlcn]`a



 Debian: +qon+^ej+]lp)capql`]pa""+qon+^ej+]lp)capqlcn]`a
 




 
















  

 
 
 






  

 






 







to our satisfaction or required major infrastructure changes to accommodate the suite



 
 
 
 
 

 

the patch cluster output before attempting a system reboot, as serious problems have
resulted that don’t allow a proper reboot without prior repair.
  

 


 
 



cedure,
 



 
  

  


 
 


 


 
 
 

 


 
 

 
 
restored.
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This approach requires some planning at initial installation time, since unused space
needs to be left on the drives. The system’s swap slice can be used, but this method isn’t
ideal, since the system is deprived of swap space and the swap slice often isn’t large
 
 


At the time of this writing, we recommend Live Upgrade and look forward to developing a proper automated mechanism for the third edition of this book.

Shutting Down Unneeded Daemons
that accept network connections are like a door into your systems. Those doors
might be locked, but most doors—like many network-enabled daemons—can be forced
open. If you don’t need the program, it should be shut down to reduce the overall exposure of your systems to network-based intrusion.
In this section, we will develop a task that shuts down a single service on each of the
platforms in our example infrastructure to give you an example of how to do it on your



 

 







 

 

 




task in such a way that if the programs aren’t enabled, cfengine will do nothing.

 task at LNK@+ejlqpo+p]ogo+ko+_b*gehh[qjs]jpa`[oanre_ao with these
contents:
_kjpnkh6
]ju66
=``Ejop]hh]^ha9$`eo]^ha[tbo%
lnk_aooao6
okh]neot42xokh]neo66
`phkcejoecj]h9gehh
na`d]p66
tbo]_pekj9s]nji]p_dao98-`abeja9`eo]^ha[tbo
odahh_kii]j`o6
na`d]p*`eo]^ha[tbo66
+o^ej+oanre_atboopklpeiakqp92,ejbkni9pnqa
+o^ej+_dg_kjbectbokbbpeiakqp92,ejbkni9pnqa
`eo]^ha6
okh]neot42xokh]neo66
+ap_+n_.*`+O55`phkcej

361

362

 IM P R OVING S YS TEM S EC U R ITY

C HAPTER 12




 






   

 
`phkcej daemon handles graphical logins, which we don’t need on our server
 

 tbo daemon is the X font server, also not needed on our server
systems.
 



 


 








  


 
rience gained so far in this book, you shouldn’t have a trouble working out how to shut


 
 
 

 
`phkcej daemon is shut
down, via a process kill along with a disable of the start-up script.

 _b*gehh[qjs]jpa`[oanre_ao task to the _b*]ju hostgroup, checked in our
changes, and updated the LNK@ tree on the cfengine master.

Removing Unsafe Files


 
 


 

 





 

 

 
*_b)`eo]^ha` extension and their permissions are set to ,0,,. In our example environ 
 


 skng`en+^]_gqlo), so the files are moved there
for long-term storage.
  
You






 

`eo]^ha6
]ju66
+nkkp+*ndkopoejbkni9pnqa
+ap_+dkopo*amqerejbkni9pnqa
OqjKO+JO@=LNkkpgep
+qon+he^+rkh`+jo`]l+*gepejbkni9pnqa
+qon+he^+rkh`+jo`]l+`abejaoejbkni9pnqa
+qon+he^+rkh`+jo`]l+l]p_danejbkni9pnqa

This disables the files +nkkp+*ndkopo and +ap_+dkopo*amqer  

]ju)



 

 

 




that result from the installation of an old rootkit. Rootkits are ready-to-run code made
available on the Internet for attackers to maintain control of compromised hosts.
The ejbkni9pnqa entries will result in _b]cajp sending a message to standard output if
and when it disables the files. This message will show up in _bata_` e-mails, as well as in
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Oal./,-61.6,0]qnkn]_bajceja6]qnkn]W-,13/Y6WE@3,.5--`]aikj*jkpe_aY
@eo]^hejc+naj]iejcbeha+ap_+dkopo*amqerpk+ap_+dkopo*amqer*_b`eo]^ha`
$laj`ejcnalkoepknuikra%
Oal./,-61.6,0]qnkn]_bajceja6]qnkn]W-,13/Y6WE@3,.5--`]aikj*jkpe_aYIkra`
+ap_+dkopo*amqer*_b`eo]^ha`pknalkoepknuhk_]pekj
+r]n+_bajceja+^]_gqlo+[ap_[dkopo*amqer*_b`eo]^ha`

Note Removing the example rootkit files with cfengine’s `eo]^ha action doesn’t remove a rootkit from
your system. Look into rootkit detection programs such as chkrootkit. If you confirm that a rootkit is installed
on one of your systems, remove the system from the network, retrieve any important data, and reimage the
host. The follow-on actions are to confirm that your data isn’t compromised, that the attacker isn’t on any of
your other systems, and that your system is secured after reimaging (preferably during reimaging) so that the
attacker doesn’t get back in again.

File Checksum Monitoring
You can also use cfengine to monitor binary files on your system. Like any other file, the
  
 
 




 



particularly those of the setuid root variety, this feature can be very useful. You can also

 






  
 

  

  
behao6
+^ej+ikqjpik`a90111ksjan9nkkpcnkql9nkkp]_pekj9bet]hh_da_goqi9i`1

On many systems, the +^ej+ikqjp program has the setuid bit set and is owned by the
nkkp user. This allows normal users to mount specific drives without superuser privileges. The parameters given in this example tell cfengine to check the permissions on this

 

 


 
 
  
If the checksum does change, you will be notified every time _b]cajp runs. This notification will continue until you execute _b]cajp with the following setting in the _kjpnkh
section:
_kjpnkh6
?da_goqiQl`]pao9$kj%

This setting will cause all stored file checksums to be updated to their current values.
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Using the Lightweight Directory Access Protocol
The






 
 


repository for a variety of system and application uses. Although just about any infor
 
  

 


 
 









 
 


ber, office location, and any other information you may need.

 



 








 




 
following:





  



 

 

 

logins across one or many systems. If the lockout settings are local to each system,
an attacker can attempt guesses against all systems at your site before the account
is totally locked out.






 







logins, which allows the administrator to enable a single sign-on infrastructure.







 


directory.




























 


 







 









 
 






















 




web server, for example, can use this information when it is authenticating users who are
 


  


 

 
 


 







 




  

  +ap_+l]oos`), since most modern UNIX systems support









 

 



 ents, take a
 
 dppl6++sss*klajh`]l*knc+  
 

 
well as client libraries and compiles on a wide variety of systems. A second, newer alternative is



 dppl6++`ena_pknu*ba`kn]lnkfa_p*knc+  

 
 
  

 












  

  
 

 

tion. It takes a bit of work to set up, and you have to make sure your systems can take
advantage of it, but it is worth it when you have a lot of account information to manage.


 


 look at LDAP System Administration 
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Security with Kerberos
is an authentication system designed to be used between trusted hosts on an



 

 
 







 

  


security system and basic information can be found at dppl6++sa^*iep*a`q+gan^anko+sss+.
  


 
 

 
 
same accounts across multiple systems. Unlike many other options, the users’ passwords



 




 


 
 

 




  

    


 
 
 


It isn’t the hardest thing in the world to do, but it will require a fairly serious time invest


 
 


dppl6++sa^*iep*a`q+
gan^anko+sss+.
You will also need to make sure any programs that require user authentication on

 
 








 


  

 
 



most of the applications that came with your systems and require authentication can also











 

 


 
  
 





several unique software packages. It is not uncommon for each user to have a sepa
 





 




 






 


   











  

 

 

 

accounts and a decent number of systems. In fact, if you have a large enough number
of systems, it can be worth the effort regardless of the number of accounts you use.

 



 







be used from such a wide variety of software, it is something you should consider using
in almost any environment.

Implementing Host-Based Firewalls






 





 

 



 



  
  

 
or near the links that connect to other networks or to the Internet, is common practice. In
recent years, it has become increasingly common for individual computers to run firewall
software.
Even if a host isn’t running any unneeded network daemons, a local firewall can help
in several ways:
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block it. The practice of running several, redundant security systems at once is
called defense in depth and is a wise way to handle security.



 






 
where there is no network-based firewall between the hosts.
















 


   work in order for the base system to work properly. There may be no need for the
daemon to accept connections from remote hosts, so protecting the program with
a firewall is the only remaining option for protecting this service from the network.
This problem is less prevalent with base UNIX installs these days, but this issue
might still come up with third-party software.



 

  


 

filtering software. True to their name, packet filters use attributes of an incoming packet
 
 


 




that proxies connections and only allows permitted application protocol
 
 

 


 

 do recommend
that you evaluate the use of proxy software for both inbound and outbound traffic at your
site, where appropriate.



 


 

 







   


 


  

 
description.

Using TCP Wrappers
You will always want some network services to remain active. If any of these services are
executed by ejap` 


  



  

ally named p_l` or ej*p_l`) that can be executed by ejap`. It performs some checks on the
network connection, applies any access control rules, and ultimately launches the necessary program.
  
 







 
default.

 


 

  

+qon+
o^ej+p_l` 

 




  




enabled would have a +ap_+ejap`*_kjb




 



format may vary):
bplopna]ip_ljks]epnkkp+qon+o^ej+ej*bpl`ej*bpl`
pahjapopna]ip_ljks]epnkkp+qon+o^ej+ej*pahjap`ej*pahjap`
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p_l` program

bplopna]ip_ljks]epnkkp+qon+o^ej+p_l`ej*bpl`
pahjapopna]ip_ljks]epnkkp+qon+o^ej+p_l`ej*pahjap`

You can do this using the a`epbehao section:
a`epbehao6
w+ap_+ejap`*_kjb
Nalh]_a=hh+qon+o^ej+ej*bpl`Sepd+qon+o^ej+p_l`
Nalh]_a=hh+qon+o^ej+ej*pahjap`Sepd+qon+o^ej+p_l`
@abeja?h]ooaoik`ebea`[ejap`
y









 



















services.

Note We don’t recommend using Telnet for remote system access; this is for demonstration purposes
only.



 



DQL signal to ejap`:

lnk_aooao6
ik`ebea`[ejap`66
ejap`oecj]h9dql





 
  

 vices. You can gain additional benefits by restricting access to these services using +ap_+
dkopo*]hhks and +ap_+dkopo*`aju. A properly configured corporate firewall, a system-level
 
 
  







trol enabled provide three tiers of protection for your network services. Using all three
may seem like overkill, but when you can do all of this automatically, there really is little
reason not to be overly cautious. Any one of these security devices could fail or be misconfigured, but probably not all three.

Using Host-Based Packet Filtering
As



  
 
 
 
  
comes into a system’s network interface, based on filtering rules. All three of our example
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operating systems at our site install packet-filtering software with the base system. On






 

 

 
 

 
In this section, we’ll provide a quick introduction to iptables and demonstrate
 

 






 
   

to configure a firewall policy that’s appropriate for your site.




 


 dppl6++_kki^o*]jq*a`q*]q+
z]r]hkj+
 


at dppl6++`k_o*oqj*_ki+]ll+`k_o+`k_+4-2)0110+
aqlom;]9reas.

Iptables on Debian
Iptables is the packet filtering framework used by the Linux kernel since major version
2.4. It consists of kernel code and user-space tools to set up, maintain, and inspect the

  











also contain user-defined chains.
A chain is simply a list of iptables rules with patterns to match particular packets.


 



  
 


 

the packet). A target can also be a jump to a user-defined chain in the same table.




 




 
 
 


 

 
  

  







 
 

 


  



 

 
already configured and automated on our network, we’ll focus on setting up packet fil 


 

 

loghost1. This host is
ideal because of its security-related duties.

   
 



1.

 



2. Create iptables rules that implement our policy.
3. Copy the file to loghost1 using cfengine.
4. Configure the system to start the firewall rules before the network interfaces are
brought up.
5. Restart a network interface or reboot the host, and verify our firewall settings.

 



 
 
 
 
incoming network connections only for these daemons and disallow the rest:
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_boanr` daemon)

The daemons and processes on the local system that connect to services on remote
hosts will be allowed by our policy, as well as any return traffic for those connections. Any
incoming traffic to services other than those listed previously will be blocked.
The rules defined by iptables are enabled by the elp]^hao command line utility. Rules
apply to traffic as it comes into an interface, as it leaves an interface, or as it is forwarded
between interfaces.
An iptables rule set that implements our log host policy follows. The rules are evaluated in order, and packets that fail to match any explicit rules will have the default policy
applied.
+^ej+od
i]gaoqnasaqoapdanecdpelp]^hao_kii]j`
L=PD9+o^ej6 L=PD
lkhe_eao$lkhe_u_]j^aaepdan=??ALPkn@NKL%
^hk_gej_kiejcpn]bbe_^u`ab]qhp
elp]^hao)LEJLQP@AJU
`kj#pbkns]n`]jupn]bbe_
elp]^hao)LBKNS=N@@AJU
sa]hhks]hhkqp^kqj`pn]bbe_
elp]^hao)LKQPLQP=??ALP
bhqodkh`nqhaookpd]psaop]npsepd]^h]jgoh]pa
elp]^hao)B
bhqodpdaj]pp]^haokpd]psaop]npsepd]^h]jgoh]pa
elp]^hao)B)pj]p
`ahapa]juqoan)`abeja`_d]ejo(]c]ej(^h]jgoh]pa6%
elp]^hao)T
]hhks]hhhkkl^]_gejpanb]_apn]bbe_
elp]^hao)EEJLQP)ehk)f=??ALP
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=P?L_kjja_pekjeoejepe]pa`sepdpdaOUJbh]c*
]hhksjasOOD_kjja_pekjo*
elp]^hao)=EJLQP)eapd,)lP?L))`lknp..))ouj)f=??ALP
]hhksjas_bajceja_kjja_pekjo
elp]^hao)=EJLQP)eapd,)lP?L))`lknp1/,4))ouj)f=??ALP
]hhksjasJNLA_kjja_pekjo
elp]^hao)=EJLQP)eapd,)lP?L))`lknp1222))ouj)f=??ALP
]hhksjasouohkc)jckranP?L_kjja_pekjo
elp]^hao)=EJLQP)eapd,)lP?L))`lknp1-0,,))ouj)f=??ALP
]hhksouohkc(Q@Llknp1-0*Q@Lh]_goop]paok]hhks]hh*
elp]^hao)=EJLQP)eapd,)lQ@L))`lknp1-0)f=??ALP
`nklejr]he`l]_gapo$jkp]ook_e]pa`sepd]ju_kjja_pekj%
]j`]jujas_kjja_pekjo
elp]^hao)=EJLQP)iop]pa))op]paJAS(EJR=HE@)f@NKL
op]pabqhbehpan(]hhks]hhpn]bbe_pklnarekqohu]hhksa`_kjja_pekjo
elp]^hao)=EJLQP)iop]pa))op]paAOP=>HEODA@(NAH=PA@)f=??ALP
jkbej]hnqha(okpda`ab]qhplkhe_eao]llhu

Note that this is a shell script. It is possible to save currently active iptables rules
using the elp]^hao)o]ra command, by redirecting the command’s output to a file and
loading the rules via the elp]^hao)naopkna
 



 

script because this setup is easy for you use and experiment with on your own.



 
 
+ap_+japskng+eb)lna)ql*`+ on loghost1 and

 



 

 
before the network
interfaces are brought up. Linux allows firewall rules to be defined for interfaces that
don’t exist, so with this configuration we never bring up interfaces without packet filtering rules.
Note that we didn’t go into the details of how we copied the file using cfengine. By
this point in the book, we think that you are probably an expert at copying files using
cfengine and don’t need yet another example.
Once the iptables script was copied in place, we rebooted the host loghost1 
 
came back up, we ran this command as root to inspect the current iptables rule set:
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elp]^hao)H)j)r
?d]ejEJLQP$lkhe_u@NKL,l]_gapo(,^upao%
lgpo^upaop]ncaplnkpklpejkqpokqn_a`aopej]pekj
---,40=??ALPq`l))apd,&,*,*,*,+,,*,*,*,+,q`l`lp61-0
1/,,=??ALPp_l))apd,&,*,*,*,+,,*,*,*,+,p_l`lp61-0,,bh]co6,t-3+,t,.
,,=??ALPp_l))apd,&,*,*,*,+,,*,*,*,+,p_l`lp61222bh]co6,t-3+,t,.
,,=??ALPp_l))apd,&,*,*,*,+,,*,*,*,+,p_l`lp61/,4bh]co6,t-3+,t,.
/-4,=??ALPp_l))apd,&,*,*,*,+,,*,*,*,+,p_l`lp6..bh]co6,t-3+,t,.
/.4233.,=??ALP,))hk&,*,*,*,+,,*,*,*,+,
32435/@NKL,))&&,*,*,*,+,,*,*,*,+,op]paEJR=HE@(JAS
-,//-13G=??ALP,))&&,*,*,*,+,,*,*,*,+,op]paNAH=PA@(AOP=>HEODA@
?d]ejBKNS=N@$lkhe_u@NKL,l]_gapo(,^upao%
lgpo^upaop]ncaplnkpklpejkqpokqn_a`aopej]pekj
?d]ejKQPLQP$lkhe_u=??ALP-3-.l]_gapo(.-2G^upao%
lgpo^upaop]ncaplnkpklpejkqpokqn_a`aopej]pekj



elp]^hao
 
   
  

 


   

  





 

making it harder to read, but the active rule set matches our policy. The host loghost1 will
not allow any inbound network traffic except that required for administration, monitoring, and the one network service it offers to the network: syslog.


 

 


at dppl6++sss*
japbehpan*knc+.

Enabling Sudo at Our Example Site
discussed oq`k
 
 
 



 
  

 
 

oq`k at our example site.
The oq`kano file installed by the oq`k
 


 
  

grouped into related tasks, which can be easily delegated to users with particular roles.
You might find it to be a good starting point for the global oq`kano file at your site.

 


oq`kano file for a new file at the location LNK@+nalh+nkkp+
ap_+oq`kano+oq`kano
 
  






this line:
!nkkp=HH9$=HH%=HH
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To have a good audit trail, we want administrators to execute commands that require
root privileges with single oq`k command like this:
oq`k_dik`3,,+nkkp

This way, root commands are logged via syslog by the oq`k command, so our log host
gets the logs, and the regular logcheck reports will include all commands run as root.
There is a problem, though. Nothing stops our administrators from running a command that gives them a root shell:
oq`k+^ej+od

 
 
 
oq`k



 



inside the shell. This is a blind spot in our audit trail, and the way to avoid this is to not
give unlimited oq`k command access to administrators. Instead, you should build on


  

oq`kano file to provide only the needed set of com 



 



 


oq`kano file that delegate
  



 

purposes):
Qoan=he]oao
Pdaoa]naj#pkbpajja_aoo]nu(]oukq_]jqoanacqh]ncnkqlo
$ea(bnkibehao(H@=L(JEO(ap_%ejpdeobeha)fqopqoa!cnkqlj]ia
n]pdanpd]jQOAN=HE=O
Qoan[=he]o=@IEJO9j]pa(geng
?kii]j`=he]oao
Pdaoa]nacnkqlokbnah]pa`_kii]j`o***
Japskngejc
?ij`[=he]oJAPSKNGEJC9+o^ej+nkqpa(+o^ej+eb_kjbec(+^ej+lejc(+o^ej+`d_heajp(
+qon+^ej+jap(+o^ej+elp]^hao(+qon+^ej+nb_kii(+qon+^ej+sr`e]h(+o^ej+es_kjbec(
+o^ej+iee)pkkh
Ejop]hh]pekj]j`i]j]caiajpkbokbps]na
?ij`[=he]oOKBPS=NA9+^ej+nli(+qon+^ej+ql.`]pa(+qon+^ej+uqi
Jatp_kiaopdai]ejl]np6sde_dqoano_]jnqjsd]pokbps]nakj
sde_di]_dejao$pdaoq`kanobeha_]j^aod]na`^apsaajiqhpelha
ouopaio%*
Oujp]t6
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qoanI=?DEJA9?KII=J@O

Pda?KII=J@Ooa_pekji]ud]rakpdanklpekjo]``a`pkep*
=hhksoiai^anokbpda#ouo#cnkqlpknqjjapskngejc
!ouo=HH9JAPSKNGEJC
=hhksopda=@IEJOqoan]he]opknqjokbps]na_kii]j`o
=@IEJO=HH9OKBPS=NA

The


 OKBPS=NA and JAPSKNGEJC) are perfect examples of using
roles to delegate privileges. If a user or administrator needs access to only commands to
modify network settings or to install software, the preceding command aliases allow this.
The delegation of JAPSKNGEJC to a group of users is done via traditional UNIX group membership in this example, and the delegation of OKBPS=NA privileges is done via a list of users
in the oq`kano file itself.

Note Always check to make sure the commands you enable, especially the ones that grant root privileges, don’t have shell escapes. Shell escapes are features that allow shell commands to be executed. Any
such commands will run with root privileges and completely circumvent the access limitations that we’re
using oq`k for in the first place.

To copy our new oq`kano file to the hosts in our example environment, we added a
task to LNK@+ejlqpo+p]ogo+]ll+oq`k+_b*_klu[oq`kano with these contents:
_kjpnkh6
]ju66
=hhksNa`abejepekjKb9$oq`kano[`aopej]pekj%
oq`kano[`aopej]pekj9$+ap_+oq`kano%
okh]neoxokh]neot4266
oq`kano[`aopej]pekj9$+klp+_os+ap_+oq`kano%
_klu6
]ju66
 $i]opan[ap_%+oq`kano+oq`kano
`aop9 $oq`kano[`aopej]pekj%
ik`a900,
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ksjan9nkkp
cnkql9nkkp
oanran9 $behaoanran%
pula9_da_goqi
aj_nulp9pnqa
ejbkni9pnqa

imported the task in LNK@+ejlqpo+dkopcnkqlo+_b*]ju, committed our change to


 
  
LNK@ tree on the cfengine master.


 

  
 oq`k
  


To get oq`k
   


 
 
oq`k to LNK@+nalh+
nkkp+onr+b]e+_kjbec+l]_g]ca[_kjbec+B=E>=OA 






installs oq`k 
 




  
 





oq`k 


 


 

  
Be sure to add ecjkna9+qon+^ej+oq`k  

  LNK@+ejlqpo+p]ogo+
ko+_b*oqe`[naikr]h task so that oq`k actually works for more than one day!

Security Is a Journey, Not a Destination

  

 

 

 




to where we feel that we have decreased the risk of successful penetration to a low level.

 
  






 


all administrative activities at our site.



 
 

 
 

 
our systems to the network, as well as to local threats. Even if an attacker gained access to
 


 


 

 

ries owned by root can be used for privilege escalation, and local software should be up to
date and therefore free of publicly known vulnerabilities.


  

 



 









 



  
 


 
 



such as workstation and internal server networks. These measures help prevent exposure
in the event that a remote attacker gains access to systems that have to be exposed to hostile networks themselves.
The final weak spot that we didn’t cover is that of any internally developed software

 



 

   
 

  
 









vendor and open source software, but only source code audits by trusted third parties
and good coding practices can protect internally developed software. If you support such
software, be sure to take extra steps to firewall the hosts running the software from the
rest of the hosts on your network.

APPE NDIX

A

Introducing the Basic Tools
B

ecause this book is written for an experienced administrator, we have made a good
number of assumptions about your knowledge and previous experience. In an effort to
provide a helping hand to some of you without boring others, we are providing a basic
introduction to several of the tools we have used throughout this book in this appendix.
This appendix only provides an introduction and usage examples for the basic tools
and technologies used throughout the main text. Many other tools are described in detail
as they are introduced in the chapters, and thus they won’t be discussed here. In addition, tools like cfengine are covered in numerous chapters as appropriate.
In this appendix, we provide enough information so that if you are unfamiliar with
the topic, you should still be able to understand the examples within this book. Hopefully, this appendix will also give you enough information to start exploring the tools on
your own. If you are not ready to do that, just refer to the additional resources we provide
in most sections.
Throughout this book, we have not attempted to cover every existing utility for
each task. We generally pick the most popular tool from each category. If a couple of the
options are different in scope or power, we try to cover both of them. The same is true for
this appendix: we talk about the most popular choice and try to mention other tools that
you could also use.
For each section in this appendix, we recommend reading the first few paragraphs
to get a feel for how that tool or technology is used in this book. At that point, if you are
already familiar with the topic being covered, you can skip to the next section.

The Bash Shell
The Bourne-Again Shell (Bash) seems to be the most common command interpreter in
use today. Many people use it for their interactive sessions as well as for creating shell
scripts.
We highly recommend that you basically understand shell scripting in at least one
shell before you read this book. If you are fairly good with another shell, you should do
fine with the Bash examples. If you have no experience with shell scripting, we would recommend that you become familiar with the Bash shell before you continue. This section
375
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provides a basic introduction to Bash and mentions some resources for further reference.
Of course, nothing is better than using the shell and experimenting with scripts yourself.

Compatibility Issues with Bash
Bash executes scripts written for the original Bourne Shell (od) in addition to native Bash
scripts. In fact, on some systems, od is actually a symbolic link to Bash. When run through
this symbolic link, Bash executes in a compatibility mode so that it operates similarly to
the original sh.
Of course, Bash has quite a number of features not available in the traditional Bourne
Shell. If you use any of these additional features, your script will no longer be compatible
with the original Bourne Shell. Even so, most of the Bash scripts used throughout this
book will work fine with the older Bourne Shell with few if any modifications.
If your environment contains systems that have only the Bourne Shell installed, you
need to keep that in mind when you write your own shell scripts. In most cases, however,
it is worth the effort to install Bash (or the shell of your choice) on every machine you are
administering. You will almost certainly need a method of installing software on all of
your systems, so installing a consistent shell across your systems is a good place to start.

Caution Some systems, such as Solaris, always use +^ej+od when executing system initialization
scripts. Since replacing +^ej+od with Bash is not really a good idea, you probably want to write these types
of script in od format so that they will operate on any system.

Creating Simple Bash Shell Scripts
You will primarily use the Bash shell as a command interpreter. Many people choose this
shell for their command-line interpreter because of features like command history, tabcompletion, and user-defined functions. In this book, however, we focus on its scripting
abilities.
In their simplest form, shell scripts are simply text files with a sequence of commands
to execute. Any command that can be executed at the command prompt can be placed
into a shell script. Here is a sample shell script that illustrates some basic activities with
bash:
+^ej+^]od
=ogpdaqoanbkn]`ena_pknu
a_dkLha]oaajpan]`ena_pknuj]ia6
na]`ejlqp
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Jks(odkspda_kjpajpokbpd]p`ena_pknu
a_dk
a_dk?kjpajpokb`ena_pknu ejlqp6
ho ejlqp

Note You can find the code samples for this appendix in the Downloads section of the Apress web site
(dppl6++sss*]lnaoo*_ki).

The first line, like any interpreted script, contains the characters  followed by the
full path to the interpreter (in this case, +^ej+^]od). The rest of the script contains shell
commands, all of which could be typed directly at the command prompt that executes
when the script runs. You run the script like any other binary program, by making it executable and then executing it. Assuming the file is named ^]od[at]ilha*od, you would run
it as follows:
_dik`q't^]od[at]ilha*od
*+^]od[at]ilha*od
Lha]oaajpan]`ena_pknuj]ia6
+qon
?kjpajpokb`ena_pknu+qon6
^ej`e_pap_e/42)che^_.-)hejqtgan^ankohe^ata_i]jod]napil
_k`]`k_c]iaoej_hq`ahe^hk_]ho^ejon_T--N2

Any command that you can run from the command line can be run in a shell script.
The shell also provides all of the traditional logic structures (eb, pdaj, ahoa blocks; sdeha
loops; etc.). Since there are so many example shell scripts in this book, and since we
explain the examples as we go along, we will not try to provide a comprehensive introduction to them here.

Debugging Bash Scripts
If you have trouble understanding some of the scripts in the book, try simply running
the script yourself. Like in any other language, you can insert a_dk commands into existing scripts to see the values of variables at various points. You can also use the )t option
that Bash provides to see exactly what commands are running. Here is the example script
being run with that option:
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^]od)t^]od[at]ilha*od
'a_dk#Lha]oaajpan]`ena_pknuj]ia6#
Lha]oaajpan]`ena_pknuj]ia6
'na]`ejlqp
+qon
'a_dk
'a_dk#?kjpajpokb`ena_pknu+qon6#
?kjpajpokb`ena_pknu+qon6
'ho+qon
^ej`k_c]iaogan^ankohe^ata_i]jod]napil
`e_pap_ej_hq`ahe^hk_]ho^ejon_T--N2

Note that the lines starting with ' shows you the command that is about to run, right
before it runs. For a complex script, you may want to capture all of the output to a file and
then look through the results in a text editor:
^]od)tokiao_nelp*od:hkc*kqp.:"-

You can also modify the line at the top of the script (+^ej+^]od) to always enable
debugging: +^ej+^]od)t. You can even enable debugging at any time during a script’s
execution by using the oap)t command.
The )t option is only one of a variety of debugging options available to you. All of
these can be specified on the command line, on the interpreter line, or using the oap
command:


 )j: This switch causes the script to be parsed and checked for syntax errors. No
commands are actually executed.



 )r: This displays every line of code before execution, including comments. It is
similar to the )t switch, but in this case, the lines are printed before any parsing is
performed on them.



 )q: This one causes an error message to be generated when an undefined variable
is used.

Other Shells
Many shells are available in addition to Bash. Although we think that we can safely say
that Bash has become the most common shell, choosing one shell as the “best” would be
a difficult task. In fact, even attempting such a feat would cause an immediate religious
war. So, the best we can do is list a few other popular shells and let you do your own
investigating if you so desire. Each shell has a different syntax for its scripts, but they also
have many similarities. Here are other popular shells that you may want to investigate:
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 god)

Bash Resources
The (large) man page for Bash contains a lot of information and can be useful for reference (you access it by running i]j^]od). Usually more helpful is the actual dahl
command that provides information on all of the built-in Bash commands, including
control constructs often used in shell scripts, for example:
dahlsdeha
sdeha6sdeha?KII=J@O7`k?KII=J@O7`kja
Atl]j`]j`ata_qpa?KII=J@O]ohkjc]opdabej]h_kii]j`ejpda
#sdeha#?KII=J@Od]o]jatepop]pqokbvank*

Finally, if you have never used the Bash shell before and you want to improve your
skills with the shell, or if you just want a nice reference, Learning the bash Shell  
eron Newham and Bill Rosenblatt (O’Reilly Media Inc., 2005), is a great book on the topic.

Perl
Perl is very popular in the system administration community and may very well be the
most popular scripting language in use today. The major disadvantage is that some commercial UNIX variants may not come with Perl as standard software. However, most
administrators find that adding Perl to all of their UNIX systems is well worth the effort,
and it comes preinstalled on all major Linux distributions.
The advantages of Perl are plentiful. It is an extremely powerful scripting language
and significantly faster than shell scripts. It is (in our experience, at least) very reliable
and stable. You can find existing Perl scripts that can perform a wide variety of tasks—
these make great examples and starting places for your own scripts.
Perhaps the best resource for
  








 







to the language. You can find these modules at dppl6++sss*_l]j*knc or bpl6++bpl*_l]j*knc.
These modules were contributed by thousands of Perl developers and systems administrators around the world. They can save you a lot of time, and if you upload your own
modules, you can save other people time as well.
The major complaint people have about Perl is that the source code is hard to read.
Part of the reason for this is that there are two camps in program language design: one
camp thinks the programming language should force programmers to write readable
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and maintainable code; the other camp thinks programmers should be able to write code
any way they want to. Larry Wall (the main author of Perl) is in the latter camp. What this
means is that you can write Perl code any way you like—messy or clean. We, of course,
recommend that you write clean, clear, and well-documented code, and we attempt to do
so for all of the Perl examples within this book.

Basic Usage
The following is a very simple (and useless) program that lists the contents of a directory
using both the system’s ho command and internal Perl functions. It does illustrate some
basics about Perl, though.
+qon+^ej+lanh)s
qoaopne_p7
Benop(]ogqoanbkn]`ena_pknu
lnejpLha]oaajpan]`ena_pknuj]ia67
Qoa#iu#pk`a_h]nar]ne]^hao
Qoapda8:klan]pknopkna]`]hejabnkiOP@EJ
iu `en98OP@EJ:7
Jks(qoapda#_dkil#bqj_pekjpknaikrapda_]nne]canapqnj
_dkil$ `en%7
Benop(`k]`enheopejc^uata_qpejcpda#ho#_kii]j``ena_phu
lnejpXj?]hhejcouopaihobqj_pekj6Xj7
Pda#ouopai#bqj_pekjsehhata_qpa]juodahh_kii]j`
ouopai$ho `en%7
Jatp(`k]`enheopejcqoejcejpanj]hLanh_kii]j`o
Pda#`ea#bqj_pekjsehh_]qoapdao_nelppk]^knpebpda
#klaj`en#bqj_pekj_]hhb]eho
lnejpXjHeopejc`ena_pknuejpanj]hhu6Xj7
klaj`en$@EN( `en%kn`ea?kqh`jkpbej``ena_pknu6 `enXj7
iu ajpnu7
Jks(na]`a]_dajpnu(kja]p]peia(ejpkpda ajpnur]ne]^ha
sdeha$ ajpnu9na]``en$@EN%%w
lnejp ajpnuXj7
y
_hkoa`en$@EN%7
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Just like in a shell script, the first line must contain the path to the Perl interpreter.
On most Linux machines, this will be +qon+^ej+lanh. On many UNIX machines, it will be
+qon+hk_]h+^ej+lanh.
One thing to note is our use of the )s option to the interpreter. This, combined with
the second line of the script (qoaopne_p), causes Perl to require variables to be declared
before they are used and to provide useful compilation warnings and other valuable
information. It is considered good practice to use these settings for all Perl programs to
help avoid errors and aid in the debugging process.
The example script should be generally self explanatory. Here is the script being
executed:
Lha]oaajpan]`ena_pknuj]ia6
+pil+paop
?]hhejcouopaihobqj_pekj6
beha-beha.beha/
Heopejc`ena_pknuejpanj]hhu6
*
**
behabeha.
beha/

Notice that this version of ho did not hide the hidden directories * and ** (the single
dot and the double dots). It also did not do the listing in a space-efficient multicolumn
format. You could easily enhance this Perl script in this manner if you so desired. Providing all of the capabilities of the system ho command would, however, be more difficult
simply because it has such a wide variety of command-line options.
Like with the shell scripts in the previous section, our discussion of Perl cannot be
comprehensive. Hopefully, the examples and the accompanying explanations throughout this book will be enough for you to gain a basic knowledge of Perl. If you have
problems, be sure to use the documentation provided with Perl and/or the great Perl
books available.
When using other people’s Perl programs, you may find that they require certain Perl
modules that you do not have installed on your system. You can find these modules at
dppl6++sss*_l]j*knc. You can also try using the ?L=J module to automatically install other
modules for you. You can do this by running the following command as nkkp:
lanh)I?L=J)a#ejop]hhOkia66Lanh66Ik`qha#

There is one other complication you will always have with Perl scripts. If you download a Perl script from somewhere, the first line is always the path to the Perl interpreter,
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but it may not be the path to your Perl interpreter. You will see all kinds of paths in the
scripts that you download: +qon+^ej+lanh, +qon+hk_]h+^ej+lanh, +klp+lanh+^ej+lanh, and
even +atlknp+dkiao+dkia-+fka+lnkcn]io+`arahkliajp+h]jcq]cao+lanh+^ej+lanh.
Likewise, if you have a mix of systems, the path to your Perl interpreter might not be
fixed. Your Linux systems might have Perl in +qon+^ej+, but the rest of your systems might
have it in +qon+hk_]h+^ej+lanh. You will save yourself a lot of time by standardizing the
location of Perl across your systems—create some symbolic links if necessary.
Now, all you have to do is make sure all of your Perl scripts are using the path to the
interpreter that is valid for your systems. Here is a simple shell script that takes care of
this for you for all files you provide as arguments:
+^ej+^]od
bknbeha7`k
oa`#-o9ZWZYX'lanh9+qon+^ej+lanh9# beha: beha*jasX
""ir beha*jas beha
`kja

You should obviously replace the string +qon+^ej+lanh with the proper path for your
Perl interpreter.

Other Scripting Languages
Although



 
 


  
scripting languages are generally used. Scripting languages are nice, because they can be
 





 





shell utilities is also much easier with scripting languages than with compiled languages.
And, as you will find, plenty of shell utilities will make your life much easier.
Although Perl is used quite a bit within this book, several other scripting languages
can do many of the same tasks just as well. The most popular include these:


 Python: Python is a language that has gained a lot of popularity with system
administrators. Python programs tend to be more structured than Perl programs,
so Python may be a better choice for more complicated programs as well as to
ensure easy understanding and debugging by other administrators.



 Tcl: Tcl is a relatively old language that is especially popular for providing GUI
interfaces. You can use the Expect program, which is a Tcl extension, to automate
interaction with programs that are designed to be interactive.



 AWK 
is not as powerful as Perl, Python, or Tcl for many tasks, but for text
processing, it can be very convenient and powerful. GNU’s extended version of

 
 


tool.
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Perl Resources
The de facto Perl book is Programming Perl, by Larry Wall and others (O’Reilly Media
Inc., 2000). This book provides a great introduction as well as plenty of details on the
language. Even if you already know Perl, Perl for System Administration, by David N.
Blank-Edelman (O’Reilly Media Inc., 2000) would be a great companion to this book.
In addition to these books, Perl comes with quite a bit of documentation. For starters,
there is the lanh man page (which refers you to additional man pages). Perl also comes
with a convenient lanh`k_ command. lanh`k_Beha66?klu provides documentation on the
Beha66?klu Perl module. lanh`k_)bouopai provides help on the built-in system function.
Finally, lanh`k_)mpani searches the FAQ for the given term.

Basic Regular Expressions
On the command prompt, you can type a command like ni]&. The ]& is expanded (by the
shell) to all file names beginning with the letter ]. This is called file globbing.
Regular expressions are very similar in concept, but they have many differences.
Instead of working with files, they work with text, usually on a per-line basis. They also
have a wider variety of operators than file globbing has.
There are many different implementations of regular expressions, which can sometimes lead to confusion. Some of the common programs that use regular expressions yet
have at least some differences in their implementations are cnal, acnal 

oa`,
and Perl. In this section, we present the basics of using regular expressions that are commonly found in most regular expression implementations. You will need to check the
documentation for each specific program to find out about its nuances.

Characters
The most basic representation in a regular expression is that of a character. Most characters represent themselves—the character ] matches the letter ], for example. Other
special characters need to be escaped with a backslash to represent themselves. To match
the character W, for example, you need to write XW.
You might be tempted to backslash all nonalphanumeric characters just to be safe. In
some implementations (like Perl), this works pretty well. In other implementations (like
oa`), unfortunately, this approach can backfire. You must use caution when you use certain characters in a new program. These often have a special meaning by themselves in
some implementations and when they are escaped in other languages. These include $, %,
w, y, and '.
The period character (*) is a special character that matches any single character (just
like the ; in file globbing). The regular expression h]ga will match the word “lake”. The
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regular expression *]ga will also match the word “lake” in addition to the words “make”
and “take”. To match a literal period character, you must use X**
You can also use character classes, which allow you to match a selection of characters. The sequence W]^_Y matches any single character: ], ^, or _. You can create inverse
character lists by placing the special character Z first in the list: WZ]^_Y. This matches any
single character that is not ], ^, or _.
There is a common shortcut for placing many characters in a character class. The
sequences W,-./012345Y and W,)5Y both match any single numerical character. The
sequence W])v=)V,)5Y matches any single alphanumeric character.
Many implementations have other shortcuts available. For example, you can use
WW6`ecep6YY to match any digit in acnal and X` to match any digit in Perl. Most implementations have several classes of characters that can be represented in this manner.

Matching Repeating Characters
You can use available tools to match sequences of characters. All of these must be preceded by a single character or character class that they allow to be matched multiple
times:


 ;: Match zero or one of the character(s).



 &: Match the character(s) zero or more times.



 ': The character(s) must match one or more times. Note that this is not supported
in all implementations. The oa` command does not traditionally recognize this
repetition operator, but the GNU version supports the X' operator with the same
results.

You will often find these characters preceded by a *. The sequence *&, for example,
will match zero or more of any character (just like & in file globbing).
There are lots of other possibilities. The sequence W]^_Y' will match one or more of
the characters ], ^, or _. It will match the strings ]^_ and ]]^^__. It will also match portions
of the strings `]` and v^^^v. It will not match the string `, however, because at least one
match must be found.
You can find a few additional repetition operators in some implementations of regular expressions:


 wty: The character(s) must be matched exactly t times.



 wt(y: The character(s) must be matched at least t times.



 wt(uy: The character(s) must be matched at least t times but not more than u
times.
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So, the sequence ]w.y will match the string ]] but not ]. These operators are not present in some implementations. In others, the curly braces must be backslashed (]Xw.Xy).
Note that the sequence w(uy (i.e., no more than u times) does not usually work.

Other Special Characters
A few additional characters have special meanings:


 Z: Match the beginning of a line or the beginning of the buffer.



 : Match the end of a line or the end of the buffer.



 x: Join the expressions on the left and right with a logical KN.

So, given this information, you can see that the regular expression i]` will match “mad”,
“made”, and “nomad”. The regular expression Zi]` , however, will match only “mad”.
You can use the x character to join two regular expressions together, allowing one or
the other to be matched. In some implementations (like oa`), it must be backslashed. This
allows you to two different words (such as dahhkx^ua).
Sometimes, you may want to use parentheses to group the xoperator. The expression
Z]'x^'_' matches either a string of all ]s or a string with any number of ^s followed by
any number of _s. The expression Z$]'x^'%_' , on the other hand, only matches strings
ending in _s but beginning with either ]s or ^s. In some implementations, the parentheses might need to be backslashed when used as grouping operators.

Marking and Back Referencing
Parentheses (or backslashed parentheses in implementations such as oa`) mark
sequences in addition to their grouping functionality. These marked portions of the
string being searched can be referenced later in your regular expression.
Each marked string is assigned the next number in a series, starting with -. If the regular expression $*%$*%$*&% is applied to the string ]^_`abc, for example, X- would contain
], X. would contain ^, and X/ would contain _`abc.
You can also nest parentheses, in which case the outermost set of parentheses come
first. So when the regular expression $]$^%% is applied against the string ]^, X- will contain
]^ and X. will contain ^.
In most languages, you refer to a back reference with the sequence Xt, where t
is the number of the marked string you want to reference. The regular expression
$W])v=)VY'%)X-, for example, will match any string that contains two identical words
separated by a hyphen; it will match “dog-dog” but will not match “cat-dog”.
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Back references are most commonly used when you are using a regular expression
to make modifications (like with oa`) or to retrieve information from a string (like with
Perl). In oa`, the first marked string is X- and the entire matched string is X,. In Perl the
first marked string is - and the entire matched string is ,. Here are a couple of quick
examples with oa` (for more information on oa`, see “The sed Stream Editor” later in this
appendix):
!a_dk]^_`abxoa`#o+X$]^&X%_X$*&X%+X-X.+#
]^`ab
!a_dk]^^_`abxoa`#o+X$]^&X%*&X$*X%+X-X.+#
]^^b

The second example illustrates one last concept—greediness. The ^& sequence
matched as many characters as it could, so it matched both ^ characters. The following *&
could also have matched both ^ characters, but the ^& came first in the regular expression.
The *&, on the other hand, could have matched all the way to the end of the expression, including the b. If this would have happened, though, the entire expression would
have failed, because the final * would have nothing left to match. For this reason, the *&
matched as many characters as it could while still allowing the entire expression to be
successful.
In some implementations, like Perl, a repetition operator can be followed by a ; to
make it nongreedy, which causes the repetition operator to match as few characters as
possible.

grep
cnal is a very old program that looks for the specified search string in each line of input.
Every line that it matches is displayed on op`kqp. It can also take basic regular expressions. You can find cnal on just about any UNIX system.
The acnal command is a newer version of cnal that supports extended regular expressions (such as the ' repetition operator). Some implementations even support the wy
repetition operators (and others support XwXy instead). The acnal command can also be

found on many systems.
If you find yourself limited by the standard cnal command and the differences
between the various acnal implementations, consider installing a standard version
(such as GNU acnal) on all of your systems. If your script is designed to run on your own
systems, this is a reasonable solution. If your script is designed to run on any arbitrary
system, you will have to stick with the lowest common denominator.
Many of the following examples will use this sample input file, called ejlqp[beha:
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hejadahhk(E#iheja.
pdeoeoheja/

Let’s start out with a simple example:
_]pejlqp[behaxcnal#dahhk#
dahhk(E#iheja.

The cnal command filtered the input file and displayed only the lines matching the
regular expression (or just a string in this case) dahhk. Here are two more ways the same
result could have been obtained:
cnal#dahhk#8ejlqp[beha
dahhk(E#iheja.
cnal#dahhk#ejlqp[beha
dahhk(E#iheja.

You can even list multiple files on the command line—as long as your regular expression comes first. Here is a regular expression being processed by the acnal command (we
must use acnal because cnal does not recognize the ' operator):
acnal#Z*'hejaW,)5Y #ejlqp[beha
dahhk(E#iheja.
pdeoeoheja/

Here, we matched only lines that contained text before the hejaT string (where T is
a single digit from , to 5). We could also have used the )r switch to invert the output (i.e.,
display nonmatched lines) and used a simpler regular expression:
cnal)r#Zheja#ejlqp[beha
dahhk(E#iheja.
pdeoeoheja/

Within scripts, using cnal to simply check for the presence of a line is common. The
)m switch tells cnal to hide all output but to indicate whether the pattern was found. An
exit code of , (true) indicates the pattern was found on at least one line. An exit code of means the pattern was not found on any line. Here are two examples:
cnal)m#bkk#ejlqp[beha""a_dk#Bkqj`#
cnal)m#heja#ejlqp[beha""a_dk#Bkqj`#
Bkqj`
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You can also have cnal indicate the number of lines that were matched:
cnal)_#heja#ejlqp[beha
/

One common command-line use of cnal is to filter output from system commands.
This is often handy within shell scripts as well. To see only the processes being run by the
user geng, for example, you can try this:
lo]qtxcnal#Zgeng#
geng--,/,*,,*.0-4,-,0,lpo+,O,560-,6,,^]od
geng--,5,*,,*.0-4,-,0,lpo+-O,560-,6,,^]od
geng---,,*,,*.0-4,-,0,lpo+.O,560-,6,,^]od
geng---/,*,,*.0-4,-,0,lpo+/O,560-,6,,^]od
***

Another common use is to remove certain lines from a file. To remove the user je_ge
from the file +ap_+l]oos`, you can do this:
cnal)r#Zje_ge#+ap_+l]oos`:+ap_+l]oos`*jas
ir+ap_+l]oos`*jas+ap_+l]oos`

We should mention that this is not the most robust method of removing a user. If the
cnal command failed for some reason (maybe the drive is full), you should not copy the
new file over the existing password file. A better way to run this command would be as
follows:
cnal)r#Zje_ge6#+ap_+l]oos`:+ap_+l]oos`*jasX
""ir+ap_+l]oos`*jas+ap_+l]oos`

Now, the file move will not occur unless the first command was successful. The main
disadvantage of this method is that the permissions of the original file may be lost. You
could fix the permissions after the modification (never a bad idea), or you can expand the
command sequence to the following:
cnal)r#Zje_ge6#+ap_+l]oos`:+ap_+l]oos`*jasX
""_l+ap_+l]oos`*jas+ap_+l]oos`X
""ni)b+ap_+l]oos`*jas

Now, the new file is copied over the original, preserving the permissions of the original file. This still doesn’t do any file locking, though. Somebody or something else could
modify the password file during this process, and those changes would be lost. Usually,
other cleanup is also necessary when you are removing a user.
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Other command-line options are available. The )e switch makes the pattern matching case-insensitive. The )h switch lists the file names containing matching lines instead
of printing the lines themselves. The )n switch available on some versions recursively follows directories.

The sed Stream Editor
oa` is a stream editor, which means it can take an input stream and make modifications

to that stream. As long as you understand the basics of regular expressions, a little bit of
tinkering and reading of the man page should go a long way to help you understand oa`.
The power of the regular expression library is not as powerful as you have available to you
in Perl (or even acnal), but it is sufficient to solve many problems.

Modifying a File
oa` can operate on either standard input (op`ej) or on files specified as arguments. The
output of oa` always comes out on the standard output (op`kqp). If you want to use oa` to
modify a file (a common task), you should first copy the file and then direct op`kqp to the
original file. Once you are sure your oa` command is correct, you can remove the copy.
However, you can very easily create a oa` command that will result in no output, so leave

the copy there until you are absolutely sure nothing went wrong.
Here is an example of modifying a file with oa`. We will first create a file containing
the word dahhk and then use oa` to remove all h characters:
a_dkdahhk:beha*knec
oa`#o+h++c#beha*knec:beha*jas
_]pbeha*jas
dak

The oa` command itself deserves some explanation. The entire pattern is enclosed
in single quotes to avoid any problems with the shell modifying the pattern. The first
character, o, is the command (substitute). The forward slash is used as a delimiter—it
separates the various components of the substitute command. The first component contains the letter h, or the search string (or the regular expression in most cases). The next
component contains the substitution string, which is empty in our case. Finally, the c at
the end is a modifier for the substitute command that causes it to repeat the substitution
as many times as necessary on each line because, by default, oa` only performs the command once per line of input. So, the final result is that every occurrence of the h character
in the original file has been removed by oa` in the new file.

389

390

A PPENDIX A

 INTR ODU C ING THE B A S IC TOOL S

Modifying stdin
More often than not, oa` is used to modify a stream on the standard input. Instead of
specifying a file name, you simply pipe the text to be processed into oa` using the shell
pipe character (x). The previous example can be done in almost the same way using a
pipe:
a_dkdahhk:beha*knec
_]pbeha*knecxoa`#o+h++c#:beha*jas
_]pbeha*jas
dak

Or, in this case, we could bypass the file altogether. We echo the word “hello” directly
into oa`, and allow oa`’s output to go directly to the screen:
a_dkdahhkxoa`#o+h++c#
dak

This is actually an excellent way to test oa` commands. If a oa` command within a
shell script is giving you problems, you can always run it on the command line to see if
the expression is working properly.
A more real-world use of oa` would be to modify the first line of a Perl script to fix the
path to the Perl interpreter. Let’s say that your Perl interpreter is called as +qon+hk_]h+^ej+
lanh. If a script is specified +qon+^ej+lanh, then you could use this oa` command to replace
that (or any other) path to the interpreter. It will also maintain any arguments to the
interpreter. In the real world, you would run this command on a file, but here is the actual
command with a few test cases that can be run directly on the command line:
a_dk#+qon+^ej+lanh#x
:oa`#o9Z*&lanh9+qon+hk_]h+^ej+lanh9#
+qon+hk_]h+^ej+lanh
a_dk#+klp+^ej+lanh)s#x
:oa`#o9Z*&lanh9+qon+hk_]h+^ej+lanh9#
+qon+hk_]h+^ej+lanh)s

As you can see, this command will change any path to the Perl interpreter to the correct one and also preserves arguments in the process. The period character (*) stands for
any character, so *& will match zero or more of any character (i.e., any path before the
string lanh). Of more importance is the 9 character that immediately follows the o command—with oa`, you can use any character as a delimiter. Since the replacement string
contained several + characters (the standard delimiter), we chose another character to
make things simpler.
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Isolating Data
Within shell scripts, using oa` to isolate certain portions of strings is common. If, for
example, you want to determine the system’s IP address from the output of the eb_kjbec
command, you have to isolate the IP address from the following output:
eb_kjbecapd,
apd,Hejgaj_]l6ApdanjapDS]``n,,6]161_6.16/564,
ejap]``n6-,*-*-*/,>_]op6-,*-*.11*.11I]og6.11*.11*,*,
QL>NK=@?=OPNQJJEJCIQHPE?=OPIPQ6-1,,Iapne_6NTl]_gapo6//131annkno6,`nklla`6,krannqjo6,bn]ia6,
PTl]_gapo63-3,.annkno6,`nklla`6,krannqjo6,_]nnean6,
_khheoekjo6,ptmqaqahaj6-,,
NT^upao6-345/3.1$-3*,I^%PT^upao6--3.0-3.$--*-I^%
Ejpannqlp6/>]oa]``naoo6,t-,,

The first step is to isolate the proper line. You can use the )j command-line option to
cause oa` to not display any output, by default. You can then use the l option to print out
only the lines that are matched:
eb_kjbecapd,xoa`)j#+ejap]``n6+l#
ejap]``n6-,*-*-*/,>_]op6-,*-*.11*.11I]og6.11*.11*,*,

You can then expand this command to also isolate only the data you desire:
eb_kjbecapd,xoa`)j#o+*&ejap]``n6X$WZY&X%*&+X-+l#
-,*-*-*/,

Now, you have isolated the system’s IP address. If you were writing a shell script, you
would want to store that value in an environment variable:
EL[=@@N9\eb_kjbecapd,xoa`)j#o+*&ejap]``n6X$WZY&X%*&+X-+l#\
a_dk EL[=@@N
-,*-*-*/,

Other Tools
oa` is not the only option for modifying streams of text. Other solutions are more power





 
oa` can do and more. Perl

 


 

  


you can use them to do the same things you could do with oa`.
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sed Resources
You can find plenty of information on oa` simply by reading the man page (by running
i]joa`). You can also obtain a great reference for both oa`

 
sed
and awk, by Dale Dougherty and Arnold Robbins (O’Reilly Media Inc., 1997).

AWK
Although
  



 

 
use it for fairly simple tasks within this book. We prefer to use Perl for the more complicated work. For that reason, we provide only a brief overview here. For additional

 

  



 






 
 
GNU version, gawk, which provides additional functionality. Both versions can commonly be found on most Linux systems.



Very Basic Usage
We




  

  _qp command. The _qp
command can be used to isolate certain fields from each line of input. You can retrieve a
list of usernames, for example:
_qp)`6)b-+ap_+l]oos`
nkkp
^ej
`]aikj
***

Here, we simply requested a delimiter of 6 ()`6) and the first field ()b-). We can also
 



 




!]sg)B6#wlnejp -y#+ap_+l]oos`
nkkp
^ej
`]aikj
***

The )B6 switch overrides the default delimiter to 6. The wlnejp -y sequence is an




  

  
 

of input and simply prints out the first field of each line.
 




 
 
 

of whitespace. The _qp command can only look for a single delimiter, whereas the ]sg
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command, by default, uses any sequence of whitespace as the delimiter (any number of
spaces and tabs). Here is some example output from the command lo]qst:
lo]qst
QOANLE@!?LQ!IAIROVNOOPPUOP=POP=NPPEIA?KII=J@
nkkp-,*,,*,-//20/.;O,56/5,6,0ejep
nkkp.,*,,*,,,;OS,56/5,6,,Wgarajp`Y
nkkp/,*,,*,,,;OS,56/5,6,,Wg]li`Y
***

Let’s say that we want a listing of all active process IDs:
lo]qstx]sg#wlnejp .y#
LE@
.
/

We have one problem, however. The LE@ string is part of the header line and should
not be included in the output. We will address this issue in the next section.

Not-Quite-As-Basic Usage


from the example in the previous section, we will use a more complicated
 
 

 
 


lo]qstx]sg#+ZQOAN+wlnejp .y#
.
/

The command is now preceded by a regular expression. The command only operates
on lines that first satisfy the regular expression. In this case, the line must not begin with
the string QOAN. This will be true of all lines except for the header line.
Now, we will use some contrived examples to illustrate some more functionality. It
is standard practice on many systems to create a group for each user. Let’s say that we
wanted to know what system groups contained members other than the user who owns
the group. Here are a few entries from +ap_+cnkql:
nkkp6t6,6nkkp
^ej6t6-6nkkp(^ej(`]aikj
`]aikj6t6.6nkkp(^ej(`]aikj
ppu6t616
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We want to ignore the nkkp group because the user nkkp is the only member. We want
to ignore the ppu group, because there are no specified members. The ^ej and `]aikj
groups should be included in the output. Here is the program:
]sg)B6#web$ 0""$ -9 0%%lnejp -y#+ap_+cnkql
^ej
`]aikj

We can simplify the program by using a program file and the )b option:
]sg)B6)bpaop*]sg+ap_+cnkql
^ej
`]aikj

where the file paop*]sg contains the program:
w
eb$ 0""$ -9 0%%
lnejp y

All we are doing here is checking to see if field 4 contains something and that it is not
equal to field 1. If both of these conditions are true, field number 1 is printed.


 
 
 


    

  
examples throughout this book. You can learn even more by reading the resources available outside of this book.

AWK Resources
Apart
 


Programming Language  
(Addison-Wesley, 1988).




 




 











The AWK
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Writing cfengine Modules
C

fengine automatically sets a large number of classes at runtime based on attributes of
the system. These are classes based on the IP address of the system, the operating system
(e.g., hejqt or okh]neo), the date and time, and many other attributes. Many predefined
cfengine classes are shown and explained in Chapter 4.
Cfengine modules are designed for the definition of custom classes. Modules allow
you to write code to extend cfengine, so that it can detect new situations and site-specific
conditions. We say “designed for” because it’s possible to use modules to implement system changes as well. We’ll focus on what modules are designed for and then briefly touch
on other uses. We’ll explain the requirements for using modules and then show you how
to create a simple module to get you started. Once you know how to create and use a
module, you’ll be able to build on the example in your own environment.

Requirements for Using Modules
Before we discuss modules in any detail, we’ll lay out the requirements for using them:






 
  

 
_b]cajp*_kjb (or a file imported from _b]cajp*_kjb).







 _b]cajp will execute only modules





 



 

 

 













 















ik`qha`ena_pknu in

ik`qha6iuik`qha.








395

396

A PPENDIX B









 WR ITING C FENG INE MODU L ES


 
 


  




output anything you deem appropriate. The important things about module output follow:
 







 ' sign are interpreted as classes to be defined.

 







 ) sign are interpreted as classes to be undefined.

 





be silent.



9 are interpreted as variables to be defined.

 









_b]cajp, so modules should generally

Defining Custom Classes Without Modules
Classes are used by cfengine to determine the appropriate actions to take, if any. During the development of our example environment used throughout this book, we only
needed classes based on simple tests. For example, the following odahh_kii]j`o section
will only be run if the je]c]n][p-[lnk_ class is set:
_h]ooao6
oqjko[oqj0r66
je]c]n][p-[lnk_9
$+qon+lh]pbkni+oqj0r+o^ej+lnp`e]cxcnalQhpn]OL=N?)P-:+`ar+jqhh%
odahh_kii]j`o6
je]c]n][p-[lnk_66
+^ej+a_dkdahhksknh`

Sun hardware classified as oqj0r has the processor class that we’re looking for but
not all systems of that class run a particular CPU called the Niagara T1 processor. In the
_h]ooao section, we ran the lnp`e]c command and piped the output into the cnal com
  


 lnp`e]c and cnal commands
enabled us to find the oqj0r systems that are running the Niagara T1 processor and then
to set the je]c]n][p-[lnk_ class.
This very simple example of setting a custom class is well suited to the _h]ooao section
  
 




  

 


complex criteria. If you can write code in any language supported on your systems, you
can write a cfengine module to set your custom classes. We will use Bourne shell scripting
for our example module.
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Creating Your First cfengine Module
Making use of a module to set the je]c]n][p-[lnk_ class is a good way to get familiar
with creating your own modules. We will implement this simple module in our example
environment.
First, we created a module called ik`qha6`apa_p[je]c]n], with these contents:
-*+^ej+od
.*L=PD9+^ej6+qon+^ej
/*
0*eb+qon+lh]pbkni+oqj0r+o^ej+lnp`e]cxcnalQhpn]OL=N?)P-:+`ar+jqhh
1*pdaj
2*PDNA=@9\+qon+lh]pbkni+oqj0r+o^ej+lnp`e]cxcnalQhpn]OL=N?)P-X
3*xs_)hxoa`#o+ZWXpY&++#\
4*a_dk'je]c]n][p-[lnk_
5*a_dk9jqi[_knao9 PDNA=@
-,*be

This script is very simple. It executes a cnal command against the output of the
lnp`e]c command on line 4, and if a match is found, three things happen:
1. On line 6, the lnp`e]c command is run again—this time to capture the total number of CPU threads present on the system’s processor—using the s_ command.
The oa` command in the pipeline removes any leading whitespace placed in the
output by the s_ command.
2. The je]c]n][p-[lnk_ class is set using an echo statement on lines 7 and 8, so now,
the _b]cajp process running this module will have the class defined.
3.



jqi[_knao will be passed back to the _b]cajp process running the
module, with the value set to the number of threads on the system from line 6.

We placed the file in the LNK@+ejlqpo+ik`qhao directory, which should exist if you followed along with this book (this relative path convention has also been used throughout
this book; the full path on the cfengine master in our example environment is +r]n+he^+
_bajceja.+i]opanbehao+LNK@+ejlqpo+ik`qhao). If not, you may need to create the directory.
We added this line to LNK@+ejlqpo+_kjpnkh+_b*_kjpnkh[_b]cajp[_kjb so our module could
be found by _b]cajp at runtime (make sure that it applies to the ]ju class):
ik`qha`ena_pknu9$ $_heajp[_bejlqp%+ik`qhao%

397

398

A PPENDIX B

 WR ITING C FENG INE MODU L ES

We then created a task at LNK@+ejlqpo+p]ogo+ieo_+_b*`apa_p[je]c]n][lnk_ with these
contents:
_kjpnkh6
oqjko[oqj0r66
]``ejop]hh]^ha9$je]c]n][p-[lnk_%
]_pekjoamqaj_a9$ik`qha6`apa_p[je]c]n]%
odahh_kii]j`o6
oqjko[oqj0r*je]c]n][p-[lnk_66
+^ej+a_dkdahhksknh`)Ed]ra]Je]c]n]lnk_sepd $jqi[_knao%pdna]`o

We needed the ]``ejop]hh]^ha line so that cfengine knew that a custom class might
be defined. We set the ]_pekjoamqaj_a to include this module on any hosts running the
oqj0r architecture—recall that modules are always called via the cfengine ]_pekjoamqaj_a.
We run the command in the odahh_kii]j`o section when a host is a oqj0r system and
when the je]c]n][p-[lnk_ class is set. When the command is run, the variable containing
the number of threads on the processor is returned.
To put the task into use, we added it to the LNK@+ejlqpo+dkopcnkqlo+_b*]ju file with
this entry:
p]ogo+ieo_+_b*`apa_p[je]c]n][lnk_

Check the files into Subversion, and check them out onto your cfengine master, if
applicable and if you’ve followed along with the book to this point (if you’re not sure what
we mean, don’t worry about it). We don’t need take any extra measures in our example
environment to set the ownership or permissions on the files in our ik`qhao directory,
because the ql`]pa*_kjb in our example environment copies all files inside the LNK@+
ejlqpo directory with nkkp (user and group) ownership and other permissions completely
absent (file permission mode 700 and owned by nkkp6nkkp). If you haven’t followed along
with this book, here’s the pertinent section from ql`]pa*_kjb:
_klu6
 $i]opan[_bejlqp%+
`aop9 $skng`en%+ejlqpo+
n9ejb
ik`a93,,
pula9_da_goqi
ecjkna9N?O
ecjkna9*orj
ksjan9nkkp
cnkql9nkkp

APPENDIX B

 W R I T I N G C F E N G I N E M O D U LE S

ecjkna9&(r
lqnca9pnqa
oanran9 $lkhe_udkop%
pnqopgau9pnqa
aj_nulp9pnqa

Our ik`qhao directory is under the ejlqpo directory (which is copied via ql`]pa*_kjb),
and this _klu action recursively copies all files and directories beneath the ejlqpo directory. The variables used aren’t pertinent to this section. What’s important is that the
module files are owned by nkkp, since we only run cfengine as nkkp at our example site.
On systems running a Niagara processor (such as a Sun T2000 system), you’ll see
output from _b]cajp like this:
_bajceja6oqj^kt6+^ej+a_dkdahhk6dahhksknh`)Ed]ra]Je]c]n]lnk_sepd/.pdna]`o

This simple example puts all the pieces in place for you to successfully use cfengine
modules. You can use it to build a much more complicated module that sets classes and
variables that you can then use to take actions in a cfengine task file (as we did with the
a_dk command in the odahh_kii]j`o section of _b*`apa_p[je]c]n][lnk_).
Using modules, you can extend cfengine in ways never imagined by the author of
cfengine.

Using Modules in Place of shellcommands
Cfengine provides the odahh_kii]j`o section so you have an easy way to perform custom
actions. The commands defined in a odahh_kii]j`o section can be standard operating system utilities or custom scripts. Cfengine makes every attempt to be as generic as possible,
and it directly supports only the most basic system administration actions (e.g., file copies, permission fixes, link creation, file editing, etc).
Nothing prevents the code in a module from making changes on a system. The entire
list of classes defined by cfengine on the host is passed to scripts or programs run by
odahh_kii]j`o as well as to scripts or programs run as a module, so there is no technical
barrier to using a module instead of a odahh_kii]j`o section.
We don’t like to use modules this way, because they weren’t designed to replace
odahh_kii]j`o. We think that some sites choose to use modules in place of odahh_kii]j`o
since it’s easy to automate the copy of the ik`qhao directory and use that as a single location for cfengine-specific scripts. In our example environment, we automated the copy
of an administrative script directory, so we have an easy location to place sitewide scripts
for execution by administrators, cfengine, or both.
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Modules are sometimes recommended on Internet mailing lists when the quotes
used in odahh_kii]j`o actions get too complicated for the cfengine parser, resulting in
errors. Consider a odahh_kii]j`o section such as this:
odahh_kii]j`o6
`a^e]j*e24266
+^ej+cnal#bkk^]n#+ap_+bkk^]nx+^ej+oa`#o+ZWXpY&++#X
x+qon+^ej+i]eh)oXbeha_kjpajpobnki\dkopj]ia\Xna_leajp<at]ilha*knc

This code is difficult to read and needs some escaping of double quotes, and sometimes, cfengine can get confused when parsing commands like this. However, we don’t
consider this a reason to put the commands in a cfengine module. Instead, use a shell
script, in a location such as our example site’s +klp+]`iej)o_nelpo directory.
We could create LNK@+nalh+]`iej)o_nelpo+i]eh)bkk^]n with these contents:
+^ej+od
L=PD9+^ej6+qon+^ej
ebW)b+ap_+bkk^]nY
pdaj
+^ej+cnal#bkk^]n#+ap_+bkk^]nx+^ej+oa`#o+ZWXpY&++#xX
+qon+^ej+i]eh)obeha_kjpajpobnki\dkopj]ia\na_leajp<at]ilha*knc
be

We could then create a new odahh_kii]j`o section like this:
odahh_kii]j`o6
`a^e]j*e24266
+klp+]`iej)o_nelpo+i]eh)bkk^]n

Now, the cfengine configuration is easy to read, and the script can be a simple shell
script with no special escaping rules, making it easy to read too. You can also easily add
extra niceties to the shell script, like a L=PD statement and a test for the +ap_+bkk^]n file’s
existence before running cnal
  


 
 LNK@+nalh+
]`iej)o_nelpo on our cfengine master are copied to +klp+]`iej)o_nelpo on all hosts, so
once we place a script into the central directory, the copy is automatic.
We definitely recommend using shell scripts—not modules—for complicated
odahh_kii]j`o sections.
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db.campin.net file, 174
debugging Bash, 377–378
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setup for, 41–45
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public key authentication
generating key pair, 31
key size, choosing, 31–32

overview of, 30–31
specifying authorized keys, 32–33
rsync and, 220
Secure Sockets Layer certificate
for Apache web server, 243
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source, 216
automation and, 12
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360–361
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overview of, 354–355
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removing SUID bit, 355–358
removing unsafe files, 362–363
shutting down daemons, 361–362
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overview of, 365–366
TCP Wrappers, 366–367
Kerberos and, 365
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packet filtering, 366–371
proxy, 366
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patching, 360
Service Management Facility, 169
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setup for, 41–45
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documentation of, 8
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