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Preface

Scope

This book describes how to install and use the Check Point Account Management
Client.

Who Should Use this User Guide

This User Guide is written for system administrators who are responsible for
maintaining account (user) information.

It assumes you have a basic understanding and a working knowledge of:
= system administration

= the Unix or Windows operating system

s the Windows GUI

Summary of Contents

Chapter 1, “Introduction,” introduces Check Point Account Management and describes
its basic concepts.

Chapter 2, “Installing the Account Management Client,” decribes how to install the
Account Management Client.

Chapter 3, “Account Management Graphical User Interface (GUI),” describes how to
use the Account Management Client’s Graphical User Interface (GUI).

Chapter 4, “Queries,” describes how to formulate and execute queries.

Chapter 5, “User Management,” describes how to manage user, templates and groups
with the Account Management Client.



Chapter 6, “Certificate Management,” describes how to use the Account Management
Client to create certificates.

Chapter 7, “Troubleshooting,” describes how to solve common problems with the
Account Management Client.

What Typographic Changes Mean
The following table describes the typographic changes used in this book.

TABLE P-1  Typographic Conventions

Typeface or
Symbol Meaning Example

AaBbCc123 The names of commands, files, Edit your .login file.
and directories; on-screen Use Is -a to list all files.
computer output machine_name% You have mail.

AaBbCc123 What you type, contrasted with machine_name% su

on-screen computer output Password:

AaBbCc123 Command-line placeholder: To delete a file, type rm filename.
replace with a real name or
value

AaBbCc123 Book titles, new words or Read Chapter 6 in User’s Guide.
terms, or words to be These are called class options.
emphasized You must be root to do this.

Shell Prompts in Command Examples

The following table shows the default system prompt and superuser prompt for the C
shell, Bourne shell, and Korn shell.

TABLE P-2  Shell Prompts

Shell Prompt
C shell prompt machine_name%
C shell superuser prompt machine_name#

Bourne shell and Korn shell $
prompt

Bourne shell and Korn shell #
superuser prompt

X  Check Point Account Management Client ¢ January 2000



CHAPTER 1

Introduction

In This Chapter

Overview

page 1 ‘
The LDAP Model

page 1 ‘

Overview

Check Point Account Management consists of three components:

1 an LDAP Server containing user, group and template information (third-party
software)

2 the Check Point Account Management Client, a GUI used to manage users in the
LDAP Server

3 a Check Point module that uses the data on the LDAP Server

This can be any of the following Check Point products:
m  VPN-1/FireWall-1 Management Module
(] VPN-1/FireWall-1 FireWall Module

This guide describes the Account Management Client.

The LDAP Model

LDAP (Lightweight Directory Access Protocol) is a lightweight version of the X.500
directory access protocol. LDAP is based on a Client/Server model in which an LDAP

Client makes a TCP connection to an LDAP server!, over which it sends requests and
receives responses.

1.The default port numbers are 389 for a standard connection and 636 for an SSL connection.



The LDAP Model

The LDAP information model is based on the entry, which contains information about
some object (for example, a person). Entries are composed of attributes, which have a
type and one or more values. The schema lists the attributes, their data types (for
example, ASCII text, a JPEG photograph, etc.) and how those values behave during
directory operations (for example, whether case is significant in comparisons).

Entries are organized in a tree structure, usually based on political, geographical, and
organizational boundaries. Each entry is uniquely named relative to its sibling entries
by its RDN (relative distinguished name) consisting of one or more distinguished
attribute values from the entry. For example, the entry for the person Babs Jensen
might be named with the “Barbara Jensen” value from the commonName attribute.

A globally unique name for an entry, called a DN (distinguished name), is constructed
by concatenating the sequence of RDNs from the root of the tree down to the entry.
For example, if Babs worked for the University of Michigan, the DN of her University
of Michigan entry might contain:

“cn=Barbara Jensen, o=University of Michigan, c=US"

A DN is expressed in the “bottom up” sequence, that is, starting at the lowest level
and moving up to the root of the tree.

A different Barbara Jensen who works at The Brown Jug Pub in London, England might
have a DN of:

“cn=Barbara Jensen, o=The Brown Jug Pub, c=UK”"

This is illustrated in FIGURE 1-1.

root
country (c) UK us
[l
o The Brown University
organization (o) Jug Pub of Michigan

—

commonName (cn)

Barbara
Jensen

LDAP provides operations to authenticate, search for and retrieve information, modify
information, and add and delete entries from the tree. The LDAP information model is
most appropriate for directories, that is, information which is read much more
frequently than it is modified.

Barbara
Jensen

FIGURE 1-1 LDAP Tree Example
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VPN-1/FireWall-1

In addition to maintaining LDAP users with the Check Point Account Management
Client and LDAP Server, it is possible to maintain LDAP users using any LDAP
Version 2 and higher compatible server.

Account Management Configuration

This section describes typical Account Management configurations for Check Point
products.

VPN-1/FireWall-1

VPN-1/FireWall-1
GUI Client
m Check Point Account

A typical VPN-1/FireWall-1 configuration is depicted in FIGURE 1-2.
Management Client

standalone
E Check Point Account
m Management Client
Tower launched from

Jersey VPN-1/FireWall-1 GUI

«—| SSL

l London

LDAP
Server

FireWalled
Gateway

VPN-1/FireWall-1
Management
Palace Server

FIGURE 1-2 A typical Account Management configuration (VPN-1/FireWall-1)

Palace, the VPN-1/FireWall-1 Management Server, is the repository of the VPN-1/
FireWall-1 database, which includes users defined with the proprietary VPN-1/
FireWall-1 User Manager.

Palace’s VPN-1/FireWall-1 GUI Clients, for example Tower, can define two kinds of

users:

L VPN-1/FireWall-1 users — users defined in the VPN-1/FireWall-1 User Manager,
using the VPN-1/FireWall-1 GUI

m  LDAP users — users defined on BigBen, the LDAP server, using the AM Client

Jersey, on which VPN-1/FireWall-1 is not installed, can update only LDAP users, using
the AM Client. In the configuration depicted in FIGURE 1-2, this communication
channel is secured with SSL (Secure Socket Layer).

Chapter 1 Introduction 3



Account Management Configuration

4

A system administrator can define a Security Policy on Palace, using the VPN-1/
FireWall-1 GUI Client on Tower, and define rules that specify VPN-1/FireWall-1 groups
and LDAP groups. When the Security Policy is installed on the FireWalled gateway
(London), the User Database (proprietary information about VPN-1/FireWall-1 users) is
downloaded to London.

When a VPN-1/FireWall-1 user logs on to London, London has immediate access to the
required authentication information in the VPN-1/FireWall-1 User Database. In
contrast, when an LDAP user logs on and must be authenticated, London
communicates with the LDAP server to obtain the required information.

Account Units

An LDAP Server can contain multiple branches (for example, “o=University of
Michigan,c=UK?” is a branch). An LDAP Server and a subset of its branches constitute
a Check Point Account Unit.

It is possible to maintain the LDAP user database using more than one Account Unit.
The advantages of using more than one Account Unit are:

L compartmentalization — A large number of users can be distributed across
several servers which may be partitioned into several Account Units, each
of which is managed by a different administrator. In this way, both
efficiency and security can be enhanced.

L high availability — Information can be duplicated on several servers. Some
LDAP servers provide automatic tools for synchronizing servers.

m  remote sites — It may be efficient to provide each geographically remote
Check Point LDAP Client (for example, VPN-1/FireWall-1) with a close at
hand LDAP server.

For more information about Account Units, see “Account Units” on page 177 of
FireWall-1 Administration Guide.

Check Point Account Management Client « January 2000



CHAPTER 2

Installing the Account
Management Client

In This Chapter

Minimum Requirements page 5
Installing the Account Management Client page 6
Unix Platforms page 7
Uninstalling the Account Management Client page 11
After Installing page 12

Minimum Requirements

TABLE 2-1 lists the minimum hardware and operating system required for installing the
VPN-1/FireWall-1 Account Management Client.

TABLE 2-1  Minimum Requirements (Account Management Client)

Sun SPARC-based systems

Intel Pentium 100 MHz and higher
HP PA 9000

RS 6000 166 MHz and higher

Platforms




Installing the Account Management Client

TABLE 2-1  Minimum Requirements (Account Management Client) (continued)

Solaris 2.5 and higher

Windows 9x, Windows NT (Intel only)
HP-UX 10.x

IBM AIX 4.2 and higher

Operating System

Solaris — 12 MB
Windows — 7 MB (15 MB for the installation)

Disk
1k space HP-UX — 30 MB (including JRE)
IBM AIX — 6 MB (not including JRE)
Solaris — 32 MB (64 MB recommended)
Windows — 32 MB (64 MB recommended)
Memory

HP-UX — 64 MB
IBM AIX — 64 MB

Installing the Account Management Client
All Platforms

&

The Account Management Client can be installed on Windows 95, Windows NT (Intel
only) and Unix.

The Account Management Client is located on the CD-ROM in the
CPAccountmgmtcint-11 directory under the platform directory (windows, AIX and
HP-UX) and in the CPamc-11 directory under the solaris2  directory.

You can install the Account Management Client either directly from the CD-ROM, or
you can recursively copy the installation files from the CD-ROM to a directory on your
disk and install from there.

The directory includes an End User License Agreement for the Account Management
Client in the file license.txt or license.rtf . Please read the license agreement
before installing the software.

Note - If you are updating an older version of the Account Management Client, a
message will appear asking whether you would like to update all the objects on the
current Account Unit. For more information on updating your Account Units, see
Check Point Account Management Client Build 140 Release Notes at http://
www.checkpoint.com/support

In This Section

Windows page 6 ‘
Unix Platforms page 7 ‘
Windows

1 Open the Start Menu and choose Settings.

6  Check Point Account Management Client ¢ January 2000



Unix Platforms

2 Choose Control Panel from the Settings menu.
3 Double click on Add/Remove Programs and follow the instructions.

Alternatively, you can open the Start Menu and choose Run, and then type
windows\cpaccountmgmtcint-11 (or whatever the location of the SETUP
application is) and follow the instructions.

4 The Choose Destination Location window (FIGURE 2-1) allows you to specify a
directory in which the Account Management Client will be installed by clicking
on Browse.

Choose Destination Location [ %]
Setup will inztall Account Management Client in the following
falder.

Ta inztall to this folder, click Mext.

Ta inztall to a different folder, click Browse and select anather
falder.

*f'ou can chooge not to install Account Management Client by
clicking Cancel to exit Setup.

" Destination Folder

C:h Adccount Management Client Browse... |

Cancel |

FIGURE 2-1 Choose Destination Location window

If you do not choose a directory, then Account Management will be installed in
the default directory, indicated under Destination Directory.

Unix Platforms

In This Section

Solaris page 7
HP-UX page 8
IBM AIX page 10
Solaris
On Solaris, the Account Management Client is installed using the command line utility
pkgadd .
1 Become superuser.

2 Change to the directory solaris2

Chapter 2 Installing the Account Management Client 7



Installing the Account Management Client

8

3 Enter the following command to install the Account Management Client:

hostname# pkgadd CPamc-11

For information about the pkgadd command, refer to the Solaris documentation.
pkgadd presents a lists of packages, and asks you to choose one to install.

Specify the package you wish to install by entering either its name or its number
in the list.

4  To run the Account Management Client,
a Become superuser.

b  Enter the following command:

hostname# /opt/CPamc-11/account-management/bin/accountMgm

HP-UX

Special Notes for HP-UX

If you encounter a problem with the depth of the CD-ROM directories, use the files in
hpux/TarFiles.

HP-UX 10.20

The Check Point CD is created in the Rock Ridge format. HP makes available the PFS
package (Portable File System) that allows their workstations to recognize this format.

The following URL describes the PFS package.
m  http://www.hp.com/wsg/programs/gis.html

The following URLs describe the README files and the drivers.
L ftp://ftp.hp.com/pub/demos/grfxdemos/pfs/README
n ftp://ftp.hp.com/pub/demos/grfxdemos/pfs/pfs.tar.Z

This version of HP-UX already includes the PFS package. However, you'll need to check
the man page for the pfs_mount command for details on setting up an
letc/pfs_fstab file.

You can use the following special mount command.

pfs_mount -t rrip /dev/device /cdrom

Check Point Account Management Client « January 2000




Unix Platforms

Installation

On HP-UX, the Account Management Client is installed using the swinstall
application.

To install the Account Management Client, proceed as follows:

1
2
3

Become superuser.
Copy the installation files to the /tmp directory.

If the /tmp directory has not been registered as an installation directory, enter
the following command to register it.

hostname# swreg -l depot -x select_local=true /tmp

4

For information about the swreg command, refer to the HP-UX documentation.

Enter the following command to install the Account Management Client:

hostname# swinstall &

10
11
12
13
14
15

The SD Install - Software Selection window is displayed, and then the Specify
Source window is displayed on top of it.

For information about the swinstall command, refer to the HP-UX
documentation.

Click on Source Depot Path.

In the Depot Path window, select the directory in which the installation files are
located.

Click on OK to close the Depot Path window.

Click on OK to close the Specify Source window.

In the SD Install - Software Selection window, select Account Management Client.
From the Actions menu, select Install (analysis).

When the analysis phase completes, click on OK.

When the installation phase completes, click on Done.

From the File menu, select Exit.

To run the Account Management Client,

a Become superuser.

Chapter 2 Installing the Account Management Client 9




Installing the Account Management Client

b  Enter the following command:

hostname# /opt/amc/account-management/bin/accountMgm

IBM AIX

On IBM-AIX, the Account Management Client is installed using the smit application.
To install the Account Management Client, proceed as follows:

1 Become superuser.

2 Change to the /tmp directory.

3 Copy the amc.usr.1.0.0.x file (from the CD-ROM to the /tmp directory.

4

Enter the following command to install the Account Management Client:

hostname# smit &

For information about the smit command, refer to the AIX documentation.
Click on Software Installation and Maintenance.

Click on Install and Update Software.

Click on Install/lUpdate Selectable Software (Custom Install).

Click on Install Software Products at Latest Level.

Click on New Software Products at Latest Level.

= © 0 N & WU

0 In the New Software Products at Latest Level window, enter the input device or
the name of the directory where the VPN-1/FireWall-1 installation files are
located.

11 A dialog box is displayed in which you are asked to review the installation
parameters and confirm them.

712 In SOFTWARE to install, click on List.
13 Select Account Management Client.
14 Click on OK to start the installation process.

15 When the installation completes, exit smit .

10 Check Point Account Management Client « January 2000



Windows

16 To run the Account Management Client, type the following command:

hostname# /usr/lpp/amc/account-management/bin/accountMgm

Special Note for AIX

The Account Management Client installation procedure does not install the Java
Runtime Environment (JRE) on AIX. You must install Java version 1.1.x (where x is 6
or higher) before you can use the Account Management Client.

On some versions of AIX, JRE is on the installation CD-ROM. It is also available from
IBM on the World Wide Web.

After you install JRE, you must create a symbolic link as follows:

1 Change to the Account Management Client directory:

hostname# cd /usr/lpp/amc

2  Type the following command:

hostname# In -s /usr/jrel.1.6 java

3 Enter the following command to confirm that the symbolic link was successfully
created:

hostname# Is -I
hostname# java  -> /usr/jrel.1.6

Uninstalling the Account Management Client

Windows
To uninstall the Account Management Client, proceed as follows:
1 Open the Windows Start menu and choose Control Panel.

2 Choose Add/Remove Programs.

Chapter 2 Installing the Account Management Client 11



After Installing

3 Choose Account Management Client (FIGURE 2-2).

Add/Remove Programs Properties EHE
Install/ninstall |W’ind0ws NT Setupl

@ To install a new pragram from a floppy disk or CO-ROM

drive, click [nstall
Install...

The following software can be automatically removed by
‘Windows. To remove a program of to modify its installed
components, select it from the list and click

Add/Remove.
Adobe Acrobat 3.01 ﬂ
Adabe Tupe Mariager 4.0
. P It
Firew/all-1 4.1 |
Add/Remove. .. |
QK | Cancel | Lppli |

FIGURE 2-2 Uninstalling the Account Management Client
4  Select Add/Remove.

5  Select OK.

Unix Platforms

To uninstall the Account Management Client, use the same administrative tool that you
used to install the Account Management Client, except for Solaris, where you should
use pkgrm .

After Installing
Removing or Moving the Account Management Client Files

Do not remove or move the Account Management Client files manually.
L To remove the files, uninstall the Account Management Client.
s To move the files, uninstall the Account Management Client and then re-install in

another directory.

For information on uninstalling the Account Management Client, see “Uninstalling the
Account Management Client” on page 11.
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CHAPTER 3

Account Management
Graphical User
Interface (GUI)

In This Chapter

The Account Management Client page 13
Account Unit Properties page 15
User Management page 22
Account Management Client Menus page 26
Account Management Client Toolbar page 28

The Account Management Client

Starting the Account Management Client

To start the Account Management Client, proceed as follows:

TABLE 3-1 Starting the Account Management Client

Windows System

Action

Windows 95 or NT

Double-click on the Account Management Client icon (in
Start/Programs/Check Point Management Clients/
Account Management Client.

Solaris Enter /opt/CPamc-11AMC/account-management/bin/
accountMgm at the command line.

HP-UX Enter /opt/amc/account-management/bin/accountMgm at the
command line.

IBM AIX Enter /usr/lpp/amc/account-management/bin/accountMgm

at the command line.

13



The Account Management Client

You can also start the Account Management Client from within other Check Point
applications. In this case, you must define the Account Units in those applications. For
more information, see Chapter 4, “Account Management” of VPN-1/FireWall-1
Administration Guide.

The Login window (FIGURE 3-1) appears.The Login (FIGURE 3-1) window appears.

Account Management Client - Login

Account Unit:

54 ca =]

Frofile Password:

Iwa—a—a—a—wa—a—a—xw

FIGURE 3-1 Login window
To login to an Account Unit, proceed as follows:

1 Select an Account Unit.

If the Account Unit has a Certificate Authority associated with it, its icon

includes the seal (ﬁﬂ ).

2 Enter the officer profile password in the Profile Password.

3 Click on OK.

Note - Once you have logged in to an LDAP Server, the only way to log in to another
LDAP Server is to run the Account Management Client again.

To define a new Account Unit, proceed as follows:

1 Click on New.
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Account Unit Properties Window — General Tab

2 From the menu, choose whether to create an Account Unit with or without a
Cetificate Authority.

@ Account Unit
@2 Account Unit with CA

FIGURE 3-2 New Account Unit Menu
The Account Unit Properties window (FIGURE 3-3) is displayed.
To change the properties of an existing Account Unit, proceed as follows:
1 Select the Account Unit you wish to modify.
2 Click on Edit.
The Account Unit Properties window (FIGURE 3-3 on page 15) is displayed.
Account Unit Properties

The Account Unit Properties window defines how to access an Account Unit.

=F CA Account Unit M= 3
Encryption |

Account Unit Name:  [CA

Entrust.ini: |C:1WINNT‘tentrust.ini Browse |

Officer Profile: [C:AProgram FilesiCheck x| Browse |
Recover |

host: | [falj8 |

Branches:

Eeteh | o=checkpaint,c=I1L

add | Edit Delete
Size Limit: |1 oo ¥ Search On Start
QK | Cancel | Help |

FIGURE 3-3 Account Unit Properties window — General tab (non-CA and CA versions)

Account Unit Properties Window — General Tab
Account Unit — the account unit’s name

Host — the IP address or resolvable name of the host on which the LDAP server is
running.
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Account Unit Properties

Port — the port number

This parameter is ignored if Use Encryption is checked in the Encryption tab
(FIGURE 3-5 on page 18). In this case, the port number specified in the
Encryption tab is used.

Login DN — the Distinguished Name (DN) that will be used to bind to the LDAP server
Size Limit — the number of entries that will be retrieved in a single query operation

This parameter can also be set from the Size Limit window (FIGURE 3-9 on
page 25). To display the Size Limit window, choose Size Limit from the Edit menu
in the Account Management Client window (FIGURE 3-7 on page 22).

Search On Start — whether to search the directory immediately after binding

Because some LDAP Servers have a very large number of entries defined on
them, it is best to uncheck this option so as to prevent entries being retrieved
unnecessarily. You can then query the Account Unit to display only the entries in
which you are interested. See Chapter 4, “Queries” for information about
queries.

Branches

The listbox lists the branches of the directory tree that will be retrieved or searched
after the Client binds to the LDAP Server.

@ Note - It is highly recommended that the same branches be defined for an Account
Unit both in the Account Management Client and in other Check Point applications.

You can fetch the defined branches by clicking on Fetch. Alternatively, you can add
branches manually.

@ Note - Fetch requires a version 3.0 or higher LDAP Server.
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To add a branch, click on Add. The Add New Branch window appears.

=# Add New Branch E

Search branch

Io:EIrownJug,c:UK

Ok I Cancel |

FIGURE 3-4 Add New Branch window

Enter the branch name and click on OK. The branch is added to the listbox in the
General tab of the Account Unit Properties window (FIGURE 3-3).

Certificate Authority

If the Account Unit has an associated Certificate Authority, you must specify
additional parameters in the General tab of the Account Unit Properties window.

Entrust.ini — the location of the Entrust initialization file
Click on Browse to search for the file.
Officer Profile — the location of the profile file of an Officer

Click on Browse to search for the file. The profile can also be a hardware token
(see “Hardware Tokens” on page 66 for more information).

Recover — Click Recover to recover the specified Officer’s profile.

See “Recovering a Profile” on page 65 for more information.

Account Unit Properties Window — Encryption Tab

The Encryption tab of the Account Unit Properties window specifies the encryption
parameters (if any) of the connection between the Account Management Client and the
LDAP Server.
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Account Unit Properties

Use this tab only if the LDAP Server is configured to use SSL. The default is that SSL
is not selected.

=# Account Unit properties M= 3
General
Use Encryption : | & fes £ Mo |
Min Strength Method: }
Authentication  Export Strong

Max Strenath Method: .—)
Authentication  Export Strong

-

S5 port: |636 =

Last Connection :

FingerPrint :
| 3582A3459D6FAC03360C3C28F5BD24F |

Distinguished Mame {DM):
| cn=Joe Yerdi, o=BrownJug,c=UK |

Erase Data |
QK I Cancel | Help |

FIGURE 3-5 Account Unit Properties window — Encryption tab
Use Encryption — Select one of the choices:
Yes — Connect to the LDAP Server using SSL.

If you connect using SSL, you must also specify the encryption parameters
below. The port number specified in SSL Port on this tab is used for the
connection.

If the Account Unit has an associated CA, then the Check Point (fw1) and
Entrust attributes are maintained in separate connections. The Entrust
connection does not use SSL.

No — Connect directly to the LDAP Server.
The port number specified in the General tab is used for the connection.

Min Strength Method — This is the weakest encryption method the Account
Management Client is prepared to use.

Select one of the methods, where Authentication is the weakest and Strong is the
strongest. For more information, see “Negotiating an Encrypted SSL Session” on
page 19.
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Max Strength Method — This is the strongest encryption method the Account
Management Client is prepared to use.

Select one of the methods, where Authentication is the weakest and Strong is the
strongest. For more information, see “Negotiating an Encrypted SSL Session”
below.

Note - The Account Management Client and the LDAP Server will encrypt using the
strongest method acceptable to both sides.

SSL Port — The default is 636.

This port, rather than the one specified in the General tab, is used for the
connection.

Last Connection — This is a description of the last certificate used by the LDAP Server.

The Account Management Client obtains the certificate of the public key used by
the LDAP Server, and extracts the Server’s name (DN) and computes the public
key’s fingerprint. The first time you connect to an LDAP Server, you should
confirm the fingerprint with the LDAP Server’s system administrator by fax or
telephone or some other non-network means.

On subsequent connections to the LDAP Server, the Account Management Client
requests the Server’s fingerprint and compares it to the one it previously
obtained and stored. If there is a discrepancy, an error message is issued (see
FIGURE 3-6 on page 20).

Erase Data — Erase the fingerprint and DN.

Use this option if you have received a new fingerprint from the LDAP
system administrator.

Negotiating an Encrypted SSL Session

Both sides (the LDAP Server and the Account Management Client) negotiate the
parameters of the SSL session. For each side, both a minimum strength acceptable
method and a maximum strength available method are defined.
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Account Unit Properties

TABLE 3-2 lists the methods used for each strength. Note that Strong in the Account
Management Client corresponds to Very Strong in the table.

TABLE 3-2 Encryption Method Parameters

Authentication Encryption and Data Integrity
Strength Method Methods
Authentication RSA (512 bit) no encryption

data integrity: MD5 or SHA-1,
depending on the other side

Export RSA (512 bit) m RC4 (40 bit) and MD5, or

= DES (40 bit) and SHA-1

Strong (this cannot be RSA (1024 bit) .
specified in the GUI but = RC4 (64 bit) and MDS5, or

can be negotiated) m  DES (40 bit) and MD5 or SHA-1,
depending on the other side

Very Strong (this is RSA (1024 bit

very Strong ( ) m RC4 (128 bit) and MD5 or SHA-1,

indicated in the GUI by ) .
depending on the other side, or

Strong)

m  3DES and MD5 or SHA-1,
depending on the other side

toolkit are not encrypted. However, it does not jeopardize security since the

@ Note - Additional LDAP communications established by the AMC-integrated Entrust
transferred information is not confidential.

When Fingerprints Change

If the fingerprint changes on a later connection, a message window similar to
FIGURE 3-6 is displayed.

=# Account Management - S5L =] 3

&

SSL finger print has been changed since |ast time 11

Old Finger Print: |3582A3459D6FA00336003028F52A3459D |

Mesw Finger Print: |3582A3459D6FACDB36003028F536FA003 |

What would you like to do ?

Continue ; Copyto Cliphoard Disconnect |

FIGURE 3-6 Fingerprint changed message window
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At this point, you have the following choices:

Continue — Make the connection, even though the fingerprint has been changed. The
new fingerprint will be stored in place of the previous one.

Warning - This option should be used with extreme caution.

Copy to Clipboard — Copy the old and new fingerprints to the clipboard.

This option makes it easier for you to contact the LDAP Server’s system
administrator to confirm the new fingerprint. If you choose this option, the
message window is not closed, and you will eventually have to choose one of the
other options.

Disconnect — Terminate the connection.
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User Management
Account Management Window

After you successfully connect to the LDAP Server, the Account Management Client
window (FIGURE 3-7) is displayed.

=F Check Point - Account Management Client : interop_checkpoint.com
File Edi ‘“iew Help

vow &d| oo @@ 0 2 e o~
gux | Ohjects: IAII <] Atribute: [Full Name =l |contains <] | | |
- 2y Brownug [Full Name [Login Mame [ DM (Distinguished Name) =
@ Bar (7% BarPersan cn=BarPerson,ou=Bar,o=Browndug,c=Lk
- Kitchen
. @ Marksting €} Barmaids ch=Barmaids,ou=Bar,o=BrownJug, c=Uk
E}-@ s f3 Wandy keeler rmandy cn=hMandy Keeler,ou=Bar,0=BrownJug,c=UkK
E‘% WJdge?Co_rp € Christine Rice-Davies christine cn=Christing Rice-Davies,ou=Bar,0=BrownJug,i=UK
g Eforzjggogn ﬂdack Puccini jackp cn=Jack Puccini,ou=Kitchen,o=BrownJug,c=UK
l&‘i Randil @ Mon-Exempt cn=Mon-Exempt,ou=kitchen,o=BrownJug, c=LIK
3 Joe Yerdi joey ch=Joe Werdi,ou=Kitchen,o=BrownJug, =LK |
f3 John Eent johnk cn=John Kent,ou=marketing,o=BrownJug,c=UK
2 Johnnie 5. Bach ishach cn=Johnnie 5. Bach,ou=Marketing,0=BrownJug,c=Uk
ﬁ Lou Pavorotti loup ch=Lou Pavorott, ou=kitchen,o=BrownJug, c=LK
ﬁ Mark Tysan markt cn=Mark Tyson,ou=Bar,0=BrownJug,c=UkK
% Alice Witherspoon alicew ch=Alice Witherspoon,ou=Marketing, o=BrownJug, c=UK -

FIGURE 3-7 Account Management window

If Search on Start in the Account Unit Properties window is checked, the right side of
the Account Management window displays all the users, groups and templates defined
below the highlighted node in the tree displayed in the left side, up to the number
specified by the size limit (see “Size Limit” on page 25).

If Search on Start in the Account Unit Properties window is not checked, the right side
of the Account Management Client window is empty.

You can query the Account Unit to display the entries in which you are interested. See
Chapter 4, “Queries” for information about queries.
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Creating an Organizational Unit

Creating an Organizational Unit

New Organizational Unit Window

To create an organizational unit, select the point in the tree under which the
organizational unit should be created, and then right-click on it or select New
Organizational Unit from the File menu.

The New Organizational Unit window (FIGURE 3-8) is displayed.

=£ New Drgnizational Unit =] 3

& Mote : you are about to add new Organizational Unit .

Mame : ou:IAccounting

Branch : Iou:Kitchen,o:ElrownJug,c:UK j

Add Cancel | Help |

FIGURE 3-8 New Organizational Unit window

1 Enter the name of the new organizational unit.

“"ou=Accounting”), then the organizational unit's name will include “ou=" (for

r: Warning - “ou="is implied. Do not type it. If you type it (for example,
example, "ou=ou=Accounting”).

The default Branch is the selected tree object (if it exists on the LDAP Server),
but you can select another one.

2 Click on Add.
objectclass

When you create an organizational unit in this way, the following objectclass is added
to the corresponding LDAP entry:

= objectclass=organizationalUnit
Creating a Tree Object

If a node in the tree is overlaid by a “X”, then one of the following conditions is true:

n It is defined in the slapd.conf  file (on the LDAP Server) with the suffix
parameter, but it does not exist in the LDAP directory.

L It is defined as a branch in the Account Unit (see “Branches” on page 16), but is
not defined in the slapd.conf  file with the suffix  parameter.
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In the first case, you can create the object in the LDAP directory by:
m  right-clicking on it and choosing Create this Object from the menu, or

L selecting it and choosing Create Tree Object from the File menu.

In the second case, the object cannot be created with the Account Management Client,
because it must already be present in slapd.conf  (see “Modifying slapd.conf (on the
LDAP Server)” below).

objectclass

When you create a tree object in this way, one of the following objectclasses is added
to the created object:

m  objectclass=organization (if the selected object belongs to the type Organization)

= objectclass=organizationalUnit (if the selected object begins with an
organizationalUnit)

Modifying slapd.conf (on the LDAP Server)

The slapd.conf  file usually contains definitions of the root branches. You can modify
the slapd.conf  file in two ways:

(] using any text editor

m  using your LDAP Server’s configuration utility

SSL

If the &= icon appears above the Query bar to the right, then the connection is
encrypted by SSL.

If the £+~ icon appears (a broken key), then the connection is not encrypted by SSL.

Querying the LDAP Directory

For information about how to list, update and query users, see Chapter 4, “Queries”.

Show All

To show all the entries, without regard to queries, click on ﬁ in the toolbar. The
number of entries retrieved is subject to the size limit (see “Size Limit” on page 25).

Show All should be used with LDAP Servers containing a small number of entries.
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Closing the Account Management Client

Size Limit
The entries listed in the Account Management Client window are those satisfying the
last applied query (see Chapter 4, “Queries”). The number of entries is limited by the

size limit, which can be specified either in the General tab of Account Unit Properties
window (FIGURE 3-3 on page 15) or in the Size Limit window (FIGURE 3-9).

To open the Size Limit window, choose Size Limit from the Edit menu. The Size Limit
window (FIGURE 3-9) is displayed.

€ Size Limit IS [=1 E3
Flease enter new size limit
{ Possitive integer- 1 to 2000
Size Limit: | =

Ok I Cancel |

FIGURE 3-9 Size Limit window
Size Limit — the maximum number of entries that will be retrieved by a query

For example, if there are 3,000 entries in a branch and the size limit is 100,
only the first 100 entries will be displayed.

Closing the Account Management Client

To close the Account Management Client, select Exit from the File menu.
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Account Management Client Menus

File Menu

TABLE 3-3 File Menu Commands

Menu Entry

Toolbar
Button

Description

See

New User

Create a new user.

“Creating a User” on
page 42

New Template

Create a new template.

“Creating a
Template” on
page 56

New Group

Create a new group.

“Creating a Group”
on page 58

Delete

Delete the currently selected
object.

Chapter 5, “User
Management

New
Organizational
Unit

Create a new Organizational Unit
under the currently selected tree
object.

“Creating an
Organizational Unit”
on page 23

Create Tree
Object

'y

=,

Create the currently selected tree
object (currently X’d over).

“Creating a Tree
Object” on page 23

Exit

none

Close the Account Management
Client.

“Closing the Account
Management Client”
on page 25
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Edit Menu
TABLE 3-4 Edit Menu Commands

Toolbar

Menu Entry Button Description See

Show All Show all the entries, “Show All” on page 24
ﬁ without regard to queries.

Query = Open the Query window. “Query Window” on

page 30

Properties — Display the properties of Chapter 5, “User

'ﬁ—_l the currently selected Management
object.

Manage CA Open the Manage CA “Managing the Certificate
Iﬁ' window. Authority” on page 67

Certificate = Manage the selected “Managing Certificates” on
E‘ object’s certificate. page 64

Size Limit none Limit the number of “Size Limit” on page 25

records returned by a
query.

View Menu

TABLE 3-5 View Menu Commands

Toolbar
Menu Entry Button Description See
Sort by Full A Sort the entries by the | You can also click on the
Name E'l' user’s full name. column title.
Sort by Login A= Sort the entries by the You can also click on the
Name zi user’s login name. column title.
Help Menu
TABLE 3-6 Help Menu Commands
Toolbar
Menu Entry Button Description
Contents Open the Account Management Client online Help
? system.
u
About Account none Display the About Account Management window,
Management which shows the version and build numbers of the
Account Management Client.

Chapter 3
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Account Management Client Toolbar

v o &dd|EE g ek|E®| iz o 2

FIGURE 3-10 Account Management Toolbar

The toolbar buttons are shortcuts for menu commands (see TABLE 3-7).

Toolbar Buttons and their Corresponding Menu Commands

TABLE 3-7 Toolbar buttons and their corresponding menu commands

Toolbar Toolbar
Button Menu Command Button Menu Command

File New User " FileO Create Tree Object

e

FileD New Template = Edit0 Query

FileO New Group ﬁ Edit(] Show All

FileO Delete A X View( Sort by Full Name

Edit0 Manage CA @ none

Edit0 Cerificate 2 Help Contents

dﬁ This button is on the Query bar

FileO New Organizational Unit (see Chapter 4, “Queries”).

LFi

73

L

'ﬁ:ﬂ FileO Properties Ai View([ Sort by Login Name
i)
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CHAPTER 4

Queries

In This Chapter

Querying the LDAP Directory

page 29 ‘
LDAP Schema

page 33 ‘

Querying the LDAP Directory

The entries listed in the Account Management window are those satisfying the last
applied query. The number of entries is limited by the size limit specified in the

General tab of Account Unit Properties window (FIGURE 3-3 on page 15) or in the Size
Limit window.

There are two ways to query the LDAP directory:
L For simple queries (queries with only one condition), use the Query bar.

[ For complex queries (queries with more than one condition), use the Query
window.

Query Bar

The Query bar (FIGURE 4-1) enables you to define and execute a simple query. To define

and execute a complex query, use the Query window (see “Query Window” on
page 30).

The Query bar is displayed above the list of LDAP entries on the right side of the
Account Management window.

Objects: [l -] attribute: [ Full Name | |contains =] | |ﬁ

FIGURE 4-1 Query Bar
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To query the LDAP database using the Query bar, proceed as follows:
1 Make a selection (Users, Groups, etc.) from the Objects dropdown list.

2 Make a selection (Full Name, Login Name, etc.) from the Attributes dropdown
list, or enter the name of an attribute.

3 Select an operator (see TABLE 4-1 on page 31 for a list of operators and their
meanings).

4  Enter a value in the rightmost box on the Query bar.

5 Click on dl& or press Enter to execute the query and display the results.
Query Window

The Query window (FIGURE 4-2 on page 30) enables you to define and execute a
complex query. To define and execute a simple query, use the Query bar (see “Query
Bar” on page 29).

To open the Query window, click on E in the toolbar or select Query from the Edit
menu.

The Query window (FIGURE 4-2) is displayed.

=F Query M=l B3
- Query Search :

| Objects oftype : & Users & Groups & Templates Al |

Aﬂribute:lmail j IContains j Value: IAndy Add

Free Form I Add

search method -
{cn=Brad)
& Or (mail=*Andy*)

& And

Remave All | Remaove |

Apply | Cancel | Help |

FIGURE 4-2 Query window

Defining the Query

To define a query, select values from the dropdown lists and enter values in the text
boxes. Use the Add buttons to add criteria to the query.

Objects of Type — Only objects of the selected type will be returned by the query.

Select an object (Users, Templates or Groups) to restrict the types of entries that
will be returned, or select All if you do not wish to restrict the types of entries.
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Attributes — To include an attribute in the query, proceed as follows:
1 From the first dropdown list, select an attribute.

You can either select an attribute from the list or enter an attribute. The
list of available VPN-1/FireWall-1 attributes, including their formats and
permitted values, is given in TABLE 4-3 on page 34.

2 From the second dropdown list, select an operator (see TABLE 4-1).

TABLE 4-1 Operators - meaning of values

value meaning

is The attribute’s value must be equal to Value.

is not The attribute’s value is not equal to Value.

starts with The attribute’s value starts with Value.

ends with The attribute’s value ends with Value.

contains The attribute’s value contains Value.

less than The attribute’s value is less than or equal to Value.
greater than The attribute’s value is greater than or equal to Value.
sounds like The attribute’s value sounds like Value.

Note - The “less than” and “greater than” operators are supported by LDAP
Version 3.0 and higher servers only.

3 Enter the Value to which the entry’s Attribute will be compared.

You must take care that Value corresponds to the attribute’s type and
format, as described in “Attributes” on page 34. For example, if Attribute
is fwlexpiration-date, then Value should be of the form yyyymmdd (for
example, 20 August 1968 is 19680820).

4  Click on Add to add the condition to the query (in the text box to the right
of Search Method).

You can repeat this procedure as often as necessary. Each time, another condition
is added to the query.

Free Form — Enter a free form LDAP condition (query expression) and click on Add to
add it to the query.

See RFC 1558 for information about the syntax of LDAP query expressions.
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Search Method — This specifies whether the conditions are ANDed or ORed together.
To remove a condition from the query, select it and click on Remove.

To clear the query (remove all of its conditions), click on Remove All.

Executing the Query

To execute the query and display the results, click on Apply. The Query window
remains open, allowing you to view the results and modify the query if needed.

To close the Query window, click on Cancel.
Template Masking

Query conditions are applied to attributes defined at the user level, and not to
attributes defined at the template level. For example, if a query condition specifies
users whose expiration date is after 31 July 1999, then users for whom an expiration
date has not been specified will not be selected, even if their template specifies an
expiration date after 31 July 1999.

Query Filter

When you execute a query, the Account Management Client queries the LDAP
directory, using a filter constructed from the query. For example, the query shown in
FIGURE 4-2 on page 30 becomes the following filter:

filter:(&(|(objectclass=fwlperson)(objectclass=person)
(objectclass=organizationalPerson)(objectclass=inetOrgPerson))
(I(cn=Brad)(mail=*Andy*)))

When the Account Management Client starts and the Account Management Client
window is first displayed, the entries displayed are those returned by the following

query:

filter:(|(objectclass=organization)(objectclass=organizationName)
(objectclass=0OrganizationalUnitName)
(objectclass=organizationalUnit))

Also, tree objects specified under Branches in the Account Unit Properties window
(FIGURE 3-3 on page 15) are displayed, even if they do not exist on the LDAP Server.

Management Client. To modify the default parameters, make changes in the

@ Note - The query shown in FIGURE 4-2 on page 30 is the default query for the Account
AMC.properties  file (see “AMC.properties File” on page 72).
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objectclass
Users

When a new user is added by the VPN-1/FireWall-1 Account Management Client, or
when an existing user is modified, the following objectclasses are added by default:

m  objectclass=person
m  objectclass=fwlperson
= objectclass=organizationalPerson

(] objectclass=inetOrgPerson

To modify the default parameters, make changes in the AMC.properties file (see
“AMC.properties File” on page 72).

Templates
Templates are of the objectclass fwltemplate.
Groups

Groups are of the objectclass groupOfNames..

@ Note - The Account Management Client allows you to query and edit groups of the
objectclass groupOfUniqueNames created in the Netscape LDAP Server.

LDAP Schema
Proprietary Attributes

oID

Each of the proprietary object classes and attributes (all of which begin with “fw1”)
has a proprietary Object Identifier (OID), listed below.

TABLE 4-2 Object Class OIDs

object class oib
fwltemplate 1.3.114.7.3.2.0.1
fwlperson 1.3.114.7.3.2.0.2

The OIDs for the proprietary attributes begin with the same prefix
(“1.3.114.7.4.2.0.X”). Only the value of “X” is different for each attribute. The value
for “X” is given in the table below.
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Attributes

TABLE 4-3 Attributes

“X" in OID
fwiperson
fwitemplate

attribute default remarks

cn The entry’s name.

In the Account Management Client, this is
referred to as “Common Name”. For users this
can be different from the uid attribute — the
name used to login to the VPN/FireWall Module.
This attribute is also used to build the LDAP
entry’s distinguished name, that is, it is the
RDN of the DN.

uid The user’s login name, that is, the name used to
login to the VPN/FireWall Module. This attribute
is passed to the external authentication system
in all authentication methods except for
“Internal Password”, and must be defined for all
these authentication schemes.

The login name is used by VPN-1/FireWall-1 to
search the LDAP server(s). For this reason, each
user entry should have its own unique uid value.
It is also possible to login to the VPN/FireWall
Module using the full DN. The DN can be used
when there is an ambiguity with this attribute or
in “Internal Password” when this attribute may
be missing. The DN can also be used when the
same user (with the same uid) is defined in more
than one Account Unit on different LDAP
Servers.

description “no value” Descriptive text about the user.

mail “no value” User’s email address.

member An entry can have zero or more values for this
attribute.

In a template: The DN of user entries using this
template. DNs that are not users (object classes
that are not one of: “person”,
“organizationalPerson”, “inetOrgPerson” or
“fwlperson”) are ignored.

In a group: The DN of user, group or live
template entries that are members of this group.
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TABLE 4-3 Attributes (continued)

]

c | &

[a] -

ola |2

£ |8

s - -

attribute < »;- E default remarks

userPassword Must be given if the authentication method

(fwlauth-method) is “Internal Password”. The
value can be hashed using “crypt”. In this case
the syntax of this attribute is:

“Lerypt}xxyyyyyyyyyyy”

where “xx” is the “salt” and “yyyyyyyyyyy”
is the hashed password.

It is possible (but not recommended) to store the
password without hashing. However, if hashing
is specified in the LDAP Server, you should not
specify hashing here, in order to prevent the
password from being hashed twice. You should
also use SSL in this case, to prevent sending an
unencrypted password.

The VPN/FireWall Module never reads this
attribute, though it does write it. Instead, the
LDAP bind operation is used to verify a
password.
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TABLE 4-3 Attributes (continued)

“X" in OID

attribute default remarks

o fwiperson
ol fwitemplate

fwlauth-method 1 “undefined” | One of the following:

m “S/Key” m “RADIUS”
m “SecurID” m “TACACS”
m “OS Password” m “Defender”

m “Internal Password” m “undefined”

This default value for this attribute is overridden
by Default Scheme in the Authentication tab of
the Account Unit window in the VPN-1/
FireWall-1 GUI (see “LDAP Account Unit
Properties Window — User Preferences Tab” on
page 337 of VPN-1/FireWall-1 Administration
Guide). For example: an LDAP server can
contain LDAP entries that are all of the object-
class “person” even though the proprietary
object-class “fwlperson” was not added to the
server’s schema. If Default Scheme in the
VPN-1/FireWall-1 GUI is “Internal Password”,
all the users will be authenticated using the
password stored in the “userPassword”
attribute.

fwlauth-server 2 o |0 The name of the server that will perform the
authentication This field must be given if
fwlauth-method is “S/Key” or “RADIUS” or
“TACACS”. For all other values of fwlauth-
method, it is ignored. Its meaning is given
below:

method meaning

S/Key name of the workstation on
which the VPN/FireWall
Module is installed

RADIUS name of a RADIUS server, a
group of RADIUS servers, or
(dAny7’

TACACS name of a TACACS server
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TABLE 4-3 Attributes (continued)

]
c | &
a =
ola |2
£/ |8
N - -
attribute §< »;- E default remarks
fwlpwdLastMod 3 O | O | If no value The date on which the password was last
is given, modified. The format is yyyymmdd (for example,
then the 20 August 1998 is 19980820). A password
password can be modified using the Account Management
has never Client (see “New User Window - Authentication
been Tab” on page 45 of Account Management
modified. Client), or through the VPN/FireWall Module as
a part of the authentication process.
fw1Skey-number 4 o0 Length of initial S-Key chain.

This attribute is required if the authentication
method is S/Key.

fw1Skey-seed 5 o0 The seed from which the S-Key chain was
generated (with the addition of a secret).

This attribute is required if the authentication
method is S/Key.

fw1Skey-passwd 6 o| 0 The last value of the initial S-Key chain
This attribute is required if the authentication
method is S/Key.

fwlSkey-mdm 7 0| o0 | MD4 The hash function used by S/Key

Valid values are “MD4” and “MD5”.

This attribute is required if the authentication
method is S/Key.

fwlexpiration-date 8 O (0 | “no value” The last date on which the user can login to a

VPN/FireWall Module, or “no value” if there is
no expiration date. The format is yyyymmdd (for
example, 20 August 1998 is 19980820). The

default is “no value”.

fwlhour-range-from 9 oy 0| “00:00” The time from which the user can login to a
VPN/FireWall Module. The format is hh:mm (for
example, 8:15 AM is 08:15).

fwlhour-range-to 10 | O | O | “28:59” The time until which the user can login to a
VPN/FireWall Module. The format is hh:mm (for
example, 8:15 AM is 08:15).

fwlday 11 | O | O | all days of The days on which the user can login to a VPN/
the week FireWall Module. Can have the values
“SUN”,”MON?,...etc.
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TABLE 4-3

Attributes (continued)

attribute

“X" in OID

default

remarks

fwlallowed-src

o fwiperson

ol fwitemplate

“no value”

The names of one or more network objects from
which the user can run a client, or “Any” to
remove this limitation, or “no value” if there is
no such client. The names should match the
name of network objects defined in VPN-1/
FireWall-1 management station.

fwlallowed-dst

13

“no value”

The names of one or more network objects
which the user can access, or “Any” to remove
this limitation, or “no value” if there is no such
network object. The names should match the
name of network objects defined on the VPN-1/
FireWall-1 Management Station.

fwlallowed-vlan

14

“no value”

currently not used

fwlSR-keym

15

‘Any”

The algorithm used to encrypt the session key in
SecuRemote. Can be “CLEAR”, “FWZ1”, “DES”
or “Any”.

fw1SR-datam

16

‘Any”

The algorithm used to encrypt the data in
SecuRemote. Can be “CLEAR”, “FWZ1”, “DES”
or “Any”.

fw1SR-mdm

17

“none”

The algorithm used to sign the data in
SecuRemote. Can be “none” or “MD5”.

fwlenc-fwz-expiration

18

The number of minutes after which a
SecuRemote user must re-authenticate himself or
herself to the VPN/FireWall Module.

fw1lsr-auth-track

19

“none”

The exception to generate on successful
authentication via SecuRemote. Can be “none”,
“cryptlog” or “cryptalert”.

fwlgroupTemplate

20

“FALSE”

This flag is used to resolve a problem related to
group membership.

The group membership of a user is stored in the
group entries to which it belongs and not in the
user entry itself. Therefore there is no clear
indication in the user entry if information from
the template about group relationship should be
used.

If this flag is “TRUE”, then the user is taken to
be a member of all the groups to which the
template is a member. This is in addition to all
the groups in which the user is directly a
member.
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TABLE 4-3 Attributes (continued)
]
c | &
[a] -
ola |2
=8 |8
N - -
attribute < »;- E default remarks
fw1lISAKMP- 21 | O |0 | “DES”, The key encryption methods for SecuRemote
EncMethod “3DES” users using IKE!. This can be one or more of:
“DES”, “3DES”. A user using IKE may have
both methods defined.
fwlISAKMP- 22 | O | O | “signatures” | The allowed authentication methods for
AuthMethods SecuRemote users using IKE!. This can be one
or more of: “preshared”, “signatures”.
fwlISAKMP- 23 | 0|0 | “MD5”, The data integrity method for SecuRemote users
HashMethods “SHA1” using IKE!. This can be one or more of: “MD5”,
“SHA1”. A user using IKE must have both
methods defined.
fw1lISAKMP- 24 | O |0 | “ESP” The IPSec Transform method for SecuRemote
Transform users using IKE!. This can be one of: “AH”,
“ESP”.
fw1lISAKMP- 25 | 0O | 0O | “SHA1” The data integrity method for SecuRemote users
DatalntegrityMethod using IKE!. This can be one of: “MD5”,
“SHA1”.
fwlISAKMP- 26 | 0O | O The pre-shared secret for SecuRemote users
SharedSecret using IKE1.
The value can be calculated using the fw
ikecrypt  command line (see “VPN-1
Accelerator Card” on page 57 of Check Point
Account Management Client).
fwlISAKMP- 27 | 0O |0 | “DES” The data encryption method for SecuRemote
DataEncMethod users using IKE?.
fwlenc-Methods 28 | O | 0O | “FWZ” The encryption method allowed for SecuRemote

users. This can be one or more of: “FWZ”,
“ISAKMP” (meaning IKE).

1.IKE was formerly known as ISAKMP or ISAKMP/OAKLEY.
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CHAPTER 5

User Management

In This Chapter

Managing Users page 41
Templates page 56
Groups page 57

Managing Users

You can manage users from the Account Management window (FIGURE 5-1 on

page 42). In addition, you can query the Account Unit to display the entries in which
you are interested (see Chapter 4, “Queries” for information about queries).

In This Section

Creating a User page 42
Modifying a User page 42
Deleting a User page 43
New User Window — Identification Tab page 44
New User Window — General Tab page 45
New User Window — Authentication Tab page 46
New User Window — Location Tab page 48
New User Window — Time Tab page 50
New User Window — Encryption Tab page 51
New User Window — Groups Tab page 55
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FIGURE 5-1 Account Management window

Creating a User

To create a new user, click on ’?3 in the toolbar, or select New User from the File
menu. The New User window (FIGURE 5-3 on page 44) is displayed. Enter the relevant

information on the different tabs.

You can choose to let the new user inherit data from a template by specifying the
name of the template on the Identification tab (FIGURE 5-3 on page 44) and checking

From Template in each of the other tabs.

Modifying a User

To modify a user, proceed as follows:

1 Select the user in the list on the right side of the screen.
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2 Do one of the following:

n click on f'B—J in the toolbar, or
u select Properties from the File menu, or

m  right-click on the entry and select Edit Properties from the menu.

Edit Propetties |
Edit Certificate
Delete entry
FIGURE 5-2 Object Menu

3 Open the relevant tab and make the changes.

If you change the template to which a user is attached, and the new template requires
more information, the user information will be incomplete, and you must review all the
tabs to enter the correct information for the user.

For example, if a user was attached to a template whose authentication method is OS
Password, and you attach the user to a template whose authentication method is
S/Key, the required information for the user will not be defined. In this case, you must
add the required information to the tab.

Deleting a User
To delete a user, proceed as follows:

1 Select the user in the list on the right side of the screen.

2 Click on é in the toolbar or select Delete from the File menu or right-click on
the entry and select Delete Entry from the menu.
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New User Window — Identification Tab

A

gF Nowlser I _______ BEIE

Identification | General | Authentication | Location | Tirne | Encryption | Groups |

Login Mame: Ibrads

Last Mame: IStoker

Full Mame: IElrad Stoker

Branch: Io:WidgetCorp,c:US j

Link To Template: IMarketingExec j

coner_| oo _|

FIGURE 5-3 New User window — |dentification tab

Login Name — the user’s login name

Warning - You must not define more than one user with the same uid (login name) in
the same branch.

Last Name — the user’s last name (surname or family name)

This field is required only if schema checking is on in the LDAP Server. For more
information about schema checking, see “Schema Checking” on page 189 of
VPN-1/FireWall-1 Administration Guide.

Full Name — the user’s full name, including the last name (surname)
Branch — the branch in the tree in which the user is situated

The default is the branch currently selected in the tree on the left part of the
window. You can select another branch from the drop-down menu.

Link to Template — the template (if any) to which the user’s definition is linked.

The linkage is “live,” that is, changes to the template are reflected in all the
users linked to the template.
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New User Window — General Tab
=F New User . H=] E3

Identification  General | Authentication | Location | Time | Encryption | Groups |

Expiration Date {dd-mmm-yay): | 31-Dec-2001 IV From Termplate

Comment: | ¥ From Template

Email: Ibrads@widgetcorp.coml

coner_| oo _|

FIGURE 5-4 New User window — General tab

Expiration Date — the date after which this user definition is no longer valid.

If From Template is checked, this field is taken from the template given in the
Link to Template field in the Identification tab of the New User window
(FIGURE 5-3 on page 44).

Comment — descriptive text

If From Template is checked, this field is taken from the template given in the
Link to Template field in the Identification tab of the New User window
(FIGURE 5-3 on page 44).

Email — the user’s email address

To enter more than one email address, separate them with the “;” character. For
example, if the user has two email addresses: “joe@bigcorp.com” and
“joe@coldmail.com”, enter “joe@bigcorp.com;joe@coldmail.com”. Each email

address will be saved as a separate value.
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New User Window — Authentication Tab

— (O x

Identification | General Authentication | Location | Time | Encryptian | Groups |

Authentication Scheme ;|05 Password j [ From Template

Default Method
(035 Password
Sikey

SecurlD

Internal Password
RADIUS

AHENT Pathways
TACACS

- Settings :

coner_| oo _|

FIGURE 5-5 New User window — Authentication tab

Authentication Scheme — the scheme that will be used to authenticate this user

If From Template is checked, this field is taken from the template given in the
Link to Template field in the Identification tab of the New User window
(FIGURE 5-3 on page 44).

Select a scheme from the drop down list. For some of the schemes, additional
data is required. After you select one of these schemes, the contents of the
window change and the required fields are displayed.

[ Default Method — The authentication method used for this user is the one
specified in Default Scheme in the Authentication tab of the Account Unit
window in the VPN-1/FireWall-1 GUI.

] 0S Password — The user is challenged to enter his or her OS password.
L S/Key — The user is challenged to enter the value of requested S/Key

iteration.

A user whose authentication scheme is S/Key can be authenticated only on
one gateway. See “S/Key” below for an explanation of how to define S/Key
authentication.

L SecurlD — The user is challenged to enter the number displayed on the
Security Dynamics SecurID card.
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|
S/Key
=F New User

Identification | General Authentication | Location | Time | Encryptian | Groups |

Authentication Scheme ; ISIKey j [ From Template

- Settings :

New User Window — Authentication Tab

Internal Password — The user is challenged to enter his or her VPN-1/
FireWall-1 password on the gateway.

The advantage of an internal password over a OS password is that a user
does not require an OS account on the gateway to use an internal
password.

RADIUS — The user is challenged for the response, as defined by the
RADIUS server.

AXENT Pathways — The user is challenged for the response, as defined by
the AXENT Pathways server.

TACACS — The user is challenged for the response, as defined by the
TACACS server.

M=l E3

Authentication Server : Ica|e
Hashing Algarithm @ | @ MD4 — MD5
Seed : |3949 Length: [100

Password : ILAYS COY FAME CODY BARR NAIL

Secret Key: I | Generate

Save | Help | Cancel |

FIGURE 5-6 New User window — S/Key Authentication

The meaning of the fields in this window is as follows:

Authentication Server — the server that will authenticate the user

Seed — a random number

The Account Management Client suggests a 4-digit random seed, but you
can change it.

Password — This is computed by the Account Management Client after you enter
Secret Key and click on Generate.

Alternatively, you can enter Password manually.
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Length — number of iterations
Secret Key — chosen by the user
Secret Key should be at least 10 characters long.
There are several options for using the S/Key Authentication window, as follows:
To Generate and Save a Sequence of Passwords
1 Enter Seed, Secret Key, and Length.
Secret Key should be at least 10 characters long.
2 Click on Generate.
If the User Already Has Prepared a Sequence of Passwords

1 Enter Seed, Length (the number of the last password used), and last-used
Password.

2 Do not click on Generate.

The S/Key password is saved. If Seed and Length are not entered, the user is
prompted for them.

New User Window — Location Tab

=F New User _ _ ] _ !EI .

Identification | General | Authentication  Location | Time | Encryptian | Groups |

[~ From Template Source:  Any & From List
Mame ||

| T bar

= Delete |

Destination: & Any ~ From List
Mame ||

I Add = |
= Delete |

Save | Help | Cancel |

FIGURE 5-7 New User window — Location tab
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The Location tab specifies the allowed sources and destinations for the user.

If From Template is checked, this information is taken from the template given in the
Link to Template field in the Identification tab of the New User window (FIGURE 5-3 on
page 44).

Source

The upper part of the tab specifies the allowed sources. If Any is checked, then there
is no restriction on the user’s source. If From List is checked, then the user is allowed
to connect only from the listed hosts.

To add a host to the list of allowed hosts, enter its name (not its IP address) in the text
box to the left of the list and click on Add. The object must be defined in the VPN-1/
FireWall-1 database as a network object. To delete a host from the list, select it in the
list and click on Delete.

Note - The VPN-1/FireWall-1 Policy Editor will ignore the defined sources if Intersect
with user database is disabled in the General tab of the Client Authentication Action
Properties window (see Chapter 15, “Authentication” in Check Point VPN-1/FireWall-1
Administration Guide).

Destination

The upper part of the tab specifies the allowed destinations. If Any is checked, then
there is no restriction on the user’s destination. If From List is checked, then the user
is allowed to connect only to the listed hosts.

To add a host to the list of allowed hosts, enter its name (not its IP address) in the text
box to the left of the list and click on Add. The object must be defined in the VPN-1/
FireWall-1 database as a network object. To delete a host from the list, select it in the
list and click on Delete.

Note — The VPN-1/FireWall-1 Policy Editor will ignore the defined destinations if
Intersect with user database is disabled in the General tab of the Client
Authentication Action Properties window (see Chapter 15, “Authentication” in Check
Point VPN-1/FireWall-1 Administration Guide).
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New User Window — Time Tab

=F New User

g

EU R B

00

- User may connect at;

Maonday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

ldentification | General | Authentication | Location  Time | Encryption | Groups |

™ Fram Template

Fraom ¢hh:mm): IUSZUU
To thh:mmy: |15!59

M=l E3

Help | Cancel |

FIGURE 5-8 New User window — Time tab

The Time tab specifies the days of the week and the times of day that the user is

allowed to connect.

If From Template is checked, this information is taken from the template given in the
Link to Template field in the Identification tab of the New User window (FIGURE 5-3 on

page 44).

Check the days of the week on which the user is allowed to connect.

Specify a time period, between From and To, during which the user is allowed to

connect.
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New User Window — Encryption Tab

The Encryption tab specifies the encryption and data integrity methods for Client
Encryption (SecuRemote) for the user. If From Template is checked, this information is
taken from the template given in the Link to Template field in the Identification tab of
the New User window (FIGURE 5-3 on page 44).

There are two tabs within the Encryption tab: one for FWZ and one for IKE.

@ Note - From Template applies to both Encryption tabs.

FWZ Encryption (for SecuRemote Users)

=% New User M= E3

Identification | General | Authentication | Location | Time Encryption | Groups |
Pz | IKE| ™ From Template
v

- FWZ settings :

Session Key Encryption Method : IFWZ1 vl
Data Encryption Method IFWZ1 vl
Data Integrity Method : [« Mone & MDA
Fassword expires after |15 3: minutes

General:
’VSuccessfulAuthenticationTrack: |¢7 Naone " Log  Alert ”

coner_| oo _|

FIGURE 5-9 New User window — FWZ Encryption tab

Session Key Encryption Method — the encryption algorithm for session keys

The available choices depend on the encryption algorithms installed.

@ Note - You cannot choose an encryption method if your VPN/FireWall module does not
support it.

You can also choose Clear (meaning no encryption) or Any (meaning the session
key encryption method is chosen by the other party).
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Data Encryption Method — the encryption algorithm for communications packets
The available choices depend on the encryption algorithms installed.

You can also choose Clear (meaning no encryption) or Any (meaning the data
encryption method is chosen by the other party).

Data Integrity Method —the cryptographic checksum method to be used for ensuring
data integrity
General — In Successful Authentication Track, choose one of the following:

L] None — no logging or alerting

] Log — log the event

] Alert — issue an alert

IKE Encryption (for SecuRemote Users)

_ O x

Identification | General | Authentication | Location | Time Encryption | Groups |

FWZ IKEl [ From Template

- Authentication:

¥ Use Password Enter Password |
¥ Public Key Signatures
- Encryption:
Transform:| & Encryption + Data Integrity (ESP) ¢ Data Integrity Only (&H) |
DataEncryption: | ¢ 3DES & DES © DES4OCP ¢ CAST4D |
Datalntegrit: | & SHA1 ¢ MDS |
General:
’VSuccessfulAuthenticationTrack: |¢7 Naone " Log  Alert ”

coner_| oo _|

FIGURE 5-10 New User window — IKE Encryption tab

Authentication — Choose one or both of the following:
L Use Password — The user authenticates himself or herself using a
password.

If you select this authentication method, then click on Enter Password to
display the IKE Password window (FIGURE 5-11 on page 54) so that you can
enter the password, which is stored on the LDAP server in encrypted form.

For more information, see “IKE Password Window” on page 54.

n Public Key Signatures — The user authenticates himself or herself using a
certificate.
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Encryption — Select Transform, Data Encryption Method and Data Integrity Method.

New User Window — Encryption Tab

Transform — Choose one of the following:

n Encryption + Data Integrity (ESP) — The Security Association will

include both encryption and data integrity (authentication).

] Data Integrity Only (AH) — The Security Association will include only
data integrity (authentication).

Data Encryption Method — the encryption algorithm for communications packets
(available only if Encryption + Data Integrity (ESP) is chosen)

The available choices depend on the encryption algorithms installed.

Choose one of the available algorithms. You should choose one of the
algorithms available to the SecuRemote Client. If you choose an algorithm
stronger than any of those available to the SecuRemote Client, the
connection will fail.

The algorithms available on the SecuRemote Server depend on the VPN-1/
FireWall-1 software version and license.

The algorithms available on the SecuRemote Client depend on the
SecuRemote Client software version. To see which versions are available on

the SecuRemote Client, select About from the SecuRemote Client’s Help

menu.

TABLE 5-1 lists the available methods on the Client.

TABLE 5-1 Client About SecuRemote window text and encryption methods

text in About box

available encryption algorithms

Export 40 bit algorithms (CAST-40 and DES-40CP)
DES DES (in addition to those listed under Export)
Strong 3DES (in addition to those listed under DES and Export)

Data Integrity Method —the cryptographic checksum method to be used for
ensuring data integrity

General — In Successful Authentication Track, choose one of the following:

(] None — no logging or alerting

(] Log — log the event

n Alert — issue an alert
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IKE Password Window

=F IKE IS[=] E3

- Password

MNew Password: I

Re-enter Password: I

- Key

Key far Encrypting Password: I

Re-enter Key for Encrypting Password: I

Key Last Used Far Branch:

Ok |

FIGURE 5-11 |KE Password window

New Password — Enter the password.
Re-enter Password — Confirm the password by entering it again.

Key for Encrypting Password — Enter the key to be used to encrypt users’ IKE pre-
shared secrets on the LDAP server.

This field corresponds to the IKE Key field in the Encryption tab of the LDAP
Account Unit Properties window in the VPN-1/FireWall-1 GUI.

Key for Encrypting Password is the same for all users on an Account Unit (even
though it is defined in a User Properties window). You define this only once.
Once it is defined, it appears as the default value for all other users when you
open their IKE Password windows.

An exception to this is the following scenario: Suppose you have defined two
Account Units in VPN-1/FireWall-1. Then, you start the Account Management
Client directly (that is, not from within VPN-1/FireWall-1) and define an Account
Unit that includes the two Account Units you defined in VPN-1/FireWall-1. Each
of the VPN-1/FireWall-1 Account Units will have a different IKE Key field, so in
the Account Management Client, you must then specify different Key for
Encrypting Password fields for different users, depending on the VPN-1/
FireWall-1 Account Unit on which each user is defined. To avoid this
complication, you should define the same Account Units both in VPN-1/
FireWall-1 and in the Account Management Client.

Re-enter Key for Encrypting Password — Confirm the key by entering it again.
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Key Last Used for Branch — The last used branch is shown here.

This field is useful when you are defining users in different branches, where each
branch is a separate VPN-1/FireWall-1 Account Unit and may have different keys
for encrypting IKE passwords. See “Key for Encrypting Password” on page 54 for
more information.

New User Window — Groups Tab

=% New User M= 3
ldentification | General | Authentication | Location | Time | Encryption Groups |
Available Groups: Belongs to Groups:
Full Mame | DN iDistinguis - - Full Name | DM (Distinguished ¢
ﬁ cn=Barmaids, ﬁ cn=DeltaProjecto=Y
= Delete |
[ 0
¥ Add Template's groups

Full Mame | DM (Distinguished ¢
Y I 0 [ 0

Save | Help | Cancel |

FIGURE 5-12 New User window — Groups tab

The Groups tab lists the groups to which the user belongs.

To add the user to a group, select the group in the left list box (labeled Available
Groups) and click on Add.

Alternatively, you can do this using the Group window (see “Changing a Group”
on page 59).

To delete the user from a group, select the group in the right list box (labeled Belongs
to Group) and click on Delete.

Alternatively, you can do this using the Group window (see “Changing a Group”
on page 59.

If you check Add Template’s Groups, then the user is also added to all the groups
defined in the template given in the Link to Template field in the Identification tab of
the New User window (FIGURE 5-3 on page 44).
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Templates

A definition of a user can be based on a template from which the user will inherit
properties. In VPN-1/FireWall-1 Account Management, a template is “live,” that is,

changes made to a template are applied to all users who continue to inherit at least
some of their properties from the template.

In This Section

Creating a Template page 56
Changing a Template page 57
Deleting a Template page 57

Creating a Template

To create a new template, click on flﬁ in the toolbar, or select New Template in the
File menu. The New Template window is displayed.

=F New Template _|Ofx

| General | Authentication | Location | Time | Encryption | Groups |

Full Mame: I

Branch: Io:EIrownJug,c:UK j

coner_| |

FIGURE 5-13 New Template window — Identification tab
The tabs and fields of the New Template window correspond to those of the New User
windows, except for the following:

n There is no Link to Template field in the Identification tab.
L] There are no From Template fields in the other tabs.

n There are no user-specific fields, such as Email (FIGURE 5-4 on page 45).

56 Check Point Account Management Client ¢ January 2000



Changing a Template

The link between a template and the users whose definitions are linked to the template
is a live link, that is, any changes made to the template are made to the users as well,
to the fields on those tabs for which the From Template field is checked in the user’s
definition.

Changing a Template

To change a template, proceed as follows:

1
2

Select the template in the list on the right side of the screen.
Click on f'3:_| in the toolbar or select Properties from the File menu.

Open the relevant tab and make the changes.

When you modify a template, all the users attached to the template are modified
accordingly. If the modified template requires more information, the user’s data
will be incomplete. For example, if a user was attached to a template whose
authentication method is OS Password, and you changed the authentication
method to S/Key, the necessary information will not be defined for the user. In
this case, you must add the required information for all the users affected by the
change in the template.

Deleting a Template

Groups

To delete a template, proceed as follows:

1
2

Select the template in the list on the right side of the screen.

Click on g in the toolbar or select Delete from the File menu.

When you delete a template, all the users attached to the template are detached
and are no longer attached to any template.

In This Section

Creating a Group page 58
Changing a Group page 59
Deleting a Group page 59
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Creating a Group

To create a new group, click on @ in the toolbar, or select New Group from the File
menu. The New Group window is displayed.

=F Mew Group M= 3

Mew Graup :

Group Mame: IHotShots

=TT 0 U= arketing, o=BrownJug,

Save | Cancel | Help

FIGURE 5-14 New Group window

1
2
3
4

5

Enter a Full Name for the group.
Enter a Branch for the group.
Click on Save.

Add members to the group by selecting them from the list on the left
(FIGURE 5-15) and clicking on | =s |.

You can delete a member from the group by selecting the member in the list on
the right and clicking on | =« |.

A group’s DN is of the form “cn=Full Name, ou=Branch. For example, the group
defined in FIGURE 5-14 has a DN of “cn=HotShots,ou=Marketing,0=BrownJug,c=UK”.
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Changing a Group
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FIGURE 5-15 Adding Members to a Group
Changing a Group
To change a group, proceed as follows:
1 Select the group in the list on the right side of the screen.

2 Click on f'3:_| in the toolbar or select Properties from the File menu.

3 Add members to the group by selecting them from the list on the left
(FIGURE 5-15) and clicking on | == |.

To select all the entries in a column, use Ctrl-A.
Deleting a Group
To delete a group, proceed as follows:
1 Select the group in the list on the right side of the screen.
2 Click on 6( in the toolbar or select Delete from the File menu.

To select all the entries in a column, use Ctrl-A.

Chapter 5 User Management
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CHAPTER

7

Troubleshooting

In This Chapter

Error Messages

page 71

Configuration

page 72

Error Messages

TABLE 7-1 lists the Account Management Client error messages.

TABLE 7-1 Account Management Client Error Messages

Error

Number Meaning Course of Action

1 LDAP Server internal error.

2

3 Time limit (default 3600 milliseconds) exceeded.

4 Size limit exceeded. Use a more restrictive query or
increase size limit (Size Limit on
the Edit menu).

5

6

7 Strong authentication not supported.

8 Strong authentication required. Try again using SSL.

9 Partial results returned.
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Configuration

TABLE 7-1 Account Management Client Error Messages (continued)

Error
Number | Meaning Course of Action
16 No such attribute — attempt to read or write an Add the VPN-1/FireWall-1 (fwl
attribute not supported by the LDAP Server. prefix) attributes to the schema
supported by the LDAP Server or
turn schema checking off.
20 Client synchronization problem — two Clients are Requery, refresh and update again.
attempting to update the same entry at the same
time.
21 Invalid syntax in free form query. Correct the syntax.
32 Client synchronization problem — a Client is Requery.
attempting to access an entry deleted by another
Client.
33 Alias problem — the VPN-1/FireWall-1 Client does
not search for aliased objects.
34 Invalid Full Name, for example: “Full Name: Change to the form:
Norma+Baker” Baker+lastName=Norma
70 Too many entries returned by query. Use a more restrictive query.
87 Invalid syntax in free form query. Correct the syntax.
90 Out of memory. Make more memory or more disk
space available on the LDAP Server.
Configuration

AMC.properties File

This file is created when the Account Management Client is installed and should be
modified only when needed. TABLE 7-2 lists the more important parameters in the file.

TABLE 7-2 AMC.properties file parameters

parameter meaning

AddUserDefaultOC If TRUE add the object classes defined under UserDefaultOC to
users edited with the Account Management Client, when those
object classes are missing from the user’s definition (this can
happen if the user was created by another LDAP Client).

UserDefaultOC See “AddUserDefaultOC” above.

GroupRequiresMember
would otherwise be empty.

If TRUE a dummy member is added to a newly-defined group which

OrganizationUnitOC

on page 22).

A list of the non-leaf elements to be displayed in the tree at the left
hand side of the Account Management Client window (FIGURE 3-7

72  Check Point Account Management Client ¢ January 2000



Index

A

Account Management Client
installing, 6
JRE installation, 11
location on CD-ROM, 6
minimum requirements, 5
operating systems, 6
platforms, 5
uninstalling, 11

Account Unit
defined differently in AM Client

and VPN-1/FireWall-1, 54

description of, 4
properties, 15

Account Unit Properties window
Encryption tab, 17
General tab, 15

alias, 72

AXENT Pathways Defender, 47

B
bulk operations, 68

C
CA
managing, 68
CD-ROM
location of files on, 6
certbulk.exe file, 68
Certificate Authority, 62
managing, 67
Certificate Revocation List, 67
certificates, 64
deleting, 64
description of, 61

number of in license, 64
Chrysalis-ITC Luna hardware
token, 66
Client Encryption, 51
compartmentalization
Account Units, 4
contains operator, 31
Create/Recover Profile window, 63
creating, 64
creating an object in the LDAP
directory, 23

E
email
multiple addresses, 45
End User License Agreement, 6
ends with operator, 31
entadmin files, 68
Entrust, 17
SSL, 18
Entrust Client, 63
entrust.ini file, 17, 66

F
fw1allowed-dst, 38
fw1allowed-src, 38
fw1lallowed-vlan, 38
fwlauthmethod, 36
fw1lauth-server, 36
fwiday, 37
fw1lenc-fwz-expiration, 38
fw1lexpiration-date, 37
fwilgroupTemplate, 38
fw1hour-range-from, 37
fw1lhour-range-to, 37

fw1person, 32, 33
fw1pwdLastMod, 37
fw1Skey-mdm, 37
fw1Skey-passwd, 37
fw1Skey-seed, 37
fw1sr-auth-track, 38
fw1SR-datam, 38
fw1SR-keym, 38
fw1SR-mdm, 38
fw1template, 33
FWZ encryption, 51

G
greater than operator, 31
compatibility with LDAP
versions, 31
group
adding dummy member when
empty, 72
form of DN, 58

H

hardware token, 66

high availability
Account Units, 4

|
IBM AIX

separate JRE installation, 11
IKE encryption, 52
inetOrgPerson, 32, 33
installation

HP-UX, 8

IBM AIX, 10

Solaris, 7

Index  Index-i



Unix, 7
Windows, 6
installing the Account Management
Client, 6
internal password, 47
advantage over OS password, 47
is not operator, 31
is operator, 31

J
Java
separate installation for IBM
AIX, 11
version required for Account
Management Client, 11
Java Runtime Environment, see JRE
JRE
installing on IBM AIX, 11

L
LDAP
Account Unit, 4
port number for SSL
connection, 1
port number for standard
connection, 1
LDAP Server
restoring CA data to, 67
SsL, 18
LDAP Version 3.0, 16, 31
less than operator, 31
compatibility with LDAP
versions, 31
license.rtf, 6
license.txt, 6

M
Manage CA window, 68
minimum requirements
Account Management Client, 5
Management Server, 5

o
object

creating in LDAP directory, 23
object classes

added when missing, 72
organization, 24
Organizational Unit

creating, 23
organizationalPerson, 32, 33

Index-ii

organizationalUnitName, 23
OS Password, 46

P
password
verifying, 35
person, 32, 33
profile, 61
generating, 64
recovering, 65
recovering Officer’s profile, 17

R
RADIUS, 47
remote sites
Account Units, 4
RFC 1558, 31
Rock Ridge format, 8

S
S/Key, 46

Secret Key minimum length, 48

schema checking, 44
Secure Socket Layer, see SSL
SecuRemote, 51
SecurlD, 46
Show All, 24
size limit, 29
slapd.conf
modifying, 24
sounds like operator, 31
SSL, 1, 3, 24
connection between AM Client
and LDAP Server, 18
default, 18
Entrust, 18

negotiating parameters for, 19

SSL fingerprint

confirming with the LDAP Server's

system administrator, 19
starts with operator, 31

T
TACACS, 47
template
changing, 57
creating, 56
deleting, 57
effect of modifications to on
attached users, 57
tree object

Check Point Account Management Client ¢ January 2000

creating in LDAP directory, 23

V)
uninstalling the Account
Management Client, 11
user
changing the template to which a
user is attached, 43
defining new, 42
deleting, 43
modifying, 42
User Authentication window, 63

\")
VPN-1/FireWall-1
configuration, 3



	Check Point Software Technologies Ltd.
	RESTRICTED RIGHTS LEGEND:
	TRADEMARKS:
	THIRD PARTIES:
	Contents
	1. Introduction�1
	Overview�1
	The LDAP Model�1
	Account Management Configuration�3

	2. Installing the Account Management Client�5
	Minimum Requirements�5
	Installing the Account Management Client�6
	Uninstalling the Account Management Client�11
	After Installing�12

	3. Account Management Graphical User Interface (GUI)�13
	The Account Management Client�13
	Account Unit Properties�15
	User Management�22
	Account Management Client Menus�26
	Account Management Client Toolbar�28

	4. Queries�29
	Querying the LDAP Directory�29
	LDAP Schema�33

	5. User Management�41
	Managing Users�41
	Templates�56
	Groups�57

	6. Certificate Management�61
	Entrust Certificates�61
	Managing Certificates�64
	Managing the Certificate Authority�67

	7. Troubleshooting�71
	Error Messages�71
	Configuration�72
	1
	Introduction


	Overview
	The LDAP Model
	Account Management Configuration
	VPN�1/FireWall�1
	Account Units
	2
	Installing the Account Management Client



	Minimum Requirements
	Installing the Account Management Client
	All Platforms
	Windows
	Unix Platforms
	Solaris
	HP-UX
	Special Notes for HP-UX
	HP-UX 10.20

	Installation

	IBM AIX
	Special Note for AIX



	Uninstalling the Account Management Client
	Windows
	Unix Platforms

	After Installing
	Removing or Moving the Account Management Client Files
	3
	Account Management Graphical User Interface (GUI)



	The Account Management Client
	Starting the Account Management Client

	Account Unit Properties
	Account Unit Properties Window — General Tab
	Branches
	Certificate Authority

	Account Unit Properties Window — Encryption Tab
	Negotiating an Encrypted SSL Session

	When Fingerprints Change

	User Management
	Account Management Window
	Creating an Organizational Unit
	New Organizational Unit Window
	objectclass


	Creating a Tree Object
	objectclass
	Modifying slapd.conf (on the LDAP Server)
	SSL
	Querying the LDAP Directory
	Show All
	Size Limit

	Closing the Account Management Client

	Account Management Client Menus
	File Menu
	Edit Menu
	View Menu
	Help Menu

	Account Management Client Toolbar
	Toolbar Buttons and their Corresponding Menu Commands
	4
	Queries



	Querying the LDAP Directory
	Query Bar
	Query Window
	Defining the Query
	Executing the Query

	Template Masking
	Query Filter
	objectclass
	Users
	Templates
	Groups



	LDAP Schema
	Proprietary Attributes
	OID
	Attributes
	5
	User Management




	Managing Users
	Creating a User
	Modifying a User
	Deleting a User
	New User Window — Identification Tab
	New User Window — General Tab
	New User Window — Authentication Tab
	S/Key
	To Generate and Save a Sequence of Passwords
	If the User Already Has Prepared a Sequence of Passwords


	New User Window — Location Tab
	Source
	Destination

	New User Window — Time Tab
	New User Window — Encryption Tab
	FWZ Encryption (for SecuRemote Users)
	IKE Encryption (for SecuRemote Users)
	IKE Password Window

	New User Window — Groups Tab

	Templates
	Creating a Template
	Changing a Template
	Deleting a Template

	Groups
	Creating a Group
	Changing a Group
	Deleting a Group
	7
	Troubleshooting



	Error Messages
	Configuration
	AMC.properties File



