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Introduction

If you are reading this introduction, you obviously want to learn about securing
and controlling Cisco routers. You recognize that Cisco has captured a very large
share of the internetworking market, and that knowledge of their products makes
you more valuable to your present and future employers.

Regardless of your purpose for wanting to learn about router security and
control, this book is for you. It is intended primarily for individuals who do not
want to learn how to configure and maintain routers, but want to become familiar
with tasks, the relationship between tasks, or the commands necessary to perform
a security review or audit. However, it is an excellent resource for network
operators or administrators tasked with securing their perimeter and networks.

In the book, you will find the things you need to know to operate the Cisco
IOS efficiently, effectively, and economically — but chiefly securely. Completing
the Practice Sessions included with most chapters will provide you with a solid
base for embarking on the Cisco Certified Network Administrator (CCNA) accred-
itation programs, if you desire to do so.

You will build on tasks in each lesson and progressively move to more complex
tasks. At the end of the book, you will have a firm grounding in Cisco routers.
Following is a look at how the remainder of the book is organized.

Organizing the Job of Learning Cisco Security and Control

Material in this book has been organized to lead you through a logical step-by-
step approach to learning the Cisco IOS easily and quickly. Obviously, your speed
of progression depends on your skills and background knowledge. Although this
is the case, you are encouraged to read the book in sequential order. Chapters tend
to build on each other; for example, the concept of networking is introduced
early in the book so that you will think about it throughout the remainder of the
book.
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The following sections give an idea of what can be expected in each chapter.

Chapter 1: The Need for Security

Chapter 1 discusses the threats and risks facing your organization and your
network. Included in the chapter are descriptions of basic Cisco security features.

Chapter 2: Understanding OSI and TCP/IP

This chapter explores introductory networking concepts. It begins with the ISO’s
OSI seven-layer model and compares and contrasts it to the TCP/IP protocol suite.
Included in the chapter’s lessons are descriptions of network components and
options.

Chapter 3: Routed and Routing Protocols

Chapter 3 introduces routed and routing protocols. You will learn how routers
move packets from one network to another. Included in the chapter is a discussion
of the various routing protocols and the differences between them.

Chapter 4: Understanding Router Basics

Chapter 4 provides you with the tools to navigate your way around the router.
You will learn about the various modes of the router and how to move from one
to the other.

You will also learn about the router components: RAM, NVRAM, Flash, ROM,
and interfaces.

Chapter 5: Managing Your Router

This chapter begins with how to set up your router. In addition, you will learn
how to update the IOS. If your updates are not successful, then you will need
to study the material on troubleshooting your router included in this chapter. You
can use the log you learn how to set up as well. If that does not work, use a
Simple Network Management Protocol agent or the Cisco Discovery Protocol that
you learn about here.

Chapter 6: Introducing Security Services

By the end of Chapter 6, you will have learned how to implement non-AAA
authentication, including enable, enable secret, console, auxiliary, virtual terminal,
and line passwords. You will also learn about TACACS, the username database,
CHAP, and PAP.
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Chapter 7: Implementing AAA Security Services

Chapter 7 provides a basic knowledge of AAA security services. Discover the
benefits and uses for AAA security services. You also learn how to enable AAA
and use security servers.

Chapter 8: Implementing AAA Authentication

In Chapter 8, the pace quickens. First, you will learn how to create method lists.
Then you will find out how to configure AAA for login, PPP, ARA, and NASI
authentication. You will also learn how to set up banners and log-in messages.

Chapter 9: Implementing AAA Authorization

Chapter 9 demonstrates how to implement AAA authorization. You will learn
about TACACS+, If-Authenticated, None, Local, RADIUS, and Kerberos authoriza-
tion.

Chapter 10: Implementing AAA Accounting

In Chapter 10, you will see how to configure AAA accounting and learn about
Command, Connection, EXEC, Network, and System accounting.

Chapter 11: Configuring TACACS and XTACACS

Chapter 11 introduces the first AAA security servers: TACACS and XTACACS. You
will learn how to configure these protocols for authentication.

Chapter 12: Configuring TACACS+

In Chapter 12, you will learn about TACACS+, another security server. You will
learn to implement the protocol for your router, and how to set up authentication,
authorization, and accounting.

Chapter 13: Configuring RADIUS

In this chapter, you will discover RADIUS and learn how to configure authenti-
cation, authorization, and accounting.

Chapter 14: Configuring Kerberos

This chapter leads you through a discussion of Kerberos. Learn how to define a
Kerberos realm, copy SRVTAB files, retrieve a SRVTAB file from the KDC, specify
Kerberos authentication, and enable credentials forwarding.
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Chapter 15: Basic Traffic Filtering, Part 1

In Chapter 15, the beginning of traffic filtering, you will learn to create standard
and extended static access lists, and how to apply the access list to an interface.

Chapter 16: Basic Traffic Filtering, Part 2

In this chapter you will learn about additional ways to filter traffic. You will find
out about named access lists and prefix lists. Finally, you will learn how to monitor
and verify access and prefix lists.

Chapter 17: Advanced Traffic Filtering, Part 1

Chapter 17 starts you on some advanced filtering tools. Learn how to use time
ranges in time-based access lists and see how to configure lock-and-key by creating
dynamic access lists.

Chapter 18: Advanced Traffic Filtering, Part 2

In this chapter, you will discover reflexive access lists. In addition, you will learn
about Context-Based Access Control (CBAO).

Chapter 19: Using Encryption and IKE

In Chapter 19, you will learn all about the differences between IPSec and Cisco
Encryption. This chapter will lead you through configuring Certification Authority
interoperability and how to use IKE and set up ISAKMP.

Chapter 20: Configuring IPSec

Chapter 20 provides an explanation of IPSec. It shows the correct way to create
crypto maps (manual, IKE-established, and dynamic) and how to apply them to
an interface.

Chapter 21: Configuring Denial-of-Service Security Features

In Chapter 21, you will find out about protecting yourself against denial-of-service
attacks. Learn how to control directed broadcasts, IP source routing, ICMP redi-
rects, and unreachable messages and SYN floods.

You will also learn how Network Address Translation might help, and about
queuing and traffic policing to aid in your fight.

Chapter 22: Configuring Neighbor Authentication and Other
Security Features

Finally, you will find out about preventing fraudulent route updates. This chapter
finishes with some security controls not covered elsewhere.
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Appendix A: IP Addressing

Appendix A provides a useful starting point for addressing. If you forget about
classful addressing and CIDR, this is the place to start.

Appendix B: Subnetting

Appendix B helps you work your way through the complex subject of subnetting.
Learn how to calculate various subnet masks based on your organization’s
requirements.

Appendix C: IP Protocol Numbers

Appendix C provides a reference as to what numbers ICANN under the auspices
of the TANA assigned to the various protocols.

Appendix D: Well-Known Ports and Services

Appendix D provides a list of well-known and registered ports for handy reference.

Appendix E: Hacker, Cracker, Malware, and Trojan Horse Ports

Appendix E provides a list of some port numbers that you must watch carefully
because they are often associated with lax security and security breaches.

Appendix F: ICMP Types and Codes

This appendix lists possible ICMP type and code combinations you might find
and might want to filter or block.

Appendix G: Determining Wildcard Mask Ranges

This appendix describes how to calculate the correct wildcard mask range when
attempting to summarize an arbitrary range of IP addresses.

Appendix H: Logical Operations

Appendix H provides a primer on binary mathematics.

Appendix I: Helpful Resources

Appendix I provides useful Usenet Newsgroups, mailing lists, and RFCs for further
research on this subject.
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Appendix J: Bibliography

Because this book is really the beginning of your journey, this bibliography
provides additional reading. Do not forget my other eight books!

Appendix K: Acronyms and Abbreviations

Appendix K provides help on decoding all those TLAs: three-letter acronyms.

Appendix L: Glossary

This glossary contains definitions of the major networking and information pro-
cessing terms used throughout the book.

Conventions

The presentation of Cisco routers is best accomplished by providing commands
as you will enter them and see the output. You will make choices by working
through these commands.

Icons in this book will draw your attention to information considered interesting
or important. The icons are used as explained here:

Tip: The Tip offers advice, teaches an easier way to do something,
or explains an undocumented feature.

Note: The Note presents interesting tidbits of information related
to the surrounding discussion.

Caution: The Caution helps you steer clear of disaster, alerts you to
potential problems, or warns you when you should not skip a task.

In addition, most chapters end with a Practice Session that includes a review
of key concepts by providing tasks that you can try on a real router network.
SimRouter has made available one hour of time on their networks. The majority
of chapters come with a checklist so you can start the process of reviewing your
systems.

In the text, terms are treated in the following manner:

B Menu names are separated from menu options by a | symbol. For example,
|Select | File | Close| indicates that you need to select the File menu
and choose the Close option.

B Keyboard keys, information that appears onscreen, and Cisco commands
appear in computer font.

B User-typed entries appear in boldface computer font.

B New terms introduced to the reader appear in regular italics.

B A or Ctrl represents the Control key. For example, should you see AD or
Ctrl+D, you should hold down the Control key while you press the D key.
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B Nonprinting characters, such as passwords, are italicized and appear in
angled brackets < >.

B ! or exclamation points at the beginning of a line indicate a comment line.
They are also displayed by the Cisco IOS software for certain processes.

B Default responses to system prompts appear in square brackets [ ].

B [ialics within the command syntax indicate arguments where you supply
values; in contexts that do not allow italics, arguments are enclosed in
angled brackets (< >).

B Keywords or arguments appearing within square brackets [x] are optional.

B A choice of required keywords (represented by x, y, and z) appears in
braces separated by vertical bars, for example {x | y | z}. You must select
one.

Use and abuse this book. Mark it up. Make notes in the margin. Highlight
significant sections. Tear out the commands and use them. Learn from it. Finally,
enjoy using this book as much as I enjoyed writing it for you.

If you have questions or comments about the book, you can send e-mail to
Peter T. Davis at ptdavis@pdaconsulting.com.

About This Book

This book starts where you are likely to start — at the beginning. Its design
ensures that you learn concepts when you need them, as you start your exploration
of Cisco router security and control. By following the book, with its orientation
and examples, you will learn simple tasks that build on each other until you have
mastered the basics of the IOS. If you faithfully follow the book, you can perform
a simple Cisco IOS review or audit.

Anyone with a working knowledge of computers can learn how to gather
information, set passwords, backup the 10S, add and delete users, create access
lists, and generally maintain security.

Who Should Read This Book

Anyone interested in learning to use Cisco security and control will find something
of value in this book. The thrust of the book, however, is toward those people
who will secure or audit a Cisco router and therefore must grasp the key tasks.
For both, this book covers Cisco routers from the basics to tasks and ideas
that you are sure to find interesting and useful as you progress beyond those basics.
This book is for you if one or more of the following statements applies to you:

You have the task of securing network security.

You have to review the implementation of Cisco security measures.

You are interested in becoming Cisco certified.

You just found out that you will be taking over administration of existing
routers.

You have been told that your organization will install a Cisco router next
month.
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B You applied for a job at an organization that uses Cisco routers exclusively
and you want to get the job.
B You just want to learn about a widely used internetworking product.
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THE BASICS II



Chapter 1

The Need for Security

In this chapter, you will learn about:

Router risks

Existing threats
Recommended controls
Specific exposures

The New Reality

In the good old days, network threats were fewer and far between. A teenager
sitting in his room might try to discover your backdoor modems using a war
dialer inspired by the movie of the same name. Another dogged hacker might
try to leave a message on your console saying, “Kilroy was here.” A disaffected
employee might try to read the salaries of the executive staff to start trouble.
However, attacks from crackers, hackers, phreakers, and phrackers are no longer
benign. War has been declared. Make no mistake; there is a war going on. Your
organization’s infrastructure is at risk. As a network and security professional, you
are on the front line in defending your enterprise.

If the chilling events of September 11, 2001, did not convince you, then perhaps
nothing will. But check out the archives at http://www.2600.com, http://www.attri-
tion.org, or http://www.alldas.de.

New break-ins illustrate the next likely major battleground for terrorist orga-
nizations: the realm of cyberspace. Within days of the first U.S. airstrikes on
Afghanistan, a group of pro-Taliban crackers in Pakistan penetrated several Indian
government computers, including one in the atomic energy agency, and posted
messages of support for Osama bin Laden and his al Qaeda terrorism network.
The group, which calls itself the al Qaeda Alliance and opposes the U.S. effort
in Afghanistan, downloaded internal files and vandalized three major Web sites.
On October 22, 2001, attrition.org reported that another group known as the
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Pakistan Hackers Club (PHC) broke into sites in India, the United States, and the
United Kingdom, and left predictable venomous messages. At various times during
the previous year, they reported that G-Force, another Pakistani hacker group,
had broken into numerous sites in India. Not to be outdone, Indian crackers
struck back at Pakistani Web sites. The American Muslim Council reported that
someone broke into its servers on November 2, 2001, and sent out explicit
messages with attached viruses to their subscribers. One subscriber in Saudi Arabia
complained about the 3000 messages flooding his mailbox. And so the war
escalates.

Note: The Council claims that this was a deliberate attack, while
others feel it was just a coincidence. They got the Snow White or
Hybris virus and passed it on. Nothing more, nothing less; no big
deal. Either way, you will want to block messages from them.

And the attackers are sending out scouting parties to perform reconnaissance.
According to DShield.org (http://www.dshield.org/topports.htmD), which collects
statistics on online attacks, the “most-probed” ports in late 2001 were: 80 (http);
138 (netbios); 6346 (gnutella); 53 (domain); 21 (ftp); 111 (sunrpc: U/Linux remote
procedure calD; 22 (ssh); 123 (ntp); 27374 (subseven Trojan); 69 (tftp); and 25
(smtp). However, these probes are only about 40 percent of the attacks and
probes; the other 60 percent of the probes and attacks are distributed across all
the remaining ports.

At the beginning of November 2001, the CERT/CC, the government-funded
security watchdog group, warned that routers may become a major point of attack.
As of that date, router hacking had not become widespread, but the CERT/CC
saw the beginning of a new trend. The CERT/CC representative felt that attacks
targeting routers, which largely help drive network traffic, could substantially
impact Internet performance. They advised that there were reports of router
compromise because of weak and default passwords. Also mentioned was the
availability of public resources instructing novices how to exploit router security
weaknesses. The representative further stated that they expected to see automated
exploit tools surface in the future. (In November 2001, there were 71 router
exploits available at http://www.antionline.com. Some of them were specific to
the Cisco 10S.) Finally, the CERT official cautioned that routers might become a
primary target in future attacks, potentially choking network traffic. They suggested
administrators turn off any unneeded functions or services, select difficult-to-guess
passwords, and encrypt communications used to manage or change router settings
over the Internet.

Armed with a plethora of cracking and denial-of-service tools, the cyberter-
rorists might start unleashing attacks, crippling networks that support critical
infrastructures. The FBI’s National Information Protection Center (NIPC) issued a
warning in November 2001 advising companies responsible for infrastructure
support systems to become extra-vigilant. The NIPC advised that the potential
“for future DoS (denial-of-service) attacks is high.”
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So the attackers are going to start targeting your routers. Not that you do not
have enough problems already. If you are a network or security administrator,
your environment might seem chaotic. While fighting the external war, you are
fighting minor skirmishes within your organization as you try to bring some order
to your networks. People complain that you are a blocker, not a facilitator. They
pronounce that your security requirements will delay or kill a much-needed
project, application, or system. Your wire closet and network operations center
might look peaceful at night when everyone else has gone home but they are
sitting in the middle of a war zone. Before you dismiss these statements as trite
or melodramatic, think about it.

You are a soldier enlisted in the war to protect your organization. Your network
monitoring station is the distant early warning system alerting you to logic bombs
lobbed at your network and the viral terrorism unleashed to infect your systems.
Your routers are on the front line and sometimes in no-man’s-land. Many orga-
nizations are oblivious to these threats and unaware of the scuds aimed at them.
Perhaps because the attackers do not normally attack you head-on, but rather
attack stealthily in the middle of the night when your defenses are down. Perhaps
because the action is similar to guerrilla warfare. And had you heeded U.S.
President Bush after the wanton destruction of the World Trade Center buildings,
you know this is a different war. You are being hit from all directions and your
attempt to fight back is ineffectual. They pop up from nowhere, hit you with a
freely available software tool, and disappear behind a network quagmire in the
“dark address space” of the Internet. Defending against these cyberterrorists means
trying to hit thousands of moving targets. To compound the problem, they
camouflage themselves to pose as allies (i.e., customers, suppliers, and clients).

The fact that you purchased this book means you at least acknowledge the
need to protect your networks. Crackers know the material in this book. (If they
did not before, suffice it to say, they do now.) That is their edge. They know
that there are weaknesses in the applications that Cisco includes on their routers.
They know they can easily defeat some forms of Cisco password encryption by
downloading a small program from the Internet. They know they can use this
password-cracking program on their PalmOS. So, turn the tables on your enemies
and read and implement the security controls in this book.

As more people access the Internet and companies expand their networks,
the challenge to provide security for networks becomes increasingly difficult. You
must expend more effort on shoring up your electronic defenses. Organizations
must determine what parts of their internal networks they must protect, learn
how to restrict user access to these areas, and determine what network services
they should filter to prevent potential security breaches. The attackers are seeking
or compromising your most vital assets after your employees: your data. Your
organization depends on information systems to conduct its business and to meet
its contractual and regulatory obligations. This dependence poses a compelling
responsibility to protect your networks.

You can address network security at the data-link, or media, layer (where
packet snooping and encryption problems can occur); at the network, or protocol,
layer (where Internet Protocol (IP) packets and routing updates are controlled);
and at the application layer (where, for example, host-level bugs become issues).
This book focuses primarily on the network and transport layer, but this does not
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mean that you should not consider other security measures. Physical security is
still a required and cost-effective measure. If you cannot physically protect your
router, then you cannot logically protect your network. Any oaf with physical
access could easily send a BREAK signal on the console port, modify the system
configuration, and reboot the modified system. (In fact, you will learn how to do
this in Chapter 5.)

Over the past few years, Internet-enabled business, or E-business, has drasti-
cally improved organizations’ efficiency and revenue growth. E-business applica-
tions such as E-commerce, supply-chain management, and remote access allow
companies to streamline processes and lower operating costs, while increasing
customer satisfaction. These applications require mission-critical networks accom-
modating voice, video, and data traffic; thus, the networks must scale to support
more clients and provide greater capacity and performance. However, as networks
enable more and more applications and are available to more and more users,
they become more and more vulnerable to more and more security threats. To
combat those threats and ensure that crackers do not compromise your business,
security technology must play a major role in your network.

Without proper protection, any part of any network is susceptible to attacks
or unauthorized activity. Professional crackers, company competitors, cyberterror-
ists, or even employees can violate your routers, switches, and hosts.

Cost of Intrusions

Network attacks cause organizations several hours or days of downtime annually
as well as serious breaches in data confidentiality and integrity. Depending on
the level of the attack and the type of information the attackers compromised,
the consequences of network attacks vary in degree from mildly irritating to
completely debilitating, and the cost of recovery from attacks can range anywhere
from hundreds to millions of dollars.

When crackers compromise the availability of your applications, you could
easily lose millions of dollars per hour. For example, organizations running
E-commerce Web sites lose revenue as customers shop elsewhere for their
products and services; informational Web sites can lose precious advertising time;
and manufacturing organizations might shut down their lines because they do
not have access to information regarding their raw materials.

When someone compromises data confidentiality, the consequences to an
enterprise are not always immediately felt, but it is never the less costly. For
example, when a cracker gains access to an organization’s e-mail system, he might
steal proprietary information that provides competitive advantage resulting in a
loss to your organization of the time and money spent on research and develop-
ment to gain that advantage.

When a cracker compromises data integrity, an organization must often incur
prohibitive costs to correct the consequences of such an attack. For example, a
malicious cracker might modify your Web site and replace relevant information
with digital graffiti or offensive content. Your organization would have to spend
money not only to fix the site, but also to counter the resulting negative publicity.

The legal ramifications of breaches in data confidentiality and integrity are also
extremely costly for organizations. Existing and pending laws and regulations
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generally stipulate that organizations in violation could face a range of penalties.
You also face possible civil action.

Even when an external hacker perpetrates the attack, the courts may potentially
find the company storing that information negligent because the organization did
not adequately safeguard the information. Furthermore, companies suffering
breaches in data integrity might face litigation initiated by clients who are nega-
tively affected by the incorrect or offensive data and seek monetary or punitive
damages. For example, should you choose not to do any egress filtering on
outbound traffic and your systems act as zombies to deny service to another
organization, that organization might successfully sue you for damages.

Designing the Security Infrastructure

Obviously, an organization cannot adopt the approach of the ostrich — putting
its head in the sand. An organization must adopt a proactive stance on network
security. A good place to start is with an architecture. Should a builder attempt
to build a house without plans, who knows what might result. You might find
that the plumbing was omitted and the builder would need to add it in after
finishing the house. This means that the builder would need to demolish some
finished walls to rough in the plumbing. The net result is that costs would increase
and the delays would prevent the homeowners from moving in on time. Well, it
seems pretty obvious, but perhaps it would surprise you to find out that many
organizations develop their security infrastructure in this manner. They are con-
stantly in firefighting mode; when they discover problems, they fix them without
any regard to an overall architecture. Their security programs grow like coral:
each new control is added to the existing infrastructure until the weight causes
a part to snap off. Some controls conflict with other controls, other controls are
implemented needlessly, while still others go missing. The objective of any network
security program is to protect networks and their applications against attacks, ensuring
information confidentiality, integrity, and availability. When designing an organiza-
tion’s network security architecture to meet this objective, you must consider several
factors. Your networks and their associated applications do not all have the same
risks from attacks or possible costs of repairing damages after an attack. Therefore,
you must perform cost-benefit analyses (i.e., risk analyses) to evaluate the potential
returns on investment for various network security technologies and components
versus the opportunity costs of not implementing those items.

Security Policy

The best place to start is to develop a security policy. Make your security policy
a formal statement, supported by your organization’s highest levels of manage-
ment, regarding the business rules for information protection and the implemen-
tation guidelines for the available technology. You must ensure that you determine
your security policies according to business needs. Business needs should dictate
the security policy; a security policy should not determine how a business operates.
The policy should flow down from the corporate goals and out of the information
technology (IT) plans.
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To develop an effective security policy, consider the following steps:

1. Identify your network assets. Identify both your network’s assets and the
protection they require.

2. Determine risks, threats, and threat agents. Understand how potential intrud-
ers can enter your organization’s network or sabotage network operations.

3. Limit the scope of access. Create multiple barriers within your networks so
that unlawful entry to a part of your network does not automatically grant
entry to the entire infrastructure.

4. Identify assumptions in your risk analysis. Identify, examine, and justify
your assumptions, as any hidden assumption is a potential security hole.

5. Determine the cost of security measures. Understand costs in terms of increased
connection times, inconveniences to legitimate clients accessing the assets,
increased network management requirements, and actual dollars spent on
equipment or software upgrades, and weigh these against potential benefits.

6. Consider human factors and their effect on the controls. To ensure com-
pliance with your security measures, ensure clients can get their work
done as well as understand and accept the need for security.

7. Implement pervasive and scalable security. Use a systematic approach to
security that includes multiple, overlapping security methods.

8. Remember physical security. Do not neglect the physical security of your
network devices and hosts.

Security policies represent trade-offs. With all security policies, there is usually
a trade-off between user productivity and security measures perceived as restrictive
and time-consuming. Your policy should strive to provide maximum security with
minimum impact on user access and productivity. Some security measures, such
as network data encryption, do not restrict access and productivity. But encryption
consumes lots of cycles. Consequently, you have a trade-off.

Because business requirements and security technologies are always evolving,
you should consider the security policy a living document requiring, at a minimum,
an annual review. You must systematically update it to reflect new business
directions, technological changes, and resource allocations.

Security Plan

Next, you need to integrate your security policy into the existing enterprise
network. You should define the access and security requirements for every service
so you can divide the network into security zones with clearly identified trust
levels. You can deal with each security zone separately and you can assign a
different security model to each. You should aim to contain security breaches to
a particular zone or part of your network. Just as the bulkhead in a ship contains
a leak so that the ship does not sink, your layered security limits the damage a
security breach has on the entire network. In addition, your network security
architecture should define common security services that you will implement
across the network. You should consider these typical services:
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B Password authentication, command authorization, and accounting (AAA)
B Confidentiality provided by virtual private networks (VPNs)
B Access control

You will want to implement varying levels of control in your security zones
to identify clients, protect your perimeter, protect confidential information from
eavesdropping or tampering during transmission, and ensure the integrity of your
system and applications. After you make the tough decisions, deploy the security
architecture in phases, addressing the most critical areas first.

Phases of Securing a Network

Security is not a place you arrive at; rather, it is a continuous process. To maintain
a high level of network security, you need to cycle through these three main
phases:

1. Establish a security policy that defines the security goals of the enterprise.

2. Implement network security technologies in a comprehensive and layered
approach so that the organization does not rely entirely on only one type
of technology to solve all its security issues.

3. Audit the network on a recurring, periodic basis to ensure that the orga-
nization is compliant with the security policy and that you find no irreg-
ularities. You should use the results of the audit to modify the security
policy and the technology implementation as required or to develop a
security awareness or training program.

Identifying Security Risks and Threats

The above discussion introduced some simple security concepts. There are many
good books on this subject, which is really beyond the scope of this book. Part
of the discussion above focused on identifying risks. To determine the best ways
to protect against attacks, network and security administrators should understand
the many types of attacks and the damage that these attacks can cause to their
infrastructures.

Cisco IOS software provides a comprehensive set of security features to guard
against specific security risks. This section describes a few common security risks
that you might find in your network. You will also find a known vulnerability
associated with each risk. The risks that this book focuses on include:

Preventing unauthorized access into networking devices
Preventing unauthorized access into networks
Preventing network data interception

Preventing denial-of-service attacks

Preventing fraudulent route updates

Preventing unauthorized changes
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Preventing Unauthorized Access into Networking Devices

If someone were to gain console or terminal access into a networking device
(e.g., a router, switch, or network access server), that person could do significant
damage to your network. They might reconfigure the device, or they even might
view the device’s configuration information.

Historically, password attacks, attacks where a perpetrator gains unauthorized
access to network passwords in order penetrate confidential information, have
been the most prevalent type of attacks. When someone cracks the password of
a legitimate user, that person has access to that user’s network resources and
typically a launching pad for getting access to the remainder of that network and
others. Often, crackers can easily obtain passwords because users typically choose
common words or numbers for passwords, enabling the crackers to use programs
that methodically determine those passwords. Crackers also deploy social engi-
neering techniques to gain access to passwords.

Typically, you want administrators to have access to your networking device
but you do not want other users on your local area network or those dialing in
to the network to have access to the router. Administrators can access Cisco
networking devices by dialing in from outside the network through an asynchro-
nous port, connecting from outside the network through a serial port, or con-
necting via a terminal or workstation from within the local network.

To prevent unauthorized access into a networking device, you should configure
one or more of these security features:

1. You can configure passwords and privileges at each networking device
for all device lines and ports, as described in Chapter 6, “Implementing
Non-AAA Authentication.” The router stores these passwords. You can
configure up to 16 different privilege levels and assign each level to a
password. For each privilege level, you define a subset of Cisco IOS
commands that the user can execute. You can use these different levels
to allow some users the ability to execute all Cisco IOS commands, and to
restrict other users to a defined subset of commands. When users attempt to
access the device through a particular line or port, they must enter the correct
password applied to the line or port before they can access the device.

2. For an additional layer of security, you can configure username and
password pairs, stored in a database on the networking device, as described
in Chapter 6, “Implementing Non-AAA Authentication.” You assign these
pairs to lines or interfaces and authenticate each user before that user can
access the device.

3. If you want to use username and password pairs but you want to store
them centrally instead of locally on each individual networking device,
you can store them in a database on a security server. Multiple networking
devices can then use the same database to obtain user authentication and,
when necessary, authorization information. Cisco supports a variety of
security server protocols, such as RADIUS, TACACS+, and Kerberos. Should
you decide to use the database on a security server to store log-in username
and password pairs, you must configure your router or access server to
support the applicable protocol. In addition, because you must administer
most supported security protocols through the AAA security services, you
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will need to enable AAA (see Chapter 7). For more information about
security protocols and AAA, refer to Chapters 7 through 14.

Note: Cisco recommends that, whenever possible, you use AAA to
implement authentication.

4. If you want to authorize individual users for specific rights and privileges,
you can implement AAA’s authorization feature, using a security protocol
such as TACACS+ or RADIUS. For more information about security protocol
features and AAA, refer to Chapter 12, “Configuring TACACS+” and 13,
“Configuring RADIUS.”

5. If you want to have a backup authentication method, you can configure
AAA to specify the primary method for authenticating users (e.g., a user-
name and password database stored on a TACACS+ server) and then specify
backup methods (e.g., a locally stored username and password database).
You use the backup method when the networking device cannot access
the primary method’s database. To configure AAA, refer to Chapter 7,
“Implementing AAA Security Services.” You can configure up to four
sequential backup methods.

Caution: Should you not have backup methods configured, the
router will deny you access to the device when it cannot access the
username and password database for whatever reason.

6. If you want to keep an audit trail of user access, you can configure AAA
accounting as described in Chapter 10, “Implementing AAA Accounting.”

In many circumstances, AAA uses security protocols to administer its security
functions. If your router or access server is acting as a network access server,
AAA is the means through which you establish communication between your
network access server and your RADIUS, TACACS+, or Kerberos security server.

Cisco 10S Password Vulnerability

Numerous organizations have reported on the weak encryption that allows pro-
gramming code to take an encrypted Cisco 10S type 7 password and compute
the plaintext password. (You will learn about password types in Chapter 6,
“Implementing Non-AAA Authentication.”) Crackers can get a copy of the
encrypted password through one of the following methods:

B Polling Cisco IOS configuration file through SNMP. So, you should disable
SNMP unless absolutely necessary.

®  Attacking a TFTP server where the backup file exists. Harden the OS of the
TFTP server and ensure you have installed all patches. In addition, do a port
scan periodically to ensure that only services you support are running.
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In Chapter 6, you will see an example of GetPass!, a Windows-based program
that exploits this weakness, and learn the names of some others.

Buffer Overflow Vulnerability

In June 2000, CERT reported that MIT Kerberos had multiple buffer overflow
vulnerabilities that attackers could use to gain root access. Ensure you have
installed all patches.

Leap Year Vulnerability

When you configure the Kerberos Client functionality to provide access control on
Cisco products, it will fail in a deny state when the expiration of the credentials falls
in January or February of leap years, thus denying any Kerberos-authenticated access.

There is an error in how the Kerberos Client calculates timestamps in replies
from the Key Distribution Center (KDC) during the first two months of a leap
year. As a result, the authentication request fails. This problem will not occur in
months after February and only in a leap year.

Request Authenticator Vulnerability

If an attacker can sniff the traffic between the RADIUS client and the RADIUS
server, he can passively produce a dictionary of Request Authenticators and the
associated (protected) User-Password attributes. If the attacker observes a repeated
Request Authenticator, he can remove any influence of the Shared Secret from
the first 16 octets of the passwords by XORing the first 16 octets of the protected
passwords together. This yields the first 16 octets of the two (now unprotected)
user passwords XORed together. The impact of this attack varies according to the
strength of the user passwords.

Preventing Unauthorized Access into Networks

If someone were to gain unauthorized access to your organization’s internal
network, that person could cause damage in many ways. Conceivably, that person
could access sensitive files on a host, delete files, plant a virus, leave a Trojan
sniffer program, or hinder network performance by flooding your network with
illegitimate packets.

Your employees on the inside network also pose a security risk. They could
attempt to access another internal network, such as the Research and Development
subnetwork, with sensitive and critical data. They could intentionally or inadvert-
ently cause damage; for example, they might access confidential files, change
important data, or tie up scarce resources.

To prevent unauthorized access through a networking device into a network,
you should configure access lists to filter traffic at networking devices. Basic access
lists allow only specified traffic through the device; the router will simply drop
other traffic. You can specify individual hosts or subnets that you allow into the
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network and you can specify what type of traffic you allow into the network.
Basic access lists generally filter traffic based on source and destination addresses,
and protocol type of each packet. Advanced traffic filtering is also available,
providing additional filtering capabilities; for example, the Lock-and-Key Security
feature requires the authentication of each user with a username and password
before allowing that user’s traffic into the network. All the Cisco IOS traffic filtering
capabilities are described in Chapters 15 through 18.

You can require the authentication of users before they gain access into a
network. When users attempt to access a service or host (such as a Web site or
file server) within the protected network, they must first enter certain data such
as a username and password, and possibly additional information such as their
date of birth or mother’s maiden name. After successful authentication, the router
can assign users specific privileges, allowing them to access specific network
assets. In most cases, you would facilitate this type of authentication using CHAP
or PAP over a serial PPP connection with a specific security protocol, such as
TACACS+ or RADIUS. Just as in preventing unauthorized access to specific network
devices, you need to decide whether or not you want the authentication database
to reside locally or on a separate security server. As before, a local security
database is useful when you have very few routers providing network access. A
local security database does not require a separate and costly security server. A
remote, centralized security database is convenient when you have a large number
of routers providing network access because it prevents you from having to update
each router with new or changed username authentication and authorization
information for potentially hundreds or thousands of dial-in users. A centralized
security database also helps establish consistent remote access policies throughout
your organization. Cisco IOS software supports a variety of authentication methods.
Although AAA is the primary (and recommended) method for access control,
Cisco IOS software provides additional features for simple access control outside
the scope of AAA. For more information, refer to Chapters 6 (“Implementing Non-
AAA Authentication”) and 8 (“Implementing AAA Authentication”).

ACL Vulnerability

Access lists are a great tool for preventing unauthorized network traffic; that is,
when they work! There are six known vulnerabilities involving Access Control
Lists (ACL) in multiple releases of Cisco I0S Software Release for Cisco 12000
Series Internet Routers. You will not find all vulnerabilities present in all 10S
releases, and they affect only line cards based on Engine 2. The six vulnerabilities
are as follows:

1. ACL will not block non-initial fragments of a packet. This means the router
will not block all traffic. By sending an offending traffic in packet fragments,
it is possible to circumvent the protection offered by the ACL.

2. The router ignores the keyword fragment in the compiled ACL (Turbo
ACL) when someone sends a packet destined to the router itself. It is
possible to cause a denial-of-service on the router itself when you send
enough packet fragment traffic to the router.
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3. The router ignores the implicit deny ip any any rule at the end of
an ACL when you apply an ACL of exactly 448 entries to an interface as
an outgoing ACL. This vulnerability does not affect an ACL with any other
number of rules, greater or less than 448. Should an outgoing ACL contain
exactly 448 entries and an explicit rule deny ip any any is not present
as the last statement, the ACL will fail to drop packets. This may allow
some undesired traffic to pass into the protected network, thus violating
your security policy.

4. The router adds support for the fragment keyword in an outgoing ACL.
Previously, only an incoming ACL supported this keyword and the router
was ignoring it on an outgoing ACL. This vulnerability may allow frag-
mented packets into the protected network when you apply the keyword
fragment to an outgoing ACL.

5. An outbound Access Control List (ACL) may not block all intended traffic
on a router when you configure an input ACL on some, but not all,
interfaces of a multi-port Engine 2 line card. The vulnerability applies to
traffic that the router does not filter on an inbound ACL on the ingress
port. Any ACL you apply at the ingress point will work as expected and
block the desired traffic. This vulnerability can cause unwanted traffic in
and out of the protected network.

6. The ACL does not filter packet fragments despite using the fragment
keyword. Someone could exploit this vulnerability to attack systems sup-
posedly protected by an ACL on the router.

Cisco has fixes for most software versions, so you should check their site. In
addition, you could filter packet fragments (see Chapter 16 for packet filtering).

Preventing Network Data Interception

When packets travel across a network, they are susceptible to being read, altered,
or hijacked. (Hijacking occurs when a hostile party intercepts a network traffic
session and poses as one of the session endpoints.)

When you send your data across an open network such as the Internet, you
expose your data to a fairly significant risk. Unauthorized individuals might read
sensitive or confidential data, modify critical data, and disrupt communications
by altering or replaying packets.

To protect data as it travels across a network, you can configure network data
encryption, as described in Chapter 19, “Using Encryption and IKE.” Cisco Encryp-
tion Technology (CET) prevents people from examining or tampering with routed
traffic while it travels across a network.

Typically, you do not use CET for traffic routed through networks that you
consider secure. Consider using CET for traffic routed across unsecured networks,
such as the Internet, when your organization could suffer damage should unau-
thorized individuals examine or tamper with the traffic.

CET, however, is older proprietary software, so you might want to configure
IPSec network security. IPSec provides security for the transmission of sensitive
information over unprotected networks such as the Internet and provides a more
robust security solution than CET. IPSec also provides data authentication and
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anti-replay services in addition to data confidentiality services, while CET provides
only data confidentiality services. Refer to Chapter 20, which describes how to
configure IPSec.

Should you configure IPSec, you also might want to configure Certification
Authority (CA) interoperability. CA interoperability permits Cisco IOS devices and
CAs to communicate so that your Cisco I0S device can obtain and use digital
certificates from the CA. Refer to Chapter 19, “Using Encryption and IKE,” to learn
about CA interoperability.

Finally, when using IPSec, you might configure the Internet Key Exchange
security protocol. IKE is a key management protocol standard used with the IPSec
standard. You can configure IPSec without IKE, but IKE enhances IPSec by
providing additional features, flexibility, and ease of configuration for the IPSec
standard. Refer to Chapter 19, “Using Encryption and IKE,” to learn about IKE
and the ISAKMP feature.

ISAKMP Vulnerability

ISAKMP provides end-to-end IP-layer security without the burden of manually
pre-keying Security Associations. It is, however, susceptible to well-known attacks.
Because the daemon only uses host-oriented keying, it is susceptible to attacks.

Also, the router keeps the authentication keys in flat files and there is no
concept of indirect trust. An unscrupulous individual who can acquire root
privilege could mangle a key file, thereby making authentication impossible, or
add any public keys of his choosing to the public key ring.

Refer to Chapter 5, “Managing Your Router,” for a discussion of logging and
how you might use its capabilities to warn you of this.

Preventing Denial-of-Service Attacks

A common type of attack is denial-of-service (DoS). DoS attacks are particularly
nasty because although they do not provide intruders with access to specific data,
they tie up valuable resources, preventing legitimate users from accessing the
network, systems, or applications. Crackers can send large amounts of fragmented,
jumbled, or otherwise unmanageable data to machines connected to corporate
networks or the Internet, thereby denying service to your clients.

Even more malicious are distributed denial-of-service (DDoS) attacks, in which
an attacker compromises multiple machines or hosts. According to the 2001
Computer Security Institute (CSD and FBI “Computer Crime and Security Survey,”
38 percent of respondents detected DoS attacks, compared with 11 percent in 2000.

You can configure your router to intercept one known DoS attack: a SYN
flood. In addition, you can configure the router to remove or control some services
frequently used in denial-of-service attacks. You will learn how to do this in
Chapter 21, “Configuring Denial-of-Service Security Features.”

CDP Vulnerability

There is a vulnerability in how Cisco routers (generally IOS v 12.1 and 2) handle
the Cisco Discovery Protocol (CDP). You can consume all the router’s available
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memory by sending a large amount of CDP neighbor announcements. Should
you do so, you can cause a crash or some other abnormal behavior.

To trigger this vulnerability, the attacker must live on the same segment as
the target router. You cannot exploit this vulnerability over the Internet unless an
attacker has a helper program already planted on the internal network.

Cisco has fixes for this vulnerability, so check out their site. You also could
disable CDP as a workaround for this vulnerability (see Chapter 21 to disable
CDP or limit to an interface).

ARP Vulnerability

It is possible to send an Address Resolution Protocol (ARP) packet on a local
broadcast interface (e.g., Ethernet, cable, Token Ring, or FDDI) that could cause
Cisco routers in the AGS/MGS/CGS/AGS+, IGS, RSM, 800, ubr900, 1000, 1400,
1500, 1600, 1700, 2500, 2600, 3000, 3600, 3800, 4000, 4500, 4700, AS5200, AS5300,
AS5800, 6400, 7000, 7200, ubr7200, 7500, and 12000 series to stop sending and
receiving ARP packets on the local router interface. Rapidly, the router and local
hosts cannot send packets to each other.

ARP packets received by the router for the router’s own interface address but
a different Media Access Control (MAC) address will overwrite the router's MAC
address in the ARP table with the one from the received ARP packet. This
vulnerability can result in a denial-of-service attack against the router, once the
ARP table entries timeout. This attack only works when the attacker is on the
local segment.

Cisco recommends that you upgrade your software.

NAT Vulnerability

Software bugs in the Cisco 1700, 2600, 3600, AS5800, RSP7000, 7200, and 7500
family of routers can cause packet leakage between network address translation
(NAT) and input access filters. This causes input access lists to “leak” packets in
certain NAT configurations. This means that all those addresses you were protect-
ing are getting out.

Check the Cisco Web site for the availability of patches. You should also refer
to the chapters on packet filtering.

Scanning Vulnerability

Later in the book, you will learn how attackers can use the Internet Control
Message Protocol (ICMP) to perform a denial-of-service on a third party. An
interesting twist to this attack happens on the Cisco 12000 series routers with line
cards based on the Engines 0, 1, and 2. You can degrade the performance of
these routers by having them send a large number of ICMP Unreachable packets.
In some cases, the router will stop forwarding packets. When someone sends a
high volume of traffic to the router that requires ICMP Unreachable replies, the
processing of the replies can saturate the CPU. You could do this by doing a
heavy network scan.

© 2002 by CRC Press LLC



Cisco has an available patch. You can also prevent the router from sending
ICMP Unreachable messages at all (see Chapter 16 for denying unreachable
messages) or you can rate-limit them (see Chapter 21 for rate limiting).

TCP Sequence Guessing Vulnerability

Cisco IOS software on the following routers may contain a flaw that permits the
successful prediction of TCP initial sequence numbers:

800, 1000, 1005, 1400, 1600, 1700, 2500, 2600, 3600, MC3810, 4000,
4500, 4700, 6200, 6400 NRP, 6400 NSP series, RSM, 7000, 7010, 7100,
7200, ubr7200, 7500, 10000 ESR, 12000 GSR, ubr900, and ubr920

To provide reliable delivery, the Transmission Control Protocol (TCP) makes
use of a sequence number in each packet to provide orderly re-assembly of data
after arrival, and to notify the sending host of the successful arrival of the data
in each packet. TCP sequence numbers are 32-bit integers in the circular range
of 0 to 4,294,967,295. The host devices at both ends of a TCP connection exchange
an initial sequence number (ISN) selected at random from that range as part of
the setup of a new TCP connection.

After the devices establish a session and data transfer begins, the router
regularly augments the sequence number by the number of octets transferred and
transmitted to the other host. To prevent the receipt and re-assembly of duplicate
or late packets in a TCP stream, each host maintains a window, a range of values
close to the expected sequence number, within which the sequence number in
an arriving packet must fall. Assuming a packet arrives with the correct source
and destination IP addresses, source and destination port numbers, and a sequence
number within the allowable window, the receiving host will accept the packet
as genuine.

This method provides reasonably good protection against accidental receipt
of unintended data. However, to guard against malicious use, the router should
generate a number that an attacker cannot infer from a particular number in the
sequence.

Should the router not randomly choose the initial sequence number or the
router not randomly increment the ISN between the initialization of successive
TCP sessions, then someone could forge one half of a TCP connection with
another host to gain access to that host or to hijack an existing connection.

This vulnerability only affects the security of TCP connections that originate
or terminate on the affected Cisco device itself; it does not apply to TCP traffic
forwarded through the affected device in transit between two other hosts.

To remove this vulnerability, Cisco offers free software upgrades for all affected
platforms. Workarounds are available that limit or deny successful exploitation of
the vulnerability by filtering traffic containing forged IP source addresses at the
perimeter of a network or directly on individual devices. To prevent malicious
use of this vulnerability from inside your network, you can use IPSec or SSH to
the Cisco device for interactive session, MD5 authentication to protect BGP
sessions, strong authentication for access control, etc. To prevent malicious use
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of this vulnerability from outside your network, you can use ACLs to prevent the
injection of packets with forged source or destination IP addresses.

Preventing Fraudulent Route Updates

All routing devices determine where to route individual packets by using infor-
mation stored in route tables. The router creates this route table information using
route updates obtained from neighboring routers.

If an attacker sends the router a fraudulent update, she could trick the router
into forwarding traffic to the wrong destination. This could cause the exposure
of sensitive data or the interruption of network communications.

To ensure that the router receives route updates only from known, trusted
neighbor routers, you can configure neighbor router authentication as described
in Chapter 22, “Configuring Neighbor Authentication and Other Security Features.”
This chapter describes the security benefits and operation of neighbor router
authentication. When you configure neighbor authentication on a router, the router
authenticates its neighbor router before accepting any route updates from that
neighbor. This ensures that a router always receives reliable routing update
information from a trusted source.

BGP Vulnerability

You could send bogus router advertisements to the router. The router has no way
of verifying the routes. This means it accepts any route it receives although it is
not cost-effective or fraudulent. These problems were, in large part, the basis for
LOpht’s claims before Congress that it could take down the Internet in about 30
minutes.

Preventing Unauthorized Changes

An unauthorized individual might gain access to your router and start making
unauthorized changes. These changes might affect the operation of the router;
for example, they configure IGMP after you have removed it. The changes might
affect the traffic you allow into your network and the applications that people
can access. The changes might involve the resetting of passwords on the router,
thereby causing a denial-of-service for your legitimate clients. Your imagination
limits you when thinking of what someone might do given the ability to make
unauthorized changes.

Less insidious, but just as challenging, are changes made by authorized indi-
viduals in an unauthorized way. For example, your network administrator decides
to change one of the existing access lists without proper documentation or without
telling anyone else.

You can learn how to detect authorized and unauthorized changes in
Chapter 21, “Configuring Denial-of-Service Security Features.” Chapter 22, “Con-
figuring Neighbor Authentication and Other Security Features,” shows you how
to remove problem applications that crackers might exploit to get authority or
run arbitrary commands on the router.
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Exhibit 1

Cisco 10S Security Features

Feature

Description

Authenticating proxy
(cut-through user
authentication)

Context-Based Access
Control (CBAC)

Dynamic access lists

Failover/hot standby
option

Network address
translation (NAT)

Port to application
mapping (PAM)

Reflexive access lists

Standard and extended
access lists

TCP Intercept

User authentication
and authorization

Allows you to apply user-based access policies, as opposed
to group- or IP-based ones

Allows the router to examine application layer data to
determine the state and context of TCP and UDP
connections to dynamically open or close connections as
necessary

Allows the router to open a port for temporary access to
authenticated users

Allows you to create a redundant, hot spare

Allows you to hide private IP addresses from public
networks

Allows context-based access controls to work on
nonregistered, nonstandard, or custom ports

Allows incoming TCP and UDP packets only when they
belong to a session initiated from behind the firewall

Allows you to perform traffic filtering by evaluating all
packets at the network layer. Some extended access lists
can evaluate information at the transport layer.

Allows you to intercept a SYN flood, preventing denial-of-
service attempts

Allows the verification of identities and the assighment of
permissions based on user accounts

HTTP Vulnerability

A remote attacker can execute arbitrary commands at the highest privilege level
using the HTTP server. Cisco introduced the HTTP server to allow router management
using a Web browser. The problem affects the HTTP server in Cisco I0OS v11.3 and
higher when linked to a local authentication database. This bug can allow an attacker
using a particularly formatted URL to bypass authentication and control the router.
You should disable the HTTP server on your router. You can use TACACS+ or
RADIUS for authentication when needed. See Chapter 22 to remove HTTP, Chapter 12
to configure TACACS+, and Chapter 13 to configure RADIUS.

Looks pretty gloomy, does it not. Do not despair; Cisco provides help. Exhibit 1
provides a snapshot of Cisco IOS security features.

So, it is obvious you have lots to look at and do for the remainder of this
book. Let us begin with a discussion of the Practice Session.

Practice Session

At the end of each chapter (except this one), you will find a Practice Session to
reinforce the material covered in the chapter. Because there were no commands
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to learn in this chapter there really is nothing to practice. In the next chapter,
you will learn how to set up your account with SimRouter and try various
commands. Should you follow the Practice Sessions conscientiously, you should
have a good start on a secure configuration for your routers.

Security and Audit Checklist

There is also a Security and Audit Checklist at the end of each chapter. These
checklists should help focus your thinking on the contents of the chapter. If you
are a security or network administrator, you should attempt to answer each
question for your organization. If you are an internal or external auditor, you
might want to use these questions as the basis for your control evaluation.

1. Does your organization understand the business requirements for the
network?
B Yes
B No
2. Has your organization appointed someone with the responsibility for
defining security policy?
B Yes
B No
3. Does this person report to someone in your organization who can effect
change?
H Yes
® No
4. Has your organization performed a network risk assessment?
B Yes
B No
5. Was the makeup of the risk assessment team appropriate?
B Yes
B No
6. Does your organization know what an hour of downtime costs?
B Yes
B No
7. Does your organization have a plan for keeping up-to-date on all network
vulnerabilities?
B Yes
® No
8. Has your organization appointed someone to track these vulnerabilities?
B Yes
B No
9. Is this assignment appropriate?
B Yes
B No
10. Has your organization developed a network security policy?
B Yes
B No
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11. Is the network security policy approved at the appropriate level in your
organization?
B Yes
B No
12. Does anyone in your organization monitor compliance with the network
security policy?
B Yes
B No
13. Has your organization ever performed or had someone do a penetration
test?
H Yes
® No
14. Does your organization periodically perform network security testing?
B Yes
® No
15. Was the period between network security tests determined by your risk
analysis?
B Yes
B No
16. Does your organization have a physical security program that includes the
protection of all interconnectivity devices?
H Yes
B No

Conclusion

Cisco IOS software has many security-specific features, such as packet filtering
access lists, TCP Intercept, AAA services, packet logging, and encryption. This is
neither an exhaustive list, nor can you substitute it for an understanding on your
part; it is simply a reminder of some of the things that are sometimes forgotten.

Think of these features as ways to keep your network running. When faced
with security threats, you can deal with them by controlling:

Access to the router
Access to the network
Access to transmitted data
Denial-of-service attacks
Route updates

Router changes

Cisco offers a comprehensive array of market-leading, enterprise network
security features to make implementation and maintenance of good network
security easier and more cost-effective. These features are the subject of the
remainder of this book. However, regardless of how many good security features
Cisco provides, Cisco cannot install them and take control of your router. The
onus is on you.

Enough aggrandizement of Cisco. Let us begin our journey together, starting
with the obligatory overview of the OSI model and the TCP/IP protocol suite.
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Chapter 2

Understanding OSI
and TCP/IP

In this chapter, you will learn about:

The OSI model
Encapsulation

Protocol data units

The TCP/IP protocol suite
Internet layer

Transport layer

In addition, you will get an initial taste for using SimRouter to practice what you
learn in the chapter. You will see how to get started with SimRouter by logging
in and scheduling yourself a practice session.

The OSI Model

The Open Systems Interconnection (OSD) model has been around for a long time
in computing years. Adopted in 1983 by the International Organization for Stan-
dardization (ISO), the OSI model describes the method for transmitting data
between two systems. By defining a standard, the OSI model allows you to select
multiple vendors in your organization. Thus, you can have Cisco routers and
3Com hubs connecting IBM mainframes and Compaq computers. Manufacturers
that develop products that meet the standard can, in theory, connect their products
to any other manufacturer whose products meet the standard. While most of you
are probably familiar with the model, different people define the seven layers
differently. Thus, the OSI model is offered here in review.
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Application

Presentation

Session

Transport

Wetwork

Data Link

Physical

Exhibit 1 The OSI Model

Note: Only Apple uses all seven layers in their protocol stack. Other
developers/manufacturers have fewer layers and provide most or
all of the functionality of the seven layers.

The standard developers knew that sending data from one system to another
was a fairly complicated process and that they required a model as a reference for
discussion. The first thing they did was to break the process into manageable tasks.
The Open Systems Interconnection (OSI) model consists of seven layers. Each of
these layers has a distinct function and interacts and communicates with the layers
directly above and below it. Exhibit 1 depicts the seven layers of the OSI model.

Starting from the top, the following mnemonic will help you remember the
OSI layers:

All People Seem To Need Data Processing
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The people in Detroit will tell you that it really should be:
All People Seem To Need Domino’s Pizza

Staying with the pizza theme, there is another mnemonic you can use to remember
the layers from the bottom up:

Please Do Not Throw Sausage Pizza Away

Whichever you use to remember the layers, let us look at each layer in turn.

Application Layer

The application layer is the highest layer of the OSI model. This is responsible for
supporting the communication components of an application. This is an important
concept. The application layer is not Microsoft Word, but communication components
that support word processing, if any. Word does not reside at layer seven, but would
interface with the application layer when it needs network services such as file
transfer. Programs that use the application layer are known as application processes.
It is possible for a user program to interface directly with the presentation layer;
however, to do this, the program must initialize communication with peer application
processes, establish appropriate presentation contexts, and transfer files or messages
itself. Alternately, user-level processes may include available modules that support
commonly required application-related services, such as file transfer, e-mail, or file
and print services. These modules provide a standard method of passing data to the
presentation layer. User-level processes are actually gateways to the presentation
layer. Using these available modules constitutes using the application layer of the
OSI model. Tt is typically easier to use these modules than to worry about interfacing
properly with the presentation layer.

Presentation Layer

Originally, the presentation layer was conceived to allow ASCII machines to talk
to EBCDIC machines. It was later seen as a way to let visually oriented programs,
such as text editors, work with different terminal types. However, the standard
developers have significantly expanded the role of the presentation layer. It now
has responsibility for handling all issues related to the representation of transmitted
data. These issues include compression, conversion, and encryption.

Note: At one time, IBM mainframes supported both ASCII and
EBCDIC character sets. IBM decided to drop support for one data
format. Although many other vendors supported ASCII at the time,
IBM decided to go with its proprietary EBCDIC. So, if using IBM
technology you want to send a file to someone else, you may need
to convert it.

© 2002 by CRC Press LLC



Different machines have different ways of representing data internally, so
conversions are necessary to ensure that different computers can understand each
other. The job of the presentation layer is to take the internally formatted data
from the sending machine, convert it into a suitable bitstream for transmission,
and then decode it to a format the receiving machine can understand at the other
end. That is, the presentation layer acts as an interpreter that understands both
formats and is responsible for making sure both computers get information in a
format each can understand. This is true whether one is talking about compression,
conversion, or encryption.

Session Layer

The primary function of the session layer is to allow users to establish connections
or sessions, and to transfer data over those connections (or sessions) in a controlled
manner. There are two types of services provided by the session layer: adminis-
trative and dialog.

The administrative service handles the establishment and teardown of a con-
nection between two presentation entities. The administrative service also deter-
mines the type of connection established. For example, the connection might be
full-duplex or half-duplex. Sessions are established when one application process
requests access to another application process. After the session is established,
dialog services are used to control and supervise the actual data transfer.

Example session layer protocols include:

AppleTalk Session Protocol (ASP)

Digital Network Architecture Session Control Protocol (DNA SCP)
Network File System (NFS)

Remote Procedure Call (RPC)

Structured Query Language (SQL)

Transport Layer

The transport layer is the highest layer directly associated with the transport of
data through the network. This layer defines end-to-end connectivity between
host applications. The basic functions of the transport layer are to:

B FEstablish end-to-end operations: provides end-to-end transport services,
which constitute logical connections between the sending and receiving
hosts

B Segment upper-layer applications: allows multiple applications to use the
network simultaneously, as it segments data from multiple upper-layer
applications into the same data streams for transport on the network

B Send segments from one host to another: uses checksum calculations and
built-in flow control to ensure the integrity of segmented data

B Ensure data reliability: can optionally request that the receiving host
acknowledge that it is actually receiving the data

There are three network types associated with the transport layer:
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B Flawless error-free delivery
B Perfect packet delivery
B Unreliable service, lost and duplicate packets

These basically translate as connection-oriented or non-connection-oriented pro-
tocols. In the TCP/IP overview, you will learn about connection-oriented and
connectionless (or non-connection-oriented) protocols.

Network Layer

The primary concern of the network layer is getting data all the way from the
source to the destination. The network layer is the first layer you have looked at
that actually has any real effect on the physical network. This layer is in a unique
position because it provides the interface between user machines and the actual
network. The layers above the network layer (i.e., transport, session, presentation,
and application) typically run on the user’s machine. Meanwhile, the network
layer and the two layers below it (data-link and physical) have actual responsibility
for controlling the network.

The functions implemented at the network layer include routing, switching,
flow control, data sequencing, and error recovery. Some of these functions might
appear to duplicate those of the transport layer, but, in fact, they do not. The
network layer’s functions are concerned with end-to-end connections, possibly
spanning multiple network links. The transport layer does not concern itself with
the intermediary links and devices as does the network layer.

Flow control at the network layer is concerned not with the two end stations,
but instead with the links and devices that the conversation crosses. If too many
packets are present at any one link at any given time, those packets will interfere
with each other, causing congestion errors and bottlenecks. Communicating sys-
tems use flow control at the network layer to prevent those types of conditions
from occurring by trying to provide fair, orderly, and efficient access to network
links.

The most important function of the network layer is route determination.
Without route determination, everything else the network layer does is moot. The
network layer determines the path that data will take to travel between a node
on one network to a node on another network. What path is actually used depends
on what routing protocols are used within the network. In Chapter 3 you will
learn the various methods used to accomplish this.

Data-Link Layer

The data-link layer is the layer responsible for moving data in and out across the
physical network. There are two sublayers in the data-link layer:

B The Logical Link Control (LLC) sublayer
B The Media Access Control (MAC) sublayer

The data-link layer is divided this way so that the LLC sublayer need not
concern itself with the specific access method. The MAC sublayer deals with
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interfacing the physical media, while the LLC sublayer handles the interface to
the network layer. The LLC sublayer is responsible for assembly and disassembly
of frames, addressing, address recognition, and cyclical redundancy check (CRC)
calculations and validation. The MAC sublayer is responsible for defining how
access is gained to the shared network media. This is dependent on the type of
network, while the LLC is media independent.

Together, the two sublayers divide output data into frames for transmission
on the physical link. The data-link layer provides framing, flow control, and error
detection and correction.

Physical Layer

The bottom layer of the OSI model is the physical layer. By the time the data
arrives at the physical layer, it has been fully packaged, all the control and data
fields have been set, and all the physical layer needs to do is place the data on
the wire or send it out over the air. At the physical layer, bits are transformed
into signals (for analog lines) on the transmission medium. It is the physical layer
that defines what signals on the line constitute 1s and 0s, and which are just
noise. Physical layer specifications define things such as allowable cable lengths,
maximum capacities, and the physical wiring of the network.

While it is important to understand the physical layer, someone concerned
with auditing or securing routers need not delve too deeply into the subject. You
just need to know that the wiring sets limits on the network.

It is worth noting that the application, presentation, and session layers provide
communication. The communication layers set up the interactions for user-level
applications. This book focuses on the connection layers: transport, network, data
link, and physical. The difference is simply shown. For example, you do not
speak Russian. You take your phone off-hook and dial a number in Chernovtsy,
Moldavia. The phone in Chernovtsy rings and someone picks it up. Ah, you have
a connection. Now, unless the other person speaks English, you do not have
communication. That is the difference between those layers concerning themselves
with connection and communication.

Caution: You might have heard of Moldavia and are wondering why.
Well, there was a famous hostile ActiveX control involving this
former Soviet Socialist Republic. If you visited a particular Web site
advertising “Russian Girls, Girls, Girls,” then you would have had
the opportunity to see more free pictures when you downloaded
its special viewer. So you download the viewer, which is an ActiveX
control, that runs and turns off the volume on your modem, discon-
nects you, and dials an ISP in Moldavia unbeknownst to you. You
sit looking at free pictures for several hours, thinking nothing of it.
Then the end of the month comes; you get your telephone bill and
there is a $1000 charge to a number in Moldavia. Moldavia? Never
heard of it. Stupid phone company. No. Sorry; here are the records
and you must pay. Oops! Perhaps this is an opportunity for context-
based access control.
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Exhibit 2 Encapsulation at Work

Encapsulation

Another concept implicit in the foregoing discussion is encapsulation. As data
travels down the stack, each of the various layers encapsulates (or envelops) the
data from above with its own header and trailer (when applicable). Exhibit 2
depicts this concept of encapsulation.

The receiver passes the data up its stack and the various layers read and strip
off their headers and deliver the data to the next layer based on the contents of
the header. When discussing layers, note that there are different names associated
with the payload at different points in the protocol stack.

Protocol Data Units

The data and control information transmitted through internetworks takes a
wide variety of forms. Unfortunately, not everyone uses these terms consistently
in the internetworking industry to refer to these information formats. Sometimes,
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networking people use them interchangeably. Common information formats or
protocol data units include:

Frame
Packet
Datagram
Segment
Message
Cell

Data unit

Frame

A frame is an information unit whose source and destination are data-link layer
entities. A frame is composed of two components:

B Data-link layer header (and possibly a trailer). The header and trailer
contain control information intended for the data-link layer entity in the
destination system.

B [pper-layer data. Data from upper-layer entities is encapsulated in the
data-link layer header and trailer.

Packet
A packet is an information unit whose source and destination are network layer

entities. A packet is composed of two components:

B Network layer beader (and possibly a trailer). The header and trailer contain
control information intended for the network layer entity in the destination
system.

B [pper-layer data. Data from upper-layer entities is encapsulated in the
network layer header and trailer.

Datagram

The term “datagram” usually refers to an information unit whose source or
destination is a network layer entity using a connectionless network service.

Segment

The term “segment” usually refers to an information unit whose source and
destination are transport layer entities.

Message

A message is an information unit whose source and destination entities exist
above the network layer (often the application layer).
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Cell

A cell is an information unit of fixed size whose source and destination are data-
link layer entities. Switched environments, such as Asynchronous Transfer Mode
(ATM) and Switched Multimegabit Data Service (SMDS) networks, use cells. A cell
is composed of two components:

B Header. The header contains control information intended for the destina-
tion data-link layer entity. A cell header is typically 5 bytes in length.

B Payload. The payload contains upper-layer data that is encapsulated in
the cell header. The cell payload is typically 48 bytes in length.

The lengths of the header and payload fields are always exactly the same for
each cell.

Data Unit

Data unit is a generic term referring to a variety of information units. Some
examples of common data units include:

B Service data unit (SDU). SDUs are information units from upper-layer
protocols that define a service request to a lower-layer protocol.

B Protocol data unit (PDU). PDU is OSI terminology for packet.

B Bridge protocol data unit (BPDU). The spanning-tree algorithm uses BPDUs
as hello messages.

That terminates the discussion of the OSI model. Now turn to the focus of
this book: the TCP/IP protocol suite.

TCP/IP Overview

Several years ago, there was a shootout to see what protocol suite would win as
the enterprisewide solution. NetBIOS with NetBEUI, a likely contender because
it was widely deployed in Windows platforms, was unacceptable because it was
not a routable protocol. IPX/SPX only worked with NetWare and was proprietary.
Bang! Apple was pushing AppleTalk, but you know how that one went. That left,
in effect, SNA and TCP/IP. SNA was popular with large IBM customers who might
already have had a mainframe (MVS) and minicomputers (OS/400) in place. But
SNA was proprietary and you paid a premium for it. Bang! Bang! On the other
hand, in the early 1970s, the U.S. Department of Defense Advanced Research
Projects Agency (DARPA) funded the development of the TCP/IP protocol suite,
making the protocols publicly available. Because the protocols are in the public
domain, they have become the de facto standard for open-system data commu-
nication and interoperability.

In contrast to the OSI model, the TCP/IP protocol suite has only four layers.
The suite was developed long before the OSI model and is built around the DoD
(U.S. Department of Defense) or DARPA model. Exhibit 3 contrasts the OSI and
DoD models.
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Exhibit 3 The Seven Layer OSI Model and the Four Layer DoD Model Contrasted

Exhibit 3 can be used to explain the various layers of the DoD model. The
application/process layer defines the upper-layer functionality included within the
application, presentation, and session layers of the OSI model. Support is provided
for application communications, code formatting, session establishment, and main-
tenance functions between applications.

The DoD host-to-host layer maps directly to the transport layer of the OSI
model. The host-to-host layer defines connectionless and connection-oriented
transport functionality. Host-to-host is the DoD layer where TCP and UDP work.

The DoD Internet layer maps directly to the network layer of the OSI model.
The Internet layer defines internetworking functionality for routing protocols. This
layer is responsible for the routing of packets between hosts and networks. The
Internet layer is where IP, ARP, RARP, and ICMP work in the DoD model.
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The DoD network interface layer maps to the data-link and physical layers of
the OSI model. Data-link properties, media access methods, and physical con-
nections are defined at this layer.

The TCP/IP protocol suite follows a conceptual model that is similar Gf not
identical) to the DoD model. It also has four layers, as illustrated in Exhibit 4.

Let us focus on the Internet and transport layers for the remainder of this
chapter.

Internet Layer

The Internet layer includes the following protocols:

Internet protocol (IP)

Internet Control Message Protocol (ICMP)
Address Resolution Protocol (ARP)

Reverse Address Resolution Protocol (RARP)

At the internet layer, TCP/IP uses the Internet Protocol (IP) for logical address-
ing and path determination. The Internet Control Message Protocol (ICMP) pro-
vides messaging that can help troubleshoot a network. The Address Resolution
Protocol (ARP) provides the service to match a known IP address for a destination
address to a MAC or physical address. The Reverse Address Resolution Protocol
(RARP) provides the reverse service of ARP; that is, it translates known MAC
addresses to IP addresses. You will learn about IP, ARP/RARP, and ICMP in this
chapter.

Internet Protocol

The IP concerns itself with routing functions — getting packets from network A
to network B. IP is used by all other protocols except the Address Resolution
Protocol (ARP) and the Reverse Address Resolution Protocol (RARP) to transfer
packets from host to host over an internetwork.

In the IP packet header, there are fields that communicate things such as
logical addressing, path determination, and limited quality-of-service features. The
IP header contains several fields that are of interest to anybody concerned with
security, audit, and control. Exhibit 5 illustrates the IP datagram header format.

The fields of the IP datagram header include:

B Version: 4-bit field that specifies the IP version used. The current standard
is IPv4. Everything learned in this book is based on IPv4.

B [P bheader length (IHL): 4-bit field representing the length of the IP packet
minus any upper-layer data.

B Type of service (ToS): 8-bit field used to establish precedence for certain
packets. It is a very simplistic form of quality of service. This field specifies
how hosts and intermediate devices should handle the packet. You can
break the field further into precedence (3 bits), type of service (4 bits),
and MBZ (1 bit). ToS has 1-bit delay, throughput, reliability, and cost
subfields.
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Exhibit 5 IP Header Datagram

Total length: 16-bit field giving the total length of the packet. The maximum

total length of the packet is 65,535 bytes.

Identification: 16 bits for use when a router must fragment a packet. The

router uses the field and the two following when it must fragment a packet.

A router must fragment a packet when it exceeds the maximum transmis-

sion unit (MTU) of the receiver. It breaks up the packet to meet the MTU

limitations. The Identification field is a simple, unique sequence number

for fragments. The destination system uses the Identification field when

reassembling the packet into its original form.

Flags: 3-bit field used to connote the following fragmentation information:

B Bit 0: Reserved.

B Bit 1. Don’t Fragment (DF) bit. Set on packets that the router should
not fragment. When it is 1, it indicates Don’t Fragment the packet.

B Bit 2: Last Fragment (LF) bit. Set for the Last Fragment in a series. When
it is 1, it means there are more fragments to follow.

Fragment Offset: 13-bit field identifies the offset of this portion of the

original packet before fragmentation.

Offset Time-To-Live (TTL): 8-bit field holding a value representing hops per

second. Conceivably, network instabilities could cause a packet to get

stuck in a routing loop, going around and around forever. Think of the

denial-of-service attack you could do! For this reason, the developers
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thought of placing a maximum life on a packet. A router has the respon-
sibility to decrement the value by one, and to discard the packet (i.e.,
copy the packet to the bit bucket) when the value hits zero. When TTL
is greater than 1, the router forwards the packet to the next hop router
or the destination network (where the router directly connects to the
destination network).

Note: Traceroute makes use of the TTL feature by sending out a
packet the first time with a value of 1, and then 2, and then 3, etc,,
until it reaches the specified destination, all the while reporting back
to the program and displaying it for you.

B Protocol: 8-bit field specifying the protocol number of the upper-layer
protocol that should receive the data in the packet. The protocol number
for TCP is 6; for UDP, it is 17. Refer to Appendix C, “IP Protocol Numbers,”
for a complete listing of the potential 256 values.

B Header checksum: 16-bit field that holds a value representing the calculated
checksum of the IP header only.

B Source address: 32-bit field that normally identifies the source (or sender’s)
address.

B Destination address: 32-bit field that normally identifies the destination (or
receiver’s) address.

B Options: optional 32-bit field for vendor-specific data. If used, the field
might hold data for security, timestamping, or special routing.

B Padding: field used to pad out the length of the header to a multiple of
32 bits. The field contains zeros.

An IP packet header is 20 to 24 bytes in length.

Address Resolution Protocol and Reverse Address Resolution Protocol

In Chapter 3, you will learn how a node resolves software addresses to hardware
addresses, and vice versa. Underneath this process are the ARP and RARP.
Basically, the sender broadcasts the ARP packet. The receiver responds with its
hardware address, while all others ignore it after copying the sender’s software
and hardware address mapping to its response cache.

Note: ARP is not a routable protocol, so your router does not need
to worry about it. ARP requests do not leave the local network.

RARP allows a node to broadcast its hardware address expecting a server
daemon to respond with an available IP address. For example, diskless worksta-
tions use RARP to acquire an IP address.
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Exhibit 6 ARP/RARP Packet

Exhibit 6 shows you the ARP/RARP packet.
The packet components are as follows:

B 7ype of hardware: 16-bit field specifying the target host’s hardware interface

type. Ethernet uses 1.

B Type of protocol: 16-bit field defines the protocol type the sender supplied.

An IP address is 0800.

B Hardware length: field that specifies the length of the hardware address.

B Protocol length: field that specifies the length of the protocol address.

B Operation: field that specifies whether an ARP request/response or an

RARP request/response is required.

B ARP sender’s bardware address: field that specifies the sender’s hardware

address.
B ARP sender’s IP address: field that specifies the sender’s IP address.

B RARP target’s hardware address: field that specifies the target’s hardware

address.
B RARP target’s IP address: field that specifies the target’s IP address.

Internet Control Message Protocol

IP packets encapsulate Internet Control Message Protocol ICMP) messages. Using
a connectionless, unreliable transfer protocol, ICMP reports on errors in the
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network. Routers usually generate ICMP messages as they receive and route the
IP packet. The most common ICMP messages include:

Destination unreachable
Time exceeded

Echo request

Echo reply

Caution: ICMP does not include flow control or error recovery, so
a cracker can easily duplicate the message. If a machine sends ICMP
redirect messages to another machine in the network, it could cause
the other machine to have invalid routing tables.

Exhibit 7 shows the ICMP message format. Although ICMP formats vary based
on the type of service requested, all messages have the following header format:

B Type: 8-bit field identifying the message. Appendix F, “ICMP Types and
Codes,” provides details on the various ICMP types.

B Code: 8-bit field that further explains the Type field. Appendix F, “ICMP
Types and Codes,” provides details on the various ICMP codes.

B Header checksum: 16-bit field that holds a value representing the calculated
checksum of the ICMP message. The router uses the same algorithm for
calculating this value as it does for the IP checksum.

Transport Layer

There are two protocols at the transport layer: Transmission Control Program
(TCP) and User Datagram Protocol (UDP). TCP is a connection-oriented transport
while UDP is a connectionless transport.

Transmission Control Protocol

TCP, defined in RFC 761, is the connection-oriented transport layer protocol for
the TCP/IP suite. Many TCP/IP applications use TCP for transport, including FTP,
HTTP, SMTP, and Telnet. TCP as a transport is commonly used by an application
when reliability is necessary at the transport layer. Refer to Appendix D, “Well-
Known Ports and Services,” for a list of applications or services that use TCP.

A TCP segment header provides a number of services, including guaranteed
delivery, sequencing, acknowledgments, windowing, and session control.

Exhibit 8 illustrates the TCP header format.

The TCP header is 20 to 24 bytes in length. The fields of the TCP segment
header are:

B Source port: 16-bit field that identifies the port the source (or sender)
opened on the computer to connect to the destination computer. Refer to
Appendix D, “Well-Known Ports and Services,” for a list of valid source
ports. Generally, this is a port greater than 1023.
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Exhibit 8 TCP Header

Destination port: 16-bit field that allows the TCP segment to identify the
application that is communicating with the source port. Refer to Appendix
D, “Well-Known Ports and Services,” for a list of valid destination ports.
Sequence number: 32-bit field specifying the sequence number of the first
byte sent in the data portion of the segment. The value of this field is the
sequence number of the first data octet within this segment when the SYN
bit is not set. When the SYN bit is set, the value of this field is the initial
sequence number (ISN), and the first offset is set to ISN + 1.
Acknowledgment number: 32-bit field identifying the next byte expected
from the sender. TCP uses an expectational acknowledgment scheme in
which the receiver sends the sequence number of the next byte it is waiting
for in the series of transferred bytes. The systems assume an established
connection when the ACK bit is set.

Data offset or Header length: 4-bit field representing the length of the TCP
segment minus any upper layer data. The protocol represents the value
as a number of 32-bit words in total. The TCP header will always be some
multiple of 32.

Reserved: 6-bit reserved, unused field. Always set to zero.

Flags or Code bits: 6-bit field that allows the header to communicate any
control-related functions affecting connection-oriented sessions, such as
setup and teardown. There are six control functions:
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B [RG: This bit makes the Urgent field in the segment significant. When
the URG bit is set, the contents of the Urgent field become meaningful;
otherwise, the field is ignored. It is typically set when the segment is
part of the urgent data.

B ACK: This bit communicates to a receiving host that, among other things,
this segment is acknowledging receipt of a segment that has been sent.
Cisco uses the keyword established to check whether the RST or
ACK flags are set.

B PSH: This bit is set to signify a push. It basically tells TCP to send any
received data to the application even when it has not received the entire
data stream.

B RST: This bit signifies that a host is terminating a transport session.

B SYN: This bit is used to communicate that a transport session should be
initiated. It signifies to a receiving host that the sender wishes the receiver
to synchronize with the sender’s sequence number.

B FIN: This bit is set by an application to signify that it has finished sending
a data stream and the data can be sent to the destined application.
Window size: 16-bit field for the receiver to communicate to the sender

how much buffer space is available to receive additional segments.

Checksum: 16-bit field that holds a value representing the calculated

checksum of the TCP segment. The receiver uses to validate a segment.

Urgent Pointer: 16-bit field used when the URG code bit is set. It holds

the value of the end of the urgent data; that is, it indicates the end of the

urgent data.

Options: optional 32-bit field for vendor-specific data. It will commonly

hold the maximum TCP segment size negotiated between the two hosts.

Maximum segment size: optional 16-bit field used to specify the maximum

segment size for packets with the SYN bit set.

Padding: optional field used to pad out the length of the header to a

multiple of 32 bits. The field contains zeros.

TCP Connection

In the discussion above regarding code bits, there was an allusion to the three-
way handshake. Exhibit 9 shows how a client establishes a TCP session with a
server. Looking at Exhibit 9, you can see that a connection requires a three-way
handshake as follows:

1.

To initiate the connection, the source host (Host A) sends a SYN segment
(the SYN bit is On or set) and an initial sequence number (ISN) in the
Sequence Number field to the destination port and host address (Host B).
In Exhibit 9, the ISN is 300.

The destination host (Host B) responds with a segment containing its initial
Sequence number and both the SYN and ACK flags set. Host B generates
an ISN (900 in Exhibit 9). Host B leaves the SYN flag on because they are
still trying to synchronize, and sets the ACK bit on to show this is an
acknowledgment of the segment sent by Host B. The last thing Host B
needs to do is create the acknowledgment number by adding one to the
original ISN. Hence, in this example, this is 301 (300 + 1).
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3. The source host (Host A) acknowledges the SYN from the destination by
turning off the SYN flag and leaving the ACK flag set. Host A creates an
acknowledgment number by adding one to the destination’s original ISN,
or 900. Hence, the acknowledgment number is 901. One last thing; Host
A uses the acknowledgment number (301) from Host B as the sequence
number.

Once the two systems establish a session, they can transfer data. As they send
data, the sender increments the sequence number to track the number of bytes.
The destination host will increment the acknowledgment numbers to acknowledge
segments sent and received.

The states that TCP goes through in establishing its connection allows firewall
devices to easily recognize new connections versus existing connections. As stated,
access lists on routers allow the use of these flags in the TCP header to determine
whether or not it is an established session.

Socket

A socket is the combination of the IP address and TCP port. The socket is a
logical concept just like a port. A socket is similar to an address in memory
because you can write to sockets or read from them. You can send data to a
socket and, in turn, another system can send data to a socket on your system. A
local and remote socket pair (quadruplet) determines a connection between two
hosts uniquely:

The source IP address
The source TCP port

The destination IP address
The destination TCP port

Your firewall can use this quadruplet to track the many connections on which
they are making forwarding decisions at a very granular level. During the estab-
lishment of the connection, the firewall will learn the dynamic port assigned to
the client for a particular connection. For the period of time that the connection
exists, the firewall allows the dynamic port through. Once the connection is
finished, the firewall will close the client port. By tracking the state of a particular
connection in this manner, security policy rules do not need to compensate for
dynamic port assignments.

User Datagram Protocol

UDP, defined in RFC761, is sometimes euphemistically called the Unreliable Data
Protocol. It is, as previously stated, a connectionless protocol and delivery is on
a best-effort basis. It is a very simple transport protocol with a minimal amount
of overhead. There is no sequencing, acknowledgments, flow control, or win-
dowing, so there is no guarantee that the packets will arrive. The receiving host
validates the UDP header checksum, and where there is a difference, the device
drops the packet without reporting the error back to the sending host. Applications
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using UDP may implement reliability features within the application itself where
required.

Caution: UDP, like ICMP, does not include flow control or error
recovery, so a cracker can easily duplicate the message.

Generally, UDP applications are time based — just send it and forget it. The
timer starts, and when there is no response, it times out and an appropriate
message is sent. A prime example of this is your browser. When you enter a URL,
your browser tries to resolve the address, and when it cannot, it makes a DNS
query. If the DNS server is unavailable, you get a message back after a short
period of time. The Trivial File Transfer Protocol (TFTP) and DNS are good
examples of UDP applications. Network administrators frequently use TFTP to
upgrade their routers. Refer to Appendix D, “Well-Known Ports and Services,” for
a list of applications or services that use UDP.

Exhibit 10 shows you the UDP header format:

B Source port: 16-bit field that identifies the port the source (or sender)
opened on the computer to connect to the destination computer.

B Destination port: 16-bit field that allows the UDP segment to identify the
application that is communicating with the source port.

B Header length: 16-bit field representing the length of the UDP segment.

B Checksum: 16-bit field that holds a value representing the calculated
checksum of the UDP segment. The receiver uses to validate a segment.

The UDP header is always 8 bytes in length.

That is enough terms and theory for now. You might want to review Appen-
dices B, “IP Addressing,” and C, “Subnetting,” before moving on to the following
practice session.

Practice Session

At the end of each chapter from here on, there will be a Practice Session where
you can apply what you have learned in the chapter. To do the Practice Session,
you will need to set up a SimRouter account and schedule some time.

SimRouter is an integral part of this book. You can find SimRouter at www.sim-
router.com or toll-free 877-7SimRouter. SimRouter is a complete Cisco network
accessible through the Internet. The SimRouter network is not a simulation, but
a live network.

Everyone who purchases this book will find a Special Access Code inside the
front cover of the book. You can schedule your time in advance by making a
reservation once you have signed up. To schedule time, you must log in and
reserve your time 15 minutes in advance. When you sign in to SimRouter, you
will be able to schedule your session for any available time.
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Tip: If you are using SimRouter to do the practice sessions, you might
want to familiarize yourself with today’s exercises and wait until you
have enough to do to schedule your first one-hour session.

To log in to SimRouter, follow these steps:

1.

Go to the www.simrouter.com site.

If you are currently a member of SimRouter, enter your username and
password in the log-in area. If you are a new member, select Become a
Member and complete the form. Enter your Special Access Code at the
bottom of the Member ID signup page.

Note: Should you lose your member name or password, send an e-
mail to support@SimRouter.com with your first and last name (and
member name, if known).

7.

8.

You will see the Welcome Web page shown in Exhibit 11. You can see
whether you currently have any personal or group sessions scheduled.
Click Schedule from any page once you log into SimRouter. Should you
not have sessions available, you will see a Purchase Sessions button;
otherwise, you will see a Schedule Session button. Click on the Schedule
Session button.

You can click on the calendars to find available time and then simply
select the desired session time, as shown in Exhibit 12.

Return to www.SimRouter.com at the time you just scheduled. Once you
log in, you will have an active link to enter the SimRouter Network, as
shown in Exhibit 13.

When you click on the Enter the SimRouter Network button, you will see
the configuration in Exhibit 14. Double-click on any router to telnet to the
router.

Exit your telnet session by selecting the Disconnect option from the
Connect menu in the Telnet window.

When you finish your session, click on Log Out.

At the time of this writing, the current configuration is as shown in Exhibit 14.
Once you sign in, you have full console access to all the following equipment:

B Cisco 4500 with 8 MB Flash and 32 MB DRAM

B NP-2T Dual Serial Port Module

B NP-2R Dual Token Ring Module

Cisco 2501 with 16 MB Flash and 8 MB DRAM
B Two Serial Ports

B One Ethernet Port
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Exhibit 11 Welcome Web Page

B Cisco 2501 with 8 MB Flash and 16 MB DRAM
B Two Serial Ports
B One Ethernet Port
B Cisco 2502 with 8 MB Flash and 4 MB DRAM
B Two Serial Ports
B One Token Ring Port
B Cisco 2524 with 8 MB Flash and 8 MB DRAM
B ISDN BRI with Integrated NT1 WAN Module
B Fractional/Full T-1 DSU/CSU Interface Module
B Cisco 2524 with 8 MB Flash and 4 MB DRAM
B [SDN BRI with Integrated NT1 WAN Module
B Fractional/Full T-1 DSU/CSU Interface Module
B Teltone ISDN Demonstrator

Note: Not configurable or accessible by console.

Note: All equipment can be remotely power cycled; that is, you can
reboot the machines anytime you want.
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Exhibit 12 Schedule Web Page

Security and Audit Checklist

1. Does your organization support TCP/IP?
B Yes, go to question 2
B No, most of this book applies to TCP/IP
2. What version of IP do you use?
B [Pv4, go to question 3
B [Pv06, wait for the updated version of this book
3. Does your organization have a network architecture that enumerates sup-
ported protocols?
B Yes
B No
4. Does your organization have a network architecture that enumerates sup-
ported applications?
B Yes
B No
5. Does the architecture document the purpose of each protocol and appli-
cation?
® Yes
B No
6. Do you support encryption?
B Yes
B No
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( Enter the SimRouter Network )
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Information from SimRouter:

Exhibit 13  Entering the SimRouter Network

10.

11.

12.

At what layer is encryption supported?
B Application
B Session
B Transport
B Network
B Data-link
Do you support UDP applications?
B Yes
B No
Do you develop RPC-based applications in-house?
H Yes
® No
Do you know the network address(es) for your organization?
B Yes
B No
Does your organization support subnetting?
B Yes
B No
If you answered yes to the previous question, do you know the subnet
masks for all networks?
H Yes
B No
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13. Does your organization support supernetting?
B Yes
® No
14. If you answered yes to the previous question, do you know the subnet
masks for all networks?
B Yes
B No
15. Is the ARP cache protected on all systems?
B Yes
B No

Conclusion

In this chapter, you learned about the OSI and DoD models. The OSI model has
seven layers and the DoD model provides all the functionality of the OSI's seven
layers but does it in four layers. In addition, you saw the various components of
the TCP/IP protocol suite. In the next chapter, you will learn about some more
layer 3 protocols — the routing protocols.

You should have a good understanding of the TCP/IP protocols, IP addressing,
and subnetting at this point. These topics are all necessary when you start to
write access lists and try to prevent unauthorized access to your network.

Hopefully, you took the time to set up your account and to familiarize yourself
with SimRouter.
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Chapter 3

Routed and
Routing Protocols

In this chapter, you will learn about:

Path determination

Logical and hardware addresses

Routing algorithms and protocols

Distance-vector, link-state, and hybrid routing protocols

You also will have an opportunity to practice what you learn in the Practice
Session and use the information by following the Security and Audit Checklist.

Routing Activities

When you need to move data between two networks, an internetworking device
called a router is responsible for the movement of this data. Routing data on an
internetwork requires that a couple different events take place: an appropriate
path for the packets must be determined, and then the packets must be moved
toward their final destination. That is, routers perform two basic activities: path
determination and packet switching.

Both path determination and routing of packets (or switching as it is also
referred to; packets are switched from an incoming interface to an outgoing
interface on the router) take place at layer 3 (network layer) of the OSI Model.
Another important layer 3 event is the resolution of logical addresses (such as IP
addresses when TCP/IP is the routed protocol) to actual hardware addresses.

Path Determination

Routers enable you to divide a large network into logical subnets; doing so keeps
network traffic local on each subnet, enabling you to take better advantage of
the available bandwidth. It is then the job of the router to move data packets
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Mode 2 on Subnet 1
Logical address: 10.8.0.2
Hardware address: FFFFFFFFFFF2

Mode 1 on Subnet 1
Logical address: 10.8.0.1
Hardware address: FFFFFFFFFFF1

Subnet 1 (10.3.0.0)

Logical address :10.8.0.3 Interface 1 (ED)
Hardware address FFFFFFFFFFF3

P2
e
e

Router 1

Logical address :10.16.0.2 Interface 2 (E1)
Hardware address FFFFFFFFFFF4

Subnet 2 (10.16.0.0)

Node 1 on Subnet 2
Logical address: 10.16.0.1
Hardware address: FFFFFFFFFFFS

Exhibit 1 Subnetting a Network

between different subnets when required. Routers can also serve as a connection
device between your networks (all your subnets are viewed by other enterprise
networks as a single network although you have divided them into logical parts).
Routers can also serve as the connective device to other networks to which your
network is attached. The best example of many different networks connected for
communication purposes is the Internet.

For the purposes of discussion, let us create a network that contains subnets
connected by a router. You will also create a logical addressing scheme. Exhibit 1
shows a network that has been divided into two subnets using a router. The types
of connections between the subnets (Ethernet, Token Ring, FDDI, etc.) and the
router are not important at this time, so just suppose that the appropriate protocols
and interface connections will be used to connect these subnets to the router.

In this example, the router has two network interfaces — Interface 1 and
Interface 2 — that are connected to Subnet 1 and Subnet 2, respectively. The
logical addressing scheme used to address the various nodes on the network
(logical addresses must be assigned to each interface on the router as well) is set
by you, based on addresses either assigned or available to you. So, the first node
on Subnet 1 (or alternatively, 10.8) is assigned the logical address 1 (or 10.8.0.1).
The first node on Subnet 2 (or 10.16) is assigned the logical address 10.16.0.1.
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Exhibit 2 Common MAC Addresses

First Three Bytes
of the MAC Address  Assigned Manufacturer

00-00-00 Xerox
00-00-1D Cabletron
00-00-#D AT&T

00-00-48 Epson
00-00-A2 Bay Networks
00-80-D3 Shiva
00-AA-00 Intel

02-60-8C 3Com
08-00-09 Hewlett-Packard
08-00-20 Sun

08-00-5A IBM

Note: Should you need help with the concept of subnets and subnet
masks, refer to Appendix B, “Subnetting.”

Each node on the network will also have a unique hardware address. For the
sake of this discussion, the hardware addresses for the nodes start with FF-FF-
FF-FF-FF-F1 and are consecutively numbered. Remember that the hardware
addresses are unique; that is how they are made.

Note: Hardware addresses are 48 bits in length. The IEEE assigns
unique 24-bit identifiers to NIC manufacturers. The manufacturers
then assign unique 24-bit sequence numbers. The 48 bits become
the hardware address and is burned-in to every NIC when they are
made at the factory. Cisco also assigns router interfaces a burned-
in hardware address when manufacturing a router. Cisco’s MAC
addresses start with 00-00-0C. Other common MAC addresses are
shown in Exhibit 2.

If you want to find out what codes the IEEE has assigned to the
various hardware manufacturers, go to http://standards.ieee.org/
regauth/oui/oui.txt.

One noteworthy hardware address is FF-FF-FF-FF-FF-FF. This MAC
address is the broadcast address.

Logical and Hardware Addresses

When you connect networks using a router, you end up with two different types
of traffic: (1) local traffic, in which nodes on the same subnet communicate with
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each other; and remote or network traffic, in which nodes on different subnets
are communicating with each other. The latter type of traffic must pass through
the router. The next two subsections explain how communications within a subnet
and between subnets take place.

Communication on the Same Subnet

First, take a look at the situation where two computers on the same subnet
communicate. Node 1 on Subnet 10.8 must send data to Node 2 on Subnet 10.8.
Node 1 knows that the packets must go to the logical address 10.8.0.2 and Node
1 knows that 10.8.0.2 resides on the same subnet (so, in this case, the router will
not be actively involved in the movement of packets). However, the sending
station must resolve the logical address of 10.8.0.2 to an actual hardware address.

Now, Node 1 might already know that the logical address of Node 2 actually
refers to the hardware address FF-FF-FF-FF-FF-F2. Computers actually maintain
small memory caches where they keep this type of logical-to-hardware address
resolution information (ARP cache). If Node 1 has no idea what the hardware
address is for Node 2, then Node 1 will send a broadcast message requesting the
resolution of the logical address of Node 2 to its hardware address. When it
receives the hardware address, Node 1 will use the address to send the packets
to Node 2, which copies the packets into memory because they are tagged with
its hardware address — FF-FF-FF-FF-FF-F2.

Communication between Different Subnets

Now take a look at a different scenario, one in which a computer on a subnet
wants to send data to a computer on another subnet.

Node 1 on Subnet 10.8 wants to send data to Node 1 on subnet 10.16. So,
Node 1 on Subnet 10.8 wants to send data to logical address 10.16.0.1. Node 1
on Subnet 10.8 knows that address 10.16.0.1 is not on the local subnet, so it will
pass the packets to the default gateway, which is the router interface connected
to Subnet 10.8. In this case, the logical address of the gateway for Node 1 on
Subnet 10.8 is 10.8.0.3. However, again this logical address must be resolved to
a hardware address — the actual address of Router Interface 1.

Again, using broadcast messages, Node 1 on Subnet 10.8 receives the hardware
address of FF-FF-FF-FF-FF-F3 related to logical address 10.8.0.3 and sends the
packet on to Router 1 via Router Interface 1. Now that the router has the packets,
it must determine how to forward the packets so that they end up at the destination
node. It will take a look at its routing tables and then switch the packets to the
interface connected to the destination subnet.

Packet Switching

After the router has the packets, packet switching comes into play. This means
that the router will move the packets from the router interface that they came in
on and switch them over to the router interface connected to the subnet they
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Exhibit 3 Routing Tables
for Router 1

Subnet Logical Router
Destination Interface
10.8 1
10.16 2

must go out on. However, in some cases, the packets might have to pass through
more than one router to reach the final destination. In our example, there is only
one router. Router 1 knows that the logical address 10.16.0.1 is on Subnet 10.16.
So, the router will switch packets from Router Interface 1 to Router Interface 2.

Again, the router uses broadcast messages to resolve logical address 10.16.0.1
to the actual hardware address of FF-FF-FF-FF-FF-F5. The router addresses the
packets correctly and then forwards them to Subnet 10.16. When Node 1 on
Subnet 10.16 sees the packets for itself (hardware address FE-FF-FF-FF-FF-F5), it
copies the messages into its memory space.

You can see that routing involves the use of logical addresses and hardware
addresses to get packets from the source (i.e., the sender) to the destination. Each
routable protocol (e.g., IP and IPX) uses a slightly different method for resolving
logical addresses to hardware addresses, but the overall theory is pretty much
the same as outlined here.

Routing Tables

From above, you have learned that the router switches the packet from one
interface to another. How does the router know where to switch the message?
By the use of routing tables. Routers use software to create these routing tables.
The routing tables have hardware interface information that provides the router
with the beginning route (for the router) to move the packet to the destination
address.

Routers are not concerned with individual node addresses when building
routing tables; they only concern themselves with getting the packets to the
appropriate network. Rather than computing the entire path to a destination, the
router merely selects the next hop leading to that destination, and relies on the
next hop machine to select a further hop that gets the packet closer to its ultimate
destination. For example, using the logical addressing scheme of Exhibit 1, the
router’s routing table would appear as shown in Exhibit 3. Notice that every router
interface is mapped to a particular subnet. That way, the router knows that when
it examines the logical address of a packet, it can determine the subnet to which
to forward the packet.

Basically, this router table means that packets destined for any node on Subnet
10.8 would be routed to Router Interface 1. Any packets destined for Subnet 10.16
would be switched to Router Interface 2. In the real world, the router interface would
be designated by the type of network technology it supports, such as EO for the
primary Ethernet interface, or SO for the primary serial interface on the router.
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Node 2 on Subnet 1
Logical address: 10.8.0.2
Hardware address: FFFFFFFFFFF2

MNode 1 on Subnet 1
Logical address: 10.8.0.1
Hardware address: FFFFFFFFFFF1

Interface 2 (EOY
Logical address :10.32.0.1
Hardware address FFFFFFFFFFFS

Interface 1 (S0)
Bubnet 1 (10.5.0.0) Logical address :10.24.0.2
Hardware address FFFFFFFFFFF?

Interface 1 (EO0Y

Logical address :10.8.0.3 Router 2
Hardware adidress FFFFFFFFFFF3 >‘ Subnet 4 (10.32.0.0)

Subnet 3 (10,24.0.0)
il = S S

Interface 3(EL)

Logical address :10.40.0.1
Hardware address FFFFFFFFFFFQ
] = [

Fouter 1

Interface 2(EL)
Logical address :10.16.0.2
Hardware address FFFFFFFFFFF4

Subnet 2 (10.16.0.0)

] [

Node 1 on Subnet 2

Logical address: 10.16.0.1 Subnet 5(10.40.0.0)
Hardware address: FFFFFFFFFFFS

Interface 3 (30)
Logical address :10.24.0.1
Hardware address FFFFFFFFFFFG

Exhibit 4 The New Topology

Note: You use a letter and a number to identify ports. With Cisco
routers, you identify the serial port — the port used to connect to
your wide area network or your ISP — by an S and the Ethernet port
by an E. When you have multiple ports of each type, you usually
label the first port on the router as 0. Thus, you would identify the
first Ethernet interface as EO.

When multiple routers are involved — on large networks — the routing tables
become populated with more information. For example, expand the one-router,
two-subnet network to five subnets deploying two routers. Exhibit 4 shows the
new topology. Now you might look at Exhibit 4 and think that there only are
four subnets, but the serial connection between the two routers is a separate
subnet and must have its own network address.

With the expansion of the network and the increase in the number of subnets,
Router 1 will have a different routing table. It now must have information to pass
packets to nodes on Subnets 4 and 5. But as you just learned, the router does
not have to worry about getting the packets to the actual nodes; it just has to
worry about forwarding the packets to the correct router so that they can get to
the correct subnet.
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Exhibit 5 Routing Tables
for Router 1

Subnet Logical Router
Destination Interface

10.8

10.16
10.24
10.32
10.40

W w w N =

Independent hop-by-hop routing requires that all machines have a consistent
view of how to reach all destinations in the network. When consistency is lost,
two or more routers may form a routing loop, and the packet never makes it to
its destination.

Exhibit 5 provides the routing table for Router 1 using the addressing scheme
previously used for numbering subnets. Notice that Router 1 forwards packets for
Subnets 4 and 5 through the same interface — Interface 3. So, Router 1 is happy
to forward packets for Subnets 4 and 5 to Router 2. Router 2, in turn, has
responsibility to switch the packets to the correct interface connected to the
appropriate subnet.

Router 2 would have a similar routing table to forward all packets for Subnets
1 and 2 to Interface 1 destined for Router 1. Router 1, in turn, would handle the
switching of the packets to the appropriate subnet.

All these routing decisions require software. The router will have software for
network transport (such as routable protocols; for example, TCP/IP or IPX/SPX)
as well as software for determining the best or optimal path for packets to travel
to reach their final destination. The latter software is a routing protocol. Routable
and routing protocols are discussed in the next sections.

Routable Protocols

In Chapter 2, “Understanding OSI and TCP/IP,” you learned about routable or
routed protocols. This book concentrates on TCP/IP, but there are other routable
protocols, such as IPX and AppleTalk. These three protocol suites provide suffi-
cient information in the network layer header to allow the router to forward
packets from the source node to the destination node even when the router has
to forward packets across various networks.

Routing Protocols

Whereas routable protocols provide the logical addressing system that makes
routing possible, routing protocols provide the mechanisms for maintaining
router routing tables. Routing protocols facilitate inter-router communication,
which allows them to share route information used to build and maintain routing
tables.

© 2002 by CRC Press LLC



Several different routing protocols exist, including Routing Information Protocol
(RIP), Open Shortest Path First (OSPF), and Enhanced Interior Gateway Routing
Protocol (EIGRP). And while these different routing protocols use different meth-
ods for determining the best path for packets routed from one network to another,
each basically serves the same purpose. They help accumulate routing information
related to a specific routed protocol such as the Internet Protocol.

It is not uncommon to find host and server machines running more than one
network protocol to communicate. For example, a Windows 2000 (W2K) Server
in a domain might be using TCP/IP to communicate with its clients, while at the
same time using IPX/SPX to support file and print servers.

Routing protocols also embrace this concept of simultaneously but indepen-
dently running protocols. Multiple independent routing protocols can run on the
same router, building and updating routing tables for several different routed
protocols. This means that the same media can actually support different types
of networking (e.g., peer-to-peer and client/server).

Routing Protocol Basics

Routing protocols not only provide information for router routing tables, but also
have responsibility for determining the best route through an internetwork for
packets as they move from the source station to the destination station. Designers
have refined routing protocols to optimize routes on an internetwork and also to
remain stable and show flexibility. They also designed routing protocols to use
as little processing overhead as they determine and provide route information.
This means that the router itself does not have to have a large multi-processor
device to handle the routing of packets.

The next section discusses the mechanisms that routing protocols use to
determine paths.

Routing Algorithms

An algorithm is a mathematical process used to arrive at a particular solution. It
is repeatable; that is, using the same input, one will get the same output. With
respect to routing protocols, the algorithm can be thought of as the set of rules
or process that the routing protocol uses to determine the desirability of paths
on the internetwork for the movement of packets. The router uses the routing
algorithm to build the routing table the router uses as it forwards packets.

Note: Everyone knows that, despite his statements to the contrary,
Al Gore did not invent the Internet. However, he may have invented,
and hence be in tune with, routing processes, and that may be why
they call them Al-Gore-rhythms.

Routing algorithms come in two basic flavors, based on how they calculate
routes: static and dynamic. Static algorithms consist of internetwork mapping
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information that a network administrator enters into the router’s routing table.
This table dictates how packets are moved from one point to another on the
network. All routes on the network are static; that is, unchanging. Static routes
are preferable for routes coming into and out of a router used as part of a firewall
configuration.

To add a static route to a router, use the following syntax:

route interface_name ip_address netmask gateway_ip [metric]

where:

interface_name is the internal or external interface name

ip_address is the internal or external IP address; you use 0.0.0.0 to specify a
default route

Note: You can abbreviate 0.0.0.0 to just plain 0.

netmask specifies a network mask (see Appendices C and G) to apply to the
ip_address; you can use 0.0.0.0 (abbreviated to 0) as the default route

gateway_ip is the IP address of the gateway router (next hop address for this
route)

metric specifies the administrative distance applied to this route when comparing
it with other routes to gateway_ip

Static routes are obviously predictable. Because the network administrator
computes the routing table in advance, the path a packet takes between two
nodes is always precisely known, and you can control it exactly. With dynamic
routing, the path taken depends on what devices and links are functional, and
how the routers interpret updates from other routers.

In addition, with static routing, there is no overhead. When you have a high-
speed link such as FDDI or Fast Ethernet, the overhead is negligible; but when
you have a low-speed, dial-up link, the overhead is significant. How significant
is it? Well, suppose you have a network with ten network segments (or subnets).
Every 30 seconds, your routers will broadcast an update for each segment. Each
route takes 16 octets (or bytes, should you prefer), plus a marginal amount of
overhead; the minimum size for an update in this network is 160 bytes. Each
router must then send a 160-byte update on each of its interfaces every 30 seconds.
This might not seem like a lot, but increase it to 100 segments and you are
sending approximately 1.5 kB every 30 seconds. As you can see, you give over
a lot of your bandwidth to send RIP updates.

Finally, static routes are easy to configure for small networks. Your network
administrator simply calculates the paths and inserts them in the router.

The principal problem with static routes is that you must maintain them. Alas,
the price of simplicity is its impact on scalability. Imagine that you have a network
with 200 subnets or segments. To implement static routing, you would need to
compute the next hop for each network segment for each router — approximately
2400 routes. That should keep you busy in your spare time! Forget the time
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consumed in this Herculean effort, and think of how error-prone the process
might become. Yes, you might only need to do this once; but move or add any
segment, and away you go again.

Also, static routes cannot adapt to changes in network topology (an attribute
admired in a firewall device); they are, after all, static. Should a certain route become
unusable for any reason whatsoever, there is no process for the routers on the
network to recognize this event, update the routing tables, and adopt a new route
to move the data packets to their final destination. This inability to adapt to network
changes — even when redundant paths are available — and the problems associated
with scaling are the primary reasons for using dynamic routing.

Dynamic routes are scalable and adaptable because the router builds and
maintains them through routing update messages. Routers learn about the network
topology by communicating with other routers. Each router announces its pres-
ence, and the routes it provides, to the other routers on the network. Messages
providing route information on changes in the status of routers or links prompt
the routing software algorithm to recalculate routes and update the router’s routing
tables accordingly. So when you add a new router, or add additional subnets to
an existing router, the other routers will hear about the addition and adjust their
routing tables correspondingly. Unlike static routing, you do not have to recon-
figure the routers to tell them that you changed the network. This takes some of
the random errors out of the process — errors that humans might have introduced.

Note: Although your impression may be that dynamic routing is
highly preferable to static routing, dynamic routing requires more
overhead (with respect to processing and bandwidth requirements)
due to the broadcast messages and table updating. In many cases,
static routes provide a more secure and efficient network. In addi-
tion, dynamic routing tends to be more complex; the routers have
to send the correct information to the correct interfaces at the
correct time.

If this does not help you choose between static or dynamic routing protocols,
there is a middle ground. There is a hybrid scheme in which some parts of the
network use static routing (e.g., your perimeter or the access networks) and some
parts of the network use dynamic routing (e.g., your core and distribution
networks). Static routing works well on the access networks because there are
few paths or a limited number of connections. On the other hand, core and
distribution networks have many router connections and change more often.

Note: The core network is basically the heart of the network. Most
of the data on networks will pass through core routers, so you
should configure your network so that when a core router goes
down, you do not lose everything. Distribution routers typically
provide access into the core and are responsible for quality of ser-
vice to network applications trying to cross the core. Access routers
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are the routers where users gain access to your network. Access
routers limit broadcasts and stop unwarranted traffic from entering
your network; that is, where you apply your access lists.

Core routers are commonly Cisco 7000 and 12000 series routers;
distribution routers are commonly Cisco 3600 and 4000 series rout-
ers; and access routers are commonly Cisco 1000, 2500, or 2600 series
routers. Of course, which router you use at what level is less a
function of the model and more a function of its purpose. You could
use a series 2500 router as a core router for a small network. Just
remember that you might want to expand the network in the future;
so what you design now needs to be flexible enough to grow with
your organization.

You can further subclassify dynamic routing algorithms (and the routing
algorithms that employ a certain algorithm) by how they provide update infor-
mation to the various routers on the internetwork. Distance-vector routing algo-
rithms send out update information at predetermined intervals (such as every 30
seconds with RIP). The router sends two basic types of information: (1) it tells
its neighbors how far away it thinks the destination is; and (2) it tells its neighbors
what direction (or vector) to use to get to the destination. The router provides
the distance using some metric (which you will learn about a little later in this
chapter). Routers using distance-vector algorithms pass their entire routing table
to their nearest router neighbor (i.e., routers directly connected to them). This
basically sets up a domino effect as each router reacts to a change in the network.
Every router, in turn, informs its nearest neighbor of changes in the network.

Look at the diagram in Exhibit 6. As Router 1 realizes that the connection to
Network 1 is no longer up, it sends an update message (sent at 30-second intervals)
to Router 2 letting Router 2 know that the connection is no longer available. At
its next message interval, Router 2 will update Router 3 with the information that
Router 2 is no longer a path to Subnet 10.8. This updating continues until all
routers know that Subnet 10.8 is no longer available via the link to Router 1. By
the time Router 4 finds out, the link could be operational again! Of course, you
could improve the resiliency of this network by providing some alternate paths,
such as connecting Subnet 10.8 to Router 2 and providing a link from Router 1
to Routers 3 and 4, from Router 2 to Routers 3 and 4, etc.

The downside of distance-vector routing is that routers are basically using
hearsay information to build their routing tables; they are not privy to an actual
view of a particular router’s interfaces. They must rely on information from a
particular router as to the status of its connections. This is obviously a situation
that opens itself up to spoofing. In Chapter 22, you will learn about Neighbor
Router Authentication to help mitigate spoofing. Because of the reliance on hearsay
information, it is possible for a router to set up inaccurate routes and end up
with an unstable period. To compensate for these problems, most protocol
developers added the split-horizon concept. When a router is updating its tables,
it omits any reference to routes it has learned about from other routers for that
interface. Others also have implemented a feature called poison reverse. With
poison reverse, the router includes the route and does not omit it, but marks it
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Exhibit 6 Distance-Vector Algorithm Updating Its Neighbors

as unreachable. This causes any receiver depending on the route to remove the
destination from its routing table.

There are other features that prevent routers from going into an infinite loop.
One solution is the hold-down interval. When a router learns that a route is no
longer reachable along the path it previously used, it starts a timer during which
time it will ignore any other routing information it might receive about this path.
This allows other routers to learn about a failure before it starts depending on a
route. The difficulty is in setting the timer interval. It obviously needs to be of
sufficient length for other routers to receive another update where the first one
was lost.

Another strategy for updating routing tables on an internetwork is the /ink-
state routing algorithm. Link-state routing protocols not only identify their nearest
neighbor, but also exchange link-state packets that inform all routers on the
internetwork about the status of their various interfaces. This means that the router
sends only information on its direct connections, not the entire routing table as
is done with distance-vector routing. This means that link-state routers can build
a more comprehensive picture of the entire internetwork and make more intelli-
gent decisions when choosing paths for routing packets. Convergence also takes
place more quickly on an internetwork using link-state routing protocols.
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While link-state protocols avoid loop-forming behaviors, long convergence
times, and stable-state resource consumption, they have some important disad-
vantages. Distance-vector protocols are easier to configure than link-state proto-
cols. Link-state protocols are complex because they need to generate a topology
map and compute the best path to all destinations. While there are algorithms
and methods for doing these, it is up to the network planners and operators to
select a way and to implement it properly. Distance-vector protocols are less
processor-intensive; it takes time and resources to generate a topology map and
calculate the best paths.

The final strategy for updating routing tables is a hybrid of the previous two.
An excellent example of a hybrid routing protocol is Cisco’s proprietary Enhanced
Interior Gateway Routing Protocol (EIGRP). EIGRP exhibits the characteristics of
distance-vector and link-state protocols as follows:

Converges much faster than distance-vector routing protocols
Provides incremental updates

Supports multiple routed protocols and VLSM

Scales well

Uses the same composite metric as IGRP

Sends multicast updates, not broadcasts

Routing Metrics

So far, you have learned the different types of routing algorithms (static versus
dynamic) and the three ways that they update their routing tables (distance-vector,
link-state, and hybrid). To complete the discussion on routing protocols, you need
to understand one more topic: how routing protocols actually determine the best
path between a sending and a receiving node when more than one route is
available.

Routing algorithms use metrics to determine the benefits of one path over
another. An algorithm can use several metrics to make this determination, including
path length, quality-of-service, and cost-of-service. Regardless of how your routing
protocol calculates it, the metric allows a router that hears about a destination
from multiple routers to select the best path by comparing the “distance” of the
various alternatives. How the router makes the comparison depends heavily on
how the metric is computed.

For example, RIP, a distance-vector routing protocol, uses the concept of hop
count for its metric. A hop is the movement of packets from one router to another
router. A router destination with a hop count of 16 is considered unreachable.
When two paths are available, the router will select the route based on the path
with the fewest hops; that is, the router that announces the lowest metric. With
RIP, when a router announces information it has learned, it adds one hop to the
metric for each of these destinations. In this manner, the farther you get from the
destination, the higher the metric.

The problem with routing protocols that use only one metric (such as hop
count) is that they become very single-minded in their pursuit of the best route
for a particular set of packets. RIP, for example, does not take the speed or
reliability of the link into account when it selects the best path, just the number
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of hops. So you may select a path that has the fewest number of hops but force
the packets over a 56K leased line, which costs you money, rather than use Fast
Ethernet within your company. When you choose a protocol that uses hop count
as its only metric, this can happen.

To overcome the lack of flexibility provided by hop count as a metric, several
other routing protocols use more sophisticated metrics. For example, the Interior
Gateway Routing Protocol, a distance-vector protocol, can actually have up to
255 hops as a metric. These metrics might include bandwidth (line capacity), load
(the amount of traffic already being handled by a particular router on a particular
interface), communications cost (you can send packets along the least cost
alternative), or any other measure of desirability of a route. When you use several
routing metrics to choose the path, you get a much more sophisticated determi-
nation. For example, when a routing protocol uses metrics other than just hop
count, you might choose a path with more hops because it costs less.

Metrics are either dynamically or administratively set. Hop count is an example
of a dynamically set metric because the routing protocol determines this value
by communicating with other routers. When the number of hops changes, the
router will automatically update this metric. The reliability of a circuit is an example
of an administratively set metric because a network administrator would set the
metric based on some external metric, such as observation or statistical analysis.

In contrast, a link-state protocol does not provide information about destina-
tions that it knows how to reach. Instead, it provides information about the
topology of the network in its immediate vicinity. This information consists of a
list of network segments (or links) attached, and the state of those links (func-
tioning or nonfunctioning). The router then floods this information throughout
the network. Each router can then build its view of the current state of all the
links in the network. From this view, every router can compute its best path to
all destinations and populate its routing table with this information. In the simplest
case, this computation may be the path with the fewest hops. Again, this link-
state information might include the bandwidth of the link, current load on the
link, administrative weights, or even policy restricting certain traffic across the
link. You may not want classified data to leave your organization.

Types of Routing Protocols

Real-world enterprise networks consist of several routers that move packets
between the various subnets found on the network. To move packets efficiently,
it is not uncommon to divide several connected routers into subsets of the
internetwork. A subset of the network containing several member routers is
referred to as an area. When grouping several areas into a higher-level subset,
this subset is a routing domain.

The fact that you can divide internetworks into logical groupings such as routing
domains (or autonomous systems) gives rise to two kinds of routing protocols:

B Routing protocols that provide the routing of packets between routers in
a routing domain

B Routing protocols that provide the routing of packets between routing
domains
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Exhibit 7 Routing Protocols

Distance Vector Link State Hybrid
Examples Interior Gateway  Intermediate System to Enhanced Interior
Routing Protocol Intermediate System Gateway Routing
(IGRP), Routing (IS-1S), NetWare Link Protocol (EIGRP)
Information Services Protocol (NLSP),
Protocol (RIP) Open Shortest Path First
(OSPF)
Convergence  Slow Fast Fast
time
Bandwidth High Low Low
use
Resource use  Low High Low
Multi-path Yes Yes Yes
support
VLSM No Yes Yes
Scales well No; Yes for IGRP Yes Yes
Proprietary No, Yes for IGRP No Yes
Routesnon-IP No No Yes
Protocols

Interior gateway protocols (IGPs) route packets intradomain or among closely
cooperating groups while Exterior gateway protocols (EGPs) route packets inter-
domain or between two independent administrative entities. One can classify
dynamic routing protocols as either an EGP or an IGP. Examples of IGPs include
Enhanced IGRP (EIGRP), Interior Gateway Routing Protocol (IGRP), Open Shortest
Path First (OSPF), and Routing Information Protocol (RIP); and examples of EGPs
include Border Gateway Protocol (BGP) and Exterior Gateway Protocol (EGP).
The Internet is based on Border Gateway Protocol version 4.

IGPs do not scale well to extremely large networks. Designers developed EGPs
to scale to the largest of networks, but their inherent complexity and overhead
can quickly overwhelm a small or medium-sized network. On the other side,
interior protocols are fairly simple and have less overhead but do not scale as
well. IGPs operate within an autonomous system to exchange information with
other routers in your organization.

Exhibit 7 groups some of the more popular protocols into the previous cate-
gories and lists some advantages and disadvantages of each. If you are an auditor
or security professional, then it is unlikely that you will select the routing protocol;
however, is important to know about the various protocols.

Practice Session

In this Practice Session, you will practice the following:

B Logging in
B Start and configure RIP
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B Confirm our configuration
B Start and stop debugging
B Logging out

1. Log in to the SimRouter Web page.

2. Double-click on router 2501-1 to telnet to that router. This will open a
console session.

3. Enter your Username and Password at the applicable prompt. These
are the ones you set up in Chapter 2. You will need to hit the Enter key
twice to get to the > prompt.

4. You need to enter the following to enable privileged EXEC mode:

2501-1>enable
5. Then enter the following to configure the RIP protocol:

2501-1#config t

2501-1 (config) #router rip

2501-1 (config-router) #network 10.0.0.0
2501-1 (config-router) #network 192.168.0.0

6. You need to enter the following commands to configure the router inter-
faces with IP addresses in the ranges that RIP will send updates:

2501-1#config t

2501-1 (config) #interface s0

2501-1 (config-if) #ip address 10.10.10.1 255.0.0.0
2501-1 ¢

2501-1 (config) #interface ethernetO

2501-1 (config-if) #ip address 192.168.0.1 255.255.255.0

config-if) #exit

7. Enter the exit command to get back to the 2501-1 (config) # prompt.
Enter the exit command again to get back to the 2501-1# prompt. (You
can enter the end command to get right back to the # prompt.)

8. To turn on debugging, enter:

2501-1#debug ip rip

Note: The debug command is CPU-intensive. You can use it on our
network, but use it judiciously in the real world.

9. To turn off debugging, enter:
2501-1#undebug ip rip

10. To return to user mode, type the disable command.
11. To see the effect of your change, enter the following command and review
the results:

2501-1>show ip protocol
2501-1>show ip route
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12.

13.

14.

15.

To see the contents of the ARP cache, enter the following command:
router#show arp

To clear the contents of the ARP cache, enter the following command:
router#clear arp

Exit your Telnet session by selecting the Disconnect option from the
Connect menu in the Telnet window.
Click on Log Out on the SimRouter Web page.

Security and Audit Checklist

1.

Does the router support static routing?
W Yes
B No
If yes, how was the static route determined?
Does the router support dynamic routing?
B Yes
® No
If dynamic routing is supported, what protocol for updating is used?
B Distance vector
B Link state
B Hybrid
If dynamic routing is supported, what routing protocol is used?
® BGP
B EIGRP
®m [GRP
m IS-IS
B OSPF
H RIP
B Other
Do you have:
B Access routers?
B Core routers?
B Distribution routers?
Are changes to routes:
B Tested?
B Approved?

Conclusion

In this chapter, you learned that you use routers to move packets from one
network to another. Routers perform two basic activities: path determination and
packet switching. You learned that there are different types of routing:

B Static and dynamic protocols
B Distance-vector, link-state, and hybrid routing protocols
B Interior gateway and exterior gateway protocols
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You had an opportunity to configure some interfaces. Should you have time,
enable other protocols and configure the interfaces.

Unless you are a network planner, this chapter is meant as a primer on routers
and routing protocols. If you need to select protocols, then you should get yourself
a book focusing on routing protocols.

In the next chapter, you will get a look at router management; that is, logging,
troubleshooting, and debugging.
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Chapter 4

Understanding
Router Basics

In this chapter, you will learn about:

The user interface: user and privileged modes

Context-sensitive help and the history command

Router modes

Router components: RAM, NVRAM, Flash, EPROM, ROM, and network
interfaces

Router Overview

The Cisco IOS is the most important part of your router. Hardware is just metal
without the software. The IOS is the program code that defines how the router
functions. Without it, the router cannot route packets. The IOS is feature-rich and
pretty much standard across the various Cisco platforms. So once you become
familiar with IOS commands on one router, you do not have to learn new
commands to work on a new router.

The IOS provides a labor-saving command line interface for configuring routers
that is easy to navigate. This chapter introduces the various modes, the help
function, and the router components.

User Interface

The Cisco IOS provides a robust user interface called EXEC for its routers. EXEC,
short for executive, intercepts commands and executes them. For security pur-
poses, EXEC supports two types of access:

B User mode
B Privileged mode
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Exhibit 1 User EXEC Mode Commands

User Command

Function

access-enable
access-profile
clear

connect
disable
disconnect
enable

exit

help

lock

login

logout

mrinfo

mstat

mtrace

name-connection

Create a temporary access-list entry

Apply user profile to interface

Reset functions

Open a terminal connection

Return to user mode and turn off privileged commands
Disconnect an existing network connection

Go to privileged mode and turn on privileged commands
Leave the EXEC

View information from the interactive help system

Lock the terminal

Log in as a particular user

Log out from EXEC

Request neighbor and version information from a multicast router
Show statistics after multiple multicast traceroutes

Trace reverse multicast path from destination to source
Name an existing network connection

pad Open an X.29 PAD connection

ping Send ECHO messages

PP Start IETF Point-to-Point Protocol (PPP)
resume Resume an active network connection
rlogin Open an rlogin connection (trusted)
set Set system parameter (not config)
show Show system information

slip Start serial-line IP (SLIP)

systat Display information about terminal lines
telnet Open a Telnet connection

terminal Set terminal line parameters
traceroute Trace route from source to destination
tunnel Open a tunnel connection

where List active connections

%28 Become an X.28 PAD

x3 Set X.3 parameters on PAD

User Mode

Upon logging in to the router, you are automatically put into user mode. EXEC
commands in user mode allow you to display information but you cannot change
router configuration settings. User mode commands are a subset of the larger
privileged mode commands. Exhibit 1 lists the available commands in user EXEC
mode. The actual commands depend on the router configuration and the Cisco

I10S version.
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Tip: You will know you are in user mode when you see the user
EXEC mode prompt, which is the greater than symbol (>). If your
router is named RouterA, then you will see the prompt of Routera>.

Privileged Mode

Typically, you must enter a password before you can access privileged mode.
Privileged mode allows execution of all of the user mode commands, as well as
setting configuration parameters, performing extensive testing and debugging, and
accessing the other router modes.

Exhibit 2 lists the available commands in privileged EXEC mode. The actual
commands depend on the router configuration and the Cisco 10S version.

Tip: You will know you are in privileged mode when you see the
privileged EXEC mode prompt, which is the pound symbol (#). If
you named your router RouterA, then you will see the prompt of
RouterA#.

Context-Sensitive Help

From Exhibits 1 and 2, you can see there are many commands. If you are not
working day in and day out with these commands, then it is easy to forget the
command or its syntax. Probably one of the most helpful features of the IOS is
the context-sensitive help command. For example, entering “?” at the command
prompt will generate a list of available commands for that particular EXEC mode.
Context-sensitive help provides assistance as you enter commands. Syntax check-
ing, command prompting, and keyword completion are some of the context-sensitive
help features available. Exhibit 3 highlights several features of context-sensitive help.
Suppose you enter the command sh c¢?. You would see the following:

2501-1>sh c?
clock compress configuration controllers

You will get different results, depending on where you place the question mark.
If you entered sh c¢1?, then only information regarding the clock command
would show.

Look at the following to gain an appreciation for the use of context-sensitive help:

2501-1>sh clock
*00:36:47.999 UTC Mon Mar 1 1993
2501-1>sh cloc
*00:36:53.671 UTC Mon Mar 1 1993
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Exhibit 2 Privileged EXEC Mode Commands

User Command Function

access-enable Create a temporary access-list entry
access-profile Apply user-profile to interface
access-template Create a temporary access-list entry

bfe For manual emergency modes setting

cd Change current directory

clear Reset functions

clock Manage the clock system

configure Enter configuration mode

connect Open a terminal connection

copy Copy configuration or image data

debug Access debugging functions

delete Delete a file

dir List files on a file system

disable Return to user mode and turn off privileged commands
disconnect Disconnect an existing network connection

enable Go to privileged mode and turn on privileged commands
erase Erase Flash or configuration memory

exit Leave the EXEC

help View information from the interactive help system
lock Lock the terminal

login Log in as a particular user

logout Log out from EXEC

more Display the contents of a file

mrinfo Request neighbor and version information from a multicast router

mstat Show statistics after multiple multicast traceroutes

mtrace Trace reverse multicast path from destination to source

name-connection Name an existing network connection

Disable a function

no

pad Open an X.29 PAD connection

ping Send ECHO messages

jojoie} Start IETF Point-to-Point Protocol (PPP)
pwd Display current working directory
reload Halt and perform a cold restart
resume Resume an active network connection
rlogin Open an rlogin connection (trusted)
rsh Execute a remote command (trusted)
send Send a message to other TTY lines
set Set system parameter (not config)
setup Run the SETUP command facility
show Show system information

slip Start serial-line IP (SLIP)

start-chat Start a chat-script on a line

systat Display information about terminal lines
telnet Open a Telnet connection
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Exhibit 2 Privileged EXEC Mode Commands (Continued)

User Command Function

terminal Set terminal line parameters

test Test subsystems, memory, and interfaces
traceroute Trace route from source to destination
tunnel Open a tunnel connection

undebug Disable debugging functions

verify Verify the checksum of a Flash file
where List active connections

write Write running configuration to memory, network, or terminal
%28 Become an X.28 PAD

x3 Set X.3 parameters on PAD

Exhibit 3 Context-Sensitive Help

Command Function

? Displays a list of all available commands in the
mode

help Displays a brief description of the help system
for any mode

<abbreviated command> ? Displays a list of commands that begin with the
character string specified in <abbreviated
command>

<abbreviated command> <Tab> Completes partial command

<command> ? Displays the command'’s possible keywords

<command> <keyword> ? Displays the keyword’s possible arguments

2501-1>sh clo

*00:36:58.431 UTC Mon Mar 1 1993
2501-1>sh cl

*00:37:01.255 UTC Mon Mar 1 1993
2501-1>sh ¢

(o

% Ambiguous command: “sh c”

You can see that when you get to sh ¢, there is ambiguity; that is, there are other
show keywords starting with a “c” as you just saw. However, any of the other
abbreviations is acceptable.

Looking at the clock’s setting, you can see that it is incorrect. (No, I have not
been working on this book since March 1, 1993.) You will set the clock in the
Practice Session in this chapter.

Several common command abbreviations are provided in Exhibit 4.
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Exhibit 4 Common Command Abbreviations

Abbreviation Command
conf configure
int interface
sh show

shut shutdown
trace traceroute

Tip: When you have completed enough of the command to make it
unique and hit the Tab key, the 10OS will complete the command.
This is good for documentation purposes because it saves you time
but shows the complete command. Try it with commands you do
not use frequently.

Command History

EXEC also provides a record of recently executed commands. Command history
is available to you in most of the router modes (see Router Modes section). The
router stores the commands in a buffer with the oldest commands at the top. You
can use the sh history command to display the previous ten commands (i.e.,
the default history size that the TIOS enables by default). You also can use the
history with editing commands to save yourself time and effort.

Tip: You can adjust the history buffer size using the terminal his-
tory size <number of lines> command.

Editing Commands

EXEC includes an enhanced editing mode that supports several editing functions.
Used along with the command history, the editing commands prove quite useful.
You can recall commands from the command history, edit them, and then re-
execute them without re-entering the entire command line. Exhibit 5 provides
some useful editing and history commands.

Tip: The 10S enables advanced editing by default. You can disable
it using the terminal no editing command.
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Exhibit 5 Editing Commands

Keystroke Task

Ctrl-A Moves to the beginning of the command line

Ctrl-B Moves back one character

Ctrl-E Moves to the end of the command line

Ctrl-F Moves forward one character

Ctrl-N or down arrow  Recalls a newer or more recent command

Ctrl-P or up arrow Recalls the last or previous command

Ctrl-R Redisplays the current line when the screen gets overloaded
with logging messages

Esc-B Moves back one word

Esc-F Moves forward one word

Finally, the IOS provides horizontal scrolling for long command lines. Should
your cursor reach the end of the line while you are entering a command, the
IOS shifts the command line ten characters to the left. A dollar sign (“$”) at the
beginning of the line indicates that the IOS shifted the line. Each time your cursor
hits the end of the line, the IOS will shift the command line. You can then use
the editing features in Exhibit 4 to edit the line.

Router Modes

Regardless of whether you use the console port, dial-up, or connect through a
router interface, you can place it in several modes as follows:

User mode. As stated, this mode provides a user display-only environment.
It is a read-only mode. You can connect to some other devices, perform
some tests, and look at some statistics.

Privileged mode. As stated, this mode allows you to test, debug, and change
the configuration. You have access to all commands on the router.

Setup mode. This mode is triggered on start-up when there is no config-
uration file residing in Non-Volatile Random Access Memory (NVRAM).
This mode executes an interactive prompted dialog to assist you in creating
an initial router configuration.

ROM monitor mode. This mode facilitates recovery functions when you
lose the router password or something corrupts or erases the IOS file
stored in Flash.

RXBOOT mode. This mode is accessible by changing the config register
settings and rebooting the router. RXBOOT mode loads a subset of the
IOS to help you get the router running when it cannot find a valid version
of the IOS.

Global configuration mode. This mode allows you to perform simple
configuration tasks such as naming the router, setting router passwords,
and creating router banners.

Other configuration modes. These modes allow you to perform complex
router configuration tasks such as configuring interfaces, sub-interfaces,
controllers, and routing protocols.
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Exhibit 6 Router Modes

Type of
User Functions How Accessed Prompt
User Limited display Log in to the router Router>
Privileged  Display, test, From user EXEC mode, enter the  Router#
debug, and enable command
make
configuration
file changes
Setup Create initial During router start-up, when the  Interactive
router configuration file is gone from dialog
configuration NVRAM (console access only) prompts
ROM Bypass config file  Activated whentheroutercannot >
monitor processing find a valid version of the 10S; or
from the privileged EXEC mode, rommon >
use the reload command
RXBOOT Perform router Press Break key during router >
recovery startup (console access only) or
Router<boot>
Global Perform a simple  From privileged EXEC mode, Router(config)#
configuration enter the configure command
Others Perform complex  From within global configuration =~ Router(config-

and multi-line
configurations

mode, the command entered
varies

<mode>)#

Note: There are more than 17 different config modes. Should you
learn how one works, then you will understand how they all work.

Exhibit 6 summarizes the type of user, the commands they can execute, how

to access the command, and the command prompt needed.

Router Components

Every router has the following components that make up its configuration: RAM,
NVRAM, Flash, ROM, and interfaces. Exhibit 7 shows the various components of
a router.

Random Access Memory (RAM)

RAM serves as a temporary working storage area for the router. RAM contains
data such as routing tables, cache, buffers, and I/O queues. RAM also provides
storage for temporary memory for the router’s active IOS and configuration file
(i.e., the running-config). You lose the entire contents of RAM when you power
down or restart the router.
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Show Funning-Config Show Version Show Protocol Show Memory
Write Terminal

x /
RAM
Active IOS
Programs
Active Configuration File
Buffers

Flash ROM NVRAM
Operating| Operating Backup
System(s) System Configuration File

\

Intel|‘faces \

\

Show Flash Show Interfaces Show Startup-Config
Show Configuration

Exhibit 7 Router Components

Non-Volatile RAM (NVRAM)

Conversely, NVRAM is permanent and retains its contents when you power down
or restart the router. NVRAM stores permanent information, such as the router’s
backup configuration file. The router retrieves the startup-config from NVRAM at
start-up and loads into RAM.

Flash

Flash stores the Cisco 10S image and associated microcode. Flash is erasable,
programmable, read-only memory (EPROM) that retains its contents when you
power down or restart the router. You can store several versions of IOS images
in Flash memory. Flash allows you to upgrade the router without adding, removing,
or replacing microchips on the router.

Read-Only Memory (ROM)

ROM, like Flash, maintains a copy of the IOS but it is an older version of the
IOS. ROM also stores the bootstrap program and power-on diagnostic programs.
Unlike Flash, you can only upgrade ROM by replacing chips on the motherboard.
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Interfaces

Interfaces provide the network connections where packets move in and out of
the router. Depending on the router model, the interfaces might exist on the
motherboard or on separate, modular interface cards.

Router Status

Routine administration of a router involves examining the status of the router and
its components. Exhibit 7 provided some commands that you can use to do this.
The show command allows you to view the status of the router’s components.
You can execute the show command from either user or privileged EXEC mode.
You should know that the keywords are different in each mode.

You will have an opportunity to try the following commands in the Practice
Session and see the results:

B The show version command displays the hardware configuration,
software version, boot images, and names and sources of configuration
files.

B The show memory command displays statistics about the router’s memory.

B The show protocol command displays the network layer protocols and
addresses currently configured on the router.

B The show running-config command displays the active configuration
file.

Tip: Use thewrite terminal command instead of the show run-
ning-config command when your router is running 1OS 10.3 or
earlier.

B The show startup-configcommand displays the backup configuration
file.

Tip: Use the show configuration command instead of the show
startup-config command when your router is running 10S 10.3
or earlier. The show configuration command works for newer ver-
sions as well.

B The show interfaces command displays statistics for all of the router’s
interfaces or for a specific router interface.

B The show flash command displays information about the Flash memory.

B The show subsys command displays subsystem information.

B The show users command displays information about terminal lines.
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Practice Session

In this Practice Session, you will practice the following:

o o=

Logging in

Saving log data
Context-sensitive help
show command

Log in to the SimRouter Web page.

Double-click on router 2501-1 to telnet to that router. This will open a
console session.

Enter your Username and Password at the applicable prompt. These
are the ones you set up in Chapter 2. You will need to hit the Enter key
twice to get to the > prompt.

Let us save the log for your session today. To do this, select | Terminal
| Start Logging | from the menu bar in the Telnet window. The Telnet
client will ask you where you wish to store the log and with what name.
Your choice.

Type ?. As soon as you type ?, the IOS displays a list of commands. It
stops at the end of the first page, where you should see —More—. If you
press the Enter key, you will get the next line. Pressing the spacebar will
display the next page. Review the commands available.

From the list in Step 5, you see that a valid command is show. Enter the
following show commands and study the output:

2501-1>show version
You should see the following information:

2501-1>show version

Cisco Internetwork Operating System Software

IOS (tm) 2500 Software (C2500-D-L), Version 12.0(9),
RELEASE SOFTWARE (fcl)

Copyright (c) 1986-2000 by Cisco Systems, Inc.

Compiled Mon 24-Jan-00 22:06 by bettyl

Image text-base: 0x030387D0, data-base: 0x00001000

ROM: System Bootstrap, Version 11.0(10c)XB2, PLATFORM
SPECIFIC RELEASE SOFTWARE

(fcl)

BOOTFLASH: 3000 Bootstrap Software (IGS-BOOT-R),
Version 11.0(10c)XB2, PLATFORM

SPECIFIC RELEASE SOFTWARE (fcl)

2501-1 uptime is 11 minutes
System restarted by reload
System image file is “flash:¢c2500-d-1.120-9.bin”

Cisco 2500 (68030) processor (revision D) with
16384K/2048K bytes of memory.
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Processor board ID 01881869, with hardware revision
00000000

Bridging software.

X.25 software, Version 3.0.0.

1 Ethernet/IEEE 802.3 interface(s)

2 Serial network interface(s)

32K bytes of non-volatile configuration memory.

8192K bytes of processor board System flash (Read ONLY)

Configuration register is 0x2102
2501-1>sho memory

Tip: Hit the Esc key whenever you want to break out of a command.
Try it when the sh memory command is running.

2501-1>sh protocol
You should see the following information:

2501-1>sh protocol

Global values:

Internet Protocol routing is enabled

Ethernet0 is administratively down, line protocol is
down

Serial0 is administratively down, line protocol is down

Seriall is administratively down, line protocol is down

2501-1>show interfaces

You should see the following information:

2501-1>show interfaces
Ethernet0 is administratively down, line protocol is
down
Hardware is Lance, address is 0000.0c5d.433b (bia
0000.0c5d.433Db)
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec, rely
255/255, load 1/255
Encapsulation ARPA, loopback not set, keepalive set
(10 sec)
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never
Last clearing of “show interface” counters never
Queueing strategy: fifo
Output queue 0/40, 0 drops; input queue 0/75, 0 drops
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
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0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0
throttles

0 input errors, 0 CRC, 0 frame, 0 overrun, O
ignored, 0 abort

0 input packets with dribble condition detected

0 packets output, 0 bytes, 0 underruns

0 output errors, 0 collisions, 9 interface resets

0 babbles, 0 late collision, 0 deferred

0 lost carrier, 0 no carrier

0 output buffer failures, 0 output buffers swapped

out
Serial0 is administratively down, line protocol is down
Hardware is HD64570
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely
255/255, load 1/255
Encapsulation HDLC, loopback not set, keepalive set
(10 sec)
Last input never, output never, output hang never
Last clearing of “show interface” counters never
Input queue: 0/75/0 (size/max/drops); Total output
drops: 0
Queueing strategy: weighted fair
Output queue: 0/1000/64/0 (size/max
total/threshold/drops)
Conversations 0/0/256 (active/max active/max total)
Reserved Conversations 0/0 (allocated/max
allocated)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0
throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, O
ignored, 0 abort
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 output buffer failures, 0 output buffers swapped
out
0 carrier transitions
DCD=down DSR=down DTR=down RTS=down CTS=down
Seriall is administratively down, line protocol is down
Hardware is HD64570
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely
255/255, load 1/255
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Encapsulation HDLC, loopback not set, keepalive set
(10 sec)
Last input never, output never, output hang never
Last clearing of “show interface” counters never
Input queue: 0/75/0 (size/max/drops); Total output
drops: 0
Queueing strategy: weighted fair
Output queue: 0/1000/64/0 (size/max
total/threshold/drops)
Conversations 0/0/256 (active/max active/max
total)
Reserved Conversations 0/0 (allocated/max
allocated)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0
throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0
ignored, 0 abort
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 output buffer failures, 0 output buffers swapped
out
1 carrier transitions
DCD=down DSR=down DTR=down RTS=down CTS=down
2501-1>sho flash

You should see the following information:
2501-1>sho flash
System flash directory:
File Length Name/status
1 6888660 c2500-d-1.120-9.bin
[6888724 bytes used, 1499884 available, 8388608 totall
8192K bytes of processor board System flash (Read ONLY)
2501-1>sh users

You should see the following information:

2501-1>sh users

Line User Host (s) Idle Location
* 0 con O idle 00:00:00
2501-1>show buffers

You should see the following information:

2501-1#show buffers

© 2002 by CRC Press LLC



Buffer elements:
500 in free list (500 max allowed)
16 hits, 0 misses, 0 created

Public buffer pools:

Small buffers, 104 bytes (total 50, permanent 50):
49 in free 1list (20 min, 150 max allowed)
17 hits, 0 misses, 0 trims, 0 created
0 failures (0 no memory)

Middle buffers, 600 bytes (total 25, permanent 25):
25 in free 1list (10 min, 150 max allowed)
24 hits, 0 misses, 0 trims, 0 created
0 failures (0 no memory)

Big buffers, 1524 bytes (total 50, permanent 50):
50 in free list (5 min, 150 max allowed)
4 hits, 0 misses, 0 trims, 0 created
0 failures (0 no memory)

VeryBig buffers, 4520 bytes (total 10, permanent 10):
10 in free list (0 min, 100 max allowed)
0 hits, 0 misses, 0 trims, 0 created
0 failures (0 no memory)

Large buffers, 5024 bytes (total 0, permanent O0):
0 in free list (0 min, 10 max allowed)
0 hits, 0 misses, 0 trims, 0 created
0 failures (0 no memory)

Huge buffers, 18024 bytes (total 0, permanent O0):
0 in free list (0 min, 4 max allowed)
0 hits, 0 misses, 0 trims, 0 created
0 failures (0 no memory)

Interface buffer pools:

Ethernet0 buffers, 1524 bytes (total 32, permanent 32):
8 in free list (0 min, 32 max allowed)
24 hits, 0 fallbacks
8 max cache size, 8 in cache

SerialO buffers, 1524 bytes (total 32, permanent 32):
7 in free list (0 min, 32 max allowed)
25 hits, 0 fallbacks
8 max cache size, 8 in cache

Seriall buffers, 1524 bytes (total 32, permanent 32):
7 in free list (0 min, 32 max allowed)
25 hits, 0 fallbacks
8 max cache size, 8 in cache

7. Enter enable mode. Presently, the router is not set up with an enable
password. You will set one in Chapter 6, “Implementing Non-AAA Authen-
tication.”
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8. To see the current clock settings, type the following:
2501-1#show cl
To set the clock, type the following:

2501-1#¢?
2501-1#clock ?

From the keywords, select set and enter:

2501-1#clock set ?

Enter the time as specified in the format:

2501-1#clock set 10:01:00 ?

Enter the day of the month and month of the year:

2501-1#clock set 10:01:00 22 August ?

Enter the year:

2501-1#clock set 10:01:00 22 August 2001
9. Enter the following commands and study the output:

2501-1#show running-config

You should see the following information:

2501-1#show running-config
Building configuration..

Current configuration:
!
version 12.0
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|
hostname 2501-1
!
!
ip subnet-zero
|
|
!
interface EthernetO
no ip address
no ip directed-broadcast
shutdown
!
interface Serial0
no ip address
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no ip directed-broadcast
shutdown
!
interface Seriall
no ip address
no ip directed-broadcast
shutdown
!
ip classless
|
!
line con 0
transport input none
line aux 0
line vty 0 4
login
!
end
2501-1#sho startup-config

You should see the following information:

2501-1#sho startup-config
Using 447 out of 32762 bytes
|
version 12.0
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|
hostname 2501-1
|
1
ip subnet-zero
|
|
!
interface Ethernet0
no ip address
no ip directed-broadcast
shutdown
!
interface Serial0
no ip address
no ip directed-broadcast
shutdown
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10.

11.

12.

13.

|
interface Seriall
no ip address
no ip directed-broadcast
shutdown
!
ip classless
!
!
line con O
transport input none
line aux O

line vty 0 4
|

end

Because you have not made any changes, the startup-config and the
running-config commands should give you the same information.

2501-1#sh subsya

As you can see, you got an error on the last command. It was spelled
wrong; you should have entered subsys. Type Ctrl-P or use the up
arrow. This returns you to the last command you entered. Press the
Backspace key, enter an “s,” and press the Enter key. Try some of the
other editing commands.

To see a history of the commands you entered, type the following:
2501-1#sh history

Exit your Telnet session by selecting the Disconnect option from the
Connect menu in the Telnet window or by typing quit at the prompt.
Click on Log Out on the SimRouter Web page.

Security and Audit Checklist

—_

SRS I

What is the name of the router?
What is the current time and date for the router?
What is the IOS current version?
When was the IOS last compiled?
What is the system bootstrap version?
How long has the system been up?
What is the name of the Flash image file?
What is the router model?
How much memory does the router have?
Is there any bridging software installed?

B Yes

B No
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11. If you answered Yes to Question 10, what version is it?
12. What version of X.25 software are you using?
13. Does the router have any of the following interfaces?
B Ethernet
B Token Ring
W Serial
B Other
14. The configuration register is set to:
B 0x2100: will not boot unless you enter the boot command.
B 0x2101: will boot from ROM.
B 0x2102-0x210F: will look at the configuration file for boot command
instructions.
15. What lines are up (i.e., active)?
16. What are the hardware addresses of the interfaces?
17. What are the IP addresses of the interfaces?
18. Are network addresses assigned to interfaces? If yes, what are they?
19. What is the value for the maximum transmission unit (MTU)?
20. What is the length of the Flash program?
21. Is the length of the Flash program ever checked for unauthorized changes?

Conclusion

In this chapter, you learned about router modes and components. You saw that
you can obtain lots of information by just using the show commands in the user
EXEC mode. To make changes to the existing configuration, you will need to
enter privileged EXEC mode.

As a security or audit professional, you need to know the components of the
router and what they do.

The point of this book is not to turn you into a CCNA, but you are well on
your way. By the time you finish, you most likely will be able pass the examination.
Take your time when you are on SimRouter and try different commands. You
cannot really do any harm — and you always can reboot!

The next chapter proves to be the final one on routers and routing basics
before you get into securing and controlling your router.
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Chapter 5

Router Management

In this chapter, you will learn about:

Router setup

Upgrading the TOS

Troubleshooting

Logging

Simple Network Management Protocol
Cisco Discovery Protocol

Router management techniques

Router Setup

Before you can use your router, you have to set it up by configuring it. There
are several ways to configure your router, including using:

The Setup script

TFTP

Config Maker

The command line interface
Boot system commands

The next several sections will will explore the various ways to configure your router.

Using the Setup Script

The most common way to configure a router is to use the Setup script. When
you start a new router without a configuration, the router will ask whether you
want to enter the system configuration dialog. Should you say yes, you will need
to set information regarding:
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The router’s name

The enable secret, enable, and virtual terminal passwords
The SNMP community string

The various interfaces

The various protocols

While undoubtedly useful, the script only allows you to set up some basic
information. In this chapter’s Practice Session, you will use Setup and preserve
the running-config to use as the starting point in the next chapter.

Using TFTP

Network administrators like to store their router configuration in a text file, edit
it with a text editor, and then upload it using the Trivial File Transfer Protocol
(TFTP). (Keep in mind that TFTP is a cracker target.) Administrators can take a
configuration from one router, modify it, and copy it to another.

You would use the following steps with TFTP:

2501-1#copy tftp running-config

Host or network configuration file [host]? host

Address of remote host [255.255.255.255]? 10.8.0.2

Name of configuration file [2501-l-config]? 2501-1l-config
Configure using 2501-1-config from 10.8.0.2? [confirm]
Loading 2501-l1-config

The above commands take the configuration 2501-1-config from the system
10.8.0.2 and load them into the running configuration. You could have entered
the information with the original command and not walked through the various
parameters. Your choice.

Note: This procedure does not overwrite the existing running con-
figuration but appends to it. So this means anything not specifically
mentioned in the new file is left unchanged.

Now, as a control specialist, this process should make you nervous. First, you
might want to limit the use of TFTP to a particular host on a particular segment
or subnet. You might also want to ensure there are no packet analyzers on the
subnet that might grab a copy of the next running-config file. You will learn about
the various passwords for the router in Chapter 6. The router does not automat-
ically encrypt all passwords, so they might be available in cleartext in the file
being uploaded. Thus, anyone who grabs a copy of the uploaded file might have
cleartext passwords. Finally, you might want to make sure they have a rigorous
process in place to ensure they protect the text file and provide backup and that
they develop procedures for change control. Your network administrator will not
be the first one to mistakenly load the wrong version of the text file.
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Using Config Maker

Cisco offers Config Maker, which allows you to draw the network with a Visio-
like program. Based on how you draw your network, Config Maker asks you for
information; and based on the answers, configures the interfaces and protocols.

Using the Command Line Interface

Even with the various tools available, many administrators prefer to use the old-
fashioned way — the command line interface (CLD. You can access the CLI
through Telnet or the console port. The CLI is always available, whereas you
might find a system without the other tools installed. So, using the CLI is a good
way to go. Most Practice Sessions in this book use the CLL

Using Boot System Commands

The boot system commands specify to the router where to load the 10S from
and the fallback to use when the router cannot load the IOS. The router executes
the boot system commands in the order it finds them. Following is an example
of a boot system command sequence:

2501-1 (config) #boot system flash c2500-d-1.120-9.bin
2501-1 (config) #boot system tftp image.exe 10.8.0.2
2501-1 (config) #boot system rom

2501-1 (config) #texit

2501-1#copy run start

This command sequence tells the router to try to load the IOS file ¢2500-d-
1.120-9.bin from Flash. If that fails, the router will try to load the file image.exe
from the TFTP server. And if that fails, the router will load the IOS from ROM,
which likely is a subset of the IOS and an older version, but a version of last
resort. The last command takes the file used and copies it to the startup config-
uration file for the next time you boot the router.

The use of boot system commands is left to network administrators and
operators and its discussion to scholarly tomes aimed at those professionals.

Caution: But, should you feel the urge to configure boot system
commands, always establish a fallback boot image from ROM. Then,
when something goes wrong and the Flash is empty or some other
problem occurs, you can always boot from an older image. The
prudent person plays not with boot system commands and might
set the configuration register as follows:

2501-1 (config) #config-register 0x2102
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Updating the 10S

During the time your organization owns the router, there will be times when you
need to upgrade the 10S. For example, the router might not have the latest version
when you purchase it, so you will have to upgrade; or you might find a security
exposure that requires an upgrade; or you might find that the version you are
using does not give you all the features you want, so you will need to upgrade.
You will obviously need to upgrade as Cisco phases out its support for your IOS.
You can find out what version you are running using the sh version command.
Also observe the amount of memory (sh memory) because you cannot upgrade
when you do not have enough memory to support the current version.
There are two primary ways to upgrade the IOS:

B Using CPSWinst
B Using TFTP

Using CPSWinst

On every CD-ROM shipped, Cisco provides the CPSWInst tool for upgrading the
IOS. This tools helps load the I0S from any workstation connecting to the console
port.

Using TFTP

You also can upgrade the IOS using TFTP — as do most network administrators.
You could use the commands shown in Exhibit 1.

After typing the original copy command, the router will prompt you for the
source and destination files. Depending on the version, you may get the last
confirmation message.

You can use any system as a TFTP server, including a workstation or another
router. Thus, you can upgrade one router and then pull that version down to
every other router. Pulling the configuration from another router is definitely a
time-saver, but remember that the data is visible because it is in cleartext.

Troubleshooting

You (or your network administrator) have installed the router and configured it
but it just does not seem to work. Of course, you can call support; but before
you do, there are a number of applications you can run to try and isolate the
problem. It is important to have tools to test the availability and connectivity of
your network. Consequently, Cisco has included the following basic tools:

Ping

Traceroute

Telnet

Debug

Cisco Discovery Protocol
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Exhibit 1  Upgrading the 10S Using TFTP

2501-1#copy tftp flas
* % k% NOTICE * k% %
Flash load helper v1.0
This process will accept the copy options and then terminate
the current system image to use the ROM based image for
the copy.
Routing functionality will not be available during that
time.
If you are logged in via telnet, this connection will
terminate.
Users with console access can see the results of the copy
operation.
—_ kkk kAKX kK ____
[There are active users logged into the system]
Proceed? [confirm]

System flash directory:
File Length Name/status
1 6888660 <¢2500-d-1.120-9.bin
[6888724 bytes used, 1499884 available, 8388608 total]
Address or name of remote host [10.8.0.3]: 10.8.0.2
Source file name? c¢2500-d-1.120-9.bin
Destination file name [c2500-d-1.120-9.bin]?
Accessing file ‘'c2500-d-1.120-9.bin’ on 10.8.0.2.
Loading ¢2500-d-1.120-9.bin from 10.8.0.2 (via Ethernet): !
[OK]

Erase flash device before writing? [confirm]

Using the Packet InterNetwork Groper (Ping)

Ping is the basic tool for testing IP connectivity because it checks end-to-end
connectivity. Ping, as you can see in Appendix F, “ICMP Types and Codes,” is
an ICMP message type 8 with a response of message type 0. These message types
are synonymous with Ping. The ping command lets you test the connection
between two or more nodes on the network. You will get an opportunity to try
Ping in the Practice Session at the end of this chapter.

Exhibit 2 provides information on several output characters for Echo reply for
the ping command.

Tip: Ping taking too long. You can always break out using Ctrl+Shift+6
X, which will cancel it.
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Exhibit 2 Echo Reply Characters

Character Description

! Successful receipt of a reply for each exclamation mark received
Network server timeout for each period (dot) displayed
Unknown packet type for each question mark received

Packet lifetime exceeded for each question mark received

PDU error or Destination Network Unreachable

An ICMP congestion experienced packet was received

User interrupted the test

—0OC ™

Where you get 100 percent echo replies, your lower-layer protocols are working
fine.

In the Practice Session, you only get to use the standard Ping. Cisco offers an
extended ping command that lets you specify the protocol, among other things.
With the extended Ping, you can change all the default information for the Ping.
Supply the information requested at each step in the extended Ping format
followed by Enter. Following is an example of the use of the extended Ping:

2501-1#ping

Protocol [ip]l: ip

Target IP address: 10.16.0.1

Repeat count [5]: 10

Datagram size [100]:

Timeout in seconds [2]: 5

Extended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 10, 100-byte ICMP Echos to 10.16.0.1, timeout is

5 seconds:
rrrrrrrunriuni

Success rate is 100 percent (10/10), round-trip min/avg/max =
1/3/4 ms

With the extended Ping, you can test for more than connectivity. However, Ping
provides limited information. For one thing, the echo request and echo reply may
use different paths, as asymmetric routing is common in many large networks. So,
a missing echo reply does not tell you what is broken, only that you could not reach
the destination and get back. Also, the router may drop ICMP echo request packets
due to congestion. In fact, your ICMP packets might be contributing to the congestion.
However, the ping command remans a good starting point.

Using Traceroute

Traceroute fixes problems associated with Ping that were enumerated previously.
Traceroute uses the ICMP to help determine what path the packets are taking to
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get to their final destination, and perchance the router that is failing to deliver
the packet. The traceroute command takes advantage of the ICMP error
messages generated by devices when a received datagram exceeds its time-to-
live (TTL) value. When you initiate a traceroute or trace command, your
router sends a datagram with a value of one (1). The first device will decrement
the value to zero (0), discard the packet, and report back with time exceeded
and destination unreachable messages. The Trace program displays the round-
trip time and other information and then increases the TTL to two (2). The first
packet decreases the TTL and passes it to the next hop. That device decreases
the TTL to zero (0), discards the packet, and reports back. The Trace program
continues in this fashion until it reaches the destination that you specified. When
the timer goes off (ICMP is a connectionless protocol) before the router receives
a response, Trace will report an asterisk (“*”). You will practice the traceroute
command in this chapter’s Practice Session.
A sample of the information you might see follows:

1 HSE-Toronto-ppp3481626.sympatico.ca (65.92.85.1)50 msec 60
msec 50 msec

where

1 = sequence number
HSE-Toronto-ppp3481626.sympatico.ca = DNS resolved name
(65.92.85.1) = IP address of the host
50 msec 60 msec 50 msec = round-trip time from source to this host

There is an extended trace command that works like the extended ping
command.

The biggest problem with the traceroute command is that some adminis-
trators configure their firewall devices to block these datagrams.

Using Debug

A network administrator will find the debug command extremely useful because
they show what is going on in the router and what traffic is passing through the
interfaces. You should know that the debug command is very resource-intensive
and you should only use it when absolutely needed. You will see a degradation
of service when using debug. Do not use the debug command to monitor
network traffic; there are better tools, such as Sniffer, for this. You can get a list
of debug keywords using the command in Exhibit 3.

You will see that there are lots of categories with further keywords themselves.
As you narrow in on the problem, you can get more specific information with
the debug command, making the output more valuable for troubleshooting.

Using Telnet

Because Telnet works at the application layer, when you connect to another host,
you know that all the other layers are working. If not, one of the lower levels is
not working correctly. You can try Telnet to connect from one router to another
in the Practice Session.
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Exhibit 3 List of Debug Keywords

2501-1#debug ip ?

bgp
cache
cgmp
drp
dvmrp
egp
eigrp
error
ftp
http
icmp
igmp
igrp
interface
mcache
mobile
mpacket
mrouting
mtag
nat
ospf
packet

peer
pim
policy
rip
routing
rsvp

rtp

sd
security
socket
tcp
tempacl

trigger-authentication

udp
wcep

BGP information

IP cache operations

CGMP protocol activity

Director response protocol

DVMRP protocol activity

EGP information

IP-EIGRP information

IP error debugging

FTP dialogue

HTTP connections

ICMP transactions

IGMP protocol activity

IGRP information

IP interface configuration changes

IP multicast cache operations

Mobility protocols

IP multicast packet debugging

IP multicast routing table activity

IP multicast tagswitching activity

NAT events

OSPF information

General IP debugging and IPSO
security transactions

IP peer address activity

PIM protocol activity

Policy routing

RIP protocol transactions

Routing table events

RSVP protocol activity

RTP information

Session Directory (SD)

IP security options

Socket event

TCP information

IP temporary ACL

Trigger authentication

UDP based transactions

WCCP information

You can use any IP address to gain access to a system provided you know
the virtual terminal password (when one is required). Again, the firewall admin-
istrator may block access to port 23 and, thus, Telnet is not available.
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Using Cisco Discovery Protocol (CDP)

The Cisco Discovery Protocol (CDP) provides a protocol-independent method for
testing direct connectivity, that is, those routers who are your neighbors. This
means it will collect information, regardless of whether the neighbor router
supports IP, IPX, DECnet, etc. CDP is a layer two Cisco-proprietary protocol that
provides information on directly connected neighbors. CDP uses data-link broad-
casts to discover neighboring Cisco routers that also run CDP. The results will
show you your neighbor’s device ID, local port number, holdtime (in seconds),
network device capability, hardware platform, and remote port type and number.
The command show cdp interface displays CDP configuration and status
information. You will use CDP in the Practice Session at the end of the chapter.

Note: CDP is on by default in 10S versions 10.3 and greater. But as
you will see in the Practice Session, you can toggle it off and on
using the no cdp enable and cdp enable commands.

Logging

Cisco routers can record information about a variety of events, many having
security significance. Network administrators will find logs invaluable in charac-
terizing and responding to security incidents. From a security point of view, the
most important events usually recorded by system logging are interface status
changes, changes to the system configuration, access list matches, and events
detected by the optional firewall and intrusion detection features. The main types
of logging used by Cisco routers include:

B AAA logging, which collects information about user dial-in connections,
log ins, log outs, HTTP accesses, privilege-level changes, commands exe-
cuted, and similar events. AAA log entries are sent to authentication servers
using the TACACS+ and/or RADIUS protocols, and those servers record
locally, typically in disk files. If you are using a TACACS+ or RADIUS
server, you may wish to enable AAA logging of various sorts; this is done
using AAA configuration commands such as aaa accounting. You will
look at AAA logging in Chapter10, “AAA Accounting.”

B SNMP trap logging, which sends notifications of significant changes in
system status to SNMP management stations. You will probably want to
use SNMP traps only when you have a preexisting SNMP management
infrastructure; for example, you use H-P OpenView, Tivoli NetView, Novell
NMS, or Cabletron Spectrum.

B System logging, which records a large variety of events, depending on the
system configuration. You can configure your router to report system
logging events to a variety of destinations, including the following:

B The system console port (i.e., logging console)
B A local logging buffer in router RAM (i.e., logging buffered)
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Exhibit 4 System Logging Levels

Level #  Keyword Syslog Definition  Description

0 Emergencies  SYS_EMERG System is unusable

1 Alerts SYS_ALERT Immediate action needed

2 Critical SYS_CRIT Critical conditions

3 Errors SYS_ERROR Error conditions

4 Warnings SYS_WARNING  Warning conditions

5 Notifications ~ SYS_NOTICE Normal but significant conditions
6 Informational ~ SYS_INFO Informational messages

7 Debugging SYS_DEBUG Debugging messages

B Remote sessions on VTYs and local sessions on TTYs (i.e., logging
monitor, terminal monitor)

B Servers using the UNIX syslog protocol (i.e., logging ip-address, logging
trap)

Because logging is not done by default, you must turn it on. That is simple.
To control the logging of error messages, you use the logging on global
configuration command as follows:

2501-1 (config) #logging on

This command sends debug or error messages to a logging process, which logs
messages to designated locations (e.g., console, buffer, monitor, or server) asyn-
chronously to the processes generating the messages.

Let us look at system logging first, and then SNMP.

Console Port Logging

By default, the IOS only sends system logging information to the asynchronous
console port. You can limit messages logged to the console based on severity as
follows:

2501-1 (config) #logging console <level>

This command limits the logging of messages displayed on the console terminal
to a specified level. Exhibit 4 shows the logging levels.

Each system logging event is tagged with an urgency level. The levels range
from debugging information (at the lowest urgency) to major system emergencies.
You can configure each logging destination with a threshold urgency, and that
destination will receive logging events only at or above that threshold.

When you select the logging level, the router will record all messages at that
level or lower. For example, if you select warnings, the router will write warnings,
errors, critical, alerts, and emergencies to the log.

You can use the no form of this command to disable logging to the console
terminal.
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Note: Actually, you might want to turn console logging off. When you
turn on debugging, all those messages going to the console at 9600
baud might halt productive use of the router. Using the logging
buffered command that follows will still make the information
available via the show logging command, butin a more efficient,
economical, and effective manner. It also provides local logging of
messages in the event your log server is unreachable for whatever
reason. You may find this particularly useful where you have out-
of-band access to a remote router. Its logged error messages may
shed light on why it became unreachable!

Saving Log Information

Because many administrators do not monitor the console ports, or they connect the
ports to terminals without permanent memory and with relatively small displays, you
may not have this information available when it is needed, especially when someone
is trying to debug a problem over the network. Also, it is not always practical to
attach a device to every console port on every router, switch, and hub. However,
you will find the messages very valuable and you should save them.

Almost every router should save system logging information to a local RAM
buffer. The logging buffer is of a fixed size and retains only the newest information.
A big downside to buffered logging is that you lose the contents of the log
whenever someone reloads the router. Even so, a moderately sized logging buffer
is often of great value. On low-end routers, a reasonable buffer size might be
16,384 (i.e., 16K) or 32,768 bytes (i.e., 32K); on high-end routers with lots of
memory (and many logged events), even 262,144 bytes (256K) might be appro-
priate. Sometimes you can take router memory and buffer to allow for logging.
You can use the show version or show flash command to make sure that
your router has enough free memory to support a logging buffer. To save messages
to an internal buffer, use the following command.

2501-1 (config) #logging buffered <buffer-size> <level>

You can use the no form of this command to cancel the use of the buffer. The
optional buffer size is 4096 to 4,294,967,295 bytes. The default size varies by
platform, but generally is 4K. The default logging buffered command
returns the buffer size to the default size.

Caution: Remember that the more memory you allocate to logging,
the less your router has to accomplish its primary tasks. You need
to do some analysis to decide the optimum value — enough mem-
ory to troubleshoot the network but not so much that you do not
route messages efficiently.
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You can also specify the logging levels as shown in Exhibit 4.

Note: Pre-version 11.3, you could not set the logging level with the
logging buffered command.

IOS appends the newest entries to the end of the log. When the log is full,
the router will remove the older messages from the head of the log as it adds
new ones to the end. How long it takes to fill the buffered log is a function of
the length of the messages and the volume of messages.

Note: If you choose logging buffered, the error messages will not
even show up on the console. This will keep the noise level down
on the management console, especially when you are in debug
mode and generating lots of error messages.

The I0S does not timestamp the log entries by default. This is not that useful
when trying to troubleshoot a problem or for evidentiary purposes. But you do
have two solutions. First, you can timestamp the record based on router uptime.
That is, the IOS records a time that you would have to add to the time when
you booted the router. To use this timestamp, use the following command:

2501-1 (config) #service timestamps log uptime

If your router has a real-time clock or is running NTP, you will probably want to
timestamp log entries using service timestamps log datetime local-
time msecs.

To clear messages from the logging buffer, you will use the clear logging
privileged EXEC command.

Syslog Servers

As mentioned, when you reboot your system, you lose buffered logging. This
means you have to get to the console and do a show logging command to
see the information before it is gone or overwritten. And no matter how large
you make the logging buffer, it will fill up.

Consequently, larger installations will have syslog servers because they help
solve these problems. Setting up a syslog server is fairly straightforward. You can
export syslog data to any system supporting syslog. UNIX systems come with a
system log daemon (syslogd); but whether the system administrator runs it is
another question. The syslogd uses UDP and listens on port 514. If your organi-
zation favors Microsoft, there are even shareware syslog servers for Windows NT
and 2000 Servers. You might have purchased Cisco Resource Manager, which
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comes with a syslog server and many good tools for analyzing the data. Your
choices are bountiful. Saving to the syslog server provides another benefit: now
you can use host-based tools for parsing, processing, and presenting the data.

Tip: If you do not currently have a syslog server and are wondering
where to get one, you can rest assured that someone has made one
available on the Internet. You will find at least the following software:
CLS Syslogdaemon (http://www.cls.de)**

EeSYSLOG (http://www.boson.com)"”

Kiwi Syslog Daemon (http://www.kiwi-enterprises.com/)"’
Mac Netlogger (http://www.laffeycomputer.com/)™*
SyslogX (http://download.cnet.com)*’

WinSyslog (http:/www.adiscon.com/)"’

Sentinel (http:/www.expnetworks.net/)"’
where

'is freeware

% is shareware

* is Win32 software

*is MacOS software

To set up a log server is fairly straightforward; just use the following global
configuration command:

2501-1 (config)#logging ip-address <level>

This will direct messages to port 514 of the host specified by the IP address.
You can get pretty sophisticated should you wish. First, you can have multiple
log servers. Second, you can limit the types of messages you send to a syslog
server. To limit messages logged to the syslog servers based on severity, use the
logging trap global configuration command. You control the urgency threshold
for logging to the server with logging trap <Ievel>. This command limits
the logging of error messages sent to syslog servers to only those messages at
the specified level. The level is one shown in Exhibit 4. Selecting the debugging
level is not going to hurt you, and might even help you in the future when you
are trying to debug a particularly nasty problem. Surprisingly, it takes less CPU
cycles to write to the syslog than to the console. If you are writing tons of
messages, then you most likely have a problem and will need as much information
as you can get. An obvious exception to this is the access list logging that you
will cover in a later section. As usual, you can use the no form of this command
to disable logging message levels to syslog servers.

The logging facility command tells the router how to interact with the
syslog server. Local7 is the default and works with most servers, but you can use
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uucp, mail, news, line printer, or other logging facilities to interact with the syslog
server. You have the choice of eight facilities (local0 to local7). To configure the
syslog facility where you want the error messages sent, use the logging facility
global configuration command as shown:

2501-1 (config) #logging facility local7
To revert to the default of local7, use the no form of this command:
2501-1 (config) #no logging facility

Even when you have a syslog server, you probably should still enable local
logging. When you cannot get to the console, the syslog server provides backup
and a complete record. When your router cannot get to the syslog server, you
still have the data in the buffer and you do not want to lose it. A combination
of syslog server and buffered logging provides your organization with the log
data needed to perform troubleshooting.

Perhaps you are working on a problem and want the log messages sent to
your terminal while you connect. If you want to see the messages when you
telnet to the router, use the following command:

2501-1 (config) #logging monitor <level>

This command limits the logging messages displayed on terminal lines other than
the console line to messages with a level at or above the level. Use the no form
of the command to disable logging to terminal lines other than the console line.
You will need to type terminal monitor on the command line when you log in.

Note: All terminals monitoring will see the same message. There is
no way to selectively send some error messages to one terminal and
others to another terminal.

Recording Access List Violations

If you use access lists to filter traffic, you will want to log packets that violate
your filtering criteria. Older Cisco IOS software versions support logging using
the log keyword, which causes logging of the IP addresses and port numbers
associated with packets matching an access list entry. Newer versions provide the
log-input keyword, which adds information about the interface where the
packet was received and the MAC address of the host that sent it.

Be selective in what you log. Do not configure logging for access list entries
that will match a very large numbers of packets. Doing so will cause log files to
grow excessively large and may cut into system performance. However, access
list log messages are rate-limited, so the impact is not catastrophic.
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You can also use access list logging to characterize traffic associated with network
attacks by logging the suspect traffic. Examples of access list logging include:

2501-1 (config) #taccess-1list number action criteria log
2501-1 (config) #taccess-1list number action criteria log-input

In Chapter 15, “Basic Traffic Filtering, Part I,” you will learn about access lists,
so the discussion of the access list keywords is left until then. For now, it is
sufficient to know that you can use log and log-input with the command.

Log Processing

Cisco routers can provide an immense quantity of real-time status information to
support network management, simply by enabling the system logging facility.
Your router can record the state transition of every line, along with call statistics,
router configuration changes, software errors, environmental warnings, IOS
reloads, and more. This level of detail can provide valuable insight into network
operation that goes far beyond its normal use as a tool for resolving the cause
of network failures. So, you turn on system logging and access list logging and
you amass a mountain of data; now what?

Tremendous amounts of useful operations data and warnings of pending
failures are available in the router logs. The challenge is that as the network gets
larger, so do the number of entries in the logs, which can quickly grow to an
unmanageable size. You need to process the data to provide some insight into
the functioning of your router. Automating the analysis of router logs is essential
should you wish to use the router logs as a proactive network management tool.
Many organizations fail to take full advantage of the available information. But
there are lots of solutions, so no excuses. Cisco provides CiscoWorks for Windows
(CWW) and CiscoWorks 2000 Server. In addition to various other tasks, CiscoWorks
provides Security Management, Server Process Status, and Useful Log Files.

The Cisco Resource Manager syslog analysis features provide a central error
message logging system that you use to classify, sort, and integrate error messages
and exceptions. All Resource Manager clients can generate message log reports,
custom reports and summaries, and severity alert reports and summaries.

Of course, there are non-proprietary solutions as well. Freeware solutions
include:

B Jogsurfer (ftp://ftp.cert.dfn.de/pub/tools/audit/logsurfer) was developed to
address many of the underlying problems of swatch.

B Jogcheck (http://www.psionic.com/abacus/logcheck/) is not a real-time
notification engine, but is run from cron and can read the new portions
of the logs and process accordingly.

B swatch (ftp://ftp.Stanford EDU/general/security-tools/swatch) tails the logs
actively and performs its analysis and actions in real-time.

B WOTS (http://www.hpcc.uh.edu/~tonyc/tools/), a log file monitoring pro-
gram, generates action reports based on patterns.

B UNIX grep and awk commands or C and Perl to parse the syslog.
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Given the valuable information and operational insight available from the
system logs, every network administrator should routinely perform a detailed
analysis of syslog data. Unfortunately, this is a task frequently ignored, simply
because of the difficulty of dealing with the huge quantity of raw data. So if there
is any advice, it is: automate, automate, automate the process.

Simple Network Management Protocol (SNMP)

SNMP, another way to monitor a network, is commonly used for router monitoring
and frequently for router configuration changes as well. SNMP uses a workstation
as the point of entry and control for the Network Manager. In the Cisco environ-
ment, the router has an SNMP agent and a management information block (MIB).
The MIB is a simple, hierarchical tree structure containing device information.
The basic commands are the GET that retrieves information from an MIB and the
SET that places data into an MIB variable. With SNMP, you also can gather statistics
or configure the router. Gather statistics with get-request and get-next-request
messages, and configure routers with set-request messages. You will need some
software to communicate with your router. Typically, you would use a product
such as the ones previously mentioned: NetView, OpenView, NMS, or Spectrum.
But when you have a smaller budget or network, you can use Tobias Oetiker’s
freeware tool Multi Router Traffic Grapher or Ipswitch’s modestly priced moni-
toring tool WhatsUp Gold. Should you wish to both monitor and configure your
system, you would probably want to acquire CiscoWorks.

Before acquiring a product, your organization needs to develop a policy on
the use of SNMP. First, decide whether you support it or not. Then, consider
whether you will use software to poll the devices for useful information, enable
traps on the device to automatically send back information, or both.

SNMP messages have a community string that is a cleartext password sent in
every packet between a management station and the router, which has an SNMP
agent. The SNMP community string is used to authenticate messages sent between
the manager and agent. Briefly, a community string is a password that identifies
a specific level of access for a device (either read-only or read-write). Only when
the manager sends a message with the correct community string will the agent
respond.

Unfortunately, version 1 of SNMP, which is the most widely used, uses a very
weak authentication scheme based on only the community string, which amounts
to a fixed password transmitted over the network unencrypted. SNMP version 1
is ill-suited for use across the public Internet for the following reasons:

B It uses cleartext authentication ASCII strings that anyone can capture on
a network.

B Most SNMP implementations send the authentication strings as part of their
periodic polling.

B It sends all data in cleartext.

B It uses UDP as a transport and is difficult to filter due to its connectionless
state.

B [t is an easily spoofable, datagram-based transaction protocol.
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Grabbing the community string would allow unauthorized users to query or
modify routers via SNMP. For this reason, using the no snmp-server trap-
authentication command may prevent intruders from using trap messages
(sent between SNMP managers and agents) to discover community strings.

The Internet community, recognizing the problems with SNMPv1, greatly
enhanced the security of SNMP version 2 (SNMPv2) as described in RFC 1446.
SNMPv2 uses an algorithm called MD5 (message digest 5) to authenticate com-
munications between an SNMP server and agent. MD5 verifies the integrity of the
communications, authenticates the origin, and checks for timeliness. Further,
SNMPv2 can use the Data Encryption Standard (DES) for encrypting information
should you desire. So, when available, your organization should use SNMPv2,
which supports an MD5-based digest authentication scheme and allows for
restricted access to various management data.

The SNMP agent on the router allows you to configure different community
strings for non-privileged and privileged access. You configure community strings
on the router via the global configuration command snmp-server community
<string> [RO | RW] [access-1list]. When you must use SNMPv1, carefully
choose non-obvious community strings (not, for example, PUBLIC or PRIVATE).
You should avoid using the same community strings for all your network devices;
use a different string or strings for each device, or at least for each area of the
network. Using different strings means that a breach of one router does not result
in the compromise of the entire network, but compartmentalizes the problem to
that device. You can even use multiple community strings on the same router for
different network management groups. The following highlights this:

snmp-server community passwordl RO
snmp-server community password2 RO 60
snmp-server community password3 RW 60

Avoid making the read-only (RO) string the same as the read-write (RW) string.
When possible, you should do periodic SNMPv1 polling with a read-only com-
munity string; you should only use read-write strings for actual write operations.

In most networks, legitimate SNMP messages will come only from certain
management stations. If this is true in your network, you can use the access list
number option on the snmp-server community command to restrict SNMPv1
access to only the IP addresses of the management stations. Do not use the snmp-
server community command for any purpose in a pure SNMPv2 environment;
this command implicitly enables SNMPv1.

For SNMPv2, configure digest authentication with the authentication and MD5
keywords of the snmp-server party configuration command. When possible,
use a different MD5 secret value for each router.

2501-1 (config) #snmp-server party... authentication md>5
secret ...

SNMP management stations often have large databases of authentication informa-

tion, such as community strings. This information may provide access to many
routers and other network devices. This concentration of information makes the
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SNMP management station a natural target for attack, and it should be secured
accordingly.

Non-Privileged Mode

Use the RO keyword of the snmp-server community command to provide
non-privileged access to your routers via SNMP. You also can specify a list of IP
addresses that are allowed to send messages to the router using the access-list
option with the snmp-server community command. In the following config-
uration example, you allow only hosts 10.8.0.4 and 10.16.0.4 non-privileged mode
SNMP access to the router:

2501-1 (config-if) #taccess-1list 1 permit 10.8.0.4
2501-1 (config-if) #access-1list 1 permit 10.16.0.4
2501-1 (config) #snmp-server community public RO 1

Privileged Mode

Give serious thought to the machines that can access your routers and others
supporting SNMP. Use the RW keyword of the snmp-server community
command to provide privileged access to your routers via SNMP. You also can
specify a list of IP addresses that are allowed to send messages to the router by
using the access-list option of the snmp-server community command. In the
following configuration example, only hosts 10.8.0.4 and 10.16.0.4 are allowed
privileged mode SNMP access to the router:

2501-1 (config-if) #access-1list 1 permit 10.8.0.4
2501-1 (config-if) #access-1list 1 permit 10.16.0.4
2501-1 (config) #snmp-server community private RW 1

Again, these examples have easy-to-guess community strings. You should test
your SNMP passwords using a tool such as SNMP Brute Force Attack available
from SolarWinds.net. With such a tool, you can execute a dictionary attack on
your SNMP-enabled routers. Use it on any SNMP-enabled devices such as servers,
switches, hubs, or modems. A smart administrator will use this tool to test the
strength of the community strings before someone else does.

If you suspect someone is trying to do a brute-force password attack or is just
plain guessing passwords, you can use the trap capability of SNMP. Your router
will then tell you when someone is sending SNMP commands with an incorrect
community string. Following are the needed commands.

2501-1 (config) #snmp-server enable traps
2501-1 (config) #snmp-server trap-authentication
2501-1 (config) #snmp-server host 10.8.0.4

The first command tells the router to enable SNMP traps. If this is not active, the
router will not forward a trap. The second command tells the router to send a
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trap when authentication of the community string fails. The last command tells
the router where to send the trap.

Tip: If you are counting on SNMP traps, it is wise to test them. There
are several ways you can lose traps between your router and get an
icon to blink in your network management software. It is wise to
make sure you have not overlooked anything.

There are two SNMP variables that almost everyone seems to set. Use the
following commands if you want to impress people with how well you manage
your shop and to provide network documentation.

2501-1 (config) #snmp-server contact ptdavis
2501-1 (config) #snmp-server location Toronto

Finally, the dangerous aspects of SNMP mean that you should avoid the use
of SNMP whenever possible. Unquestionably, SNMP aids with manageability in a
large network, but the security exposures might not merit the benefit. You
definitely should think twice about using it with a device that is part of your
firewall configuration.

As a last comment on SNMP, use the no snmp-server system-shutdown
command to prevent SNMP-triggered rebooting of the router. It is best to leave
this feature turned off.

Cisco Discovery Protocol

Cisco Discovery Protocol (CDP) is used for some network management functions,
but is dangerous in that it allows any system on a directly connected segment to
learn that the router is a Cisco device, and to determine the model number and
the Cisco IOS software version being run (see the following).

2524 -1#show cdp neighbors
Capability Codes: R—Router, T—Trans Bridge, B—Source Route Bridge
S—Switch, H—Host, I-IGMP, r—Repeater

Device ID Local Intrfce Holdtme Capability Platform Port ID
2501-1 Eth O 138 R 2500 Eth 0

A cracker may in turn use this information to design attacks against the router.
CDP information is accessible only to directly connected systems. You can disable
CDP with the global configuration command no cdp running. CDP can be
disabled on a particular interface with the no cdp enable command.

2501-1 (config) #no cdp running
2501-1 (config) #no cdp enable
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Last Word on Management

Above, you learned some useful tools for managing the router. You must ensure
that there are some management processes in place as well. For example, it is
important to keep good records to handle and prevent network problems. Your
organization should keep an accurate and complete record of all physical con-
nections in your network. Ideally, your network administrator can take these
records, and only these records, and physically trace a connection from any
machine in your network to any other machine in your network without leaving
her desk. The records should detail the media topology and the ports on all
devices.

You must also keep detailed change records for all of your configurations.
When looking at any line in the running-config, you have to attribute the change
to a particular request and prove who authorized the changes. So, your records
should show all lines or values added, changed, and deleted for every configu-
ration change; the date and time of the change; the change agent and authority;
and a description of the change itself. A good change management system can
help in the gathering and reporting of the following information:

Number of changes by type

Number of changes by source

Number of changes by risk category

Number of changes planned in the next 30 days

Number of incident-causing changes by source

Number of emergency changes by source

Percentage of incorrect categorization

Percentage of problems due to change by type, source, risk, or category
Average resolution time per problem

Percentage of unrecorded changes causing problems
Percentage of router availability

Percentage of on-time changes

Ratio of planned outage due to change versus actual duration

If you keep this level of documentation, then you can go back and look at
the change when you are problem solving. You should also evaluate changes
after-the-fact to determine whether your organization achieved the goal of the
change. Finally, your organization should set a standard for how long you will
keep these records.

Your organization should develop a framework for changes; that is, planning,
testing, implementing, and evaluating all changes. An organization must closely
monitor and control changes to systems and software so that they are completed
on schedule while ensuring the stability of the environment. Best practices dictate
that the process will include the following:

B Authorization for each requested change
B Performance by authorized personnel
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B Identification and documentation of each feature being modified
B Ongoing tracking and communication of status

It is important that your network administrators think through all changes and
the potential impact on security, efficiency, and economy. Furthermore, good
practice dictates that someone reviews the plan to ensure that it is both viable
and complete. The plan must identify the steps to take when someone needs to
back-out the change for whatever reason. After thorough planning, try the change
in a test environment. Better to have the SimRouter network crash than yours!
Develop procedures for the implementation of all changes. Set standards on
whether you allow network administrators to use TFTP, HTTP, or some other
method of update. Decide on a procedure for accepting, reviewing, and imple-
menting all IOS upgrades. Develop a procedure in the event the router does not
initialize properly after a change. Finally, develop a process to do a post-
implementation review or evaluation of all changes — good and bad.

In addition to change management, your organization needs to develop a
standard for problem management. Problem management is an operational control
in that it concerns itself with the day-to-day functioning of the business and
contains a set of standards specifying exceptions. Best practices for problem
management include:

B FEstablishment of a formal problem control mechanism that logs each
problem and monitors its resolution

B Analysis of problem error statistics by component or problem type, rec-
ognizing trends or recurring problems, and taking corrective actions

You can address best practices by:

Identifying, reporting, and logging the problem

Determining the impact and extent of the problem

Selecting predefined bypass and recovery procedures

Initiating actions to resolve the problem and prevent reoccurrence
Reporting and controlling all unresolved problems

The final management issue comes down to how your organization manages
the devices themselves. Many administrators manage their routers remotely, and
sometimes they do this over public networks such as the Intemet. Any unencrypted
remote access carries some risk, but access over a public network such as the
Internet is especially dangerous. All remote management schemes, including
interactive access, HTTP, and SNMP, are vulnerable. The best policy is to ensure
that you have a secure channel when transmitting any data of a sensitive nature.

Well, you have seen enough for now. There are many good books on router
management and you should look into this subject in more detail. Of course,
there are many excellent texts on the subject of change and problem management
as topics. Delve into these topics — they are important. Right now, try some
practice exercises.
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Practice Session

In this Practice Session, you will practice:

(NN

11.
12.
13.
14.

15.

16.

Logging in

Saving log data

Switching modes

Using router setup dialog

Using ping, traceroute, and telnet to test connectivity
Using CDP

Enabling and saving syslog data

Log in to the SimRouter Web page.

Double-click on router 2501-1 to telnet to that router. This will open a
console session.

Enter your Username and Password at the applicable prompt. These
are the ones you set up in Chapter 2. You will need to hit the Enter key
twice to get to the > prompt.

To save the log for this session, select | Terminal | Start Logging | from
the menu bar in the Telnet window. The Telnet client will ask where you
wish to store the log and with what name. Your choice. You are going to
save the log so that when you build this configuration file, you can cut-
and-paste it in Chapter 6 as a starting point, rather than having to enter
the same information each Practice Session.

Enter the enable mode:

2501-1#enable

Type terminal length 0. This command instructs the router to scroll
through a long command output without pausing (the —More— message).
As you may have gathered from the Practice Session in Chapter 4, the
routers do not have a valid configuration when you first log in. They boot
up as a new router so you need to run setup. Type setup to launch
setup mode.

When prompted to continue with the configuration dialog, enter yes.
Type no to Would you like to enter basic management setup.

When asked whether you want to see the current interface summary, enter
no. You are more than welcome to look at it, but there is nothing of value.
You are going to set these values.

At the Enter host name (2501-1) prompt, type 2501-1.

When prompted to put in the enable secret password, enter alpha.
When prompted to enter the enable password, enter bravo.

When prompted to enter the virtual terminal password, enter charlie.
You will learn about these different passwords in Chapter 6.

When asked whether you want to Configure SNMP Network Management,
enter yes.

At the community string (public) prompt, enter a really strong passcode
that you can remember. If you just hit the Enter key, the router will set
the community string to public. Hopefully, none of the routers in your
organization are using the default community string of public.
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Caution: Your SNMPv1 community strings are sent unencrypted and
someone with a packet analyzer could grab them. SNMPv2 offers
encrypted passwords. Consider using different community strings
for every router on your network to compartmentalize any password
compromise.

17. Setup will ask you whether you want, in turn, to configure DECnet,
AppleTalk, IPX, IP, IGRP, RIP, and bridging. Enter yes to configure IP and
RIP, no to the others.

18. Now you must configure the interfaces. The router will ask whether you
want to configure EthernetO. The default is no, but enter yes. Type yves
to configure the IP address for the interface. Enter 10.8.0.1 for the IP
address for the interface and 255.0.0.0 for the subnet mask. Enter no
to bypass configuring Serial0 and Seriall.

19. Once you complete Step 18, you should see the following:

The following configuration command script was created:

hostname 2501-1

enable secret 5 $1SFzEESBdzxWGpwJv/TTKYAr/E300
enable password bravo

line vty 0 4

password charlie

snmp-server community public
|

no decnet routing

no appletalk routing

no ipx routing

ip routing

no bridge 1

|

interface Ethernet0

no shutdown

ip address 10.8.0.1 255.0.0.0
no mop enabled

|

interface Serial0

shutdown

no ip address

|

interface Seriall

shutdown

no ip address

dialer-list 1 protocol ip permit

dialer-1list 1 protocol ipx permit
|
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20.

21.

22.

23.

24.

25.

20.

27.

router rip
redistribute connected
network 10.0.0.0

|

end

[0] Go to the IOS command prompt without saving this
config.

[1] Return back to the setup without saving this config.

[2] Save this configuration to nvram and exit.

Enter your selection [2]:

Review the configuration and type 2 to save the new configuration. The
IOS will automatically save the configuration to NVRAM.

In the Telnet window for router 2501-1, select | Terminal | Stop Capture |
from the menu bar to stop capturing the Telnet output.

Type quit to log out from router 2501-1. Close the Telnet window and
return to the SimRouter Topology Map.

You can prepare this configuration for the Practice Session in Chapter 6.
Open the log file with the text editor of your choice (e.g., use | Start |
Programs | Accessories | Notepad |). Go to the end and look for the
output of the command in Step 16 and copy from the first to “end.”
Double-click on router 2524-1 to telnet to that router. This will open a
console session.

Repeat Steps 3 through 17. Of course, you must substitute 2524-1 wherever
you see 2501-1.

Bypass the ISDN configuration parameters by typing 0 to Choose ISDN
BRI Switch Type. Type no to Do you want to configure BRIO (BRI d-
channel) interface.

Now you must configure the other interfaces. The router will ask you
whether you want to configure Ethernet0. The default is no, but enter
ves. Type yes to configure the IP address for the interface. Enter
10.16.0.1 for the IP address for the interface and 255.0.0.0 for the
subnet mask. Enter no to bypass configuring Serial0 and Seriall.

Once you complete Step 26, you should see the following:

@y

The following configuration command script was created:

hostname 2524-1

enable secret 5 $1$j031$y878dHeV3XMCoKROKW1Mal
enable password bravo

line vty 0 4

password charlie

snmp-server community public
I

no decnet routing

no appletalk routing

no ipx routing

ip routing
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no bridge 1

isdn switch-type none

|

interface BRIO

shutdown

no ip address

|

interface Ethernet0

no shutdown

ip address 10.16.0.1 255.0.0.0
no mop enabled

|

interface Serial0

shutdown

no ip address

|

interface Seriall

shutdown

no ip address

dialer-1list 1 protocol ip permit
dialer-1list 1 protocol ipx permit
!

router rip

redistribute connected
network 10.0.0.0

|

end

[0] Go to the IOS command prompt without saving this
config.

[1] Return back to the setup without saving this config.

[2] Save this configuration to nvram and exit.

Enter your selection [2]:

Review the configuration and type 2 to save the new configuration. The
IOS will automatically save the configuration to NVRAM.

28. To verify your work, type ping 10.8.0.1. If you see the following, it
worked:

2524-1#ping 10.8.0.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.8.0.1, timeout is
2 seconds:

Success rate is 100 percent (5/5), round-trip
min/avg/max = 4/4/4 ms
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29. Also try traceroute 10.8.0.1 or trace 10.8.0.1. You should see
the following:

2524-1#traceroute 10.8.0.1

Type escape sequence to abort.
Tracing the route to 10.8.0.1

1 10.8.0.1 4 msec 0 msec *

You can also test router connectivity using Telnet. Type telnet
10.8.0.1. You should see the following:

2524-1#telnet 10.8.0.1
Trying 10.8.0.1 .. Open

User Access Verification

Password:

2501-1>

Type exit to disconnect from router 2501-1. You should
see the 2524-1# prompt again.

30. To verify CDP is running, use the following command:
2524-1#show cdp neighbors
If CDP is not running, the output will be:
“% CDP is not enabled”

If CDP is running, the output will be:
2524-1#show cdp neighbors

Capability Codes: R—Router, T—Trans Bridge, B—Source Route Bridge
S—Switch, H—Host, I—-IGMP, r—Repeater

Device ID Local Intrfce Holdtme Capability Platform Port ID
2501-1 Eth 0 140 2500 Eth 0

31. Type show cdp to verify CDP has been enabled. The output should be:

2524-1#show cdp

Global CDP information:
Sending CDP packets every 60 seconds
Sending a holdtime value of 180 seconds

32. Now set up buffered logging. Enter the following commands:
2524-1#logging buffered 4096 debugging
Enter the following to prove logging is enabled.
2524-1#sh logging
Use the following command to timestamp the log records.
2524-1#service timestamps log datetime
Enter the following to look at the log.

2524-1#sh logging
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33.

34.
35.

36.

Should you have a problem and need to phone technical support, you
can display general information about the router to use when reporting a
problem. Use the following command:

2501-1#show tech-support 2

Select Page, which causes the output to display one page of information
at a time. Use the Return key to display the next line of output or use the
spacebar to display the next page of information. If not used, the output
scrolls (i.e., does not stop for page breaks).

2501-1#show tech-support page ?

Select Password, as this causes IOS to leave passwords and other security
information in the output. When not used, the IOS replaces passwords
and other security-sensitive information in the output with the label
“<removed>". If you were sending this off-site, you most likely would not
want to print the passwords. Be extremely careful with any printout that
has sensitive security information. You do not want to compromise the
passwords.

2501-1#show tech-support page password

Type sh running-config. The IOS displays the current running con-
figuration as it is captured to the log file.

In the Telnet window for router 2524-1, select | Terminal | Stop Capture |
from the menu bar to stop capturing the Telnet output.

You can prepare this configuration for the Practice Session in Chapter 6.
Open the log file with any text editor of your choice (e.g., use | Start |
Programs | Accessories | Notepad |). Go to the end and look for the
output of the command in Step 32 and copy from the first “!” to “end”.

Note: The procedure in Step 36 is important. In the real world, you
can save printouts of your router’s configuration. You can make
changes to the saved material and copy it from one system to
another. This is an especially good technique when you have a test
lab. You can test changes in the lab and then pass them into the
production router.

37.

38.

Type quit to log out from router 2524-1. Close the Telnet window and
return to the SimRouter Topology Map.
Click on Log Out on the SimRouter Web page.

Security and Audit Checklist

1.

Is logging turned on?
H Yes
B No
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10.

11.

12.

13.

14.

Are these logs part of the “Corporate History”?
B Yes
B No
What laws and organizational rules apply to the contents of the collected
logs?
Logging is done to the:
® Console?
® Buffer?
B Syslog server?
B Terminal?
If logging is buffered, is the buffer size adequate?
H Yes
® No
Are you auditing the following:
B State transition for every line?
B Call statistics?
B Router configuration changes?
B Software errors?
B Environmental warnings?
B JOS reloads?
m Other?
Are logs analyzed in real-time as part of an intrusion detection system (IDS)?
H Yes
® No
Do you use access list logging?
B Yes
® No
Does any one review all the log data?
B Yes
B No
Are the logs analyzed on a regular basis to detect abuse or find configu-
ration errors?
B Yes
B No
Is this review timely?
B Yes
® No
What is the training and experience of the people who analyze the log files?
B Excellent
B Good
W Fair
B Poor
Do you have a standard for log retention?
B Yes
B No
Which log messages are archived?
B Emergencies
B Alerts
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B Critical
B Errors
B Warnings
B Notifications
B Informational
B Debugging
B None
15. Which log messages are archived in real-time?
B Emergencies
B Alerts
B Critical
W Errors
B Warnings
B Notifications
B Informational
B Debugging
B None
16. Is there a requirement to archive every log message?
B Yes
B No
17. Are there any logs that must have the entire contents archived?
H Yes
® No
18. Does the central syslog server store all messages in a single file?
B Yes
® No
19. Are the logs and log data adequately protected?
B Online
m Offline
20. Does your router have the following ports open?
B Echo (7)
B Discard (9)
B Telnet (23)
W Finger (79)
B HTTP (80)
B Finger
B SNMP over TCP (1993)
B Auxiliary (AUX) port (2001)
B Auxiliary (AUX) port (4001)
B Auxiliary (AUX) port (6001)
21. Does the router support:
B SNMP version 1?7
B SNMP version 2?
22. Is Cisco Discovery Protocol (CDP) enabled?
B Yes
B No
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Conclusion

Router and network management is a complex subject. This chapter provides
some simple tools you can use for testing connectivity and managing remote
devices. When deciding to use any network management tool, someone in your
organization must perform a risk analysis and determine the risks associated with
using and not using the proposed tool.

Often, network administrators are loath to give up memory and disk space to
logging, but logging is an essential application in any production environment.
Decide what records your organization requires, and set up a procedure to review,
analyze, and purge log data. You can gain a lot of information about logging by
going to the CERT. The CERT has a Web page (http://www.cert.org/security-
improvement/practices/p092.html entitled “Manage logging and other data col-
lection mechanisms.” The CERT has listed things you should think about, such
as log rotation and retention, and protection using encryption and access control.
Visit this page when you start to set up your log server.

In Section II of this book, you will learn about preventing unauthorized access
to the router itself. Specifically, Chapter 6 discusses authentication methods.

Take time to try the Practice Session in this chapter before moving on.
Attempting various commands on the router is a good way to learn, as you will
see as you progress through the remainder of the book.
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Chapter 6

Implementing
Non-AAA Authentication

In this chapter, you will learn about:

Authentication

Using router passwords

Encrypting router passwords
Configuring privilege

Configuring line password protection
Configuring username authentication
Enabling CHAP or PAP authentication
Using MS-CHAP

Configuring TACACS and Extended TACACS password protection
Controlling interactive access
Configuring banners

Protecting who can access your router and make changes is an important
topic. This chapter specifically tackles non-AAA authentication techniques. Cisco
resolutely advocates the use of AAA security service, which this book covers in
Chapters 7 through 10. The controls offered in this chapter cannot compare with
the secure use of a protocol such as Kerberos. But any protection is better than
no protection; so let us get started.

Authentication

A generally accepted technique for providing authentication is to exchange priv-
ileged information, or, in general terms, use a password or passnumber. Before
granting any authority to anyone, your router must first identify, verify, and
authenticate him or her. You implement identification through the use of a
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username, userID, usercode, or whatever you want to call it — an identifier that
is public information. The user might identify himself as ptdavis, but you need
to verify that it really is Peter Davis. A user provides a password or passnumber
to verify that it truly is them and not someone else. A password is confidential
and privileged information and, in general, the owners do not share passwords
or passnumbers. The proper use of passwords and passnumbers is an essential
first step in establishing effective access control. You can compose a password
or passnumber of anything associated with an individual such that this association
is a legally binding association (e.g., fingerprints, signature) or has an extremely
low probability of discovery or duplication by an unauthorized individual. The
system can authenticate the user by comparing the provided username and the
associated password to the expected username/password pair.

Creating Strong Passcodes

For years, security practitioners have stressed the need for good password systems.
The use of the term “password” is unfortunate because it focuses on the use of
ordinary words. The use of ordinary words limits the passcode space. From now
on, you should label these authentication keys as passcodes.

Note: There are approximately 100,000 entries in the Unabridged
Oxford Dictionary, not including etymological (or the derivation of
words) entries. One might consider this a standard for the English
language. There are approximately 10,000 words in the Abridged
Webster pocket edition you have on your desk. However, in prose
(ordinary language), there are about 2000 words. Check the dictio-
nary on your UNIX system or in Microsoft Word. Of course,
Microsoft considers Microsoft and PowerPoint as valid words. If you
watch television, you might think that most of them are four-letter
words. Let us be generous and say that half of them are six to eight
characters in length. Believe me; it does not take my Athlon
1-gigabyte processor long to cycle through those passwords!

A passcode is a sequence of characters selected or generated from a possible
password space. The password space may have some passwords that are not
acceptable. For example, all As is not a good passcode and you should avoid it.
A good password system has a very large space of acceptable passcodes. The
space should be large enough to make a brute-force attack undesirable because
it is unprofitable. A brute-force attack occurs when the attacker breaks the system
by trying all possible passcodes. Discovering the passcode through a search of
all passcodes should cost more than the value of the information being protected.

The temptation for people to create weak passcodes is overpowering. They
want to remember it so they make something that is memorable — the name of
their dog, favorite city, or dream car. But making it memorable makes it predictable.
There are some things you can do to create a strong passcode that you can remember.
First, you should randomly generate passcodes to minimize the possibility of their
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determination by an unauthorized individual. There are some obvious passcodes
to avoid. For example, avoid the use of:

Words in the dictionary

First and last names

Street and city names

Valid license plate numbers

Room numbers, social security numbers, social insurance numbers, and
telephone numbers

Beer and liquor brands

Athletic teams

Days of the week and months of the year
Repetitive characters

Software default passwords

The passcode length impacts greatly on the potential security of your router.
A passcode length of one reduces the potential passcode space to the number
of characters in the composition set, for example, 0 to 9 for numeric characters
and A to Z for alphabetic characters. Increasing the length of a random passcode
can make it drastically more difficult to discover. With each additional character,
both the number of possible combinations and the average time required to find
the password increases exponentially. A passcode length of two characters squares
the number, a length of three cubes this number, etc. Remember, a good passcode
is one that is one that has an extremely low probability of discovery or duplication
by an unauthorized individual. A passcode of aaa does not qualify. Using com-
binations of seven letters and numbers (exactly 78,364,164,096), there are enough
for more than 314 passwords for every man, woman, and child in the United
States. However, passcodes made up of truly random combinations are more
difficult to remember the longer they get.

You should also consider the lifetime of the passcode (i.e., how long you can
keep the passcode without changing it). The useful lifetime of a passcode depends
on the following:

Cost of passcode changes

Risk associated with information disclosure
Probability of guessing the passcode

Number of times you use the passcode
Susceptibility of passcode to a brute-force attack

Change passcodes regularly to reduce the risk of compromise. The period you
select should fit both security and operational requirements. The maximum period
for passcode usage should not exceed one year.

When needed, you must control the distribution of passcodes through a trusted
means to ensure the non-disclosure of passcodes to unauthorized persons. Do
not send them unencrypted over public networks.

Consecutive failed passcode submission trials permitted and the action taken
by the system should be such that the system effectively prevents a person from
guessing any passcode through trial and error.
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Your system should maintain passcodes to protect them from disclosure or
change. The passcode system should securely control passwords in the system.
Specifically, the router must store and maintain the authentication list in such a
manner to prevent unauthorized access. This may involve the encryption of the
passcodes while residing on the system or during transmission.

Transmission is the communication of a passcode from its point of origin for
comparison with a valid stored passcode. Passcodes typically authenticate the identity
of a user accessing the network. To be authenticated, the passcode must be sent to
the file server over the network. Unless the line is physically protected or the passcode
is encrypted, the passcode is vulnerable to discovery during transmission.

As already shown, words from a dictionary are easily guessed and should be
avoided. A comparison of your password file with a standard dictionary would
probably result in the guessing of at least one in four passwords. This is the way
most crackers and sneakers would obtain passwords.

It is amazing how many offices you can walk into and find passwords taped
to the side of some device. You can write policies until you are blue in the face
and you will not stop this practice. Bank campaigns have stressed to customers
the need to avoid writing their personal identification number (PIN) on their card;
yet bank investigators will tell you this practice accounts for most automated
banking machine “fraud.” Because you know that this is human nature, you must
periodically look for passcodes.

One last comment on passcodes. Some security practitioners feel passcodes
should not be pronounceable. The advantage to this approach is that a dictionary
attack would not work. However, an unpronounceable passcode is likely to be
written. This author personally does not agree with enforcing unpronounceable
passcodes. Passcodes created by a transformation could be pronounceable but
extremely difficult to guess.

Keep in mind that passcodes are not entirely effective — either because of
user carelessness or the static nature of the codes themselves.

Enough of the theory and rhetoric for now. What does Cisco provide? Basically,
the Cisco IOS software implementation of authentication is divided into two main
categories:

B AAA authentication methods
B Non-AAA authentication methods

You implement authentication, for the most part, through the AAA security services.
Whenever possible, use AAA to implement authentication. So, turn your attention
to non-AAA authentication, starting with router passwords.

Using Router Passwords

Passwords (and similar secrets, such as SNMP community strings) are the primary
defense against unauthorized access to your router. They stop snooping. Bear in
mind that Cisco never designed IOS passwords to defend against a determined
attack. The best way to handle most passwords is to maintain them on a TACACS+
or RADIUS authentication server. However, almost every router will still have a
locally configured password for privileged access, and may also have other
password information in its configuration file.
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In the Practice Session in Chapter 5, the IOS prompted you for three passwords
as follows:

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password,
after entered, becomes encrypted in the configuration.

Enter enable secret: alpha

The enable password is used when you do not specify an enable
secret password, with some older software versions, and
some boot images.

Enter enable password: bravo

The virtual terminal password is used to protect access to
the router over a network interface.
Enter virtual terminal password: charlie

The passwords shown in the example are static passwords; that is, they will not
change until you change them. This means that if you do not change them for
a year, they will remain alpha, bravo, and charlie for the year. Now, these are
not particularly the strongest passcodes, so the chances are that someone —
through either guessing, sniffing, shoulder-surfing (looking over your shoulder as
you enter the code), or a brute-force attack — will figure them out.

In the following sections, you will learn about these passwords and other non-
AAA authentication methods. First take a look at the five different password types:
enable, enable secret, console, auxiliary, and virtual terminal.

Enable Password

The user EXEC mode is the first you encounter when you connect to a Cisco
router. As you know, you can check connectivity and look at statistics and some
configuration information. You cannot, however, make any changes to the con-
figuration. To make changes, you need privileged EXEC mode. The enable
password associated with privileged EXEC mode (sometimes called the enable
mode) works with older versions of IOS that do not support encryption. When
using the setup command, you must specify an enable password, although you
will not use this password.

Caution: If you make the enable and enable secret passwords the
same, then you are putting the enable secret at risk. First, unless
you make a conscious effort, the router stores the enable password
in cleartext and you can see it using the show running-config
command. Second, if you encrypt the password (you will see the
command to do this shortly), there are several Internet sites provid-
ing free password crackers. You will find Cisco password-cracking
programs at:
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http://www.boson.com/promo/utilities/getpass/getpass_utility.htm,
http://www.neotech.demon.co.uk/ciscopwd.htm, and
http://www.alcrypto.co.uk/cisco.

If you want to see how it works, you can find C code at:

http://www.alcrypto.co.uk/cisco/c/ciscocrack.c or PERL script at
http://www.alcrypto.co.uk/cisco/perl/ios7decrypt.pl and
http://www.alcrypto.co.uk/cisco/psion/cisco.opl.

You can even find programs that run on the PalmOS at
http://www.alcrypto.co.uk/cisco/pilot/ciscopw_1-0.zip or
http://www.l0pht.com/~kingpin/cisco.zip!

You can enter an enable password with the following command:
2501-1 (config) #enable password alpha

You substitute whatever passcode you want for alpha.

If you want, you can specify privilege-level access with enable passwords.
Thus, your real authority would depend on what password you enter. The
command is:

2501-1 (config) #enable password bravo [level levell]

Replace the keyword level with a value between 0 and 15. Setting privileges
are discussed later in this chapter. This command establishes a password for a
privilege command mode.

Caution: Please do not use alpha or any other passcode shown in
this book. They are far too easy to guess and are shown for illustra-
tive purposes only.

Enable Secret Password

You can use the enable secret command to set the password that grants
privileged administrative access to the IOS system. Your organization should
always set an enable secret password. You should use enable secret, not the older
enable password. The enable password uses a weak encryption algorithm (see
the description of the service password-encryption command in the Encrypting
Router Passwords section).

If no enable secret is set and a password is configured for the console TTY
line, you can use the console password to get privileged access, even from a
remote VTY session. This is almost certainly not what you want, and is another
reason to ensure you configure an enable secret password. The command is:

2501-1 (config) #enable secret password charlie
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You substitute whatever passcode you want for charlie.

Note: Cisco passwords are case sensitive, so the password charlie
is not the same as the password CHARLIE. This greatly increases the
password space.

If you want, you can specify privilege-level access with enable secret pass-
words. So your real authority would depend on what password you enter. The
command is:

2501-1 (config) #enable secret level level password delta

Replace the keyword level with a value between 0 and 15. When using this
keyword, give the password to only those administrators who need access at the
specified privilege level. You will use the privilege level configuration
command to specify commands assigned to each level. The privilege command
is discussed later in this chapter.

With the enable secret command, you can also specify encryption type.
If you do, you must specify the encrypted password. You can copy the encrypted
password from another router.

Note: You cannot recover a lost encrypted password, but you can
write it down, put it in a sealed, signed envelope, and give it to
someone of authority to hold in trust for that day when you need
it. Optionally, you can use the procedure in the Practice Session to
recover a lost encrypted password. Should you forget an unen-
crypted password, just use the show running-config command
and it will appear in the text.

Using Console and Auxiliary Passwords

Anyone who can log in to a Cisco router can display information that you probably
do not want to make available to the general public. A user who can log in to
the router can use it as a relay for further network attacks. Anyone who can get
privileged access to the router can reconfigure it, with potentially disastrous results.
To prevent inappropriate access and action, you need to control interactive log-
ins to the router.

Although the IOS disables most interactive access by default, there are excep-
tions. The most obvious are interactive sessions from directly connected asyn-
chronous terminals, such as the console terminal, and from integrated modem
lines.

It is important to remember that the console port of an IOS device has special
privileges. In particular, if a BREAK signal is sent to the console port during the
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first few seconds after a reboot, someone can easily perform the password recovery
procedure to take control of the system. (You will practice the password recovery
yourself in the Practice Session.) By interrupting power or inducing a system
crash, attackers with access to the console port via a local terminal, modem,
terminal server, or some other network device can take control of the system.
This is true even when they do not have physical access to it or the ability to
log in to it normally.

It follows that any modem or network device that gives access to the Cisco
console port must itself be secured to a standard comparable to the security used
for privileged access to the router. At a bare minimum, any console modem should
be of a type that can require the dial-up user to supply a password for access,
and the modem password should be carefully managed. The console and auxiliary
passwords restrict user mode access via the console or auxiliary ports on the
router. Use the following command sequence to create a password for the console.

2501-1 (config) #line console 0
2501-1 (config-1line) #login

2501-1 (config-line) #password echo
2501-1 (config-1line) #exit

2501-1 (config) #exit

2501-1#

The first line specifies the one and only console device; there is only one console
device. The login command specifies that users must enter a password each
and every time they attempt to connect to the console. You substitute whatever
passcode you want for echo. Passwords are visible using sh running-config
because they are unencrypted. The two lines with exit are there to show you
how to back out of a mode on the router.

Use the following command sequence to create a password for an auxiliary
device.

2501-1 (config) #line aux 0
2501-1 (config-1line) #login
2501-1 (config-line) #password foxtrot

The first line specifies the actual device. The 1login command specifies that users
must enter a password each and every time they attempt to connect to the console.
You substitute whatever passcode you want for foxtrot. Passwords are visible
using sh running-config because they are unencrypted.

Using Virtual Terminal Passwords

You use the virtual terminal or VIY password to restrict user mode access via a
Telnet session. Anyone using a virtual terminal to telnet to the router will use the
VTY password. You must set the VIY password or your clients cannot log in to
the router using Telnet.

Your router supports multiple Telnet sessions at one time. The default is 5
(0-4). You can create more than five VIYs. For example, you can use the
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command line vty 0 8 and set up 9. You could have different passwords for
each device, but this is really not pragmatic because you do not know which
virtual terminal the router will assign.

Tip: You could use the feature that lets you use different passwords
to support your network administrators. Assign the same password
to the first three (8 or whatever number) devices and then assign a
different pass to the last VTY. Keep the passcode for emergency use
only. This way, if a network administrator needs to get in, but people
are using all the available VTYs, she always can log in to the last
device with the different passcode.

The commands are:

2501-1
2501-1
2501-1
2501-1
2501-1
2501-1

config)#line vty 0 4
config-line) #password golf
config-line) #exit
config)#line vty 5

config) #config line
config-line) #password hotel

—~ o~ o~ o~ o~ —~

This command specifies five virtual terminals with the password golf. It also
shows an additional device with password hotel. These then are the passcodes
you would use to telnet to the router.

Configuring Privilege Levels

Your default I0S configuration has two modes of password security: user mode
and enable (or privileged) mode. Not the level of granularity you would want in
a robust authentication system — either you have the keys to the farm or you
do not! Realizing this shortcoming, Cisco allows you to set up to 16 hierarchical
command levels for each mode. By configuring and controlling different pass-
words, you can allow different sets of administrators with different responsibilities
to have different commands.

Perhaps you want to control the use of the configure command but you
do not want to restrict the use of the clear line command. Assign level 2 to
the latter and level 3 to the former. You would then guard more vigilantly the
password associated with level 3 than the password for level 2.

To use this capability, you must first set the privilege and then set the password
as shown in the following commands:

2501-1 (config) #privilege mode level level command
2501-1 (config) #tenable password level level India

The first line sets the privilege level for a command and the second line sets
the password for the level. Exhibit 1 shows the acceptable keywords for mode
used with the privilege command.
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Exhibit 1 Mode Keywords

Keyword Mode

configuration  Global configuration
controller Controller configuration
exec EXEC

hub Hub configuration
interface Interface configuration
ipx-router IPX router configuration
line Line configuration
map-class Map class configuration
map-list Map list configuration
route-map Route map configuration
router Router configuration

For example, you could use the following to set the use of the configure
command to level 14 and establish juliet as the password you must enter to
use level 14 commands.

2501-1 (config) #privilege exec level 14 config
2501-1 (config) #tenable password level 14 juliet

As stated, you can specify up to 16 levels (0 to 15). For example, you could set
up level 0 to use only the show users and exit commands. The system
defaults are 15, which is the level of access permitted when using the enable
password, and level 1, which is the normal user EXEC mode.

Note: Level 0 has the disable, enable, exit, help, and
logout commands associated with it by default.

When you set a command to a privilege level, it is reasonable that the TOS includes
all subsets of the command.

Setting Line Privilege

You also can set a privilege level for a line. You could use this feature along with
the special password for the last line previously mentioned to provide tighter
security. While a useful feature, administrators can bypass this control by logging
in to the line and then enabling a different privilege level. They also could lower
the privilege using the disable command (not likely). Sensibly, use a high level
to protect the console port to restrict usage. The following commands show you
how to use this feature:

2501-1 (config) #line aux 0
2501-1 (config-line) #privilege level 7
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Encrypting Router Passwords

Of the five different password types, the I0S only encrypts the enable secret
password by default. For the remaining passwords, you must use the service
password-encryption command. This command directs the IOS software to
encrypt the passwords, CHAP secrets, and similar data that the TOS saves in its
configuration file. This is useful for preventing casual observers from reading
passwords, for example, when they happen to look at the screen over an
administrator’s shoulder. Furthermore, unencrypted passwords are at risk to dis-
closure because anyone with a protocol analyzer can examine the packet.

The following command encrypts the enable, console, auxiliary, virtual termi-
nal, username, authentication key, and BGP neighbor passwords.

2501-1 (config) #service password-encryption

Caution: The router only encrypts passwords entered after the
service password-encryption command. Be aware that the
encryption is really just a simple hash.

The service password-encryption algorithm is a simple Vigenere cipher, so any
competent cryptographer could easily reverse it in, at most, a few hours. The
algorithm was not designed to protect configuration files against serious analysis
by even slightly sophisticated attackers, and should not be used for this purpose.
Any Cisco configuration file that contains encrypted passwords should be treated
with the same care used for a cleartext list of those same passwords.

Tip: Encrypted passwords are not a silver bullet. The encryption is
weak. Use supplemental security measures to protect the router
and its passwords. Do not leave configurations lying around. Allow
only authorized individuals access to the user and privileged EXEC
mode. Protect the console. Control Telnet access to the router.
There are several excellent texts on general logical and physical
security. Look in the bibliography in Appendix ] for starters.

This weak encryption warning does not apply to passwords set with the
enable secret command, but it does apply to passwords set with enable
password. The enable secret command uses MD5 for password hashing.
The algorithm has had considerable public review and is not reversible as far as
anybody knows. It is, however, subject to dictionary attacks; a dictionary attack
is having a computer try every word in a dictionary or other list of candidate
passwords. It is therefore wise to keep your configuration file out of the hands
of untrusted people, especially when you are not sure your passwords are robust.
More information about password encryption is available on Cisco’s Web site at
http://www.cisco.com/warp/public/701/64.html.
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Getting Around Lost Passwords

What happens if you forget the passwords you just created? Potentially, this is
bad news. You cannot get into privileged mode to change your router’s config-
uration. If you did not encrypt them, you can find them if you have a copy of
the running-config in a file somewhere (you created just such a file in Chapter 5
to paste in the router) or a hardcopy listing. But if you are paying attention, you
followed the advice in this chapter and encrypted all passwords. Do not despair;
you can work around the forgotten password. Basically, you just fake out the
router and start with an older version of the configuration.

Caution: If you are reading this section, then you must assume that
either crackers know this or they are reading this at this very minute.
Trust me; this is another reason to use AAA authentication.

In this chapter’s Practice Session, you will follow steps to recover from a lost
password.

Configuring Line Password Protection

You can provide access control on a terminal line by entering the password and
establishing password checking. To do so, use the following commands in line
configuration mode:

2501-1 (config-line) #password kilo
2501-1 (config-line) #login

You can disable line password verification by disabling password checking. To
do so, use the no login command in line configuration mode.

If you configure line password protection and then configure TACACS or
Extended TACACS, the TACACS username and password take precedence over
line passwords. If you have not yet implemented a security policy, choose to use
AAA Security Services. (See Chapter 7.)

Note: The 1login command only changes username and privilege
level but does not execute a shell; therefore, the IOS will not execute
autocommands (automatic commands). To execute autocommands
in this circumstance, you need to establish a Telnet session back
into the router (loop-back). Make sure that you configure the router
configured for secure Telnet sessions if you choose to implement
autocommands this way.
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Setting TACACS Passwords for Privileged EXEC Mode

You can set the TACACS protocol to set whether an administrator can access
privileged EXEC mode. Use the following global configuration command:

2501-1 (config) #tenable use-tacacs
When you use type enable and you have TACACS password protection, the

IOS will prompt you for a username and password. The IOS will pass the
username/password pair to the TACACS server for authentication.

Caution: Should you decide to use TACACS, you must also specify
tacacs-server authenticate enable or you cannot access
privileged EXEC mode.

Should you use XTACACS, the TIOS also passes any existing UNIX user identification
code to the TACACS server.

Caution: When you use the enable use-tacacs command with-
out Extended TACACS, anyone with a valid username and password
can access the privileged EXEC mode. This obviously is a serious
security exposure. Why does this happen? Well, the TACACS query
resulting from entering the enable command is indistinguishable
from an attempt to log in without XTACACS.

Note: Throughout the text above, you will see the term “adminis-
trator” used when talking about logging in and using privilege.
Logically, you could substitute the term “user” or “client.” However,
administrator was chosen purposely. When performing security
reviews, you often find many people with high levels of authority,
for example, root, supervisor, or administrator. A smart organization
analyzes business needs to determine the correct number of people
who need to know the enable password or have physical access to
the router itself. There is no magical number. Every organization is
different; so do the work and figure out who needs high privilege
or the enable password. (I do not know the correct number in your
organization, but intuitively I know it is not 50 out of 51 users as |
have seen in some organizations.)
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Establishing Username Authentication

You can create a username-based authentication system, which is useful in the
following situations:

B To provide a TACACS-like username and encrypted password authentica-
tion system for networks that cannot support TACACS

B To provide special-case log-ins; for example, access list verification, no
password verification, autocommand execution at log-in, and a “no escape”
situation

To establish username authentication, use the following commands in global
configuration mode as needed for your system configuration:

2501-1 (config) #username name {nopassword | password password
[encryption-type encrypted-password] }

Caution: One more time: passwords appear unencrypted in your con-
figuration unless you enable the service password-encryption
command.

2501-1(config)#! Establish username authentication with
encrypted passwords. Encryption types are 0 for not
encrypted or 7 for encrypted with a Cisco-defined
encryption algorithm

Note: The lines starting with a bang or exclamation mark (!) are there
to explain the previous line.

2501-1 (config) #username name password secret

2501-1 (config)#! Use for CHAP to specify secret for the
local/remote device

2501-1 (config) #username name [access-class number]

2501-1 (config) #! Establish username authentication by access
list

2501-1 (config) #username name [autocommand command]

2501-1 (config) #! Specify a command to automatically execute.
Since commands are any length and contain embedded spaces,
must use as last option on line

2501-1 (config) #username name [callback-dialstring telephone-
number]

2501-1 (config) #! Specify an asynchronous callback number to
pass to the DCE
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2501-1 (config) #username name [callback-rotary rotary-group-
number]

2501-1 (config)#! Specify a rotary group number so that the
next available line will do asynchronous callback. Its
number is 1-100

2501-1 (config) #username name [callback-line [tty] line-
number [ending line-number]]

2501-1 (config)#! Specify line where you want username to
callback. TTY is a standard asynchronous line. Numbering
begins with 0. If you omit keyword tty, then numbers are
absolute rather than relative

2501-1 (config) #username name [nocallback-verify]

2501-1 (config)#! Specify authentication not required for
EXEC callback on the specified line

2501-1 (config) #username name [noescape] [nohangup]

2501-1 (config)#! Set a “no escape” login environment. The
keyword noescape prevents users from using escape
characters on the hosts to which they are connected. The
nohangup feature does not disconnect after using the
autocommand

2501-1 (config) #username name [privilege levell

2501-1 (config)#! Set the privilege level for the user

Multiple username commands for a single user are alright. You must create
a username/password entry for every authenticating router in every router. That
is, configure an entry referring to each communicating router. For CHAP, you
must place username statements in each router doing the authentication.

Tip: You can use the username command to define users getting
special treatment of one kind or another. For example, you could
define an audit account that allows an auditor to execute automatically
some show commands. In addition, you could set up an info username
without a password that allows individuals on your local subnet to use
a general-purpose information service (e.g., username info
nopassword noescape autocommand show users).

Enabling CHAP or PAP Authentication

Most Internet service providers (ISPs) support the Point-to-Point Protocol (PPP)
for dial-up. RFCs 1661, 1331, and 2153 describe PPP. Traditionally, remote users
dial in to an access server to initiate a PPP session. After PPP has been negotiated,
remote users are connected to the ISP network and to the Internet. PPP encap-
sulates network layer information for transmission over point-to-point links.
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Exhibit 2 OSI and PPP Compared

Because ISPs want only customers to connect to their access servers, the access
server usually authenticates remote users before allowing them to start a PPP
session. Normally, a remote user authenticates by typing in a username and
password when prompted by the access server. Although this is a workable
solution, it is difficult to administer and awkward for the remote user.

A better solution is to use the authentication protocols built into PPP. In this
case, the remote user dials in to the access server and starts up a minimal subset
of PPP with the access server. This does not give the remote user access to the
ISP’s network — it merely allows the access server to talk to the remote device.

Like TCP/IP, PPP is a layered architecture. Exhibit 2 compares the PPP stack
to the OSI model. The Link Control Program establishes, configures, and tests the
connection, while the Network Control Program configures the network layer
protocols.

PPP supports authentication, compression, error detection, and multilink. The
first three are self-explanatory, but the fourth needs one. Multilink allows the
aggregation of multiple channels of communication. It is useful when using ISDN.
PPP authentication occurs during the link quality determination phase of the Link
Control Protocol. Authentication is optional. The calling side of the link must
transmit authentication information to ensure that the caller is authorized to
establish the connection. PPP currently supports two authentication protocols:
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Password Authentication Protocol (PAP) and Challenge Handshake Authentication
Protocol (CHAP). Both are specified in RFC 1334 and are supported on synchro-
nous and asynchronous interfaces. Authentication via PAP or CHAP is equivalent
to typing in a username and password when prompted by the server. Because
the remote user’s password is never sent across the connection, CHAP is more
secure.

Cisco supports PPP (with or without PAP or CHAP authentication) for dial-out
as well. An access server utilizes a dial-out feature when it initiates a call to a
remote device and attempts to start up a transport protocol such as PPP.

Note: To use CHAP or PAP, you must run PPP encapsulation.

Password Authentication Protocol

PAP uses a two-way handshake for identification. After link establishment, PAP
performs the following steps:

1. The remote router attempting to connect to the access server must send
an authentication request. The request consists of a username and pass-
word. The remote host will send the information until the local host either
accepts or rejects the request.

2. The local host receives the call and either accepts or rejects the username
and password specified in the authentication request. If the receiving device
accepts the request, the Cisco IOS software sends an authentication
acknowledgment. If the local host rejects the information, it terminates the
connection.

Challenge Handshake Authentication Protocol

CHAP uses a three-way handshake for identification. After link establishment,
CHAP performs the following steps:

1. When you enable CHAP on an interface and a remote device attempts to
connect to it, the access server sends a CHAP packet to the remote device.

2. The CHAP packet requests or “challenges” the remote device to respond.
The challenge packet consists of an ID, a random number, and the host
name of the local router or the name of a username on the remote host.

3. When the remote device receives the challenge packet, it concatenates the
ID, the remote device’s password, and the random number, and then
encrypts all of it using the remote device’s password. The remote device
sends the results back to the local host, along with the name associated
with the password used in the encryption process. This step prevents the
password from actually being sent, as the remote device uses it only as
an encryption key.

© 2002 by CRC Press LLC



4. When the local host receives the response, it uses the name it received
to retrieve a password stored in its user database. Assuming everything is
correct, the retrieved password is the same password the remote device
used in its encryption process. The local host then encrypts the concate-
nated information with the newly retrieved password — when the result
matches the result sent in the response packet, authentication succeeds.

The benefit of using CHAP authentication is that the remote device’s password
is never transmitted in cleartext. This prevents other devices from stealing it and
gaining illegal access to the ISP’s network.

CHAP transactions occur only at the time a link is established. The access
server does not request a password during the remainder of the call. (The local
device can, however, respond to such requests from other devices during a call.)

Microsoft Challenge Handshake Authentication Protocol (MS-CHAP) is the
Microsoft version of CHAP and is an extension to RFC 1994. Like CHAP, you will
use MS-CHAP for PPP authentication. However, authentication occurs between a
computer with Microsoft Windows 95, 98, Me, NT, or 2000 and a Cisco router or
access server acting as a network access server. Among other differences, MS-
CHAP provides authenticator-controlled authentication retry and change password
mechanisms.

After you have enabled CHAP, MS-CHAP, or PAP, the access server will require
authentication from remote devices dialing in to the access server. If the remote
device does not support the enabled protocol, the local host will drop the call.

To use CHAP, MS-CHAP, or PAP, you must perform the following tasks:

1. Enable PPP encapsulation. To enable PPP encapsulation, use the following
command in interface configuration mode:

2501-1 (config-if) #encapsulation ppp

Note: You can monitor PPP activity with the show interface and
debug ppp {chap | ms-chap | pap} commands. The show interface
command lets you view PPP LCP and NCP information. The debug
ppp {chap | ms-chap | pap} command lets you display CHAP or PAP
packet exchanges.

2. Enable CHAP, MS-CHAP, or PAP on the interface. To enable pap or chap,
use the following command in interface configuration mode:

2501-1 (config-if) #ppp authentication {chap | chap pap |
pap | pap chap | ms-chap} [if-needed] [callin] [one-
time]

The following section provides information on the command itself.
3. For CHAP and MS-CHAP, configure host name authentication and the secret
or password for each remote system where you require authentication:

2501-1 (config) #username adminl password lima level 14
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Enabling PAP or CHAP

Should you configure ppp authentication chap on an interface, the local
host will authenticate all incoming calls on that interface that start a PPP connection
with the CHAP. Similarly, should you configure ppp authentication pap,
the access server will authenticate all incoming calls that start a PPP connection
with the PAP.

Should you configure ppp authentication chap pap, the access
server will attempt to authenticate all incoming calls that start a PPP session with
CHAP. Where the remote device does not support CHAP, the access server will
try to authenticate the call with PAP. When the remote device does not support
either CHAP or PAP, authentication fails and the local host will drop the call.

Should you configure ppp authentication pap chap, the access
server will attempt to authenticate all incoming calls that start a PPP session with
PAP. Where the remote device does not support PAP, the access server will try
to authenticate the call with CHAP. When the remote device does not support
either protocol, authentication fails and the local host will drop the call.

Should you configure ppp authentication ms-chap, the access server
will attempt to authenticate all incoming calls that start a PPP session with MS-CHAP.

The if-needed keyword is only available when using TACACS or Extended
TACACS (see Chapter 11). The ppp authentication command with the 1f-
needed keyword means that PPP will only authenticate the remote device with
CHAP, MS-CHAP, or PAP when they have not yet authenticated during the life of
the current call. If the remote device authenticated via a standard log-in procedure
and initiated PPP from the EXEC prompt, then PPP will not authenticate via CHAP
or MS-CHAP when you configure ppp authentication chap if-needed
or ppp authentication ms-chap if-needed on an interface.

When you configure the ppp authentication command with the callin
keyword, the access server will only authenticate the remote device when the
remote device initiated the call.

The ppp authentication command with the one-time keyword enables
support for one-time passwords during authentication.

For information about adding a username entry for each remote system from
which the local router or access server requires authentication, see the section
“Establishing Username Authentication.”

Inbound and Outbound Authentication

PPP supports two-way authentication. Normally, when a remote device dials in
to an access server, the access server requests that the remote device prove that
it is allowed access. This is known as inbound authentication.

At the same time, the remote device can also request that the access server
prove that it is who it says it is. This is known as outbound authentication. An
access server also performs outbound authentication when it initiates a call to a
remote device.

Enabling Outbound PAP Authentication

To enable outbound PAP authentication, use the following command in interface
configuration mode:
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2501-1 (config-if) #ppp pPap sent-username <username> password
<password>

The access server uses the username and password specified by the ppp pap
sent-username command to authenticate itself whenever it initiates a call to a
remote device or when it has to respond to a remote device’s request for outbound
authentication.

Creating a Common CHAP Password

For remote CHAP authentication only, you can configure your router to create a
common CHAP secret password to use in response to challenges from an unknown
peer. The ppp chap password command allows you to replace several
username and password configuration commands with a single copy of this
command on any dialer interface or asynchronous group interface. To enable a
router calling a collection of routers to configure a common CHAP secret password,
use the following command in interface configuration mode:

2501-1 (config-if) #ppp chap password mike

Refusing CHAP Authentication Requests

To disable CHAP authentication from peers requesting it, use the following
command in interface configuration mode:

2501-1 (config-if) #ppp chap refuse [callin]

If you use the callin keyword, the router will refuse to answer CHAP authen-
tication challenges received from the peer, but will still require the peer to answer
any CHAP challenges the router sends.

If you enable outbound PAP (using the ppp pap sent-username com-
mand), the router will suggest PAP as the authentication method in the refusal
packet.

Delaying CHAP Authentication until Peer Authenticates

To specify that the router will not authenticate to a peer requesting CHAP
authentication until after the peer has authenticated itself to the router, use the
following command in interface configuration mode:

2501-1 (config-if) #ppp chap wait secret
This command (which is the default) specifies that the router will not authenticate
to a peer requesting CHAP authentication until the peer has authenticated itself

to the router. The no ppp chap wait command specifies that the router will
respond immediately to an authentication challenge.
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Configuring TACACS and Extended TACACS
Password Protection

CHAP, MS-CHAP, and PAP provide some additional security but you can also use
TACACS or Extended TACACS to control log-in access to the router. To do this,
you need to perform the following tasks:

1. Set TACACS password protection at the user level. You enable TACACS
password checking at log-in with the following configuration command:

2501-1 (config) #login tacacs

2. Disabling password checking at the user level. By default, IOS denies the
request when a TACACS server does not respond to a log-in request.
However, you can prevent log-in failure by allowing a user to access
privileged EXEC mode:

a. When that user enters the correct enable password
b. Whenever without further challenge

To specify one of these features, use either of the following global
configuration commands:

2501-1 (config) #tacacs-server last-resort password
2501-1 (config) #tacacs-server last-resort succeed

The first command disables password checking at the user level, while the
latter command allows a user to access privileged EXEC mode.

General Interactive Access

There are more ways of getting interactive connections to routers than users may
realize. Cisco I0S software, depending on the configuration and software version,
may support connections via Telnet; rlogin; SSH; non-IP-based network protocols
like LAT, MOP, X.29, and V.120; and possibly other protocols; as well as via local
asynchronous connections and modem dial-ins. Cisco is always adding additional
protocols for interactive access. Interactive Telnet access is available not only on
the standard Telnet TCP port (port 23), but on a variety of higher-numbered ports
as well (e.g., port 80 or http).

All interactive access mechanisms use the IOS TTY abstraction (that is, they
all involve sessions on lines of one sort or another). Local asynchronous terminals
and dial-up modems use standard lines, known as TTYs. Remote network con-
nections, regardless of the protocol, use virtual TTYs, or VTYs. The best way to
protect a system is to make certain that appropriate controls are applied on all
lines, including both VTY lines and TTY lines. Above, you saw how to assign
passwords and privileges to TTYs and VTYs.

It is certainly difficult for administrators to ensure that they have blocked all
possible modes of access. So administrators should make sure that they control
log-ins to all lines using some sort of authentication mechanism, even on sup-
posedly inaccessible routers. This is especially important for VIY lines and for
lines connected to modems or other remote access devices.
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Prevent interactive log-ins completely on any line by configuring it with the
login and no password commands. Fortunately, this is the default configuration
for VTYs; but unfortunately, it is not for TTYs. You have already seen various
ways to configure passwords and other forms of user authentication for TTY and
VTY lines.

Controlling TTYs

Local asynchronous terminals are less common than they once were, but they
still exist in some installations. Unless you can physically secure the terminals,
and usually even when they are, you should configure the router to require users
on local asynchronous terminals to log in before using the system. Most TTY
ports in modern routers connect either to external modems or integrated modems;
so securing these ports is obviously even more important than securing local
terminal ports.

By default, a remote user can establish a connection to a TTY line over the
network; this is known as reverse Telnet, and allows the remote user to interact
with the terminal or modem connected to the TTY line. It is possible to apply
password protection for such connections. It is often desirable to allow users to
make connections to modem lines so that they can make outgoing calls. However,
this feature may allow a remote user to connect to a local asynchronous terminal
port, or even to a dial-in modem port, and simulate the router’s login prompt
(through the use of a Trojan horse) to steal passwords, or to do other things that
may trick local users or interfere with their work.

To disable the reverse Telnet feature, apply the transport input none
configuration command to any asynchronous or modem line that you do not want
receiving connections from network users. If at all possible, do not use the same
modems for both dial-in and dial-out, and do not allow reverse Telnet connections
to the lines you use for dial-in.

Caution: One reason not to use the same line in and out is because
of a phenomenon called glare. Glare occurs when two users seize
both ends of a telephone line or trunk at the same time for different
purposes. Perhaps you have experienced this firsthand. Have you
ever tried to dial out at the same time someone called you, and you
both say “hello”? Well, imagine your system calling back and some-
one else calls in. Because of glare, your system might think it con-
nected to the person being called back and potentially give the
authority to the new caller. It is a low probability, but not an impos-
sibility.

Controlling VTYs and Ensuring VTY Availability

Configure any VTY to accept connections to only supported protocols using the
transport input command. For example, configure a VTY expecting only
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Telnet sessions with transport input telnet, and a VTY permitting both
Telnet and SSH sessions with transport input telnet ssh. When your
software supports an encrypted access protocol such as SSH, enable only that
protocol, and disable, for example, cleartext Telnet. Furthermore, use the ip
access-class command to restrict acceptable IP addresses for VIY connections.

In a preceding section, you learned that a Cisco I0S device has a limited
number of VTY lines (usually five). When all of the VIYs are in use, your
administrators cannot establish another remote interactive connection, thereby
creating an opportunity for a denial-of-service attack. Should an attacker open
remote sessions to all the VTYs on the system, the legitimate administrator cannot
log in. The attacker does not have to log in to accomplish this dastardly deed
(so he or she does not need an account or password); the pest can simply leave
the sessions at the login prompt. Reduce your exposure by configuring a more
restrictive ip access-class command on the last VTY in the system than on
the other VIYs. You already saw how to configure a different password on the
last VTY, but you can further restrict it to accept connections only from a single,
specific administrative workstation, whereas the other VI'Ys might accept connec-
tions from any address in your network.

Along with restricting it to a specific IP address, configure VIY timeouts using
the exec-timeout command to prevent an idle session from indefinitely con-
suming a VIY. Then, when it reaches the timeout limit without any action, it will
drop the connection and free it up for an administrator. Although the effectiveness
of timeouts is relatively limited against deliberate attacks, it also provides some
help for sessions accidentally left idle. Your administrator had to unexpectedly
leave, forgot to log out, and left the workstation unattended, thus exposing his
authority. Time him out. Similarly, enabling TCP keepalives on incoming connec-
tions (with service tcp-keepalives-in) can help to guard against both
malicious attacks and orphan sessions caused by remote system crashes.

Complete VTY protection by disabling all non-IP-based remote access protocols
and using IPSec encryption for all remote interactive connections to the router.
IPSec is discussed in Chapter 21, “Configuring IPSec.”

Warning Banners and Router Identification

Before setting banner messages, focus first on identifying the router itself. A
router’s name is referred to as its host name. The default host name for all routers
is “Router.” You can change the host name of a router using the hostname
global configuration command as follows:

2501-1 (config) #hostname PDAConsulting
PDAConsulting (config) #

You also can add a description to any interface. The I0S limits the description
to 80 characters, but this is more than enough to describe the purpose of the
link. As a control specialist, you should strive for good documentation. Use the
description interface configuration command as follows to document your
interfaces.
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PDAConsulting (config) #int s0
PDAConsulting (config-line) #description 56k link between
Toronto and New York for the wireroom

The first command identifies the interface you want to describe, and the second
command provides the description of the serial interface labeled as 0.

In some jurisdictions, civil and criminal prosecution of crackers who break
into your systems is made much easier if you provide a banner informing
unauthorized users that their use is, in fact, unauthorized. In other jurisdictions,
you may not monitor the activities of even unauthorized users unless you have
taken steps to notify them of your intent to do so. One way of providing this
notification is to put it into a banner message configured with the Cisco I0OS
banner login command.

Note: An urban myth making the rounds several years ago had the
accused getting acquitted at trial because the defense argued that
the system offered the message “Welcome to XYZ Company” when
the accused logged in. The Internet LACC mailing list participants
could find no such citation. They did, however, find someone threat-
ening to use this defense, but the accused settled out of court. We
will never know. Almost every jurisdiction has some sort of elec-
tronic trespassing law, but it is not strictly required that you have a
warning banner. But when you have a sign that says “Beware of Dog”
and someone comes on your property uninvited and the dog bites
them, well c’est la vie. Now, some societies are more litigious than
others (you know who you are), so you know what free advice is
worth — although, it should make it easier to convince a jury of
peers that you intended to protect your system when you present
a warning saying “Private Property: Keep Out.”

Legal notification requirements are complex and vary in each jurisdiction and
situation. Even within jurisdictions, legal opinions vary, so your legal counsel
needs to step up to the plate and get involved in this issue. In cooperation with
counsel, you should consider putting the following information into your banner:

B A notice that you must log in to or use the system only where specifically
authorized, and perhaps information about who may authorize use

B A notice that any unauthorized use of the system is unlawful, and subject
to civil or criminal penalties

B A notice that you may log or monitor any use of the system without further
notice and that you may use the resulting logs as evidence in court

B Specific notices required by specific local laws

From a security, rather than a legal, point of view, your log-in banner should

usually not contain any specific information about your router, its name, its model,
what version it is running, or who owns it because crackers can use such
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information to abuse you. Change the router’s prompt back to 2501-1 and check
out the banner global configuration command:

PDAConsulting (config) #hostname 2501-1
2501-1 (config) #banner ?

LINE c banner-text ¢, where ‘¢’ is a delimiting character
exec Set EXEC process creation banner

incoming Set incoming terminal line banner

login Set login banner

motd Set Message of the Day banner

There are five potential keywords. Use them as follows:

2501-1 (config) #banner ‘Private system. Authorized use only.’

2501-1 (config) #banner exec ‘Welcome to router 2501-1°

2501-1 (config) #banner incoming ‘Welcome to router 2501-1°

2501-1 (config) #banner motd * Authorized use only, violators
face prosecution. Your activity on this system is logged
and potentially monitored. *

In the examples above, you see two different message delimiters: ' and *. You
can use any special character as a delimiter (ASCII-delimiting character). The
delimiter tells the IOS where the message starts and stops. Choose the delimiter
wisely because you cannot also use it as part of the message.

Originally, the developers designed motd or Message of the Day to
display daily messages; but now, organizations use it to display security informa-
tion to individuals when they connect. The other messages are not universal and
will only display upon an event, such as log-in message displaying when you
must log in.

You saw many commands in this chapter; now it is appropriate and timely
that you practice some.

Practice Session

In this Practice Session, you will practice the following:

Logging in

Saving log data

Switching modes

Pasting configuration files
Recovering from a lost enable secret password
Renaming the router

Setting a console password
Encrypting passwords
Determining your privilege level
Creating a new privilege level
Testing privilege levels
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10.

11.
12.
13.
14.

15.
16.

Creating a local user
Enabling and saving syslog data
Logging out

Log in to the SimRouter Web page.

Double-click on router 2501-1 to telnet to that router. This will open a
console session.

Enter your Username and Password at the applicable prompt. These
are the ones that you set up in Chapter 2. You will need to hit the Enter
key twice to get to the > prompt.

Save the log for this session. To do this, select | Terminal | Start Logging |
from the menu bar in the Telnet window. The Telnet client will ask you
where you wish to store the log and with what name. Your choice. You
are going to save the log so that when you build this configuration file,
you can cut-and-paste it into the Chapter 7 Practice Session as a starting
point, rather than having to enter the same information for each Practice
Session.

Enter the enable mode:

2501-1#enable

When prompted for the enable secret password, enter alpha.

Type terminal length 0. This command instructs the router to scroll
through a long command output without pausing (the —More— message).
As you may have gathered from the Practice Session in Chapter 5, the
routers do not have a valid configuration when you first log in. You will
paste the running-config that you saved from the Chapter 5 Practice
Session log. At the 2501-1# prompt, type config t.

If you did not do this, open your log file with any text editor of your
choice (e.g., use | Start | Programs | Accessories | Notepad |). Do a
find on sh running-config and copy from the first “!” to “end.” At
the 2501-1 (config) # prompt, paste this configuration. You should use
this same technique to review and edit your router configuration offline
and then use it to update any router, be it the SimRouter or any other
network.

Turn off your router, wait at least five seconds, and then turn it back on.
As the router reboots, press “Break (i.e., Ctrl-Break). You must break
in the first 60 seconds after turning the router back on. This will put you
in ROM Monitor mode. (Remember the various modes discussed in
Chapter 4, “Understanding Router Basics.”) You should see a > prompt.
Type e/s 2000002, and then press Enter. Write down the virtual
configuration number that you see; you will need it later.

At the prompt, type o/r 0x2142 and press Enter. This command makes
your router ignore whatever is in NVRAM.

At the prompt, type i, and then press Enter. This will cause the router to
reboot and enter the configuration dialog.

At the prompt, type no and press Enter.

Type enable and press Enter to enter the enable mode.

Type copy startup-config running-config and then press Enter.
This will copy your original configuration into the router’'s RAM.
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17.

18.

19.
20.

21.

22.

23.

24.

25.

20.
27.

28.
29.

30.

31.
32.

33.

34.
35.
36.
37.
38.
39.

40.

At the privileged prompt, type config and then press Enter. You are now
in configuration mode.

Type enable secret <new password> and then press Enter. Select
a strong passcode that you can remember. For our purposes, enter november
as the new password.

Now you must set the contents of the register back to its original contents.
Type config t and then press Enter.

At the config prompt, type config-register O0x and the virtual
configuration number you wrote down; then press Enter.

Type end and press Enter to get out of configuration mode. Reboot the
router. Your router should have a new password and its normal configu-
ration.

Double-click on router 2501-1 to telnet to that router. This will open a
console session.

Enter your Username and Password at the applicable prompt. These
are the ones you set up in Chapter 2. You will need to hit the Enter key
twice to get to the > prompt.

Save the log for the remainder of this session. To do this, select | Terminal
| Start Logging | from the menu bar in the Telnet window. The Telnet
client will ask you where you wish to store the log and with what name.
Your choice.

Enter the enable mode:

2501-1#enable

When prompted to put in the enable secret password, enter november.
Type terminal length 0. This command instructs the route to scroll
through the long command output without pausing (the —More— message).
At the 2501-1# prompt, type config t.

Type hostname SimRouter and press Enter. You should see the new
prompt as shown:

SimRouter (config) #

Type line comnsole 0 and press Enter. Now, type login and press
Enter. Finally, type password oscar and press Enter. You set a password
for the console. Because it is unencrypted, let us encrypt it.

Type service password-encryption and press Enter.

Type sh running-config and press Enter. You will use this new
configuration to start the next Practice Session (Chapter 7).

Type quit to log out from router 2501-1. Close your Telnet window and
return to the SimRouter Topology Map.

Repeat Steps 2 through 9 for router 2524-1, substituting 2524-1 for 2501-1.
Type sh privilege and press Enter. Note your privilege level.

Type config t and press Enter.

Type privilege exec level 2 show users and press Enter.
Type privilege exec level 2 exit, press Enter, and then exit.
Type enable 2, and press Enter. Type sh running-config, press
Enter, and note the results. Type sh users, press Enter, and note the
results.

Now create a local user. Type username peter password papa
autocommand sh users and press Enter.
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41.

42.
43.

Type quit to log out from router 2524-1. Close your Telnet window and
return to the SimRouter Topology Map.

Click on Log Out on the SimRouter Web page.

Study the running-configs from SimRouter (2501-1) and 2524-1. Try
to find the effects of the Practice Session in the configuration file; for
example, look for encrypted passwords or user peter.

Security and Audit Checklist

1.

10.

Do you have passcode standards?
H Yes
® No
If you answered Yes to Question 1, does it cover:
B Syntax?
B Passcode length?
B Passcode interval?
B Passcode change?
B Ownership?
Are all passwords protected?
B Yes
B No
Do you periodically test password strength?
H Yes
® No
Do you automatically change weak passwords?
B Yes
® No
Do you change router passwords when someone who knows it leaves the
organization?
B Yes
B No
Does your organization use:
B Enable passwords?
B Enable secret passwords?
B Console passwords?
B Auxiliary line passwords?
B Virtual terminal (VTY) passwords?
Do you encrypt all passwords?
B Yes
B No
If No, do you protect any listings that might have cleartext passwords?
B Yes
B No
Did you create a different password for the last VTY?
W Yes
® No

© 2002 by CRC Press LLC



11. Do you use privilege levels for the following?
B User mode
B Enable mode
B User and enable mode
B Neither user nor enable mode
12. Do you have a record of the privilege level and the commands associated
with the level?
B Yes
B No
13.  Are the levels appropriate?
H Yes
® No
14. Are the passwords to the various levels provided on a need-to-access basis?
B Yes
B No
15. Do you use line privilege?
B Yes
B No
16. Is the use of line privilege appropriate?
B Yes
B No
17. Do you use line passwords?
H Yes
® No
18. Are the line passwords given out on a need-to-know basis?
B Yes
B No
19. Do you use:
B TACACS?
® Extended TACACS?
20. Do you support a local username database?
B Yes
B No
21. 1Is the local username database used:
B Instead of TACACS?
B To provide special-case logins?
22. If the local username database is used to provide special-case log-ins, is
the use appropriate?

H Yes
® No
23. Does your organization support:
B Leased lines: T1/E1?

T3/E3?
B Circuit-switched circuits: ISDN?
B Packet-switched circuits: Asynchronous transfer mode (ATM)?
Frame Relay?
Switched multimegabit data services (SMDS)?
X.25?
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24.

25.

26.

27.

28.

29.

30.

31

32.

33.

34.

35.

36.

Does your organization support High-Level Data Link Control (HDLC) for
leased lines and ISDN?
B Yes
® No
Does your organization support PPP?
B Yes
B No
If you answered Yes to the previous question, do you use?
B PAP
B CHAP
m MS-CHAP
B TACACS
B XTACACS
Do you support the following for PPP?
B Asynchronous Serial
B Synchronous Serial
B High-Speed Serial Interface (HSSI)
B Integrated Services Digital Network (ISDN)
If you support ISDN, do you support dial-on-demand routing (DDR)?
B Yes
B No
Do your network management procedures involve monitoring your WAN
connections?
B Yes
® No
Do you control the activity of VIYs?
B Yes
® No
Do you review the activity of VTYs?
B Yes
B No
Have you disabled the reverse Telnet feature?
B Yes
B No
Have you restricted services to specific IP addresses?
B Yes
® No
Do you use timeout on VTY sessions?
B Yes
B No
Do you use the keepalives feature for VTYs?
B Yes
B No
Do you use the following banners?
W Line
B Exec
B [ncoming
B Login
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® Motd
B None
37. Has someone reviewed the messages to ensure that they are:
B [egal?
B Appropriate?
38. Do you inform people that:
B The system is proprietary?
B To use only when authorized?
B Their activity is logged?
B They might be monitored?
B You may take the appropriate legal action for infractions or violations?

Conclusion

These are a lot of controls to ponder. Authentication is a primary method for
preventing unauthorized access to the network device. There are five types of
router passwords: enable secret, enable, console, auxiliary, and virtual terminal.
Only the first password listed is encrypted by default, so there is a need to encrypt
the others. You saw that you could add privilege to user and privileged EXEC
mode. If you support PPP, set up encapsulation; enable CHAP, MS-CHAP, or PAP;
and configure username authentication. You saw additional thoughts on control-
ling interactive access and the banners these users will see.

Protecting who can access your router and make changes is an important
topic. This chapter specifically tackles non-AAA authentication techniques. Cisco
resolutely advocates the use of AAA security service, which this book covers in
Chapters 7 through 10. The controls offered in this chapter cannot compare with
the secure use of a protocol such as Kerberos. However, any protection is better
than no protection; so get started.

© 2002 by CRC Press LLC



Chapter 7

Implementing
AAA Security Services

In this chapter, you will learn about:

Authentication, authorization, and accounting security services
Selecting a security server

TACACS+

RADIUS

Kerberos

Chapter 6 began the issue of authentication. This chapter delves further into
this topic.

Accessing the Network

When thinking about securing your network, keep in mind the three primary
ways someone can gain access to your network:

1. Through public networks, such as the Internet
2. Through virtual private networks (VPNs)
3. Through dial-in

The first two access points are relatively easy to cover and their security is
addressed in Chapter 8. However, the requirement to support dial-in users might
prove to be the security administrator’s biggest challenge. This is especially true
if you allow users to dial in directly to their workstations or servers, bypassing
all other security methods in place.

Either the plain old telephone system (POTS) or an ISDN connection can
provide dial-in access. Because ISDN connections are relatively expensive, there
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are usually fewer individuals who have an ISDN connection to the desktop.
However, the cost of telephone connections is so low that it is reasonable for
individuals to have dedicated lines at the desktop.

Within some organizations, there are individuals or groups who insist that they
must skirt ordinary security controls because it interferes with their business
objectives. They cite the perceived needless expense as compromising the business
case of an otherwise profitable venture. They lobby hard to senior management
to accept the risk. They often claim that they will put in mitigating manual
procedures or that the risk is so low that it is not worth the worry.

Other times, you will find application developers who state that they cannot
support the application in a timely manner when they cannot have dial-in.
Likewise, administrators cannot guarantee timely support for the network or the
system without dial-up. Senior and Executive Management are also the culprits.
They want to access e-mail or their systems with limited hassles and delay; and
they cannot bother with access tokens or one-time passwords. After all, they say
it is only e-mail and not anything sensitive or confidential. This poses a dilemma
for the person tasked with maintaining the perimeter and network security.
Supertficially, the arguments are compelling. It usually involves something quite
rational: someone wants dial-up to test an application; another person wants to
debug software or hardware; a salesperson wants to demo a product or get the
latest production schedule.

These requirements often lead to multiple entry points into the organization.
A system administrator gets Windows 2000 Server, implements Routing and Remote
Access Services (RRAS), and allows dial-in. Someone else implements dial-up on
the new UNIX system. Once the network starts to become open to unfettered
remote access, it is very difficult for the security or network administrator to regain
control. For one thing, backing out anything in place is next to impossible. God
created the Earth in six days only because there was no installed base! Taking
away their dial-up is close to impossible once they taste freedom.

Looking at Dial-In Issues

The use of dial-in raises some serious issues in an organization, including:

B Joss of network management effectiveness. Individuals can add new nodes,
connect to public networks, and offer users an entry point into your
network. How can you manage a network when you do not know what
it really looks like? Where are all the entry points?

B Decentralization of security. Allowing users to directly access other net-
works or their system decentralizes security. You have now placed the
control in their hands. These individuals might have a different view of
security and might not set up access at all, or might use an easily guessed
passcode. How do you manage this?

B Cost of additional analog lines. When you can eliminate phone lines
through consolidation, you will see real savings. Not everyone can use a
modem all the time and at the same time; so, intuitively, your organization
is paying for more lines than it really needs. (If someone is using his or
her modem all the time, then perhaps you should look at a dedicated line,
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ISDN, cable, or DSL — something a little more cost-effective and efficient
than direct demand dial.) How much do all the phone lines cost your
organization in hard money?

Lack of global autbhentication. Windows NT and 2000 Servers have chal-
lenge/response, which is different from PCAnywhere authentication, which
is different from OS/390 Security Server, etc. You start to rely on the built-
in security of the various operating systems and all the vagaries of this.
How do you ensure every operating system is up-to-date on all fixes,
patches, put tapes, releases, and versions? How do you ensure they are
secure?

Backdoor circumvention of the firewall system. You can put very good
rules in your firewall devices; but when someone can dial in to some
device behind the firewall, then they can bypass your rules and, hence
your policy. How do you enforce your policy at the front door when
everybody is running in and out the backdoor?

Bypass censorship. Your policy prohibits staff from accessing a neo-Nazi
or other pornographic site, but now they can dial direct. Further, a user has
the ability to transfer data of a sensitive nature outside the organization —
explicitly against your policy. Under normal conditions, the proxy server
or some other device would have blocked such transfers. How do you
prevent users from accessing sites that might lead to sexual harassment or
other litigation?

Heightened risk to host systems. Without the benefits of rigorous and robust
security controls, your hosts are at more risk to viruses, Trojan horses,
worms, and other malware. How do you scan for malware at the perimeter
when you are not sure where the perimeter is?

Lack of attention. Unless the administrator is totally aware of the dial-in
connections and has control over them, it is unlikely that he or she will
attempt to control the connections, preferring instead to wait for a problem.
At this point, the administrator will leap right in and say that they should
not have dial-up and should have used the corporate authorized method.
That is, they will assist in shooting the wounded. This also might result
in the lack of differentiation between the dial-up user and a local user —
with potentially disastrous results. Who is responsible for securing the
access point? How do you ensure that the individual upholds the respon-
sibility? How do you hold that person accountable?

Developing Your Policy

Thus, there are issues that need resolution. Accordingly, your organization needs
to develop a well-defined policy on dial-up and the requisite controls. Base your
policy on a formal risk analysis. A good policy will answer the following questions:

Al A e

Who will have authority to use dial-in?
What can they access?

Where can they access the network?
When can they access the network?
How can they access the network?
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The policy, at a minimum, should cover the following:

Authorization required to use dial-up

Use of a separate security layer

Controlled access path

User destination filtering

Controls over the use of lines (especially analog lines)

Policy on the use of remote node (i.e., access servers)

Policy on remote control and desktop modems

Session integrity (e.g., how the system deals with drop-off or add-on
sessions)

9. Authentication (based on risk analysis)

PN AN AR =

It is much easier to maintain than to regain control. But having said that, it
still is possible to move from a less secure environment to a more secure
environment. So, as much as practical, centralize dial-in and implement strong
access control. Put your eggs in one basket and watch the basket very carefully.
Having users enter your network at a single point simplifies administration.

Authenticating Dial-In Users

The most commonly used protocols for dial-in are the Point-to-Point Protocol
(PPP) and Serial Line Internet Protocol (SLIP). Access control is the way one
controls who is allowed access to the network server and what services they
are allowed to use once they have access. Cisco routers employ user-based
authentication and authorization for access to network resources, including
access to the router itself. Authentication is the process that verifies the identity
of the user. Authorization generally follows immediately after authentication and
ensures that a user actually has the permissions necessary to access a resource.
Chapter 6 revealed that you could accomplish some of your security goals using
the Password Authentication Protocol (PAP) and Challenge Handshake Authen-
tication Protocol (CHAP) for dial-in. Chapter 6 also discussed TACACS and
XTACACS for authentication; both allow you to build a database of users and
passwords. Imagine the overhead required to implement a policy that requires
500 users to have access and requires them to change their passcode on a
monthly basis. These solutions are viable for small environments, but the
overhead might become unmanageable in a larger environment. Consequently,
separate security services are commonly used (e.g., RADIUS and TACACS+). To
authenticate large numbers of users, you need to have a database that stores
usernames and passwords. This is where TACACS+ and RADIUS servers come
into play. Refer to the section “Selecting Security Servers” later in this chapter
when you are in the position where you must make a choice between security
servers. These solutions provide the added benefit of including authorization
and accounting as well. Authentication, authorization, and accounting (AAA)
network security services provide the primary framework for setting up access
control on your router or access server.
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Defining AAA

AAA is an architectural framework for configuring a set of three independent
security functions in a consistent manner. AAA provides a modular way of
performing the following services: authentication, authorization, and accounting.

Authentication

Authentication provides the method for identifying users, including log-in and
password dialog; challenge and response; messaging support; and, depending on
the security protocol selected, encryption. An example is the system authenticates
user Peter through the use of a passcode known only to Peter.

Authentication is the way your system identifies a user prior to allowing access
to the network and network services. You configure AAA authentication by
defining a named list of authentication methods and then applying that list to
various interfaces. The method list defines the types of authentication and the
sequence for querying; you must apply a method list to a specific interface before
the router will perform any of the defined authentication methods.

The only exception is the default method list (which, coincidentally, is named
“default”). The router automatically applies the default method list to all interfaces
when you do not define another method list. A defined method list overrides the
default method list.

There are various options for authentication. For example, TACACS+ and
RADIUS allow for multiple forms of authentication, including:

Digital certificates

One-time passwords

Changeable passwords

Static passwords

UNIX authentication using the /etc/passwd file
NT and 2000 challenge and response

You must define all authentication methods, except for local, line password,
and enable authentication, using AAA. For information about configuring authen-
tication methods, refer to Chapter 8, “AAA Authentication.” For local, line, and
enable passwords, refer to Chapter 6.

Authorization

Authorization provides the method for remote access control, including one-time
authorization or authorization for each service; per-user account list and profile;
user group support; and support of IP, IPX, ARA, and Telnet. For example, Peter
works in the payroll department; thus, his manager authorizes him to access
payroll data in the fulfillment of his job.

AAA authorization works by assembling a set of attributes describing the user’s
authorities; for example, programs, databases, rows, columns, and data. The system
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compares these attributes to the information contained in a database for a given user
and AAA receives the result to determine the user’s actual capabilities and restrictions.
You can maintain a local database on the access server or router, or you can host
it remotely on a RADIUS or TACACS+ security server. Remote security servers such
as RADIUS and TACACS+ authorize users for specific rights by associating attribute-
value (AV) pairs, which define those rights, with the appropriate user.

You use AAA to define all authorization methods. As with authentication, you
configure AAA authorization by defining a named list of authorization methods
and then applying that list to various interfaces. For information about configuring
authorization using AAA, refer to Chapter 9, “AAA Authorization.”

Accounting

Accounting provides the method for collecting and sending security server infor-
mation used for billing, auditing, and reporting, such as user identities, start and
stop times, executed commands (such as PPP), number of packets, and number
of bytes. When Peter passes authentication and authorization, you can record data
about the user and the time and date of the access.

With accounting, you can track the services users access as well as the amount
of network resources they consume. When you activate AAA accounting, the
network access server reports user activity to the TACACS+ or RADIUS security
server (depending on the security method you have implemented) in the form
of accounting records. Each accounting record is comprised of accounting AV
pairs and is stored on the access control server. The administrator can analyze
this data for network management, client billing, or auditing purposes. All account-
ing methods must be defined through AAA. As with authentication and authori-
zation, you configure AAA accounting by defining a named list of accounting
methods and then applying that list to various interfaces. For information about
configuring accounting using AAA, refer to Chapter 10, “AAA Accounting.”

In many circumstances, AAA uses protocols such as RADIUS, TACACS+, and
Kerberos to administer its security functions. If your router or access server is
acting as a network access server, AAA is the way you establish communication
between your network access server and your RADIUS, TACACS+, or Kerberos
security server. For information about TACACS+, RADIUS, and Kerberos refer to
Chapters 12 through 14.

Although AAA is the primary (and recommended) method for access control,
Cisco IOS software provides additional features for simple access control (refer
back to Chapter 6, “Non-AAA Authentication”) that are outside the scope of AAA,
such as local username authentication, line password authentication, and enable
password authentication. However, these features do not provide the same degree
of access control possible using AAA.

In some cases, you might implement one, two, or all three AAA functions. For
example, your company only wishes to authenticate users when they attempt to
access a certain resource, so you only need to configure authentication. But when
you want to create an audit trail to record what accessed the resource, you would
need to configure authentication and accounting.

Exhibit 1 shows how an Internet service provider (ISP) might implement AAA.
A dial-in client wants to browse the site www.pdaconsulting.com. So the client
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Exhibit 1 ISP Implementation

dials out through the public switched telephone network (PSTN) to connect to
the ISP. The client must log on when prompted by the network access server
(NAS) or they cannot access the Internet. The NAS queries the AAA server with
the credentials provided by the client. The AAA server validates the credentials
and returns the response to the NAS, which lets them connect and request
www.pdaconsulting.com. Most likely, the ISP is logging all customer connections
to the syslog server. This is an example of authentication and accounting.

Benefits of Using AAA

AAA provides a security mechanism to implement an organization’s policy and
protect assets by permitting only certain authorized entities to access those assets.
AAA governs what those entities can do once they are authenticated and can log
what actions those entities perform.
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AAA provides the following benefits when implemented correctly:

Increased flexibility and control

Scalability

Centralized administration

Standardized authentication methods, such as TACACS+ and RADIUS
Multiple backup systems

For example, you have 100 Cisco routers, PIX firewalls, or switches. By default,
each and every device will need one password for user mode (where configured
on the console or VTY lines) and one password for privileged mode. If you
practice safe-hex, then you will need to change those passwords within a rea-
sonable time period (e.g., a month). You would need to communicate these
passwords to every administrator. This is an administrative nightmare. So instead,
you can use a centralized database for defining user accounts. You could also
define the authorities for each user so that you can define users and their privileges.

AAA provides a template that allows dynamic configuration of the type of
authentication, authorization, and accounting on a per-entity basis (i.e., user,
group, system, or system process). You can create lists that specify the method
for authentication and then apply the lists to interfaces or services.

Using a centralized security server for AAA implies a centralized database
containing the following information:

B User accounts for PPP, router access, firewall access, etc.
B User authorization information
B User activities

Having a centralized security server allows the network administrator to manage
all the user accounts and accounting information from a single database. This
makes user account management scalable.

You can specify backup systems in the event that your system cannot reach
your primary authentication mechanism or it is down. If the authentication server
fails to respond to a request, AAA will automatically redirect the request to the
next server in sequence.

Implementing AAA

AAA is designed to enable you to dynamically configure the type of authentication
and authorization you want on a per-line (per-user) or per-service (e.g., IP, IPX,
or VPN) basis. You define the type of authentication and authorization you want
by creating method lists and then applying those method lists to specific services
or interfaces.

Note: The older, not recommended protocols, TACACS and Extended
TACACS, are not compatible with AAA. Thus, if you select these
security protocols, you cannot take advantage of the AAA security
services.
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Exhibit 2 Typical AAA Network Configuration

Method Lists

A method list is simply a list defining the authentication methods to be used, in
sequence, to authenticate a user. Method lists enable you to designate one or
more security protocols to be used for authentication, thus ensuring a backup
system for authentication in case the initial method fails. Cisco IOS software uses
the first listed method to authenticate users; should that method not respond, the
Cisco I0S software selects the next authentication method listed in the method
list. This process continues until there is successful communication with a listed
authentication method or the authentication method list is exhausted, in which
case authentication fails.

Note: Cisco IOS software attempts authentication with the next listed
authentication method only when there is no response from the pre-
vious method. If authentication fails at any point in this process —
meaning that the security server or local username database responds
by denying the user access — the authentication process stops and
the router will not attempt other authentication methods.

Using AAA

Exhibit 2 shows a typical AAA network configuration that includes three security
servers: Rland R2 are RADIUS servers and T1 is a TACACS+ server.
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Suppose your network administrator has defined a method list where the router
will contact R1 first for authentication information, then R2, T1, and then finally
the local username database on the access server itself. When a remote user
attempts to dial in to the network, the network access server first queries R1 for
authentication information. If R1 authenticates the user, it issues a PASS response
to the network access server and the router allows the user to access the network.
If R1 returns a FAIL response, the router denies access to the user and terminates
the session. When R1 does not respond, then the network access server processes
that as an ERROR and queries R2 for authentication information. This pattern
would continue through the remaining designated methods until the router either
authenticates or rejects the user or terminates the session. If all the authentication
methods return ERRORS, which the network access server would process as a
failure, the router would terminate the session.

Note: A FAIL response is significantly different from an ERROR. FAIL
means that the user has not met the criteria contained in the applicable
authentication database for successful authentication. Authentication
ends with a FAIL response. ERROR means that there is no response to
an authentication query from the security server. Because of this, no
device has attempted authentication. Only when the 10S detects an
ERROR will AAA select the next authentication method defined in the
authentication method list. Again, it terminates on a FAIL.

Setting up AAA

You must first decide what kind of security solution you want to implement. You
need to assess the security risks in your particular network and decide on the
appropriate means to prevent unauthorized entry and attack. For more information
about assessing your security risks and possible security solutions, refer to
Chapter 1, “The Need for Security.” Cisco recommends the use of AAA, no matter
how minor your security needs. (And so does this author.)

Configuring AAA is relatively simple once you understand the basic process
involved. To configure security on a Cisco router or access server using AAA,
follow this process:

1. Enable AAA using the aaa new-model global configuration command.
See the section “Enabling AAA” that follows.

2. If you decide to use a separate security server, configure the security server
protocol parameters. You need to set up RADIUS, TACACS+, or Kerberos,
whichever you choose. See Chapters 12 through 14 for help on setting up
your server. For TACACS+, the commands look like this:

2501-1 (config) #tacacs-server host <ip-address>
2501-1 (config) #tacacs-server key <serverkey>

The first command tells the router the IP address of the TACACS+ server.
The second line tells the router the shared password key with the security
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server. The password key always appears unencrypted in the configuration
file. See the section “Using Security Servers” for help with this step.

3. Define the method lists for authentication using the aaa authentica-
tion command. You will learn about this subject in its entirety in Chapter 8
and do it yourself in the Practice Session.

4. Apply the method lists to a particular interface or line, where required.
See the section “Applying a Method List” that follows.

5. Optionally, configure authorization using the aaa authorization com-
mand. Refer to Chapter 9, “AAA Authorization,” for a complete discussion
of this topic.

6. Optionally, configure accounting using the aaa accounting command.
Refer to Chapter 10, “AAA Accounting,” for a complete discussion of this
topic.

Enabling AAA

Before you can use any of the services that AAA network security services provide,
you need to enable AAA. When you enable AAA, you add a lot more auditing,
authentication, and accounting functionality. You can require authentication to
run a command at a specific level, enter enable mode, start an outbound Telnet
or rlogin session, or any type of network-related service request. Enabling AAA
is simple. To enable AAA, use the following command in global configuration
mode:

2501-1 (config) #aaa new-model

Note: When you enable AAA, you can no longer access the com-
mands to configure the older disparaged protocols: TACACS or
XTACACS. Should you decide to use TACACS or Extended TACACS
in your security solution, do not enable AAA.

You can disable AAA functionality with a single command when, for some
reason, you decide that AAA cannot meet your security needs but can be met by
using TACACS, Extended TACACS, or a line security method that you can imple-
ment without AAA. To disable AAA, use the following command in global
configuration mode:

2501-1 (config) #no aaa new-model

Using Security Servers

Once you enable AAA, you are ready to configure the other elements relating to
your selected security solution. Exhibit 3 describes AAA configuration tasks and
where to find more information.
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Exhibit 3 AAA Access Control Security Solutions Methods

Task Book Chapter

Configuring local log-in authentication Chapter 6, “Non-AAA Authentication”

Controlling log-in using security server Chapter 6, “Non-AAA Authentication”
authentication

Defining method lists for authentication Chapter 8, “AAA Authentication”

Applying method lists to a particular Chapter 7, “AAA Security Service,”
interface or line section: Applying a Method List

Configuring TACACS+ security protocol Chapter 12, “Configuring TACACS+"
parameters

Configuring RADIUS security protocol Chapter 13, “Configuring RADIUS”
parameters

Configuring Kerberos security protocol Chapter 14, “Configuring Kerberos”
parameters

Enabling TACACS+ authorization Chapter 9, “AAA Authorization”

Enabling RADIUS authorization Chapter 9, “AAA Authorization”

Enabling accounting Chapter 10, “AAA Accounting”

Applying a Method List

Once you configure the model and method list statements, you simply apply them
to individual interfaces. Take a look at an example in which you have a wide
area network connection to your remote office (serial interface 0 or SO) and you
have configured AAA as follows.

aaa new-model

! You will use AAA

tacacs-server 10.0.1.6

! Tell the system the TACACS+ server has this address

tacacs-server key mysecretkey

! The router and the server will use this key for encryption
when the router sends the key to the server

aaa authentication ppp remote-users tacacs+ login

! Set ppp authentication to use TACACS+ and local database
respectively. The list is named remote-users

You will now apply this to an interface. In Chapter 6, you saw that you could
use the following:

interface serial 0
! Connected to the remote office
ppp authentication chap pap

This is similar to what you did in Chapter 6, and does not accomplish our goal

of using AAA security services. To use TACAS+, you need to tweak the last
statement a little. Change it to:
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pppr authentication chap pap if needed remote-users callin

You will learn more about this command in Chapter 8. For now, this statement
tells the router to use CHAP for incoming PPP authentication when the router
has not previously authenticated the user with TACACS+. If CHAP is not available,
use PAP. You have defined the method list for TACACS and then used it with the
ppp authentication command that you applied to the interface.

There is one other thing you should probably do that you learned in Chapter 6.
You define how remote users using PPP will authenticate, but you must configure
how you log into the router for administrative purposes. If you rely on the
TACACS+ server, you might find yourself locked out when that server is down
or there is no communication between the router and the server for some unknown
reason. Therefore, you need to configure another method to access the console.
You saw how to do this in Chapter 6.

Selecting Security Servers

Cisco supports TACACS+, RADIUS, and Kerberos for authentication. The first two
provide the added benefit of supporting authorization and accounting as well.
They are also the most widely used. When considering your security server,
consider:

Vendor support

Open standard support
Product interoperability
Application compatibility
Security features

Protocol support

Password database protection

Also consider the following questions for your organization:

Do you already support a security server?

Is this only for your Cisco routers?

Should you have only one dedicated security server? Or more than one?
For which services should you configure AAA?

Is one security server easier to configure than another?

Looking at TACACS+

Terminal Access Controller Access Control System Plus (TACACS+) is an enhance-
ment to the TACACS protocol developed by Cisco. The enhancements include
the separation of authentication, authorization, and accounting. You can use the
services independently or together. For example, you could use Kerberos to
provide robust user authentication services and TACACS+ to provide authorization
and accounting services. The TACACS+ server:
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B Uses TCP port 49 to provide reliable and acknowledged transport

B Can encrypt the entire payload of the packet

B Supports multiple protocols, such as AppleTalk Remote Access, IP, NetWare
Asynchronous Services Interface, X.25, and NetBIOS

B Supports AAA

B Can provide greater control over router commands in user and privileged
EXEC mode

TACACS Authentication Examples

There is nothing like an example, so the following is an example showing TACACS
enabled for PPP authentication:

int async 1
pppr authentication chap
pPpp use-tacacs

The next example shows TACACS enabled for ARAP authentication:

line 3
arap use-tacacs

You will learn more about TACACS+ in Chapter 12.

Looking at RADIUS

RADIUS is a client/server protocol. The client is typically an NAS, router, or switch
that requests a service such as authentication or authorization from the RADIUS
server. A RADIUS server is usually a daemon running on a UNIX machine or
service running on a Windows NT or 2000 Server. The RADIUS server:

Uses UDP port so delivery is on a best-effort basis

Can encrypt only the password sent from the client to the server
Supports only IP

Combines authentication and authorization

Does not provide control over router commands in user and privileged
EXEC mode

You will learn more about RADIUS in Chapter 13.

Looking at Kerberos

Kerberos is an authentication mechanism only. You must adapt your host appli-
cations, in most instances, to support Kerberos. Project Athena at some Boston-
based universities (primarily MIT) developed Kerberos as a secure single sign-on
and ticket granting service. Because it only supports authentication, you would
either need to not use it or use it in conjunction with RADIUS or TACACS+ when
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Exhibit 4 Security Server Protocol Comparison

Protocol Authentication  Authorization — Accounting
TACACS+ Yes Yes Yes
RADIUS Yes Yes Yes
Kerberos Yes No No

you want both authorization and accounting services. You will learn more about
Kerberos in Chapter 14.

Exhibit 4 summarizes the three server security protocols and the functions they
serve.

Practice Session

In this Practice Session, you will practice the following:

Logging in

Saving log data

Switching modes

Pasting configuration files
Enabling AAA security services
Enabling and saving syslog data
Logging out

—_

Log in to the SimRouter Web page.

Tip: This Practice Session should not take even one hour. So, if you
are using SimRouter, wait until Chapter 8 and then schedule your
session. Of course, you can always schedule a session and catch up
on the material to this point. Practice only enhances your learning
experience. And, in addition, it is fun!

2. Double-click on router 2501-1 to telnet to that router. This will open a
console session.

3. Enter your Username and Password at the applicable prompt. These
are the ones you set up in Chapter 2. You will need to hit the Enter key
twice to get to the > prompt.

4. Again, save the log for your session. To do this, select | Terminal | Start
Logging | from the menu bar in the Telnet window. The Telnet client will
ask you where you wish to store the log and with what name. Your choice.
You are going to save the log so when you build this configuration file,
you can cut-and-paste this as a starting point in Chapter 8, rather than
having to enter the same information for every Practice Session.
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10.
11.

12.
13.
14.
15.
16.
17.
18.
19.

20.

21.
22.

Enter the enable mode:
2501-1#enable

When prompted to put in the enable secret password, enter november.
Type terminal length 0. This command instructs the router to scroll
through long command output without pausing (the —More— message).
You will paste the running-config that you saved from the Chapter 6
log. At the 2501-1# prompt, type config t.

If you did not do this in Chapter 6, open your log file with the text editor
of your choice (e.g., use | Start | Programs | Accessories | Notepad |).
Do a find on sh running-config and copy from the first “!” to “end.”
At the 2501-1 (config) # prompt, paste this configuration.

Type aaa new-model and press Enter.

Type aaa authentication ? and press Enter. Note the various options
for the aaa authentication command.

Type aaa authorization ? and press Enter. Note the various options
for the aaa authorization command.

Type aaa accounting ? and press Enter. Note the various options for
the aaa accounting command.

Type tacacs-server ? and press Enter. Note the various options for
the tacacs-server command.

Type sh running-config and press Enter. You will use this new
configuration to start the next Practice Session.

Type quit to log out from router 2501-1. Close the Telnet window and
return to the SimRouter Topology Map.

Repeat Steps 2 through 9 for router 2524-1, substituting 2524-1 for 2501-1.
Type aaa new-model and press Enter.

Type sh running-config and press Enter. You will use this new
configuration to start the next Practice Session.

Type quit to log out from router 2524-1. Close the Telnet window and
return to the SimRouter Topology Map.

Click on Log Out on the SimRouter Web page.

Study the running-configs from SimRouter (2501-1) and 2524-1. Try
to find the effects of the Practice Session in the configuration file. For
example, look for encrypted passwords or user peter.

Security and Audit Checklist

1.

Is there a policy about the use of authentication services in your organi-
zation?

B Yes

B No
Does your organization support AAA security services?

H Yes

B No
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3. Does your organization support:
B Authentication?
B Authorization?
B Accounting?
m All of the above?
B None of the above?
4. Does your organization support:
B TACACS?
B XTACACS?
B TACACS+?
B RADIUS?
B Kerberos?

Conclusion

This chapter introduces you to the concept of AAA security services. Cisco
recommends that you use AAA instead of TACACS, XTACACS, or local passwords.
AAA provides a practical mechanism to implement your security policy. Use
TACACS+, RADIUS, or Kerberos to create a centralized database for user accounts
and their privileges. This makes user account management flexible and scalable.

Deciding between TACACS+, RADIUS, and Kerberos is a big decision. They
receive further coverage in Chapters 12 through 14. Consider your existing security
services, vendor support, protocol support, overhead, and cost. Make this decision
after thorough analysis because it is key to the success of your authentication
scheme for dial-in public and private networks.

In the next chapter, you will configure the authentication methods you want
for your organization.
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Chapter 8

Implementing
AAA Authentication

In this chapter, you will learn about:

Creating method lists

Configuring ARA authentication
Configuring enable authentication
Configuring log-in authentication
Configuring NASI authentication
Configuring PPP authentication

Specifying the log-in input amount of time
Enabling password protection

Configuring message banners

As you saw in Chapter 7, you use the aaa new-model command to enable
AAA security services. Enabling it is not enough; you must also configure authen-
tication, which is the purpose of this chapter. To recap, you must complete the
following steps to use AAA authentication.

1.
2.

3.

4.

Enable AAA with the aaa new-model command.

If using a separate security server, configure RADIUS, TACACS+, or Ker-
beros.

Define the method lists for authentication with the aaa authentication
command. The default method list applies to all interfaces.

Apply the method lists to a particular interface or line, where required.

In Chapter 7 you also learned that:

B The router queries the methods in sequence to authenticate a user.
B You can designate one or more protocols for authentication.
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B The software uses the first method listed to authenticate, etc.
B [If authentication fails at any point, the process stops.

Creating method lists is key to unlocking the mysteries of AAA authentication.
Now, turn your attention to creating method lists.

Using Method Lists

In Chapter 7 you saw that it was fairly easy to use AAA authentication. To configure
AAA authentication, first define a named list of authentication methods and then
apply that list to various interfaces. The method list defines the types of authen-
tication the router will perform and their sequence. As a rule, you must apply
the method list to a specific interface before the router will perform any of the
defined authentication methods. The only exception is the default method list
(which Cisco, coincidentally, named “default”). The router automatically applies the
default method list to all interfaces except those that have a named method list
explicitly defined. A defined method list overrides the default method list.

A method list is simply a list describing the authentication methods to query,
in sequence, for user authentication. Method lists enable you to designate one or
more security protocols for use in authentication, thus ensuring a backup system
for authentication in the event the initial method fails or is unavailable. Cisco I0S
software uses the first method listed to authenticate users; when that method fails
to respond, Cisco IOS software selects the next authentication method listed in
the method list. This process continues until there is successful communication
with a listed authentication method, or the router exhausts all defined methods.

As stated in Chapter 7, Cisco IOS software attempts authentication with the
next listed authentication method only when there is no response from the
previous method. If authentication fails at any point in this cycle — meaning that
the security server or local username database responds by denying the user
access — the authentication process stops and the IOS software attempts no other
authentication methods. Thus, the order of authentication methods is important.

Creating a Method List

The syntax for specifying an authentication method list is:

aaa authentication service {default | list-name} methodl
[method2] [method3] [method4]

For authentication, there are five valid arguments for service, as shown in Exhibit 1:
arap, enable, login, nasi, and ppp. Exhibit 1 provides a brief description
of these services.

You can have up to four authentication methods per method list. Method2
through method4 are optional and the router will use them when looking for
another authentication mechanism. The access server or router uses the first
method and only uses the second when the first does not respond. There are 11
authentication methods in total, as shown in Exhibit 2.
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Exhibit 1 AAA Authentication Service Types

Service Description

arap Uses AppleTalk Remote Access Protocol list
enable Uses the enable mode list

login Uses the character mode connections

nasi Uses the NetWare Asynchronous Services Interface
PPP Uses the Point-to-Point Protocol

Exhibit 2 AAA Authentication Methods

Method Description

auth-guest

Allows a guest log-on only after the user has already logged in to the
EXEC mode

enable Uses the enable password for authentication

guest Allows a guest log-on

if-needed Authenticates only when the user has not already been authenticated
krb5 Uses Kerberos v5 for authentication

krb5-telnet

Uses Kerberos v5 for authentication of Telnet sessions; this method,
if used, must lead the list

line Uses the line password for authentication
local Uses the local database for authentication
none No authentication takes place

radius Uses RADIUS for authentication

tacacs+ Uses TACACS+ for authentication

So, you have five services and eleven authentication methods. This provides
for several options, but not all authentication methods are available for every
service. Exhibit 3 shows a compatibility matrix of the available services (first row)
and authentication methods (first column).

You can select any string value except default for 1ist-name you desire. As
just stated, AAA reserves the list name of default, which you can use to apply an
authentication method to all your router’s interfaces for all valid connections
without further configuration. This is a fairly useful feature but you might also
find that you want to use AAA for VTY authentication and not PPP. So be careful
how you apply authentication to interfaces. The following global configuration
command demonstrates the use of the default.

2501-1 (config) #aaa authentication login default tacacs+ local
This command sets up log-in authentication for all interfaces using TACACS+ as
the primary authentication method and, when TACACS+ does not respond, the
local database of the router. If you want to label the method list, you must apply

it to an interface. For example, the following creates a method list called admin1.

2501-1 (config) #aaa authentication login adminl tacacs+ local
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Exhibit 3 Authentication Services and
Methods Compatibility

Service
Method arap enable 1login nasi ppp
auth-guest Yes No No No No
enable No Yes Yes Yes No
guest Yes No No No No
if-needed No No No No Yes
krb5 No No Yes No Yes
krb5-telnet No No Yes No No
line Yes Yes Yes Yes No
local Yes No Yes Yes Yes
none Yes Yes Yes Yes Yes
radius Yes Yes Yes No Yes
tacacs+ Yes Yes Yes Yes Yes

Again, this list authenticates with TACACS+ and, failing a response, the local
database. You would then need to apply it to an interface, as follows:

2501-1 (config)#line vty 0 4
2501-1 (config-line) #log-in authentication adminl

These commands apply the list adminl to the VTY lines.

AAA Authentication Methods

The remainder of this chapter shows you how to configure AAA authentication
to implement Exhibit 3. You can see that you do have great flexibility in setting
up AAA authentication. Again, remember that you cannot use AAA features until
you enable AAA globally by issuing the aaa new-model command. For more
information on enabling AAA, refer to Chapter 7.

Configuring Log-In Authentication

The AAA security services facilitate a variety of log-in authentication methods.
Use the aaa authentication login command to enable AAA authentication
no matter what supported log-in authentication methods you decide to use. With
the aaa authentication login command, you create one or more lists of
authentication methods that the software tries at log-in.

To configure AAA log-in authentication, use the following commands, begin-
ning in global configuration mode.

2501-1 (config) #aaa new-model

2501-1 (config) #! Enable AAA globally

2501-1 (config) #aaa authentication login {default |
list-name} methodl [method2..]
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2501-1 (config)#! Create a local authentication list

2501-1 (config) #line [aux | console | tty | vtyl] line-number
[ending-1ine-number]

2501-1 (config)#! Enter line configuration mode

2501-1 (config-line)#login authentication {default |
list-name}

2501-1 (config-1line)#! Apply the authentication list

The keyword list-name is a character string used to name the list you are
creating. The keyword methodl refers to the actual method the authentication
algorithm tries first. The router uses the additional methods of authentication
(method2 to method4) only when the previous method returns an error, not when
it fails. To specify that the authentication should succeed even when all methods
return an error, specify none as the final method in the command line.

For example, to specify that authentication should succeed even when (in this
example) the TACACS+ server returns an error, enter the following:

2501-1 (config) #aaa authentication login default tacacs+ none

Note: Because the none keyword enables any user logging in to
successfully authenticate, use it only as a backup method of authen-
tication. And use it with discretion. Most likely, you would not make
the default none because this allows anyone in. But you might apply
it to a particular interface after performing a threat/risk assessment.

To create a default list that the router uses for log-in authentication, use the
default argument followed by the methods you want used in default situations.
The IOS software automatically applies the default method list to all interfaces.
For example, to specify RADIUS as the default method for user authentication
during log-in, enter the following:

2501-1 (config) #aaa authentication login default radius

Refer to Exhibit 3, which lists the supported log-in authentication methods.
From the list, you have the following options: enable, Kerberos, line, local,
RADIUS, and TACACS+.

Note: The 1login command only changes username and privilege
level but it does not execute a shell. Therefore, the client cannot
execute autocommands. Should you want the user to execute auto-
commands, you need to establish a Telnet session back into the
router (lLoop-back). Make sure that you configure the router for
secure Telnet sessions when you choose to implement autocom-
mands this way.
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Log-In Authentication Using Enable Password

Use the aaa authentication login command with the enable method
keyword when you want to specify the enable password as the log-in authenti-
cation method. For example, to specify the enable password as the method of
user authentication at log-in when you have not defined any other method list,
enter:

2501-1 (config) #aaa authentication login default enable

Before you can use the enable password as the log-in authentication method,
you need to define the enable password. Refresh your memory on this topic by
looking at Chapter 6, “Implementing Non-AAA Authentication.”

Log-In Authentication Using Kerberos

Authentication via Kerberos is different from most other authentication methods:
the user never sends the password to the remote access server. Before you can
use Kerberos as the log-in authentication method, you need to enable communi-
cation with the Kerberos security server. For more information about establishing
communication with a Kerberos server, refer to Chapter 14, “Configuring Kerberos.”

Use the aaa authentication login command with the krb5 method
keyword to specify Kerberos as the log-in authentication method. For example,
to specify Kerberos as the method of user authentication at log-in when you have
not defined any other method list, enter the following:

2501-1 (config) #aaa authentication login default krb5

Log-In Authentication Using Line Password

Use the aaa authentication login command with the line method
keyword to specify the line password as the log-in authentication method. For
example, to specify the line password as the method of user authentication at
log-in when you have not defined any other method list, enter the following:

2501-1 (config) #aaa authentication login default line

Before you can use a line password as the log-in authentication method, you
need to define a line password.

Log-In Authentication Using Local Password

Use the aaa authentication login command with the local method
keyword to specify that the Cisco router or access server will use the local
username database for authentication. For example, to specify the local username
database as the method of user authentication at log-in when you have not defined
any other method list, enter the following:
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2501-1 (config) #aaa authentication login default local

Log-In Authentication Using RADIUS

Use the aaa authentication login command with the radius method
keyword to specify RADIUS as the log-in authentication method. For example, to
specify RADIUS as the method of user authentication at log-in when you have
not defined any other method list, enter the following:

2501-1 (config) #aaa authentication login default radius

Before you can use RADIUS as the log-in authentication method, you need to
enable communication with the RADIUS security server. For more information
about establishing communication with a RADIUS server, refer to Chapter 13,
“Configuring RADIUS.”

Log-In Authentication Using TACACS+

Use the aaa authentication login command with the tacacs+ method
keyword to specify TACACS+ as the log-in authentication method. For example,
to specify TACACS+ as the method of user authentication at log-in when you
have not defined any other method list, enter the following:

2501-1 (config) #aaa authentication login default tacacs+

Before you can use TACACS+ as the log-in authentication method, you need
to enable communication with the TACACS+ security server. For more information
about establishing communication with a TACACS+ server, refer to Chapter 12,
“Configuring TACACS+.”

Configuring PPP Authentication

Many users access network access servers through dial-up using the POTS or ISDN.
Dial-up via POTS or ISDN bypasses the CLI completely because the router starts a
network protocol, such as PPP or ARA, as soon as it establishes the connection.

The AAA security services facilitate a variety of authentication methods for use
on serial interfaces running PPP. Use the aaa authentication ppp command
to enable AAA authentication no matter what supported PPP authentication
methods you decide to use.

To configure AAA authentication methods for serial lines using PPP, use the
following commands in global configuration mode:

2501-1 (config) #aaa new-model

2501-1 (config)#! Enable AAA globally

2501-1 (config) #aaa authentication ppp {default | list-name}
methodl [method?2..]
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2501-1 (config)#! Create a local authentication list
2501-1
2501-1
2501-1 (config) #ppp authentication {chap | pap | chap pap |

pap chap} [if-needed] {default | list-name} [callin]
2501-1 (config)#! Apply the authentication list

)
config)#interface interface-type interface-number
config)#! Enter interface configuration mode

(
(
(
(

The keyword list-name is any character string used to name the list you are
creating. The keyword methodl refers to the actual method the authentication
algorithm tries. The IOS only uses the additional methods of authentication
(method2 through method4) when the previous method returns an error, not
when it fails. To specify that the authentication should succeed even when all
methods return an error, specify none as the final method in the command line.

With the aaa authentication ppp command, you can create one or
more lists of authentication methods that the IOS tries when a user attempts to
authenticate using PPP. You apply these lists using the ppp authentication
line configuration command.

To create a default list to use when you do not specify a named list in the
ppp authentication command, use the default argument followed by the
methods you want used in default situations. For example, to specify the local
username database as the default method for user authentication, enter the
following:

2501-1 (config) #faaa authentication ppp default local

For example, to specify that authentication should succeed even when the
TACACS+ server returns an error, enter the following:

2501-1 (config) #aaa authentication ppp default tacacs+ none

Exhibit 3 lists the supported log-in authentication methods. From the list, you can
see that you have the following options: Kerberos, local, RADIUS, and TACACS+.

PPP Authentication Using Kerberos

Use the aaa authentication ppp command with the krb5 method keyword
to specify Kerberos as the authentication method for use on interfaces running
PPP. For example, to specify Kerberos as the method of user authentication when
you have not defined any other method list, enter the following:

2501-1 (config) #aaa authentication ppp default krb5
Before you can use Kerberos as the log-in authentication method, you need
to enable communication with the Kerberos security server. For more information

about establishing communication with a Kerberos server, refer to Chapter 14,
“Configuring Kerberos.”
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Note: Kerberos log-in authentication works only with PPP PAP
authentication.

PPP Authentication Using Local Password

Use the aaa authentication ppp command with the local method
keyword to specify that the Cisco router or access server will use the local
username database for authentication. For example, to specify the local username
database as the method of authentication for use on lines running PPP when you
have not defined any other method, enter the following:

2501-1 (config) #aaa authentication ppp default local

PPP Authentication Using RADIUS

Use the aaa authentication ppp command with the radius method
keyword to specify RADIUS as the authentication method for use on interfaces
running PPP. For example, to specify RADIUS as the method of user authentication
when you have not defined any other method list, enter the following:

2501-1 (config) #aaa authentication ppp default radius

Before you can use RADIUS as the authentication method, you need to enable
communication with the RADIUS security server. For more information about
establishing communication with a RADIUS server, refer to Chapter 13, “Config-
uring RADIUS.”

PPP Authentication Using TACACS+

Use the aaa authentication ppp command with the tacacs+ method
keyword to specify TACACS+ as the authentication method for use on interfaces
running PPP. For example, to specify TACACS+ as the method of user authenti-
cation when you have not defined any other method list, enter the following:

2501-1 (config) #aaa authentication ppp default tacacs+

Before you can use TACACS+ as the authentication method, you need to enable
communication with the TACACS+ security server. For more information about
establishing communication with a TACACS+ server, refer to Chapter 12, “Config-
uring TACACS+.”

Configuring AAA Scalability for PPP Requests

You can configure and monitor the number of background processes allocated
by the PPP manager to deal with AAA authentication and authorization requests.
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In previous Cisco IOS releases, the I0S only allocated one background process
to handle all AAA requests for PPP. This meant that you could not fully exploit
parallelism in AAA servers, and it created a bottleneck. The new AAA scalability
feature enables you to configure the number of processes you want to handle
AAA requests for PPP, thus increasing the number of users that your system can
simultaneously authenticate or authorize.

To allocate a specific number of background processes to handle AAA requests
for PPP, use the following command in global configuration mode:

2501-1 (config) #aaa processes number

2501-1 (config)#! Allocate a specific number of background
processes for PPP authentication and authorization
requests

The argument number defines the number of background processes earmarked
to process AAA authentication and authorization requests for PPP and you can
configure the number from 1 to 2,147,483,647. Because of the way the PPP
manager handles requests for PPP, this argument also defines the number of new
users that your router can simultaneously authenticate. Of course, you can increase
or decrease this argument at any time.

Note: Allocating additional background processes is not without
cost and may be expensive. You should configure the minimum
number of background processes capable of handling the AAA
requests for PPP. There is no set formula for calculating this value,
other than trial and error.

Enabling Double Authentication

Double authentication provides additional authentication for Point-to-Point Pro-
tocol (PPP) sessions. Previously, you could only authenticate PPP sessions using
a single authentication method: either PAP or CHAP. Double authentication
requires remote users to pass a second stage of authentication — after CHAP or
PAP authentication — before gaining network access.

This second (or double) authentication requires a password known to the user
but not stored on the user’s remote host. Therefore, the second authentication is
specific to a user, not to a host. This provides an additional level of security that
will be effective even when someone steals information from the remote host. In
addition, this provides greater flexibility by allowing customized network privileges
for each and every user.

The second-stage authentication can use one-time passwords such as token
card passwords, which are not supported by CHAP. If you use one-time passwords,
a stolen user password is of little use to the perpetrator.
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Understanding Double Authentication

With double authentication there are two authentication/authorization stages.
These two stages occur after a remote user dials in and initiates a PPP session.

In the first stage, the user logs in using the remote host name. CHAP (or PAP)
authenticates the remote host and then PPP negotiates with AAA to authorize the
remote host. In this process, the router assigns the network access privileges
associated with the remote host to the user.

Tip: The network administrator should restrict authorization at this
first stage to allow only Telnet connections to the local host.

In the second stage, the remote user must telnet to the network access server
for authentication. When the remote user logs in, AAA log-in authentication must
authenticate the user. The user must then enter the access-profile command
for AAA reauthorization. When this authorization is complete, the router has
double authenticated the user and the user can access the network according to
per-user network privileges.

The system administrator determines what network privileges remote users
will have after each stage of authentication by configuring appropriate parameters
on a security server. To use double authentication, the user must activate it by
issuing the access-profile command.

Caution: Double authentication can cause certain undesirable
events if multiple hosts share a PPP connection to a network access
server.

Configuring Double Authentication

To configure double authentication, you must complete the following steps:

1. Enable AAA using the aaa-new model global configuration command.
For more information on enabling AAA, refer to Chapter 7, “Implementing
AAA Security Services.”

2. Use the aaa authentication command to configure your network
access server to use log-in and PPP authentication method lists; then apply
those method lists to the appropriate lines or interfaces.

3. Use the aaa authorization command to configure AAA network
authorization at log-in. For more information on configuring network
authorization, refer to Chapter 9, “Implementing AAA Authorization.”

4. Configure security protocol parameters (e.g., RADIUS or TACACS+). For
more information on TACACS+ and RADIUS, refer to Chapters 12 and 13,
respectively.
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5. Use access control list AV pairs on the security server that the user can
connect to the local host only by establishing a Telnet connection.

6. Optionally, configure the access-profile command as an autocom-
mand. If you configure the autocommand, remote users will not have to
manually enter the access-profile command to access authorized
rights associated with their personal user profile.

Note: If the access-profile command is configured as an auto-
command, users will still need to telnet to the local host and log in
to complete double authentication.

Access User Profile after Double Authentication

In double authentication, when a remote user establishes a PPP link to the local
host using the local host name, the router authenticates the remote host with
CHAP (or PAP). After CHAP (or PAP) authentication, PPP negotiates with AAA to
assign network access privileges associated with the remote host to the user.
Restrict privileges at this point to allow the user to connect to the local host only
by establishing a Telnet connection.

When the user needs to initiate the second phase of double authentication —
establishing a Telnet connection to the local host — the user enters a personal
username and password (different from the CHAP or PAP username and pass-
word). AAA performs re-authentication according to the personal username/pass-
word. The initial rights associated with the local host, however, are still in place.
By using the access-profile command, the rights associated with the local
host are replaced by or merged with those defined for the user in the user’s profile.

Use the following command in EXEC configuration mode:

2501-1 (config) #access profile [merge | replace | ignore-
sanity-checks]

If you configured the access-profile command to be executed as an auto-
command, it will be executed automatically after the remote user logs in.

Enabling Automated Double Authentication

You can make the double authentication process easier for users by implementing
automated double authentication. Automated double authentication provides all
of the security benefits of double authentication but offers a simpler, user-friendlier
interface for remote users. With double authentication, a second level of user
authentication is achieved when the user telnets to the network access server or
router and enters a username and password. With automated double authentica-
tion, the user does not have to telnet to the network access server; instead, the
user responds to a dialog box request for a username and password or personal
identification number (PIN). To use the automated double authentication feature,
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the remote user hosts must run a companion client application. This presently is
the kicker because there is currently only one such program.

Note: Automated double authentication, like the existing double
authentication feature, works with Multilink PPP ISDN connections
only. You cannot use automated double authentication with other
protocols such as X.25 or SLIP.

To configure automated double authentication, use the following commands
starting in global configuration mode:

2501-1 (config) #ip trigger-authentication [timeout seconds]
[port number]
2501-1 (config) #interface bri number

or

2501-1 (config) #interface serial number:23
2501-1 (config) #ip trigger-authentication

Troubleshooting Double Authentication

To troubleshoot automated double authentication, use the following privileged
commands:

2501-1#show ip trigger-authentication

2501-1#! Views the list of remote hosts where automated
double authentication has been attempted

2501-1#clear ip trigger-authentication

2501-1#! Clear the list of remote trigger-authentication
hosts where automated double authentication has been
attempted

2501-1#! This clears the table displayed by the show ip
trigger-authentication command

2501-1#debug ip trigger-authentication

2501-1#! View debug output related to trigger-authentication
automated double authentication.

Configuring ARA Authentication

With the aaa authentication arap command, you create one or more lists
of authentication methods that the IOS tries when AppleTalk Remote Access (ARA)
users attempt to log in to the router. You use these lists with the arap authen-
tication line configuration command.
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Note: ARA authentication is shown here for completeness. The
emphasis, however, of this book has been and is on IP.

Use at least the first of the following commands starting in global configuration
mode:

2501-1 (config) #aaa new-model

2501-1 (config) #! Enable AAA globally

2501-1 (config) #aaa authentication arap {default | list-name}
methodl [method2..]

2501-1 (config) #! Enable authentication for ARA users

2501-1 (config) #line number

2501-1 (config)#! Change to line configuration mode

2501-1 (config-1line) #autoselect arap

(

(

)
)

2501-1 (config-line) #! Enable autoselection of ARA

2501-1 (config-1line) #autoselect during-login

2501-1 (config-1line) #! Start the ARA session automatically at
login

2501-1 (config-1line) #arap authentication Iist-name

2501-1 (config-line) #! Enable TACACS+ authentication for ARA

The 1ist-name is any character string used to name the list you are creating.
The method refers to the actual list of methods the authentication algorithm tries,
in the sequence entered. The IOS only uses the additional methods of authenti-
cation (method2 through method4) when the previous method returns an error,
not when it fails. To specify that the authentication should succeed even when
all methods return an error, specify none as the final method in the command line.

To create a default list to use when you do not specify a named list in the
arap authentication command, use the default argument followed by
the methods you want used in default situations. For example, to create a default
AAA authentication method list used with the ARA protocol, enter the following:

2501-1 (config) #aaa authentication arap default if-needed
none

To create the same authentication method list for the ARA protocol but name the
list MIS-access, enter the following:

2501-1 (config) #aaa authentication arap MIS-access if-needed
none

Exhibit 3 lists the supported log-in authentication methods. From the list, you

can see that you have the following options: auth-guest, guest, line, local, and
TACACS+.
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ARA Authentication Allowing Authorized Guest Log-Ins

Use the aaa authentication arap command with the auth-guest method
keyword to allow guest log-ins only when the user has already successfully logged
in to the EXEC. You must list this method first in the ARA authentication method
list but you can follow it with other methods where it does not succeed.

For example, to allow all authorized guest log-ins — meaning log-ins by users
who have already successfully logged in to the EXEC — as the default method
of authentication, using RADIUS only when that method fails, enter the following:

2501-1 (config) #aaa authentication arap default auth-guest
radius

Note: By default, IOS disables guest log-ins through ARAP when you
initialize AAA. To allow guest log-ins, you must use the aaa
authentication arap command with either the guest or auth-
guest keyword.

ARA Authentication Allowing Guest Log-Ins

Use the aaa authentication arap command with the guest method
keyword to allow guest log-ins. You must list this method first in the ARA
authentication method list but you can follow it with other methods where it does
not succeed.

For example, to allow all guest log-ins as the default method of authentication,
using RADIUS only when that method fails, enter the following:

2501-1 (config) #aaa authentication arap default guest radius

Note: By default, IOS disables guest log-ins through ARAP when you
initialize AAA. To allow guest log-ins, you must use the aaa
authentication arap command with either the guest orauth-
guest keyword.

ARA Authentication Using Line Password

Use the aaa authentication arap command with the 1ine method keyword
to specify the line password as the authentication method. For example, to specify
the line password as the method of ARA user authentication when you have not
defined any other method list, enter the following:

2501-1 (config) #aaa authentication arap default line

© 2002 by CRC Press LLC



Before you can use a line password as the ARA authentication method, you
need to define a line password.

ARA Authentication Using Local Password

Use the aaa authentication arap command with the local method
keyword to specify that the Cisco router or access server will use the local
username database for authentication. For example, to specify the local username
database as the method of ARA user authentication when you have not defined
any other method list, enter the following:

2501-1 (config) #aaa authentication arap default local

For information about adding users to the local username database, see
Chapter 6, “Implementing Non-AAA Authentication.”

ARA Authentication Using TACACS+

Use the aaa authentication arap command with the tacacs+ method
keyword to specify TACACS+ as the ARA authentication method. For example, to
specify TACACS+ as the method of ARA user authentication when you have not
defined any other method list, enter the following:

2501-1 (config) #aaa authentication arap default tacacs+

Before you can use TACACS+ as the ARA authentication method, you need to
enable communication with the TACACS+ security server. For more information
about establishing communication with a TACACS+ server, refer to Chapter 12,
“Configuring TACACS+.”

Configuring NASI Authentication

With the aaa authentication nasi command, you can create one or more
lists of authentication methods that the router or network access server tries when
NetWare Asynchronous Services Interface (NASD) users attempt to log in to the
router. You use these lists with the nasi authentication line configuration
command.

Note: NASI authentication is shown here for completeness. The
emphasis, however, of this book has been and is on IP.

Use at least the first of the following commands starting in global configuration
mode:
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2501-1 (config) #aaa new-model

2501-1 (config) #! Enable AAA globally

2501-1 (config) #aaa authentication nasi {default | list-name}
methodl [method?2..]

2501-1 (config)#! Enable authentication for NASI users

2501-1 (config) #1line number

2501-1 ¢

2501-1 (config-1line) #nasi authentication Iist-name

2501-1 (config-1line)#! Enable authentication for NASI

config-line)#! Change to line configuration mode

The 1list-name is any character string used to name the list you are creating.
The method refers to the actual list of methods the authentication algorithm tries,
in the sequence entered.

The I0S uses the additional authentication methods only when the previous
method returns an error, not when it fails. To specify that the authentication
should succeed even when all methods return an error, specify none as the final
method in the command line.

To create a default list that is used when a named list is not specified in the aaa
authentication nasi command, use the default argument followed by the
methods you want to be used in default situations. For example, you might use:

2501-1 (config) #aaa authentication nasi default enable

Exhibit 3 lists the supported log-in authentication methods. From the list, you
can see you have the following options: enable, line, local, and TACACS+.

NASI Authentication Using Enable Password

Use the aaa authentication nasi command with the enable argument
to specify the enable password as the authentication method. For example, to
specify the enable password as the method of NASI user authentication when
you have not defined any other method list, enter the following:

2501-1 (config) #aaa authentication nasi default enable
Before you can use the enable password as the authentication method, you

need to define the enable password.

NASI Authentication Using Line Password

Use the aaa authentication nasi command with the 1ine method keyword
to specify the line password as the authentication method. For example, to specify
the line password as the method of NASI user authentication when you have not
defined another method list, enter the following:

2501-1 (config) #aaa authentication nasi default line
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Before you can use a line password as the NASI authentication method, you
need to define a line password.

NASI Authentication Using Local Password

Use the aaa authentication mnasi command with the local method
keyword to specify that the Cisco router or access server will use the local
username database for authentication information. For example, to specify the
local username database as the method of NASI user authentication when you
have not defined another method list, enter the following:

2501-1 (config) #aaa authentication nasi default local

NASI Authentication Using TACACS+

Use the aaa authentication nasi command with the tacacs+ method
keyword to specify TACACS+ as the NASI authentication method. For example,
to specify TACACS+ as the method of NASI user authentication when you have
not defined any other method list, enter the following:

2501-1 (config) #aaa authentication nasi default tacacs+

Before you can use TACACS+ as the authentication method, you need to enable
communication with the TACACS+ security server. For more information about
establishing communication with a TACACS+ server, refer to Chapter 12, “Config-
uring TACACS+.”

Specifying the Amount of Time for Log-In Input

The timeout login response command allows you to specify how long
the system will wait for log-in input (such as username and password) before
timing out. The default log-in value is 30 seconds; with the timeout login
response command, you can specify a timeout value from 1 to 300 seconds.

Use the following command in interface configuration mode to change the
log-in timeout value from the default of 30 seconds for an interface:

2501-1 (config-if) #timeout login response seconds
To change for a line, use the following command:

2501-1 (config-line) #timeout login response seconds

Enabling Password Protection at the Privileged Level

Use the aaa authentication enable default command to create a series
of authentication methods that the router uses to determine whether a user can
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access the privileged EXEC command level. You can specify up to four authen-
tication methods. The IOS uses the additional authentication methods only when
the previous method returns an error, not when it fails. To specify that the
authentication should succeed even when all methods return an error, specify
none as the final method in the command line.

Use the following command in global configuration mode:

2501-1 (config) #aaa authentication enable default methodl
[method2...]

The method refers to the actual list of methods the authentication algorithm tries, in
the sequence entered. Exhibit 3 lists the supported log-in authentication methods.

Changing the Text Displayed at the Password Prompt

Use the aaa authentication password-prompt command to change the
default text that the Cisco IOS software displays when prompting a user to enter
a password. This command changes the password prompt for the enable password
as well as for log-in passwords that remote security servers do not supply. The
no form of this command returns the password prompt to the following default
value:

Password:

The aaa authentication password-prompt command works when
using RADIUS as the log-in method. You can see the password prompt defined
in the command shown even when the RADIUS server is unreachable.

The aaa authentication password-prompt command does not change
any dialog supplied by a remote TACACS+ server. The aaa authentication
password-prompt command does not work with TACACS+. TACACS+ supplies
the NAS the password prompt to display to the users. When the TACACS+ server
is reachable, the NAS gets the password prompt from the server and uses that
prompt instead of the one defined in the aaa authentication password-
prompt command. When the TACACS+ server is not reachable, the router will
use the password prompt defined in the aaa authentication password-
prompt command.

Use the following command in global configuration mode:

2501-1 (config) #aaa authentication password-prompt text-
string

Configuring Message Banners for AAA Authentication

AAA supports the use of configurable, personalized log-in and failed log-in
banners. You can configure message banners that the router will display when a
user logs in to the system to be authenticated using AAA and when authentication,
for whatever reason, fails.
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Configuring a Log-In Banner

To create a log-in banner, you need to configure a delimiting character that notifies
the system that the following text string is to be displayed as the banner, and
then the text string itself. You repeat the delimiting character at the end of the
text string to signify the end of the banner. Use any single character in the
extended ASCII character set as the delimiting character; but once defined as the
delimiter, you cannot use that character in the text string making up the banner.

To configure a banner that the router will display whenever a user logs in
(replacing the default message for log-in), use the following commands in global
configuration mode:

2501-1 (config) #aaa new-model
2501-1 (config) #aaa authentication banner delimiter string
delimiter

The maximum number of characters that you can display in the log-in banner

is 2996.

Configuring a Failed Log-In Banner

To create a failed log-in banner, you need to configure a delimiting character that
notifies the system that the following text string is to be displayed as the banner,
and then the text string itself. You repeat the delimiting character at the end of
the text string to signify the end of the banner. Use any single character in the
extended ASCII character set as the delimiting character; but once defined as the
delimiter, you cannot use that character in the text string making up the banner.

To configure a message that the router will display whenever a user fails log-
in (replacing the default message for failed log-in), use the following commands
in global configuration mode:

2501-1 (config) #aaa new-model
2501-1 (config) #aaa authentication fail-message delimiter
string delimiter

The maximum number of characters that you can display in the failed log-in
banner is 2996.

Log-In and Failed Log-In Banner Configuration Examples

The following example configures a log-in banner (in this case, the phrase
“Authorized Access Only”) to display when a user logs in to the system. An
asterisk (*) is the delimiting character. RADIUS is specified as the default log-in
authentication method.

aaa new-model
aaa authentication banner *Authorized Access Only*
aaa authentication login default radius
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This configuration produces the following log-in banner:

Authorized Access Only
Username:

The following example additionally configures a failed log-in banner (in this
case, the phrase “Failed login. Please try again.”) to display when a user tries to
log in to the system and fails. An asterisk (*) is the delimiting character. Again,
RADIUS is specified as the default log-in authentication method.

aaa new-model

aaa authentication banner *Authorized Access Only*

aaa authentication fail-message *Failed login. Please try
again.*

aaa authentication login default radius

This configuration produces the following log-in and failed log-in banner:

Authorized Access Only
Username:

Password:

Failed login. Please try again.

At this point you should have a good grounding in AAA authentication. It is
now time to practice some of the commands from the chapter.

Practice Session

In this Practice Session, you will practice the following:

Logging in

Saving log data

Switching modes

Pasting configuration files
Enabling AAA security services
Enabling and saving syslog data
Logging out

—_

Log in to the SimRouter Web page.

Double-click on router 2501-1 to telnet to that router. This will open a

console session.

3. Enter your Username and Password at the applicable prompt. These
are the ones you set up in Chapter 2. You will need to hit the Enter key
twice to get to the > prompt.

4. Again, save the log for your session. To do this, select | Terminal | Start

Logging | from the menu bar in the Telnet window. The Telnet client will

ask you where you wish to store the log and with what name. Your choice.

N
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10.
11.

12.

13.
14.

15.
16.

17.
18.
19.

20.
21.

22.
23.

You are going to save the log so that when you build the configuration
file in this session, you can cut-and-paste it as a starting point in Chapter 9,
rather than having to enter the same information each session.

Enter the enable mode:

2501-1#enable

When prompted to put in the enable secret password, enter november.
Type terminal length 0. This command instructs the route to scroll
through long command output without pausing (the —More— message).
You will paste the running-config that you saved from the Chapter 7
log. At the 2501-1# prompt, type config t.

If you did not do it in Chapter 7, open your log file with the text editor
of your choice (e.g., use | Start | Programs | Accessories | Notepad |).
Do a find on sh running-config and copy from the first “!” to “end.”
At the 2501-1 (config) # prompt, paste this configuration.

Type aaa new-model and press Enter.

Type aaa authentication login radius-login RADIUS local
and press Enter. This command configures the router to use RADIUS for
authentication at the log-in prompt. If RADIUS returns an error, the user
is authenticated using the local database.

Type aaa authentication ppp radius-ppp if-needed radius
and press Enter. This command configures the Cisco I0S software to use
PPP authentication using CHAP or PAP if the user has not already logged in.
If the EXEC facility has authenticated the user, PPP authentication is not
performed.

Type 1line 3 and press Enter.

Type log-in authentication radius-login and press Enter. This
command enables the use-radius method list for line 3.

Type interface serial 0 and press Enter.

Type ppp authentication radius-ppp and press Enter. This com-
mand enables the user-radius method list for serial interface 0.

Type sh running-config and press Enter. You will use this new
configuration to start the next Practice Session.

Type quit to log out from router 2501-1. Close the Telnet window and
return to the SimRouter Topology Map.

Repeat Steps 2 through 9 for router 2524-1, substituting 2524-1 for 2501-1.
Type aaa new-model and press Enter.

Type aaa authentication ppp test tacacs+ local and press
Enter. This aaa authentication command defines a method list, “test,”
to be used on serial interfaces running PPP. The keyword tacacs+ means
that authentication will be done through TACACS+. If TACACS+ returns an
ERROR of some sort during authentication, the keyword local indicates
that authentication will be attempted using the local database on the
network access server.

Type interface serial 0 and press Enter.

Type ppp authentication chap pap test and press Enter. This
ppp authentication command applies the test method list to this line.
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24.

25.

20.

27.

28.

29.
30.

Type tacacs-server host 10.1.2.3 and press Enter. This tacacs-
server host command identifies the TACACS+ daemon as having an
IP address of 10.1.2.3.

Type tacacs-server key secret and press Enter. This tacacs-
server key command defines the shared encryption key to be “secret.”
Type aaa authentication ppp default if-needed tacacs+
local and press Enter. The keyword default applies PPP authentication
to all interfaces. The if-needed keyword means that when the user has
already authenticated by going through the ASCII log-in procedure, then
PPP is not necessary and is skipped. If authentication is needed, the
keyword tacacs+ means that authentication will be done through
TACACS+. If TACACS+ returns an ERROR of some sort during authentica-
tion, the keyword local indicates that authentication will be attempted
using the local database on the network access server.

Type sh running-config and press Enter. You will use this new
configuration to start the next Practice Session.

Type quit to log out from router 2524-1. Close the Telnet window and
return to the SimRouter Topology Map.

Click on Log Out on the SimRouter Web page.

Study the running-configs from SimRouter (2501-1) and 2524-1. Try
to find the effects of the Practice Session in the configuration file. For
example, look for encrypted passwords or user peter.

Security and Audit Checklist

1.

Do you use AAA authentication in your organization?
B Yes
B No
Do you have a default method for:
B ARAP?
B Enable?
B Login?
B NAST?
H PPP?
Are the default methods reasonable?
B Yes
® No
Which of the following enable authentication methods do you use?
B Enable
B Line
B RADIUS
B TACACS+
B None
Which of the following log-in authentication methods do you use?
B Enable
B Krb5
B Krb5-Telnet
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10.

11.

12.

13.

14.

15.

B Line
B Local
B RADIUS
B TACACS+
B None
Which of the following PPP authentication methods do you use?
B [f-needed
B Krb5
B Local
® RADIUS
B TACACS+
B None
Which of the following ARAP authentication methods do you use?
B Auth-guest
B Guest
W Line
B Local
B RADIUS
B TACACS+
Which of the following NASI authentication methods do you use?
B Enable
W Line
B Local
B TACACS+
B None
Are all the authentication methods appropriate?
B Yes
B No
Which of the following authentication enable default methods do you use?
B Enable
B Line
B RADIUS
B TACACS+
B None
Does you organization configure the number of processes allocated to PPP?
B Yes
® No
Do you use:
B Log-in banner?
B Failed log-in banner?
Did legal counsel review the legality of any banners?
B Yes
B No
Do you use double authentication?
B Yes
B No
Do you use automated double authentication?
H Yes
® No

© 2002 by CRC Press LLC



Conclusion

There is lots to reflect on. You started with the syntax for the aaa authentication
command. You learned that there are five services you can configure authentica-
tion: arap, enable, login, nasi, and ppp. In addition, there are eleven authentication
methods. The remainder of the chapter focused on providing examples of the
various service/method combinations. Finally, you learned how to configure
banners for log-in and failed log-in.

Chapter 9 continues with AAA security services by configuring aaa autho-
rization commands.
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Chapter 9

Implementing
AAA Authorization

In this chapter, you will learn about:

Configuring authorization

AAA authorization types

AAA authorization methods

Disabling authorization for global configuration commands
Authorization for reverse Telnet

Authorization attribute-value (AV) pairs

AAA authorization enables you to limit the services available to a user. When
you enable AAA authorization, the network access server uses information
retrieved from the user’s profile, which is located either in the local user database
or on the security server, to configure the user’s session. Once this is done, the
router will grant the user access to a requested service only when the information
in the user profile allows it.

The second part of AAA security services is authorization. Authorization is the
act of granting permission to a user, group of users, system, or system process.
For example, when users log in to a server, the administrator will preauthorize
them to use certain services such as file access or printing. On a router or network
access server, authorization may include the capability to access the network when
logging in using PPP or the capability to use a certain protocol such as FTP.

Note: Authorization method lists for SLIP follow whatever is config-
ured for PPP on the relevant interface. If you do not define lists and
apply them to a particular interface (or no PPP settings are config-
ured), the default setting for authorization applies.
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You can use a Cisco router to restrict user access to the network so that the
user can only perform certain functions after successful authentication. As with
authentication, you can use a local database or a security server to define the
capability of a user once authenticated.

Caution: Authenticated users who log in to the console line bypass
authorization, even when you configure authorization.

The capability to enter privileged EXEC mode is an example of authorization
enabled by default. Once you enter enable at the EXEC prompt, the IOS prompts
you for the enable router (assuming there is one). Should you enter the correct
password, the router authorizes you to use privilege EXEC mode. Instead of having
an enable password on every device, you can create a database of users who
may or may not access privileged EXEC mode. If your organization previously
configured a RADIUS or TACACS+ server (see Chapters 12 and 13), then you can
also specify who can access privileged mode, and the router will not rely on the
configured enable password or rely on it only in a fail-safe configuration on the router.

Caution: There are five commands associated with privilege level 0:
disable, enable, exit, help, and logout. Should you configure
AAA authorization for a privilege level greater than 0, the 10S will
not include those five commands in the privilege level command
set. This obviously might cause you some grief.

Starting with AAA Authorization

Before configuring authorization using named method lists, you must first perform
the following tasks:

1.

Enable AAA on your network access server. For more information about
enabling AAA on your Cisco router or access server, refer to Chapter 7,
“Implementing AAA Security Services.”

Configure AAA authentication. Authorization generally takes place after
authentication and relies on authentication to work properly. For more
information on AAA authentication, refer to the Chapter 8, “Implementing
AAA Authentication.”

Define the characteristics of your RADIUS or TACACS+ security server if
you are issuing RADIUS or TACACS+ authorization. For more information
about configuring your Cisco network access server to communicate with
your RADIUS and TACACS+ security servers, refer to Chapters 12 and 13,
“Configuring TACACS+” and “Configuring RADIUS,” respectively.

Define the rights associated with specific users by using the username
command when you are issuing local authorization.
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5. Create the administrative instances of users in the Kerberos key distribution
center by issuing the kerberos instance map command when using
Kerberos. For more information about Kerberos, refer to Chapter 14, “Con-
figuring Kerberos.”

Understanding AAA Authorization

Once the router authenticates the user, you can apply authorization to that user.
As with authentication, the first step is to create a method list. Both the syntax
and the reasoning behind the method list are similar to that for authentication.
One major difference is that you do not have to name the method list. The aaa
authorization command allows you to set parameters that restrict a user’s
network access. To enable AAA authorization, use the following commands starting
in global configuration mode:

2501-1 (config) #aaa authorization {network | exec | commands
level | reverse-access} {default | list-name} {tacacs+ |
if-authenticated | none | local | radius | krb5-instance}

2501-1(config)#line [aux | console | tty | vty] line-number
[ending-1ine-number}

2501-1 (config-line) #authorization {arap | commands level |
exec | reverse-access}{default | Ilist-name}

2501-1 (config) #ppp authorization {default | list-name}

Note: You cannot use this command with TACACS and Extended
TACACS.

In the command (first set of braces), you can see that the Cisco IOS software
supports four different types of authorization:

B exec applies to the attributes associated with a user EXEC terminal session.
This determines whether the user has the authorization to run an EXEC
shell.

B commands applies to the EXEC mode commands a user can issue. Com-
mand authorization attempts authorization for all EXEC mode commands,
including global configuration commands, associated with a specific priv-
ilege level.

B network applies to a network connection, including a PPP, SLIP, or ARAP
connection. This means that authorization is in effect for all network-related
service requests.

B reverse-access applies to reverse Telnet sessions.

Method lists for authorization define the ways the router will perform autho-

rization and the method sequence. This concept is identical to the way it works
with the authentication methods. A method list is simply a named list describing
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the authorization methods to query (e.g., RADIUS or TACACS+), in sequence.
Method lists enable you to designate one or more security protocols to use for
authorization, thus ensuring a backup system in case the initial method fails. Cisco
IOS software uses the first method listed to authorize users for specific network
services. If that method fails to respond, the Cisco I0OS software selects the next
method listed in the method list. This process continues until there is successful
communication with a listed authorization method, or the router exhausts all
defined methods.

Note: The Cisco 10S software attempts authorization with the next
listed method only when there is no response from the previous
method. If authorization fails at any point in this cycle — meaning
that the security server or local username database responds by
denying the user services — the authorization process stops and
the router or NAS will attempt no other authorization methods.

Cisco IOS software supports the following methods for authorization:

if~autbenticated. The user can access the requested function provided the
router has successfully authenticated the user.

krb5-instance. The network access server uses the instance defined by the
Kerberos Instance Map command for authorization.

local. The router or access server consults its local database, as defined
by the username command, to authorize specific rights for users. You
can only control a limited set of functions using the local database.
none. The network access server does not request authorization informa-
tion; the router does not perform authorization over this line/interface.

Note: By default, the router disables authorization for all actions
(which is equivalent to the keyword none).

RADIUS. The network access server requests authorization information from
the RADIUS security server. RADIUS authorization defines specific user
rights by associating attributes, which are stored in a database on the
RADIUS server, with the appropriate user.

TACACS+. The network access server exchanges authorization information
with the TACACS+ security daemon. TACACS+ authorization defines specific
user rights by associating attribute-value (AV) pairs, which are stored in a
database on the TACACS+ security server, with the appropriate user.

When you create a named method list, you are defining a particular list of
authorization methods for the indicated authorization type.
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Once defined, you must apply method lists to specific lines or interfaces before
the IOS will perform any of the defined methods. The only exception is the
default method list (which Cisco, coincidentally, named “default”). If you issue
the aaa authorization command for a particular authorization type without
a named method list specified, the router automatically applies the default method
list to all interfaces or lines except those with an explicitly defined named method
list. Thus, a defined method list overrides the default method list. When you do
not define a default method list, then no authorization takes place.

Let us recap the rules for authorization. To enable authorization for all network-
related service requests (including SLIP, PPP, PPP NCPs, and ARA protocols), use
the network keyword. To enable authorization to determine whether a user can
run an EXEC shell, use the exec keyword. To enable authorization for specific,
individual EXEC commands associated with a specific privilege level, use the
command keyword. This allows you to authorize all commands associated with
a specified command level from 0 to 15. To create a method list to enable
authorization for reverse Telnet functions, use the reverse-access keyword.

Using the above command syntax to apply authorization against RADIUS for
all commands at exec level 5, the command is:

2501-1 (config) #aaa authorization commands 5 default radius

TACACS+ Authorization

To have the network access server request authorization information via a
TACACS+ security server, use the aaa authorization command with the
tacacs+ method keyword. The following example uses a TACACS+ server to
authorize the use of network services, including PPP and ARA. When the TACACS+
server is not available or an error occurs during the authorization process, the
fallback method (none) is to grant all authorization requests:

2501-1 (config) #aaa authorization network tacacs+ none
The following example allows network authorization using TACACS+:
2501-1 (config) #aaa authorization network tacacs+

The following example provides the same authorization, but also creates
address pools called mci and att:

2501-1 (config) #aaa authorization network tacacs+
2501-1 (config) #ip address-pool local

2501-1 (config) #ip local-pool mci 10.1.0.1 10.1.0.255
2501-1 (config) #ip local-pool att 10.2.0.1 10.2.0.255

For more specific information about configuring authorization using a TACACS+
security server, refer to Chapter 12, “Configuring TACACS+.”
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If-Authenticated Authorization

To allow users to have access to the functions they request as long as they have
been authenticated, use the aaa authorization command with the if-
authenticated method keyword. If you select this method, the router auto-
matically grants all requested functions to authenticated users. To apply authori-
zation to network connections when already authenticated, use the following
command:

2501-1 (config) #aaa authorization network default
if-authenticated

None Authorization

There may be times when you do not want to run authorization from a particular
interface or line. To perform no authorization for the actions associated with a
particular type of authentication, use the aaa authorization command with
the none method keyword. If you select this method, the router disables autho-
rization for all actions. To apply no authorization to network connections, use
the following command:

2501-1 (config) #aaa authorization network default none

Local Authorization

To select local authorization, which means that the router or access server consults
its local user database to determine the functions a user is permitted, use the aaa
authorization command with the local method keyword. To specify that
authorization is the local user database for EXEC commands, use the following
command:

2501-1 (config) #aaa authorization exec default local

The functions associated with local authorization are defined using the username
global configuration command.

RADIUS Authorization

To have the network access server request authorization via a RADIUS security
server, use the aaa authorization command with the radius method
keyword. The following example shows how to configure the router to authorize
using RADIUS:

2501-1 (config) #aaa authorization exec radius if-
authenticated

2501-1 (config)#! Configures the NAS to contact the RADIUS
server to determine whether users are permitted to start
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an EXEC shell when they login. If an error occurs when the
network access server contacts the RADIUS server, the
fallback method is to permit the CLI to start, provided
the user has been properly authenticated

2501-1 (config) #aaa authorization network radius

2501-1 (config)#! Configures network authorization via
RADIUS: use to govern address assignment, the application
of access lists, and various other per-user quantities

The RADIUS information returned can be used to specify that an autocommand
or a connection access list be applied to this connection.

Note: Because no fallback method is specified in this example,
authorization will fail when, for any reason, there is no response
from the RADIUS server.

For more specific information about configuring authorization using a RADIUS
security server, refer to Chapter 13, “Configuring RADIUS.”

Kerberos Authorization

To run authorization to determine whether a user can run an EXEC shell at a
specific privilege level based on a mapped Kerberos instance, use the krb5-
instance method keyword. The following global configuration example maps
the Kerberos instance, admin, to enable mode:

2501-1 (config) #kerberos instance map admin 15

The following example configures the router to check the user’s Kerberos
instance and set appropriate privilege levels:

2501-1 (config) #aaa authorization exec krb5-instance

For more information, refer to Chapter 14, “Configuring Kerberos.”

Disabling Authorization for Global Configuration Commands

The aaa authorization command with the keyword command attempts
authorization for all EXEC mode commands, including global configuration com-
mands, associated with a specific privilege level. Because there are configuration
commands that are identical to some EXEC-level commands, there can be some
confusion in the authorization process. Using the no aaa authorization
config-command command stops the network access server from attempting
configuration command authorization. To disable AAA authorization for all global
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configuration commands, use the following command in global configuration
mode:

2501-1 (config) #no aaa authorization config-command

After you issue the aaa authorization command level method com-
mand, the router enables the no aaa authorization config-command
command by default. This means that all configuration commands in the EXEC
mode are authorized.

Be careful when using the no form of this command because it potentially
reduces the amount of administrative control over configuration commands.

Authorization for Reverse Telnet

In Chapter 5, “Managing Your Router,” you used Telnet to test connectivity
between one router and another. Telnet is a standard terminal emulation protocol
used for remote terminal connection. Normally, you log in to a network access
server (typically through a dial-up connection) and then use Telnet to access other
network devices from that network access server. There are times, however, when
it is necessary to establish a reverse Telnet session. In reverse Telnet sessions,
you establish the Telnet connection in the opposite direction — from inside a
network to a network access server on the network periphery to gain access to
modems or other devices connected to that network access server. Reverse Telnet
can provide users with dial-out capability by allowing them to Telnet to modem
ports attached to a network access server.

You must control access to ports accessible through reverse Telnet. Failure to
do so could, for example, allow unauthorized users free access to modems where
they can trap and divert incoming calls or make outgoing calls to unauthorized
destinations. The phreakers and crackers out there will run up your phone bills
and use your site to launch attacks on other people.

The router authenticates the user during reverse Telnet through the standard
AAA log-in procedure for Telnet. Typically, the user must provide a username
and password to establish either a Telnet or reverse Telnet session.

Reverse Telnet authorization provides an additional, but optional, level of
security by requiring authorization in addition to authentication. When enabled,
reverse Telnet authorization can use RADIUS or TACACS+ to authorize, whether
or not this user is allowed reverse Telnet access to specific asynchronous ports,
after the user successfully authenticates through the standard Telnet log-in pro-
cedure.

Reverse Telnet authorization offers the following benefits:

B An additional level of protection by ensuring that users engaged in reverse
Telnet activities are indeed authorized to access a specific asynchronous
port using reverse Telnet.

B An alternative method (other than access lists) to manage reverse Telnet
authorization.
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To configure a network access server to request authorization information from
a TACACS+ or RADIUS server before allowing a user to establish a reverse Telnet
session, use the following command in global configuration mode:

2501-1 (config) #aaa authorization reverse-access {radius |
tacacs+}

This feature enables the network access server to request reverse Telnet authori-
zation information from the security server, whether RADIUS or TACACS+. You
must configure the specific reverse Telnet privileges for the user on the security
server itself.

The following example causes the network access server to request authori-
zation information from a TACACS+ security server before allowing a user to
establish a reverse Telnet session:

2501-1 (config) #aaa new-model

2501-1 (config)#! Enables AAA

2501-1 (config) #aaa authentication login default tacacs+

2501-1(config)#! Specifies TACACS+ as the default method for
user authentication during login

2501-1(config) #aaa authorization reverse-access tacacs+

2501-1 (config)#! Specifies TACACS+ as the method for user
authorization when trying to establish a reverse Telnet
session

2501-1(config) #tacacs-server host 10.1.0.8

2501-1(config)#! Identifies the TACACS+ server

2501-1(config) #tacacs-server timeout 90

2501-1 (config)#! Sets the interval that the network access
server waits for the TACACS+ server to reply

2501-1(config) #tacacs-server key secretl

2501-1(config)#! Defines the encryption key used for all
communication between the NAS and the TACACS+ server

You also need to configure the TACACS+ server to grant a user, say Peter,
reverse Telnet access to a port, say TTY2, on the network access server named
NAS1. You do that with the following configuration in TACACS+:

user = peter

login = cleartext SimRouter
service = raccess {

port#l = nasl/tty2

For information on configuring TACACS+, refer to Chapter 12.

The following example causes the network access server to request authori-
zation from a RADIUS security server before allowing a user to establish a reverse
Telnet session:
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2501-1 (config) #aaa new-model

2501-1 (config)#! Enables AAA

2501-1 (config) #aaa authentication login default radius

2501-1 (config)#! Specifies RADIUS as the default method for
user authentication during login

2501-1 (config) #aaa authorization reverse-access radius

2501-1 (config)#! Specifies RADIUS as the method for user
authorization when trying to establish a reverse Telnet
session

2501-1 (config) #radius-server host 10.1.0.9

2501-1 (config)#! Identifies the RADIUS server

2501-1 (config) #radius-server key secret2

2501-1 (config)#! Defines the encryption key used for all
communication between the NAS and the RaDIUS server

You also need to configure the RAIDUS server to grant a user, say Peter,
reverse Telnet access to a port, say TTY2, on the network access server named
NAS1. You do that with the following configuration in RADIUS:

Password = “secret2”
User-Service-Type = Shell-User
cisco-avpalr = “raccess:port#l=nasl/tty2”

For information on configuring RADIUS, refer to Chapter 13.

Authorization Attribute-Value Pairs

RADIUS and TACACS+ authorization both define specific rights for users by
processing attributes, which you store in a database on the security server. For
both RADIUS and TACACS+, you define the attributes associated with the user
on the security server, and the security server sends them to the network access
server where they are applied to the user’s connection.

Practice Session

In this Practice Session, you will practice the following:

Logging in

Saving log data

Switching modes

Pasting configuration files
Enabling AAA security services
Enabling and saving syslog data
Logging out
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10.

11.

12.

13.

14.
15.
16.
17.
18.
19.

20.
21.

Log in to the SimRouter Web page.

Double-click on router 2501-1 to telnet to that router. This will open a
console session.

Enter your Username and Password at the applicable prompt. These
are the ones you set up in Chapter 2. You will need to hit the Enter key
twice to get to the > prompt.

Again, save the log for your session. To do this, select | Terminal | Start
Logging | from the menu bar in the Telnet window. The Telnet client will
ask you where you wish to store the log and with what name. Your choice.
You are going to save the log so that when you build a configuration file
in this Practice Session, you can cut-and-paste this in Chapter 10 as a
starting point, rather than having to enter the same information for each
Practice Session.

Enter the enable mode:

2501-1#enable

When prompted to put in the enable secret password, enter november.
Type terminal length 0. This command instructs the route to scroll
through long command output without pausing (the —More— message).
You will paste the running-config that you saved from the Chapter 8
log. At the 2501-1# prompt, type config t.

If you did not do this in Chapter 8, open your log file with any text editor
of your choice (e.g., use | Start | Programs | Accessories | Notepad |).
Do a find on sh running-config and copy from the first “!” to “end.”
At the 2501-1 (config) # prompt, paste this configuration.

Type aaa authorization exec radius if-authenticated and
press Enter. The aaa authorization exec radius if-authen-
ticated command queries the RADIUS database for information that is
used during EXEC authorization, such as autocommands and privilege
levels, but only provides authorization if the user has successfully authen-
ticated.

Type aaa authorization network radius and press Enter. The
aaa authorization network radius command queries RADIUS
for network authorization, address assignment, and other access lists.
Type sh running-config and press Enter. You will use this new
configuration to start the next Practice Session.

Type quit to log out from router 2501-1. Close the Telnet window and
return to the SimRouter Topology Map.

Repeat Steps 2 through 5 for router 2501-2, substituting 2501-2 for 2501-1.
Type aaa new-model and press Enter.

Type setup to launch setup mode.

When prompted to continue with the configuration dialog, enter yes.
Type no to Would you like to enter basic management setup.

When asked whether you want to see the current interface summary, enter
no. You are more than welcome to look at it, but there is nothing of value.
You are going to set these values.

At the Enter host name (2501-1) prompt, type 2501-2.

When prompted to put in the enable secret password, enter oscar.
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22.
23.
24.

25.

When prompted to enter the enable password, enter papa.

When prompted to enter the virtual terminal password, enter quebec.
When asked whether you want to Configure SNMP Network Management,
enter yes.

At the community string (public) prompt, enter a really strong
passcode that you can remember. If you just hit the Enter key, the router
will set the community string to public. Hopefully, none of the routers
in your organization are using the default community string of public.

Caution: Your SNMPv1 community strings are sent unencrypted and
someone with a packet analyzer could grab them. SNMPv2 offers
encrypted passwords. Consider using different community strings
for every router on your network to compartmentalize any password
compromise.

20.

27.

28.

Setup will ask you whether you want, in turn, to configure DECnet,
AppleTalk, IPX, IP, IGRP, RIP, and bridging. Enter yes to configure IP and
RIP; no to the others.

Now you must configure the interfaces. The router will ask you whether
you want to configure Ethernet0. The default is no, but enter yes. Type
yes to configure the IP address for the interface. Enter 10.9.0.1 for the
IP address for the interface and 255.0.0.0 for the subnet mask. Enter
no to bypass configuring Serial0 and Seriall.

Once you complete step 27, you should see the following:

The following configuration command script was created:
hostname 2501-2

enable secret 5 $1SFzEESBdzxWGpwJv/TTKYAr/E300
enable password papa

line vty 0 4

password quebec

snmp-server community public

|

no decnet routing

no appletalk routing

no ipx routing

ip routing

no bridge 1

|

interface EthernetO

no shutdown

ip address 10.9.0.1 255.0.0.0

no mop enabled

|

interface Serial0
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29.
30.
31

32.

33.

34.

35.

36.

37.

shutdown

no ip address

!

interface Seriall

shutdown

no ip address

dialer-list 1 protocol ip permit
dialer-1list 1 protocol ipx permit
!

router rip

redistribute connected

network 10.0.0.0

|

end

[0] Go to the IOS command prompt without saving this
config.

[1] Return back to the setup without saving this config.

[2] Save this configuration to nvram and exit.

Enter your selection [2]:

Review the configuration and type 2 to save the new configuration. The
IOS will automatically save the configuration to NVRAM.

Type aaa new-model and press Enter. The aaa new-model command
enables AAA network security services.

Type aaa authentication login admins local and press Enter.
This command names a method list, admins, for log-in authentication.
Type aaa authentication ppp dialins radius local and
press Enter. This command names the authentication method list dialins,
which specifies that RADIUS authentication then local authentication for
serial lines using PPP.

Type aaa authorization network mylan radius local and
press Enter. This command defines the network authorization method list
named mylan, which specifies to use RADIUS authorization on serial lines
using PPP. If the RADIUS server fails to respond, then the router will
perform local network authorization.

Type username root password romeo and press Enter. This com-
mand defines the username root and password for the PPP Password
Authentication Protocol (PAP) caller identification.

Type radius-server host radiusl and press Enter. This command
defines the name of the RADIUS server host — radiusl.

Type radius-server key sierra and press Enter. This command
defines the shared secret text string (sierra) between the network access
server and the RADIUS server host.

Type interface group-async 1 and press Enter. This command
selects and defines an asynchronous interface group.
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38.
39.

40.

41.

42.

43.

44,

45.
46.
47.
48.

49.
50.

Type group-range 1 16 and press Enter. This command defines the
member asynchronous interfaces in the interface group.

Type encapsulation ppp and press Enter. This command sets PPP as
the encapsulation method used on the specified interfaces.

Type ppp authentication chap dialins and press Enter. This
command selects Challenge Handshake Authentication Protocol (CHAP)
as the method of PPP authentication and applies the named dialins
method list to the specified interfaces.

Type ppp authorization mylan and press Enter. This command
applies the mylan network authorization method list to the specified
interfaces.

Type 1line 1 16 and press Enter. This command switches the configu-
ration mode from global configuration to line configuration and identifies
the specific lines being configured.

Type autoselect ppp and press Enter. This command allows a PPP
session to start up automatically on these selected lines.

Type autoselect during-login and press Enter. Use this command
to display the username and password prompt without pressing the Return
key. After the user logs in, the autoselect function (in this case, PPP) begins.
Type login authentication admins and press Enter. This command
applies the admins method list for log-in authentication.

Type modem dialin and press Enter. This command configures attached
modems to accept incoming calls only.

Type sh running-config and press Enter. You will use this new
configuration to start the next Practice Session.

Type quit to log out from router 2524-1. Close the Telnet window and
return to the SimRouter Topology Map.

Click on Log Out on the SimRouter Web page.

Study the running-configs from SimRouter (2501-1) and 2524-1. Try
to find the effects of the Practice Session in the configuration file. For
example, look for encrypted passwords or user peter.

Security and Audit Checklist

1.

Do you use AAA authorization in your organization?
B Yes
® No
Does your organization have a policy for AAA authorization?
B Yes
B No
Do you use authorization for the following:
B Commands?
B Exec?
B Network?
B Reverse-access?
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4. Which of the following enable authorization methods do you use?
m [f-authenticated
B Krb5-instance
B Local
B None
B RADIUS
B TACACS+
5. Are all the authorization methods appropriate?
B Yes
B No
6. Have you disabled authorization for global configuration commands?
H Yes
® No
7. Do you use authorization for reverse Telnet?
B Yes
B No

Conclusion

In this chapter, you saw how to configure authorization. AAA authorization enables
you to limit the services available to a user. You have to decide what authorization
(network, exec, commands, or reverse Telnet) a user gets, and then decide on
the authorization method (if-authenticated, krb5-instance, local, none, RADIUS,
or TACACS+) itself. When you AAA enable authorization, the network access
server uses information it retrieves from the user’s profile, located either in the
local user database or on the security server, to configure the user’s session. Once
done, the user gains access to a requested service only when someone provides
prior permission.

So there you have the second part of AAA security services. The last piece of
our AAA puzzle is accounting, which you will look at in Chapter 10.

Before moving on, make sure you have a good handle on both authentication
and authorization. Understand when and why you would use these functions.
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Chapter 10

Implementing
AAA Accounting

In this chapter, you will learn about:

Configuring AAA accounting

AAA accounting event types

AAA accounting triggers

AAA accounting methods
Monitoring accounting

Accounting attribute-value (AV) pairs

The previous two chapters covered AAA authentication and authorization.
These subjects are pretty intense. AAA accounting, the subject of this chapter, is
not quite as intense.

The concept of AAA accounting is pretty straightforward. Your organization
wishes to track which resources individuals or groups use. You might want to
track this information because you charge back for network use. That is, the IS
department charges other departments for access and resources consumed. You
also might provide support to other departments and need the information on
usage, dial-in access, and other data to do your job; or perhaps you are an ISP
and you want to track dial-in access for billing. There are myriad reasons for
accounting data. AAA accounting provides the capability to collect this data.

Although accounting is generally considered a management control, whether it
is network or financial, it also is a key security control. For example, using accounting
data, you can create a list of users and the time of day that they dialed in to the
network. You can record start and stop times, commands executed, number of
packets sent and received, and the number of bytes sent and received. Obviously,
this is useful information when trying to trace a particular problem on your system.

Another important use of accounting data is for change management purposes.
Assuming you set up accounting to collect the data, you can gather information
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on who made a change and the nature of that change. Again, this information is
extremely useful in troubleshooting. You can now determine whether or not the
change is legitimate, that is, an authorized or unauthorized change.

When you enable aaa accounting, the network access server (NAS) reports
user activity to the TACACS+ or RADIUS security server in the form of accounting
records. Where the NAS sends the data obviously depends on which security
server you configure in your organization. You might support both and the NAS
can write to both should you choose. Each accounting record contains accounting
attribute-value (AV) pairs. For example, the pair might be “address=10.8.0.6,”
where 10.8.0.6 is the value of the attribute address. The security server will store
all AV pairs it receives. You can then analyze the data for network management,
change management, client billing, and auditing purposes.

Starting with AAA Accounting

You must define all accounting methods through AAA security services. When
you activate accounting, the IOS globally applies it to all interfaces or lines on
the router or NAS, so you need not specify whether you want to apply accounting
enabled on an interface-by-interface or line-by-line basis. But you can! Before
configuring accounting using named method lists, you must first perform the
following tasks:

1. Enable AAA on your network access server. For more information about
enabling AAA on your Cisco router or access server, refer to Chapter 7,
“Implementing AAA Security Services.”

2. Configure AAA authentication. For more information on AAA authentica-
tion, refer to Chapter 8, “Implementing AAA Authentication.”

3. Configure AAA authorization. For more information on AAA authorization,
refer to Chapter 9, “Implementing AAA Authorization.”

4. Define the characteristics of your RADIUS or TACACS+ security server
when you are issuing RADIUS or TACACS+ authorization. For more infor-
mation on configuring your Cisco network access server to communicate
with your RADIUS and TACACS+ security servers, refer to Chapters 12 and
13, “Configuring TACACS+” and “Configuring RADIUS,” respectively.

5. Apply accounting to an interface or line.

6. Monitor accounting.

Configuring AAA Accounting

The AAA accounting feature enables you to track the services users are accessing
as well as the amount of network resources they are consuming. When you enable
aaa accounting, the network access server reports user activity to the TACACS+
or RADIUS security server (depending on the security method you implemented)
in the form of accounting records. Each accounting record contains accounting
attribute-value (AV) pairs and the IOS stores them on the security server. The
network access server monitors the accounting functions defined in either
TACACS+ attribute/value (AV) pairs or RADIUS attributes, depending on which
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Exhibit 1 AAA Accounting Event Types

Event Type Description

commands level Implementsaccounting for all commands at the specified privilege
level (0 to 15). Applies to the EXEC mode commands a user issues.
Command authorization attempts for all EXEC mode commands,
including global configuration commands, associated with a
specific privilege level. Data includes username, executed
commands, date, and time.

connection Implements accounting for outbound connections made from the
network access server, such as Telnet, local area transport (LAT),
packet assembler/disassembler (PAD), and rlogin.

exec Implements accounting for all user shell EXEC commands. Provides
information about user EXEC terminal sessions to the network
access server. Data includes username, date, start and stop times,
NAS or router IP address, and calling telephone number (for dial-
in clients) when you have CallerID enabled.

network Implements accounting for all network-related events, such as SLIP,
PPP, PPP NCPs, and ARA. Data includes packet and byte counts.
system Implements accounting for system-level events not associated with

users; for example, a reboot command.

security method you have implemented. Your system, network, or security admin-
istrator can analyze this data for network management, client billing, and auditing.

Following is the syntax for the aaa accounting global configuration
command.

2501-1 (config) #aaa accounting event-type {default | list-
name} {start-stop | wait-start | stop-only | none} methodl
[methodZ2]

Accounting method lists are specific to the requested type of accounting. AAA
supports five different event types for accounting, as shown in Exhibit 1.

The command syntax shows a trigger following the event type. The trigger
tells the security server when to start recording. In Exhibit 2, you have four options
for the trigger.

Tip: For minimal accounting, use the stop-only keyword, which
instructs the specified authentication system (RADIUS or TACACS+)
to send a stop record accounting notice, at the end of the requested
user process. For more accounting information, use the start-stop
keyword to send a start accounting notice at the beginning of the
requested event and a stop accounting notice at the end of the
event. You can further control access and accounting by using the
wait-start keyword, which ensures that the RADIUS or TACACS+
security server acknowledges the start notice before granting the
user’s process request.
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Exhibit 2 AAA Accounting Trigger

Trigger Description

start-stop Starts accounting at beginning and stops at end, which means the 10S
sends an accounting record as soon as a session begins. The IOS also
sends another record as soon as the session ends. The process will
start regardless of whether or not the security server received the
start command.

wait-start Start accounting at beginning and stop at end when acknowledged,
which means the 10S sends an accounting record after receiving an
acknowledgment from the security server that it started a session.
The 1OS also sends another record as soon as the session ends.

stop-only  Sends stop accounting notice at end of requested user process, which
means the 10S only sends a record when the session ends. The
record includes session statistics.

none Disables accounting services on the line or interface.

The parameters methodl and method2 only have two possible values. Cisco

B TACACS+. The network access server reports user activity to the TACACS+
security server in the form of accounting records. Each accounting record
contains accounting attribute-value (AV) pairs and is stored on the security
server.

B RADIUS. The network access server reports user activity to the RADIUS
security server in the form of accounting records. Each accounting record
contains accounting attribute-value (AV) pairs and is stored on the security
server.

To have the network access server send accounting information from a
TACACS+ security server, use the tacacs+ method keyword. For more specific
information about configuring TACACS+ for accounting services, refer to
Chapter 12, “Configuring TACACS+.”

To have the network access server send accounting information from a RADIUS
security server, use the radius method keyword. For more specific information
about configuring RADIUS for accounting services, refer to Chapter 13, “Config-
uring RADIUS.”

In the following sample configuration, you use RADIUS-style accounting to
track all usage of EXEC commands and network services, such as SLIP, PPP, and
ARAP:

2501-1 (config) #aaa accounting exec start-stop radius

2501-1 (config) #aaa accounting network start-stop radius

Named Method Lists for Accounting

Similar to authentication and authorization method lists, method lists for accounting
define the way the router will perform accounting. Named accounting method

© 2002 by CRC Press LLC



lists enable you to designate accounting services for a particular security protocol
to specific lines or interfaces.

Note: System accounting does not use named accounting lists; you
can only define the default list for system accounting.

Once again, when you create a named method list, you are defining a particular
list of accounting methods for the indicated accounting type.

You must apply accounting method lists to specific lines or interfaces before
the router or NAS will perform any of the defined methods. The only exception
is the default method list (which Cisco coincidentally named “default”). If you
configure the aaa accounting command for a particular accounting type
without specifying a named method list, the router or NAS automatically applies
the default method list to all interfaces or lines except those where you have
explicitly defined a named method list. A defined method list always trumps the
default method list. If you do not define a default method list, then no
accounting takes place.

Understanding AAA Accounting Types

As you just saw, Cisco I0S software supports five different kinds of accounting:

Command accounting
Connection accounting
EXEC accounting
Network accounting
System accounting

Command Accounting

Command accounting provides information about the EXEC shell commands for
a specified privilege level that is being executed on a network access server. Each
command accounting record includes a list of the commands executed for that
privilege level, as well as the date and time each command was executed and
the user who executed it.

The following example shows the information contained in a TACACS+ com-
mand accounting record for privilege level 1:

Mon Sep 11 09:39:11 2001 10.8.0.10 ptdavis tty5
5622329430/4327528 stop task_id=3 service=shell priv-
lvl=1 cmd=sh version <cr>

Mon Sep 11 09:39:23 2001 10.8.0.10 ptdavis tty5
5622329430/4327528 stop task_id=4 service=shell priv-
lvl=1 cmd=sh interface e0 <cr>
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Mon Sep 11 09:39:37 2001 10.8.0.10 ptdavis tty5
5622329430/4327528 stop task_id=5 service=shell priv-
lvl=1 cmd=sh ip route <cr>

In this example, you see an attribute pair in the first record of cmd=gh version
<cr>. The attribute is the command (cmd) and the value is the command the
user executed, that is, show version.

The following example shows the information contained in a TACACS+ com-
mand accounting record for privilege level 15:

Mon Sep 11 09:44:22 2001 10.8.0.10 ptdavis ttyb
5622329430/4327528 stop task_id=6 service=shell priv-
1v1l=15 cmd=config t <cr>

Mon Sep 11 09:44:38 2001 10.8.0.10 ptdavis ttyb
5622329430/4327528 stop task_id=7 service=shell priv-
1vl=15 cmd=interface s0 <cr>

Mon Sep 11 09:44:51 2001 10.8.0.10 ptdavis tty5
5622329430/4327528 stop task_id=8 service=shell priv-
1lvl=15 cmd=ip address 10.8.0.1 255.255.255.0 <cr>

Note: Cisco’s implementation of RADIUS does not support com-
mand accounting.

In this example, you see an attribute pair in the first record of priv-1v1=15.
The attribute is the privilege level (priv-1v1l) and the value is 15, the highest
privilege level.

Connection Accounting

Connection accounting provides information about all outbound connections made
from the network access server, such as Telnet, local area transport (LAT), TN3270,
packet assembler/disassembler (PAD), and rlogin.

The example in Exhibit 3 shows the information contained in a RADIUS
connection accounting record for an outbound Telnet connection.

In Exhibit 3, you see an attribute pair of User-Id = “ptdavis.” The
attribute is the user identifier (User-Id) and the value is the userid or username
of the user, that is, ptdavis. While looking at the examples, review the AV pairs.

The example in Exhibit 4 shows the information contained in a TACACS+
connection accounting record for an outbound Telnet connection.

The example in Exhibit 5 shows the information contained in a RADIUS
connection accounting record for an outbound rlogin connection, and the follow-
ing example shows the information contained in a TACACS+ connection account-
ing record for an outbound rlogin connection:
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Exhibit 3 RADIUS Connection Accounting
Record for an Outbound Telnet Connection

Mon Sep 11 09:47:07 2001

NAS-IP-Address = “10.8.0.10"
NAS-Port = 2

User-Name = “ptdavis”
Client-Port-DNIS = “4327528”"

Caller-ID = “5554101234"
Acct-Status-Type = Start
Acct-Authentic = RADIUS

Service-Type = Login

Acct-Session-ID = “00000009”
Login-Service = Telnet
Login-IP-Host = “10.8.0.7"
Acct-Delay-Time = 0
User-Id = “ptdavis”
NAS-Identifier = *10.8.0.10"
Mon Sep 11 09:47:51 2001
NAS-IP-Address = “10.8.0.10"
NAS-Port = 2
User-Name = “ptdavis”
Client-Port-DNIS = “4327528"

Caller-ID = “5554101234"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Login

Acct-Session-ID = *00000009”
Login-Service = Telnet
Login-IP-Host = “10.8.0.7”"

Acct-Input-Octets = 16590
Acct-Output-Octets = 123
Acct-Input-Packets = 89
Acct-Output-Packets = 147

Acct-Session-Time = 44
Acct-Delay-Time = 0

User-Id = “ptdavis”
NAS-Identifier = *10.8.0.10"

Mon Sep 11 10:13:05 2001 10.8.0.10 ptdavis ttyb
5622329430/4327528 start task _id=10 service=connection
protocol=rlogin addr=10.8.0.7 cmd=rlogin 10.8.0.7 /user
ptdavis
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Exhibit 4 TACACS+ Connection Accounting Record for an Outbound
Telnet Connection

Mon Sep 11 10:05:44 2001 10.8.0.10 ptdavis ttyb
5622329430/4327528 start task_1d=9 service=connection
protocol=telnet addr=10.8.0.7 cmd=telnet 10.8.0.7

Mon Sep 11 10:05:44 2001 10.8.0.10 ptdavis tty5
5622329430/4327528 stop task_id=9 service=connection
protocol=telnet addr=10.8.0.7 cmd=telnet 10.8.0.7
bytes_in=16590 bytes_out=123 paks_in=89 paks_out=147
elapsed_time=44

Mon Sep 11 10:13:27 2001 10.8.0.10 ptdavis ttyb
5622329430/4327528 stop task_id=10 service=connection
protocol=rlogin addr=10.8.0.7 cmd=rlogin 10.8.0.7 /user
ptdavis bytes_in=18867 bytes_out=88 paks_in=90
paks_out=137 elapsed_time=22

The following example shows the information contained in a TACACS+ con-
nection accounting record for an outbound LAT connection:

Mon Sep 11 10:18:13 2001 10.8.0.10 ptdavis tty5
5622329430/4327528 start task_id=11 service=connection
protocol=1lat addr=VAX cmd=lat VAX

Mon Sep 11 10:18:19 2001 10.8.0.10 ptdavis tty5b
5622329430/4327528 stop task_id=11 service=connection
protocol=lat addr=VAX cmd=lat VAX bytes_in=0 bytes_out=0
paks_in=0 paks_out=0 elapsed_time=6

EXEC Accounting

EXEC accounting provides information about user EXEC terminal sessions (user
shells) on the network access server, including username, date, start and stop
times, the access server IP address, and (for dial-in users) the originating telephone
number.

The example in Exhibit 6 shows the information contained in a RADIUS EXEC
accounting record for a dial-in user, and the following example shows the
information contained in a TACACS+ EXEC accounting record for a dial-in user:

Mon Sep 11 10:23:18 2001 10.8.0.10 ptdavis ttyb
5622329430/4327528 start task_i1d=12 service=shell

Mon Sep 11 10:24:19 2001 10.8.0.10 ptdavis tty5
5622329430/4327528 stop task _id=12 service=shell
elapsed_time=61
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Exhibit 5 RADIUS Connection Accounting
Record for an Outbound rlogin Connection

Mon Sep 11 10:10:47 2001

NAS-IP-Address = “10.8.0.10"
NAS-Port = 2

User-Name = “ptdavis”
Client-Port-DNIS = “4327528”"

Caller-ID = “5554101234"
Acct-Status-Type = Start
Acct-Authentic = RADIUS

Service-Type = Login

Acct-Session-ID = “0000000A"
Login-Service = Rlogin
Login-IP-Host = “10.8.0.7"
Acct-Delay-Time = 0
User-Id = “ptdavis”
NAS-Identifier = *10.8.0.10"
Mon Sep 11 10:11:11 2001
NAS-IP-Address = “10.8.0.10"
NAS-Port = 2
User-Name = “ptdavis”
Client-Port-DNIS = “4327528"

Caller-ID = “5554101234"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Login

Acct-Session-ID = *0000000A”"
Login-Service = Rlogin
Login-IP-Host = “10.8.0.7”"

Acct-Input-Octets = 18867
Acct-Output-Octets = 88
Acct-Input-Packets = 90
Acct-Output-Packets = 137

Acct-Session-Time = 44
Acct-Delay-Time = 0

User-Id = “ptdavis”
NAS-Identifier = *10.8.0.10"

The example in Exhibit 7 shows the information contained in a RADIUS EXEC
accounting record for a Telnet user, and the following example shows the
information contained in a TACACS+ EXEC accounting record for a Telnet user:
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Exhibit 6 RADIUS EXEC Accounting Record
for a Dial-In User

Mon Sep 11 10:20:10 2001

NAS-IP-Address = “10.8.0.10"
NAS-Port = 2

User-Name = “ptdavis”
Client-Port-DNIS = “4327528”"

Caller-ID = “5554101234"
Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Exec-User
Acct-Session-ID = “00000007"
Acct-Delay-Time = 0

User-Id = “ptdavis”

NAS-Identifier = *10.8.0.10"
Mon Sep 11 10:21:11 2001

NAS-IP-Address = “10.8.0.10"

NAS-Port = 2

User-Name = “ptdavis”

Client-Port-DNIS = “4327528"

Caller-ID = “5554101234"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Exec-User
Acct-Session-ID = “00000007"
Acct-Session-Time = 61
Acct-Delay-Time = 0

User-Id = “ptdavis”
NAS-Identifier = *10.8.0.10"

Mon Sep 11 10:29:23 2001 10.8.0.10 ptdavis tty5 10.8.0.115
start task _id=13 service=shell

Mon Sep 11 10:30:19 2001 10.8.0.10 ptdavis tty5 10.8.0.115
stop task_id=13 service=shell elapsed_time=56

Network Accounting

Network accounting provides information for all PPP, SLIP, or ARAP sessions,
including packet and byte counts. The example in Exhibit 8 shows the information
contained in a RADIUS network accounting record for a PPP user who comes in
through an EXEC session, and the following example shows the information
contained in a TACACS+ network accounting record for a PPP user who first
started an EXEC session:
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Exhibit 7 RADIUS EXEC Accounting
Record for a Telnet User

Mon Sep 11 10:25:20 2001

NAS-IP-Address = “10.8.0.10"
NAS-Port = 2

User-Name = “ptdavis”
Caller-ID = 10.8.0.115

Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Exec-User

Acct-Session-ID = “00000010"

Acct-Delay-Time = 0

User-Id = “ptdavis”

NAS-Identifier = *10.8.0.10"
Mon Sep 11 10:26:11 2001

NAS-IP-Address = “10.8.0.10"

NAS-Port = 2

User-Name = “ptdavis”

Caller-ID = 10.8.0.115
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Exec-User
Acct-Session-ID = “00000010"
Acct-Session-Time = 51
Acct-Delay-Time = 0

User-Id = “ptdavis”
NAS-Identifier = *10.8.0.10"

Mon Sep 11 10:47:29 2001 10.8.0.10 ptdavis tty5 562/4327528
start task_1d=19 service=shell

Mon Sep 11 10:48:19 2001 10.8.0.10 ptdavis tty5 562/4327528
start task _id=21 addr=10.8.0.205 service=ppp

Mon Sep 11 10:48:19 2001 10.8.0.10 ptdavis tty5 562/4327528
update task_id=21 addr=10.8.0.205 service=ppp protocol=ip
addr=10.8.0.205

Mon Sep 11 10:47:29 2001 10.8.0.10 ptdavis tty5 562/4327528
stop task_id=21 addr=10.8.0.205 service=ppp protocol=ip
addr=10.8.0.205 bytes_in=4025 bytes_out=123 pks_in=89
paks_out=147 elapsed_time=170

Mon Sep 11 10:53:19 2001 10.8.0.10 ptdavis tty5 562/4327528
stop task_id=19 service=shell elapsed_time=230
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Exhibit 8 RADIUS Network Accounting Record for a PPP
User Who Comes in through an EXEC Session

Mon Sep 11 10:39:25 2001

NAS-IP-Address = “10.8.0.10"
NAS-Port = 2

User-Name = “ptdavis”
Client-Port-DNIS = “4327528"
Caller-ID = “562"

Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Exec-User
Acct-Session-ID = “00000011"
Acct-Delay-Time = 0

User-Id = “ptdavis”
NAS-Identifier = *10.8.0.10"
Mon Sep 11 10:40:11 2001
NAS-IP-Address = “10.8.0.10"
NAS-Port = 2
User-Name = “ptdavis”
Client-Port-DNIS = “4327528"
Caller-ID = “562"

Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Framed

Acct-Session-ID = “00000012”
Framed-Protocol = PPP
Framed-IP-Address = “10.8.0.205”
Acct-Delay-Time = 0
User-Id = “ptdavis”
NAS-Identifier = *10.8.0.10"
Mon Sep 11 10:42:15 2001
NAS-IP-Address = “*10.8.0.10"
NAS-Port = 2
User-Name = “ptdavis”
Client-Port-DNIS = “4327528”"
Caller-ID = “562"

Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Framed

Acct-Session-ID = “00000012"
Framed-Protocol = PPP
Framed-IP-Address = “10.8.0.205"

Acct-Input-Octets = 4025
Acct-Output-Octets = 123
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Exhibit 8 RADIUS Network Accounting Record for a PPP
User Who Comes in through an EXEC Session (Continued)

Acct-Input-Packets = 89
Acct-Output-Packets = 147

Acct-Session-Time = 170

Acct-Delay-Time = 0

User-Id = “ptdavis”

NAS-Identifier = *10.8.0.10"
Mon Sep 11 10:46:15 2001

NAS-IP-Address = “10.8.0.10"

NAS-Port = 2

User-Name = “ptdavis”

Client-Port-DNIS = “4327528”"

Caller-ID = “562”

Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Exec-User

Acct-Session-ID = “00000011"
Framed-Protocol = PPP
Framed-IP-Address = “10.8.0.205"
Acct-Delay-Time = 0

User-Id = “ptdavis”
NAS-Identifier = *10.8.0.10"

Note: As they say in advertising circles, results may vary. The precise
format of accounting packets records may vary, depending on your
particular security server daemon.

The example in Exhibit 9 shows the information contained in a RADIUS
network accounting record for a PPP user who comes in through autoselect, and
the following example shows the information contained in a TACACS+ network
accounting record for a PPP user who comes in through autoselect:

Mon Sep 11 11:00:47 2001 10.8.0.10 ptdavis Async 562/4327528
start task_id=23 service=ppp

Mon Sep 11 11:01:19 2001 10.8.0.10 ptdavis Async 562/4327528
update task_id=23 service=ppp protocol=ip addr=10.8.0.205

Mon Sep 11 11:02:29 2001 10.8.0.10 ptdavis Async 562/4327528
stop task _id=23 service=ppp protocol=ip addr=10.8.0.205
bytes_in=4025 bytes_out=123 pks_in=89 paks_out=147
elapsed_time=102

© 2002 by CRC Press LLC



Exhibit 9 RADIUS Network Accounting Record
for a PPP User Who Comes in through Autoselect

Mon Sep 11 10:55:40 2001

NAS-IP-Address = *10.8.0.10”"
NAS-Port = 2

User-Name = “ptdavis”
Client-Port-DNIS = “4327528”"
Caller-ID = “562”

Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Framed

Acct-Session-ID = “00000013"
Framed-Protocol = PPP
Framed-IP-Address = “10.8.0.205”"
Acct-Delay-Time = 0
User-Id = “ptdavis”
NAS-Identifier = *10.8.0.10"
Mon Sep 11 10:59:15 2001
NAS-IP-Address = “*10.8.0.10"
NAS-Port = 2
User-Name = “ptdavis”
Client-Port-DNIS = “4327528"
Caller-ID = “562”

Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Framed
Acct-Session-ID = “00000013"
Framed-Protocol = PPP
Framed-IP-Address *10.8.0.205"
Acct-Input-Octets 4025
Acct-Output-Octets = 123
Acct-Input-Packets = 89
Acct-Output-Packets = 147

Acct-Session-Time = 215
Acct-Delay-Time = 0

User-Id = “ptdavis”
NAS-Identifier = *10.8.0.10"

System Accounting

System accounting provides information about all system-level events; for example,
when the system reboots or when someone turns accounting on or off. The
following accounting record is an example of a typical TACACS+ system accounting
record server indicating that an unknown person turned AAA accounting off:
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Mon Sep 11 10:31:23 2001 10.8.0.10 unknown unknown unknown
start task_id=14 service=system event=sys_acct
reason=reconfigure

Note: The precise format of accounting packets records may vary,
depending on your particular TACACS+ daemon.

The following accounting record is an example of a TACACS+ system accounting
record indicating that that unknown person turned AAA accounting on:

Mon Sep 11 10:33:31 2001 10.8.0.10 unknown unknown unknown
stop task_id=15 service=system event=sys_acct
reason=reconfigure

Note: Where is the RADIUS example? Cisco’s implementation of
RADIUS does not support system accounting.

Applying a Named List

Earlier you learned how to configure AAA accounting using named method lists.
Now you need to learn how to apply the named lists to lines or interfaces. To
enable AAA accounting services on a specific line or a group of lines, you use
the accounting 1line configuration command. First, enter the line
configuration mode for the lines where you want to apply the accounting method
list. Use the all too familiar command following:

2501-1 (config) #line [aux | console | tty | vtyl]l line-number
[ending-line-number]

Next, you apply the accounting method list to a line or set of lines as follows.

2501-1 (config-line) #accounting {arap | exec | connection |
commands level}{default | list-name}

Named accounting method lists are specific to the indicated type of accounting.
To create a method list to provide accounting information for ARAP (network)
sessions, use the arap keyword. To create a method list to provide accounting
records about user EXEC terminal sessions on the network access server, including
username, date, and start and stop times, use the exec keyword. To create a
method list to provide accounting information about specific, individual EXEC
commands associated with a specific privilege level, use the commands keyword.
To create a method list to provide accounting information about all outbound
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connections made from the network access server, use the connection keyword.
System accounting does not support named method lists.

Note: System accounting does not use named method lists. For
system accounting, you can only define the default method list.

Following is a simple example of the use of the commands that enables
command accounting for level 15 using the named method list tech-support:

2501-1 (config) #line 9
2501-1 (config-line) #accounting commands 15 tech-support

If you want to enable AAA accounting services on an interface, use the ppp
accounting interface configuration command. First, enter the interface
configuration mode for the interfaces where you want to apply the accounting
method list:

2501-1 (config) #interface interface-type interface-number

Next, apply the accounting method list to that interface or set of interfaces:

2501-1 (config-if) #encapsulation ppp
2501-1 (config-if) #ppp accounting {default | list-name}

Note: Accounting method lists for SLIP follow whatever you config-
ure for PPP on the relevant interface. If you do not define lists and
apply them to a particular interface (or you do not configure any
PPP settings), the default setting for accounting applies.

If you do not specify a list-name, the IOS assumes it is the default.
Following is a simple example of the use of the commands that enables an
asynchronous interface 1 using the named method list tech-support:

2501-1 (config) #interface async 1
2501-1 (config-if) #encapsulation ppp
2501-1 (config-if) #ppp accounting tech-support

Suppress Generation of Accounting Records for Null
Username Sessions

When you activate aaa accounting, the Cisco I0OS software issues accounting
records for all users on the system, including users whose username string, because
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of protocol translation, is NULL. This can happen to users who come in on lines
where you have applied the aaa authentication login method-list
none command. To prevent the IOS from generating accounting records for
sessions that do not have usernames associated with them, use the following
command in global configuration mode:

2501-1 (config) #aaa accounting suppress null-username

This command prevents the router or NAS from generating accounting records
for users whose username string is NULL.

Generating Interim Accounting Records

To enable the sending of periodic interim accounting records to the accounting
server, use the following command in global configuration mode:

2501-1 (config) #faaa accounting update {newinfo | periodic
numbers}

When you use the aaa accounting update command, the Cisco IOS software
issues interim accounting records for all users on the system. If you use the keyword
newinfo, the IOS will send interim accounting records to the accounting server
every time there is new accounting information to report. An example of this would
be when IPCP completes IP address negotiation with the remote peer. The interim
accounting record will include the negotiated IP address used by the remote peer.

When used with the keyword periodic, the IOS sends interim accounting
records periodically as defined by the argument number. The keyword number
is some value from 1 to 2,147,483,647 minutes. That is a lot of minutes! The
interim accounting record contains all of the accounting information recorded for
that user up to the time the interim accounting record is sent.

Both of these keywords are mutually exclusive, meaning that whichever
keyword you configured last takes precedence over the previous configuration.
For example, if you configure aaa accounting update periodic and then
configure aaa accounting update newinfo, all users currently logged in
will continue to generate periodic interim accounting records. All new users will
generate accounting records based on the newinfo algorithm.

Caution: Using the aaa accounting update periodic command
can cause heavy congestion when many users are logged in to the
network. So use this command judiciously and when risks justify.

Monitoring Accounting

No specific show command exists for either RADIUS or TACACS+ accounting. To
obtain accounting records displaying information about users currently logged in,
use the following command in privileged EXEC mode:
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Exhibit 10 Show Accounting Field Descriptions

Field Description

Active Accounted actions on Name of terminal line or interface where the
user logged in

User Username

Priv User’s privilege level

Task ID Unique identifier for each accounting session

Accounting record Type of accounting session; that is, command,
connection, exec, network, or system

Elapsed Length of time (hh:mm:ss) for this session type

attribute=value AV pairs associated with this accounting session

2501-1#show accounting

You can use this command to step though all active sessions and print all the
accounting records for the actively accounted functions.
You previously saw the following commands:

2501-1 (config) #aaa accounting exec start-stop radius
2501-1 (config) #aaa accounting network start-stop radius

The show accounting command vyields the following output for the above
configuration and Exhibit 10 describes the displayed fields:

Active Accounted actions on ttyl, User ptdavis Priv 15
Task ID 17, EXEC Accounting record, 00:00:22 Elapsed
task_1d=17 service=shell

You can also use related commands, show users and show line, to find
out about the users and line status. To refresh your memory, here is sample
output from these commands:

2501-1#sh users
Line User Host (s) Idle Location
* 0 con 0 idle 00:00:00

2501-1#sh line

Tty Typ Tx/Rx A Modem Roty AccO AccI Uses Noise Overruns Int
* 0 CTY — — — — — 0 0 0/0 —
1 AUX 9600/9600 — — — — — 0 0 0/0 —
2 VTY — — — — — 0 0 0/0 —
3 VTY — — — — — 0 0 0/0 —
4 VTY — — — — — 0 0 0/0 —
5 VTY — — — — — 0 0 0/0 —
6 VTY — — — — - 0 0 0/0 —

Finally you have a general idea of the format of the various accounting records.
Review the record formats for your particular vendor. Once you understand the
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format, it is relatively easy to dump the records into an Access, MySQL, SQLServer,
DB2, Paradox, or Oracle database and interrogate the records. You should develop
some standard routines, such as looking for reconfigurations, and set up a schedule
to run the routines. Of course, you will need to schedule some time to review
the output.

Practice Session

In this Practice Session, you will practice the following:

o o=

10.

Logging in

Saving log data

Switching modes

Pasting configuration files
Enabling AAA security services
Enabling aaa accounting
Applying a named list

Enabling and saving syslog data
Logging out

Log in to the SimRouter Web page.

Double-click on router 2501-2 to telnet to that router. This will open a
console session.

Enter your Username and Password at the applicable prompt. These
are the ones you set up in Chapter 2. You will need to hit the Enter key
twice to get to the > prompt.

Again, save the log for your session. To do this, select | Terminal | Start
Logging | from the menu bar in the Telnet window. The Telnet client will
ask you where you wish to store the log and with what name. Your choice.
You are going to save the log so that when you build a configuration file
in this session, you can cut-and-paste this in Chapter 11 as a starting point,
rather than having to enter the same information each Practice Session.
Enter the enable mode:

2501-1#enable

When prompted to put in the enable secret password, enter oscar.
Type terminal length 0. This command instructs the router to scroll
through long command output without pausing (the —More— message).
You will paste the running-config that you saved from the Chapter 9
log. At the 2501-2# prompt, type config t.

If you did not do it in Chapter 9, open your log file with any text editor
of your choice (e.g., use | Start | Programs | Accessories | Notepad |).
Do a find on sh running-config and copy from the first “!” to “end.”
At the 2501-2 (config) # prompt, paste this configuration.

Type aaa accounting network mylan start-stop radius and
press Enter. This command defines the network accounting method list
named charley, which specifies that RADIUS accounting services (in this
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case, start and stop records for specific events) will be used on serial lines
using PPP.

11. Type aaa accounting commands 15 default start-stop
tacacs+ and press Enter. This command sends accounting records to the
TACACS+ server for any commands entered.

12. Type interface group-async 1 and press Enter. This command
selects and defines an asynchronous interface group.

13. Type group-range 1 16 and press Enter. This command defines the
member asynchronous interfaces in the interface group.

14. Type ppp accounting mylan and press Enter. This command applies
the charley network accounting method list to the specified interfaces.

15. Type sh running-config and press Enter. You will use this new
configuration to start the next Practice Session.

16. Type quit to log out from router 2501-2. Close the Telnet window and
return to the SimRouter Topology Map.

17. Click on Log Out on the SimRouter Web page.

Security and Audit Checklist

1. Do you use AAA accounting in your organization?
B Yes
B No
2. Do you use have a policy for the review of accounting data?
H Yes
® No
3. Does someone have responsibility for reviewing accounting data?
B Yes
B No
4. Does this person review the accounting data in a timely manner?
B Yes
B No
5. Is there a schedule for the retention of the accounting data?
B Yes
B No
6. Is the schedule appropriate?
B Yes
® No
7. Is the accounting data adequately protected?
B Yes
B No
8. Do you have accounting on for:
B Commands?
B Connection?
B Exec?
B Network?
B System?
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Do you use named lists?
B Yes
® No
Do you use the named lists for:
B Commands?
B Connection?
B Exec?
B Network?
Are the named lists applied to:
B Interfaces?
W Lines?
Do you have a default list for:
B Commands?
B Connection?
B Exec?
B Network?
B System?
Is the default list appropriate for commands?
B Yes
B No
Is the default list appropriate for connection?
H Yes
B No
Is the default list appropriate for exec?
B Yes
® No
Is the default list appropriate for network?
B Yes
B No
Is the default list appropriate for system?
B Yes
B No
Do you use the default list on:
B Interfaces?
W Lines?
Which security server does your organization use for AAA accounting?
B TACACS+
B RADIUS

Conclusion

Having the capability to track what people are doing on your routers is a good
idea, and AAA accounting provides some great functionality. It is always nice to
tell who did what and when, especially when you are troubleshooting a problem.
The first step is to gather the data by turning on AAA security and accounting.
You can then analyze the data for network management, change management,
client billing, and auditing purposes.
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That concludes Section II on authentication, authorization, and accounting,
which was preventing unauthorized access to the networking device. If you have
a small network and you want to keep it simple, you saw in Chapter 6 that you
could create a local username database and use that to authenticate users trying
to telnet or log in locally. For larger, more sophisticated networks, this is not a
viable solution — too many devices, too many administrators, no real control of
functionality, and limited recording of router events. Chapters 7 through this one
covered Cisco’s AAA security services. You can implement authentication, autho-
rization, and accounting for various access lines or interfaces, types, services, and
methods.

As always, when you are unsure of the command, use Cisco’s context-sensitive
help. Start with, for example, aaa authentication ? and follow along.
Speaking of following along, let us complete this subject by configuring our
security server. If you have decided to use non-AAA authentication, you will want
to go to Chapter 11; however, if you have decided to use AAA, then Chapters 12,
13, and 14 cover TACACS+, RADIUS, and Kerberos, respectively.
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Chapter 11

Configuring TACACS and
Extended TACACS

In this chapter, you will learn about:

Distinguishing the various security servers
Establishing the server host

Setting limits on log-in attempts

Enabling standard TACACS

Enabling Extended TACACS

Specifying a TACACS server at log-in

Breaking Down the Protocols

Network managers tasked with securing organizational resources need to control
who can access network devices and what they can do. In Chapter 6, “Imple-
menting Non-AAA Authentication,” you learned about enable, console, line, and
local passwords. Using these passwords is not without problems. Briefly, the
problems are:

B You must maintain local passwords on all your routers and update them
all when you change passwords. Now, in a small network, this might not
seem like such a big deal; but when you have hundreds of routers, this
is a mammoth task guaranteed to go wrong. You could forget one device
or you might not change the password in a timely manner, not to mention
the labor associated with the task itself.

B You must communicate the change to people who have a need-to-know;
and you must do this in a secure manner. Unfortunately, share-level
passwords have a way of getting around. Perhaps you remember the
vintage Clairol commercial: you tell two people, they tell two people and
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before you know it, everybody is using Clairol. Well, it is the same with
share-level passwords. These passwords are supposedly secret. The prob-
lem is that a secret is only secret when one person knows it.

B You are stymied in trying to implement your security policy to give different
access levels to different individuals. Once a user gains access, it becomes
difficult to control his actions. You will not get the type of granularity you
need to implement robust security.

B You log in over the network with cleartext passwords. Any individual with
a packet analyzer could intercept the packets and extract the password.
If you have static passwords, and the password is valid for another 89
days, then an unauthorized individual could use the password undetected
for that long.

To deal with these problems and more, Cisco IOS gives you alternative methods
for validating access to a router or NAS and to privileged commands on the router.
One such method is Terminal Access Controller Access Control System
(TACACS) — now that is a mouthful. Not only TACACS, but Cisco also gave us
XTACACS and TACACS+. Cisco must like the acronym TACACS. This chapter
explores TACACS and XTACACS, and compares them to TACACS+, which you
will cover in Chapter 12. In addition, Cisco adopted the RADIUS and Kerberos
open standards, which you will cover in Chapters 13 and 14, respectively.

Whatever system you elect to use, you will need an appropriate server.
Generally, the TACACS server is a daemon running on a UNIX host. You can
acquire a commercial off-the-shelf (COTS) server or you can develop it yourself.
The following links provide information on TACACS/XTACACS servers:

B Shiva LanRover Access Switch, Remote Access Server
(http://www.intel.com)

B SIPRNET XTACACS server (http://www.nic.mil/ftp/)

B TACACS and XTACACS (http://www.linux.org.ve/pub/Linux/network/
daemons/readme XTACACS)

B xtacacsd (http://www.netplex-tech.com)

Configuring these servers is highly dependent on the server you choose and
your specific needs. These servers are more complex than simple passwords, with
little control over authorization granularity. What server your organization selects
is a function of your risk and your comfort level. Again, your organization needs
to do the tough stuff — risk assessment and analysis. Notwithstanding these issues,
you will learn some of the configuration commands and a little of the capability
of the various protocols in this chapter as well as Chapters 12, 13, and 14. You
will start with the simplest and least secure method of authentication.

TACACS provides a way to centrally validate users attempting to gain access
to a router or access server. Cisco modeled basic TACACS support after the original
Defense Data Network (DDN) application. TACACS and its mutations have some
similarity to RADIUS and Kerberos because they all provide a centralized server
that responds to client requests to authenticate. You maintain authentication
information in a database on a TACACS server running, typically, on a UNIX
workstation. You must configure your TACACS server before configuring the
TACACS features on your Cisco router.
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Cisco implemented TACACS to allow centralized control over access to routers
and access servers. TACACS also provides authentication features for Cisco 10S
administration tasks on the router and access server user interfaces. Should you
enable TACACS, the router or access server prompts for a username and password,
and then verifies the username/password pair with the TACACS server. That in a
nutshell is TACACS. The remainder of this chapter describes the TACACS and
Extended TACACS protocols and the various ways you can use them to secure
access to your network.

Note: Cisco says TACACS and Extended TACACS are now depre-
cated. This author thinks that this is a fancy way for Cisco to say that
they no longer support TACACS and XTACACS. But having said that,
they are available for use on your router.

Understanding the TACACS Protocols

There are three variants of TACACS protocols — TACACS, XTACACS, and
TACACS+ — that the Cisco IOS software currently supports. Each is a separate
and unique protocol. Briefly, they are:

B TACACS. Cisco’s oldest access protocol is not compatible with the TACACS+
protocol. Cisco has “deprecated” the protocol. TACACS provides for cen-
tralized user password administration. As well, it provides password check-
ing and authentication, and notification of user actions for security and
accounting purposes. Whenever a user requests some action, the router
sends the username and password to a central TACACS server. The cen-
tralized server can either be a TACACS database or a database like the
UNIX password file with TACACS protocol support. The server consults
its access control database and either permits or denies the requested
action. If you use TACACS to control access to the router and to control
access to the router’s privileged commands, any user with access to the
router has access to the privileged commands because TACACS cannot
distinguish a log-in attempt from a request to escalate one’s privilege.
TACACS provides authentication only. TACACS provides the advantage of
being a standards-based solution that simplifies administration of security
systems in multi-vendor environments. On the negative side, this protocol
only works with basic password exchanges used in PAP authentication
servers and does not permit configuration options. RFC 1492 provides
more information on the open TACACS.

B Extended TACACS (XTACACS). An extension to the older TACACS protocol,
XTACACS adds functionality to TACACS and attempts to resolve some of
the limitations of the older protocol. For example, where TACACS cannot
tell the difference between a log-in attempt and a request for increased
privileges, XTACACS can. Extended TACACS provides information about
protocol translator and router use for use in UNIX auditing trails and
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accounting files. It also provides greater detail in its logging. XTACACS

provides authentication as well as accounting services. Specifically, XTA-

CACS supports:

B Multiple TACACS servers

B syslog: sends accounting information to a UNIX host

B connect: where the user is authenticated into the access server “shell”
and can telnet or initiate SLIP, PPP, or ARA after initial authentication

B Multiple protocols and can authorize connections with SLIP, enable, PPP,
ARA, EXEC, Telnet.

XTACACS has built-in support for SecurID, but it will not support any

challenge-response systems. It can only take the user-supplied password

and call an administrator-defined program to verify it. You will find a

module that does SecurID verification supplied with it. XTACACS provides

the advantage of being a standards-based solution that simplifies admin-

istration of security systems in multi-vendor environments. XTACACS is not

compatible with TACACS+ and Cisco has also “deprecated” it.

B TACACS+: Cisco’s newest TACACS protocol, which Cisco introduced in 10S
10.3 in the first half of 1995, is part of the AAA model. It was a total
rewrite of the XTACACS protocol. TACACS+ and XTACACS are not com-
patible. TACACS+ was the first protocol built into AAA security services
and is a logical extension of the older TACACS protocol. It provides detailed
accounting information and flexible administrative control over authenti-
cation and authorization processes. Unlike TACACS, TACACS+ encrypts
sensitive information (but not the header) as it crosses the network. Of
the three TACACS variants, TACACS+ provides the most flexibility and
control but is more complex. With TACACS+, you can separate authenti-
cation, authorization, and accounting mechanisms. Consequently, you can
implement each service independently. The three services can each have
a separate database. TACACS+ has built-in support for S/key. The basic
protocol supports challenge/response and allows you to easily add authen-
tication modules. The strength of TACACS+ is its flexibility. Because it is
a Cisco proprietary protocol, it is not an industry standard and, conse-
quently, not interoperable or compatible in a multi-vendor environment.
You enable the use of TACACS+ through the AAA commands discussed
in Chapters 8 through 10.

In Chapters 6 through 10, you learned some useful authentication, authoriza-
tion, and accounting commands. Exhibit 1 identifies these alphabetically sorted
Cisco I0S commands and others and their application in the various versions of
TACACS. The exhibit proves something: TACACS and XTACACS are not compatible
with AAA security services, only TACACS+.

Configuring TACACS and Extended TACACS

This section discusses how to enable and configure TACACS and XTACACS. You
can establish TACACS-style password protection on both user and privileged levels
of the system EXEC.
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Exhibit 1

TACACS Command Comparison

Cisco 10S Command TACACS XTACACS TACACS+
aaa accounting No No Yes
aaa authentication arap No No Yes
aaa authentication enable default No No Yes
aaa authentication login No No Yes
aaa authentication local override No No Yes
aaa authentication ppp No No Yes
aaa authorization No No Yes
aaa new-model No No Yes
arap authentication No No Yes
arap use-tacacs Yes Yes No
enable last-resort Yes Yes No
enable use-tacacs Yes Yes No
ip tacacs source-interface Yes Yes Yes
login authentication No No Yes
login tacacs Yes Yes No
ppp authentication Yes Yes Yes
ppp use-tacacs Yes Yes Yes
tacacs-server attempts Yes No No
tacacs-server authenticate Yes Yes No
tacacs-server directed-request Yes Yes Yes
tacacs-server extended No Yes No
tacacs-server host Yes Yes Yes
tacacs-server key No No Yes
tacacs-server last-resort Yes Yes No
tacacs-server notify Yes Yes No
tacacs-server optional-passwords Yes Yes No
tacacs-server retransmit Yes Yes No
tacacs-server timeout Yes Yes Yes

To use TACACS or XTACACS for router authentication, you must first set up
and administer a server. This host gives you the facility to centrally manage the
authentication mechanism for the routers in your organization. This way, you do
not have to manage the passwords on all the routers, only the one on the server.

Should you decide to use Extended TACACS, you can download the software
from Cisco’s Using File Transfer Protocol (FTP) site.

Note: You cannot use TACACS and Extended TACACS commands
after you have initialized AAA. To identify the commands you can
use with the three versions, refer to Exhibit 1.

The first thing you need to do is declare the TACACS server or host.
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Establishing the TACACS Server Host

The tacacs-server host command allows you to specify the names of the
IP host or hosts maintaining a TACACS server. Because the TACACS software
searches for the hosts in the order specified, this feature can be useful for setting
up a list of preferred servers.

With TACACS and XTACACS, the tacacs-server retransmit command
allows you to modify the number of times the system software searches the list
of TACACS servers (from the default of two times) and the interval it waits for a
reply (from the default of five seconds).

To define the number of times the Cisco IOS software searches the list of
servers, and how long the server waits for a reply, use the following commands
in global configuration mode as needed for your system configuration:

2501-1 (config) #tacacs-server host hostname [port integer]
[timeout integer]

For the keyword hostname, you specify either a TACACS hostname or the IP
address of the host. To explain by example:

2501-1 (config) #tacacs-server host 10.1.0.6

This tells the router that it can find the TACACS server at the IP address 10.1.0.6.
This in itself is dangerous because the router will not allow anyone in when it
cannot communicate with the host at address 10.1.0.6.

Use the port keyword to specify you want to enumerate the port with the
integer keyword. The default port is 49. You can specify any value from 1 to 65,535.

Another optional keyword is timeout. This selection, when chosen, overrides
the global timeout value set with the tacacs-server timeout global config-
uration command for the server. You can specify timeout with the keyword
integer, which is the value in seconds of the timeout interval. The value of
integer is any number from 1 to 1000.

Enabling the Extended TACACS Mode

While standard TACACS provides only username and password information,
XTACACS mode provides information about the terminal requests to help set up
UNIX auditing trails and accounting files for tracking the use of protocol translators,
access servers, and routers. The information includes responses from these net-
work devices and validation of user requests.

An unsupported XTACACS server is available via FTP from the Cisco site for
UNIX users who want to create the auditing programs.

Once you configure TACACS, moving to XTACACS is child’s play. Just issue
the following global configuration command:

2501-1 (config) #tacacs-server extended
To disable XTACACS, use the no tacacs-server extended
command.
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Note: When configuring XTACACS, any usernames that you define
locally the router will use. The router will not go to the TACACS
server for authentication.

Disabling Password Checking at the User Level

When the TACACS server does not respond to a log-in request, the Cisco 10S
software denies the request by default. Naturally, this may cause problems.
However, you can prevent that log-in failure in one of the following two ways:

B Allow a user to access privileged EXEC mode when that user enters the
password set by the enable command.
B Allow the user to access the privileged EXEC mode without further question.

To specify one of these features, use either of the following commands in
global configuration mode:

2501-1 (config) #tacacs-server last-resort password
2501-1 (config) #tacacs-server last-resort succeed

The first command allows the router to use the enable secret EXEC password to
authenticate a user when it cannot talk to the TACACS server. The second command
allows the user to enable without further question. The tacacs-server last-
resort {password | succeed} command is not available with TACACS+.

Caution: Although Cisco provides it, never use the tacacs-server
last-resort succeed command. Configuring this allows any user
to authenticate automatically when the server is unreachable. So,
your friendly neighborhood cracker perpetrates a denial-of-service
attack on your TACACS server and then logs into the router. Bingo,
bango, bongo; the cracker got control. It is even more insidious.
The cracker does not even have to crash your server; he just needs
to prevent your router from talking to the TACACS server for a
period sufficiently long enough to get authenticated.

Setting Optional Password Verification

You can specify that the router makes the first TACACS request to a TACACS
server without password verification. To do so, use the following command in
global configuration mode:

2501-1 (config) #tacacs-server optional-passwords
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When the user enters the log-in name, the router transmits the log-in request
with the name and a zero-length password. If the TACACS server accepts, the
router completes the log-in procedure. Should the TACACS server refuse this
request, the terminal server prompts for a password and tries again when the
user supplies a password.

The TACACS server must support authentication for users without passwords
to make use of this feature. This feature supports all TACACS requests, including
login, SLIP, and enable.

Setting Notification of User Actions

The tacacs-server notify command allows you to configure the XTACACS
server to send a message when a user does the following:

B Makes a TCP connection
B Enters the enable command
B Logs out

To specify that the TACACS server sends notification, use the following com-
mand in global configuration mode:

2501-1 (config) #tacacs-server notify {connections [always] |
enable | logout [always] | slip [always]}

In the above command, the keyword connections specifies that the router
transmits a message when a user makes a TCP connection. Optionally, for SLIP
and PPP connections, you can specify that the router sends this message even
when a user is not logged in with the keyword always. You can only use this
keyword with the logout and slip keywords. The enable keyword specifies
that the router transmits a message when a user enters the enable command.
Use the logout keyword to specify that the router transmits a message when a
user logs out. And finally, the s1ip keyword specifies that the router transmits
a message when a user starts a SLIP or PPP session.

A router background process tries the retransmission of the message for up
to five minutes. The terminal user, however, receives an immediate response,
allowing access to the terminal.

Note: The tacacs-server notify command is available only
when you have set up an XTACACS server using the latest Cisco
XTACACS server software, available via FTP. It is not available in
TACACS+ because Cisco replaced it with aaa accounting com-
mands.
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Setting Authentication of User Actions

For a SLIP or PPP session, you can specify that if a user tries to start a session,
the TACACS software requires a response (either from the TACACS server host or
the router) indicating whether the user can start the session. You can specify that
the TACACS software perform authentication even when a user is not logged in;
you can also request that the TACACS software install access lists.

If a user issues the enable command, the TACACS software must respond,
indicating whether the user can give the command. You can also specify authen-
tication when a user enters the enable command.

To configure any of these scenarios, use the following command in global
configuration mode:

2501-1 (config) #tacacs-server authenticate {connections
[always] enable | slip [always] [access-lists]}

In the above command, the keyword connections specifies that the router
transmits a message when a user makes a TCP connection. Optionally, for SLIP
and PPP connections, you can specify that the router sends this message even
when a user is not logged in with the keyword always. You can only use this
keyword with the logout and slip keywords. The enable keyword specifies
that the router transmits a message when a user enters the enable command.
Use the logout keyword to specify that the router transmits a message when a
user logs out. And finally, the s1lip keyword specifies that the router transmits
a message when a user starts a SLIP or PPP session.

Note: The tacacs-server authenticate command is available
only when you have set up an XTACACS server using the latest Cisco
XTACACS server software, which is available via FTP.

You can configure the router or NAS to send only the username to the TACACS
server when a direct request is issued. That is, the IOS sends only the username
before the @ sign to the server. This allows you to redirect a request to any server,
and the router or NAS will send only the username. When you use the no form
of the command, the router queries the list of servers, starts with the first one in
the list, sends the whole string, and accepts the first response that it gets from
the server. Use the following global configuration command:

2501-1 (config) #tacacs-server directed-request

This command is useful for sites that developed a TACACS server that parses the
whole string and makes decisions based on it. When you enable this command,
your users can only log in with configured servers. When the host name specified
by the user does not match the IP address of a TACACS server, then the router
rejects user input.

© 2002 by CRC Press LLC



Setting Limits on Log-In Attempts

The tacacs-server attempts command allows you to specify the number
of log-in attempts that a user can make on a line set up for TACACS. Use the
following command in global configuration mode to limit log-in attempts:

2501-1 (config) #tacacs-server attempts count

Any number from 1 to 1000 is acceptable for the keyword count. Select a number
that is reasonable for the keyword count (e.g., 3). Otherwise, attackers will
attempt dictionary or brute-force password attacks.

Specify the number of times the server will search the list of TACACS and
XTACACS server hosts before giving up with the following command:

2501-1 (config) #tacacs-server retransmit retries

Keyword retries is an integer specifying the retransmit count. You can specify
any number from 0 to 100 for this keyword.

Use the following global configuration command to set the interval the server
waits for a TACACS or XTACACS server host to reply:

2501-1 (config) #tacacs-server timeout seconds

Use a value for the keyword seconds from 1 to 1000 to specify the interval in
seconds. The default is 5 seconds.

Setting TACACS Password Protection at the User Level

You need to configure the lines and the console that will use TACACS. To enable
the TACACS-style user ID and password-checking, use the following commands
starting first in global configuration mode:

2501-1 (config)#line vty 0 4
2501-1 (config-1line) #login tacacs
2501-1 (config-1line) #exit

2501-1 (config)#line console 0
2501-1 (config-line) #login tacacs

Note: When configuring TACACS, the router will use any usernames
locally defined. The router will not go to the TACACS server for
authentication.
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Setting TACACS Password Protection at the Privileged Level

You can set the TACACS protocol to determine whether a user can access the
privileged EXEC level. To do so, use the following command in global configu-
ration mode:

2501-1 (config) #enable use-tacacs

This will set the TACACS-style user ID and password-checking mechanism at the
privileged EXEC level. When you set TACACS password protection at the privileged
EXEC level, the EXEC enable command will ask for both a new username and
a password. Then the router passes this information to the TACACS server for
authentication. If you are using the XTACACS, it also passes any existing UNIX
user identification code to the server.

Caution: If you use the enable use-tacacs command, you must
also specify tacacs-server authenticate enable; otherwise,
you will lock yourself out.

For example, to set TACACS verification on the privileged EXEC-level log-in
sequence, use the following global configuration commands:

2501-1 (config) #enable use-tacacs
2501-1 (config) #tacacs-server authenticate enable

Note: When used without XTACACS, this task allows anyone with a
valid username and password to access the privileged command
level, creating a potential security problem. This is because the
TACACS query resulting from entering the enable command is
indistinguishable from an attempt to log in without XTACACS.

Enabling TACACS and XTACACS for Use

This section provides examples of how to apply TACACS and XTACACS to PPP
and ARA.

Enabling Extended TACACS for PPP Authentication

You can use XTACACS for authentication within PPP sessions. To do so, use the
following commands in interface configuration mode:
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2501-1 (config-if) #ppp authentication {chap | chap pap | pap
chap | pap} [if-needed] [list-name | default] [callin]
2501-1(config-if) #ppp use-tacacs [single-line]

Enabling Standard TACACS for ARA Authentication

You can use the standard TACACS protocol for authentication within AppleTalk
Remote Access (ARA) protocol sessions. To do so, use the following commands
starting in line configuration mode:

2501-1 (config-line) #arap use-tacacs

2501-1 (config-1line) #autoselect arap

2501-1 (config-line) #autoselect during-login

2501-1 (config-1line) #! Optionally, have the ARA session start
automatically at user login

The arap use-tacacs single-line command is useful when integrating
TACACS with other authentication systems that require a cleartext version of the
user’s password. Such systems include one-time passwords, token card systems,
and others.

By using the optional during-login argument with the autoselect com-
mand, you can display the username or password prompt without pressing the
Return key. While the router displays username or password name, you can
choose to answer these prompts or start sending packets from an autoselected
protocol.

The remote user logs in through ARA as follows:

Step 1. When prompted for a username by the ARA application, the remote user
enters username*password and presses Enter.

Step 2. When prompted for password by the ARA application, the remote user
enters arap and presses Enter.

Enabling Extended TACACS for ARA Authentication

You can use XTACACS for authentication for AppleTalk Remote Access (ARA)
protocol sessions. The XTACACS server software is available via FIP (see the
README file in the ftp.cisco.com directory).

After installing an XTACACS server with ARA support, use the following
commands in line configuration mode on each line:

2501-1 (config-line) #arap use-tacacs

2501-1 (config-line) #fautoselect arap

2501-1 (config-1line) #! Optionally, enable autoselection of
ARA

2501-1 (config-line) #autoselect

2501-1 (config-1line) #! Optionally, have the ARA session start
during-login automatically at user login
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By using the optional during-login argument with the autoselect command,
you can display the username or password prompt without pressing the Return
key. While the router presents the Username or Password, you can choose to
answer these prompts, or to start sending packets from an autoselected protocol.

Enabling TACACS to Use a Specific IP Address

You can designate a fixed source IP address for all outgoing TACACS packets.
The feature enables TACACS to use the IP address of a specified interface for all
outgoing TACACS packets. This is especially useful when your router has many
interfaces and you want to make sure that all TACACS packets from a particular
router have the same IP address.

To enable TACACS to use the address of a specified interface for all outgoing
TACACS packets, use the following global configuration command:

2501-1 (config) #ip tacacs source-interface subinterface-name

You must substitute the interface name to for the keyword subinterface-name
to enable TACACS to use the IP address of a specified interface for all outgoing
TACACS packets.

Specifying a TACACS Host at Log-In

You can specify a TACACS host when you dial in or use the 1login command. The
router will only search the specified host for user authentication information. For
example, user ptdavis specifies the TACACS host host1 to authenticate the password.

2501-1>login
Username: ptdavis@hostl
Translating “HOST1l”..domain server (10.1.0.111) [OK]

Practice Session

In this Practice Session, you will practice the following:

Logging in

Saving log data

Switching modes

Pasting configuration files
Enabling TACACS

Enabling XTACACS

Enabling and saving syslog data
Logging out

—_

Log in to the SimRouter Web page.
Double-click on router 2501-1 to telnet to that router. This will open a
console session.

N
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10.

11.

12.

13.

14.
15.

16.

17.

18.

19.

20.

Enter your Username and Password at the applicable prompt. These
are the ones you set up in Chapter 2. You will need to hit the Enter key
twice to get to the > prompt.

Again, save the log for your session. To do this, select | Terminal | Start
Logging | from the menu bar in the Telnet window. The Telnet client will
ask you where you wish to store the log and with what name. Your choice.
You are going to save the log so that when you build a configuration file in
this Practice Session, you can cut-and-paste this in Chapter 12 as a starting
point, rather than having to enter the same information each Practice Session.
Enter the enable mode:

2501-1#enable

When prompted to put in the enable secret password, enter oscar.
Type terminal length 0. This command instructs the router to scroll
through long command output without pausing (the —More— message).
You will paste the running-config that you saved from the Chapter 10
log. At the 2501-2# prompt, type config t.

If you did not do it in Chapter 10, open your log file with the text editor
of your choice (e.g., use | Start | Programs | Accessories | Notepad |).
Do a find on sh running-config and copy from the first “!” to “end.”
At the 2501-2 (config) # prompt, paste this configuration.

Start by turning on extended TACACS mode. Type tacacs-server
extended and press Enter.

Next, tell the router the address of the TACACS servers. Type tacacs-
server host 10.8.0.5 and press Enter.

Tell the router to use TACACS to authenticate enabled mode access, with
the configured enable password as fallback should the TACACS server
become inaccessible. Type enable use-tacacs and press Enter.
Type tacacs-server authenticate enable and press Enter.
Type enable last-resort password and press Enter.

Similarly, should the TACACS server fail to respond, configure the router
to allow users to use a local password or the enable password to log in
to the router. Type tacacs-server last-resort password and
press Enter.

Configure the router to authenticate users before they can use certain
commands at the router EXEC prompt. Type tacacs-server authen-
ticate connections and press Enter.

Type tacacs-server authenticate enable and press Enter.
Authenticate SLIP as well. Type tacacs-server authenticate slip
and press Enter.

Now use TACACS instead of CHAP or PAP. Type ppp use-tacacs and
press Enter.

Of course, you will want to log action on the router. Type the following
and press Enter after each command:

2501-1 (config) #tacacs-server notify connections
2501-1 (config) #tacacs-server notify enable
2501-1 (config) #tacacs-server notify slip

(
(
(
2501-1 (config) #tacacs-server notify logout
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21. Now you must apply TACACS authentication to an interface or line. Type
the following and press Enter after each command:

2501-1
2501-1
2501-1
2501-1
2501-1
2501-1

config)#line console 0
config-line) #login tacacs
config-line) #exit
config)#line aux 0
config-line) #no exec

~ e~ o~~~ —~

config-line) #login tacacs

22. Type sh running-config and press Enter. You will use this new
configuration to start the next Practice Session.

23. Type quit to log out from router 2501-1. Close the Telnet window and
return to the SimRouter Topology Map.

24. Click on Log Out on the SimRouter Web page.

Security and Audit Checklist

1. Do you use TACACS service in your organization?
B Yes
B No
2. Do you use the features of XTACACS in your organization?
B Yes
B No
3. Do you know the vendor of your TACACS/XTACACS server?
H Yes
® No
4. Is there support for your software?
B Vendor
B Open source
B Third-party
B In-house
B Other
B None
5. Do you support multiple XTACACS servers?
W Yes
® No
6. Are you using syslog for accounting information?
W Yes
® No
7. Are you using any form of extended user authentication?
B Yes
B No
8. Do you use the last-resort function of TACACS?
B Yes
B No
9. Do you use the tacacs-server last-resort succeed command?
B Yes
® No
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10. Do you use the tacacs-server optional-passwords command?
B Yes
B No
11. Do you use the tacacs-server notify command?
B Yes
B No
12. Do you use the notify keyword for:
B Connections?
B Enable?
B Log-out?
W SLIP?
13. Do you use the tacacs-server authenticate command?
H Yes
® No
14. Do you use the authenticate keyword for:
B Connections?
B Enable?
B Log-out?
W SLIP?
15. Do you use the tacacs-server directed-response command?
B Yes
B No
16. Is the use of this command appropriate?
W Yes
® No
17. Do you use the tacacs-server attempts command?
B Yes
B No
18. Is the number of attempts appropriate?
B Yes
B No
19. Does it adhere to the organization’s password policy and standard?
B Yes
B No
20. Do you use the tacacs-server retransmit command?
B Yes
® No
21. Is the number of retries appropriate?
B Yes
® No
22. Do you use the tacacs-server timeout command?
B Yes
B No
23. Is the timeout interval appropriate?
B Yes
B No
24. Does it adhere to the organization’s password policy and standard?
H Yes
® No
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25. Does TACACS apply to:
M Lines?
m Console?
B Enable?
m PPP?
B ARAP?

Conclusion

So there you have TACACS and XTACACS (extended TACACS). Cisco has depre-
cated these protocols and suggest that you do not use them. However, there is
service software available and their use does beat just line, console, and enable
passwords — especially if you have many routers. Maintaining all the passwords
on all the devices starts to become a nightmare. TACACS/XTACACS helps a little.
The chapter began with a short discussion of the various TACACS flavors: TACACS,
XTACACS, and TACACS+. In this chapter, you learned how to establish the 