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Sams Teach Y oursdf PHP, MySQL, and Apache in 24 Hours combines coverage of these three popular
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they can work together to create a dynamic Web site.

After creating asmple Web site using these tools, the reader will be able to manage asmple mailing list, and to
create an online address book, shopping cart, and storefront.

The book aso teaches the reader how to fine tune Apache and MySQL, and covers smple Web server security.
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Asthereader of thisbook, you are our most important critic and commentator. We vaue your opinion and want to
know what we're doing right, what we could do better, what areas you'd like to see us publish in, and any other
words of wisdom you're willing to pass our way.

Y ou can email or write me directly to let me know what you did or didn't like about this book—aswell aswhat we
can do to make our books stronger.

Please note that | cannot help you with technical problems related to the topic of this book, and that due to the high
volume of mail | receive, | might not be able to reply to every message.

When you write, please be sure to include this book'stitle and author aswell as your name and phone number or
emall address. | will carefully review your comments and share them with the author and editors who worked on the

book.
Emall: opensource@samspublishing.com
Mail:
Mark Taber
Associate Publisher
SamsPublishing
201 West 103rd Street

Indianapoalis, IN 46290 USA
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| ntroduction

Wecometo Sams Teach Y oursdf PHP, MySQL, and Apachein 24 Hours! Thisbook combines the hoursfound in
Sams Teach Yourself PHP in 24 Hours, Sams Teach Y oursalf MySQL in 24 Hours, and Sams Teach Y oursalf
Apachein 24 Hours, to provide you with asolid and painlessintroduction to the world of developing Web-based
gpplications using these three technologies.

Through aseries of 24 easy hours, you'l learn the basics of programming in PHP, the methods for usng and
adminigtering the MySQL relationa database system, and the concepts necessary for configuring and managing
Apache. The overdl god of the book isto provide you with the foundation you need to understand how seamlesdy
these technol ogies integrate with one another, and to give you practica knowledge of how to integrate them.
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Who Should Read This Book?

Thisbook is geared toward individual s who possess agenera understanding of the concepts of workingin a
Web-based devel opment environment, be it Linux/Unix or Windows. Ingtalation and configuration lessons assume
that you have familiarity with your operating system and the basic methods of building (on Linux/Unix systems) or
ingaling (on Windows systems) software.

The lessonsthat delve into programming with PHP assume no previous knowledge of the language, but if you have
experience with other programming languages such as C or Perl, you will find the going much easier. Smilarly, if you
have worked with other databases before, such as Oracle or Microsoft SQL Server, you will have agood
foundation for working through the MySQL -related |essons.

The only real requirement isthat you understand static Web content creation with HTML. If you are just starting out
in the world of Web development, you will ill be able to use this book, though you should consider working through
an HTML tutorid. If you are comfortable creating bas ¢ documents and can build abasic HTML table, you will be
fine
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How This Book Is Organized

This book isdivided into five parts, corresponding to particular topics. The lessons within each part are designed to
be read oneright after another, with each lesson essentialy building on the information found in those before it:

Part |, "Getting Up and Running,” will walk you through the ingtallation and configuration of PHP, MySLQ,
and Apache. Youll need to complete thelessonsin Part | before moving on to the remaining lessons, unless
you aready have accessto aworking installation of these technologies. Even if you don't need to ingtall and
configure PHP, MySQL, and Apachein your environment, you should still skim these lessons so that you
understand the basics.

Part 11, "Basic Language Elements,” is predominantly devoted to teaching you the basics of the PHP
language, and will get you in the habit of writing code, uploading it to your server, and testing the results. One
of the lessons offersabasic SQL primer, and this part wraps up with an hour devoted to the integration of
PHP and MySQL.

Part 111, "Getting Involved with the Code," consists of lessonsthat cover intermediatelevel application
development topics, including working with forms and files, access restriction, and other smdl projects
designed to introduce a specific concept.

Part 1V, "Simple Projects,”" contains lessons devoted to performing a particular task. These lessons consst of
projectsthat integrate al the knowledge you have gained so far, and walk you through the process of building
and testing the elements you will create,

Part V, "Adminigration and Fine-Tuning," is devoted to administering and tuning MySQL and Apache, and
aso includesinformation on virtua hosting and setting up a secure Web server.

If you find that you are dready familiar with atopic, you can skip ahead to the next lesson. However, in some
Instances, lessons will refer to specific concepts learned in previous hours, so be aware that you may haveto skim
through a skipped lesson so that your development environment remains cons stent with the book.

At the end of each hour, there are afew quiz questionsthat will test how well you've learned the materia. Additiond
activities provide another way to gpply the information learned in the lesson and guide you toward using this
newfound knowledge in the next hour.
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Conventions Used in This Book

This book uses different typefaces to differentiate between code and plain English and aso to help you identify
important concepts. Throughout the lessons, code, commands, and text you type or see onscreen appear ina
computer typeface. New terms appear in italics at the point in the text where they are defined. Additiondly, icons
accompany specid blocks of information:

74
o
7 A Note presentsan interesting piece of information related to the current topic.

A Tip offers advice or teaches an easier method for performing atask.

l,-.l
Z-Ns A Cadtion warns you about potentia pitfalls and explains how to avoid them.
0¥
s
é

New Term
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Part I. Getting Up and Running

Hour

1 Ingdling and Configuring MySQL

2 Ingdling and Configuring Apache

3 Ingdling and Configuring PHP
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Hour 1. Installing and Configuring MySQL

We cometo the first hour of Sams Teach Y ourself PHP, MySQL, and Apachein 24 Hours. Thisisthefirgt of three
"ingdlation" hours, in which you will learn how to set up your development environment. Well tackle the MySQL
ingalation first, because the PHP ingtalation is much smpler when MySQL isaready indtalled.

Inthishour, youwill learn

How to ingtall MySQL

Basic security guiddinesfor running MySQL

How to work with the MySQL user privilege system

[ TeamLiB]
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How to Get MySQL

The method you'll useto get MySQL depends on which distribution you want. Methods range from downloading a
largefile (or severd largefiles) to buying an off-the-shelf product.

MySQL AB distributes the open source version of MySQL on their Web siter hitp:/Amww.mysgl.cony.
Thereisno shrink-wrapped product; what you get iswhat you download from the Site, which includes binary
digtributions for Windows and Linux/Unix, aswell as RPMs and source distributions.

NuSphere Corporation sellsavariety of products including the NuSphere Technology Platform, which
includes aversion of MySQL with NuSphere-specific enhancements, such asthe Gemini table type.
NuSphere's products are available for purchase from their Web site: http://mwww.nusphere.cony.

AbriaSoft distributes MySQL as part of their Merlin Server (aWeb development platform), whichis
avallable for download and purchase a their Web site: http://mww.abriasoft.cony.

Linux distribution CDs usualy contain some version or another of the open source MySQL distribution,
athough it'susudly abit out-of-date.

Theingdlation ingtructionsin this hour are based on the officid MySQL-Pro 4.0 digtributionsfrom MySQL AB. The
process of ingtaling the 3.23 verson of MySQL isvirtudly identical, but if you chooseto ingtdl that version, read the
ingructions that ship with the distribution just to be on the safe side. Any functiond differences between versons 3.23
and 4.0 will be noted in later hours.
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Installing MySQL on Linux/Unix

The process of ingdling MySQL on Linux/Unix is straightforward, whether you use RPMs or ingtd| the binaries. If
you chooseto ingdl from RPMs, there are severa that make up afull distribution. For aminima ingtalation you need

MySQL-VERSION.i386.rpm— The MySQL server

MySQL -client-VERSION.i386.rpm— The standard MySQL client programs

To perform theminimd ingalation, type thefollowing & the prompt:

#> rpm-i MySQL- VERSI ON. i 386. rpm MySQ_-cl i ent - VERSI ON. i 386. rpm

f,.- Replace VERSION in the filename with the actua version you downloaded. For example,
= the current MySQL-Pro 4.0 server RPM is called MySQL-4.0.4-0.i386.rpm.

Another painlessingalation method isto ingtal MySQL from abinary distribution. This method requires gunzip and
tar to uncompress and unpack the distribution and aso requires the ability to create groups and users on the system.
Thefirgt series of commandsin the binary distribution ingtallation process has you adding a group and auser and
unpacking the digtribution, asfollows:

#> groupadd nysql

#> useradd -g nmysql nysql

#> cd /usr/ I ocal

#> gunzip < /path/to/ nysqgl -VERSION-CS.tar.gz | tar xvf -

Next, theingtructionstdl you to creste alink with ashorter name:

#> I n -s nysql - VERSI ON- CS nysql
#> cd nysql

Once unpacked, the README and INSTALL fileswill walk you through the remainder of the installation process
for the verson of MySQL you've chosen. In generd, the following series of commands will be used:

#> scripts/nmysql _install _db

#> chown -R root /usr/local/nysql

#> chown -R nysqgl /usr/local/mnmysql/data
#> chgrp -R nmysql /usr/local /nysql

#> chown -R root /usr/local/nysql/bin

Y ou're now ready to start the MySQL server.
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Installing MySQL on Windows

The MySQL ingtdlation process on Windows is aso quite s mple—the devel opers from MySQL AB have packaged
up everything you need in one zip file with asetup program! Once you download the zip file, extract its contentsinto
atemporary directory and run the setup.exe gpplication. After the setup.exe gpplication ingtdls the MySQL server
and client programs, you're ready to start the MySQL server.

Thefollowing steps detail the ingtdlation of MySQL 4.0 from MySQL AB on Windows, and show you what you
can expect if you ingtal MySQL in a Windows 95/98/NT/2000/X P environment for testing and development. Many
usersingtal MySQL on persona Windows machines, to get afed for working with the database before deploying
MySQL in aproduction environment.

1.

Vidt the MySQL-Pro 4.0 download page at http://mww.mysgl.com/downl oads'mysgl-pro-4.0.html and find
the Windows section. Y ou want to download the file under the "Ingtdlation files (zip)" heading rather than the
one under the " Cygwin downloads (tar.bz2)" heading.

- LY

' I’ If you have the tools and skillsto compile your own Windows binary files, select the
¥ Cygwin source download and follow the instructions contained in the source distribution.

Clicking the Download link will take you to apage of mirror Sites. Select the mirror Site closest to you, and
download thefile. It isalargefile, so you may be waiting awhile, depending on your connection speed.

Oncethezip fileison your hard drive, extract its contents to atemporary directory.

From the temporary directory, find the setup.exe file and double-click it to start the ingtalation. Y ou will see
thefirst screen of theingtalation wizard, as shown in Figure 1.1. Click Next to continue,

Figure1.1. Thefirst step of the MySQL ingtallation wizard.

x|

Welcome to the MySHL Servers and Clients
4.0.4-beta Setup program.  This program will install

= MySOL Servers and Clients 4.0, 4-beta on your
computer,

[tis strongly recommended that you exit all Windows programs
before running this Setup program.

Click Cancel to quit Setup and then close any programs you
have running, Click Next to continue with the Setup program,

WARNING: This program is protected by coppright law and
international treaties,

Unauthorized reproduction or distribution of this program, or any
portion of it. may resull in severe civil and criminal penalties, and
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Troubleshooting Your Installation

If you have any problems during the ingtallation of MySQL, the first place you should look isthe " Problems and
Common Errors’ chapter of the MySQL manual, which islocated at http://mww.mysgl.com/doc/P/r/Problems.html.

Thefollowing are some common problems.

On Linux/Unix, Incorrect permissions do not alow you to start the MySQL daemon. If thisisthe case, be
sure you have changed owners and groups to match those indicated in the ingtallation instructions.

If you see the message " Access denied" when connecting to MySQL, be sure you are using the correct
username and password.

If you see the message "' Can't connect to server”, make sure the MySQL daemon isrunning.

When defining tables, if you specify alength for afield whose type does not require alength, the table will not
be created. For example, you should not specify alength when defining afield as TEXT (as opposed to
CHAR or VARCHAR).

If you gtill have trouble after reading the manud, sending e-mail to the MySQL mailing list (see
http:/mww.mysgl.com/documentation/listshtml for more information) will likely produce results. Y ou can dso
purchase support contracts from MySQL AB for avery low fee. If you have purchased aversion of MySQL other
than the one distributed by MySQL AB, you should turn to the documentation and support options for that product.
The companiesthat sell other versions of MySQL usually have additional support contracts that you can purchase.

[ TeamLiB]
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Basic Security Guidelines

Regardless of whether you are running MySQL on Windows or Linux/Unix, and no matter whether you administer
your own server or use a system provided by your Internet service provider, every devel oper needs to understand
basic security guidelines. If you are ng MySQL through your Internet service provider, there are severa
aspects of server security that you, as anon-root user, should not be able to modify or circumvent. Unfortunately,
many Internet service providers pay no mind to security guidelines, leaving their clients exposed—and for the most
part, unaware of therisk.

Starting MySQL

Securing MySQL begins with the server startup procedure. If you are not the administrator of the server, you won't
be able to changethis, but you can certainly check it out and report vulnerabilities to your Internet service provider.

If your MySQL ingtdlation ison Linux/Unix, your primary concern should be the owner of the MySQL daemon—it
should not be root. Running the daemon as a non-root user such as mysgl or database will limit the ability of
malicious individuasto gain accessto the server and overwritefiles.

Y ou can verify the owner of the process using the ps (process status) command on your Linux/Unix system. The
following output shows MySQL running as anon-root user (see thefirst entry on the second line):

#> ps auxw | grep nysqld

nysqgl 153 0.0 0.6 12068 2624 ? S Nov16 0: 00

[usr/ 1 ocal/bin/mnmysqgl/bin/nysqld

--defaul ts-extra-file=/usr/local/bin/nysql/datalny.cnf

--basedi r=/usr/local /bin/nysql --datadir=/usr/local/bin/mnmysqgl/data
--user=nysql --pid-file=/usr/local/bin/nysql/data/nke.pid --skip-Iocking

The following output shows MySQL running asthe root user (seethefirgt entry on the second line):

#> ps auxw | grep nysqgld

root 21107 0.0 1.1 11176 1444 ? S Nov 27 0: 00

/usr/1ocal /nysqgl/bin/nysqld

- -basedi r=/usr/local / mysql --datadir=/usr/local/nysqgl/data --skip-Iocking

If you seethat MySQL isrunning asroot on your system, immediately contact your Internet service provider and
complain. If you are the server administrator, you should start the MySQL process as a non-root user or specify the
usernamein the startup command line:

mysqgl d --user=non_root _user_nane

For example, if you want to run MySQL as user mysgl, use
nmysqgl d --user=nysql

Securing Your MySQL Connection

Y ou can connect to the MySQL monitor or other MySQL applicationsin severa different ways, each of which has

Htemam et ity rid/e 1 yvimdir AMIv SN inctAallAaftAan iceAan vyt v v amAwwiarl bkt arn vt 1 b ra |l ace A va1arm 7 A F Fhharn
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Introducing the MySQL Privilege System

The MySQL privilege sysemisadways"on." Thefirst timeyou try to connect and for each subsequent action,
MySQL checksthe following three things:

Whereyou are ng from (your host)

Who you say you are (your username and password)

What you're dlowed to do (your command privileges)

All thisinformation is stored in the database called mysgl, which isautomaticaly created when MySQL isingtaled.
There are severd tablesin the mysgl database:

columns_priv— Defines user privilegesfor specific fiddswithin atable.

db— Definesthe permissonsfor al databases on the server.

func— Defines user-created functions.

host— Defines the acceptable hosts that can connect to a specific database.

tables priv— Defines user privilegesfor specific tables within a database.

user— Defines the command privileges for a specific user.

These tables will become more important to you later in this hour as you add afew sample usersto MySQL.. For
now, just remember that these tables exist and must have relevant datain them in order for usersto complete actions.

The Two-Step Authentication Process

Asyouve learned, MySQL checks three things during the authentication process. The actions associated with these
three things are performed in two steps:
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Working with User Privileges

In most cases when you are accessing MySQL through an Internet service provider, you will have only one user and
one database available to you. By default, that one user will have accessto al tablesin that database and will be
alowed to perform al commands.

In this case, the responsbility isyours as the devel oper to create a secure gpplication through your programming.

If you are the administrator of your own server or have the ability to add as many databases and users as you want,
aswell asmodify the access privileges of your users, these next few sections will take you through the processes of
doing 0.

Adding Users

Adminigtering your server through athird-party application may afford you asmple method for adding users, usng a
wizard-like process or agraphicd interface. However, adding users through the MySQL monitor is not difficult,
especidly if you understand the security checkpoints used by MySQL, which you just learned.

The smplest method for adding new usersisthe GRANT command. By connecting to MySQL as the root user, you
can issue one command to set up anew user. The other method isto issue INSERT statementsinto al the relevant
tablesin the mysgl database, which requires you to know al thefieldsin the tables used to store permissions. This
method worksjust aswell but is more complicated than the smple GRANT command.

The smple syntax of the GRANT command is

GRANT privil eges
ON dat abasenan®e. t abl enane
TO user nane@ost
| DENTI FI ED BY "password";

The privilegesyou can grant are
ALL— Givestheuser dl of thefollowing privileges
ALTER— User can dter (modify) tables, columns, and indexes

CREATE— User can create databases and tables

DELETE— User can delete records from tables


http://www.janescomputer.company.com/default.htm
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Summary

Ingtaling MySQL on Windowsisavery smple process due to awizard-based ingtalation method. MySQL AB
provides a GUI-based adminigtration tool for Windows users, caled WinMySQLadmin. Linux/Unix users do not
have awizard-based ingtalation process, but it's not difficult to follow asmple set of commands to unpack the
MySQL client and server. Linux/Unix users can also use RPMsfor ingallation.

Security isaways apriority, and there are severd steps you can take to ensure a safe and secure ingtallation of
MySQL. Even if you are not the administrator of the server, you should be able to recognize breachesand raise a
ruckus with the server adminigtrator!

The MySQL server should not run asthe root user. Additionaly, named users within MySQL should dways have a
password, and their access privileges should be well defined.

MySQL uses the privilege tables in atwo-step process for each request that is made. MySQL needs to know who
you are and where you are connecting from, and each of these pieces of information must match an entry inits
privilegetables. Also, the user whose identity you are using must have specific permission to perform the type of
request you are making.

Y ou can add user privileges usng the GRANT command, which uses asmple syntax to add entriesto the user table
inthe mysgl database. The REVOKE command, which isequaly smple, is used to remove those privileges.

[ TeamLiB]
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Q&A

[ TeamLiB]

Al:

A2

How do | completely remove auser? The REVOKE
command just eiminatesthe privileges.

To completely remove auser from the privilege table,
you have to issue a specific DEL ETE command from
the user table in the mysgl database.

What if | tell my Internet service provider to stop
running MySQL asroot, and they won't?

Switch providers. If your Internet service provider
doesn't recognize therisks of running something as
important as your database as the root user, and
doesn't listen to your request, find another provider.
There are providers with plans aslow as $9.95/month
that don't run important processes as root!
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin learning
how to put your knowledge into practice.

Quiz

=

Trueor False: Telnet isa perfectly acceptable method
to securely connect to MySQL from aremote host.

Al
Fase. Thekey word is"secure,” and Telnet does not
encrypt data between hosts. Instead, use SSH to
connect to your server.

S

Which three pieces of information does MySQL
check each time arequest is made?

A2:
Who you are, where you are accessing from, and
what actions you're alowed to perform.

|0

What command would you useto grant SELECT,
INSERT, and UPDATE privilegesto auser named
bill on locahost to dl tables on the BillDB database?
Also, what piece of information ismissing from this
Statement that is recommended for security purposes?

A3:
Thecommandis

GRANT SELECT, | NSERT, UPDATE
ON Bi |l | DB. *
TO bil | @ocal host;

The important missing pieceisapassword for the
user!

Activities
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Hour 2. Installing and Configuring Apache

In this second of three"ingdlation™ hours, you will ingal the Apache Web server and familiarize yoursdf with itsmain
components, including log and configuration files. In thishour, you will learn

How to ingd| the Apache server on Linux/Unix
How to ingtd| the Apache server on Windows

How to make configuration changesto Apache

Where Apachelog and configuration files are stored

[ TeamLiB]
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Choosing the Appropriate I nstallation Method

Y ou have severa optionswhen it comesto getting abasic Apache ingtdlation in place. Apacheis open source,
meaning that you can have access to the full source code of the software, which in turn enables you to build your own
custom server. Additiondly, pre-built Apache binary distributions are available for most modern Unix platforms.
Finally, Apache comes dready bundled with avariety of Linux distributions, and you can purchase commercid
versions from software vendors such as Covaent Technologies and IBM. The examplesin this hour will teach you
how to build Apache from sourceif you are using Linux/Unix, and how to usetheingdler if you plan to run Apache
on aWindows system.

Building from Sour ce

Building from source gives you the grestest flexibility, asit enables you to build acustom server, remove modules you
do not need, and extend the server with third-party modules. Building Apache from source code enables you to
eadly upgradeto the latest versions and quickly apply security patches, whereas updated versions from vendors can
take days or weeks to appear.

The process of building Apache from the source code is not especidly difficult for smpleingtalations, but can grow
in complexity when third-party modules and libraries are involved.

Installing a Binary

Linux/Unix binary installations are available from vendors and can aso be downloaded from the Apache Software

Foundation Web site. They provide aconvenient way to ingtal Apache for userswith limited system administration
knowledge, or with no speciad configuration needs. Third-party commercid vendors provide prepackaged Apache
ingtallations together with an gpplication server, additiona modules, support, and so on.

The Apache Software Foundation provides an ingtaller for Windows systems—a platform where acompiler isnot as
commonly avalableasin Linux/Unix systems.

[ TeamLiB]
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| nstalling Apache on Linux/Unix

This section explains how to ingtal afresh build of Apache 2.0 on Linux/Unix. The steps necessary to successfully
ingtall Apachefrom source are

1.

Downloading the software
2.

Running the configuration script
3.

Compiling the code and ingdling it

Thefollowing sections describe these stepsin detal.

Downloading the Apache Source Code

The officid Apache download Steislocated at http://www.apache.org/dist/httpd. Y ou can find severd Apache
versons, packaged with different compress on methods. The distribution files arefirst packed with the tar utility and
then compressed ether with the gzip tool or the compress utility. Download the .tar.gz version if you have the gunzip
utility ingtalled in your system. This utility comesingtaled by default in open source operating syssems such as
FreeBSD and Linux. Download thetar.Z fileif gunzip is not present in your system. (It isn't included in the defaullt
ingtalation of many commercia Unix operating systems.)

Thefile you want to download will be named something smilar to httpd-2.0. version.tar.Z or httpd-2.0.
verson.tar.gz, where version isthe most recent release version of Apache. For example, Apacheverson 2043 s
downloaded as afile named httpd-2.0.43.tar.gz. Keep the downloaded file in adirectory reserved for sourcefiles,
such as/us/sic/ or fusr/local/srel.

Uncompressing the Sour ce Code

If you downloaded the tarball compressed with gzip (it will have atar.gz suffix), you can uncompressit using the
gunzip utility (part of the gzip digtribution).

; Tarbal isacommonly used nickname for software packed using the tar utility.
Y ou can uncompress and unpack the software by typing the following command:
#> gunzip < httpd-2.0*.tar.gz | tar xvf -

If you downloaded the tarball compressed with compress (tar.Z suffix), you can issue the following command:

#> cat httpd-2.0*.tar.Z | uncompress | tar xvf -


http://www.apache.org/dist/httpd
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| nstalling Apache on Windows

Apache 2.0 runs on most Windows platforms and offers increased performance and stability over the 1.3 versions
for Windows. Y ou can build Apache from source, but because not many Windows users have compilers, this section
dedswith the binary ingdler.

Beforeingdling Apache, you'll probably want to make sure that you are not currently running aWeb server (for
instance, a previous version of Apache, Microsoft Internet Information Server, or Microsoft Persona Web Server) in
your machine. Y ou might want to uningtal or otherwise disable existing servers. Y ou can run severa Web servers,
but they will need to runin different address and port combinations.

Y ou can download an ingtaler from http://mww.gpache.org/dist/httpd/binaries'win32.

After you download the ingtaller, double-click on thefileto sart theinstallation process. Y ou will get awelcome
screen, asshown in Figure 2.1. Select Next to continue the installation process, and you will be prompted to accept
the Apache license. Basically the license says that you can do whatever you want with the software—including
meaking proprietary modifications—except claim that you wroteiit, but be sure to read the license so that you fully
understand the terms.

Figure2.1. The Windows installer welcome screen.

jig Apache HTTP Server 2.0 - Installation Wizard I

Welcome to the Installation Wizard for
Apache HTTP Server 2.0.43

The Installation Wizard will install Apache HTTP Server 2.0.43
on your computer, To continue, click Mext,

WARNING: This program is protected by copyright law and
international treaties.

= Hart Next > Cancel |

After you accept the license, the ingtaller presents you with a brief introduction to Apache. Following that, it asksyou
to provide basic information about your compuiter, as shown in Figure 2.2. Thisincludes the full network addressfor
the server (for instance, mycomputer.mydomain.com) and the administrator's email address. The server name will be
the name that your clients will use to access your server, and the administrator email addresswill be added to error
messages so that visitors know how to contact you when something goes wrong.

Figure 2.2. Thebasic information screen.


http://www.apache.org/dist/httpd/binaries/win32
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Apache Configuration File Structure

Apache kegpsdl of its configuration information in text files. The mainfileis caled httpd.conf. Thisfile contains
directives and containers, which enable you to customize your Apache ingtdlation. Directives configure specific
settings of Apache, such as authorization, performance, and network parameters. Containers specify the context to
which those settings refer. For example, authorization configuration can refer to the server asawhole, adirectory, or
asnglefile

Directives

Thefollowing rules gpply for Apache directive syntax:

The directive arguments follow the directive name.

Directive arguments are separated by spaces.

The number and type of arguments vary from directive to directive; some have no arguments.

A directive occupies asingleline, but you can continue it on adifferent line by ending the previouslinewith a
backdash character (\).

The pound sign (#) should precede the directive, and must appear onitsown line.

In the Apache server documentation, found online at http://httpd.apache.org/docs-2.0/, you can browse the
directivesin aphabetical order or by the module to which they belong. Y ou'll soon learn about some of the basic
directives, but you should supplement your knowledge using the online documentation.

Figure 2.5 shows an entry from the documentation for the ServerName directive description. Y ou can read this
description in the online documentation at http://httpd.apache.org/docs-2.0/mod/core.htmi#servername.

Figure 2.5. Directive description example.

=) coue - Apachs HTTP Serves - Microzolt Inbermot E splores
Fle Edt Yew Favoiter Toc: Heb o
gt [{] bop £/hipd apache oratdocs-2 Dimod oone hisi@cervsmams || #Bo

ServerMame Directive

Desgciiption: Hosiname and pot that the servr uses to identdy gel
Syntax: ServetName fulle-quraliliad domain-nemef por]
Conlexl: sornr config, virlual host

Starfus: Cote
Module: Corg



http://httpd.apache.org/docs-2.0/default.htm
http://httpd.apache.org/docs-2.0/mod/core.html#servername
http://httpd.apache.org/docs-2.0/mod/directive-dict.html
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ApacheLog Files

Apacheincludestwo log files by default. The access |og fileisused to track client requests. Theerror_log is used to
record important events, such as errors or server restarts. Thesefiles don't exist until you start Apache for the first
time. Thefilesare named accesslog and error.log in Windows platforms.

access _log

When aclient requests afile from the server, Apache records severa parameters associated with the request,
including the IP address of the client, the document requested, the HT TP status code, and the current time. Ligting 2.5
shows samplelog file entries. Hour 17, "L ogging and Monitoring Server Activity,” will show you how to modify
which parameters are logged.

Listing 2.5 Sample access log Entries

1: 127.0.0.1 - - [01/Sep/2002:09:43:37 -0700] "GET / HITP/1.1" 200 1494
2: 127.0.0.1 - - [01/ Sep/2002: 09: 43: 40 -0700] "GET /nmanual/ HTTP/1.1" 200 10383
error_log

Thisfileincludes error messages, startup messages, and any other sgnificant eventsin thelife cycle of the server. This
isthefirst placeto look when you have a problem with Apache. Listing 2.6 shows sample error_|og entries.

Listing 2.6 Sampleerror_log Entries

[Sun Sep 01 09:42:59 2002] [notice] Parent: Created child process -2245

[Sun Sep 01 09:42:59 2002] [notice] Child -2242: Child process is running
[Sun Sep 01 09:42:59 2002] [notice] Child -2242: Acquired the start nutex.
[Sun Sep 01 09:42:59 2002] [notice] Child -2242: Starting 250 worker threads.

PwnNkE

Additional Files

The httpd.pid file contains the process I D of the running Apache server. Y ou can use this number to send signalsto
Apache manudly, as described in the next section.

The scoreboard file, present on Linux/Unix Apache, isused by the process-based MPMs to communicate with their
children.

In generd, you do not need to worry about thesefiles.

[ TeamLiB]
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Apache-Related Commands

The Apache distribution includes severa executables. This section covers only the server binary and related scripts.
Hour 15, "Redtricting Accessto Y our Applications,” and Hour 22, " Apache Performance Tuning and Virtua
Hogting," cover additiond utilitiesincluded with the Apache distribution.

Apache Server Binary
The Apache executable is named hitpd in Linux/Unix and apache.exein Windows. It accepts severa command-line

options, which are described in Table 2.1. Y ou can get acomplete listing of options by typing
Just/loca/apache2/bin/httpd -h on Linux/Unix, or by typing apache.exe -h from acommand prompt on Windows.

Table2.1. httpd Options

Option Meaning

-D Allows you to pass a parameter that can be used for
<IfDefine> section processing

- Lists compiled-in modules

-V Shows verson number and server compilation time

f Allowsyou to passthe location of httpd.conf if itis
different from the compiletime default

After Apacheis running, you can usethekill command on Linux/Unix to send signasto the parent Apache process.
Signals provide a mechanism to send commandsto aprocess. To send asignd, execute the following command:

#> kill -SIGNAL pid

where pid isthe process ID and SIGNAL isone of the following:

HUP— Stop the server

USR1 or WINCH— Graceful restart; which signal to use depends on the underlying operating system

I In D At~
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Starting Apachefor the First Time

Before you start Apache, you should verify that the minima set of information is present in the Apache configuration
file, httpd.conf. The following sections describe the basic information needed to configure Apache, and how to start
the server.

Check Your Configuration File

Y ou can edit the Apache httpd.conf file with your favorite text editor. In Linux/Unix, this probably meansvi or
emacs. In Windows, you can use Notepad or WordPad. Y ou must remember to save the configuration filein plain
text, which isthe only format Apachewill understand.

There are only two parameters that you might need to change to enable you to start Apache for the first time: the
name of the server and the address and port to which it islistening. The name of the server isthe one Apache will use
when it needsto refer to itsdf (for example, when redirecting requests).

Apache can usually figure out its server name from the I P address of the machine, but thisis not dwaysthe case. If
the server does not have avalid DNS entry, you might need to specify one of the IP addresses of the machine. If the
server isnot connected to a network (you might want to test Apache on a standa one machine), you can use the
vaue 127.0.0.1, which isthe loopback address. The default port valueis 80. Y ou might need to change thisvalue if
thereisaready a server running in the machine at port 80, or if you do not have administrator permissons—on
Linux/Unix systems, only the root user can bind to privileged ports (those with port numberslower than 1024).

Y ou can change both the listening address and the port values with the Listen directive. The Listen directive takes
either aport number or an IP address and a port, separated by a semicolon. If only the port is specified, Apache will
listen on that port at al available IP addresses in the machine. If an additional 1P addressis provided, Apache will
listen at only that address and port combination. For example, Listen 80 tells Apacheto listen for requests at al IP
addresses on port 80. Listen 10.0.0.1:443 tells Apache to listen only at 10.0.0.1 on port 443.

The ServerName directive enables you to define the name the server will report in any sdf-referencing URLS. The
directive accepts a DNS name and an optiona port, separated by a colon. Make sure that ServerName hasavalid
vaue. Otherwise, the server will not function properly; for example, it will issueincorrect redirects.

On Linux/Unix platforms, you can use the User and Group directives to specify which user and group 1Ds the server
will run as. The nobody user isagood choice for most platforms. However, there are problemsin the HP-UX
platform with thisuser ID, so you must create and use adifferent user ID, such aswww.

Starting Apache

To start Apache on Linux/Unix, change to the directory containing the apachect! script and execute the following
command:

#> ./ apachect!| start

To start Apache on Windows, click on the Start Apache link in the Control Apache section in the Start menu. If you
ingaled Apache as asarvice. vou must start the Apache service instead.
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Troubleshooting

The following subsections describe severd common problemsthat you might encounter the first time you start
Apache.

Already an Existing Web Server

If thereisaready a server running in the machine and listening to the same | P address and port combination, Apache
will not be ableto start successfully. Y ou will get an entry in the error log fileindicating that Apache cannot bind to
the port:

[crit] (48)Address already in use: make_sock: could not bind to address 10.0.0.2: 80

[alert] no listening sockets avail able, shutting down

To solve this problem, you need to stop the running server or change the Apache configuration to listen on adifferent
port.

No Permission to Bind to Port

You will get an error if you do not have administrator permissions and you try to bind to aprivileged port (between O
and 1024):

[crit] (13)Perm ssion denied: make_sock: could not bind to address 10.0.0.2:80

[alert] no listening sockets avail able, shutting down

To solvethis problem, you must either log on as the administrator before starting Apache or change the port number
(8080 isacommonly used nonprivileged port).

Access Denied

Y ou might not be able to start Apacheif you do not have permission to read the configuration files or to write to the
log files. Youwill get an error smilar to the following:

[View ful | width]

(13) Perm ssion denied: httpd: could not open error log file /usr/local/apache2/| ogs/
=error_|og.

This problem can arise if Apache was built and ingtalled by a different user than the onetrying to runit.
Wrong Group Settings
Y ou can configure Apache to run under a certain username and group. Apache has default vaues for the running

server username and group. Sometimes the default valueis not vaid, and you will get an error containing setgid:
unableto set group id.
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Summary

This hour explained different ways of getting an Apache 2.0 server ingtalled on your Linux/Unix or Windows
machine. It covered both binary and source ingtdlation and explained the basic build-time options. Additiondly, you
learned the location of the server configuration files, and the syntax of the commands used to modify your Apache
configuration. Y ou learned about the two main log files—access log and error_log. Findly, you saw how to start and
stop the server using the Apache control scripts or the Apache server binary on Linux/Unix and Windows platforms.
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Q&A
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Al:

A2

A3:

How can | start aclean build?

If you need to build anew Apache from source and
do not want the result of earlier buildsto affect the
new one, it isaways agood ideato run the make
clean command. That will take care of cleaning up any
exiging binaries, intermediate object files, and so on.

Why are per-directory configuration files ussful?

Although per-directory configuration files have an
impact on server performance, they can be useful for
del egated administration. Because per-directory
configuration filesare read every timearequest is
made, thereis no need to restart the server when a
changeis made to the configuration.

Y ou can dlow users of your Web site to make
configuration changes on their own without granting
them adminigtrator privileges. Inthisway, they can
password-protect sections of their home pages, for
example.

What do you mean by avalid ServerName directive?

The DNS system is used to associate | P addresses
with domain names. Thevaue of ServerNameis
returned when the server generatesa URL. If you are
using acertain domain name, you must make sure that
itisincluded in your DNS system and will be available
to dientsvigting your Ste.
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin putting

your knowledge into practice.

Quiz

Activities

=

Al:

N

A2

|0

A3

How can you specify the location where you want to

ingal Apache?

Linux/Unix users can use the --prefix option of the
configure script. If an existing ingtalation is present at
that location, the configuration fileswill be preserved
but the binarieswill be replaced. On Windows, this
location is set in the ingtallation wizard.

What is the main difference between <L ocation> and
<Directory> sections?

Directory sectionsrefer to file system objects;
L ocation sectionsrefer to elementsin the address bar
of the Web page (also cdled the URI).

What isthe difference between arestart and a
graceful restart?

During anormal restart, the server is stopped and then
sarted, causing some requeststo belost. A graceful
restart allows Apache children to continue to serve
their current requests until they can be replaced with
children running the new configuration.

Practice the various types of server shutdown and restart procedures.
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Hour 3. Installing and Configuring PHP

Inthelast of the three "ingdlation™ hours, you will acquire, ingall, and configure PHP and make some basic changes
to your Apacheingdlation. In thishour, you will learn

How to ingtal PHP with Apache on Linux/Unix
How to instal PHP with Apache server on Windows
How to test your PHP ingtallation

How to find help when things go wrong

The basics of the PHP language
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Building PHP on Linux/Unix with Apache

In this section, we will look at oneway of ingalling PHP with Apache on Linux/Unix. The processismore or lessthe
same for any Unix operating system. While you might be able to find pre-built versions of PHP for your system,
compiling PHP from the source gives you greater control over the features built into your binary.

To download the PHP distribution files, go to the home of PHP, http://mwww.php.net/, and follow thelink to the
Downloads section. Grab the latest version of the source code—for this example, we are using 4.2.3. Y our
disgtribution will be named something smilar to php-verson.tar.gz, where verson isthe most recent rel ease number.
Thisarchive will be acompressed tar file, so you will need to unpack it:

#> tar -xvzf php- version.tar.gz

Keep the downloaded file in adirectory reserved for sourcefiles, such as/usr/src/ or fusr/local/srcl. After your
digtribution is unpacked, you should moveto the PHP distribution directory:

#> cd php-version

Within your distribution directory you will find ascript caled configure. This script accepts additiona information thet
is provided when the configure script is run from the command line. These "command-line arguments® will control the
featuresthat PHP will support. For this example, we will include the basic options you need to useto install PHP with
Apache and MySQL support. We will discuss some of the available configure options later in the hour.

#> ./configure --prefix=/usr/local/php \
--wi th-nysql =/ usr/ Il ocal / bi n/ mysql \
--wW t h-apxs2=/usr/ | ocal / apache2/ bi n/ apxs

Once the configure script has run, you will be returned to the prompt after receiving severa informationa notes from
the PHP Group:

|
| |
| Apache 2 Support is EXPERI MENTAL and should NOT be used in
| production environment. Before submitting bug reports, try the
| latest CVS snapshot from http://snaps. php. net

Li cense: |
This software is subject to the PHP License, available in this
distribution in the file LICENSE. By continuing this installation
process, you are bound by the terns of this |license agreenent. |
If you do not agree with the ternms of this |icense, you nust abort
the installation process at this point.

> NOTE > |
The default for register_globals is now OFF

|
| |
| |
| I'f your application relies on register_globals being ON, you

| should explicitly set it to on in your php.ini file.

| Note that you are strongly encouraged to read

| http://ww. php. net/manual / en/ security. registerglobal s. php

| about the inplications of having register_globals set to on, and

| avoid using it if possible.


http://www.php.net/default.htm
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Installing PHP Fileson Windows

Unlike building and ingtaling PHP on Linux/Unix, ingaling PHP on Windows requires nothing more than
downloading the distribution and moving afew files around. To download the PHP distribution files, go to the home
of PHP, http://Mmww.php.net/, and follow the link to the Downloads section. Grab the latest version of the zip
package from the Windows Binaries section—for this example we are using 4.2.3. Y our distribution will be named
something Smilar to php-version.zip, where version isthe most recent release number.

Oncethefileis downloaded to your system, double-click on it to launch your unzipper. The digtribution is packed up
with pathnames aready in place, so if you extract the filesto the root of your drive, it will create adirectory caled
php-verson-Win32, and place dl thefiles and subdirectories under that new directory.

Now that you have dl the basic PHP didtribution files, you just need to move afew of them around:

1.

In the PHP ingtdlation directory, find the php.ini-dit file and renameit php.ini.
2.

Movethe php.ini fileto C;AWINDOWS\ or wherever you usualy put your *.ini files.
3.

Movethe phpdtsdll fileto C:\WINDOWS\SY STEM\ or wherever you usudly put your *.dll files.

To get abasic verson of PHP working with Apache, you'll need to make afew minor modificationsto the Apache
configurationfile.

I ntegrating PHP with Apache on Windows

To ensure that PHP and Apache get along with one another, you need to add afew itemsto the httpd.conf
configuration file. Firg, find a section that lookslikethis:

# Exanpl e:

# LoadModul e foo_nodul e nodul es/ nod_f 0o. so

#

LoadModul e access_nodul e nodul es/ nbd_access. so
LoadModul e acti ons_nodul e nodul es/ nod_acti ons. so
LoadModul e al i as_nodul e nodul es/ mod_al i as. so
LoadModul e asi s_nodul e nodul es/ nod_asi s. so

LoadModul e aut h_nodul e nodul es/ nod_aut h. so
#LoadMbdul e aut h_anon_nodul e nodul es/ nod_aut h_anon. so
#LoadModul e aut h_dbm nodul e nodul es/ nod_aut h_dbm so
#LoadModul e aut h_di gest _nodul e nodul es/ nod_aut h_di gest. so
LoadMbdul e aut oi ndex_nodul e nodul es/ nod_aut oi ndex. so
#LoadModul e cern_neta_nodul e nodul es/ nod_cern_neta. so
LoadModul e cgi _nodul e nodul es/ nod_cgi . so

#LoadModul e dav_nodul e nodul es/ nod_dav. so

#LoadModul e dav_fs_nodul e nodul es/ nod_dav_fs. so
LoadMbdul e dir_nodul e nodul es/ nod_dir. so

LoadMbdul e env_nodul e nodul es/ nod_env. so

#LoadMbdul e expi res_nodul e nodul es/ npd_expires. so
#LoadModul e fil e_cache_nodul e nodul es/ nod_fil e _cache. so
#LoadModul e header s_nodul e nodul es/ nod_header s. so


http://www.php.net/default.htm
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php.ini Basics

After you have compiled or ingtalled PHP, you can still changeits behavior with the php.ini file. On Unix systems, the
default location for thisfileis/ust/loca/phpllib, or thelib subdirectory of the PHP ingtallation location you used at
configuration time. On aWindows system, thisfile should be in the Windows directory.

Directivesin the php.ini file comein two forms: values and flags. Vaue directives take the form of adirective name
and avaue separated by an equals Sign. Possible values vary from directive to directive. Flag directives take the form
of adirective name and a positive or negative term separated by an equas sign. Positive termsinclude 1, On, Yes,
and True. Negative termsinclude O, Off, No, and False. Whitespace isignored.

Y ou can change your php.ini settings at any time, but after you do, you'll need to restart the server for the changesto
take effect. At some point, take time to read through the php.ini file on your own, to see the types of things that can
be configured.
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Testing Your Installation

Thesmplest way to test your PHP ingtalation isto creste asmall test script utilizing the phpinfo() function. This
function will produce along list of configuration information. Open atext editor and type thefollowing line:

<? phpinfo(); ?>

Savethisfile as phpinfo.php and place it in the document root of your Web server—the htdocs subdirectory of your
Apacheingdlation. Accessthisfile viayour Web browser and you should see something like Figure 3.1 or Figure 3.2

Figure 3.1. Theresults of phpinfo() on a Linux/Unix system.
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Getting Installation Help

Helpisdwaysat hand on the Internet, particularly for problems concerning open source software. Wait amoment
before you click the send button, however. No matter how intractable your instalation, configuration, or
programming problem might seem, chances are you are not alone. Someone has probably already answered your
question.

When you hit abrick wall, your first recourse should be to the officid PHP site at http://Amww.php.net/ (particularly
the annotated manua at http://Aww.php.net/manud/).

If you ill can't find your answer, don't forget that the PHP site is searchable. The advice you are seeking may be
lurking in apressrelease or a Frequently Asked Questionsfile. Y ou can also search themailing list archives at
http://mww.php.net/search.php. These archives represent a huge information resource with contributions from many
of the great mindsin the PHP community. Spend sometimetrying out afew keyword combinations.

If you are still convinced that your problem has not been addressed, you may well be doing the PHP community a
sarvice by exposing it. Y ou can join the PHP mailing lists at http://mww.php.net/support.php. Although theselists
often have high volume, you can learn alot from them. If you are serious about PHP scripting, you should certainly
subscribeto at least adigest list. Once you've subscribed to the list that matches your concerns, you might consider

posting your problem.

When you post aquestion, it isagood ideato include as much information as possible (without writing anovel). The
following items are often pertinent:

Y our operating system

Theverson of PHP you are running or ingaling

The configuration options you chose

Any output from the configure or make commandsthat preceded an ingdlation failure

A reasonably complete example of the code that is causing problems

Why al these cautions about posting aquestion to amailing list? First, developing research skillswill sand you in

good stead. A good researcher can generdly solve a problem quickly and efficiently. Posting anaive question to a

technica list often resultsin await rewarded only by amessage or two referring you to the archives where you should
have begun your search for answersin thefirst place.


http://www.php.net/default.htm
http://www.php.net/manual/default.htm
http://www.php.net/search.php
http://www.php.net/support.php
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The Basics of PHP Scripts

Let'sjump straight in with a PHP script. To begin, open your favorite text editor. Like HTML documents, PHP files
are made up of plain text. Y ou can create them with any text editor, such as Notepad on Windows, Simple Text and
BBEdit on Mac OS, or vi and Emacs on Unix operating systems. Most popular HTML editors provide at least some
support for PHP.

Keith Edmunds maintains ahandy list of PHP-friendly editors at
http://Amww.itworks.demon.co.uk/phpeditors.htm.

Typeintheexamplein Liding 3.1 and savethefile, caling it something like first.php.
Ligting 3.1 A Smple PHP Script

1. <?php
2: print "Hello Web!";
3 ?>

If you are not working directly on the machine that will be serving your PHP script, you will probably need to use an
FTP client such as WS-FTP for Windows or Fetch for Mac OS to upload your saved document to the server.

Once the document isin place, you should be able to accessit viayour browser. If dl has gone well, you should see
the script's output. Figure 3.3 shows the output from the first.php script.

Figure 3.3. Success: the output from Ligting 3.1.

-’a http: / flocalhost/first. php - Microzoft Intemnet Exzplorer
File Edt Miew Favortes Toole Help |
Address |-éj http:/ flocalhast first. php j ' Go
Hello YWeh!
|".g:| Done I_ I_ I_ E‘g Local intranet o

Beginning and Ending a Block of PHP Statements

When writing PHP, you need to inform the PHP engine that you want it to execute your commands. If you don't do
this, the code you write will be mistaken for HTML and will be output to the browser. Y ou can designate your code


http://www.itworks.demon.co.uk/phpeditors.htm
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Summary

In this hour, you learned how to ingtal and configure PHP for use with Apache on ether Linux/Unix or Windows.

Y ou learned that various configure optionsin the Linux/Unix build script can change the features that are supported.
Y ou learned about php.ini and how to change the vaues of its directives. Using the phpinfo() function, you tested
your ingtalation and produced alist of its configuration values. Y ou created asimple PHP script using atext editor.
Y ou examined four sets of tagsthat you can use to begin and end blocks of PHP code. Finally, you learned how to
use the print() function to send datato the browser, and you brought HTML and PHP together into the same script.
In the next hour, you will use these skillsto test some of the fundamenta building blocks of the PHP language,
including variables, data types, and operators.
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Q&A

Y ou have covered an ingdlation for Linux/Unix or
Windows, and the Apache Web server. Doesthis
mean that the materia presented in thisbook will not
apply to my server and operating system?

Al
No, one of PHP's great strengthsisthat it runson
multiple platforms. Y ou can find ingtdlation
ingructionsfor different Web serversand
configuration directives for database support in the
PHP Manud. While the examples throughout this
book are specificaly geared toward the combination
of PHP, MySQL, and Apache, only dight
modifications would be needed to work with the
examples using different Web servers or databases.

Which are the best start and end tags to use?

A2:
Itislargely amatter of preference. For the sake of
portability, the standard tags (<?php ?>) are probably
the safest bet. Short tags are enabled by default and
have the virtue of brevity, but with theincreasing
popularity of XML, it issafest to avoid them.

What editors should | avoid when creating PHP code?

A3
Do not use word processors that format text for
printing (such as Word, for example). Evenif you
savefiles created usng thistype of editor in plain text
format, hidden characters are likely to creep into your
code.

R

When should | comment my code?

A4
Once again, thisisameatter of preference. Some short
scriptswill be sdlf-explanatory, even after along
interval. For scripts of any length or complexity, you
should comment your code. This often savesyou time

AnA Fr ickrat an 1 ha l Aance v i
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin putting

your knowledge into practice.

Quiz

=

Al:

N

A2

|0

A3:

[ &

A4

From aLinux/Unix operating system, how would you
get help on configuration options (the options that you
pass to the configure script in your PHP distribution)?

Y ou can get help on configuration options by calling
the configure script in the PHP distribution folder and
passng it the --hel p argument:

./configure --help

What line should you add to the Apache configuration
fileto ensure that the .php extension is recognized?

Thelire

AddType application/ x-httpd-php . php

ensuresthat Apachewill treet files ending with the
.php extenson as PHP scripts.

What is PHP's configuration file called?

PHP's configuration fileis caled php.ini.

Can auser read the source code of PHP script you
have successfully ingdled?

No, the user will only see the output of your script.
The exception to thisisif you have explicitly crested a
copy of the script with a.phps extension, which will

ArAar tha AAlAar A~AaAdAA e~ irea
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Hour 4. The Building Blocks of PHP

In this hour, you will get your hands dirty with some of the nuts and bolts of the PHP scripting language. Those of you
new to programming may fed overwhelmed at times, but don't worry—you can ways refer back to this hour later
on. Concentrate on understanding the concepts rather than memorizing the features covered.

If you're already an experienced programmer, you should at least skim this hour'slesson, asit coversafew
PHP-specific features.

Inthishour, youwill learn
| About variables—what they are, why you need to use them, and how to use them
How to define and access variables
About datatypes
About some of the more commonly used operators

How to use operators to create expressions

How to define and use congtants

[ TeamLiB]
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Variables

A vaiableisagpecid container that you can defineto "hold" avaue. Variables are fundamenta to programming.
Without variables, we would be forced to hard-code al the valuesin our scripts. By adding two numbers together
and printing the result, you can achieve something useful

print (2 + 4);

Thisscript will only be useful for people who want to know the sum of 2 and 4, however. To get past this, you could
write ascript for finding the sum of another set of numbers, say 3 and 5. However, this gpproach to programming is
clearly absurd, and thisiswhere variables comeinto play.

Variablesdlow usto creste templates for operations (adding two numbers, for example), without worrying about
what vaues the variables contain. Vaueswill be given to the variables when the script is run, possibly through user
input, or through a database query.

Y ou should use avariable whenever the datathat you are subjecting to an operation in your script isliable to change
from one script execution to another, or even within thelifetime of the script itself.

A variable conssts of aname of your choosing, preceded by adollar sign ($). Variable names can include | etters,
numbers, and the underscore character (). They cannot include spaces. They must begin with aletter or an
underscore. The following code defines some legd variables:

$a;

$a_l ongi sh_vari abl e_nane;
$2453;

$sl eepyzzzz;

=" ffy Y our variable names should be meaningful aswell as consistent in style. For example, if

= your script deals with name and password values, don't create avariable called $n for the
name and $p for the password—those are not meaningful names. If you pick up that script
weeks later, you might think that $n isthe variable for "number" rather than "name" and that
$p standsfor "page’ rather than "password.”

A semicolon (;)—a so known as the ingtruction terminator—is used to end a PHP statement. The semicolonsin the
previous fragment of code are not part of the variable names.

. J,f A vaiableisaholder for atype of data. It can hold numbers, strings of characters, objects,
= arrays, or Booleans. The contents of a variable can be changed at any time.

Asyou can see, you have plenty of choices when naming variables. To declare avariable, you need only includeit in
your script. When you declare avariable, you usudly assign avaueto it in the same statement, as shown here:
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Data Types

Different types of datatake up different amounts of memory and may be treated differently when they are
manipulated in a script. Some programming languages therefore demand that the programmer declarein advance
which type of dataa variable will contain. By contrast, PHP isloosdly typed, meaning that it will calculate data types
asdataisassigned to each variable. Thisisamixed blessng. On the one hand, it means that variables can be used
flexibly, holding astring at one point and an integer a another. On the other hand, this can lead to problemsin larger
scriptsif you expect avariable to hold one data type when in fact it holds something completely different. For
example, suppose you have created code that is designed to work with an array variable. If the variable in question
instead contains anumber value, errors might occur when the code attempts to perform array-specific operations on
thevariable.

Table4.1 showsthe six standard datatypes available in PHP.

Table4.1. Standard Data Types

Type Example Description

Integer 5 A whole number

Double 3.234 A floating-point number

String "hdlo” A collection of characters

Boolean true One of the specid valuestrue or fase
Object Aninganceof aclass

Array An ordered set of keys and values

PHP aso providestwo specid datatypes, listed in Table 4.2.

Table 4.2. Specid Data Types

Type Description

Resource Reference to athird-party resource (adatabase, for
example)
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Operators and Expressions

With what you have learned so far, you can assign datato variables. Y ou can even investigate and change the data
typeof avariable. A programming language isn't very useful, though, unless you can manipulate the datayou can
store. Operators are symbols that make it possible to use one or more vaues to produce anew value. A vauethat is
operated on by an operator isreferred to as an operand.

. f An operator isasymbol or series of symbolsthat, when used in conjunction with vaues,
= performs an action and usualy produces anew vaue.

An operand isavaue used in conjunction with an operator. There are usualy two operands
to one operator.

L et's combine two operands with an operator to produce anew value:

4 +5

4 and 5 are operands. They are operated on by the addition operator (+) to produce 9. Operators amost aways sit
between two operands, though you will see afew exceptionslater in this hour.

The combination of operands with an operator to produce aresult is called an expression. Although most operators
form the basis of expressions, an expression need not contain an operator. In fact, in PHP, an expression is defined
asanything that can be used asavalue. Thisincludesinteger constants such as 654, variables such as $user, and
function cals such as gettype(). (4 + 5), for example, isan expression that consists of two further expressonsand an
operator. When an expression produces avaue, it is often said to "resolve to” that vaue. That is, when all
subexpressions are taken into account, the expression can be treated asiif it were acode for the vaue itsdlf.

. ) An expresson isany combination of functions, vaues, and operatorsthat resolveto avaue.
= Asarule of thumb, if you can useit asif it wereavaue, it isan expression.

Now that we have the principles out of the way, it'stimeto take atour of PHP's more common operators.
The Assignment Oper ator

Y ou have seen the assgnment operator each time we have initidized avariable. It conssts of the Single character =.
The assignment operator takes the vaue of its right-hand operand and assignsit to itsleft-hand operand:

$name = "matt";

The variable $name now containsthe string "matt". Interestingly, this construct is an expression. It might gppear at
first glance that the assignment operator smply changes the variable $name without producing avalue, but in fact, a
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Congtants

Variables offer aflexible way of storing data. Y ou can change their vaues and the type of datathey store at any time.
If, however, you want to work with avalue that you do not want to alter throughout your script's execution, you can
define a congtant. Y ou must use PHP's built-in defing() function to create a congtant. After you have donethis, the
constant cannot be changed. To use the defing() function, you must place the name of the constant and the value you
want to give it within the call's parentheses. These values must be separated by acomma:

define( "CONSTANT_NAME", 42);

The vaue you want to set can be anumber, astring, or aBoolean. By convention, the name of the constant should
bein capitd |etters. Constants are accessed with the constant name only; no dollar symbol isrequired. Listing 4.4
defines and accesses a constant.

Listing 4.4 Defining a Constant

<htm >

<head>

<title>Listing 4.4 Defining a constant</title>
</ head>

<body>

<?php

define( "USER', "Gerald");
print "Welcome ".USER

?>

</ body>

</htm >

RPooNOORWhE

I

Notice that in line 8 we used the concatenation operator to append the value held by our constant to the string
"Welcome". Thisis because the PHP engine has no way of distinguishing between a congtant and astring within
quotation marks.

Put these linesinto atext file called constants.php, and place thisfilein your Web server document root. When you
access this script through your Web browser, it produces the following:

Wl cone Cerald

The defing() function can accept athird Boolean argument that determines whether or not the constant name should
be case-independent. By default, constants are case-dependent. However, by passing true to the defing() function,
we can change this behavior, so if we wereto set up our USER congtant as

define( "USER', "Cerald", true );

we could accessits va ue without worrying about case:

print User;
print uskr;
print USER

These expressonsare dl equivaent. Thisfeature can make scriptsalittle friendlier for programmers who work with
our codg, in that they will not need to consider case when ng a congtant that we have defined. On the other
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Summary

In this hour, you covered some of the basic features of the PHP language. Y ou learned about variables and how to
assign to them using the assignment operator. Y ou got an introduction to operators and learned how to combine
some of the most common of these into expressions. Findly, you learned how to define and access congtants.

Now that you have mastered some of the fundamentas of PHP, the next hour will really put you in the driver's seet.
Y ou will learn how to make scripts that can make decisions and repest tasks, with help from variables, expressions,
and operators.

[ TeamLiB]
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Al:

A2

A3

Why isit useful to know the type of dataavariable
holds?

Often the data type of avariable constrains what you
can dowith it. Y ou may want to make surethat a
variable contains an integer or adouble beforeusing it
inamathematica cdculation, for example.

Should | obey any conventions when naming
variables?

Y our god should always be to make your code easy
to read and understand. A variable such as
$ab123245 tells you nothing about itsrolein your
script and invites typos. Keep your variable names
short and descriptive.

A variable named $f isunlikely to mean much to you
when you return to your code after amonth or so. A
variable named $filename, on the other hand, should
make more sense.

Should I learn the operator precedence table?

Thereisno reason that you shouldn't, but | would
save the effort for more useful tasks. By using
parentheses in your expressions, you can make your
code easy to read while defining your own order of
precedence.
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin putting
your knowledge into practice.

Quiz

=

Which of thefollowing variable namesisnot vaid?

$a_val ue_subnmitted_by_a_user
$666666Xyz

$xyz666666

$ counter__

$the first

$file-nane

Al
The variable name $666666xyz is not vaid because it
does not begin with aletter or an underscore
character. The variable name $thefirst isnot valid
because it contains aspace. $file-nameisasoinvdid
because it contains a nonal phanumeric character.

N

What will the following code fragment output?

$num = 33;
(bool ean) $num
print $num

A2:
The fragment will print theinteger 33. Thecast to
Boolean produces a converted copy of thevaue
stored in $num. It does not dter the vaue actualy
stored there.

I

What will the following statement output?

print gettype("4");

A3
The statement will output the tring "string”.

B

What will be the output from the following code
fragment?
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Hour 5. Flow Control Functionsin PHP

The scripts created in the last hour flow only in asingle direction. The same statements are executed in the same
order every timeascript isrun. Thisdoes not dlow for much flexibility.
Y ou will now look at some structures that enable your scripts to adapt to circumstances. In this hour, you will learn
How to usetheif statement to execute code if atest expression evaluatesto true
How to execute dternative blocks of code when the test expression of an if statement evaluatesto false
How to use the switch statement to execute code based on the va ue returned by atest expression
How to repest execution of code using awhile statement
How to usefor statements to make neater |oops
How to break out of loops

How to nest one loop within another

How to use PHP gtart and end tags within control structures

[ TeamLiB]
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Switching Flow

Mogt scripts eva uate conditions and change their behavior accordingly. The capability to make decisons makes your
PHP pages dynamic, able to change their output according to circumstances. Like most programming languages,
PHP alowsyou to do thiswith an if Statement.

Theif Statement

Anif statement isaway of controlling the execution of a statement that followsit (that is, asingle statement or ablock
of codeinside braces). Theif statement eval uates an expression between parentheses. If thisexpresson resultsina
true value, the statement is executed. Otherwise, the statement is skipped entirely. This enables scriptsto make
decisions based on any number of factors.

if ( expression ) {
/1 code to execute if the expression evaluates to true

}

Ligting 5.1 executes ablock of code only if avariable containsthe string " happy".

Listing 5.1 An if Statement

<ht ni >
<head>
<title>Listing 5.1</title>
</ head>
<body>
<?php
$nmood = "happy";
if ( $mood == "happy" ) {
print "Hooray, |I'min a good nood";

CcoNdoaRrwNR

10: }

11. 7>

12: </ body>
13: </htm >

Y ou use the comparison operator == to compare the variable $mood with the string "happy". If they match, the
expression evauatesto true, and the code block below theif statement is executed.

Put these linesinto atext file caled testif.php, and place thisfilein your Web server document root. When you
access this script through your Web browser, it produces the following:

Hooray, I'min a good nood

If you change the value of $mood to "sad" and run the script, the expresson in the if statement evaluatesto false, and
the code block is skipped. The script remains silent.

Using the else Clause with the if Statement

When working with the if statement, you will often want to define an dternative block of code that should be
executed if the expression you are testing evauatesto fase. Y ou can do this by adding elseto the if statement
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L oops

So far we've looked at decisions that a script can make about what code to execute. Scripts can aso decide how
many times to execute ablock of code. Loop statements are designed to enable you to achieve repetitive tasks.
Almost without exception, aloop continues to operate until a condition isachieved, or you explicitly chooseto exit
the loop.

The while Statement

Thewhile satement looks Smilar in structureto abasic if satement:

while ( expression ) {
/1 do somet hi ng

}

Aslong as awhile statement's expression evaluates to true, the code block is executed over and over again. Each
execution of the code block in aloop is cdled an iteration. Within the block, you usualy change something that
affects the while statement's express on; otherwise, your loop continues indefinitely. Ligting 5.6 crestesawhileloop
that calculates and prints multiples of 2 up to 24.

Listing 5.6 A while Statement

<htm >

<head>

<title>Listing 5.6</title>

</ head>

<body>

<?php

$counter = 1;

while ( $counter <= 12 ) {
print "$counter tinmes 2 is ".($counter*2)."<br>"
$count er ++;

=
eeeNoohwhE

-
=

}

?>
</ body>
</htn >

o
AWON

Inthisexample, weinitidize avariable $counter in line 7. The while statement in line 8 tests the $counter variable. As
long astheinteger that $counter containsislessthan or equd to 12, the loop continuesto run. Within the while
statement's code block, the value contained by $counter is multiplied by two, and the result is printed to the browser.
Then line 10 increments $counter. Thislast stage is extremely important. If you were to forget to change $counter,
the while expression would never resolveto false, and the loop would never end.

Put these linesinto atext file called testwhile.php, and place thisfile in your Web server document root. When you
access this script through your Web browser, it produces the following:

1tines 2 is 2
2tines 2is 4
3tines 2is 6
4 times 2 is 8
5tines 2 is 10
6 tines 2 is 12
7 tinmes 2 is 14
8tines 2 is 16
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Code Blocks and Browser Output

In Hour 3, "Ingtdling and Configuring PHP,"you learned that you can dip in and out of HTML mode at will, using the
PHP start and end tags. In this hour, you have discovered that you can present distinct output to the user according
to adecison-making process that we can control with if and switch statements. In this section, we will combine these

two techniques.

Imagine ascript that outputs atable of vaues only when avariableis set to the Boolean valuetrue. Ligting 5.13

showsasimplified HTML table constructed with the code block of an if statement.

Listing 5.13 A Code Block Containing Multiple print() Statements

1. <htm >

2: <head>

3: <title>Listing 5.13</title>

4: </ head>

5: <body>

6: <?php

7: $display_prices = true;

8: if ( $display_prices ) {

9: print "<table border=\"1\">"

10: print "<tr><td col span=\"3\">";
11: print "today's prices in dollars”
12: print "</td></tr>"

13: print "<tr><td>14</td><td>32</td><td>71</td></tr>"
14: print "</table>";

15: }

16: ?>

17: </ body>

18: </htm >

If $display_pricesisset totrueinline 7, thetableis printed. For the sake of readability, we split the output into

multiple print() statements, and once again escape any quotation marks.

Put these linesinto atext file called tesmultiprint.php, and place thisfilein your Web server document root. When

you access this script through your Web browser, it should look like Figure 5.2.

Figure5.2. Output of Liging5.13.

-’a Listing 5.13 - Microsoft Internet Explorer

File Edt “iew Favortes Toole Help

Address |féj http:/ AlocalhostAestmultiprint. php j ¢’ Go

hnday% prices in dollars
a4 32 71

|@ Done I_ I_ I_ E‘g Local intranet

a1

bl P [ N P B JEG B P 1 P PR L R R [N S J. R [ [ R R (DRI S
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Summary

In this hour, you learned about control structures and the waysin which they can help to make your scriptsflexible
and dynamic. Mogt of these structures will regppear regularly throughout the rest of the book.

Y ou learned how to define an if statement and how to provide for aternative actions with the e saif and el se clauses.

Y ou learned how to use the switch statement to change flow according to multiple equivaence tests on the result of
an expression. Y ou learned about loops—in particular, the while and for stlatements—and you learned how to use
break and continue to prematurely end the execution of aloop or to skip an iteration. Y ou learned how to nest one
loop within another and saw atypica usefor this structure. Findly, you looked at atechnique for usng PHP start and
end tags in conjunction with conditional code blocks.

Y ou should now have enough information to write scripts of your own. These scripts can make decisons and
perform repetitive tasks. In the next hour, we will be looking a away of adding even more power to your
applications. Y ou will learn how functions enable you to organize your code, preventing duplication and improving
reusability.

[ TeamLiB]
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Q&A
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Al:

A2

Must a control structure'stest expresson resultina
Boolean vaue?

Ultimately, yes, but in the context of atest expression,
zero, an undefined variable, or an empty string will be
converted to false. All other vaueswill evduateto
true.

Must | dways surround a code block in a control
statement with brackets?

If the code you want executed as part of a control
sructure consgts of only asingleline, you can omit
the brackets.
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin putting

your knowledge into practice.

Quiz

L

Al:

1N

A2

|

A3

How would you use an if statement to print the string
"Y outh message” to the browser if aninteger variable,
$age, is between 18 and 35? If $age contains any
other value, the string " Generic message” should be
printed to the browser.

$age = 22;

if ( $age >= 18 && $age <= 35 ) {
print "Youth nessage<BR>\n";
} else {
print "Ceneric nmessage<BR>\n";
}

How would you extend your codein question 1 to
print the string "Child message” if the $age varidbleis
between 1 and 177

$age = 12;

if ( $age >= 18 && $age <= 35 ) {
print "Youth nessage<BR>\n";

} elseif ( $age >= 1 && $age <= 17 ) {
print "Child nessage<BR>\n";

} else {
print "Generic nmessage<BR>\n";

}

How would you create awhile statement that
increments through and prints every odd number
between 1 and 49?

$num = 1;

while ( $num <= 49 ) {
print "$nunm<BR>\n";
$num += 2;
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Hour 6. Working with Functions

Functions are at the heart of awell-organized script, making code easy to read and reuse. No large project would be
managesble without them. Throughout this hour, we will investigate functions and demonstrate some of thewaysin
which they can save you from repetitive work. In thishour, you will learn

| How to define and call functions
How to pass vauesto functions and receive vauesin return
How to cdl afunction dynamicdly usng astring stored in avarigble
How to access globd variables from within afunction
How to give afunction a"memory"
How to pass data to functions by reference

How to create anonymous functions

How to verify that afunction exists before caling it

[ TeamLiB]
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What Isa Function?

Y ou can think of afunction asamachine. A machine takes the raw materials you feed it and works with them to
achieve a purpose or to produce a product. A function accepts values from you, processes them, and then performs
an action (printing to the browser, for example), returns anew vaue, or both.

If you needed to bake a single cake, you would probably do it yoursdf. If you needed to bake thousands of cakes,
you would probably build or acquire a cake-baking machine. Similarly, when deciding whether to create afunction,
the most important factor to consider is the extent to which it can save you from repetition.

A function is a salf-contained block of code that can be caled by your scripts. When caled, the function's codeis
executed. Y ou can pass vaues to functions, which will then work with them. When finished, afunction can passa
val ue back to the calling code.

[ TeamLiB]
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Calling Functions

Functions come in two flavors—those built in to the language and those you define yoursalf. PHP has hundreds of
built-in functions. The very first script in this book, which gppearsin Hour 3, "Ingaling and Configuring PHP,"
condgsof asnglefunction call:

print "Hello Wb!"

Inthisexample, we cdl the print() function, passing it the string "Hello Web!". The function then goes about the
business of writing the string. A function call conssts of the function name (print in this case) followed by parentheses.
If you want to pass information to the function, you place it between these parentheses. A piece of information
passed to afunction inthisway is caled an argument. Some functions require that more than one argument be passed
to them. Argumentsin such cases must be separated by commeas:

sone_function( $an_argunent, $anot her _argunent);

print() istypicd inthat it returns avalue. Most functions give you someinformation back when they've completed
their task—they usudly at least tell whether their mission was successtul. print() returns a Boolean.

The abg() function, for example, requires asigned numeric value and returns the absol ute value of that number. Let's
tryitoutin Ligting 6.1.

‘ print() isnot atypical function in that it does not require parenthesesin order to run
= successully:

print("Hello Wb!");

and

print "Hello Web!"

areequaly vaid. Thisisan exception. All other functions require parentheses, whether or
not they accept arguments.

Listing 6.1 Calling the Built-in abs() Function

<htm >

<head>

<title>Listing 6.1</title>
</ head>

<body>

<?php

$num = -321;

$newnum = abs( $num);
print $newnum

10: // prints "321"

11: 2>

12: </ body>

COINIAWONE
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Defining a Function

Y ou can define afunction using the function statement:

function sone_function( $argunmentl, $argunent2 ) {
/1 function code here

}

The name of the function follows the function statement and precedes a set of parentheses. If your function requires
arguments, you must place commea-separated variable names within the parentheses. These variables will befilled by
the values passed to your function. Evenif your function doesn't require arguments, you must nevertheless supply the
parentheses.

Y
- ' 7 The naming rulesfor functions are smilar to the naming rulesfor variables, which you

=% learnedin Hour 4, "The Building Blocks of PHP." Names cannot include spaces, and they
must begin with aletter or an underscore.

Liging 6.2 declaresafunction.

Listing 6.2 Declaring a Function

<htm >
<head>
<title>Listing 6.2</title>
</ head>
<body>
<?php
function bighello() {
print "<hl>HELLO </ h1>"

COoONOIAWONE

}
10: bighello();

11: 2>
12: </ body>
13: </htm >

Thescriptin Liging 6.2 smply outputsthe string "HELLO" wrapped inan HTML <h1> eement.

Put these linesinto atext file caled bighello.php, and place thisfile in your Web server document root. When you
access this script through your Web browser, it should look like Figure 6.1.

Figure6.1. Output of Liging 6.2.

'E Listing 6.2 - Microsoll Internet Explorer

File Edt View Favoites Tools Hep |
.2 @0 4 o QA @ 8 W@ ‘ -
Back Froerd Stop  Refrash  Home | Search Favoites Media  History
Address | €] hitp://lacalhost/bighello.php | @Ge

=
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Returning Values from User-Defined Functions

In the previous example, we output an amended string to the browser within the printBR() function. Sometimes,
however, you will want afunction to provide you with avaue that you can work with yoursef. If your function has
transformed a string that you have provided, you may wish to get the amended string back so that you can passit to
other functions. A function can return avaue using the return statement in conjunction with avalue. Thereturn
statement stops the execution of the function and sends the value back to the calling code.

Ligting 6.4 crestes afunction that returns the sum of two numbers.

Listing 6.4 A Function That Returnsa Value

<htm >

<head>

<title>Listing 6.4</title>

</ head>

<body>

<?php

function addNuns( $firstnum $secondnum) ({
$result = $firstnum+ $secondnum
return $result;

CoNoORONE

-
e

}

print addNunms(3,5);
c// will print "8"
.9

</ body>

</htm >

N Y
ar@dE

Put these linesinto atext file called addnums.php, and place thisfilein your Web server document root. When you
access this script through your Web browser, it produces the following:

8

Noticein line 7 that addNums() should be called with two numeric arguments (line 11 showsthosetobe3and 5in
this case). These are stored in the variables $firstnum and $secondnum. Predictably, addNums() adds the numbers
contained in these variables together and stores the result in avariable caled $result.

The return statement can return avalue or nothing at al. How we arrive a a value passed by return can vary. The
va ue can be hard-coded:

return 4;

It can be the result of an expression:

return ( $a/$b );

It can be the vadue returned by yet another function call:

return ( another_function( $an_argunent ) );
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It ispossible to assign function names as strings to variables and then treat these variables exactly as you would the
function namesthemsdves. Listing 6.5 showsasmple example of this,

Listing 6.5 Calling a Function Dynamically

<htm >
<head>
<title>Listing 6.5</title>
</ head>
<body>
<?php
function sayHello() {
print "hell o<br>";
}

10: $function_hol der = "sayHel | o";
11: $function_hol der();

12:. 7>

13: </ body>

14: </htm >

CoONUA~AWBONE

A gring identical to the name of the sayHello() function is assigned to the $function_holder variable on line 10. Once
thisisdone, we can use this variable in conjunction with parenthesesto call the sayHdllo() function. We do thison
line 11.

Put these linesinto atext file called sayhello.php, and place thisfile in your Web server document root. WWhen you
access this script through your Web browser, it produces the following:

hell o

Why would we want to do this? In the example, we smply make more work for oursaves by assigning the string
"sayHelo" to $function_holder. Dynamic function calls are useful when you want to dter program flow according to
changing circumstances. We might want our script to behave differently according to aparameter setinaURL's
query string, for example. We can extract the value of this parameter and useit to call one of anumber of functions.

[ TeamLiB]
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Variable Scope

A varigble declared within afunction remains|ocal to that function. In other words, it will not be available outsde the
function or within other functions. In larger projects, this can save you from accidentally overwriting the contents of a

variable when you declare two variables with the same name in separate functions.

Ligting 6.6 crestes a variable within afunction and then attemptsto print it outside the function.

Listing 6.6 Variable Scope: A Variable Declared Within a Function I's Unavailable Outside the Function

<ht i >
<head>
<title>Listing 6.6</title>
</ head>
<body>
<?php
function test() {
$testvariable = "this is a test variable";

CoNORWONE

}

10: print "test variable: $testvariabl e<br>";
11: ?>

12: </ body>

13: </htm >

Put these linesinto atext file called scopetest.php, and place thisfilein your Web server document root. When you

access this script through your Web browser, it should look like Figure 6.3.

Figure6.3. Output of Liging 6.6.

-’a Lizsting 6.6 - Microzoft Internet Explorer

File  Edt “iew Favortez Toolz Help |

Address |-§;;L| http: //lozalhost/scopetest. php j f')ﬁ':'

test variahle:

B

|".é:| Done I_ I_ I_ E‘g Local intranet

Thevdue of the variable $testvariableis not printed. Thisis because no such variable exists outside the test()

function. Note that the attempt in line 10 to access a nonexistent variable does not cause an error.

Smilarly, avariable declared outsde afunction will not automaticaly be available withiniit.
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Saving State Between Function Callswith the static Statement

Variableswithin functions have ashort but happy life on the whole. They comeinto being when thefunctioniscaled
and die when execution isfinished. Once again, thisisasit should be. It isusualy best to build ascript as a series of
sdlf-contained blocks, each with aslittle knowledge of others as possible. Occasiondly, however, you may want to

give afunction arudimentary memory.

Let's assume that we want afunction to keep track of the number of timesit has been called. Why? In our examples,
the function is designed to create numbered headingsin a script that dynamicaly builds online documentation.

We could, of course, usethe global statement to do this. We have acrack at thisin Listing 6.9.

Listing 6.9 Using the global Statement to Remember the Value of a Variable Between Function Calls

1. <htm >

2: <head>

3: <title>Listing 6.9</title>

4: </ head>

5: <body>

6: <?php

7: $numof calls = 0;

8: function nunberedHeadi ng( $txt ) {
9: gl obal $num of calls;

10: $num of _cal | s++;

11: print "<hl>$num of calls. $txt</hl>";
12: }

13: nunber edHeadi ng(" W dgets");

14: print("We build a fine range of w dgets<p>");
15: nunber edHeadi ng( " Doodads") ;

16: print("Finest in the world<p>");

17: 2>

18: </ body>

19: </htm >

Put these linesinto atext file called numberedheading.php, and place thisfilein your Web server document root.
When you access this script through your Web browser, it should look like Figure 6.6.

Figure 6.6. Using the global statement to keep track of the number of timesa function has been called.

’a Lizting 6.9 - Microzoft Internet Explorer

Eile Edit  iew  Favortez  Tool: Help

Address @ hittp: #flocalhost/rumberedheading. php

1. Widgets

WWe build a fine range of widgets

2. Doodads

Finest in the waorld
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More About Arguments

Y ou've dready seen how to pass arguments to functions, but there's more to cover yet. In this section, you'll look at
atechnique for giving your arguments default vaues and explore amethod of passing variables by reference rather
than by vaue. Thismeansthat thefunctionisgiven an "dias' of the origind vaue rather than a copy of it.

Setting Default Valuesfor Arguments

PHP givesyou anifty feature to help build flexible functions. Until now, we've said that some functions "demand” one
or more arguments. By making some arguments optional, you can render your functionsalittle less autocratic.

Ligting 6.11 creates auseful little function that wrapsastring in an HTML font e ement. We want to give the user of
the function the chance to change the font e ement's size attribute, so we demand a $size argument in addition to the

gring (line7).

Listing 6.11 A Function Requiring Two Arguments

1. <htm >

2: <head>

3: <title>Listing 6.11</title>

4: </ head>

5: <body>

6: <?php

7: function fontWap( $txt, $size ) {

8: print "<font size=\"$size\"

9: face=\"Hel vetica, Ari al , Sans- Seri f\">
10: $txt </ font>";
11: }
12: font Wap("A headi ng<br>",5);
13: font Wap("sone body text<br>",3);
14: fontWap("sone nore body text<BR>", 3);
15: fontWap("yet nore body text<BR>", 3);
16: ?>
17: </ body>
18: </htm >

Put these linesinto atext file called fontwrap.php, and place thisfile in your Web server document root. When you
access this script through your Web browser, it should look like Figure 6.7.

Figure6.7. A function that formatsand outputs strings.

File Edt “iew Favontes Toolz Help |

Address |E;L| http: #flacalhastfontwrap. php j PGD

A heading
sorme body text
some more body text
yat mara body taxt
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Creating Anonymous Functions

It ispossbleto create functions on the fly during script execution. Because such functions are not themselves given a
name, but are stored in variables or passed to other functions, they are known as anonymous functions. PHP
providesthe create function() function for creating anonymous functions. creste_function() requirestwo string
arguments. Thefirst argument should contain acomma-ddimited list of argument variables, exactly the same asthe
argument variables you would include in astandard function declaration. The second argument should contain the

function body.

Ligting 6.15 creates asimple anonymous function to add two numbers together.

Ligting 6.15 A Simple Anonymous Function

<htm >

<head>

<title>Listing 6.15</title>
</ head>

<body>

<?php

$my_anon = create_function( '$a, $b', 'return $a+$b;' );
print $nmy_anon( 3, 9 );

/1 prints 12

10: 7>

11: </ body>

12: </htm >

CoNdoaRrwNnR

. f Asof thiswriting, the use of anonymous functionswill cause a segmentation fault when
= running the Zend Optimizer.

Put theselinesinto atext file called anon.php, and place thisfile in your Web server document root. When you
access this script through your Web browser, it produces the following:

12

Note that we use single quotes when passing argumentsto create function(). That saves usfrom having to escape the
variable names within the arguments. We could have used double quotes, but the function call would have been a
little moreinvolved:

$my_anon = create_function("\$a, \$b", "return \$a+\$b;");

So what isthe use of anonymous functions? In practica terms, you will probably only use them when you need to
pass callback functionsto built-in functions. A calback function is generaly written by the user and isdesigned to be
invoked (usudly repeatedly) by the function to which it is passed.

7N Thesecond argument to create_function() isthe function body. Don't forget to end the last
I\ f}, statement in this string with asemicolon. The interpreter will complain and your anonymous
¢ function will not be executed if you omit it.
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Testing for the Existence of a Function

Y ou have seen that we do not aways know that afunction exists before wetry to invokeit. If our code wereto

work with afunction name stored in avariable, for example, it would be useful to be able to test whether or not the

function exists before we attempt to cdl it. Furthermore, different builds of the PHP engine may include different

functionality. If you are writing a script that may be run on multiple servers, you might want to verify that key features

areavailable. Y ou might write code that will use MySQL if MySQL-related functions are available, but smply log
datato atext file otherwise.

Y ou can use function_exists() to check for the availability of afunction. function_existy() requires astring representing

afunction name. It will return true if the function can belocated and false otherwise.

Ligting 6.16 shows function_existy() in action, and illustrates some of the other topics we have covered in this hour.

Listing 6.16 Testing for a Function's Existence

<htm >

<head>

<title>Listing 6.16</title>
</ head>

<body>

<?php

function tagWap( $tag, $txt, $func="" ) {
if (! enpty( $txt ) && function_exists( $func ) ) {
10: $txt = $func( $txt );
11: return "<$tag>$t xt </ $tag>\n"
12: }
13: }

CoNodRWONE

15: function underline( $txt ) {
16: return "<u>$txt</u>"
17: }

19: print tagWap('b', 'nmake nme bold');
20: // <b>make me bol d</ b>

21:

22: print tagWap('i', 'underline ne too', "underline");
23: |/ <i><u>underline ne too</u></i>

24

25: print tagWap('i', 'make ne italic and quote ne',
26: create_function('$txt', 'return "&quot; $txt&quot;";"'));
27 /1 <i>&quot; make nme italic and quote nme&quot; </i >
28:

29: ?>

30: </body>

31: </htm >

We define two functions, tagWrap() (line 8) and underling() (line 15). The tagWrap() function acceptsthree strings: a
tag, the text to be formatted, and an optional function name. It returns aformatted string. underling) requiresasingle

argument—the text to be formatted—and returns the text wrapped in <u> tags.

When wefirst call tagWrap() on line 19, we pass it the character b and the string make me bold. Because we haven't
passed avaue for the function argument, the default value (an empty string) isused. On line 9, we check whether the

$func variable contains characters and, if it is not empty, we call function_existy() to check for afunction by that
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Summary

This hour taught you about functions and how to deploy them. Y ou learned how to define and pass argumentsto a
function, how to use the globa and static statements, how to pass references to functions, and how to create default
vauesfor function arguments. Finally, you learned how to create anonymous functions and test for the existence of
functions.
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Al:

Can you include afunction cal within adouble- or
single-quoted string, as you can with avariable?

No. You mugt cdl functions outsde quotation marks.
However, you can break the string apart and place
the function cal between the parts of the string, using
the concatenation operator to tie them together. For
example

$newstring = "I
pur chased". nunPur chase($sonenunj . "
itenms.";
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin putting

your knowledge into practice.

Quiz

=

Al:

1N

A2

I

A3:

B

Trueor fase: If afunction doesn't require an
argument, you can omit the parentheses in the function
cdl.

The datement isfdse. Y ou must dwaysinclude the
parenthesesin your function calls, whether you are
passing arguments to the function or not.

How do you return avaue from afunction?

Y ou must use the return keyword.

What would the following code fragment print to the
browser?

$nunber = 50;

function tenTinmes() {
$nunber = $nunber * 10;

}

tenTi mes();
print $nunber;

It would print 50. The tenTimes() function has no
accessto the globa $number variable. Whenitis
caled, it will manipulateits own loca $number
varigble.

What would the following code fragment print to the
browser?

$nunber = 50;

function tenTi mes() {
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Hour 7. Learning Basic SQL Commands

This hour takes a bregk from al that PHP you've been learning and provides aprimer on SQL syntax, which you will
use to create and manipulate your MySQL database tables. Thisisavery hands-on hour, and it assumes that you are
ableto issue queries through the MySQL monitor on Windows or Linux/Unix. Alternatively, if you useaGUI to
MySQL, this hour assumes you know the methods for issuing queries through those interfaces.

Inthis hour, youwill learn
| The basc MySQL datatypes
How to use the CREATE TABLE command to create atable
How to use the INSERT command to enter records
How to use the SELECT command to retrieve records
How to use basic functions, the WHERE clause, and the GROUP BY clausein SELECT expressions
How to select from multiple tables, usng JOIN

How to use the UPDATE and REPL ACE commands to modify existing records

How to usethe DELETE command to remove records

[ TeamLiB] uex
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Learning the MySQL Data Types

Properly defining thefidldsin atable isimportant to the overdl optimization of your database. Y ou should use only
the type and size of field you redly need to use. These types of fields (or columns) are aso referred to as data types
becauseit'sthe type of datayou will be storing in those fields.

MySQL uses many different data types, which are broken into three categories. numeric, date and time, and string
types. Pay close attention because defining the data type is more important than any other part of the table creation
process.

Numeric Data Types
MySQL usesdl the stlandard ANSI SQL numeric datatypes, soif you're coming to MySQL from a different

database system, these definitions will ook familiar to you. The following list shows the common numeric data types
and their descriptions.

. f Theterms signed and unsigned will be used in the list of numeric datatypes. If you
= remember your basic dgebra, you'll recall that asigned integer isapodtive or negative
integer, whereas an unsigned integer is anon-negative integer.

INT— A norma-sized integer that can be signed or unsigned. If Signed, the dlowablerangeisfrom
—2147483648 to 2147483647. If unsigned, the allowable range isfrom 0 to 4294967295. Y ou can specify
awidth of up to 11 digits.

f INT and INTEGER are synonymous. If it helps you to remember the data type by using
= INTEGER instead of INT, go for it.

TINYINT— A very small integer that can be signed or unsigned. If Sgned, the dlowable rangeisfrom —128
to 127. If unsgned, the dlowable rangeisfrom 0 to 255. Y ou can specify awidth of up to 4 digits.

SMALLINT— A smdl integer that can be Sgned or unsgned. If signed, the dlowable range isfrom -32768
to 32767. If unsigned, the alowable range isfrom 0 to 65535. Y ou can specify awidth of up to 5 digits.

MEDIUMINT— A medium-sized integer that can be Sgned or unsgned. If Sgned, thedlowablerangeis
from —8388608 to 8388607. If unsigned, the allowable rangeisfrom 0 to 16777215. Y ou can specify a
width of up to 9 digits.
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L earning the Table Creation Syntax

The table creation command requires

Name of thetable

Namesof fidds

Definitionsfor each fidd

The generic table creation syntax is

CREATE TABLE t abl e_name (col um_nane col um_type);

The table nameis up to you of course, but should be a name that reflects the usage of the table. For example, if you
have atable that holds the inventory of agrocery store, you wouldn't name the table s. Y ou would probably name it
something like grocery_inventory. Smilarly, the field names you select should be as concise as possible and relevant
to the function they serve and datathey hold. For example, you might cal afield holding the name of an item
item_name, not n.

Thisexample crestes ageneric grocery_inventory table with fieldsfor ID, name, description, price, and quantity:

rrysql > CREATE TABLE grocery_i nventory (

idint not null primary key auto_increnent,
item name varchar (50) not null,

i tem desc text,

itemprice float not null,

curr_qty int not null

);
QJery K, 0 rows affected (0.02 sec)

V

L e
VVVVV

/ Theid fidd isdefined asaprimary key. Y ou will learn more about keysin later hours, in the
context of creating specific tables as parts of sample gpplications. By using auto_increment
asan dtribute of thefield, you aretelling MySQL to go ahead and add the next available
number to theid fidd for you.

The MySQL server will respond with Query OK each time aquery, regardiess of type, is successful. Otherwise, an
error message will be displayed.

Team LiB
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Using the INSERT Command

After you have created sometables, you'll use the SQL command INSERT for adding new records to these tables.
The basic syntax of INSERT is

I NSERT | NTO tabl e_nanme (colum list) VALUES (col um val ues);

Within the parentheticd list of vaues, you must enclose strings within quotation marks. The SQL standard issingle
quotes, but MySQL enables the usage of either single or double quotes. Remember to escape the type of quotation
mark used, if it'swithin the gring itsdlf.

[

Js Integers do not require quotation marks around them.

Hereisan example of astring where escaping is necessary:

O Connor said "Boo"

If you enclose your stringsin double quotes, the INSERT statement would look likethis:

I NSERT | NTO t abl e_nanme (col unm_nane) VALUES (" O Connor said \"Boo\"");

If you enclose your gtringsin single quotesingtead, the INSERT statement would look like this:

I NSERT | NTO tabl e_nanme (col utm_name) VALUES (' O ' Connor said "Boo"');

A Closer Look at INSERT

Besdesthe table name, there are two main parts of the INSERT statement—the column list and the valuelist. Only
thevauelig isactudly required, but if you omit the column list, you must specifically name each columnin your
vaueslig in order.

Using the grocery_inventory table as an example, you havefivefidds. id, item_name, item_desc, item_price, and
curr_qgty. To insert acomplete record, you could use elther of these statements:

1.

A satement with dl columns named:

insert into grocery inventory (id, itemnane, itemdesc, itemprice,
curr_qty) values ('1', 'Apples', 'Beautiful, ripe apples.', '0.25, 1000);

2.

A gtatement that uses all columns but does not explicitly name them:

insert into grocery_inventory values ('2', 'Bunches of G apes',

T e~ 1 ~ N~ —r~ N\
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Usingthe SELECT Command

SELECT isthe SQL command used to retrieve records. This command syntax can betotaly smplistic or very
complicated. Asyou become more comfortable with database programming, you will learn to enhance your
SELECT gatements, ultimately making your database do as much work as possible and not overworking your
programming language of choice.

The most basic SELECT syntax lookslikethis:

SELECT expressi ons_and_col uitms FROM t abl e_nane
[ WHERE sone_condition_is_true]

[ ORDER BY sone_colum [ASC | DESC]]

[LIMT offset, rows]

Sat with thefirg line

SELECT expressi ons_and_col utms FROM t abl e_nane

One handy expresson isthe* symbol, which standsfor "everything." So, to select "everything” (al rows, al columns)
from the grocery_inventory table, your SQL statement would be

SELECT * FROM grocery_i nventory;

Depending on how much data you inserted into the grocery_inventory table during the previous hour, your resultswill
vary, but it might look something likethis:

mysqgl > select * fromgrocery_inventory;

T o e e e e e e oo ma o RS TS +
| id] item.nane | itemdesc | itemprice| curr_qty]
T o e e e e e e oo ma o RS TS +
| 1] Apples | Beautiful, ripe apples.| 0. 25| 1000|
| 2| Bunches of Grapes | Seedl ess grapes. | 2.99| 500|
| 3| Bottled Water (6-pack)| 500m spring water. | 2. 29| 250|
T o e e e e e e oo ma o RS TS +

3 rows in set (0.00 sec)

Asyou can see, MySQL creates alovely table with the names of the columns aong the first row as part of the result
. If you only want to select specific columns, replace the* with the names of the columns, separated by commas.
Thefollowing statement sdectsjust theid, item_name, and curr_qty fieldsfrom the grocery_inventory table.

mysqgl > select id, itemnane, curr_qty fromgrocery_inventory;

Fmm e e e e e e e e e e oo [ TSR +
| id | itemnane | curr_qty |
Fmm e e e e e e e e e e oo [ TSR +
| 1| Apples | 1000 |
| 2 | Bunches of G apes | 500 |
| 3| Bottled Water (6-pack) | 250 |
Fmm e e e e e e e e e e oo [ TSR +

3 rows in set (0.00 sec)

Ordering SELECT Results
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Using WHERE in Your Queries

Y ou have learned numerous waysto retrieve particular columns from your tables, but not specific rows. Thisiswhen
the WHERE clause comesin to play. From the basic SELECT syntax, you see that WHERE is used to specify a
particular condition:

SELECT expressi ons_and_col utms FROM t abl e_nane

[ WHERE sone_condition_is_true]

An example would beto retrieve dl the records for items with a quantity of 500:

mysqgl > select * fromgrocery inventory where curr_qty = 500;

Fom e e e e e e oo o e e e e e oo S S R +
| id | item.name | item.desc | itemprice | curr_qty |
Fom e e e e e e oo o e e e e e oo S S R +
| 2 | Bunches of Grapes | Seedl ess grapes. | 2.99 | 500 |
| 5| Pears | Anjou, nice and sweet. | 0.5 | 500 |
Fom e e e e e e oo o e e e e e oo S S R +

2 rows in set (0.00 sec)

Asshown previoudy, if you use an integer asthe WHERE clause comesin to play. From part of your WHERE
clause, quotation marks are not required. Quotation marks are required around strings, and the same rules apply with
regard to escaping characters, asyou learned in the section on INSERT.

Using Operatorsin WHERE Clauses

Y ou've used the equa sign (=) in your WHERE clauses to determine the truth of a condition—is onething equa to
another. Y ou can use many types of operators, with comparison operators and logica operators being the most
popular types.

Comparison operators, shown in Table 7.1, should look familiar to you if you think about the first day of dgebra
class.

Table 7.1. Basic Comparison Operators and Their Meanings

Operator Meaning

= Equd to

= Not equal to

<= Lessthan or equd to

< Lessthan
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Selecting from M ultiple Tables

Y ou're not limited to selecting only onetable at atime. That would certainly make gpplication programming along
and tedious task! When you select from more than one table in one SELECT statement, you are said to be joining
the tables together.

Suppose you have two tables, fruit and color. Y ou can select al rows from each of the two tables, using two
Separate SELECT statements:

mysqgl > select * fromfruit;

I

+

| apple
| orange
| grape
| banana
+

4 rows in set (0.00 sec)

mysgl > select * from col or;

purpl e

I

+

I

| orange
I

| yell ow
+

4 rows in set (0.00 sec)

When you want to select from both tables at once, there are afew differencesin the syntax of the SELECT
satement. First, you must ensurethat al the tables you're using in your query appear in the FROM clause of the
SELECT gatement. Using thefruit and color example, if you smply want to sdlect dl columns and rows from both
tables, you might think you would use the following SELECT statement:

mysqgl > select * fromfruit, color

B Fomm e e oo - +
| id]| fruitname | id | colornane |
B Fomm e e oo - +
| 1] apple | 1| red |
| 2| orange | 1| red |
| 3| grape | 1| red |
| 4 | banana | 1| red |
| 1] apple | 2| orange |
| 2| orange | 2| orange |
| 3| grape | 2| orange |
| 4 | banana | 2| orange |
| 1] apple | 3] purple I
| 2| orange | 3| purple |
| 31| grape | 3] purple I
| 4 | banana | 3| purple |
| 1] apple | 4| yellow |
| 2| orange | 4| yellow |
| 3| grape | 4| yellow |
| 4 | banana | 4| yellow |
B Fomm e e oo - +

16 rows in set (0.00 sec)
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Using JOIN

Severd types of JOINs can be used in MySQL, al of which refer to the order in which the tables are put together
and the results are displayed. Thetype of JOIN used with the fruit and color tablesis called an INNER JOIN,
athough it wasn't written explicitly as such. To rewrite the SQL statement using the proper INNER JOIN syntax,
you would use

mysqgl > sel ect fruitnane, colornane fromfruit inner join color
->on fruit.id = color.id;

o e e e oo Fom e e +
| fruitnane | col orname |
o e e e oo Fom e e +
| apple | red [
| orange | orange |
| grape | purple [
| banana | yellow |
o e e e oo Fom e e +

4 rows in set (0.00 sec)

The ON clause replaced the WHERE clause, in thisingtance telling MySQL to join together the rowsin the tables
where the IDs match each other. When joining tables usng ON clauses, you can use any conditions that you would
usein aWHERE clause, including al the various|logical and arithmetic operators.

Another common type of JOIN isthe LEFT JOIN. When joining two tableswith LEFT JOIN, al rowsfrom the first
table will be returned, no matter if there are matches in the second table or not. Suppose you have two tablesin an
address book, one called master_name, containing basic records, and one called email, containing email records.
Any recordsin the email table would betied to a particular id of arecord in the master_name table. For example

mysqgl > sel ect nane_id, firstname, |astnane from naster_nane;

B S . Fomm e e - - +
| name_id | firstnane | |astnane |
B S . Fomm e e - - +
[ 1 | John | Smith |
| 2 | Jane | Smith |
| 3| Jinbo | Jones |
[ 4 | Andy | Smith |
| 71 Chris | Jones |
| 45 | Anna | Bell |
| 44 | Ji nmy | Carr |
[ 43 | Al bert | Smith |
| 42 | John | Doe |
B S . Fomm e e - - +

9 rows in set (0.00 sec)

nmysqgl > sel ect nane_id, email fromemil;
Fomm e T +

| name_id | email |

Fomm e T +

| 42 | jdoe@ahoo.com |

| 45 | annabel | @ol . com |

Fomm e T +

2 rows in set (0.00 sec)

Using LEFT JOIN on these two tables, you can seethat if avaue from the email table doesn't exist, NULL will
appear in place of an email address:

nmysqgl > sel ect firstnane, |lastname, email fomnmaster_nane left join email
-> on master _nane.nane_id = ennil.name_id;


http://www.mysql.com/doc/J/O/JOIN.html
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Using the UPDATE Command to Modify Records

UPDATE isthe SQL command used to modify the contents of one or more columnsin an existing record. The most
basic UPDATE syntax lookslikethis:

UPDATE t abl e_nane

SET col umil=' new val ue',

col um2=' new val ue2'

[ WHERE sone_condi tion_is_true]

The guiddinesfor updating arecord are smilar to those used when inserting a record—the data you're entering must
be appropriate to the data type of the field, and you must enclose your stringsin single or double quotes, escaping

where necessary.

For example, assume you have atable caled fruit containing an ID, afruit name, and the status of the fruit (ripe or

rotten):

mysqgl > SELECT * FROM fruit;
oo e e o o e o +
| id| fruit_name | status |
oo e e o o e o +
| 1| apple | ripe |
| 2| pear | rotten |
| 3 | banana | ripe |
| 4 | grape | rotten |
oo e e o o e o +

4 rows in set (0.00 sec)

To update the satus of the fruit to "ripe"’, use

mysqgl > update fruit set status = 'ripe';
Query K, 2 rows affected (0.00 sec)
Rows mat ched: 4 Changed: 2 Warnings: O

Takealook at the result of the query. It was successful, as you can tell from the Query OK message. Also note that
only 2 rows were affected—if you try to set the value of acolumn to the vaueit aready is, the update won't occur
for that column.

The second line of the response shows that 4 rows were matched, and only 2 were changed. If you're wondering
"matched what?' the answer is Ssmple—because you did not specify a particular condition for matching, the match
would be"dl rows'.

Y ou must be very careful and use a condition when updating atable, unlessyou redly intend to change dl the
columnsfor dl records to the same value. For the sake of argument, assumethat "grape” is spdlled incorrectly in the
table, and you want to use UPDATE to correct this mistake. This query would have horrible results:

mysqgl > update fruit set fruit_nane = 'grape';
Query K, 4 rows affected (0.00 sec)
Rows mat ched: 4 Changed: 4 Warnings: O

L W | PR [ N PR I SR S I B PR <N [ [ RN R [ I’ R S [ PR PR [ A RN SR R J [
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Using the REPLACE Command

Another method for modifying recordsis to use the REPLACE command, which isremarkably smilar to the
INSERT command.

REPLACE | NTO tabl e_nane (colum list) VALUES (col um val ues);

The REPLACE statement workslikethis: if the record you are inserting into the table contains a primary key value
that matches arecord aready in the table, the record in the table will be deleted and the new record inserted in its
place.

§ J,.- The REPLACE command isaMySQL-specific extenson to ANSI SQL. Thiscommand
= mimicsthe action of aDELETE and re-INSERT of aparticular record. In other words, you
get two commands for the price of one.

Using the grocery_inventory table, the following command will replace the entry for Apples:
mysqgl > replace into grocery_inventory val ues

-> (1, "Granny Snith Apples', 'Sweet!', '0.50', 1000);
Query K, 2 rows affected (0.00 sec)

In the query result, notice that the result states, "2 rows affected”. In this case, becauseid isaprimary key that had a
matching vaue in the grocery _inventory table, the origina row was deleted and the new row inserted—2 rows
affected.

Sdect therecordsto verify that the entry is correct, which it is

mysqgl > select * fromgrocery_inventory;

oo e e e e e e i o m e e e Fom e e e Fom e e oo +
| id | itemnane | itemdesc | itemprice | curr_qty
oo e e e e e e i o m e e e R Fomm e e oo +
| 1| Ganny Smith Apples | Sweet! | 0.5 | 1000
| 2 | Bunches of G apes | Seedl ess grapes. | 2.99 | 500
| 3| Bottled Water (6-pack)| 500m spring water. | 2.29 | 250
| 4 | Bananas | Bunches, green. | 1.99 | 150
| 5| Pears | Anjou, nice and sweet. | 0.5 | 500
| 6 | Avocado | Large Haas variety. | 0.99 | 750
oo e e e e e e i o m e e e R Fomm e e oo +

6 rows in set (0.00 sec)

If you use a REPLACE statement, and the va ue of the primary key in the new record does not match avauefor a
primary key aready in the table, the record would smply be inserted and only one row would be affected.
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Using the DEL ETE Command

Thebasc DELETE syntax is

DELETE FROM t abl e_nane
[ WHERE sone_condition_is_true]
[LIMT rows]

Notice there is no column specification in the del ete command—when you use DELETE, the entire record is
removed. Y ou might recal the fiasco earlier in this hour, regarding grapesin the fruit table, when updating atable
without specifying acondition caused al recordsto be updated. Y ou must be smilarly careful when using DELETE.

Assuming the Structure and datain atable caled fruit:

nmysgl > select * fromfruit;

o m e e a - - [ . +
| id | fruit_name | status |
o m e e a - - [ . +
| 1] apple | ripe |
| 2| pear | rotten |
| 3| banana | ripe |
| 4 | grape | rotten |
o m e e a - - [ . +

4 rows in set (0.00 sec)

This satement will remove dl recordsin thetable:

mysql > delete fromfruit;
Query K, 0 rows affected (0.00 sec)

Y ou can dways verify the deletion by attempting to SELECT data from the table:

nmysgl > select * fromfruit;
Enmpty set (0.00 sec)

All your fruitisgone.

Conditional DELETE

A conditiona DELETE statement, just like aconditional SELECT or UPDATE statement, meansyou are using
WHERE clauses to match specific records. Y ou have the full range of comparison and logica operators availableto
you, so you can pick and choose which records you want to delete.

A prime example would be to remove al recordsfor rotten fruit from the fruit table:

mysqgl > delete fromfruit where status = 'rotten’;
Query K, 2 rows affected (0.00 sec)

Two records were deleted, and only ripefruit remains.
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Summary

In this hour, you learned the basics of SQL, from table creation to manipulating records. The table creation command
requires three important pieces of information—the table name, the field name, and thefied definitions. Field
definitions are important because awell-designed table will help speed along your database. MySQL hasthree
different categories of datatypes. numeric, date and time, and string.

The INSERT command, used to add records to a table, names the table and columns you want to populate, and then
defines the vaues. When placing vauesin the INSERT statement, strings must be enclosed with single or double
quotes. The SELECT SQL command is used to retrieve records from specific tables. The* character enablesyou to
eadly sdlect dl fidldsfor dl recordsin atable, but you can aso specify particular column names. If the result setistoo
long, the LIMIT clause provides asmple method for extracting dices of resultsif you indicate a starting position and
the number of recordsto return. To order the results, use the ORDER BY clause to sdlect the columnsto sort. Sorts
can be performed on integers, dates, and strings, in either ascending or descending order. The default order is
ascending. Without specifying an order, results are displayed in the order they appear in the table.

Y ou can pick and choose which records you want to return using WHERE clausesto test for the vaidity of
conditions. Comparison or logical operators are used in WHERE clauses, and sometimes both types are used for
compound statements. Selecting records from multiple tables within one statement is as advanced asit gets, asthese
types of stlatements—called JOIN—require forethought and planning to produce correct results. Common types of
JOIN are INNER JOIN, LEFT JOIN, and RIGHT JOIN, athough MySQL supports many different kinds of JOIN.

The UPDATE and REPLACE commands are used to modify existing datain your MySQL tables. UPDATE isgood
for changing valuesin specific columns or to change vauesin multiple records based on specific conditions.
REPLACE isavariation of INSERT that deletes, and then reinserts arecord with a matching primary key. Be very
careful when using UPDATE to change vauesin a column because fallure to add a condition will result in the given
column being updated throughout al recordsin the table.

The DELETE command isasmple one—it Smply removes whole records from tables. Thisaso makesit very
dangerous, 0 be sure you give DELETE privileges only to users who can handle the responsbility. Y ou can specify
conditionswhen using DELETE so that records are removed only if aparticular expressoninaWHERE clauseis
true. Also, you can delete smaller portions of the recordsin your tableusing aLIMIT clause. If you have an
exceptiondly large table, deleting portionsis less resource-intensve than deleting each record in ahuge table.

[ TeamLiB]
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Q&A
QL

What characters can | use to name my tables and
fields, and what isthe character limit?

Al
The maximum length of database, table, or field names
IS 64 characters. Any character that you can useina
directory or filename, you can usein database and
table names—except (/) and (.). These limitations are
in place because MySQL creates directories and files
inyour file system, which correspond to database and
table names. There are no character limitations
(besideslength) infield names.
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Workshop

The Workshop is designed to hel p you anticipate possible questions, review what you've learned, and begin learning
how to put your knowledge into practice.

Quiz
L
Theinteger 56678685 could be which data type(s)?
Al
MEDIUMINT, INT, or BIGINT.
2
How would you define afield that could only contain
thefollowing strings: apple, pear, banana, cherry?
A2:
ENUM (‘applé€, 'pear’, 'bananad, 'cherry’) or SET
(apple, 'pear’, 'banand, ‘cherry’)
3
What would bethe LIMIT clausesfor sdecting the
first 25 records of atable? Then the next 25?
A3
LIMIT O, 25and LIMIT 26, 25
4
How would you formulate a string comparison using
LIKE to match first names of "John™ or " Joseph"?
A4
LIKE 'Jo%'
5
How would you explicitly refer toafidd cdledidina
table caled tablel?
A5:
Usetablel.id instead of id in your query.
6.

Write an QLOI gatement that ioins two tahlee ordere
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Hour 8. Interacting with MySQL Using PHP

Now that you've learned about PHP and MySQL, you're ready to make the two interact. Think of PHP as a conduit
to MySQL—the commands you learned in the previous hour are the same commands that you will send to MySQL
inthis hour, only thistime you'll send them with PHP. In this hour, you will learn

How to connect to MySQL using PHP

How to insert and select data through PHP scripts

[ TeamLiB]
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Connecting to MySQL with PHP

To successfully use the PHP functionsto talk to MySQL , you must have MySQL running at alocation to which your
Web server can connect (not necessarily the same machine as your Web server). Y ou also must have created a user
(with apassword), and you must know the name of the database to which you want to connect. If you followed the
ingructionsin Hour 1, "Ingaling and Configuring MySQL," and Hour 3, "Ingtaling and Configuring PHP," you
should dready have taken care of this.

Indl sample scriptsin this hour, the sample database nameistestDB, the sample user isjoeuser, and the sample
password is somepass. Substitute your own information when you use these scripts.

Y ou can find the section of the PHP Manual that coversadl MySQL -related functions at
http:/Aww.php.net/manud/en/ref. mysgl.php. Useit!

Using mysgl_connect()

The mysgl_connect() function isthe first function you must cal when utilizing aPHP script to connect to
MySQL—without an open connection to MySQL, you won't get very far! The basic syntax for the connection is

nysql _connect ("host nane", "usernane", "password");

Using actud sample vaues, the connection function lookslikethis:

mysgl _connect ("I ocal host", "joeuser", "somepass");

Thisfunction returns a connection index if the connection is successful or returnsfaseif the connection falls. Liging
8.1 isaworking example of aconnection script. It assgns the value of the connection index to avariable called
$econn, then prints the value of $conn as proof of a connection.

Listing 8.1 A Simple Connection Script

1: <?php

2: $conn = nysql _connect ("l ocal host", "joeuser", "somepass");
3: echo "$conn";

4: ?>

Save this script as mysglconnect.php and place it in the document areaof your Web server. Access the script with
your Web browser and you will see something like the following in your Web browser:

Resource id #1
Connecting to MySQL using the mysgl_connect() function is pretty straightforward. The connection closes when the

script finishesits execution, but if you would like to explicitly close the connection, smply add the mysgl_clos()
function at the end of the script, asin Ligting 8.2.


http://www.php.net/manual/en/ref.mysql.php
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Working with MySQL Data

Inserting, updating, deleting, and retrieving data al revolve around the use of the mysgl_query() function to execute
the basic SQL queries. For INSERT, UPDATE, and DELETE, no additiona scripting is required after the query has
been executed because you're not displaying any results (unless you want to). For SELECT, you have afew options

for displaying the dataretrieved by your query. Let's start with the basics and insert some data, so you'll have
something to retrieve later on.

Inserting Data with PHP

The easiest method for inserting detaisto Ssmply hard-code the INSERT statement, as shown in Listing 8.6.

Listing 8.6 A Script to Insert a Record

<?php
/1 open the connection
$conn = nysqgl _connect ("l ocal host", "joeuser", "somepass");

/1 pick the database to use

nysql _sel ect _db("test DB", $conn);

/1l create the SQ statenent

$sqgl = "INSERT I NTO test Table values ('', 'some value')";
/1l execute the SQ. statenent

$result = nysql _query($sql, $conn) or die(nysql _error());
10: // echo the result identifier

11: echo $result;

12:. 7>

CoNoURwhE

Y ou might wonder why you need to echo the result identifier if you're just inserting data. Well, you don't haveto; it's
just therefor kicks. Y ou can clean this script up abit by replacing the query execution line so that it Smply executes

and printsarelevant statement if successful, asshownin Ligting 8.7.

Listing 8.7 The Modified Insert Script

<?php

/1 open the connection

$conn = nysqgl _connect ("l ocal host", "joeuser", "somepass");
/1 pick the database to use

nysql _sel ect _db("test DB", $conn);

/1l create the SQ statenent

$sqgl = "INSERT I NTO test Table values ('', 'some value')";
/1l execute the SQ. statenent

if (mysql _query($sql, $conn)) {

10: echo "record added!"

11: } else {

12: echo "somet hi ng went wrong";

13: }

14. 7>

CoNoURwhE

Running this script will result in the addition of arow to the testTable table. To enter more records than just the one
shown in the script, you can either make along list of hard-coded SQL statements and use mysgl_query() multiple

times to execute these statements, or you can creste aform-based interface to the record addition script.

To create theform for this script, you really only need one field because theid field can automaticaly increment. The

action of the form isthe name of the record-addition script; let's cal it insert.php. Y our HTML form might ook


http://www.php.net/manual/en/ref.mysql.php
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Summary

Using PHP and MySQL to create dynamic, database-driven Web sitesis a breeze. Just remember that the PHP
functions are essentialy a gateway to the database server; anything you'd enter using the MySQL command-line
interface, you can use with mysgl_query().

To connect to MySQL with PHP, you need to know your MySQL username, password, and database name. Using
mysgl_connect() and mysgl_sdlect_db(), you can connect to and select a database to use throughout the life of the
script.

Once connected, you can issue standard SQL commands with the mysgl_query() function. If you have issued a
SELECT command, you can use mysgl_numrows() to count the records returned in the resultset. If you want to
display the datafound, you can use mysgl_fetch array() to get dl the results during aloop and display them onscreen.
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin to put

your knowledge into practice.

Quiz

Activity

I

Al:

1N

A2

I

A3

What isthe primary function used to make the
connection between PHP and MySQL, and what
information is necessary?

Themysgl_connect() function creates a connection to
MySQL and requires the hosthame, username, and
password.

Which PHP function retrievesaMySQL error
message?

Themysgl_error() function returnsaMySQL error
message.

Which PHP function is used to count the number of
recordsin aresultset?

Themysgl_numrows() function counts the number of
recordsin aresultset.

Create a PHP script that displays the contents of the grocery _inventory table that was used in the previous hour.
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Part I11: Getting I nvolved with
the Code

Hour

9 Working with Forms

10 Working with Files

11 Working with Dates and Times

12 Creating aSmple Cdendar

13 Working with Strings

14 Creating a Smple Discusson Forum

15 Redricting Accessto Y our Applications

16 Working with User Sessons

17 Logging and Monitoring Server Activity
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Hour 9. Working with Forms

Until now, the PHP examplesin this book have been missing acrucid dimension. Sure, you know the basics, can set
variables and arrays, create and call functions, and connect to MySQL to do great things with a database. But that's
al meaninglessif users can't reach into alanguage's environment to offer it information. In this hour, you look at
srategies for acquiring and working with user input. On the World Wide Web, HTML forms are the principal means
by which substantial amounts of information pass from the user to the server.

Inthishour, you will learn
How to accessinformation from form fields

How to work with form elementsthat allow multiple selections

How to create a single document that contains both an HTML form and the PHP code that handlesits
submisson

How to save state with hidden fields
How to redirect the user to anew page
How to build HTML forms and PHP code that send mail

How to build HTML formsthat upload files and how to write the PHP code to handle them

[ TeamLiB]
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Predefined Variables

Before you actualy build aform and useit to acquire data, you must make asmall detour and look again at globa
variables. Youfirsd met globd variablesin Hour 6, "Working with Functions." To refresh your memory, agloba
variableisany variable declared at the top level of ascript—that is, declared outside of any function. All functions are
made availablein abuilt-in associative array named $GLOBALS. Thisisuseful in Ligting 9.1 because we can take a
peek at al of our script's globa variables with asingle loop.

Listing 9.1 L ooping Through the $5GL OBAL S Array

N AONE

<htm >
<head>
<title>Listing 9.1 Looping through the $GOBALS array</title>
</ head>
<body>
<?php
$user 1
$user2 = "Harry";
$user3 = "Mary"
foreach ($G.OBALS as $key=>$val ue) {

print "\$GLOBALS[\"$key\"] == $val ue<br>";
}

?>
</ body>
</htm >

" Bob";

Put these linesinto atext file named listing9.1.php, and place that file in your Web server document root. When you
access this script through your Web browser, it should look something like Figure 9.1 (with your own values, of
COUrse).

Figure9.1. Output of Liging9.1.

a Lagting 9.1 Looping throwgh the $GLO0BALS amay - Microsoll Internet Exploner

(Bl E® Vew Fawede Jotk Heb B
A [ ] bz docsbonfiing 31 pho =] &6

$GLOBALE"PWD"] = fusilocalbinfapachetbin
SGLOBALE"PAGER"] == lpss

SGLOBALS"HOSTNAME"] == mda
$GLOBALS"LS_OPTIONST] == -N —colortly -TO

SGLOBALE ignoreea™] == 10

SGLOBALS"POVRAYOPT™] == -Vuslibfpovrayimchede
$GLOBALS"SUSE_DOC_HOST] == locathost
$ELOBALS"OTIHR"] == fesriibigl

$GLOBALSPLESSHEY | == feleftesskey bin
SGLOBALS[PLESSOPEN"] == |lesspipe.sh %s

SELOBALS " MANFATH™) == fustiocalimarcfusashuemanfussimanfuend] 1 REfman s fopamwinman
SCLOBALS"NNTRSERVER"] == news

SELOAALS"KDEDIR®| == fopthde

SELOBALS"LESS | == M -5

SELOBALS"USER"] == pubs

SGLOBALS|'LS COLORS"| ==

ro= 0000, =01, 34: In=01 pi=£0;33 200135 bd=40, 33,00 :cd=a0; 33,01 ex=01, 31" emd=01;32-" exe=01.32" com=01,
SELOBALE"HISTCONTROL"] == ignasedups
SELOBALE"MACHTYPE"] »= i385 sute-hrux
SELOBALS[HEYSYMDE" ] »= fuenil1 REALY] 14MeysymDE
SELOSALE"MAIL"] == Aratimailjule

SELOBALSLANG™ == on_US

SGLOBALS"GHNOMEDIR"] == foptfgnome
SGLOBALE"COLORTERM™] == 1

$GLOBALE] uger] "] == Bob

$GLOBALS "uge:2"] = Hany

SGLOBALS"use:3"] == Mary

SGLOBALE| hey"| == userd

SGLOBALS value®| == userd

| Dere O v

Inthislisting, we declare three variables (lines 7-9) and then loop through the built-in $GL OBAL S associative array
(lines 10 and 11), writing both array keys and valuesto the browser. In the output, we can locate the variableswe

Aafined (1anly tanrard the hatHoarm of vvou ir errecn) b i wia alen e an anrfiril 1lat moarain additian 0 At ir yvzari oAbl e DD
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Creating a Simple Input Form

For now, let's keep our HTML separate from our PHP code. Ligting 9.2 buildsasmple HTML form.

Liging9.2 A SmpleHTML Form

<html >

<head>

<title>Listing 9.2 A sinple HTM. fornx/title>
</ head>

<body>

<formaction="1isting9.3. php" nethod="POST">
Nane: <br>

<i nput type="text" nane="user">

<br >

10: Address: <br>

11: <textarea nane="address" rows="5" col s="40"></textarea>
12: <br>

13: <input type="submit" value="hit it!">

14: </fornp

15: </ body>

16: </htnl >

CoNoORRwNR

Put these linesinto atext file caled listing9.2.php, and place that file in your Web server document root. Thislisting
definesaform that contains atext field with the name "user” online 8, atext areawith the name "address’ online 11,
and a submit button on line 13. The FORM eement's ACTION argument pointsto afile called listing9.3.php, which
processes the form information. The method of thisform isPOST, so the variables are stored inthe $ POST
Superglobdl.

Ligting 9.3 creates the code that receives our users input.

Listing 9.3 Reading Input from the Form in Ligting 9.2

<htm >

<head>

<title>Listing 9.3 Reading input fromthe formin Listing 9.2</title>
</ head>

<body>

<?php

print "Welcome <b>$_POST[user] </ b><P>\n\n";

print "Your address is:<P>\n\n<b>$_ PCST[ address] </ b>"
?>

</ body>

</htm >

RPooo~NoORWhE

e

Put these linesinto atext file called listing9.3.php, and place that file in your Web server document root. Now access
the form itself with your Web browser, and you should see something like Figure 9.2.

Figure9.2. Form created in Liging9.2.

-E Lizting 9.4 An HTHL form including a SELECT element - Microsoft Intemet Ex. !E[[E
FEile  Edt  Niew  Favorites Toolz Helo |

diddiess [@] hip://locahost fisting.4 ph | @Ga
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Accessing Form Input with User-Defined Arrays

The examples so far enable usto gather information from HTML eementsthat submit asingle value per eement
name. Thisleaves uswith a problem when working with SELECT eements. These dements make it possiblefor the
user to choose multiple items. If we name the SELECT dement with aplain name, like so

<sel ect nanme="products" nultiple>

the script that receives this data has access to only asingle value corresponding to this name. We can change this
behavior by renaming an element of thiskind so that its name ends with an empty set of square brackets. We do this

inListing 94.
Liging9.4 An HTML Form Includinga SELECT Element

<htm >

<head>

<title>Listing 9.4 An HTML formincluding a SELECT el enent</title>
</ head>

<body>

<formaction="1isting9.5. php" mnet hod="POST">
Name: <br>

<i nput type="text" nane="user">

<br >

10: Address: <br>

11: <textarea nane="address" rows="5" col s="40"></text ar ea>
12: <br>

13: Pick Products: <br>

14: <sel ect name="products[]" nultiple>

15: <option>Soni c Screwdriver</option>

16: <option>Tricorder</option>

17: <option>CRAC Al </ option>

18: <option>HAL 2000</ opti on>

19: </select>

20: <br><br>

21: <input type="submit" value="hit it!">

22: </forne

23: </ body>

24: </ htnm >

CoNdoarLNR

Put theselinesinto atext file caled listing9.4.php, and place that filein your Web server document root. Next, inthe
script that processes the form input, we find that input from the "productd]" form element created online 14 is

avallableinan array caled $ POST[products]. Because producty] isa SELECT dement, we offer the user multiple
choices using the option eements on lines 15 through 18. We demonstrate that the user's choices are made available

inanaray in Liging 9.5.

Listing 9.5 Reading Input from the Form in Lising 9.4

1: <htm >

2: <head>

3: <title>Listing 9.5 Reading input fromthe formin Listing 9.4</title>
4: </ head>

5: <body>

6: <?php

7: print "Wl cone <b>$_POST[ user] </b><p>\n\n";

8: print "Your address is:<p>\n\n<b>$_POST[ addr ess] </ b><p>\n\n";
9: print "Your product choices are:<p>\n\n";

10: if (!enpty($_POST[products])) {

11: print "<ul>\n\n";
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Combining HTML and PHP Code on a Single Page

In some circumstances, you might want to include form-parsing code on the same page as ahard-coded HTML
form. Such a combination can be useful if you need to present the same form to the user more than once. Y ou would
have more flexibility if you were to write the entire page dynamicaly, of course, but you would miss out on one of the
great strengths of PHP. The more standard HTML you can leave in your pages, the easier they are for designersand
page builders to amend without reference to you. Y ou should avoid scattering substantial chunks of PHP code
throughout your documents, however. Doing so makes them hard to read and maintain. Where possible, you should
create functions that can be called from within your HTML code and can be reused in other projects.

For the following examples, imagine that we're creating a Site that teaches basic math to preschool children, and have
been asked to create a script that takes anumber from form input and tells the user whether it'slarger or smaler than
apredefined integer.

Ligting 9.6 crestesthe HTML. For this example, we need only asingletext field, but even so, well include alittle
PHP.

Listing9.6 An HTML Form That CallsItsalf

<htm >

<head>

<title>Listing 9.6 An HTM. formthat calls itself</title>

</ head>

<body>

<form acti on="<?php print $_SERVER] PHP_SELF] ?>" met hod="POST" >
Type your guess here: <input type="text" name="guess">

</ fornp

</ body>

</htm >

eeoNoTRhwNE

=

Theaction of thisscriptis$ SERVER[PHP_SELF]. Thisvariableisthe equivaent of the name of the current script.
In other words, the action tells the script to reload itsdlf.

Thescript in Ligting 9.6 doesn't produce any output. In Listing 9.7, we begin to build up the PHP element of the
page. Firgt, we must define the number that the user guesses. In afully working version, wed probably randomly
generate this number, but for now, we keep it smple. We assign 42 to the $num _to_guessvariable on line 2. Next,
we must determine whether the form has been submitted; otherwise, we'd attempt to assess variablesthat aren't yet
made available. We can test for submission by testing for the existence of the variable $ POST[guess], whichis
made availableif your script has been sent a"guess' parameter. If $ POST[guess] isn't present, we can safely
assume that the user arrived at the page without submitting aform. If the valueis present, we can test the value it
contains. Thetest for the presence of the $_POST[guess] variable takes place on line 4.

Listing 9.7 A PHP Number-Guessing Script

1. <?php

2: $numto_guess = 42

3: $message = "";

4: if (!isset($_POST[guess])) {

5: $message = "Wel cone to the guessing nachine!"

6: } elseif ($_POST[guess] > $numto_guess) {

7: $nmessage = "$ POST[guess] is too big! Try a smaller nunber”;
8: } elseif ($_POST[guess] < $numto_guess) {

9:

$nessage = "$ _POST[guess] is too small! Try a |l arger number";
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Using Hidden Fieldsto Save State

Thescriptin Ligting 9.7 has no way of knowing how many guesses a user has made, but we can use ahidden field to
keep track of this. A hidden field behaves exactly the same as atext field, except that the user cannot seeit unless he
viewsthe HTML source of the document that containsit. Listing 9.8 adds a hidden field to the number-guessing
script and some PHP to work with it.

Listing 9.8 Saving Statewith a Hidden Field

1. <?php

2: $numto_guess = 42

3: $numtries = (isset($ POST[numtries])) ? $numtries + 1 : O;
4: $nessage = "";

5: if ('isset($_POST[guess])) {

6: $nessage = "Wl cone to the guessing machine!”

7: } elseif ($_POST[guess] > $numto_guess) {

8: $nmessage = "$ POST[guess] is too big! Try a smaller nunber”;
9: } elseif ($_POST[guess] < $numto_guess) {

10: $nmessage = "$ POST[guess] is too small! Try a |l arger number";
11: } else { // nust be equival ent

12: $nmessage = "Well done!"

13: }

14: $guess = $_POST[ guess];

15: 7>

16: <htm >

17: <head>

18: <title>Listing 9.8 Saving state with a hidden field</title>
19: </ head>
20: <body>
21: <hl>
22: <?php print $nessage ?>
23: </ hi1>

24: Quess nunber: <?php print $numtries?>

25: <form action="<?php print $_SERVER PHP_SELF] ?>" nethod="POCST">

26: Type your guess here:

27: <input type="text" nanme="guess" val ue="<?php print $guess?>">

28: <input type="hidden" name="numtries" val ue="<?php print $numtries?>">
29: </fornp

30: </body>

31: </htm>

The hidden field on line 28 is given the name "num _tries’. We dso use PHP to writeitsvalue. Whilewere at it, we
do the samefor the "guess' field on line 27 so that the user can dways see hislast guess. Thistechniqueis useful for
scriptsthat parse user input. If we rglect aform submission for some reason, we can at least allow our user to edit his
previous query.

Within the main PHP code, we use aternary operator to increment the $num_triesvariable. If the $num_tries
variableis set, we add oneto it and reassign thisincremented vaue; otherwise, weinitidize $num_triesto 0. Within
the body of the HTML, we can now report to the user how many guesses he's made.

Put theselinesinto atext file called listing9.8.php, and place that file in your Web server document root. Accessthe
form afew times with your Web browser, and try to guess the number (pretend you don't already know it).

[ TeamLiB]
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Redirecting the User

Our smple script fill has one mgor drawback. The form isrewritten whether or not the user guesses correctly. The
fact that the HTML is hard-coded makesit difficult to avoid writing the entire page. We can, however, redirect the
user to a congratul ations page, thereby sidestepping the issue dtogether.

When a server script communicates with aclient, it must first send some headers that provide information about the
document to follow. PHP usudly handlesthisfor you automatically, but you can choose to send your own header
lines with PHP's header() function.

To cal the header() function, you must be sure that absolutely no output has been sent to the browser. Thefirgt time
content is sent to the browser, PHP sends out headers and it's too late for you to send your own. Any output from
your document, even aline break or a space outside of your script tags, causes headersto be sent. If you intend to
use the header() function in a script, you must make certain that nothing precedes the PHP code that contains the
function cal. Y ou should also check any librariesthat you might be using.

Ligting 9.9 showstypical headers sent to the browser by PHP, beginning with line 3, in responseto the request in line
1

Listing 9.9 Typical Server Headers Sent from a PHP Script

HEAD /1i sting9. 9. php HTTP/ 1.0

HTTP/ 1.1 200 K

Date: Sun, 15 Sep 2002 12:32:28 GMI

Server: Apache/2.0.43 (Unix) PHP/4.2.3 nod_ssl/2.8.9 OpenSSL/0.9.6
X- Power ed-By: PHP/4.2.3

Connection: close

Cont ent - Type: text/htnl

NoORWLNE

By sending a"Location" header instead of PHP's default, you can cause the browser to be redirected to a new page:

header ("Location: http://ww.sanmspublishing.cont);

Assuming that weve created a suitably upbest page caled "congrats.html”, we can amend our number-guessing
script to redirect the user if she guesses correctly, as shownin Ligting 9.10.

Listing 9.10 Using header () to Send Raw Headers

<?php
$num t o_guess = 42;
$numtries = (isset($_POST[numtries])) ? $numtries + 1: O;
$nessage = "";
if (!'isset($_POST[guess])) {
$nmessage = "Wel cone to the guessing nachine!";
} elseif ($_POST[guess] > $numto_guess) {
$message = "$_POST[guess] is too big! Try a smaller nunber”;
} elseif ($_POST[guess] < $numto_guess) {
10: $message = "$_POST[guess] is too small! Try a larger nunber";
11: } else { // nmust be equival ent
12: header (" Location: congrats.htm");
13: exit;
14: 1}

N RWONE
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Sending Mail on Form Submission

Y ou've already seen how to take form responses and print the results to the screen. Y ou're only one step away from
sending those responsesin an email message, asyou'll soon see. Before learning about sending mail, however, read
through the next section to make sure that your system is properly configured.

System Configuration for the mail() Function

Before you can use the mail () function to send mail, afew directives must be set up in the php.ini file so that the
function works properly. Open php.ini with atext editor and look for theselines:

[mail function]
; For Wn32 only.
SMIP = | ocal host

; For Wn32 only.
sendnmai | _from = nme@ ocal host. com

For Unix only. You nmay supply argurments as well (default: "sendmail -t -i").
;sendmai | _path =

If you're usng Windows as your Web server platform, the first two directives apply to you. For the mail() function to
send mail, it must be able to access avalid outgoing mail server. If you plan to use the outgoing mail server of your
ISP (in the following example, we use EarthLink), the entry in php.ini should look like this:

SMIP = nmi | . earthlink. net

The second configuration directive is sendmail_from, which isthe email address used in the From header of the
outgoing emall. It can be overwritten in the mail script itself, but normally operates as the default value. For example:

sendnmai | _from = youraddress@our donai n. com

A good rule of thumb for Windows usersisthat whatever outgoing mail server you've set up in your email client on
that machine, you should dso use asthe value of SMTP in php.ini.

If your Web server isrunning on aLinux/Unix platform, you use the sendmail functiondity of that particular machine.
Inthiscase, only the last directive gppliesto you: sendmail_path. The default issendmail -t -i, but if ssndmail isinan
odd place or if you need to specify different arguments, fed freeto do so, asin the following example:

sendnai | _path = /opt/sendrmail -odd -argunents

After making any changesto php.ini on any platform, you must restart the Web server process for the changesto
take effect.
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Creatingthe Form

In Listing 9.11, you see the basic HTML for creating asmple feedback form. This form has an action of
listing9.12.php, which we cregte in the next section. Thefieldsare very smple: Line 7 containsanamefidd, line 8

contains the return email address field, and line 10 contains the text areafor the user's message.

Listing 9.11 Creating a Smple Feedback Form

<HTM.>

<HEAD>

<Tl TLE>E- Mai | For nx/ Tl TLE>

</ HEAD>

<BCDY>

<FORM action="1isting9.12. php" met hod="PCST" >

Your Name: <INPUT type="text" nanme="nanme"><br><br>

Your E-Mail Address: <INPUT type="text" name="email"><br><br>
Message: <br >

10: <textarea nane="nessage" col s=30 rows=5></t ext ar ea><br ><br>
11: <I NPUT type="submit" val ue="Send Form >

12: </ FORW>

13: </ BODY>

14: </ HTM>

CoNORONE

Put theselinesinto atext file caled listing9.11.php, and place thisfile in your Web server document root. Now

access the script with your Web browser, and you should see something like Figure 9.6.

Figure9.6. Form created in Liging 9.11.

/Z} E-Mail Foim - Microzoft Inteinet Explorer | [Of x|

Eile Edt Yiew Favoites JTools Help |
Address | &) htip://loeathost/listing3.11.php | 6o
=

Your Mame: |

Your E-Mail Address; |

Messange:
|
H
Send Form |
=
[@]Done ||| |25 Localintranet 7

In the next section, you create the script that sends thisform to arecipient.
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Creating the Script to Send the Mail

Thisscript isonly dightly different in concept than the script in Listing 9.5, which smply printed form responsesto the
screen. Inthis script, in addition to printing the responses to the screen, you send them to an email addressaswell.

Listing 9.12 Sending the Smple Feedback Form

<htm >

<head>

<title>Listing 9.12 Sending mail fromthe formin Listing 9.11</title>
</ head>

<body>

<?php

print "Thank you, <b>$ POST[name]</b>, for your nessage! <br><br>\n\n"
print "Your e-mail address is: <b>$ POST[ email] </ b><br><br>\n\n"
print "Your nessage was: <br><br>\n\n"

10: print "$_POST[ message] <br><br>"

11: //start building the mail string

12: $msg = "Name: $_POST[ nanme]\n";

N A~AONE

13: $msg .= "E-Mail: $_POST[ermil]\n";

14: $msg .= "Message: $_POST[ nessage]\n";

15: //set up the nail

16: $recipient = "you@ourdonain. coni;

17: $subject = "Form Submi ssion Results"

18: $muil headers = "From My Wb Site <defaul t address@our donai n. con> \ n";
19: $mail headers .= "Reply-To: $ PCST[email]";

20: //send the mail

21: mail ($recipient, $subject, $nsg, $muil headers);
22: 7>

23: </ body>

24: </htm >

Thevariablesyou useinlines 7-9 are$ POST[name], $ POST[email], and $_POST[message]—the names of the
fiddsin theform, aspart of the$ POST supergloba. That'sal well and good for printing the information to the
screen, but in this script, you aso want to create a string that's sent in email. For thistask, you essentidly build the
email by concatenating strings to form one long message string, using the newline (\n) character to add line breaks
where appropriate.

Lines 12 through 14 create the $msg string, which contains the values typed by the user in the form fields. Thisstring
isthe one sent in the email. Note the use of the concatenation operator (.=) when adding to the variable $msg, in lines
13 and 14.

Lines 16 and 17 are hard-coded variables for the email recipient and the subject of the email message. Replace
you@yourdomain.com with your own email address, obvioudy. If you want to change the subject, fed free!

Lines 18 and 19 set up some mail headers, namely From: and Reply-to: headers. Y ou could put any valuein the
From: header; thisisthe information that displaysin the From or Sender column of your email application when you
recaivethismail.

The mail() function takes four parameters. the recipient, the subject, the message, and any additional mail headers.
The order of these parametersis shown in line 21, and your script is complete after you close up your PHP block
and your HTML dementsin lines 22-24.
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Working with File Uploads

So far, we've looked at smple form input. However, al popular Web browsers support file uploads, and so, of
course, does PHP. In this section, you examine the features that PHP makes available to deal with thiskind of input.

Information about the uploaded file becomes availableto you inthe $_FILES supergloba, which isindexed by the
name of the upload field (or fields) in the form. The corresponding vaue for each of these keysisan associative
array. Thesefields are described in Table 9.2, using fileupload as the name of the form field used for the upload.

Table 9.2. File Upload Globa Variables

Element Contains Example
$ FILEY fileupload]['name] Origind name of uploaded file test.gif
$ FILEYfileupload][tmp _name]  Pathtotemporary file ftmp/phprDfZvN
$ FILEYfileupload]['sze] Size (in bytes) of uploaded file 6835
$ FILEY fileupload]['type] MIME type of uploaded file (where  imege/gif
given by dient)

Keep these dementsin the back of your mind for amoment, while we create the upload form in the next section.

Creating the File Upload Form

First, we must create the HTML form to handle the upload. HTML formsthat include file upload fields must include
an ENCTY PE argument:

ENCTYPE="nul ti part/form dat a"

PHP aso works with an optional hidden field that can be inserted before the file upload fidd. Thisfield must be
cdled MAX_FILE_SIZE and should have a va ue representing the maximum sizein bytes of thefilethat you're
willing to accept. This size cannot override the maximum size set inthe upload_max_filesizefied in your php.ini file
that defaultsto 2MB. The MAX_FILE_SIZE field is obeyed at the browser's discretion, so you should rely on the
php.ini setting to cap unreasonable uploads. After the MAX_FILE SIZE field has been entered, you're ready to add
the upload fidd itsdlf. Thisissamply an INPUT dement with aTY PE argument of "fil€". Y ou can giveit any nameyou
want. Listing 9.13 brings al thistogether into an HTML upload form.

Listing 9.13 A SmpleFile Upload Form

1: <htm >
2 <head>
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Summary

Things areredlly getting exciting now! Y ou have the toolsto creste truly sophisticated and interactive environments.
A few things are still missing, of course. Now that you can get information from the user, it would be niceto be able
to do something with it. Write it to afile, perhaps. That's the subject of the next hour.

Throughout this hour, you learned how to work with various superglobas and form input. Y ou dso learned how to
send raw headersto the client to redirect abrowser. Y ou learned how to acquire list information from form
submissions and how to passinformation from script call to script cal using hidden fieds. Findly, you learned how to
send your form resultsin email, and also how to upload files through your Web browser viaa PHP script.
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin putting

your knowledge into practice.

Quiz

=

Al:

1N

A2

|0

A3

B

A4

IS

Ab:

Which predefined variable do you useto find the
name of the script?

Thevariable$ SERVER['PHP_SELF]' holdsthe
name of the script.

Which built-in associative array containsal values
submitted as part of a POST request?

The$ POST superglobal.

Which built-in associdtive array containsdl vaues
submitted as part of afile upload?

The$ FILES superglobal.

What function do you useto redirect the browser to a
new page?

The header() function.

What are the four arguments used by the mail()
function?

The recipient, the subject, the message string, and
additiona headers.
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Hour 10. Working with Files

Tedting, reading, and writing to files are staple activities for any full-featured programming language. PHPisno
exception, providing you with functions that make the process straightforward. In this hour, you will learn

| How to include filesin your documents
How to test filesand directories
How to open afile before working with it
How to read data from files
How to write or append to afile

How to lock afile

How to work with directories
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I ncluding Fileswith include()

Theinclude() statement enables you to incorporate files into your PHP documents. PHP code in these files can be
executed asif it were part of the main document. This can be useful for including library code in multiple pages.

Having created akiller function, your only option until now would have been to paste it into every document that
needsto useit. Of course, if you discover abug or want to add afeature, you would have to find every page that
uses the function to make the change. The include() statement can save you from this chore. Y ou can add the function
to asingle document and, at runtime, read it into any page that needsit. The include() statement requiresasingle
argument: arelative path to thefileto beincluded. Ligting 10.1 crestes asimple PHP script that usesinclude() to
incorporate and output the contents of afile.

Listing 10.1 Using include()

<htm >

<head>

<title>Listing 10.1 Using include()</title>
</ head>

<body>

<?php

i nclude("listingl0. 2. php");

?>

</ body>

</htm >

ool

[

Theinclude() statement in Listing 10.1 incorporates the document listing10.2.php, the contents of which you can see
inListing 10.2.

Listing 10.2 TheFileIncluded in Lising 10.1

1: | have been incl uded!

Put the contents of Listing 10.1 in afile named listing10.1.php, and the contents of Ligting 10.2 inafilenamed
listing10.2.php. Place both filesin your Web server document root. When you access listing10.1.php through your
Web browser, the output on the screenis

| have been i ncl uded!

Thismight seem strange to you, given that we've included plain text within ablock of PHP code. In fact, the contents
of anincluded file are displayed astext by default. If you want to execute PHP code in an included file, you must
encloseitin PHP start and end tags. In Listings 10.3 and 10.4, we amend the previous example so that code is
executed in theincluded file.

Listing 10.3 Using the include() Statement to Execute PHP in Another File

<htm >

<head>

<title>Listing 10.3 Using include to execute PHP in another file</title>
</ head>

<body>

<?php

i nclude("1istingl0. 4. php");

2>

1 hAadyv/~

00N A WONE
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include _onceg()

One of the problems caused by using multiple libraries within your code isthe danger of caling include() twice on the
samefile. Thiscan occur in larger projectswhen different library files cal include() on acommon file. Including the
same file twice often resultsin repeated declarations of functions and classes, thereby causing the PHP engine great
unhappiness.

The stuation is saved by theinclude_once() statement. include_once() requires the path to an include file and

behaves the same way asinclude() thefirst timeit's called. However, if include_once() is caled again for the samefile
during script execution, thefileis not included again. Thismakesinclude _once() an excdllent tool for the cregtion of
reusable code libraries!

Theinclude path Directive

Using include() and include_once() to accesslibraries can increase the flexibility and reusability of your projects.
However, there are ill headaches to overcome. Portability in particular can suffer if you hard-code the pathsto
included files. Imagine that you create alib directory and reference it throughout your project:

i ncl ude_once("/ home/ user/ bob/ ht docs/ project4/lib/nylib.inc.php");

When you move your project to anew server, you might find that you have to change a hundred or moreinclude
paths. Y ou can escape thisfate by setting theinclude_path directivein your php.ini file:

i ncl ude_path .:/home/ user/bob/ htdocs/ project4/lib/

Theinclude_path can include as many directories as you want, separated by colons (semicolonsin Windows). The

first dot (.) beforethefirst colon indicates " current directory.” Y ou can then reference your library file by only its
name

i ncl ude_once("nylib.inc. php");

When you move your project, you need to change only theinclude path directive.

. f PHP has both arequire() statement, which performsasmilar function to include(), and a
= require_once() statement. require() is executed regardless of ascript's flow, and therefore
shouldn't be used as part of conditiona or loop structures.

A fileincluded asaresult of arequire() statement cannot return avaue.

[ TeamLiB]
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Testing Files

Before you work with afile or directory, it's often agood ideato learn more about it. PHP provides many functions
to help you to discover information about files on your system. This section briefly covers some of the most usefull
functions.

Checking for Existence with file_exists()

Y ou can test for the existence of afilewith thefile_exists() function. Thisfunction requires a string representing an
absolute or relative path to afile that might or might not be there. If thefileisfound, file_exigts) returnstrue;
otherwise, it returnsfalse.

if (file exists("test.txt")) {
print "The file exists!";
}

A Fileor aDirectory?

Y ou can confirm that the entity you're testing isafile, as opposed to adirectory, with theis file() function. is file()
requires thefile path and returns aBoolean vaue.

if (is_file("test.txt")) {
print "test.txt is a filel";

}

Conversgly, you might want to check that the entity you're testing isadirectory. Y ou can do thiswith theis _dir()
function. is_dir() requiresthe path to the directory and returns a Boolean value.

if (is_dir("/tm")) {
print "/tnp is a directory";
}

Checking the Status of a File

When you know that afile exists, and it's what you expect it to be, you can find out some things that you can do with
it. Typicaly, you might want to read, write to, or execute afile. PHP can help you with al of these operations.

Is_readable() tells you whether you can read afile. On Unix systems, you might be able to see afile but still be barred
from reading its contents. is_readable() accepts thefile path asa string and returns a Boolean vaue.

if (is_readable("test.txt")) {
print "test.txt is readable";
}

is writablg() tells you whether you can writeto afile. Aswithis readable(), theis writable() function requiresthefile
path and returns a Boolean vaue.

if (is_ witable("test.txt")) {

print "test.txt is witable";
1
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Creating and Deleting Files

If afile doesnot yet exist, you can create it with the touch() function. Given astring representing afile path, touch()
attemptsto create an empty file of that name. If thefile dready exigts, the contents aren't disturbed, but the
modification dateis updated to the time a which the function executed.

touch("nyfile. txt");

Y ou can remove an existing file with the unlink() function. Asdid the touch() function, unlink() accepts afile path:

unlink("myfile.txt");

All functionsthat creste, delete, read, write, and modify files on Unix systems require the correct file or directory
permissionsto be .

[TeamLiB]
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Opening a Filefor Writing, Reading, or Appending

Before you can work with afile, you must first open it for reading, writing, or both. PHP provides the fopen()
function for doing so. fopen() requires astring that contains the file path followed by astring containing the modein
which thefileisto be opened. The most common modes areread (1), write (w), and append (a). fopen() returnsa
fileresource you'l use later to work with the open file. To open afile for reading, you use the following:

$fp = fopen("test.txt", 'r');

Y ou use thefollowing to open afile for writing:

$fp = fopen("test.txt", 'wW);

To open afilefor gppending (that is, to add data to the end of afile), you usethis:

$fp = fopen("test.txt", "a');

fopen() returnsfalseif the file cannot be opened for any reason. Therefore, it'sagood ideato test the function's
return val ue before proceeding to work with it. Y ou can do so with an if statement:

if ($fp = fopen("test.txt", "w')) {

/1 do sonmething with $fp

}

Or you can use alogica operator to end execution if an essentid file can't be opened:

($fp = fopen("test.txt", "w')) or die ("Couldn't open file, sorry");

If the fopen() function returnstrue, the rest of the expression won't be parsed, and the die() function (which writesa
message to the browser and ends the script) is never reached. Otherwise, the right Side of the or operator is parsed
and thedig() functioniscdled.

Assuming that dl iswell and you go on to work with your open file, you should remember to close it when you finish.
Y ou can do so by calling fclose(), which requires the file resource returned from a successful fopen() cal asits
argument:

fcl ose($fp);

[ TeamLiB]
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Reading from Files

PHP provides anumber of functionsfor reading data from files. These enable you to read by the byte, theline, and
even by the character.

Reading Linesfrom a File with fgets() and feof()

After you open afilefor reading, you often need to accessit line by line. To read aline from an open file, you can use
fgety(), which requires the file resource returned from fopen() as an argument. Y ou must aso passfgets() an integer
as a second argument. Theinteger argument specifies the number of bytesthat the function should read if it doesn't
first encounter aline end or the end of thefile. The fgety() function readsthe file until it reaches a newline character
("\n"), the number of bytes specified in the length argument, or the end of thefile.

$line = fgets($fp, 1024); // where $fp is the file resource returned by fopen()

Although you can read lines with fgety(), you need some way to tell when you reach the end of thefile. The feof()
function does this by returning true when the end of thefile has been reached and fal se otherwise. feof () requires afile
resource asits argument.

feof ($fp); // where $fp is the file resource returned by fopen()

Y ou now have enough information to read afileline by line, asshownin Ligting 10.9.

Listing 10.9 Opening and Reading a FileLineby Line

1. <htm >

2: <head>

3: <title>Listing 10.9 Opening and reading a file line by line</title>
4: </ head>

5: <body>

6: <?php

7: $filename = "test.txt";

8: $fp = fopen($filenanme, "r") or die("Couldn't open $fil enane");
9: while (!feof ($fp)) {

10: $line = fgets($fp, 1024);

11: print "$line<br>";

12: }

13: ?>

14: </ body>

15 </htm >

If this code were saved to the document root of your Web server and run through your Web browser, the output
would look something like Figure 10.3 (the contents of your sampletext file might be different).

Figure 10.3. Output of Ligting 10.9.

A3 Listing 10.9 Dpening and reading a file line by fine - Miciosoft Intemet Explorer
Fle Edt View Favotes Tools Help “
Addiess |  hitp: //localhost flsting1 0.9 php | 6o
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Writing or Appendingto aFile

The processes for writing to and appending to afile are the same. The difference liesin the fopen() call. When you
writeto afile, you use the mode argument "w" when you cal fopen():

$fp = fopen("test.txt", "wW');

All subsequent writing occurs from the start of thefile. If thefile doesn't dready exig, it is created. If thefile dready
exists, any prior content is destroyed and replaced by the datayou write.

When you gppend to afile, you use mode argument "a" in your fopen() cal:

$fp = fopen("test.txt", "a");

Any subsequent writes to your file are added to the existing content, but if you attempt to gppend content to a
nonexigtent file, thefileisfirst created.

Writing to a File with fwrite() or fputs()

fwrite() accepts afile resource and a string, and then writes the string to the file. fputs() worksin exactly the same
way.

fwite($fp, "hello world");
fputs($fp, "hello world");

Writing to filesis as straightforward asthat. Listing 10.13 uses fwrite() to print to afile. We then append afurther
gring to the samefile usng fputs).

Listing 10.13 Writing and Appendingto aFile

<ht ni >

<head>

<title>Listing 10.13 Witing and appending to a file</title>
</ head>

<body>

<?php

$filename = "test.txt";

print "Witing to $fil ename<br>"

$fp = fopen($filenane, "w') or die("Couldn't open $fil ename");
10: fwite($fp, "Hello world\n");

11: fcl ose($fp);

12: print "Appending to $fil enane<br>";

13: $fp = fopen($filenane, "a") or die("Couldn't open $fil enane");
14: fputs($fp, "And another thing\n");

15: fcl ose($fp);

16: 7>

17: </ body>

18: </htm >

CoNouA~rONR

The screen output of this script, when run from your Web browser, is

\AVZW T+ 1 vy v+~ f+act + vi


http://www.php.net/manual/en/function.flock.php
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Working with Directories

Now that you can test, read, and writeto files, let'sturn our attention to directories. PHP provides many functions for
working with directories. Let'slook at how to cregte, remove, and read them.

Creating Directories with mkdir ()

mkdir() enables you to create adirectory. mkdir() requires astring that represents the path to the directory you want
to create, and an octal number integer that represents the mode you want to set for the directory. Y ou specify an
octd (base 8) number with aleading 0. The mode argument has an effect only on Unix systems. The mode should
cons st of three numbers between 0 and 7, representing permissions for the directory owner, group, and everyone,
respectively. mkdir() returnstrueif it successfully crestesadirectory, or fseif it doesn't. If mkdir() fails, it'susudly
because the containing directory has permissions that preclude processes with the script's user ID from writing. If
you're not comfortable setting Unix directory permissions, you should find that one of the following examplesfits your
needs. Unlessyou redly need your directory to be world writable, you should probably use 0755, which dlowsthe
world to read your directory but not to writetoit.

nkdir("testdir", 0777); // global read/wite/execute perm ssions
mkdir("testdir", 0755); // world and group: read/execute only
/1 owner: read/witel/execute

Removing a Directory with rmdir ()

rmdir() enables you to remove adirectory from the file system if the process running your script hasthe right to do so
and if the directory isempty. rmdir() requires only astring representing the path to the directory you want to cregate.

rmdir("testdir");

Opening a Directory for Reading with opendir ()

Before you can read the contents of adirectory, you must first obtain adirectory resource. Y ou can do so with the
opendir() function. opendir() requires a string that represents the path to the directory you want to open. opendir()
returns adirectory handle unlessthe directory isn't present or readable; in that case, it returnsfase.

$dh = opendir("testdir");

Reading the Contents of a Directory with readdir()

Just asyou use gets() to read aline from afile, you can use readdir() to read afile or directory namefroma
directory. readdir() requires adirectory handle and returns a string containing the item name. If the end of the
directory isreached, readdir() returns false. Note that readdir() returns only the names of itsitems, rather than full
paths. Listing 10.14 shows the contents of adirectory.

Listing 10.14 Listing the Contents of a Directory with readdir ()

<htm >

<head>

<title>Listing 10.14 Listing the contents
of a directory with readdir()</title>

</ head>

<bodv>

Q> R wh R
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Summary

In thishour, you learned how to use include() to incorporate filesinto your documents and to execute any PHP code
contained inincludefiles. Y ou learned how to use some of PHP'sfiletest functions. Y ou explored functions for
reading files by the line, by the character, and in arbitrary chunks. Y ou learned how to writeto files, either replacing
or gppending to existing content. Finaly, you learned how to cregte, remove, and read directories.

Now that we can work with files, we can save and access substantial amounts of data. If we need to look up data
from large files, however, our scripts begin to dow down quite considerably. What we need is some kind of database.

[ TeamLiB]
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Al:

A2

Doesthe include() statement dow down my scripts?

Because an included file must be opened and parsed
by the engine, it adds some overhead. However, the
benefits of reusable code libraries often outweigh the
relatively low performance overhead.

Should I dways end script execution if afile cannot be
opened for writing or reading?

Y ou should always alow for this possihility. If your
script absolutely depends on the file you want to work
with, you might want to use the dig() function, writing
an informative error message to the browser. In less
critica gtuations, you gill need to dlow for thefallure,

perhaps by addingittoalogfile.
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin putting

your knowledge into practice.

Quiz

=

Al:

S

A2

|0

A3

[&

A4

IS

Ab:

What functions do you useto add library codeto the
currently running script?

Y ou can use the require() or include() statement to
incorporate PHP filesinto the current document. Y ou
could also useinclude_once() or require_once().

What function do you useto find out whether afileis
present on your file system?

Y ou can test for the existence of afilewith the
file exigs() function.

How do you determine the size of afile?

Thefilesiz() function returns afileéssizein bytes.

What function do you use to open afilefor reading or
writing?

The fopen() function opens afile. It acceptsthe path
to afile and a character representing the mode. It
returns afile resource.

What function do you useto read aline of datafrom a
file?

Tha facka)\ 1 imeti Al roaonde AAaka 1 A thaea ke ffar an—a
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Hour 11. Working with Datesand Times

Dates are so much a part of everyday life that it becomes easy to work with them without thinking. However, the
quirks of the Gregorian calendar can be difficult to work with in programs. Fortunately, PHP provides powerful tools
for date arithmetic that make date manipulation an easy task. Smilarly, MySQL comeswith its own set of
date-related functions. Y ou learn about these in this hour aswell, and find that MySQL can take alot of the
programming burden off your hands.

Inthishour, youwill learn
| How to acquire the current date and time
How to get information about adate
How to format date information
How to test datesfor validity
How to set dates
How to use MySQL 's date and time-rel ated functions

How to format date and time resultsin MySQL

How to find and expressinterval s between dates and times using MySQL

[ TeamLiB]
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Using Date and Time Functionsin PHP

The severd sectionsthat follow introduce you to the date- and time-related functions specificaly in PHP. You learn
about the MySQL functionslater in this hour. Try each listing yoursdlf, as you march aong through this hour.

Getting the Date with time()

PHP'stime() function givesyou al the information that you need about the current date and time. It requiresno
arguments and returns an integer. For us humans, the returned number isalittle hard on the eyes, but it's extremely
useful nonethdess.

print tinme();
/1 sanple output: 1127732399

Theinteger returned by time() represents the number of seconds elgpsed since midnight GMT on January 1, 1970.
Thismoment is known as the Unix epoch, and the number of seconds that have elapsed sincethenisreferred to asa
timestamp. PHP offers excellent tools to convert atimestamp into aform that humans are comfortable with. Even so,
isn't atimestamp aneedlessly convoluted way of storing adate? In fact, the opposite istrue. From just one number,
you can extract enormous amounts of information. Even better, atimestamp can make date arithmetic much easier
than you might imagine.

Think of ahomegrown date system in which you record days of the month aswell as months and years. Now
imagine ascript that must add one day to agiven date. If this date happened to be 31 December 1999, rather than
adding 1 to the date, you'd have to write code to set the day of the month to 1, the month to January, and the year to
2000. Using atimestamp, you need only add a day's worth of secondsto your current figure and you're done. Y ou
can convert this new figure into something morefriendly at your leisure.

Converting a Timestamp with getdate()
Now that you have atimestamp to work with, you must convert it before you present it to the user. getdate()
optionally accepts atimestamp and returns an associative array containing informetion about the date. If you omit the

timestamp, getdate() works with the current timestamp as returned by time(). Table 11.1 lists the éements contained
in the array returned by getdate().

Table11.1. The Associative Array Returned by getdate()

Key Description Example
seconds Seconds past the minute (0-59) 28
minutes Minutes past the hour (0-59) 7

hours Hours of the day (0-23) 12


http://www.faqs.org/rfcs/rfc822.html
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Using Date and Time Functionsin MySQL

MySQL 's built-in date-rel ated functions can be used in SELECT statements, with or without specifying atable, to
retrieve aresult of the function. Or you can use the functions with any type of datefield: date, datetime, timestamp,
and year. Depending on the type of field in use, the results of the date-related functions are more or less useful.

Working with Days

The DAY OFWEEK () and WEEKDAY () functions do similar thingswith dightly different results. Both functionsare
used to find the weekday index of adate, but the difference liesin the sarting day and position.

If you use DAY OFWEEK(), thefirst day of theweek is Sunday, at position 1, and the last day of theweek is
Saturday, at position 7. For example:

mysqgl > sel ect dayof week(' 2001-11-13");

o m e e e ee i aaaa o +
| DAYOFVEEK(' 2001-11-13") |
o m e e e ee i aaaa o +
I 3
o m e e e ee i aaaa o +

1 rowin set (0.00 sec)

The result shows that November 13, 2001 was weekday index 3, or Tuesday. Using the same date with
WEEKDAY () givesyou adifferent result with the same meaning:

mysqgl > sel ect weekday('2001-11-13");

o e e e +
| WEEKDAY(' 2001-11-13") |
o e e e +
I 1|
o e e e +

1 rowin set (0.00 sec)

The result shows that November 13, 2001 was weekday index 1. Because WEEKDAY () uses Monday asthe first
day of theweek at position 0 and Sunday asthe last day at position 6, 1 is accurate: Tuesday.

The DAY OFMONTH() and DAY OFY EAR() functions are more straightforward, with only one result and arange
that startsat 1 and ends at 31 for DAY OFMONTH() and 366 for DAY OFY EAR(). Some examples follow:

nmysqgl > sel ect dayof nont h(' 2001-11-13");

e e e e e e e e e ema— +
| DAYOFMONTH(' 2001-11-13') |
e e e e e e e e e ema— +
| 13|
e e e e e e e e e ema— +

1 rowin set (0.00 sec)

nmysqgl > sel ect dayof year (' 2001-11-13");

e e e e e e eee—a +
| DAYOFYEAR(' 2001-11-13') |
e e e e e e eee—a +
| 317|
e e e e e e eee—a +

A v o NTAr & v o~ N NAOA ~~~\
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Summary

In thishour, you learned how to use various PHP functions to perform date- and time-related actions. Thetime()
function gets adate slamp for the current date and time, and you can use getdate() to extract date information from a
timestamp and date() to convert atimestamp into aformatted string. Y ou learned how to create atimestamp using
mktime(), and how to test adate for vaidity with checkdate().

Additiondly, you discovered that MySQL 's built-in date and time functions can definitely take some of the load off
your gpplication by internally formatting dates and times and performing the date and time arithmetic. The formatting
options used for the DATE_FORMAT() function provide asmple method to produce a custom display string from
any sort of datefield. The DATE_ADD() and DATE_SUB() functions and their numerous available interval types
help you determine dates and times in the past or future. Additionaly, functions such as DAY (), WEEK(),
MONTH(), and Y EAR() are useful for extracting parts of datesfor usein WHERE or ORDER BY clauses.

[TeamLiB]
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin putting

your knowledge into practice.

Quiz

Activity

=

Al:

S

A2

|0

A3:

B

A4

Using PHP, how do you acquire a Unix timestamp
that represents the current date and time? What about
usng MySQL?

In PHP, usetime(). InMySQL, use
UNIX_TIMESTAMPY).

Which PHP function accepts atimestamp and returns
an associative array that representsthe given date?

The getdate() function returns an associative array
whose e ements contain aspects of the given date.

Which PHP function do you use to format date
information? What about usng MySQL?

In PHP, use date(). In MySQL, use
DATE_FORMAT).

Which PHP function could you use to check the
vaidity of adate?

Y ou can check adate with the checkdate() function.

Create a birthday countdown script. Given form input of month, day, and year, output a message that tells the user
how many days, hours, minutes, and seconds until the big day. Use whatever combination of PHP and MySQL
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Hour 12. Creating a Simple Calendar

This hour continues the date and time lesson from the previous hour, thistime in the context of creating asmall
calendar.

Inthishour, you will learn

How to build asmple calendar script

How to build aclasslibrary to generate date pull-downsin HTML forms

[ TeamLiB]
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Building a Simple Display Calendar

Let'sbring together the date and time functions you learned in the previous hour, and use them to build a calendar
that can display the dates for any month between 1980 and 2010. The user will be able to saect both month and
year with pull-down menus, and the dates for the sl ected month will be organized according to the days of the
week. We will be working with two variables—one for month and one for year—which the user will supply.

These pieces of information will be used to build atimestamp based on thefirst day of the month defined. If the user
input isinvaid or absent, we will default to thefirst day of the current month.

Checking User I nput

When the user opens our calendar gpplication for thefirgt time, he or she will not be submitting any information. We
must therefore make sure that our script can handle the fact that the variables for month and year may not be defined.
We could use theisset() function for this. (isset() returnsfalseif the variable passed to it has not been defined.)
However, let's use checkdate() instead. Listing 12.1 shows the fragment of code that checks for month and year
variables coming from aform, and builds atimestamp based on them.

Listing 12.1 Checking User Input for the Calendar Script

<?php
if (!checkdate($_POST[month], 1, $ POST[year])) {
$nowArray = getdate();
$nmonth = $nowArray[' non'];
$year = $nowArray['year'];
} else {
$nmonth = $_POST[ nont h] ;
$year = $_POST[year];

CoNORLNE

}

10: $start = nktime (12, 0, 0, $nonth, 1, $year);
11: $firstDayArray = getdate($start);

12: ?>

Liging 12.1 isafragment of alarger script, so it does not produce any output itsdlf. In the if statement online 2, we
use checkdate() to test whether the month and year have been provided by aform. If they have not been defined,
checkdate() returns fal se because the script cannot make avalid date from undefined month and year arguments. This
approach has the added bonus of ensuring that the data submitted by the user congtitutes avalid date.

If the date is not valid, we use getdate() on line 3 to create an associative array based on the current time. We then
set vaues for $month and $year ourselves, using the array's mon and year eements (lines4 and 5). If the variables
have been set from the form, we put the data into $month and $year variables so as not to touch the vauesin the
origina $ POST supergloba.

Now that we are sure that we have valid datain $month and $year, we can use mktime() to create atimestamp for
thefirst day of the month (line 10). We will need information about thistimestamp later on, so on line 11 we cregtea
varigble caled $firgDayArray that will store an associative array returned by getdate() and based on thistimestamp.

Buildingthe HTML Form
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Creating a Calendar Library

Because dates are ubiquitous in Web interfaces, and because working with dates is often comparatively complicated,
let'slook at creating aclass library to automate some of the work that dates can present. Along the way we will
revist some of the techniques we have aready covered.

= J,f If the concept of classesis completely foreign to you, you can supplement your knowledge
= by reading through Chapter 14 of the PHP Manudl. It istitled "Classes and Objects,” and
you canfind it a http://Amww.php.net/manual/en/l anguage.oop.php.

Thesmpledate pulldown library we will ook a was born during the creetion of afredancejob lising site. The
project necessarily involved the presentation of multiple date pull-downs alowing employersto select both the start
and end of contract periods, and for candidates to indicate periods of availability. A date pull-down, in thisinstance,
congsts of three separate select dements, onefor day of the month, one for month, and one for year.

When auser submits a page, the script will check hisinput. If there isaproblem, we will need to represent the page
with the user'sinput dtill in place. Thisis very easy to accomplish with text boxes but is more of achorewith
pull-down menus. Pagesthat display information pulled from a database present asimilar problem. Data can be
entered straight into the value attributes of text type input el ements. Dates will need to be plit into month, day, and
year vaues, and then the correct option eements selected.

Thedate_pulldown class aimsto make date pull-downs sticky (so they will remember settings from page to page)
and easy to set. In order to create our class, wefirst need to declare it and create a constructor.

. f A congtructor isafunction that exists within aclass, and which isautomaticaly called when
= anew instance of the classis created.

We can aso declare some class properties. The following snippet shows the beginning of the class:

1: class date_pul | down

2 var $namne;

3 var $timestanp = -1;

4 var $nonths = array("Jan", "Feb", "Mar", "Apr", "May", "Jun",
5: “Jul", "Aug", "Sep", "Cct", "Nov", "Dec");
6: var $yearstart = -1;

7 var $yearend = -1;

8

9: function date_pul | down($nane) {

10 $t hi s- >nane = $nane;

11:  }

Wefirst declare the $name property. Thiswill be used to namethe HTML sdect eements. The $timestamp property
will hold aUnix timestamp. The $months array property contains the stringswe will display in our month pull-down.
The $yearstart and $yearend properties are both set to —1 pending initidization. They will eventudly hold thefirst and
last vears of the ranoe that will be presented in the vear oull-down.


http://www.php.net/manual/en/language.oop.php
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Summary

In this hour, you pulled together the PHP date-rel ated functions you learned about in the previous hour to work
within a cadendar application. Y ou learned how to test the validity of an input date using checkdate(). Y ou worked
through an example script, which applies some of the tools you have looked at, and built aclasslibrary that

automates some of the more tedious aspects of working with datesin forms.

[TeamLiB]
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QL

Arethere any functionsfor converting between
different calendars?

Al
Y es. PHP provides an entire suite of functionsthat
cover dternative calendars. Y ou can read about these
inthe officid PHP Manud at
http://Mmwww.php.net/manud/en/ref.caendar.php.

[ TeamLiB] [ o] v o]


http://www.php.net/manual/en/ref.calendar.php

This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB] =
Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin learning
how to put your knowledge into practice.

Quiz
L
What PHP function did we use to check the vdidity of
adate?
Al
checkdate()
2
What PHP function did we use to creste atimestamp?
A2:
mktime()
3
What PHP function did we use to cregte an
associative array of date-related information?
A3
getdate()
Activity

Use your fancy new date pull-down classin the context of your own form. Create a back-end script that takesthe
selected dates and displaystheir input.

[TeamLiB]
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Hour 13. Working with Strings

The World Wide Web is very much aplain text environment. No matter how rich Web content becomes, HTML lies
behind it dl. It is no accident, then, that PHP provides many functions with which you can format, investigate, and
manipulate strings. As you might expect, MySQL aso comeswith itsown set of string-related functions, which you
will dso learn aout in this hour.

Inthishour, you will learn
| How to format strings

How to determine the length of astring
How to find asubstring within astring
How to break a string down into component parts
How to remove whitespace from the beginning or end of astring
How to replace substrings
How to change the case of asiring
How to use MySQL to put strings together or extract pieces of strings

How to use MySQL to create variations of origina sirings

How to use MySQL to find aternate representations of strings, in different bases

[ TeamLiB]
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Formatting Stringswith PHP

Until now, we have smply printed any strings that we want to display directly to the browser. PHP providestwo
functionsthat alow you first to gpply formatting, whether to round doublesto a given number of decima places,

define dignment within afield, or display dataaccording to different number systems. In this section, you will look a
afew of theformatting options provided by printf() and sprintf().

Working with printf()

If you have any experience with C, you will be familiar with the printf() function. The PHP version issimilar but not
identicd. printf() requires astring argument, known as aformat control string. It also accepts additional arguments of
different types. Theformat control string containsinstructionsindicating how to display these additiona arguments.
The following snippet, for example, uses printf() to output an integer asadecimal:

printf("This is ny nunber: %", 55);
/[l prints "This is nmy nunber: 55"

Within the format control string (the first argument), we haveincluded aspecid code, known
asaconverson specification.

A conversion specification begins with a percent (%) symbol and defines how to treat the corresponding argument to
printf(). Y ou can include as many converson specifications as you want within the format control string, aslong as
you send an equivaent number of argumentsto printf().

Thefollowing snippet outputs two numbers using printf():

printf("First nunber: %l<br>\nSecond nunber: % d<br>\n", 55, 66);
/1 CQutput:

/1 First nunber: 55

/1 Second nunber: 66

Thefirst conversion specification corresponds to the first of the additiona argumentsto printf(), whichis55. The
second conversion specification corresponds to 66. The d following the percent symbol requires that the data be
treated asadecimd integer. Thispart of a conversion specification is atype specifier.

printf() and Type Specifiers

Y ou have dready come across one type specifier, d, which displays datain decima format. Table 13.1 liststhe other
avallable type oecifiers.

Table13.1. Type Specifiers

Specifier Description

d Display argument as adecima number
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| nvestigating Stringsin PHP

Y ou do not dways know everything about the data that you are working with. Strings can arrive from many sources,
including user input, databases, files, and Web pages. Before you begin to work with data from an externa source,
you often will need to find out more about it. PHP provides many functions that enable you to acquire information
about gtrings.

A Note About Indexing Strings

Wewill frequently use the word index in relation to strings. Y ou will have come across the word more frequently in
the context of arrays. Infact, strings and arrays are not as different as you might imagine. Y ou can think of astring as
an array of characters. So you can accessindividua characters of astring asif they were elements of an array:

$test = "scal l ywag";
print $test[0]; // prints "s"
print $test[2]; // prints "a"

It isimportant to remember, therefore, that when we talk about the position or index of a character within astring,
characters, like array elements, are indexed from 0.

Finding the Length of a String with strlen()

Y ou can use gtrlen() to determine the length of a string. strlen() requires a string and returns an integer representing
the number of charactersin the variable you have passed it. strlen() might typically be used to check the length of user
input. The following snippet tests amembership code to ensurethat it isfour characterslong:

if (strlen($nmenbership) == 4) {

print "Thank you!";
} else {

print "Your nenbership nunber nust have 4 digits<P>";
}

The user isthanked for hisinput only if the globa variable $membership contains four characters; otherwise, an error
message is generated.

Finding a Substring Within a String with strstr()

Y ou can use drsir() to test whether astring exists embedded within another string. strstr() requires two arguments: a
source string and the substring you want to find within it. The function returnsfaseif the substring is absent.
Otherwiseg, it returnsthe portion of the source string beginning with the substring. For the following example, imagine
that we want to treat membership codesthat contain the string AB differently from those that do not:

$nenbership = "pAB7";
if (strstr($nmenbership, "AB")) {
print "Thank you. Don't forget that your menbership expires soon!";
} else {
print "Thank you!";
}

D AcA 1iea A iy foact y7art ARl a S hardai i AAacae ~A~AantAan tha dtrimn AR dtrcdtr)\ vedt irnece tha drima A DR7 Thi e roenlhy 7o 4



This document is created with the unregistered version of CHM2PDF Pilot

[TeamLiB] [ rrevious L |



This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB] [«rrevious]nex



This document is created with the unregistered version of CHM2PDF Pilot

Manipulating Stringswith PHP

PHP provides many functionsthat will transform a string argument, subtly or radicaly, asyou'll soon see.
Cleaning Up a String with trim() and strip_tags()
When you acquire text from the user or afile, you can't dways be sure that you haven't a so picked up whitespace at

the beginning and end of your data. The trim() function shaves any whitespace characters, including newlines, tabs,
and spaces, from both the start and end of astring. It accepts the string to be modified, returning the cleaned-up

vergon:

$text = "\t\t\tlots of roomto breathe
$text = trim S$text );

print $text;

/'l prints "lots of roomto breathe";

Of course, removing al the whitespace might be more work than you require. Y ou might want to keep whitespace at
the beginning of astring but removeit from the end. Y ou can use PHP's rtrim() function exactly the same asyou
would usetrim(). Only whitespace at the end of the string argument is removed, however:

$text = "\t\t\tlots of roomto breathe

$text = rtrim S$text );

print $test;

[l prints " | ots of roomto breathe";

PHP providesthe Itrim() function to strip whitespace only from the beginning of astring. Once again, thisis called
with the string you want to transform and returns a new string, shorn of tabs, newlines, and spaces:.

$text = "\t\t\tlots of roomto breathe
$text = ltrim $text );
print $test;

/[l prints "lots of roomto breathe

PHP, by its nature, tends to work with markup text. It is not unusua to have to remove tags from ablock to be able
to present it without formatting. PHP providesthe strip_tags() function for this purpose. The trip_tags() function
accepts two arguments. Thefirgt isthe text to transform. The second argument is optiona and should be alist of
HTML tagsthat strip_tags() can leavein place. Thetagsin the exception list should not be separated by any
characters.

$string = "I <i>sinply</i> wll not have it, <br>said M Dean<p><b>The end</b>";

print strip_tags($string, "<br><p>");

In the preceding code snippet, we create an HTM L -formatted string. When we call strip_tagy(), we passit the
$atring variable and alist of exceptions. Theresult isthat the <p> and <br> tags are left in place and all other tagsare

Stripped ouit.

Replacing a Portion of a String Using substr_replace()

The substr_replace() function works similarly to substr() except that it allows you replace the portion of astring that
vou extract. The function requires three arguments. the string vou are transforming, the text vou want to add to it. and
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Frequently Used String Functionsin MySQL

MySQL's built-in string-related functions can be used severa ways. Y ou can use functionsin SELECT statements
without specifying atable to retrieve aresult of the function. Or you can use functions to enhance your SELECT
results by concatenating two fieldsto form anew string.

Evenif you never use these functionsin your applications, it's good to know they exist, and, if nothing ese, you'll get
some good practice in this hour using the MySQL monitor's command-line interface.

L ength and Concatenation Functions

The group of length and concatenation functions focuses on the length of strings and concatenating strings together.

Length-rdated functionsinclude LENGTH(), OCTET_LENGTH(), CHAR_LENGTH(), and
CHARACTER_LENGTH(), which do virtualy the same thing—count charactersin astring.

mysqgl > select length(' This is cool!");

o +
| LENGTH(' This is cool!") |
o +
| 13 |
o +

1 rowin set (0.00 sec)

The fun beginswith the CONCAT () function, which is used to concatenate two or more strings:

mysqgl > select concat(" W', 'S, "Q');

oo +
| CONCAT(' W', 'S Q) |
oo +
| MySQL I
oo +

1 rowin set (0.00 sec)

Imagine using this function with atable containing names, split into firstname and lastname fid ds. Ingtead of using two
srings, use two field names to concatenate the firstname and the lastname fields. By concatenating the fields, you
reduce the lines of code necessary to achieve the same result in your application:

nmysqgl > sel ect concat (firstnanme, |astnanme) fromtabl e_nane;
| CONCAT(firstnane, |astname) |

| JohnSmith |
| JaneSmith |
| JinmboJones |
| AndySm th |
| ChrisJones |
| AnnaBel | |
| JimyCarr |
| AlbertSmith |
| JohnDoe |
+

9 rows in set (0.00 sec)
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Summary

In this hour, you examined some of the functions that enable you to take control of the stringsin your PHP scripts.

Y ou learned how to format strings with printf() and sprint(). Y ou should be able to use these functions both to create
dringsthat transform dataand lay it out. Y ou learned about functions that investigate strings. Y ou should be ableto
discover the length of astring with strlen(), determine the presence of a substring with strpos(), or extract a substring
with substr(). Y ou should be able to tokenize a string with strtok().

Y ou dso learned about functions that transform strings. Y ou can now remove whitespace from the beginning or end
of astring with trim(), Itrim(), or rtrim(). Y ou can change case with strtoupper(), strtolower(), or ucwords(). Y ou can
replace dl instances of astring with str_replace().

After learning the PHP methods for string manipulation, you were introduced to MySQL functionsthat perform
actionson strings. If you have stringsin MySQL you want to concatenate or for which you want to count characters,
you can use functions such as CONCAT(), CONCAT_WY(), and LENGTH(). To pad or remove padding from
grings, use RPAD(), LPAD(), TRIM(), LTRIM(), and RRIM() to get just the strings you want. Y ou can a so find
the location of a string within another, or to return apart of agiven string, using the LOCATE(), SUBSTRING(),
LEFT(), and RIGHT() functions. Functions such as LCASE(), UCASE(), REPEAT(), and REPLACE() also return
variaionsof theorigind strings. MySQL a so has numerous functions for representing strings, such as ASCII(),
BIN(), OCT(), HEX(), and CONV/() for converting between bases.

[TeamLiB]
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Q&A
QL
Arethere any other string functions that might be
useful to me?
Al
Y es. PHP has more than 60 string functions! Y ou can
read about them al in the PHP Manud online at
http:/Aww.php.net/manud/ref.strings.php.
Q2
Can | use multiple functionsin one statement, such as
making a concatenated string al uppercase?
A2:

Sure—just be mindful of your opening and closng
parentheses. This example shows how to uppercase
the concatenated first and last names from the master
nametable

nysql > SELECT UCASE( CONCAT_Ws(' ',
firstname, |astnane)) FROMtabl e_nane;

----+
| UCASE( CONCAT_Ws(' ', firstnane,
| ast nane)) |

et
| JOHN SM TH

|
| JANE SM TH

|
| JI MBO JONES

|
| ANDY SM TH

|
| CHRI'S JONES

|
| ANNA BELL

|
| JI MW CARR

|
| ALBERT SM TH

----+
9 rows in set (0.00 sec)

If you want to uppercase just the last name, use

mysql > SELECT CONCAT _W5(' ', firstnane,
UCASE( | ast nane)) FROM nmast er nane:
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin learning
how to put your knowledge into practice.

Quiz

=

What conversion specifier would you use with printf()
to format an integer as adouble? Indicate the full
syntax required to convert the integer 33.

Al
Y ou use the conversion specifier f to format an integer
asadouble:

printf("%ef", 33);

N

How would you pad the converson you effected in
question 1 with zeros so that the part before the
decima point isfour characterslong?

A2
Y ou can pad the output from printf() with the padding
specifier—that is, a space or azero followed by a
number representing the number of charactersyou
want to pad by.

printf("%004f", 33);

[

How would you specify aprecison of two decimal
placesfor the floating-point number you have been
formatting in the previous questions?

A3
The precision specifier conssts of adot (.) followed
by anumber representing the precision you want to
apply. It should be placed before the conversion

Specifier:

printf("%04.2f", 33);
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Hour 14. Creating a Simple Discussion Forum

Although the ultimate god of this hour isto create asmple discussion forum, amagjority of the hour is devoted to
understanding the thought processes behind designing an gpplication using ardationd database.

Inthishour, you will learn
Three types of table relationships
How to normalize your database

How to implement a good database design process

How to create the tables, input forms, and display of asmple discusson forum

[ TeamLiB]
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Types of Table Relationships

Tablerdationshipscomein severd forms.

One-to-onereationships

One-to-many relationships

Many-to-many relationships

MNew TERM

For example, suppose you have atable caled employees that contains each person's Socid
Security number, name, and the department in which he or she works. Suppose you aso have
aseparate table caled departments, containing thelist of dl available departments, made up
of aDepartment ID and aname. In the employees table, the Department ID field matchesan
ID found in the departmentstable. Y ou can see thistype of relationshipin Figure 14.1. The
"PK" next to the fidld named stands for primary key, which you'll learn about during this hour.

Figure 14.1. The employees and departmentstables arerelated through the DeptiD.

employees
@SS_Number
a DeptiD
FirstName
LastName
departments
& DeptiD o\
DeptName

In the following sections, you will take acloser look at each of the relationship types.

One-to-One Relationships

In aone-to-one relationship, akey appears only oncein arelated table. The employees and departments tables do

Y R PR R [ TR P R [ RN Sy AP | (R P R AU 1 R P TRy SR | ¥
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Under standing Normalization

Normdization issmply aset of rulesthat will ultimately make your life eesier when you're acting as a database
adminigtrator. It'sthe art of organizing your database in such away that your tables are related where appropriate
and flexible for future growth.

The sets of rules used in normdization are caled norma forms. If your database design followsthefirst set of rules,
it'sconsidered in thefirst norma form. If the first three sets of rules of normaization are followed, your databaseis
sad to bein the third norma form.

Throughout this hour, you'll learn about each rulein the firgt, second, and third norma forms and, we hope, will
follow them asyou create your own gpplications. Y ou'll be using asample set of tablesfor a students and courses
database and taking it to the third normal form.

Problemswith the Flat Table

Before launching into thefirst norma form, you have to start with something that needsto be fixed. Inthe case of a
database, it'stheflat table. A flat tableislike a spreadsheet—it has many, many columns. There are no relationships
between multiple tables; al the datayou could possibly want isright therein that flat table. This scenario isinefficient
and consumes more physica space on your hard drive than anormalized database.

In your students and courses database, assume you have the following fieldsin your flat table:
| StudentName— The name of the student.
CourselD1— The ID of thefirst course taken by the student.
CourseDescriptionl— The description of thefirst course taken by the student.
Coursel ngtructorl— The instructor of the first course taken by the student.
Coursel D2— The ID of the second course taken by the student.

CourseDescription2— The description of the second course taken by the student.

Coursel nstructor2— The ingtructor of the second course taken by the student.



This document is created with the unregistered version of CHM2PDF Pilot

[TeamLiB] [ rrevious L |



This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB] [«rrevious]nex



This document is created with the unregistered version of CHM2PDF Pilot

Following the Design Process

The greatest problem in gpplication design isalack of forethought. Asit applies to database-driven gpplications, the
design process must include athorough evaluation of your database—what it should hold, how datarelatesto each
other, and most importantly, whether it isscaable.

The generd stepsinthe design processare
Definethe objective.

Design the data structures (tables, fidds).
Discern rdationships.

Define and implement businessrules.
Create the gpplication.

Creating the gpplication isthe last sep—not the first! Many devel operstake an ideafor an application, build it, and
then go back and try to make aset of database tablesfit into it. This approach is completely backward, inefficient,
and will cost alot of time and money.

Before you start any application design process, St down and talk it out. If you can't describe your
application—including the objectives, audience, and target market—then you're not ready to build it, let done mode
the database.

After you can describe the actions and nuances of your application to other people and have it make sense to them,
you can start thinking about the tables you want to create. Start with big flat tables because, after you write them
down, your newfound normalization skillswill take over. Y ou will be ableto find your redundancies and visudize
your relaionships.

The next sep isto do the normaization. Go from flat table to first norma form and so on up to the third normal form
If possible. Use paper, pencils, sticky notes, or whatever hel ps you to visualize the tables and reationships. There's
no shame in datamodeling on sticky notes until you're ready to create the tables themsalves. Plus, using themisalot
cheaper than buying software to do it for you; software ranges from one hundred to severd thousands of dollars!

After you have apreliminary datamodd, look at it from the application's point of view. Or look at it from the point of
view of the person using the gpplication you're building. Thisisthe point where you define businessrulesand see
whether your datamodel will break. An example of abusinessrule for an online registration application is, "Each user
must have one e-mail address, and it must not belong to any other user.” If Email Addresswasn't auniquefield in your
datamodel, your model would be broken based on the businessrule.
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Creating a Discussion Forum

In the following sections, you'll learn the design process behind asimple discussion forum. Thisincludes developing
the database tables, user input forms, and display of the results. When broken into pieceslike this, such atask seems
quitesmple—and it id

Designing the Database Tables

Think of the basic components of aforum: topics and posts. A forum—if properly used by its patrons—should have
severa topics, and each of those topicswill have one or more posts by users. Knowing that, you should realize that
the posts are tied to the topics through akey field. Thiskey forms the relationship between the two tables.

Think about the requirements for the topics themsalves. Y ou definitely need afield for thetitle, and subsequently you
may want fields to hold the crestion time and the identification of the user who created the topic. Similarly, think of
the requirements for the posts: Y ou want the text of the post, the time it was created, and the person creating it. Most
importantly, you need that key to tie the post to the topic.

The following two table creetion statements create these tables, called forum_topics and forum_podts:

mysqgl > create table forumtopics (
->topic_id int not null primry key auto_increnent,
-> topic_title varchar (150),
-> topic_create_tine datetine,
-> topi c_owner varchar (150)
-> ),
Query OK, 0 rows affected (0.03 sec)

mysqgl > create table forumposts (
-> post_id int not null primary key auto_incremnent,
topic_id int not null
post _text text,
post _create_time datetine,
post _owner varchar (150)

- ),
Query OK, 0 rows affected (0.00 sec)

T
VVVYVYVYV

. f,.- In thisforum example, we will identify users by their email addresses and not require any
= sort of login sequence. In the activity at the end of this hour, you'll be given some hintson
extending thisforum exampleto fit within an environment of registered users.

Y ou should now have two empty tables, waiting for someinput. In the next section, you'l create theinput formsfor
adding atopic and a pogt.

Creating the Input Formsand Scripts
Before you can add any pogts, you must add atopic to the forum. It is common practice in forum cregation to add the

topic and the first post in that topic at the same time. From a user's point of view, it doesn't make much senseto add
atopic and then go back, select the topic, and add areply. Y ou want the process to be as smooth as possible.
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Summary

Following proper database design isthe only way your application will be efficient, flexible, and easy to manage and
maintain. An important aspect of database design isto use relationships between tablesinstead of throwing al your
datainto onelong flat file. Types of relationshipsinclude one-to-one, one-to-many, and many-to-many.

Using relationshipsto properly organize your datais called normalization. There are many levels of normdization, but
the primary levels arethefirgt, second, and third norma forms. Each level hasarule or two that you must follow.
Following al the rules helps ensure that your database iswell organized and flexible,

To take an ideafrom inception through to fruition, you should follow adesign process. This process essentidly says
"think before you act." Discuss rules, requirements, and objectives, then cregte the find version of your normalized
tables. In this hour, you gpplied this knowledge to the creation of asmple discussion form, using PHP and MySQL
to create input forms and display pages for topics and posts.

[ TeamLiB] iex
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Q&A
QL
Arethere only three norma forms?
Al

No, there are more than three norma forms.
Additiona formsare the Boyce-Codd normal form,
fourth normd form, and fifth norma
form/Join-Projection norma form. Theseformsare
not often followed because the benefits of doing so
are outweighed by the cost in man-hours and
database efficiency.

[ TeamLiB]
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin learning
how to put your knowledge into practice.

Quiz
L
Name three types of datarelationships.
Al
One-to-one, one-to-many, many-to-many.
2
Because many-to-many relaionships are difficult to
represent in an efficient database design, what should
you do?
A2
Create a series of one-to-many relationshipsusing
intermediary mapping tables.
Activity

Explain each of the three normal formsto a person who works with spreadsheets and flat tables.

[ TeamLiB]
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Hour 15. Restricting Accessto Your Applications

This hour explains how to use Apache to restrict accessto parts of a\Web site based on the identity of the user or on
information about the request. On the gpplication Sde, you can create your own mechanism for user vaidation and
check the vdidity of your usersthrough cookies.

Inthishour, youwill learn
How to restrict access based on the user, client | P address, domain name, and browser version
How to use the user management tools provided with Apache

How to store and retrieve cookie information

How to use cookies for authentication

[ TeamLiB]
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Authentication Overview

Authorization and authentication are common requirements for many Web sites. Authentication establishesthe
identity of partiesin acommunication.

Y ou can authenticate yourself by something you know (a password, a cookie), something you have (an ID card, a
key), something you are (your fingerprint, your reting), or acombination of these e ements. In the context of the Web,
authentication isusually regtricted to the use of passwords and certificates.

Authorization deal s with protecting access to resources. Y ou can authorize based on severd factors, such asthe IP
addressthe user is coming from, the user's browser, the content the user istrying to access, or who the user is (which
isprevioudy determined via authentication).

Apacheincludes several modulesthat provide authentication and access control and that can be used to protect both
dynamic and gtatic content. Y ou can either use one of these modules or implement your own access control at the
goplication level and provide customized login screens, single sign-on, and other advanced functionality.

Client Authentication
Users are authenticated for tracking or authorization purposes. The HT TP specification provides two authentication
mechanisms: basic. and digest. In both cases, the processisthe following:
1.
A client triesto access restricted content in the Web server.

Apache checks whether the client is providing a username and password. If not, Apache returnsan HTTP
401 status code, indicating user authentication isrequired.

The client reads the response and prompts the user for the required username and password (usudly with a
pop-up window).

Theclient retries ng the Web page, thistime transmitting the username and password as part of the
HTTP request. The client remembers the username and password and transmitsthem in later requeststo the
same Site, so the user does not need to retype them for every request.

Apache checks the vaidity of the credentials and grants or denies access based on the user identity and other
accessrules.

In the basi ¢ authenti cation scheme, the username and password are transmitted in clear text, as part of the HT TP
request headers. This poses a security risk because an attacker could easily peek at the conversation between server
and browser, learn the username and password, and reuse them fredly afterward.

The digest authentication provides increased security because it transmits adigest instead of the clear text password.
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Apache Authentication Module Functionality

Apache providesthe basic framework and directives to perform authentication and access control. The
authentication modules provide support for validating passwords against a specific back end. Users can optiondly be
organized in groups, easing management of access control rules.

Apache providesthree built-in directives rel ated to authentication that will be used with any of the authentication
modules. AuthName, AuthType, and Require.

AuthName accepts a string argument, the name for the authentication relm. A reelmisalogica areaof the Web
server that you are asking the password for. It will be displayed in the browser pop-up window.

AuthType specifies the type of browser authentication: basic or digest.

Require enables you to specify alist of usersor groups that will be allowed access. The syntax is Require user
followed by one or more usernames, or Require group followed by one or more group names. For example:

Requi re user joe bob

or

Requi re group enpl oyee contractor

If you want to grant access to anyone who provides avalid username and password, you can do so with

Requi re val i d-user

With the preceding directives, you can control who has access to specific virtua hodts, directories, files, and so on.
Although authentication and authorization are separate concepts, in practice they aretied together in Apache. Access
is granted based on specific user identity or group membership. Some third-party modules, such as certain
LDAP-based modules, alow for clearer separation between authentication and authorization.

The authentication modulesincluded with Apache provide
Back-end storage— Provide text or database files contai ning the username and group information

User management— Supply toolsfor creating and managing users and groups in the back-end storage

Authoritative information— Specify whether the results of the module are authoritative
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Using Apache for Access Control

The mod_access module, enabled by default, allows you to restrict access to resources based on parameters of the
client request, such as the presence of a specific header or the |P address or hostname of the client.

| mplementing Access Rules

Y ou can specify access rules using the Allow and Deny directives. Each of these directivestakesalist of arguments
such as | P addresses, environment variables, and domain names.

Allow/Deny Access by | P Addresses

Y ou can deny or grant accessto aclient based on its P address:

Al'low from10.0.0.1 10.0.0.2 10.0.0.3

Y ou can aso specify | P address ranges, with apartia 1P address or a network/mask pair. Additionally, you can
specify thefirst one, two, or three bytes of an IP address. Any IP address containing those will match thisrule. For
example, therule

Deny from 10.0
will match any address starting with 10.0, such as10.0.1.0 and 10.0.0.1.

Y ou can dso utilize the | P address and the netmask; the | P address specifies the network and the mask specifies
which bits belong to the network prefix and which ones belong to the nodes. Therule

Al l ow from 10. 0. 0. 0/ 255. 255. 255. 0
will match IP addresses 10.0.0.1, 10.0.0.2, and so on, to 10.0.0.254.

Y ou can also specify the network mask via high-order bits. For example, you could write the previousrule as

Al l ow from 10.0.0. 0/ 24

Allow/Deny Access by Domain Name

Y ou can control access based on specific hostnames or partid domain names. For example, Allow from
example.com will match www.example.com, foo.example.com, and so on.

. J,f Enabling access rules based on domain names forces Apache to do areverse DNS lookup
= on the client address, bypassing the settings of the HostNamel ookups directive. Thishas
performanceimplications.
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Combining Apache Access M ethods

In previous sections, you learned how to restrict access based on user identity or request information. The Satisfy
directive enables you to determine whether both types of access restrictions must be satisfied in order to grant
access. Satisfy accepts one parameter, which can be either dl or any.

Satisfy al meansthat the client will be granted accessiif it provides avalid username and password and passesthe
access redtrictions. Satisfy any meansthe client will be granted accessif it provides avalid username and password
or passes the access redtrictions.

Why isthisdirective useful? For example, you might want to provide free accessto your Web Site to users coming
from an internd, trusted address, but require users coming from the Internet to provide a valid username and
password. Liging 15.4 demongtratesjust that.

Listing 15.4 Mixing Authentication and Access Control Rules

<Location /restricted>

Al l ow from 10. 0. 0. 0/ 255. 255. 255. 0

Aut hType Basic

Aut hNane "I ntranet”

Aut hUser Fil e /usr/ | ocal / apache2/ conf/htusers
Aut hAut horitative on

Requi re valid-user

Satisfy any

</ Locati on>

CONURWNE

. s Access control based on connection or request information is not completely secure.

= Although it provides an appropriate level of protection for most cases, therulesrely on the
integrity of your DNS servers and your network infrastructure, If an attacker gains control
of your DNS servers, or your routers or firewalls are incorrectly configured, he can easily
change authorized domain name records to point to his machine or pretend heis coming
from an authorized 1P address.

[ TeamLiB]
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Limiting Access Based on HTTP Methods

In general, you want your access control directivesto apply to al types of client requests, and thisisthe default
behavior. In some cases, however, you want to apply authentication and access rulesto only certain HT TP methods
such as GET and HEAD.

The <Limit> container takesalist of methods and contains the directives that apply to requests containing those
methods. The complete list of methods that can be used is GET, POST, PUT, DELETE, CONNECT, OPTIONS,
TRACE, PATCH, PROPFIND, PROPPATCH, MKCOL, COPY, MOVE, LOCK, and UNLOCK.

The <LimitExcept> section provides complementary functiondity, containing directivesthat will apply to requests not
containing the listed methods.

Ligting 15.5 shows an example from the default Apache configuration file. The <Limit> and <LimitExcept> sections
alow read-only methods but deny requeststo any other methods that can modify the content of the file system, such
asPUT.

Listing 15.5 Restricting Access Based on Rule

1. <Directory /home/*/public_htm >
2 Al lowOverride Filelnfo AuthConfig Linit
3 Options MultiViews | ndexes SymnlinkslfOaner Mat ch | ncl udesNoExec
4: <Limit GET POST OPTI ONS PROPFI ND>
5: O der Al ow, Deny
6: Allow fromall
7: </Limt>
8: <Li mi t Except GET POST OPTI ONS PROPFI ND>
9: O der Deny, Al l ow

10: Deny from all

11: </LimtExcept>

12: </Directory>

In the next section, you'll learn about restricting access on the gpplication side based on information found in cookies.

[ TeamLiB]
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I ntroducing Cookies

On the application side, you can use cookies in your PHP scriptsto control access to certain areas of your Web site.
A cookieisasmall amount of data stored by the user's browser in compliance with aregquest from a server or script.
A host can request that up to 20 cookies be stored by a user's browser. Each cookie consists of aname, value, and
expiry date, aswdl ashost and path information. Anindividua cookieislimited to 4KB.

After acookieis set, only the originating host can read the data, ensuring that the user's privacy is respected.
Furthermore, the user can configure her browser to notify her of al cookies set, or even to refuse al cookie requests.
For this reason, cookies should be used in moderation and should not be relied on as an essential eement of an
environment design without first warning the user.

The Anatomy of a Cookie

A PHP script that sets a cookie might send headersthat ook something likethis:

HTTP/ 1.1 200 K

Date: Tue, 02 Cct 2001 13:39:58 GV

Server: Apache/1.3.26 (Unix) PHP/4.2.3

X- Power ed-By: PHP/ 4.2.3

Set - Cooki e: veget abl e=arti choke; path=/; donai n=yourdonai n. com
Connection: close

Content - Type: text/htm

Asyou can see, this Set-Cookie header contains aname/value pair, path, and domain. The name and value will be
URL encoded. Should it be present, an expiresfield is an instruction to the browser to "forget” the cookie after the
given time and date. The path field defines the position on a\Web site below which the cookie should be sent back to
the server. The domain field determines the Internet domains to which the cookie should be sent. The domain cannot
be different from the domain from which the cookie was sent, but can nonetheless specify adegree of flexibility. In
the preceding example, the browser will send the cookie to the server yourdomain.com and the server
WWW.yourdomain.com.

If the browser is configured to store cookies, it will then keep thisinformation until the expiry date. If the user points
the browser at any page that matches the path and domain of the cookie, it will resend the cookie to the server. The
browser's headers might look something likethis:

GET / HITP/ 1.0

Connection: Keep-Alive

User- Agent: Mozilla/4.0 (conpatible; MSIE 5.5; Wndows 98)

Host: www. your domai n. com

Accept: inmage/gif, inmagel/x-xbitmap, image/jpeg, inmagel/pjpeg, image/png, */*
Accept - Encodi ng: gzip

Accept - Language: en, pdf

Accept -Charset: is0-8859-1,*, utf-8

Cooki e: veget abl e=arti choke

A PHP script will then have access to the cookie in the environment variable HTTP_COOKIE or as part of the
$ COOKIE superglobal:

print "$_SERVER] HTTP_COXKI E] <BR>"; [l prints "vegetabl e=arti choke"
print getenv("HITP_COXIE")."<BR>"; [l prints "vegetabl e=arti choke"
print $ COXI E[' vegetable']."<BR>"; [/l prints "artichoke"
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Setting a Cookie with PHP

Y ou can set acookiein a PHP script in two ways. Y ou can use the header() function to set the Set-Cookie header.
The header() function requires astring that will then be included in the header section of the server response. Because
headers are sent automeatically for you, header() must be called before any output at all is sent to the browser:

header ("Set-Cookie: vegetabl e=artichoke; expires=Wed, 19-Sep-02 14:39:58 GVI
pat h=/; domai n=your domai n. cont');

Although not difficult, this method of setting a cookie would require you to build afunction to construct the heeder
string. Formatting the date asin this example and URL encoding the name/value pair would not be aparticularly
arduoustask. It would, however, be an exercise in whed reinvention because PHP provides afunction that does just
that.

The setcookieg() function does what the name suggests—it outputs a Set-Cookie header. For thisreason, it should be
called before any other content is sent to the browser. The function accepts the cookie name, cookie value, expiry
date in Unix epoch format, path, domain, and integer that should be set to 1 if the cookieisonly to be sent over a
secure connection. All argumentsto this function are optiona apart from the first (cookie name) parameter.

Ligting 15.6 uses setcookie() to set acookie.

Listing 15.6 Setting and Printing a Cookie Value

1: <?php

2: set cooki e("veget abl e*, "artichoke", tine()+3600, "/", "yourdomain.coni, 0);
3: ?>

4: <htm >

5: <head>

6: <title>Listing 15.6 Setting and printing a cookie value</title>

7: </ head>

8: <body>

9: <?php

10: if (isset($_COXKIE vegetable])) {

11: print "<p>Hell o again, your chosen vegetable is $ COXI E[ veget abl e] </ p>";
12: } else {

13: print "<p>Hello you. This nmay be your first visit</p>"

14: }

15: ?>

16: </ body>

17: </htm >

Even though we set the cookie (line 2) when the script isrun for thefirst time, the $ COOKIE[vegetable] varigble
will not be created at thispoint. A cookieisread only when the browser sendsit to the server. Thiswill not happen
until the user revisitsa page in your domain. We st the cookie nameto "vegetable' on line 2 and the cookie value to
"artichoke'. We use the time() function to get the current time stamp and add 3600 to it (there are 3600 secondsin
an hour). Thistotal represents our expiry date. We define apath of /", which means that a cookie should be sent for
any page within our server environment. We set the domain argument to "yourdomain.com”, which meansthat a
cookiewill be sent to any server in that group. Finally, we pass 0 to setcookie(), signaling that cookies can be sent in
an insecure environment.

Passing setcookie() an empty string () for string arguments or O for integer fieldswill cause these argumentsto be
skipped.
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Restricting Access Based on Cookie Values

Now for the fun part—using your cookie skillsto restrict access to parts of your Web site! Suppose you created a
login form that checked for values againgt a database. If the user is authorized, you send a cookie that says as much.
Then, for al pages you want to restrict only to authorized users, you check for the specific cookie. If the cookieis
present, the user can see the page. If the cookieis not present, the user is either sent back to thelogin form, or a
message regarding access restrictions can be printed to the screen.

Well go through each of these stepsin the next few sections.

Creating the Authorized Users Table

When you're integrating user accounts into a Web-based application, it is most common to store the user-specific
information in a database table. The information in this table can then be used to authorize the user and grant access
to areas of the Stethat are specificaly for these "specid™ users.

The following table creation command will creste atable called auth_usersin your MySQL database, with fields for
the D, first name, last name, email address, username, and password:

create table auth_users (
idint not null primary key auto_increnent,
f _name varchar (50),
| _name var char (50),
emai | varchar (150),
user name var char (25),
password varchar (75)

Thefollowing INSERT command putsarecord in the auth_userstable for auser named John Doe, with an emall
address of john@doe.com, a username of jdoe, and a password of doepass.

nmysqgl > insert into auth_users values ('', 'John', 'Doe', 'john@loe.conm,

-> "jdoe', password(' doepass'));
Query OK, 1 row affected (0.00 sec)

ThisINSERT command should be sdf-explanatory, with the exception of the use of the password() function. When
thisfunction isused in the INSERT command, what is stored in the tableisin fact not the actua password, but ahash
of the password.

When you view the contents of the auth_userstable, you will see the hash in the password field, asfollows:

nmysqgl > select * fromauth_users

+ - - + T T T T U + - - - - - + - - - - - - - - - +
| id | f_name | |_nane | emil | usernane | password |
T + - - - - - + - - - - - - - - - +
| 1 | John | Doe | john@loe.com | jdoe | 2fae5c9d478ec4dbl
T + - - - - - + - - - - - - - - - +
1 rowin set (0.01 sec)
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Summary

This hour explained how to use Apache festures to restrict access to your Web site based on the identity of the
remote user and information from the HT TP request or network connection. It also covered some authentication

modules included with Apache and additiond tools that you can use to create and manage your user and group
databases.

Additionally, you were introduced to using cookies and learned to use the setcookie() function to set cookies on the
user's browser. Y ou then learned to use cookie vaues to alow access to specific parts of your PHP application.

[ TeamLiB]




This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB] [«rrevious]nex



This document is created with the unregistered version of CHM2PDF Pilot

Q&A

Al:

A2

A3

| have aUnix system. Can | use/etc/passwd as my
user database?

Although using /etc/passwd might seem convenient, it
Is advisable that you do not usethe existing
/etc/passwd file for authenticating users of your Web
ste. Otherwise, an attacker who gains accessto a
user of your Web stewill also gain accessto the
system. Keep separate databases and encourage
usersto choose different passwordsfor their system
accounts and Web access. Periodicaly run password
checkersthat scan for weak passwords and accounts
in which the usernameis aso the password.

Why am | asked for my password twice in some Web
Stes?

Y our browser keeps track of your password so that
you do not haveto typeit for every request. The
stored password is based on the realm (AuthName
directive) and the hostname of the Web site.
Sometimes you can access aWeb site viadifferent
names, such as yourdomain.com and
www.yourdomain.com. If you are authorized to
access acertain restricted area of yourdomain.com
but are redirected or follow alink to
www.yourdomain.com, you will be asked again to
provide the username and password because your
browser thinksit isacompletely different Web site.

Arethere any serious security or privacy issuesraised
by cookies?

A server can access acookie set only from itsown
domain. Although a cookie can be stored on the
user's hard drive, there is no other access to the user's
file system. It is possible, however, to set acookiein
response to arequest for animage. So if many sites
include images served from athird-party ad server or
counter script, thethird party may be ableto track a
user across multiple domains.
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin learning
how to put your knowledge into practice.

Quiz

=

Wheat are the advantages of databasefilesover plain
text filesfor storing user authentication information?

Al
Database files are much more scal able because they
can be indexed. This meansthat Apache does not
need to read the file sequentialy until amatch isfound
for aparticular user, but rather can jump to the exact
location.

N

Can you name some disadvantages of HTTP basic
authentication?

A2:
One disadvantage isthat theinformation istransmitted
in clear text over the network. This meansthat unless
you areusing SSL, it is possiblefor an attacker to
read the packets your browser sendsto the server
and steal your password. Another disadvantage isthat
HTTP authentication does not provide ameansfor
customizing the login (except theredm name). Itis
very common for Web sitesto implement custom
login mechanismsusing HTML forms and cookies.

[

What function is designed to alow you to set acookie
on avisitor's browser?

A3
The setcookie() function allows you to set a cookie
(although you could also output a Set-Cookie header
using the header() function).

Activity

Practice usgna the variots tvnes of aithentication—both server-based and with PHP—on vour devd onoment server:
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Hour 16. Working with User Sessions

In Hour 15, "Restricting Accessto Y our Applications,” we looked a using cookiesto store user-related vaues, but
once again, PHPis one step ahead of us. PHP contains numerous functions for managing user sessions, which can be
storedinthe $ SESSION superglobal. Sessions use techniques similar to those explored in the preceding hour but
build them into the language; thus, saving dateisas easy ascaling afunction.

Inthis hour, youwill learn
| What session variables are and how they work
How to start or resume asession
How to store variablesin asesson

How to destroy asession

How to unset session variables

[ TeamLiB]
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Session Function Overview

Sesson functionsimplement a concept that you have dready seen; that is, the provison to users of aunique identifier,
which can then be used from access to access to acquire information linked to that 1D. The difference isthat most of
thework isaready donefor you. When a user accesses a session-enabled page, the user is elther dlocated anew
identifier or re-associated with one that was aready established in a previous access. Any variables that have been
associated with the session will become available to your code, through the $ SESSION superglobal.

When you use sessions, cookies are used by default to store the session identifier, but you can ensure success for dll
clientsby encoding thesesson ID into al linksin your session-enabled pages.

Sesson stateisusudly stored in atemporary file, though you can implement database storage using afunction called
sesson set save handler(). Theuse of sesson_set save handler() isbeyond the scope of this book, but you can
find moreinformation a http://www.php.net/session-set-save-handler.

[TeamLiB]
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Starting a Session

Towork with asession, you need to explicitly start or resume that session unless you have changed your php.ini
configuration file. By default, sessons do not start automaticaly. If you want to start a sesson thisway, you will have
to find the following linein your php.ini file and change the vaue from 0 to 1 (and restart the Web server):

session.auto_start =0

By changing the value of sesson.auto_start to 1, you ensure that asession isinitiated for every PHP document. If you
don't change this setting, you need to call the sesson_gtart() function in each script.

After asessonis garted, you ingtantly have accessto the user's session ID viathe session id() function. session id()
alowsyouto either set or get asesson ID. Ligting 16.1 starts a session and prints the session D to the browser.

Listing 16.1 Starting or Resuming a Session

<?php

session_start();

?>

<htm >

<head>

<title>Listing 16.1 Starting or resunmng a session</title>
</ head>

<body>

<?php

10: print "<p>Your session IDis ".session_id()."</p>\n\n"
11: 2>

12: </ body>

13: </htm >

CoNoOA~RONE

When thisscript isrun for thefirgt time from abrowser, asesson ID is generated by the sesson_start() function call
online 2. If the pageislater reloaded or revisited, the same session ID isdlocated to the user. This action assumes
that the user has cookies enabled. For example, when | run this script the first time, the output is

Your session IDis fa963e3e49186764b0218e82d050de7b

When | reload the page, the output is il

Your session IDis fa963e3e49186764b0218e82d050de7b

because | have cookies enabled and the session ID il exists.

Because start_session() attemptsto set acookie when initiating asesson for thefirst time, it isimperative that you
cdl thisfunction before you output anything ese a al to the browser. If you do not follow thisrule, your session will
not be set, and you will likely see warnings on your page.

Sessions remain current as long as the Web browser is active. When the user restarts the browser, the cookieisno
longer stored. Y ou can change this behavior by dtering the sesson.cookie lifetime setting in your php.ini file. The
default vaueis 0, but you can set an expiry period in seconds.



This document is created with the unregistered version of CHM2PDF Pilot

[TeamLiB] [ rrevious L |



This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB] [«rrevious]nex



This document is created with the unregistered version of CHM2PDF Pilot

Working with Session Variables

Accessing aunique session. identifier in each of your PHP documentsisonly the start of sesson functiondity. Whena
session is started, you can store any number of variablesinthe$ SESSION supergloba and then access them on
any session-enabled page.

. J,f If you areusing apre-4.1.x version of PHP, the$_SESSION superglobal is not present,
= and session functiondity is much different. If you cannot upgrade to the current version of
PHP, read the PHP manua section on sessions, which includes notesfor early releases.

Liging 16.2 adds two variablesinto the. $ SESSION superglobal: product1 and product2 (lines 10 and 11).

Listing 16.2 Storing Variablesin a Session

<?php

session_start();

?>

<htm >

<head>

<title>Listing 16.2 Storing variables in a session</title>
</ head>

<body>

<?php

10: $_SESSI ON[ product 1] "Soni ¢ Screwdriver"
11: $_SESSI O\ pr oduct 2] "HAL 2000"

12: print "The products have been registered.”
13: 7>

14: </ body>

15: </htm >

COoNORWONE

Themeagicin Listing 16.2 will not become apparent until the user movesto anew page. Ligting 16.3 crestes. a
separate PHP script that accesses the variables stored inthe $ SESSION superglobal in Ligting 16.2.

Listing 16.3 Accessing Stored Session Variables

<?php

session_start();

?>

<htm >

<head>

<title>Listing 16.3 Accessing stored session variables</title>
</ head>

<body>

<?php

10: print "Your chosen products are:\n\n";

11: print "<ul ><li >$_SESSI O\ pr oduct 1]\ n<l i >$_SESSI O\[ pr oduct 2]\ n</ ul >\ n";
12: ?>

13: </ body>

14: </htm >

N AWONE

Figure 16.1 showsthe output from Listing 16.3. Asyou can see, we have accessto the $ SESSION[productl] and
$ SESSION[product2] variablesin an entirely new page.
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Passing Session IDsin the Query String

So far you haverelied on a cookie to save the session 1D between script requests. On its own, this method is not the
most reliable way of saving state because you cannot be sure that the browser will accept cookies. You can buildina
fallsafe, however, by passing the sesson ID from script to script embedded in aquery string. PHP makesa
name/vaue pair availablein aconstant called SID if acookie vaue for asesson ID cannot be found. Y ou can add
thisstring to any HTML linksin sesson-enabled pages:

<a href="anot her page. ht nl ?<?php print SID;, ?>">Another page</a>

It will reach the browser as

<a href ="anot her page. ht nl ?PHPSESSI D=08ecedf 79f e34561f a82591401a0l1ldal" >Anot her
page</ a>

The session ID passed in thisway will automatically be recognized in the target page when sesson_start() iscalled,
and you will have accessto sesson variablesin the usual way.

[ TeamLiB] =
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Destroying Sessions and Unsetting Variables

Y ou can use session_destroy() to end asession, erasing al sesson variables. The session_destroy() function requires
no arguments. Y ou should have an established session for thisfunction to work as expected. The following code
fragment resumes a session and abruptly destroysit:

session_start();
sessi on_destroy();

When you move on to other pages that work with a session, the session you have destroyed will not be availableto
them, forcing them to initiate new sessons of their own. Any registered variableswill belogt.

The session_destroy() function does not ingtantly destroy registered variables, however. They remain accessibleto
the script in which sesson_destroy() iscaled (until it isreloaded). Thefollowing code fragment resumesor initistesa
session and registers avariable called test, which we set to 5. Destroying the session does not destroy the registered
variabdle.

session_start();

$ SESSION[test] = 5;

sessi on_destroy();

print $ SESSIONtest]; // prints 5

Toremovedl registered variables from a sesson, you smply unset the variable:

session_start();

$ SESSION[test] = 5;

sessi on_destroy();

unset ($_SESSION[test]);

print $_SESSION[test]; // prints nothing.

[ TeamLiB]
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Summary

In this hour, you looked at different ways of saving state in a statel ess protocol. All methods use some combination of
cookies and query strings, sometimes combined with the use of files or databases. These approaches al have their
benefits and problems.

Y ou learned that a cookie doneisnot intrinsicaly reliable and cannot store much information. On the other hand, it
can persst over along period of time. Approachesthat write information to afile or database involve some cost to
speed and might become a problem on apopular site. Nonetheless, asmple ID can unlock large amounts of data
stored on disk. To ensure that as many users as possible get the benefit of your session-enabled environment, you
can usethe SID constant to pass a session 1D to the server as part of aquery string.

With regards to sessions themsalves, you learned how to initiate or resume a sesson with sesson_gart(). Whenina
session, you learned how to add variablesto the $ SESSION superglobal, check that they exist, unset them if you
want, and destroy the entire session.

[ TeamLiB]
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Q&A
QL

Should | be aware of any pitfalswith session
functions?

Al
The session functions are generdly rdiable. However,
remember that cookies cannot be read across multiple
domains, so if your project uses more than one
domain name on the same server (perhaps as part of
an e-commerce environment), you might need to
consder disabling cookies for sessons by setting the

sessi on. use_cooki es

directiveto Oin the php.ini file.

[ TeamLiB]
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin learning
how to put your knowledge into practice.

Quiz
L
Which function would you use to Sart or resume a
sesson?
Al
Y ou can start a session by using the sesson_start()
function.
2
Which function contains the current sesson'sID?
A2
Y ou can access the sesson's ID by using the
session _id() function.
3
How would you end a session and erase al traces of
it for future vigts?
A3
The sesson_destroy() function removes dl tracesof a
session for future requests.
4
What doesthe SID constant return?
A4:
If cookies are not available, the SID constant contains
anamelvaue pair that can be incorporated in aquery
gring. It will passthe sesson ID from script request to
script request.
Activity

Create a script that uses session functions to remember which pagesin your environment the user hasvisited. Provide
the user with alist of links on each page to make it easy for her to retrace her steps.
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Hour 17. Logging and Monitoring Server Activity

This hour describes how the logging system in Apache works and how you can customize it—which information to
store and whereto do it. Additiondly, you will learn to use PHP and MySQL to log specific items of interest to you,
outsdethe ream of the Apachelog files.

Inthis hour, you will learn how to
| Understand Apache log formats and logging levels
Rotate and andyze Apachelogs
Interpret common errors that might appear in your logs

Create scriptsthat log specific items to database tables

Create custom reports based on these logging tables

[ TeamLiB]
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Standard Apache Access L ogging

Using Apache's basic logging features, you can keep track of who visits your Web sites by logging accessesto the
servers hosting them. Y ou can log every aspect of the requests and responses, including the IP address of the client,
user, and resource accessed. Y ou need to take three stepsto create a request 1og:

1.

Define what you want to log—your log format.
2.

Define where you want to log it—your log files, a database, an externa program.
3.

Define whether or not to log—conditional logging rules.

Deciding What to Log

Y ou can log nearly every aspect associated with the request. Y ou can define how your log entries|ook by cresting a
log format. A log format isastring that contains text mixed with log formatting directives. Log formatting directives
gart with a% and are followed by adirective name or identifier, usualy aletter indicating the piece of information to
be logged. When Apachelogs areques, it scans the string and substitutes the value for each directive. For example,
if thelog format is Thisisthe client address %a, the log entry is something like Thisisthe client address 10.0.0.2.
That is, thelogging directive %aisreplaced by the |P address of the client making the request. Table 17.1 providesa
comprehengvelis of al formetting directives.

Table 17.1. Log Formatting Directives

Formatting Options Explanation
Datafrom the Client
Y& Remote | P address, from the client.

% Hostname or |P address of the client making the
request. Whether the hosthameislogged depends on
two factors: The IP address of the client must be able to
resolve to a hostname using areverse DNS lookup, and
Apache must be configured to do that lookup using the
HostNamel ookups directive, explained later in this
hour. If these conditions are not met, the | P address of
the client will belogged instead.

% Remote user, obtained viathe identd protocol. This
option isnot very useful because this protocol is not

a innarted AN the mal aritys AfF the Al cant machi nee anA the


http://www.w3.org/Daemon/User/Config/Logging.html
http://httpd.apache.org/docs-2.0/dns-caveats.html
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Standard Apache Error Logging

Apache can be configured to log error messages and debug information. In addition to errors generated by Apache
itself, CGl errorsaso will belogged.

Each error log entry is prefixed by the time the error occurred and the client [P address or hostname, if available. As
with HTTP request logging, you can log error information to afile or program. On Unix systems, you can asolog to
the sydog daemon. Modulesfor Apache 1.3 dlow you to log to the Windows event log and will likely be ported to
Apache 2.0 over time.

Y ou can use the ErrorLog directive to define where you want your logsto go. This directive takes one argument,
which can be afile, aprogram, or the sydog daemon.

Logging Errorsto aFile

A file argument indicates the path to the error log file. If the path isrdlative, it is assumed to be reative to the server
root. By default, the error log filewill belocated in thelogs directory and will be named error_log on Unix and
error.log on Windows. Thefollowing isan example:

ErrorLog logs/ny_error_Ilog

Logging Errorsto a Program

Y ou can specify the path to a program, prefixed by apipe |. Apache will log errorsto the standard input of the
program, and the program will further processthem. Thefollowing isan example:

ErrorLog "|/usr/local/bin/someprograni

The syslog Daemon Argument

OnaUnix system, if you specify sydog as an argument, you can log error messages to the Unix system log daemon

sydogd. By default, log errors are logged to the sydog facility loca 7. Thefacility isthe part of the system generating
the error. Y ou can specify afacility by providing sydog:facility as an argument. Examples of sydog fecilitiesare mail,
uucp, loca0, local 1, and so on. For acompletelist, look at the documentation for sydog included with your system

(try man sydogd or man sydogd.conf at the command line). The following isan example of logging to sydog:

ErrorLog sysl og: | ocal 6

The LogLevel Directive

The error information provided by Apache has severa degrees of importance. Y ou can choose to log only important
messages and disregard informationd or trivia warning messages. The LogL eve directive takes an error-level
argument. Only errorsof that level of importance or higher will belogged.

Table 17.2 specifiesthevalid vauesfor the LogLeve directive, as specified by the Apache documentation. By
default, the LogLevel vaueiswarn. That should be enough for most Apacheingdlations. If you aretrying to

$r irl ARt A v Fi A AiAfr A ired i A~ st 1 e AlEAE A L~ A 2 AlAA 1
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Managing Apache L ogs

Apache provides severa tools for managing your logs. Other Apache-specific third-party tools are available and are
mentioned here. Because Apache can log requests in the Common Log Format, most generic log processing tools
can be used with Apache aswell.

Resolving Hostnames

Earlier in the hour, you learned how to use the HostNamel ookups directive to enable or disable hosthame resolution
at thetime the request is made. If HostNamelookupsis set to off (the default), thelog filewill contain only IP
addresses. Later, you can use the command-line logresolve utility on Unix or logresolve.exe on Windows to process
thelog file and convert the | P addresses to hostnames.

logresolve reads |og entries from standard input and outputs the result to its standard output. To read to and from a
file, you can use redirection, on both Unix and Windows:

| ogresol ve < access. |l og > resol ved. | og

Log-resolving tools are efficient because they can cache results and they do not cause any delay when serving
requeststo clients.

Fadtresolve is an dternative, fredly availablelog-resolving utility that can be found at
http://mww.pix.net/staff/djm/swifastresolve .

L og Rotation

In Web siteswith high traffic, the log files can quickly grow in size. Y ou need to have amechanism to rotate logs
periodicaly, archiving and compressing older logs at well-defined intervals.

Log files cannot be removed directly while Apache is running because the server iswriting directly to them. The
solution isto use an intermediate program to log the requests. The program will, in turn, take care of rotating thelogs.

Apache provides the rotatel ogs program on Unix and rotatel ogs.exe on Windows for this purpose. It accepts three
arguments: afilename, arotate interva in seconds, and an optiona offset in minutes against UTC (Coordinated
Universd Time).

For example,

TransferLog "| bin/rotatel ogs /var/l ogs/apachel og 86400"

will create anew log file and move the current log to the /var/logs directory daily. (At the end of the command,
86400 is the number of secondsin oneday.)

‘l'r'\fﬁ—@


http://www.pix.net/staff/djm/sw/fastresolve/default.htm
http://www.cronolog.org/default.htm
http://nutbar.chemlab.org/downloads/default.htm
http://www.coker.com.au/logtools/default.htm
http://www.mrunix.net/webalizer/default.htm
http://awstats.sourceforge.net/default.htm
http://www.boutell.com/wusage/default.htm
http://www.garandnet.net/security.php
http://www.librelogiciel.com/software/default.htm
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L ogging Custom I nformation to a Database

Creating your own logging tablesin MySQL., matched up with snippets of PHP code, can help you to capture
access-related information for specific pages of your site. Using thisinformation, you can create customized reports.
This method can be much less cumbersome than wading through Apache log files, especialy when you are just
searching for asubset of accessinformation.

Creating the Database Table

Thefirst step in your custom logging method isto create the database table. The following table creation command
will creste atable called access tracker in your MySQL database, with fieldsfor an ID, pagetitle, user agent, and
date of access:

create table access_tracker (
idint not null primary key auto_increnent,
page_title varchar(50),
user _agent text,
date_accessed date

Next, you'l create the code snippet that will writeto thistable.

Creating the PHP Code Snippet

Asyou may have gathered dready, "code snippet” essentially means "alittle bit of code.”" In other words, something
that doesn't qudify asalong script, but just serves asmple purpose. In this case, the code snippet in Listing 17.1 will
write some basic information to the access tracker table.

Listing 17.1 Code Snippet for Access Tracking

<?

/lset up static variables

$page_title = "sanple page A"
$user_agent = getenv("HTTP_USER_AGENT");
$dat e_accessed = date("Y-md");

//connect to server and sel ect database
$conn = nysql _connect ("l ocal host", "joeuser", "somepass")
or die(nysqgl _error());
10: $db = nysql _sel ect _db("testDB", $conn) or die(nysql _error());

CoNoURWNE

12: //create and issue query

13: $sqgl = "insert into access_tracker val ues

14: ("', "$page_title', '$user_agent', 'S$date_accessed )";
15: nysql _query($sql, $conn);

16: ?>

What you'll do with this snippet issmple: Placeit a the beginning of every page you want to track. For each page,
change the vaue of $page _title in the snippet to represent the actud title of the page.

Now create asample script called samplel.php, containing the contents of Listing 17.1 and then the content in Ligting
17.2.
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Summary

This hour's lesson explained how to log specific information about the requests and errors generated by Apache. You
can storethelogsin files or databases, or passthem to externd programs. Y ou learned about the different utilities
available for managing, processing, and anayzing logs, both the onesincluded with Apache and those available from
third parties.

Findly, you saw a smple method for using PHP code snippets and aMySQL database to perform smple access
tracking of specific pages. Thisinformation was then displayed in asimple access report, built with PHP.

[ TeamLiB]
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Q&A
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Al:

Why wouldn't | want to log images?

In heavily loaded servers, logging can become a
bottleneck. If the purpose of logging isto count the
number of visitors and andyze their usage of the Web
Site, you can achieve thisresult by logging only the
HTML pages, not theimages contained in them. This
reduces the number of hits stored in the logs and the
time spent writing them.
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin learning
how to put your knowledge into practice.

Quiz

I

How would you avoid logging hitsfrom aclient
ng your Web site from a particular network?

Al
In some Situations, you may want to ignore requests
coming from aparticular network, such asyour own,
so that they do not skew the results. Y ou can do this
elther by post-processing the logs and removing them
or by usng the StEnvif directive:

Set Envlf Renote_Addr 10\.0\.O0\. intranet
Custonliog | ogs/access_log "% % % %
\"%\" %s %" !intranet

1N

How can you log imagesto adifferent file?

A2:
Earlier in the hour, you learned how to avoid logging
images. Ingtead of ignoring images dtogether, you can
eadly log them to a separatefile, usng the same
environment variable mechanism:

Set Envlf Request _URI "(\.gif|\.jpeg)$"
i mage

Custonlog | ogs/ access_| og conmmon
env=!i mage

Custonliog | ogs/inmages_| og conmmon

env=i mage

[ TeamLiB]
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Part IV: Simple Projects

Hour

18 ManagingaSimpleMalling Ligt

19 Creating an Online Address Book

20 Creating an Online Storefront

21 Cregting a Shopping Cart Mechanism
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Hour 18. Managing a Simple Mailing List

Thishour providesthe first of several hands-on, small projects designed to pull together your PHP and MySQL
knowledge. In this hour, you'll learn the methods for creating amanaged distribution list, which can be used to send
out newd etters or anything else that you want to send, to alist of email addressesin a database.

The mailing mechanism you'll usein thishour is not meant to be areplacement for mailing list software, which is

specificaly designed for bulk messages. Thetype of system you'll build in thislesson should be used for only smdll
lists of fewer than afew hundred email addresses.

Inthishour, you will learn how to

Create a subscribe/unsubscribe form and script

Create afront end for sending your message

Cresate the script that sends your message

[ TeamLiB]
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Developing the Subscription M echanism

You learned in earlier lessonsthat planning isthe most important aspect of creating any product. In this case, think of
the eements you will need for your subscription mechanism:

A tableto hold email addresses

A way for usersto add or remove their email addresses

A form and script for sending the message

Thefollowing sectionswill describe each item individudly.

Creating the subscribers Table

Y ou redly need only onefield in the subscribers table: to hold the email address of the user. However, you should
have an ID field just for consstency among your tables, and aso because referencing an 1D isalot smpler than
referencing along email addressin where clauses. So, in this case, your MySQL query would ook something like

mysqgl > create tabl e subscribers (
->idint not null primary key auto_increnent,
-> emai| varchar (150) uni que not null
->);

Query K, 0 rows affected (0.00 sec)

Note the use of uniquein thefidd definition for email. Thismeansthat dthough id isthe primary key, duplicates
should not be dlowed in the emall field either. The email fidd isaunique key, and id isthe primary key.

Thisreationship is represented in the table information as MUL (or "multipl€”) in the Key fidd:

nmysqgl > descri be subscri bers;

[ S R Hom e - - - +- - - - S - o e oo - +
| Field | Type | Null | Key | Default | Extra |
[ S R Hom e - - - +- - - - S - o e oo - +
| id | int(11) | | PRI | NULL | auto_increment |
| email | varchar(150) | YES | MJL | NULL | |
[ S R Hom e - - - +- - - - S - o e oo - +

2 rows in set (0.00 sec)

Now that you have atable, you can create the form and script that place valuesin there.

Creating the Subscription Form

The 9 ibarintion form will actiial v be an al-in-one form and «rint called manane nhn which will handle both
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Developing the Mailing M echanism

With the subscription mechanism in place, you can create abasic form interface for a script that will take the contents
of your form and send it to every addressin your subscriberstable. Thisis another one of those dl-in-one scripts,

called sendmymail.php, and it isshownin Listing 18.2.

Listing 18.2 Send Mail to Your List of Subscribers

1. <?php

2: if ($_POST[op] != "send") {

3: //haven't seen the form so show it

4: print

5: <HTM.>

6: <HEAD>

7: <TI TLE>Send a Newsl etter</TI TLE>

8: </ HEAD>

9: <BODY>

10: <h1>Send a Newsl etter</hl>

11: <f orm net hod=\"post\" action=\"$_SERVER PHP_SELF]\">

12: <P><st rong>Subj ect : </ st rong><br >

13: <i nput type=\"text\" nane=\"subject\" size=30></p>

14: <P><st rong>Mai | Body: </ st r ong><br >

15: <t ext area nane=\"nessage\" col s=50 rows=10 w ap=virtual ></textarea>
16: <i nput type=\"hidden\" nanme=\"op\" val ue=\"send\">

17: <p><i nput type=\"subm t\" nanme=\"subm t\" value=\"Send It\"></p>
18: </ FORW>

19: </ BODY>
20: </ HTML>";
21:
22: } else if ($_POST[op] == "send") {
23: //want to send form so check for required fields
24: if (($_POST[subject] =="") || ($_POST[nessage] == "")) {
25: header ("Locati on: sendmynail . php");

26: exit;

27: }

28:

29: // connect to database

30: $conn = nysql _connect ("l ocal host", "joeuser", "sonepass")
31: or die(nysql _error());

32: nysql _sel ect _db("testDB", $conn) or die(mnmysql _error());
33:

34: //get emails from subscribers |ist

35: $sql = "select emnil from subscribers”

36: $result = nysql _query($sql, $conn) or die(nysql _error());
37:

38: //create a From nmail header

39: $headers = "From Your Mailing List <you@ourdonain.conr\n"
40:
41: /11 oop through results and send nmnai
42: while ($row = nysqgl _fetch_array($result)) {
43: set_tinme_limt(0);
44: $emai |l = $rowf ' emnil'];
45: mai | ("$emai | ", stripslashes($_POST[ subject]),
46: stri psl ashes($_POST[ nessage] ), $headers);
47: print "newsletter sent to: $email <br>"
48: }
49: }

50: ?>

Themain logic of the script startsright there at line 2, where we determine whether the user has seen theform yet. If
the value of $ POST[op] isnot "send", we know the user has not submitted the form; therefore, we must show it to
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Summary

In this hands-on hour, you applied your basic PHP and MySQL knowledge to the creation of apersond mailing list.
Included were the database table cresation, the subscribe and unsubscribe mechanisms, and the form and script for
sending themall.

[ TeamLiB]
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Q&A

[ TeamLiB]

Al:

A2

How can | ease the burden on my mail server?

Besideslooking into package mailing list software,
you can bypass the mail() function and talk directly to
your SMTP server viaa socket connection. Such an
exampleis shown in the PHP Manud for the
fsockopen() function (
http://mwww.php.net/manud/en/function.fsockopen.php
), aswell asin other developer resource sites.

Where do bounced messages go?

Bounces go to whatever address you specify in your
From: or Reply-to: mail headers.



http://www.php.net/manual/en/function.fsockopen.php
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin learning
how to put your knowledge into practice.

Quiz

I

What function sends mail?

Al
Thisisnot atrick question. It'sthe mail () function!

)

What function call causes the script to execute for as
long asit needsto run?

A2:
st time limit(0)

[TeamLiB]
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Hour 19. Creating an Online Address Book

In this hour's hands-on lesson, the project is creating a managed, online address book. Y ou will learn the methods for
creating the relevant database tables, aswell asthe forms and scripts for adding, deleting, and viewing database
records.

Inthis hour, you will learn how to
Createreationa tablesfor an online address book

Create the forms and scripts for adding and del eting records in the address book

Create the forms and scriptsfor viewing records

[ TeamLiB] iex
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Planning and Creating the Database Tables

When you think of an address book, the obvious fields come to mind—name, address, telephone number, emall
address. However, if you look at your own paper-based address book, you may note that you have severa entries
for one person. Maybe that person has three telephone numbers, or two email addresses, and so forth. In your online
address book, a set of related tableswill help alleviate the redundancy and repetition of information.

Table 19.1 shows sample table and field names to use for your online address book. In aminute, you'l create the
actual SQL statements, but first you should look at thisinformation and try to see the relationships appear. Ask
yoursdlf which of the fields should be primary or unique keys.

Table 19.1. Address Book Table and Field Names

Table Name Field Names

master_name id, date added, date modified, f_name, |_name

address id, master_id, date added, date_modified, address, city,
sate, zipcode, type

telephone id, master_id, date_added, date_modified, tel_number,
type

fax id, master_id, date_added, date_ modified, fax_number,
type

emal id, master_id, date_added, date_modified, email, type

persona_notes id, master_id, date_added, date_modified, note

Notice the use of date-related fields; each table hasadate added and date modified fied init. Thefiddswill help
maintain your data; you may at some point want to issue aquery that removes all records that are older than acertain
number of months or years, or that removes all records that haven't been updated within acertain period of time.

Asyou can seeinthefollowing SQL statements, the master_name table has two fields besides the ID and
date-rdated fidds. f_nameand|_name, for first name and last name. Theid fidd isthe primary key. No other keys
need to be primary or unique, unlessyou redly want to limit your address book to one John Smith, one Mary Jones,
and so forth.

N )
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CreatingaMenu

Y our online address book will contain several actions, so it makes sense to create amenu for your links. Listing 19.1
createsamenu for al the scriptsyou will cregtein this section, caled mymenu.php.

Listing 19.1 Address Book Menu

<htm >

<head>

<title>Wy Address Book</title>
</ head>

<body>

<hl>My Address Book</hl>

<P><st r ong>Managenent </ st r ong>

<ul >

10: <li><a href="addentry. php">Add an Entry</a>
11: <li><a href="del entry. php">Del ete an Entry</a>
12: </ul >

COINTAONE

14: <P><strong>Vi ewi ng</ strong>

15: <ul >

16: <li><a href="selentry. php">Sel ect a Record</a>
17: </ul >

18: </ body>

19: </htm >

Figure 19.1 showsthe output of Ligting 19.1. Y ou'l tackle each of theseitemsin order, sarting with "Add an Entry"
in the next section.

Figure 19.1. Addressbook menu.

-EH}I Addiess Book - Microzoft Intemet Explorer
Fle Edt View Favoites JTook Help | o
ﬁ-glt[rl hittp: #/localhost/mymen., html j o Go

|
My Address Book

e Add an Entry
« Delete an Entry

Viewing
. SE'E:E ar E[jry
| ]
/€] Done 4
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Creating the Record Addition Mechanism

Just because you'll potentidly be adding information to six different tables doesn't mean your form or script will be
monstrous. In fact, your scriptswon't ook much different from any of the ones you created in previouslessons, and
with practice, you will be able to make these verbose scripts much more streamlined and efficient.

In Ligting 19.2, you can see abasic record addition script, called addentry.php.

Listing 19.2 Basic Record Addition Script Called addentry.php

1. <?php

2: if ($_PCST[op] != "add") {

3: //haven't seen the form so show it

4. $di spl ay_bl ock = "<h1>Add an Entry</hl>

5: <f orm nmet hod=\"post\" action=\"$_SERVER PHP_SELF]\" >

6: <P><strong>Fi rst/Last Nanes: </strong><br>

7: <input type=\"text\" name=\"f_nane\" size=30 naxl engt h=75>

8: <input type=\"text\" name=\"I|_nane\" size=30 naxl engt h=75>

9:

10: <P><st r ong>Addr ess: </ st r ong><br >

11: <input type=\"text\" nanme=\"address\" size=30>

12:

13: <P><strong>Ci ty/ St at e/ Zi p: </ st rong><br >

14: <input type=\"text\" nanme=\"city\" size=30 max| engt h=50>

15: <input type=\"text\" name=\"state\" size=5 maxl| engt h=2>

16: <input type=\"text\" nane=\"zipcode\" size=10 maxl| engt h=10>

17:

18: <P><strong>Addr ess Type: </ strong><br>

19: <input type=\"radio\" nane=\"add_type\" val ue=\"home\" checked> hone
20: <input type=\"radio\" nane=\"add_type\" val ue=\"work\"> work

21: <i nput type=\"radio\" nane=\"add_type\" val ue=\"other\"> ot her

22:

23: <P><strong>Tel ephone Nunber: </ strong><br>

24. <input type=\"text\" name=\"tel _nunber\" size=30 naxl engt h=25>

25: <input type=\"radio\" nane=\"tel _type\" val ue=\"home\" checked> hone
26: <input type=\"radio\" nane=\"tel _type\" val ue=\"work\"> work

27: <input type=\"radio\" nane=\"tel _type\" val ue=\"other\"> other

28:

29: <P><strong>Fax Nunber: </strong><br>

30: <input type=\"text\" name=\"fax_nunber\" size=30 naxl engt h=25>

31: <input type=\"radio\" nane=\"fax_type\" val ue=\"honme\" checked> hone
32: <input type=\"radio\" nane=\"fax_type\" val ue=\"work\"> work

33: <i nput type=\"radio\" nanme=\"fax_type\" val ue=\"other\"> other
34:

35: <P><strong>Emai| Address: </strong><br>

36: <input type=\"text\" name=\"email\" size=30 maxl engt h=150>

37: <i nput type=\"radio\" name=\"enail _type\" value=\"hone\" checked> hone
38: <input type=\"radio\" nane=\"enmil _type\" val ue=\"work\"> work

39: <input type=\"radio\" nane=\"email _type\" val ue=\"other\"> ot her
40:
41: <P><strong>Per sonal Note: </strong><br>
42: <textarea name=\"note\" col s=35 rows=5 w ap=virtual ></textarea>
43: <i nput type=\"hidden\" name=\"op\" val ue=\"add\">
44:
45: <p><i nput type=\"submit\" nane=\"submi t\" val ue=\"Add Entry\"></p>
46: </ FORM>";
47:
48: } else if ($_POST[op] == "add") {
49: /[/time to add to tables, so check for required fields

50: if (($_POST[f_name] == "") || ($_POST[I_nanme] == "")) {

51: header ("Location: addentry. php");

Nl e D
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Viewing Records

If you verified your work in the preceding section by issuing queries through the MySQL monitor or other interface,
you probably becametired of typing SELECT * FROM... for every table. In this section, you'll create the two-part

script that shows you how to select and view records in your database.

Ligting 19.3 shows the select-and-view script called sdentry.php.

Listing 19.3 Script Called sedlentry.php for Selecting and Viewing a Record

1. <?php

2: //connect to database

3: $conn = nysql _connect ("l ocal host", "joeuser", "sonepass")

4. or die(nysqgl _error());

5: nysql _sel ect _db("testDB", $conn) or die(nmysql _error());

6

7: if ($_POST[op] != "view') {

8: //haven't seen the form so show it

9: $di spl ay_bl ock = "<h1>Sel ect an Entry</hl>";

10:

11: //get parts of records

12: $get _list = "select id, concat_ws(', ', |I_nane, f_nane) as display_nanme
13: from master _nane order by | _nane, f_nane"

14: $get _list_res = nysql _query($get _list) or die(nysql _error());
15:

16: if (mysqgl _numrows($get_list_res) < 1) {

17: //no records

18: $di spl ay_bl ock .= "<p><emrSorry, no records to sel ect!</enr</p>"
19:
20: } else {
21: //has records, so get results and print in a form
22: $di splay_block .= "
23: <f orm net hod=\"post\" action=\"$_SERVER PHP_SELF]\">
24. <P><strong>Sel ect a Record to View </strong><br>
25: <sel ect nane=\"sel _id\">

26: <option value=\"\">—Sel|l ect One —</option>"

27:

28: while ($recs = nysqgl _fetch_array($get list res)) {
29: $id = $recs['id];

30: $di spl ay_nane = stripslashes($recs[' display_nane']);
31:

32: $di spl ay_bl ock .= "<option value=\"8$id\">

33: $di spl ay_nane</ opti on>";

34: }

35: $di splay_block .= "

36: </ sel ect>

37: <i nput type=\"hidden\" name=\"op\" val ue=\"view ">
38: <p><i nput type=\"subm t\" nanme=\"submit\"

39: val ue=\"Vi ew Sel ected Entry\"></p>
40: </ FORM>";
41: }
42:
43: } else if ($_POST[op] == "view') {
44:
45: //check for required fields
46: if ($_POST[sel_id] =="") {
47: header ("Location: selentry. php");
48: exit;
49: }

50:

™Aa . J | o L R T L
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Creating the Record Deletion M echanism

The record deletion mechanismisvirtudly identical to the script used to view arecord. In fact, you can just take the
firs 42 linesof Ligting 19.3 and paste them into anew file, called deentry.php, and make the following changes:

Inlines7, 37, and 43, change "view" to "delete’

Inlines 24 and 39, change"View" to "Delete"

Starting with anew line 45, the remainder of the code for delentry.phpisshownin Ligting 19.4.

Listing 19.4 Script Called delentry.php for Selecting and Deleting a Record

45; /lcheck for required fields

46: if ($_POST[sel _id] =="") {

47: header ("Location: delentry. php");

48: exit;

49: }

50:

51: /1issue queries

52: $del _master = "delete from nmaster _name where id = $ POST[sel _id]";
53: nysql _query($del _naster);

54

55: $del _address = "delete from address where id = $ POST[sel id]";
56: nysql _quer y($del _address);

57:

58: $del _tel = "delete fromtel ephone where id = $ POST[sel id]";
59: nysql _query($del _tel);

60:

61: $del fax = "delete fromfax where id = $ POST[sel id]";

62: nysql _query($del _fax);

63:

64: $del _emnil = "delete fromemail where id = $ POST[sel id]";
65: nysql _query($del _emai l);

66:

67: $del _note = "del ete from personal _notes where id = $ POST[sel _id]";
68: nysql _query($del _naster);

69:

70: $di spl ay_bl ock = "<hl1>Record(s) Del eted</hl>

71: <P>Wul d you like to

72: <a href=\"$_SERVER PHP_SELF]\">del et e anot her </ a>?</ p>";

73: }

74: ?>

75: <HTM.>

76: <HEAD>

77. <TITLE>My Records</ Tl TLE>

78: </ HEAD>

79: <BODY>

80: <? print $display_block; ?>

81: </ BODY>

82: </ HTM.>

Picking up with Line 45, the script looks for the required field, $ POST[sdl_id]. If that value does not exit, the user
is redirected to the selection form. In lines 52-68, queries delete dl information related to the selected individud,
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Adding Subentriesto a Record

At this point, you've learned to add, delete, and view records. What's missing is adding those additiona entriesto the
related tables—entries for home versus work telephone number, for example. All you need to do is make afew

changesto exigting scripts.

In the selentry.php script in Ligting 19.3, change lines 153-154 to read

$di spl ay_bl ock .= "<P align=center>
<a href=\"addentry. php?master i d=$ POST[sel _id]\">add info</a> ..
<a href=\"$_ SERVER PHP_SELF]\">sel ect anot her </ a></p>";

This change smply adds alink to the addentry.php script and also passesit avariable caled $master _id.

Now we need to modify the addentry.php script in Listing 19.2 to account for itsdua purposes. Hereisasummary
of the changesto the origina script.

Replace thefirgt 10 lines of the origind addentry.php script with the following snippet:

<?php

if (($_POST[op] != "add") || ($_CET[master_id] !'="")) {
/lhaven't seen the form so show it

$di splay_bl ock ="

<hl1>Add an Entry</hil>

<f or m net hod=\"post\" action=\"$_SERVER PHP_SELF]\">"

if ($_CET[master_id] !'="") {
[/ connect to database
$conn = nysql connect ("l ocal host", "joeuser", "sonepass")

or die(nysql _error());
nysqgl _sel ect _db("testDB", $conn) or die(nysql _error());

/lget first, last names for display/tests validity
$get _names = "select concat_ws(' ', f_nane, | _nane) as

di splay_name from master_nanme where id = $ CET[naster _id]";
$get _names_res = nysqgl _query($get _names) or di e(nysql _error());

if (nysqgl _numrows($get_names_res) == 1) {
$di spl ay_name = nysql _resul t ($get _names_res, 0, ' di spl ay_name');
}
}
if ($display_nanme !'="") {
$di spl ay_bl ock .= "<P>Addi ng i nformation for
<strong>$di spl ay_nane</ st rong>: </ p>";
} else {
$di splay_block .="
<P><strong>Fi rst/Last Nanes: </strong><br>
<i nput type=\"text\" nane=\"f_ name\" size=30 naxl| engt h=75>
<input type=\"text\" nane=\"I_nane\" size=30 maxl| engt h=75>";
}
$di spl ay_bl ock .= "<P><strong>Address: </ strong><br>

Thissnippet smply moves around the form eements, printing thefirst and last name fidlds only if they contain anew
record. If they contain an addition to arecord, the individua's name is extracted from the database for aesthetic
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Summary

In this hands-on hour, you applied your basic PHP and MySQL knowledge to the creation of a persona address
book. Y ou learned how to create the database table and scripts for record addition, deletion, and smple viewing.
Y ou dso learned the process for adding multiple records attached to asingle master entry.
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin learning
how to put your knowledge into practice.

Quiz

I

When passing avariable through the query string,
which supergloba doesit belong in? (Hint: You
passed avariable thisway in thelast section.)

Al
The$ GET superglobd.

N

How many recordsin the address, email, telephone,
and fax tables can you have for each individua in your
master_nametable?

A2
Asmany asyou want—it'srelational!

Activities

Go through each of the administration scripts and modify the code so that alink to the menu is printed at the
bottom of each screen.

Use the second version of the addentry.php script to add secondary contact information to recordsin your
database. Figure 19.8 shows how arecord will 100k, after secondary contact information isadded toit.

Figure 19.8. An individual'srecord, with multiple entriesin tables.

r‘a My Records - Microsolt Internet Explorer
File Edit View Favorites Took Help “

Address [ hitp://locainost/selentiy php x| 6o

Showing Record for Jane Doe

Addresses:

» 123 Main Street Anytown CA 95432 (home)

Telephone:
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Hour 20. Creating an Online Stor efr ont

In this hour's hands-on lesson, the project is creating a generic online storefront. Y ou will learn the methods for
cresting the relevant database tables, aswell asthe scriptsfor displaying the information to the user. The examples
used in this hour represent one of an infinite number of possibilities to complete these tasks, and are meant to provide

afoundation of knowledge rather than adefinitive method for completing thistask.

In this hour, you will learn how to

Create rdationa tablesfor an online sore

Cresate the scriptsto display store categories

Cregte the scriptsto display individua items

[ TeamLiB]
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Planning and Creating the Database Tables

Before you tackle the process of creating database tables for astore, think about how you shop inred life. When
you walk into astore, items are ordered in some fashion: The hardware and the baby clothes aren't mixed together,
the dectronics and the laundry detergent aren't Side by side, and so on. Applying that knowledge to database
normalization, aready you know that you will need atableto hold categories and atable to hold items. Theseitems
will each belong to one category.

Next, think about the items themsel ves. Depending on the type of store you have, your items may or may not have
colors, and may or may not have szes. But dl your itemswill have aname, adescription, and aprice. Again, thinking
interms of normdlization, you know that you will have one generd itemstable and two additiona tablesthat relate to
the generd itemstable.

Table 20.1 shows sample table and fidld namesto use for your online storefront. In aminute, you'll create the actua
SQL statements, but first you should look at thisinformation and try to see the relationships appear. AsK yoursalf
which of the fields should be primary or unique keys.

Table20.1. Storefront Table and Field Names

TableName Field Names

store_categories id, cat_title, cat_desc

dore items id, cat_id, item _title, item price, item_desc, item_image
dore item Sze item _id, item Sze

gtore item_color item_id, item_color

Asyou can seein thefollowing SQL statements, the Store_categoriestable hastwo fidds besidestheid field:
cat_titleand cat_desc, for title and description. Theid field isthe primary key, and cat_titleisaunique field because
there's no reason you would have two identical categories.

mysqgl > create table store_categories (
->idint not null primary key auto_increnent,
-> cat _title varchar (50) unique,
-> cat _desc text
-> ),
Query K, 0 rows affected (0.03 sec)

The gore _itemstable hasfivefidds besdestheid field, none of which are unique keys. The lengths specified in the
fiedd definitions are arbitrary; you should use whatever best fits your store. The cat_id field relatestheitemto a
particular category inthe store_categoriestable. Thisfield is not unique because you will want more than oneitemin

onrh rateninny Tha itonn Hitle 1t rirae anAd 1o Aeer (Far Aeerri ntian) fia Ae ara cadf ovnl anatann, The it 1hmania
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Displaying Categoriesof Items

Believeit or not, the most difficult task in this project isfinished. Compared to thinking up categories and items,
creating the scripts used to display the information iseasy! Thefirst script you will makeisonethat lists categories
and items. Obvioudy, you wouldn't want to list al categoriesand al itemsal at once as soon asthe user walksin the
door, but you do want to give the user the option of immediately picking a category, seeing itsitems, and then picking
another category. In other words, this script will serve two purposes: It will show the categories and then show the
itemsin that category.

Ligting 20.1 shows the code for seestore.php.

Listing 20.1 Script to View Categories

1. <?php

2: //connect to database

3: $conn = nysql _connect ("l ocal host", "joeuser", "sonepass")

4: or die(nysql _error());

5: mysql _sel ect _db("testDB", $conn) or die(nysql _error());

6

7: $display_block = "<hl>M/ Categories</hl>

8: <P>Select a category to see its itemns.</p>";

9

10: //show categories first

11: $get_cats = "select id, cat_title, cat_desc from

12: store_categories order by cat _title"

13: $get_cats_res = nysql _query($get _cats) or die(mysql _error());

14:

15: if (nysqgl _numrows($get _cats_res) < 1) {

16: $di spl ay_bl ock = "<P><enkSorry, no categories to browse. </ enp</p>";
17: } else {

18:

19: while ($cats = nysql _fetch_array($get_cats_res)) {
20: $cat _id = $cats[id];
21: $cat _title = strtoupper(stripslashes($cats[cat _title]));
22: $cat _desc = stripslashes($cat s[ cat _desc]);
23:
24; $di spl ay_bl ock .= "<p><strong><a

25:; href =\"$_SERVER PHP_SELF] ?cat _i d=$cat _i d\">$cat _titl e</a></strong>
26: <br >$cat _desc</ p>"

27:

28: if ($_CET[cat_id] == $cat_id) {

29: /lget itens

30: $get _items = "select id, itemtitle, itemprice

31: fromstore_itens where cat_id = $cat _id

32: order by itemtitle"

33: $get _itens_res = nysql _query($get _itens) or die(nysqgl_error());
34

35: if (mysql _numrows($get_itens_res) < 1) {

36: $di spl ay_bl ock = "<P><enkSorry, no items in

37: this category. </ enp</p>";

38: } else {
39:
40: $di spl ay_bl ock .= "<ul >"
41:
42: while ($Sitenms = nysql _fetch_ array($get _itens_res)) {
43: $itemid = S$itens[id];
44. Sitemtitle = stripslashes($itens[itemtitle]);
45; $itemprice = $itens[itemprice];
46:
47: $di splay_bl ock .= "<li><a

48: href=\"showitem php?itemid=%itemid\">%itemtitl e</ a>
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Displaying Items

Theitem display pagein this hour will smply show al the item information. In the next hour, you'll add afew linesto it
to makeit function with an "add to cart”" button. So for now, just assumethisis apaper catalog.

Ligting 20.2 shows the code for showitem.php.

Listing 20.2 Script to View Item Information

<?php
[/ connect to database
$conn = nysql connect ("l ocal host", "joeuser", "sonepass")

or die(mysql _error());
nmysql _sel ect _db("testDB", $conn) or die(nmysql _error());

$di spl ay_bl ock = "<hl>My Store - Item Detail </h1>";

CONURWLNE

//validate item

10: $get_item = "select c.cat_title, si.itemtitle, si.itemprice

11: si.itemdesc, si.iteminmage fromstore itens as si left join

12: store categories as c on c.id = si.cat_id where si.id = $ GET[item.id]";

13:

14: $get_itemres = nysql _query($get _item) or die (mysql_error());

15:

16: if (nysqgl_numrows($get _itemres) < 1) {

17: /linvalid item

18: $di spl ay_bl ock .= "<P><enrlnvalid item sel ection. </ enp</p>"

19: } else {

20: /[lvalid item get info

21: $cat _title = strtoupper(stripsl ashes(

22: mysql _result($get _itemres,0,'cat_title')));

23: $itemtitle = stripslashes(nysql _result($get_itemres,0,'itemtitle'));
24: $itemprice = nysql _result($get_itemres,0,"itemprice');

25: $itemdesc = stripslashes(nysqgl _result($get_itemres,0,'itemdesc'));
26: $item.imge = nysql _result($get_itemres, 0,'item.inage');

27:

28: /I make breadcrunb trai

29: $di spl ay_bl ock .= "<P><strong><enrYou are vi ew ng: </ em><br >

30: <a href=\"seestore. php?cat _i d=$cat _i d\">$cat _title</a>

31: &gt; S$itemtitle</strong></p>

32:

33: <t abl e cel | paddi ng=3 cel | spaci ng=3>

34: <tr>

35: <td valign=m ddle align=center><ing src=\"$item.inmage\"></td>

36: <td val i gn=m ddl e><P><strong>Descri pti on: </ st rong><br>$i t em desc</ p>
37: <P><strong>Price: </strong> \$$i tem pri ce</ p>"

38:

39: /1 get colors

40: $get _colors = "select itemcolor fromstore_itemcol or where

41: itemid = $item.id order by itemcolor"

42: $get _col ors_res = nysqgl _query($get_col ors) or die(nysqgl_error());
43:

44 if (nysql _numrows($get_colors_res) > 0) {

45:

46: $di spl ay_bl ock .= "<P><strong>Avai l abl e Col ors: </ strong><br>"
47:

48: while ($colors = nysql _fetch_array($get _colors_res)) {

49: $itemcolor = $colors['itemcolor'];

50:

51: $di spl ay_bl ock .= "$item col or<br>"

52: }

£7- 1
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Summary

In this hands-on hour, you applied your basic PHP and MySQL knowledge to the creation of astorefront display.
Y ou learned how to create the database table and scriptsfor viewing categories, item ligts, and single items.
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin learning
how to put your knowledge into practice.

Quiz

I

Which PHP function was used to uppercase the
category title strings?

Al:
strtoupper()

1N

Why don't the store_item_size and store_item_color
tables contain any primary or unique keys?

A2
Presumably, you will have itemswith more than one
color and more than one size. Therefore, item_idis
not aprimary or unique key. Also, items may havethe
same colors or Sizes, so theitem _color and item_size
fields must not be primary or unique either.

[ TeamLiB]
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Hour 21. Creating a Shopping Cart Mechanism

Inthelast of the directly hands-on hours, the project isto integrate a shopping cart and checkout procedure into the
storefront you crested in the previous hour. Y ou will be shown the methods for creating the relevant database tables
aswdll asthe scriptsfor adding and deleting cart items. Once again, the examples used in this hour represent one of
an infinite number of possibilitiesto complete these tasks and are meant as working examples rather than the

definitive guidefor building an online store.

Inthishour, you will learn

How to create relational tables for the shopping cart and checkout portion of an online store

How to create the scripts to add and remove cart items

Some methods for processing transactions, and how to create your checkout sequence

[ TeamLiB]
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Planning and Creating the Database Tables

Because the god of thishour isto provide the user with away to select and order items, you can imagine what the
tableswill be—first and foremost you need acart table! In addition to the cart table, you'll need atableto store
orders, along with one to store the items purchased as part of each order.

Thefollowing SQL statements were used to create the three new tables, sarting with the store_shoppertrack table.
Thisisthe table used to hold items as users add them to their shopping cart.

. f The field lengths used to define these tables were chosen arbitrarily to try and accommodate
= severa possibleinputs. Please fed freeto modify the lengths to meet your specific needs.

mysqgl > create table store_shoppertrack (
->idint not null primary key auto_increnent,
-> session_id varchar (32),
-> sel _itemid int,
-> sel _itemqty smallint,
-> sel _itemsize varchar(25),
-> sel _itemcol or varchar(25),
-> dat e_added datetine
>);

Query OK, 0 rows affected (0.01 sec)

Inthistable, the only key istheid field for the record. The sesson_id cannot be unique; otherwise users could only
order oneitem from your store, which is not agood business practice. The session _id identifiesthe user. Thesd_*
fields are the selections by the user: the sdlected item, the selected quantity of the item, and the selected color and
szeof theitem. Findly, therésadate_added field. Many times, users place itemsin their cart and never go through
the checkout process. This practice leaves Sraggling itemsin your tracking table, which you may want to clear out
periodically. For example, you might want to delete dl cart items more than aweek old—thisiswherethe
date_added field ishelpful.

The next table holds the order information:

create table store_orders (

idint not null primary key auto_increnent,
order _date datetine

order _name varchar (100),

order _address varchar (255),

order _city varchar (50),
order_state char(2),

order _zip varchar (10),

order _tel varchar(25),

order _emai |l varchar (100),

itemtotal float(6,2),

shi ppi ng_total float(6, 2),

aut hori zati on varchar (50),

status enun(' processed', 'pending')
->);

Query OK, 0 rows affected (0.00 sec)
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Integrating the Cart with Your Stor efront

In this section, you'll make modifications to the showitem.php script from Hour 20, "Cregating an Online Storefront.”
Thegod isto transform the item information page into an item information page with aform for selecting colors, Szes,

and quantities.

Intheorigind script, insert the following before Line 2:

session_start();

Because the shopping cart e ements are attached to the user through asession id, the sesson must be started. The
next changes don't occur until what wasline 37 of the origina script, so that'swherewe start Listing 21.1.

Listing 21.1 New Linesin showitem.php

37: <P><strong>Price: </strong> \$$item pri ce</ p>

38: <f or m met hod=post acti on=\"addtocart. php\">"

39: /1 get colors

40: $get _colors = "select itemcolor fromstore_itemcol or where
41: itemid = $item.id order by itemcolor"”

42: $get _col ors_res = nysql _query($get _col ors) or die(nysqgl_error());
43:

44: if (mysql _numrows($get_colors_res) > 0) {

45:

46: $di spl ay_bl ock .= "<P><strong>Avail abl e Col ors: </strong>
47: <sel ect name=\"sel itemcolor\">";

48:

49: while ($colors = nysqgl _fetch_array($get_colors_res)) {
50: $itemcolor = $colors['itemcolor'];

51: $di spl ay_bl ock .=

52: "<option val ue=\"$item col or\">$item col or</opti on>";
53: }

54

55: $di spl ay_bl ock .= "</sel ect>"

56: }

57:

58: /1 get sizes

59: $get _sizes = "select itemsize fromstore_itemsize where
60: itemid = $item.id order by itemsize"

61: $get _si zes_res = nysql _query($get _si zes) or die(nysql _error());
62:

63: if (nysqal _numrows($get_sizes_res) > 0) {

64:

65: $di spl ay_bl ock .= "<P><strong>Avail abl e Si zes: </strong>
66: <sel ect name=\"sel _item size\">";

67:

68: while ($sizes = nysqgl _fetch_array($get_sizes res)) {

69: $itemsize = $sizes['itemsize'];

70: $di spl ay_bl ock .= "

71: <option value=\"$item size\">$i tem si ze</ opti on>"
72: }

73:

74: $di spl ay_bl ock .= "</sel ect>"

75: }

76:

77: $di splay_block .= "

78: <P><strong>Sel ect Quantity:</strong>

79: <sel ect nane=\"sel _itemgty\">"

80:

o X B9 £f A D —1 . a: ~11. a0 1\ r
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Payment M ethods and the Checkout Sequence

Several commerce methods exist when it comestimeto pay for the purchasesin the shopping cart. The "right”
method for you depends on your business—merchant accounts through banking ingtitutions often require you to have
abusinesslicense, aresdler's permit, and other pieces of paper proving you're alegitimate business. If you're smply
aperson who hasafew itemsto sell, you might not want to go through al that paperwork. However, you ill have
optiond

Regardless of the payment method you choose, one thing is certain—if you are passing credit-card information over
the Web, you must do so over an SSL connection. Obtaining an SSL certificate and ingtdling it on your systemis
covered in Hour 23, " Setting Up a Secure Web Server.” Y ou do not have to use this secure connection during the
user's entire shopping experience, just from the point at which sensitive information is captured, such as the checkout
form.

Creating the Checkout Form

At this point in the book, you should be well versed in creating asimple form. At the beginning of this hour, the
store_orderstable was created with fields to be used as aguiddine for your form:

| order_name
order_address
order_city
order_state
order_zip
order _tel
order_email
Additiondly, your form will need fiddsfor the credit-card number, expiration date, and the name on the credit card.
Another nice feature isto repesat the user's shopping cart contents with an item subtotal, so the customer remembers

what he's paying for and approximately how much the order will cost. Also at this point of the checkout sequence,
you offer any shipping options you might have. Shipping and salestax would be cdculated in the next tep of the


http://www.verisign.com/products/payflow/pro/index.html
http://www.php.net/manual/en/ref.pfpro.php
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Summary

In this hands-on lesson, you applied your basic PHP and MySQL knowledge to the integration of ashopping cart
into the storefront from the previous chapter. Included were the database table creation, modificationsto the item
detall page, and new scripts for adding and removing cart items.

[ TeamLiB] uex
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Workshop

The Workshop is designed to help you anticipate possible questions, review what you've learned, and begin learning
how to put your knowledge into practice.

Quiz
L
When removing an item from the cart, why do you
suppose the query vaidatesthe sesson id of the user
againg the record?
Al
Users should only be able to remove their own items.
2
What would be areason not to Sorethe priceina
hidden field when adding to the cart?
A2:

If you stored the pricein ahidden field, arogue user
could change that va ue before posting the form,
therefore, writing whatever price they wanted into the
store_shoppertrack table, as opposed to the actual
price.

[ TeamLiB]
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Hour 22. Apache Performance Tuning and Virtual
Hosting

In this adminigtration-related hour, consideration will be given to increasing the performance and scal ability of your
Apacheingdlation. Additionally, you will learn about name-based and 1P-based virtua hosting, and DNS and client
issues. It explains different mechanisms that can be used to isolate clients from each other and the associated security
tradeoffs.

Inthishour, youwill learn
| Which operating system and A pache-related settings can limit the server scaability or degrade performance
About severa toolsfor load testing Apache
How to fine-tune Apache for optimum performance
How to configure Apache to detect and prevent abusive behavior from clients
How to configure name-based virtua hosts, 1P-based virtua hosts, and the difference between the two

About the dependenciesvirtua hosting hason DNS

How to set up scaled-up cookie-cutter virtua hosts

[ TeamLiB]
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Scalability Issues

This section covers scdability problems and how to prevent them. Thisismore of a"don't do this' list, explaining
limiting factors that can degrade performance or prevent the server from scaing. Wewill dso investigate the
proactive tuning of Apachefor optima performance.

Operating System Limits

Severd operating system factors can prevent Apache from scaling. These factors are related to process crestion,
memory limits, and maximum simultaneous number of open files or connections.

. J,f The Unix ulimit command enables you to set severd of thelimits covered inthissection ona
= per-process basis. Please refer to your operating system documentation for detailson
ulimit's syntax.

Processes

Apache provides settings for preventing the number of server processes and threads from exceeding certain limits.
These settings affect scaability because they limit the number of smultaneous connectionsto the Web server, which
in turn affects the number of vigtorsthat you can service smultaneoudy.

The Apache MPM settings are in turn constrained by OS settings limiting the number of processes and threads. How
to change those limits varies from operating system to operating system. In Linux 2.0.x and 2.2.x kerndls, it requires
changing theNR_TASK S defined in /usr/src/linux/include/linux/tasks.h and recompiling the kerndl. In the 2.4.x series,
thelimit can be accessed at runtime from the /proc/sys/kerne /threads-max file. Y ou can read the contents of thefile
with

cat /proc/sys/kernel/threads-max

and writetoit usng

echo val ue > /proc/sys/kernel/threads- nax

In Linux (unlike most other Unix versions), there is amapping between threads and processes, and they are smilar
from the point of view of the OS,

In Solaris, those parameters can be changed in the /etc/system file. Those changes don't require rebuilding the kernd,
but might require areboot to take effect. Y ou can change the total number of processes by changing the max_nprocs
entry and the number of processes allowed for a given user with maxuproc.

File Descriptors

Whenever aprocess opens afile (or asocket), astructure called afile descriptor isassgned until thefileis closed.


http://httpd.apache.org/docs/misc/ descriptors.html
http://research.covalent.net/projects/osdl1.html
http://httpd.apache.org/docs-2.0/misc/perf-tuning.html
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L oad Testing with ApacheBench

Y ou can test the scalability and performance of your Site with benchmarking and traffic generation tools. There are
many commercia and open-source tools, with varying degrees of sophitication. It isdifficult to accurately smulate
rea-world request traffic because visitors have different navigation patterns, access the Internet using connections
with different speeds, stop adownload if it istaking too long, press the reload button repeatedly if they get impatient,
and so on. That iswhy sometools record actua network traffic for later replay.

The Apache server comes with asimple, but useful, load-testing tool, called ApacheBench, or ab. You canfinditin
the /bin directory of the Apache distribution.

Thistool enablesyou to request acertain URL anumber of times and display asummary of the result. Thefollowing
command requests the main page of the www.example.com server 1000 times, with 10 smultaneous clients at any
gventime

#> [usr/ | ocal / apache2/bin/ab -n 1000 -c 10 http://ww. exanpl e. com

. f If you invoke ab without any arguments, you will get acomplete listing of command-line
= options and syntax. Additiondly, thetrailing dash on thetarget URL isrequired, unlessa
specific pageisnamed.

Theresult will look smilar to thefollowing:

This is ApacheBench, Version 2.0.40 <$Revision: 1.87 $>

Copyright (c) 1996 Adam Twi ss, Zeus Technol ogy Ltd,
http://ww. zeust ech. net/ org/

Copyright (c) 1998-2001 The Apache Software Foundation, http://ww. apache. org/

Benchmar ki ng www. exanpl e. com (be patient)
Conpl eted 100 requests
Conpl eted 200 requests
Conpl eted 300 requests
Conpl eted 400 requests
Conpl eted 500 requests
Conpl eted 600 requests
Conpl eted 700 requests
Conpl eted 800 requests
Conpl eted 900 requests
Fi ni shed 1000 requests

Server Software: Apache/ 2. 0. 40
Server Host nane: www, exanpl e. com
Server Port: 80

Docunent Pat h: /

Docunent Lengt h: 8667 bytes
Concurrency Level: 10

Time taken for tests: 64. 525026 seconds
Conpl et e requests: 1000

Fai | ed requests: 0

Wite errors: 0

Total transferred: 8911000 bhytes

HTML transferred: 8667000 bytes
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Proactive Performance Tuning

Although previous sections explained which settings might prevent Apache from scaing, the following are some
techniquesfor proactively increasing the performance of your server.

Mapping Filesto Memory

Asexplained previoudy, accessesto disk affect performance significantly. Although most modern operating systems
keep a cache of the most frequently accessed files, Apache aso enables you to explicitly map afileinto memory so
that accessto disk isn't necessary. The module that performs this mapping ismod_file cache. Y ou can specify alist
of filesto memory map by using the MMapFile directive, which appliesto the server asawhole. An additional
directivein Apache 2.0, CacheFile, takesalist of files, cachesthe file descriptors at startup, and keeps them around
between requests, saving time and resources for frequently requested files.

Distributing the L oad

Another way to increase performance isto distribute the load among severd servers. Thiscan be donein avariety of
ways

A hardware load balancer directing network and HT TP traffic across severad servers, making it look like a
single server from the outside.

A software load balancer solution using areverse proxy with mod_rewrite.

Separate servers providing images, large download files, and other static materid. For example, you can
place your imagesin aserver called images.example.com and link to them from your main server.

Caching

The fastest way to serve content is not to serveit! This can be achieved by using appropriate HT TP headers that
ingtruct clients and proxies of the validity in time of the requested resources. In thisway, some resources that appear
in multiple pages, but don't change frequently, such aslogos or navigation buttons, are transmitted only oncefor a
certain period of time.

Additionally, you can use mod_cachein Apache 2.0 to cache dynamic content so that it doesn't need to be created
for every request. Thisis potentialy abig performance boost because dynamic content usually requires ng
databases, processing templates, and so on, which can take significant resources.

f Asoaf thiswriting, mod_cacheis gtill experimenta. Y ou can read more about it at
= http://httpd.apache.org/docs-2.0/mod/mod_cache.html.



http://httpd.apache.org/docs-2.0/mod/mod_cache.html
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Preventing Abuse

Denid of service (DoS) attacks work by swamping your server with agreat number of Smultaneous requests,
dowing down the server or preventing access dtogether to legitimate clients. DoS attacks are difficult to prevent in
generd, and usualy the most effective way to addressthem is at the network or operating system level. One example
is blocking specific addresses from making requests to the server; athough you can block those addresses at the
Web server leve, it ismore efficient to block them at the network firewall/router or with the operating system
network filters.

Other kinds of abuse include posting extremely big requests or opening agreat number of Smultaneous connections.
Y ou can limit the Size of requests and timeouts to minimize the effect of attacks. The default request timeout is 300
seconds, but you can change it with the TimeOut directive. A number of directives enable you to control the size of
the request body and headers: LimitRequestBody, LimitRequestFields, LimitRequestFieldSize, LimitRequestLine,
and LimitX ML RequestBody.

To prevent abuse, the mod_bwshare module enables you to limit the number of files or bytesthat agiven client can
download from the server. Y ou can learn more about mod_bwshare at
http:/Amww.topol ogy.org/src/bwshare/README.html .

Robots

Robots, Web spiders, and Web crawlers are names that define a category of programs that download pages from
your Web site, recursively following your site'slinks. Web search engines use these programs to scan the Internet for
Web servers, download their content, and index it. Normal users use them to download an entire Web site or portion
of aWeb stefor later offline browsing. Normally, these programs are well behaved, but sometimesthey can be very
aggressive and swamp your Web site with too many s multaneous connections or become caught in cyclic loops.

Wdl-behaved spiders will request aspecid file, called robots.txt, that contai ns instructions about how to access your
Web ste and which parts of the Web site won't be available to them. The syntax for the file can be found at
http://www.robotstxt.org/. Y ou can stop the requests at the router or operating system levels.

[ TeamLiB]
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| mplementing Virtual Hosting

Early Web servers were designed to handle the contents of asingle site. The standard way of hosting severa Web
stesin the same machinewasto ingtal and configure different, and separate, Web server instances. Asthe Internet
grew, so did the need for hosting multiple Web sites and amore efficient solution was devel oped: virtua hosting.
Virtua hosting allows asingle instance of Apache to serve different Web stes, identified by their domain names.

| P-based virtua hosting meansthat each of the domainsis assigned a different | P address, name-based virtua hosting
meansthat severad domains shareasingle |P address. Asis explained later in the hour, name-based virtua hosting
requires HTTP/1.1 support.

Web clients use the domain name server system (DNS) to trand ate hosthamesinto | P addresses, and vice versa.
Several mappings are possible:

Oneto one— Meansthat each hostname is assigned asingle, unique | P address. Thisisthe foundation for
| P-based virtua hosting.

One to many— Meansthat asingle hostname is assigned to several | P addresses. Thisisuseful for having
severd Apacheinstances serving the same Web site. If each of the serversisingdled in adifferent machine,
it is possble to baance the Web traffic among them, improving scalability.

Many to one— Meansthat you can assign the same | P address to several hostnames. The client will specify
theWeb diteitis ng by using the Host: header in the request. Thisisthe foundation for name-based
virtua hosting.

. f When amany-to-one mapping isin place, aDNS server usualy can be configured to
= respond with adifferent |P address for each DNS query, which helpsto distribute the load.
Thisisknown asround robin DNS.

| P-Based Virtual Hosting

Thesmplest virtua host configuration is when each host is assigned aunique | P address. Each | P address mapsthe
HTTP requests that Apache handlesto separate content treesin their own VirtualHost containers, as shown in the

following snippet:

Li sten 192.168. 128. 10: 80
Li sten 192.168.129. 10: 80
<Vi rtual Host 192.168. 128. 10: 80>

Docunent Root /usr/| ocal / ww+ docs/ host 1
</ Vi rt ual Host >
<Vi rtual Host 192.168. 129. 10: 80>

Docunent Root /usr/| ocal / ww+ docs/ host 2
</ Vi rt ual Host >
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Summary

This hour provided you with information on Apache and operating system settings that can affect scalability and
performance. In most cases, however, the problemsin Web site scalability relate to dynamic content generation and
database access. Hardware-related improvements, such as high-quality network cards and drivers, increased
memory, and disk arrays can aso provide enhanced performance.

With regard to virtua hosting, Apache can be configured to handle virtua hostsin avariety of ways. Whether you
need alarge number of cookie-cutter virtua hodts, avaried set of different virtual host configurations, or the number
of 1P addresses you can useislimited, there's away to configure Apache for your application. Name-based virtua
hosting isacommon technique for deploying virtual hosts without using up P addresses. |P-based virtua hogting is
till necessary when avirtual host isused for SSL. If you cannot change your DNS configuration, your only recourse
ISto use separate port numbersfor your virtual hodsts.

[TeamLiB]
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Q&A

Al

A2

A3:

How can | measure whether my steisfast enough?

Many developerstest their Siteslocdly or over aninterna
network, but if you run a public Web ste, chances are good
that many of your userswill accessit over dow links. Try
navigating your Web site from adiaup account and make
sure that your pages|oad fast enough, with the rule of thumb
being that pages should load in less than three seconds.

How can | migrate an existing name-based virtud host toits
own machine while maintaining continuous service?

If avirtual hogt is destined to move to aneighboring
meachine, which by definition cannot have the same IP
address, there are some extra measures to take. A common
practiceisto do the following:

1.

Set the time-to-live of the DNS mapping to avery
low number. Thisincreasesthe frequency of client
lookups of the hostname.

Configure an IP dias on the old host with the new
|P address.

Configurethe virtua host's content to be served by
both name- and | P-address-based virtua hosts.

After dl the requestsfor the virtua host at theold IP
address diminish (due to DNS caches expiring their
old lookups), the server can be migrated.

Can | mix IP- and name-based virtual hosting?

Yes. If multiple | P addresses are bound, you can dlocate
their usage anumber of different ways. A family of
name-based virtua hosts might be associated with each; just
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Workshop

The Workshop is designed to hel p you anticipate possible questions, review what you've learned, and begin learning
how to put your knowledge into practice.

Quiz

=

Name some A pache settings that might limit scalability
or affect Apache performance.

Al
Some of the Apache settings that might affect
scdability include the FollowSymLinks,
SymLinkslfOwnerMatch arguments to the Options
directive, enabling per-directory configuration files,
hostname lookups, having a scoreboard file, and
datistics collection with mod_status.

N

Name some operating system settings that might limit
scaahility.

A2
Some operating system settings that might affect
scaability include limits for number of processes, open
file descriptors, and memory alowed per process.

I

Name some approaches to improve performance.

A3
Thefollowing are some suggestionsfor improving
performance: load distribution viaa hardware load
balancer or reverse proxy, data compression, caching,
mapping filesto memory, and compiling modules
daticdly.

[&

Which VirtudHost container getsarequest if the
connection uses NameVirtualHost, but no Host
header is sent?

Ad:
Reading the configuration top-to-bottom, the first
VirtuaHogt container isfavored. The same behavior
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Hour 23. Setting Up a Secure Web Server

This hour explains how to set up an Apache server capable of secure transactions. In this hour, you will learn
Theingtalation and configuration of themod_s3 Apache module

The SSL/TLSfamily of protocols and the underlying cryptography concepts

What certificates are and how to creste and manage them

[ TeamLiB]
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The Need for Security

Asthe Internet became mainstream and the number of companies, individuals, and government agenciesusing it
grew, so did the number and type of transactions that needed protection. Those included financia transactions, such
as banking operations and e ectronic commerce, aswdl as exchange of sengtive information, such asmedica
records and corporate documents. Three requirements are necessary to carry on secure communications on the
Internet: confidentidity, integrity, and authentication.

Confidentiality

Confidentidity isthe most obvious requirement for secure communications. If you are transmitting or accessing
sengtive information such as your credit-card number or your persona medical history, you certainly don't want a
stranger to get hold of it.

I ntegrity

Theinformation contained in the exchanged messages must be protected from external manipulation. Thet is, if you
place an order online to buy 100 shares of stock, you don't want to alow anyone to intercept the message, change it
to an order to buy 1000 shares, or replace the original message. Additionaly, you want to prevent an attacker from
performing replay attacks, which, instead of modifying the origina message, smply resend it severd timesto achieve
acumulative effect.

Authentication

Y ou need to decide whether to trust the organization or individua you are communicating with. To achievethis, you
must authenticate the identity of the other party in the communication.

The science of cryptography studies the a gorithms and methods used to securely transmit messages, ensuring the
godsof confidentidity, integrity, and authenticity. Cryptanalysisisthe science of breaking cryptographic systems.

[ TeamLiB]
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The SSL Protocol

SSL stands for Secure Sockets Layer and TLS stands for Transport Layer Security. They are afamily of protocols
that were originaly designed to provide security for HT TP transactions, but that also can be used for avariety of
other Internet protocols such asIMAP and NNTP. HTTP running over SSL isreferred to as secure HTTP.

Netscape released SSL version 2in 1994 and SSL verson 3in 1995. TLSisan IETF standard designed to
sandardize SSL as an Internet protocol. It isjust amodification of SSL verson 3 with asmal number of added
features and minor cleanups. The TLS acronym isthe result of arguments between Microsoft and Netscape over the
naming of the protocol because each company proposed its own name. However, the name has not stuck and most
people refer to these protocols smply as SSL. Unless otherwise specified, the rest of this hour refersto SSL/TLS as
SSL.

Y ou specify that you want to connect to aserver using SSL by replacing http with httpsin the protocol component of
aURI. The default port for HTTP over SSL is443.

Thefollowing sections explain how SSL addresses the confidentidity, integrity, and authentication requirements
outlined in the previous section. In doing so, it explains, in asmplified manner, the underlying mathematica and
cryptographic principles SSL is based on.

Addressing the Need for Confidentiality

The SSL protocol protects data from eavesdropping by encrypting it. Encryption is the process of converting a
message, the plaintext, into anew encrypted message, the ciphertext. Although the plaintext is readable by everyone,
the ciphertext will be completely unintelligible to an eavesdropper. Decryption isthe reverse process, which
transformsthe ciphertext into the origind plaintext.

Usudly, encryption and decryption processes involve an additiona piece of information: akey. If both sender and
receiver share the same key, the process is referred to as symmetric cryptography. If sender and receiver have
different, complementary keys, the processis called asymmetric or public key cryptography.

Symmetric Cryptography

If the key used to both encrypt and decrypt the message is the same, the process is known as symmetric
cryptography. DES, Triple-Des, RC4, and RC2 are dgorithms used for symmetric key cryptography. Many of these
agorithms can have different key sizes, measured in bits. In generd, given an dgorithm, the greater the number of bits
in the key, the more secure the algorithm is and the dower it will run because of the increased computational needs of
performing the dgorithm.

Symmetric cryptography isrelatively fast compared to public key cryptography, which isexplained in the next
section. Symmetric cryptography has two main drawbacks, however. Oneisthat keys should be changed
periodically to avoid providing an eavesdropper with accessto large amounts of materia encrypted with the same
key. The other isthe key distribution problem: How to get the keys to each one of the partiesin asafe manner? This
was one of the origind limiting factors, and before the invention of public key cryptography, the problem was solved
by periodically having people traveling around with suitcases full of keys.

Public Key Cryptography


http://https@www.zend.com/default.htm
http://www.zend.com/default.htm
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| nstalling SSL

Now that you've learned all about SSL, you need to install SLL support for Apache. SSL support is provided by
mod_sd, amodule that isincluded with Apache, but is not enabled by default. mod_sd, in turn, requiresthe
OpenSSL library—an open-source implementation of the SSL/TL S protocols and avariety of other cryptographic
algorithms. OpenSSL is based on the SSLeay library developed by Eric A. Young and Tim J. Hudson.

OpenSSL

This section explains how to download and ingta |l the OpenSSL toolkit for both Windows and Unix variants.
Windows

The required OpenSSL libraries are included with the Windows ingtaler of Apache 2.0 and no further installation or
download is necessary. opensd.exeisincluded in the bir/ directory of the Apache digtribution. It isa utility for
generating certificates, keys, certificate Sgning requests, and so on.

Unix

If you are running arecent Linux or FreeBSD ditribution, OpenSSL might dready beingtdled in your system. Use

the package management tools bundled with your distribution to determine whether that isthe case or, otherwise, to
ingdl it.

If you need to install OpenSSL from source, you can download OpenSSL from hitp://mwww.opensd.org. After you
have downloaded the software, you need to uncompressit and cd into the created directory:

#> gunzip < openssl*.tar.gz | tar xvf -
#> cd openssl| *

OpenSSL contains aconfig script to help you build the software. Y ou must provide the path to which the software
will ingal. The path used in this hour is/usr/loca/sd/ingall, and you probably need to have root privilegesto ingal
the software there. Y ou can ingtal the software as aregular user, but to do so, you will need to change the path.
Then, you must build and ingtd| the software:

#> ./config --prefix=/usr/local/ssl/install \
--openssl dir=/usr/local/ssl/install/openssl
#> make

#> make install

If everything went well, you have now successfully installed the OpenSSL toolkit. The opensd command-line tool will
belocated in /us/loca/sd/ingdl/biry.

Thistool isused to create and manipulate certificates and keys, and its usage is described in alater section on
certificates.

mod_sdl


http://www.openssl.org/default.htm
http://httpd.apache.org/default.htm

This document is created with the unregistered version of CHM2PDF Pilot

[TeamLiB] [ rrevious L |



This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB] [«rrevious]nex



This document is created with the unregistered version of CHM2PDF Pilot

Managing Certificates

To have aworking SSL server implementation, the first step isto create aserver certificate. This section explainsin
detail how to create and manage certificates and keys by using the opensd command-linetool. For example, if you
areusing SSL for an e-commerce site, encryption prevents customer data from eavesdroppers, and the certificate
enables customersto verify that you are who you clamto be.

. I’ The examplesrefer to the Unix version of the command-line program opensd. If you are
= running under Windows, you need to use opensd.exe instead and change the paths of the
examplesto use backdashesinstead of forward dashes. The examples dso assume that
OpenSSL wasingaled in the path described earlier in the OpenSSL ingtallation section.

CreatingaKey Pair

Y ou must have a public/private key pair before you can cregte a certificate request. Assume that the FQDN for the
certificate you want to create iswww.example.com. (Y ou will need to substitute this name for the FQDN of the
machine on which you haveingtaled Apache.) Y ou can cregte the keys by issuing the following command:

#> ./usr/local/ssl/install/bin/openssl genrsa -des3 -rand filel: file2: file3 \
-out
www. exanpl e. com key 1024

genrsaindicatesto OpenSSL that you want to generate akey pair.
des3 indicates that the private key should be encrypted and protected by a pass phrase.

Therand switch is used to provide OpenSSL. with random data to ensure that the generated keys are unique and

unpredictable. Substitute filel, file2, and so on, for the path to severd large, relatively random filesfor this purpose
(such asakernd image, compressed log files, and so on). Y ou can aso use /dev/random if it exists on your system.
The rand switch is not necessary on Windows because the random data is automatically generated by other means.

The out switch indicateswhere to store the results.
1024 indicates the number of bits of the generated key.

Theresult of invoking this command lookslikethis:

625152 seni -random byt es | oaded
Cenerating RSA private key, 1024 bit | ong nodul us
++++++

......................... ++++++
e is 65537 (0x10001)
Enter PEM pass phrase:

Verifying password - Enter PEM pass phrase:


http://digitalid.verisign.com/default.htm
http://www.thawte.com/default.htm
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SSL Configuration

The previous sectionsintroduced the (not-so-basic) concepts behind SSL, and you have learned how to generate
keys and certificates. Now, finaly, you can configure Apache to support SSL. mod_sd must either be compiled
gaticdly or, if you have compiled as aloadable module, the gppropriate LoadModule directive must be present in
thefile

If you compiled Apache yoursdf, anew Apache configuration file, named sd.conf, should be present in the /conf
directory. That file contains a sample Apache SSL configuration, and is referenced from the main httpd.conf filevia
an Include directive.

If you want to start your configuration from scratch, you can add the following configuration snippet to your Apache
configurationfile

Li sten 80

Li sten 443

<Virtual Host _default :443>

Server Name www. exanpl e. com

SSLENngi ne on

SSLCertificateFile \
/usr/local/ssl/install/openssl/certs/ww. exanpl e.com cert
SSLCertificateKeyFile \
/usr/localssl/install/openssl/certs/ww.exanpl e.com key
</ Vi rtual Host >

With the previous configuration, you set up anew virtud host that will listen to port 443 (the default port for
HTTPS), and you enable SSL on that virtua host with the SSLENgine directive.

Y ou need to indicate where to find the server's certificate and the file containing the associated key. Y ou do so by
using SSL_CertificateFile and SSL CertificateK eyfile directives.

Starting the Server

Now you can stop the server if it isrunning, and start it again. If your key is protected by a pass phrase, you will be
prompted for it. After this, Apache will start, and you should be able to connect securely to it viathe
https./mww.example.conv URL.

If you compiled and installed Apache yoursdlf, in many of the vendor configuration files, you can seethat an
<IFDEFINE SSL> block surrounds the SSL directives. That allowsfor conditiond starting of the server in SSL
mode. If you start the hitpd server binary directly, you can passit the-DSSL flag at startup. Y ou can also usethe
gpachect! script by issuing the gpachect! startsd command. Findly, if you aways want to start Apache with SSL
support, you can just remove the <ifDefine> section and Sart Apache in the usua way.

If you are unable to successfully start your server, check the Apache error log for clues about what might have gone
wrong. For example, if you cannot bind to the port, make sure that another Apache isnot running aready. Y ou must
have administrator privilegesto bind to port 443.
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Summary

This hour explained the fundamentas of the SSL protocol and mod_sd, the Apache module that implements support
for SSL. You learned how to ingtall and configure mod_sd and the OpenSSL libraries, and how to use the opensd
command-linetooal for certificate and key generation and management. Y ou can accessthemod_sd reference
documentation for in-depth syntax explanation and additional configuration information. Bear in mind also that SSL is
just part of maintaining asecure server, which includes gpplying security patches, OS configuration, access contral,
physica security, and so on.

[ TeamLiB]
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Q&A
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Al:

A2

Can | have SSL. with name-based virtua hosting?

A question that comes up frequently ishow to make
name-based virtual hosts work with SSL. The answer
isthat you can't, at least currently. Name-based virtud
hosts depend on the Host header of the HTTP
request, but the certificate verification happens when
the SSL connection is being established and noHTTP
request can be sent. Thereisaprotocol for upgrading
anexising HTTP connectionto TL'S, but it ismostly
unsupported by current browsers (see RFC 2817).

Can | use SSL with other protocols?

mod_sd implementsthe SSL. protocol asafilter.
Other protocols using the same Apache server can
easly take advantage of the SSL.
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The Workshop is designed to help you anticipate possible questions, review what you've learned, and begin learning
how to put your knowledge into practice.

Quiz

I

Name three requirements to carry on secure
communications on the Internet.

Al
Confidentidity, integrity, and authentication

1N

How do you start an SSL-enabled instance of
Apache?

A2
Use the gpachect! control script and the command
gpachect| startsd.

[ TeamLiB]
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Hour 24. Optimizing and Tuning MySQL

Proper care and feeding of your MySQL server will keep it running happily and without incident. The optimization of
your system consists of proper hardware maintenance and software tuning. In thishour, you will learn

| Basic hardware and software optimization tips for your MySQL server
Key start-up parameters for your MySQL server
How to usethe OPTIMIZE TABLE command
How to use the EXPLAIN command
How to use the FLUSH command to clean up tables, caches, and log files

How to use SHOW commands to retrieve information about databases, tables, and indexes

How to use SHOW commandsto find system statusinformation

[ TeamLiB]
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Building an Optimized Platform

Designing awell-gructured, normalized database schemaisjust hdf of the optimization puzzle. The other half is
building and fine-tuning a server to run thisfine database. Think about the four main components of a server: CPU,
memory, hard drive, and operating system. Each of these better be up to speed or no amount of design or
programming will make your database faster!

CPU— Thefagter the CPU, the faster MySQL will be able to process your data. There's no real secret to
this, but a750MHz processor is significantly faster than a 266MHz processor. With processor speeds now
more than 1GHz and with reasonable prices dl around, it's not difficult to get agood bang for your buck.

Memory— Put as much RAM in your machine as you can. Y ou can never have enough, and RAM prices
will be at rock bottom for the foreseeable future. Having available RAM can hel p balance out duggish CPUSs.

Hard Drive— The proper hard drive will be both large enough and fast enough to accommodate your
database server and itstraffic. An important measurement of hard-drive speed isits seek time, or the amount
of timeit takesfor the drive to spin around and find a specific piece of information. Seek timeis measured in
milliseconds, and an average disk-seek timeisaround eight or nine milliseconds. When buying ahard drive,
make sure it's big enough to accommodate al the datayou'll eventualy storein your database and fast
enoughto find it quickly.

Operating System— If you use an operating system that's a resource hog, you have two choices: buy enough
resources (that is, RAM) so that it doesn't matter, or use an operating system that doesn't suck away dl your
resources just so that you can have windows and pretty colors. Also, if you are blessed with a machine that
has multiple processors, be sure your operating system can handle this condition and handleit well.

If you put the proper piecestogether at the system level, you'll have taken several stepstoward overal server
optimization.

Using the benchmark() Function

A quick test of your server speed isto use the benchmark() MySQL function to see how long it takesto processa
given expression. Y ou can make the expression something smple, such as 10+10, or something more extravagant,
such as extracting pieces of dates.

No matter the result of the expression, the result of benchmark() will ways be 0. The purpose of benchmark() is not
to retrieve the result of the expression, but to see how long it takes to repeat the expression for a specific number of
times. For example, the following command executes the expression 10+10 one million times:

nysql > sel ect benchmar k(1000000, 10+10) ;
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MySQL Startup Options

MySQL AB provides awedth of information regarding the tuning of server parameters, much of which the average
user will never need to use. So, as not to completely overwhelm you with information, this section will contain afew
of the more common startup options for afinely tuned MySQL server.

When you start MySQL, aconfiguration file called my.cnf isloaded. Thisfile containsinformation ranging from port
number to buffer sizes, but can be overruled by command-line startup options. At ingtalation time, my.cnf isplaced in
the /etc directory, but you can aso specify an aternate location for thisfile during start-up.

In the support-files subdirectory of your MySQL ingdlation directory, you'l find four sample configuration files, each
tuned for aspecific range of ingtalled memory:

my-small.cnf— For systemswith lessthan 64MB of RAM, where MySQL is used occasiondly.

my-medium.cnf— For systems with lessthan 64MB of RAM, where MySQL isthe primary activity on the
system, or for systemswith up to 128MB of RAM, where MySQL shares the box with other processes.
Thisisthe most common configuration, where MySQL isingtaled on the same box asaWeb server and
receives amoderate amount of traffic.

my-large.cnf— For a system with 128MB to 512MB of RAM, where MySQL isthe primary activity.

my-huge.cnf— For asystem with 1GB to 2GB of RAM, where MySQL isthe primary activity.

To use any of these asthe base configuration file, smply copy thefile of your choiceto /etc/my.cnf (or wherever
my.cnf ison your system) and change any system-specific information, such as port or file locations.

Key Startup Parameters

There are two primary start-up parametersthat will affect your system the most: key _buffer_size and table _cache. If
you get only two server parameters correctly tuned, make sure they're these two!

Thevdueof key buffer_sizeisthe sze of the buffer used with indexes. The larger the buffer, the faster the SQL
command will finish and aresult will bereturned. Try to find the fine line between findy tuned and over-optimized,
you might have akey buffer_size of 256MB on a system with 512MB of RAM, but any more than 256MB could
cause degraded server performance.

A smpleway to check the actua performance of the buffer isto examine four additiond variables:
key read requests, key reads, key write requests, and key_writes. Y ou can find the values of these variables by
issuing the SHOW STATUS command:
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Optimizing Your Table Structure

An optimized table structure is different from awell-designed table. Table structure optimization has to do with
reclaiming unused space after deletions and basically cleaning up the table after structural modifications have been
made. The OPTIMIZE TABLE SQL command takes care of this, usng the following syntax:

OPTI M ZE TABLE t abl e_nane[, t abl e_nane]

For example, if you want to optimize the grocery_inventory tablein the testDB database, use

nmysqgl > optinize table grocery_inventory;

o e e e e oo - - S [ - Fom e oo - - +
| Table | Op | Msg_type | Msg_text |
o e e e e oo - - S [ - Fom e oo - - +
| testDB.grocery_inventory | optimze | status (014 |
o e e e e oo - - S [ - Fom e oo - - +

1 rowin set (0.08 sec)

The output doesn't explicitly state what wasfixed, but the text in the Msg_text column shows that the
grocery_inventory table wasindeed optimized. If you run the command again, the text will change, showingthatitisa

ussful message:

mysqgl > optinize table grocery_inventory;

Fom e e e m e B Fomm e o - B +
| Table | Op | Msg_type | Msg_text |
Fom e e e m e B Fomm e o - B +
| testDB.grocery_inventory| optimze | status Table is already up to date |

1 rowin set (0.03 sec)

Beawarethat thetableislocked whileit isoptimized, o if your tableislarge, optimize it during scheduled downtime
or whenlittletraffic isflowing to your system.

[ TeamLiB]
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Optimizing Your Queries

Query optimization hasalot to do with the proper use of indexes. The EXPLAIN command will examineagiven
SELECT statement to see whether it's optimized the best that it can be, using indexes wherever possible. Thisis
especidly useful when looking at complex queriesinvolving JOINs. The syntax for EXPLAIN is

EXPLAI N SELECT st at enent

The output of the EXPLAIN command isatable of information containing the following columns:

table— The name of thetable.

type— Thejoin type, of which there are severd.

possible_keys— This column indicates which indexes MySQL could useto find therowsin thistable. If the
resultisNULL, no indexes would help with this query. Y ou should then take alook at your table structure
and see whether there are any indexes that you could create that would increase the performance of this

query.

key— Thekey actualy used in thisquery, or NULL if no index was used.

key len— Thelength of thekey used, if any.

ref— Any columns used with the key to retrieve aresult.

rows— The number of rows MySQL must examine to execute the query.

extra— Additiond information regarding how MySQL will execute the query. There are severd options,
such asUsing index (an index was used) and Where (a WHERE clause was used).

Thefollowing EXPLAIN command output shows a nonoptimized query:

nysql > explain select * fromgrocery_inventory;

oo oo

--------------- S S

| table | type | possible keys | key | key_len| ref | rows| Extra

oo oo

--------------- S S

| grocery_inventory | ALL | NULL | NULL| NULL | NULL| 6 | |


http://www.mysql.com/doc/E/X/EXPLAIN.html
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Using the FLUSH Command

Userswith reload privileges for a specific database can use the FLUSH command to clean up theinterna caches
used by MySQL. Often, only the root-level user has the appropriate permissions to i ssue administrative commands
such as FLUSH.

The FLUSH syntax is

FLUSH f 1 ush_option

The common options for the FLUSH command are

PRIVILEGES

TABLES

HOSTS

LOGS

Y ou've used the FLUSH PRIVILEGES command before, after adding new users. This command smply reloadsthe
grant tablesin your MySQL database, enabling the changes to take effect without stopping and restarting MySQL..
When you issue a FLUSH PRIVILEGES command, the Query OK response will assure you that the cleaning
process occurred without a hitch.

nmysqgl > flush privil eges;
Query OK, 0 rows affected (0.10 sec)

The FLUSH TABLES command will close dl tables currently open or in use and essentidly give your MySQL
server amillisecond of breathing room before starting back to work. When your caches are empty, MySQL can
better utilize available memory. Again, you'relooking for the Query OK response:

nysql > flush tabl es;
Query OK, 0 rows affected (0.21 sec)

The FLUSH HOST'S command works specifically with the host cache tables. If you are unable to connect to your
MySQL server, acommon reason isthat the maximum number of connections has been reached for a particular host,
and it'sthrowing errors. When MySQL sees numerous errors on connection, it will assume something isamissand
smply block any additiona connection attemptsto that host. The FLUSH HOSTS command will reset this process
and again dlow connections to be made:

mysql > flush hosts;
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Using the SHOW Command

There are severd different uses of the SHOW command, which will produce output displaying agreet deal of useful
information about your MySQL database, users, and tables. Depending on your access level, some of the SHOW
commandswill not be availableto you or will provide only minima information. The root-level user hasthe capability
to use dl the SHOW commands, with the most comprehensive results.

The common uses of SHOW include the following, which you'll soon learn about in more detail:

SHOW CGRANTS FOR user

SHOW DATABASES [ LI KE sonet hi ng]

SHOW [ OPEN] TABLES [ FROM dat abase _nane] [ LI KE sonet hi ng]

SHOW CREATE TABLE t abl e_nane

SHOW [ FULL] COLUWNS FROM t abl e_nane [ FROM dat abase_nane] [ LI KE sonet hi ng]
SHOW | NDEX FROM t abl e_name [ FROM dat abase_nane]

SHOW TABLE STATUS [ FROM db_nane] [ LI KE sonet hi ng]

SHOW STATUS [ LI KE sonet hi ng]

SHOW VARI ABLES [ LI KE sonet hi ng]

The SHOW GRANTS command will display the privileges for agiven user at agiven host. Thisisany easy way to
check on the current status of a user, especidly if you have arequest to modify a user's privileges. With SHOW
GRANTS, you can check first to see that the user doesn't dready have the requested privileges. For example, see
the privileges available to the joeuser user:

mysqgl > show grants for joe@ ocal host;

| GRANT USAGE ON *.* TO 'joeuser' @l ocal host' \
| DENTI FI ED BY PASSWORD ' 34f 3a6996d856ef d' |
| GRANT ALL PRI VILEGES ON testDB.* TO 'joeuser' @l ocal host' |

If you're not the root-level user or the joeuser user, you'll get an error. Unless you're the root-level user, you can only
seetheinformation relevant to your user. For example, thejoeuser user isn't alowed to view information about the
root-level user:

mysqgl > show grants for root @ ocal host;

ERROR 1044: Access denied for user:'joeuser@ocal host' to database 'nysql'

Be aware of your privilege level throughout the remainder of thishour. If you are not the root-level user, some of
these commands will not be available to you or will display only limited information.

Retrieving I nfor mation About Databases and Tables

Y ou've used afew of the basic SHOW commands earlier in thisbook to view thelist of databases and tableson
your MySQL server. Asarefresher, the SHOW DATABASES command does just that—it lists al the databases
onthe MySQL server:

nmysgl > show dat abases;


http://www.mysql.com/doc/S/H/SHOW_VARIABLES.html
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Summary

Running an optimized MySQL server starts with the hardware and operating system in use. Y our system's CPU
should be sufficiently fast, and you should have enough RAM in useto pick up the dack when your CPU struggles.
Thisisespecialy trueif MySQL shares resources with other processes, such asaWeb server. Additiondly, the hard
drivein useisimportant because asmal hard drive will limit the amount of information you can storein your
database. The seek time of your hard drive isimportant—adow seek time will cause the overdl performance of the
server to be dower. Y our operating system should not overwhelm your machine and should share resources with
MySQL rather than using al the resources itself.

Some key startup parametersfor MySQL are the values of key buffer_size and table_cache, among others. Basdline
vaues can befound in sample MySQL configuration files, or you can modify the values of these variables and watch
the server performance to see whether you hit on theright result for your environment.

Beyond hardware and software optimization isthe optimization of tables, aswell as SELECT queries. Table
optimization, using the OPTIMIZE command, enables you to reclaim unused space. Y ou can see how well (or not)
optimized your queries are by using the EXPLAIN command. The resulting output will show if and when indexes are
used, and whether you can use any indexes to speed up the given query.

Paying attention to your MySQL server will ensurethat it continuesto run smoothly. Basic administration commands,
such as FLUSH and SHOW, will help you to recognize and quickly fix potentid problems. All these commands are

designed to give MySQL amillisecond of rest time and breathing room if it's under a heavy load. Numerous SHOW
commandswill display structural information about databases, tables, and indexes, aswell ashow the system s

performing.
[ TeamLiB]
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Q&A
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Al:

A2

Can MySQL take advantage of multiple CPUsina
sngle server?

Absolutely, if your operating system supports multiple
CPUs, MySQL will take advantage of them.
However, the performance and tuning of MySQL
using multiple processors varies, depending on the
operating system. For more information, please see
the MySQL manua section for your specific operating
Sydem:

http://ww. mysgl . coml doc/ O p/ Operati ng_Sy
stem Speci fic_Notes. htn

What permission level must | haveto usethe
OPTIMIZE command?

Any user with INSERT privilegesfor atable can
perform OPTIMIZE commands. If auser has only
SELECT permissons, the OPTIMIZE command will
not execute.
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Workshop

The Workshop is designed to hel p you anticipate possible questions, review what you've learned, and begin learning
how to put your knowledge into practice.

Quiz
L
Which MySQL function will enableyou to runan
expression many times over to find the speed of the
iterations?
Al
The benchmark() function.
2
Which SQL command will clean up the structure of
your tables?
A2:
OPTIMIZE
3
Which FLUSH command resets the MySQL log files?
A3
FLUSH LOGS
4
To quickly determineif MySQL has support for
InnoDB tables, would you use SHOW STATUS or
SHOW VARIABLES?
A4:
SHOW VARIABLES
5
Writea SQL statement that will enable you to seethe
SQL statement used to create atable caled myTable.
A5:

SHOW CREATE TABLE myTable
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][SYMBOL] [A][B] [C] [D] [E] [F] [G] [H] [I] [ [KT[L] [M] [N][O] [P] [QI[R] [S] [T] [U] [V] [W] [X] [Y][Z

I' (not operator)
I= (nonequivaence) operator
# (hash sign)
# (pound sign)
# (pound signs)
$ (dollar sign)
$ COOK I E superglobal
$dallar sgn
$ENV superglobd
$ FILES superglobd
$ GET superglobd
$ POST supergloba
$ POST vaue 2nd
$ REQUEST superglobd
$ SESSION
$bluevariable
$cat id vdue
$check result value 2nd 3rd
$oount varigble 2nd
$dayArray varidble
$ddimsvaiable
$display block value 2nd 3rd
$display vaue
$filearay varidble
Siledir variable
$ilenamevaiadle
$FILES superglobd
HirgDayArray varigble
$function holder varidble
$green variable
$membership varidble 2nd
$namevarisble 2nd
$newnum varigble
$red variable
$SESSION superglobal 2nd 3rd
$dart variable 2nd
$ixt variable
$word varigble
% (modulus) operator
% (percent Signs)
% (percent symbol)
converson specification
% (wildcard)
Y%aformat string option (DATE FORMAT() function)
%a formatting directive
%A formatting directive
%b format string option (DATE FORMAT () function)
%b formatting directive
%B formatting directive
%c format string option (DATE FORMAT() function)
%C formatting directive
%D format string option (DATE FORMAT () function)
%d format string option (DATE FORMAT () function)
%D formatting directive
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][SYMBOL] [A][B] [C] [D] [E] [F] [G] [H] [I] [ [KT[L] [M] [N][O] [P] [QI[R] [S] [T] [U] [V] [W] [X] [Y][Z

a(append) mode

aformat code (date() function)
A format code (date() function)
ab

ApacheBench (performance tool)
aborted connects status variable
AbriaSoft Web site
abs() function 2nd 3rd
abuse

preventing

robots
Web crawlers
Web spiders

preventing (performance)
Accept mechanism

network setting (scaability)
access

control access

rules (1P addresses)

rules (network/mask pair)

rules (partia 1P addresses)
denied

troubleshooting
file system access

settings (scd ability)
granting

limiting

HTTP methods 2nd
methods
combining
restricing
accesscontrol 2nd 3rd 4th
restricting
authentication 2nd
authentication modules 2nd 3rd 4th 5th

dient authentication
access control
access
redgricting 2nd 3rd 4th
res 2nd
dl dients
domain names
environment variables
evaduaing 2nd
Access denied message
accesslog
logfile
AccessHleName directive
per-directory configuration files
accessing
Apache
browsers
files
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b type specifier
backend storage
database file-based access control authentication
file-based authentication
functions
authentication modules
backdash (\) 2nd 3rd
backwards compatibility
basic authentication 2nd
benchmark() function 2nd 3rd
BIGINT datatype
BIN() function 2nd
binaries
ingdling
ingtallation methods (sdecting)
server binary
commands
binary digribution
ingdling MySQL from
binary inddler
Apache
ingdling (Windows)
downloading
bind to port
troubleshooting
BLOB datatype
blocks
<IfDefine SSL>
SSL directives
boolean datatype
boolean vaues
test expressons
brackets
code block (control statements)
bresk statements
code ends
loops 2nd 3rd 4th 5th
bresking out of loops 2nd 3rd 4th 5th
browser authentication
AuthTypedirective
browser output 2nd
browsers
access
environment variables
Apache
accessng
cookies
anaomy 2nd
deeting
sefting 2nd 3rd
digest authentication
browsing
directives
building
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C type specifier

CA (certification authority)
certificate Sgning requests
digitd certificates

CacheFiledirective
mapping files

memary

caching
performance

calendar example 2nd
HTML form 2nd 3rd 4th 5th

userinput 2nd 3rd 4th 5th
cdling
functions 2nd
dynamicdly 2nd 3rd
Can't connect to server message
case
srings
converting 2nd
case sengtivity
congants
case-sengtivity
congants
cading
variables 2nd 3rd 4th 5th
certificate Sgnning requests
cregting (managing certificates) 2nd
certificates
digitd
el
bundled
CA (certification authority)
ain
information
SSL
digita certificates
authentication;SSL protocols
managing
certificate Sgning requedts,cregting 2nd
key pairs (cregting)
sdf-sgned certificates
managing (secureservers) 2nd 3rd 4th
sdf-sgned (managing certificates)
certification authority (CA)
certificate Sgning requests
digitd certificates
Cal
erors
lagging
chaining
digitd certificates
changing
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d format code (date() function)
D format code (date() function)
d type specifier

data

with PHP 2nd 3rd 4th 5th 6th 7th
rerieving 2nd 3rd 4th Sth

withPHP 2nd 3rd 4th 5th
transmitted data

reducing (performance) 2nd

datatypes
arsy
boolean
changing
by casting 2nd 3rd 4th 5ih
settype() function 2nd 3rd
dataandtime 2nd 3rd

database file-based access control authentication
backend storage
mod auth dom module 2nd 3rd
user management 2nd
database tables
discussonforums 2nd 3rd
databases
selecting and connecting to
SHOW DATABASE command
date
caendar
HTML form 2nd 3rd
calendar example 2nd
HTML form 2nd

userinput 2nd 3rd 4t
user input, checking

checkdate() function 2nd

CURDATE() function

CURRENT DATE() function

current, retrieving 2nd

DATEADD() function 2nd 3rd 4th 5th

DATE FORMAT() function 2nd 3rd 4th 5th
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editors
accessng
avoiding for PHP code
HTML
EdmundsKeith
eements
PRE
TITLE
dsedause
with if gatements 2nd 3rd
dsaf dause
withif gatements 2nd 3rd 4th
emal fidd
email Checker() function 2nd 3rd
emerg
LogL evd directive option
endbling
per-directory configuration files
ENCRY PT argument
encrypting
passwords
user management (file-based authentication)
encryption
keys
SSL protocols
endtags 2nd 3rd 4th 5th
ending
block of satements 2nd
ENUM datatype
environment variables
access control rules
conditiond logging
CustomLog directive
equa sign (=)
assgnment operator 2nd 3rd
eguivaence operator (==
identical operator (===
equivalence operator (==
error
LogL evd directive option
error log
logfile
error messages
mysgl error() function 2nd
ErrorLog directive
errors
lagging
erors
authentication process 2nd 3rd
logging 2nd 3rd
files
LogLeve directive 2nd
programs
sydog daemon (Unix)
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F format code (date() function)
f type specifier
Fastresolve
hostname resolving utility
fd function
feof() function 2nd 3rd
Fetch
fgetc() function 2nd 3rd

fget) function 2nd 3rd
field widths (strings) 2nd

fidds
CHAR
Common Name
certificate Sgning requests
dateadded
datetime
MAX FILE SIZE
TEXT
VARCHAR
FILE command
file descriptors
operating systems
scalability
File menu commands
Properties, Certificates
file system access
settings
scalability
fileupload forms
cregting 2nd 3rd 4th

globd varigbles
overview
scripts, cregting 2nd 3rd 4th 5th 6th
file upload globa variables
file-based authentication
AuthAuthoritative directive
backend storage
mod auth module 2nd 3rd
user management
file exigy) function
filegtime() function
filectime() function
Hlelnfo
directivevdue
filemtimg() function
files
* dl
*ini
adding
documents
appending
dosng
configlog
config.gatus
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g format code (date() function)
G format code (date() function)
Gemini tabletype

gettype() function 2nd 3rd
getY earEnd() function
getY earStart() function
GIF

images

lagging

globa gatement

remembering function variable values between cdls 2nd 3rd

globd varidbles
$GLOBALSaray 2nd 3rd
defined
fileupload
superglobas 2nd
$FILES
globds
superglobas
$SESSION 2nd 3rd
GLOBALS (%) array
looping through 2nd 3rd
gmdate() function
GRANT command 2nd 3rd 4th
granting
access

privieges
graphica user interface
greater than operator ()
greater than or equal to operator ()
group settings
troubleshooting
groupsfile
backend storage
file-based authentication
gunzip command 2nd
gzip command
ozip utility
Apache source code
uncompressing
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h format code (date() function)
H format code (date() function)
hard drives
MySQL optimization tips
hardware |oad ba ancer (performance)
hash
defined
hash Sgn (#)
have dod variable
haveinnodb variable
header() function
cookies, setting
forms
raw headers 2nd
headers
From 2nd
Host header
name-based virtua hosting
Host[colon] (name-based virua hosting)
HTTP headers
caching (performance)
raw
forms 2nd
Reply-to
request headers
name-based virtud hosting (syntax) 2nd
server
foms
Set-Cookie
User-Agent
help
for PHPingdlation 2nd 3rd 4th 5th
HEX() function 2nd 3rd
HH-MM-SStime format
hidden fields
forms 2nd 3rd
Host header
name-based virtua hosting
host teble
Host[colon] header (name-based virtud hosting)
hoging. [See virutd hoding]
Hostnamelookups
network setting (scaability)
HostNamel_ookups directive
conditiond logging
hostnames
resolving (managing logs) 2nd
HOUR() function 2nd 3rd 4th 5th 6th 7th 8th

htaccess [period before]
per-directory configuration files
htdocs subdirectory
HTML
caendar example 2nd 3rd 4th 5Sth
PHP combination 2nd 3rd 4th
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i format code (date() function)
icons
lock
Sarvice
identical operator (===
identifiers
directiveidentifiers
status codes
| dentityCheck directive
conditiond logging
IDs (session)
passing in query strings 2nd
if Satement
if satements 2nd 3rd
dsecdausewith 2nd 3rd
dsaf dausewith 2nd 3rd 4th
exampleof 2nd
switch, compared
images
lagging
reduced transmitted data (performance)
infied
include onc() function 2nd
include path directive 2nd
include() function
exampleliging 2nd
executing PHP in another file
executing PHP/assign return vaues
files
loops
within control structures 2nd
included files
containing PHP code
returnsvalues 2nd
incrementing integer variables 2nd 3rd 4th
INDEX command
index gtrings 2nd
Indexes
directivevadue
info
LogLevd directive option
information
digitd certificates
INNER JOIN command

insert forms

Insert Record button

INSERT statement 2nd

INSTALL file

ingdlation

selecting methods

binaries (ingaling)
source code(building)

ingdlations




This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB]



This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB]

][SY MBOL] [A][B] [C][D] [El [FI[CG] [H] (1] [ [K][L] [M]IN][O] [P] [QI[R] [S] [T] [U] [V] [W] [X] [Y][Z

j format code (date() function)
JOIN command
JPEG
images
lagging
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KeepAliveTimeout directive

network settings (performance)
key buffer sze parameter 2nd 3rd
key pairs

creting (managing certificates)
key read requests parameter 2nd
key reads parameter 2nd
key writes parameter 2nd 3rd 4th
keys

CA (certification authority)

digita certificates

authentication (SSL protocols)

encryption
kill command

sgnds(sending)
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| format code (date() function)
L format code (date() function)
LCASE() function
LDAP (Lightweight Directory Access Protocol)
user management
client authentication
LEFT JOIN command 2nd
LEFT() function
length
srings
findng 2nd
length functions 2nd 3rd 4th Sth
LENGTH() function
less than operator ()
less than or equal to operator ()
levels
errors
logging (LogLeve directive)
lib directory
lib subdirectory
libraries
OpenSSL
ingaling (SSL inddlations) 2nd
ingaling;UNIX
ingdling;Windows
SSLesy
library
cdendar example 2nd 3rd 4th
licenses
Apeche
Lightweight Directory Access Protocol (LDAP)
LIKE operator 2nd 3rd
Limit
directivevadue
LIMIT command 2nd 3rd 4th
limitations
symmetric cryptography
limiting
access
HTTP methods 2nd
LimitRequestBody directive
abuse
preventing (performance)
LimitRequestFeldsdirective
abuse
preventing (performance)
LimitRequestFHeldSize directive
abuse
preventing (performance)
LimitRequestLinedirective
abuse
preventing (performance)
LimitX ML RequestBody directive
abuse
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m format code (date() function)
M format code (date() function)
machine names
MACs (message authentication codes)
SSL protocols
mall
From header
Reply-to header

sending on form submission
creating scripttosend 2nd 3rd 4th 5th
form creation 2nd 3rd
mail() function 2nd 3rd 4th
mail() function 2nd 3rd
mailing list (MySQL)
malling ligs
PHP
make command
mekeingal command
Apache
ingaling
make utility
Apache
building
makefiles
configure script
management

user management
database file-based access control authentication 2nd
user managment
file-based authentication
managing
certificates
certificate Sgning requests,cregting 2nd
key pairs (creating)
sef-sgned certificates
certificates (secure servers) 2nd 3rd 4th
logs 2nd 3rd
andyss
eror logs (monitoring)
hostnames (resolving) 2nd
log rotation 2nd
logs(mergi
Many to one mapping
DNS (domain name server)
virtud hogting
many-to-many relationships 2nd 3rd 4th 5th
mapping
files
memory (performance)
mappings
DNS (domain name server)

virtua hogting
massvirtua hogting
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n format code (date() function)
name-based viruta hosting 2nd 3rd
names
defining
files(loggi
domain names
access control rules
of variables
sdlection condderations
of varidbes
sdlection congderations
NameVirtuadHodt directive
naming
error logfiles
functions
NATURAL JOIN command
navigating
files 2nd
negaiveterms
nesting
loops 2nd 3rd
network/mask pair
control accessrules
networks
Settings
performance
scaahility
newline character (\n) 2nd 3rd 4th
NIS (Network Information Services)
user mangement
dient authentication
nl2br() function 2nd
NoN-root users
nonequiva ence operator (1=)
normd forms
defined
first normd forms
rulesfor 2nd
second normal forms
ruesfor 2nd 3rd
third norma forms
rulesfor 2nd
normdization
defined
norma forms
defined
firgt normd forms 2nd
second normd forms 2nd 3rd
third normd forms 2nd
not operator (1)
notice
LogLevel directive option
NOW() function 2nd 3rd
now() function
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0 type specifier
object datatype

OCT() function 2nd 3rd
OCTET LENGTH() function

Oneto many mapping
DNS (domain name server)
virtud hogting
Oneto one mapping
DNS (domain name server)
virtud hogting
one-to-many relationships 2nd
one-to-onerelaionships 2nd
opendir() function
opening
directories
files 2nd 3rd
OpenSSL
Web gte
opensd command-linetoal (certificates)
OpenSSL library
ingdling
UNIX
Windows
ingdling (SSL ingdlaions) 2nd
opensd.exe utility
OpenSSL library
operands
combined with operators
defined
operating systems
MySQL optimization tips
operating systems (OS)
scdability 2nd
operators
addition (+)
arithmetic operators 2nd
assgnment (=) 2nd 3rd
combined assgnment operators 2nd 3rd 4th
comparison operators 2nd
concatentation () 2nd 3rd
defined 2nd
logicd 2nd 3rd
operands combined with
post-decrement 2nd 3rd 4th

post-increment 2nd 3rd 4th
precedence 2nd 3rd 4th

operators. [See also expressons]
OPTIMIZE TABLE command 2nd 3rd

optiona arguments
example 2nd 3rd
options
apache.exe
server binary (Windows)
Options
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padding functions
padding specifiers
srings 2nd 3rd 4th
padiock icon
parameters
configurationfiles
Optionsdirective
pass phrases
key pairs
credting (certificates)
password files
storing (file-based authentication)
password() function
passwords
basic authentication
digest authentication
encrypting
user management (file-based authentication)
storing
user management;client authentication
paths
log files
logname
per-directory configuration files 2nd
file system access (scaability)
percent sign (%)
modul us operator (%)
percent Sgns (%)
percent symbol (%)
converson specification
performance
abuse

preventing
caching
files
mapping;memory
loads
digtributing
network settings
reduced transmitted data 2nd
Web gites
tools
period (.)
concatenation operator () 2nd 3rd
permissons
incorrect
permissions. [See aso privileges]
PHP
combining HTML with 2nd 3rd
configuring 2nd 3rd
connecting to MySQL with
error messages, retrieving 2nd
queries executing 2nd 3rd 4th 5th

using mysgl connect() function 2nd 3rd 4th
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opimizing 2nd 3rd
query strings

sesson IDs, passing 2nd
quotation marks ()
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r (read)mode
r format code (date() function)

RAM disks
scoreboard files
file system access (scd ability)
rand switch
key pairs
creating (certificates)
raw headers
froms 2nd
RC2
symmetric cryptography
RC4
symmetric cryptography
read mode
readdir() function 2nd 3rd
reading
directory contents 2nd 3rd
files
arbitrary dataamounts 2nd 3rd
characters 2nd 3rd
lires 2nd 3rd
README file
redms
authentication
AuthName directive
recording
events
error log
records
address book database table example

records, deleting 2nd 3rd 4th 5th
records, sdlecting and viewing 2nd 3rd 4th 5th 6th 7th 8h 9th 10th 11th 12th
records, selecting and viewingt
insarting 2nd 3rd 4t
reducing
transmitted data (performance) 2nd
reference passing (arguments)
REFERENCES command
regisering
multiple sesson variables 2nd
relationships
meny-to-many 2nd 3rd 4th 5h
one-to-many 2nd
one-to-one 2nd
RELOAD command
removing
privileges 2nd
REPEAT() function
REPLACE command 2nd 3rd 4th
REPLACE() function

replacing
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sformat code (date() function)
stype specifier
Sdisy dl directive
access methods
combining
Satisy any directive
access methods
combining
Satisy directive
access methods
combining
saving
function state between calls 2nd 3rd
date
hiddenfidds 2nd 3rd
scdlebility 2nd 3rd 4th 5ih
scdabiltiy
operating syslems  2nd
settings 2nd 3rd
ScanErrLog
programs
monitoring error logs
schemas
directives
Scope
function varigbles 2nd 3rd
scoreboard file
logfiles
scoreboard files
file system access
scalability
ScoreBoardFile directive
screen savers
Script tags
ScriptAliasdirective (mass virtud hogting)
scripts
apachect]
config
OpenSaL library;ingdling
configure 2nd 3rd
configure script
software (configuring)
configure scripts
mekefiles
targets
control
commands
fileupload 2nd 3rd 4th 5th 6th
PHP 2nd 3rd
lit-file Perl
logssplitting
SEC TO TIME() function
second normal forms
rulesfor 2nd 3rd
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tab character (\t)
table cache parameter 2nd 3rd
table rdaionships
meny-tomany 2nd 3rd 4th 5h
one-to-many 2nd
one-to-one 2nd
table type variable
tables
address book database table example
date added field
date modified field

menus, creating 2nd

columns priv

cregting 2nd 3rd
CREATE TABLE command 2nd 3rd 4th
CROSS JOIN command
DELETE command 2nd 3rd 4th 5th 6th
INNER JOIN command
INSERT command 2nd 3rd 4th 5th 6th 7th 8th
JOIN command
LEFT JOIN command 2nd

LIKE operator

LIMIT command 2nd 3rd 4th

NATURAL JOIN command

REPLACE command 2nd 3rd 4th

RIGHT JOIN command

SELECT command 2nd 3rd 4th 5th 6th 7th 8h Sth 10th 11th 12th
STRAIGHT JOIN command

UPDATE command 2nd 3rd 4th Sth 6th 7th 8th Sth

WHEREdause 2nd 3d

custom I% 2nd

code snippet 2nd 3rd
samplereports 2nd 3rd 4th 5th 6th
db
discussonforums 2nd 3rd
FLUSH TABLES command
func
hogt
OPTIMIZE TABLE command 2nd 3rd
shopping cart database table example
cat, addingitemsto 2nd 3rd 4th 5th

cat, removi ngltemsfrom 2nd 3rd 4th

checkout actions, performing 2nd 3rd 4th
checkout form, creating 2nd 3rd

fidd lengths
fiddnames 2nd 3rd 4th 5th 6th
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U format code (date() function)
UCASE() function
ucwords() function
ulimit command
operating systems
scdahility
uncompressing
source code (Apache installations)
underling)) function
underscore (1)
unitidized varigbles
UNIX
Apache
ingaling (source)
darting
gpachectl tool
ingdling Apache 2nd
Unix
ingaling MySQL on 2nd 3rd 4th
ingalling PHP on, with Apache 2nd 3rd 4th 5th 6th
integrating PHP with Apacheon 2nd 3rd
logresolve utility
hostnamesresolving
UNIX
mod s3I module
indtalling SSL
OpenSSL library
ingling
Unix
rotatel ogs programs
logs (roteting)
sydog daemon
errorslogging

logging errors
tall command-line utility

error logsmonitoring
Unix gpoch
UNIX TIMESTAMP() function
unlink() function
fileddetion
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